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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance ‘afe
describefl in the [SO/IEC Directives, Part 1. In particular, the different approval criteria needed\for the
different| types of ISO documents should be noted. This document was drafted in accordance, with the
editoriallrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details pf
any patept rights identified during the development of the document will be in the_Introduction and/¢r
on the ISP list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does npt
constitute an endorsement.

For an ¢xplanation of the voluntary nature of standards, the-mganing of ISO specific terms arnd
expressipns related to conformity assessment, as well as infermation about ISO’s adherence to the
World Tfade Organization (WTO) principles in the TechnicalyBarriers to Trade (TBT) see www.igo
.org/iso/fforeword.html.

This dochiment was prepared by Technical CommitteeISO/TC 171, Document management application
Subcomrhittee SC 1, Quality, preservation and integrityof information.

g

Alist of gll parts in the ISO 19475 series can be*feund on the ISO website.

Any feedback or questions on this documentshould be directed to the user’s national standards body.|A
completg listing of these bodies can be found at www.iso.org/members.html.
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Introduction

When electronic documents are managed in a typical office environment, it is necessary to determine
the processes required for their management. This includes identifying the type of documents to be
managed and their importance to the organization. The volumes of electronic documents that require
management is growing, as electronic documents are being created by an ever-increasing variety of
combinations of hardware and software. It is essential that documents are managed in such a way that
supports the management of the organization and its core business activities.

ifftegrity and readability of documents managed by an electronic document managemeny system.
Clarifying the management of electronic documents promotes usability of the documents, in both a
ldgal and business context.

The ISO 19475 series specilies the minimum requirements necessary to maintain the aut{enticity,

The series is composed of three parts.

I§0/TS 19475-1 specifies requirements for the capture of documents into.document marjagement
systems.

I40/TS 19475-2 specifies requirements for the storage of documents.)It is aimed at maintajning the
yithenticity and integrity of the stored documents.

[<5)

his document specifies requirements for the evaluation of$tored documents and for implementing
bcisions to either destroy the documents or transfer them<€o)another storage facility.

anagement system to preserve the authenticity, integrity and readability of an electronic dpcument.
hplementing these requirements helps to demwenstrate the authenticity of the documents. The
ofganization managing the documents is able_to“maintain the quality of its document marjagement
systems by specifying and implementing the prescribed methods of operation.

T
d
This document specifies the minimum requirements that are necessary when operating a document
1]
I

The purpose of this document is to specify the minimum requirements that an organization implements
if] order to capture electronic documents. This document focuses on those electronic documgnts that
nlay be required for legal, regulatory.er business evidential purposes.

© ISO 2018 - All rights reserved v
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Document management — Minimum requirements for the
storage of documents —

Part 3:
isposal

=

Scope

his document specifies requirements for maintaining the authenticity, integrity’and readability of
bcuments during disposal processes.

o -

Normative references

he following documents are referred to in the text in such a wdy that some or all of theif content
nstitutes requirements of this document. For dated references, only the edition cited applies. For
hdated references, the latest edition of the referenced document’(including any amendments) applies.

S o3 N

et
Lo

0/TS 19475-1, Document management — Minimum requireiments for the storage of documentls — Part
Capture

~

I40/TS 19475-2, Document management — Minimunrequirements for the storage of documentls — Part
2] Storage

3| Terms and definitions
For the purposes of this document, the following terms and definitions apply.

I40 and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: @available at http://www.electropedia.org/

31
djsposal
a¢tions taken following the expiration of retention periods of documents

3{2
medja
nlaterial upon which information is recorded

[SOURCE: ISO 18913:2012, 3.114]

3.3

metadata

data about other data, documents or records that describes their content, context, structure, data
format, provenance, and/or rights attached to them

[SOURCE: IS0 5127:2017, 3.1.10.26.01]

© ISO 2018 - All rights reserved 1
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3.4

retention schedule
document describing the records of an organization establishing retention periods and providing
authorization for their disposal (3.1)

[SOURCE: ISO 5127:2017, 3.5.3.01]

4 Disposal

4.1 Ge

Disposal
documer

periods feed to be in accordance with appraisal criteria based on business requirements,

Disposal

authorities. Document management systems need to be designed to support the execution of dispos

processeg

Documents need to be retained for the minimum time periods specified-by disposal authoritie

Disposal
a) thed
b) thed

fort
c) thet
d) thef
Some me
which it
4.2 Be
The beng
— redu
— ensy
— cont
— redy

— ensuy

neral

processes include the destruction and/or transfer of documents that had been managed by
tmanagement system, typically performed at the end of the agreed retention period.’Retentid

processes need to be carried out as documented by authorized and ‘€urrent dispos

S.

processes may include:
estruction of documents;

ransfer of control and custody of documents to an organization that has assumed responsibilif
he business activity through restructure, sale or privatization, or other business change;

ransfer of documents to an internal archive;
ransfer of control and custody of documentsto another organization.

tadata may need to be retained beyond ¢he minimum retention period for the documents wif
s associated. Disposal processes need.to support meeting these requirements.

nefits and risks

fits of proper disposal include:

cing the risks of disclosure of sensitive or confidential documents;

ring the preservation of documents of historical or long-term business value;
ributing to iffermation security requirements;

cing storage costs;

ring. demonstrable compliance and avoiding fines and penalties for improper destruction

nl
nl

y

h

Of

docy

nients;

— purging unnecessary documents from information systems and enhancing the efficiency of
searching and processing stored information.

Disposal-related risks include:

— failure to comply with retention requirements set in laws and regulations, resulting in sanctions
and expenses;

— inadvertent disclosure of damaging/sensitive documents due to over-retention (especially in cases
of e-discovery);

— extra costs in cases of over-retention;

© ISO 2018 - All rights reserved
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loss of documents that are assets of the business or have legal or historical value due to premature

destruction;

where disposal involves the transfer to another system or organization, loss of integrity due to

transfer errors;

document leaks if confidentiality of disposal is not ensured.

ISO/TR 18128 provides additional guidance in the disposal of records.

4
D
p
T

> Policy

isposal processes shall be in compliance with the organization’s information management po

blicy shall include a description of risks related to the disposal of documents.

he section of the information management policy related to disposal shall include policies on

the roles and responsibilities related to disposal operations;

the method of confirming that the documents being disposed of aresauthentic and their
has been maintained;

the method of confirming the disposal authorities;
the method of disposal;

the method of monitoring the disposal operations.

Controls

1 Requirements

he following principles shall govern the disposal of documents:

disposal is always authorized;

licy. This

integrity

documents pertaining te:pending or actual litigation, legal action or investigation, or reql;lests for
Ul

access (such as Freedom of Information requests) are not disposed of while that action is
or anticipated to arise;

document dispesal is carried out in a way that preserves any security or access restricti
documents;

disposalisrdocumented as part of process monitoring data;

disposal processes ensure that the document cannot be reconstituted.

he disposal processes shall manage the disposal of documents in accordance with defined ry

derway

pn of the

1les. This

d 11 1 + b + £ ; +1 . P £, 1 + + — :
dy HILTUUT UCSLIUCLIOIT O LI allSICTH LU dIIULUIICT U 5dIIZ4UUITN TOT TUITg=LCTIIT TELCIILIULL, d5 dPppPIop riate.

Disposal processes shall ensure that the authenticity of the disposed documents is maintained,
particularly in the case of document transfer. For this purpose, the person responsible for the documents
shall inspect the state of the documents prior to disposal and execute the processes to ensure their
correct operation.

Disposal actions shall be authorized and documented. Documentation shall provide evidence that
the disposal took place in accordance with established and formally adopted policies and schedules
and with appropriate authorization. The documentation of disposal shall be retained according to
corresponding retention schedules.

Disposal should preferably be a part of routine course of business, rather than an ad hoc activity.

© ISO 2018 - All rights reserved
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The operation shall be executed to satisfy the business requirements indicated in ISO/TS 19475-1 and
ISO/TS 19475-2.

The audit trail of the disposal process shall be retained. Disposal documentation and audit trails can
be used for checking the adequacy of disposal processes and their compliance with existing legal,
regulatory, business and other requirements. The results of such analysis shall inform improvements to
disposal processes.

5.2 Disposal

Disposal| processes shall be carried out to comply with the rules of authorized and current dispospl
authorities. Document management systems shall be designed to support the execution of dispospl
processes.

Documents shall be retained for the minimum time periods specified in disposal authoriti¢s. Disposhl
actions specified in disposal authorities shall be implemented. These may include:

a) destfuction;

b) trangfer of control and custody to an organization that has assumed respensibility for the businegs
actiyity through restructure, sale or privatization, or other business change;

c) trangfer of control to an institutional or external archive for permatient retention;
d) dondtion.

In some [cases, document metadata will be required to be retained beyond the minimum retentign
period fdr the document with which it is associated. Disposal*processes should support meeting thesge
requirements.

The disppsal of documents shall be governed by the principals set in 5.1.

The displosal process shall manage the disposalof documents in accordance with defined rules. Thiis
may inclfide destruction or transfer to a longer rétention as appropriate.

5.3 Ddstruction

There shpll be procedures for the segure destruction of documents in line with the disposal authorities.
These prjocedures shall ensure that all copies of the documents (including backups) are included in the
destructjon processes.

Destructfion proceduresCshall include security precautions appropriate to the sensitivity of the
documeijts being destroyed.

Destructiion proeesSes shall be auditable, such that the disposal of individual documents can be
demonstjrated.

Where documents are stored on media or systems that do not allow individual documents to he

destroyed—{sueh-as—on—"WORM-eptical-dislk)—apprepriate—processes—shal-be—implemented—to—remeove
access to documents awaiting destruction. Alternatively, a procedure for copying all appropriate
documents on a particular piece of media to new media, without copying those that are to be destroyed,
shall be used. In this case, disposal procedures shall include the secure destruction of the original piece
of media.

5.4 Transfer
Where documents and their metadata are transferred to other systems (internal or external) for

long-term preservation, secure transfer procedures shall be used. Subsequent to the confirmation of
transfer, all copies of the documents shall be destroyed on the originating systems.

4 © ISO 2018 - All rights reserved
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Transfer processes may be electronic or physical. In either case, appropriate security procedures and
processes shall be used to ensure that documents are transferred while maintaining their authenticity
and readability. Transfer processes shall also ensure that no documents are lost or compromised during
transfer.

Where transfer processes involve a change to format (which could be a change of media type and/or of
file format), then these processes shall protect the authenticity and readability of the documents.

5.5 Legal hold

There may be some instances where the disposal process shall be delayed, for example, |for legal
of regulatory requirements, or where pending requests for access to the documents.exigt or are
anticipated. There shall be a process whereby the disposal of identified documents is, delayed. This
process shall include a procedure for ensuring that a notification of release of legal hold'is recgived and
a¢ted upon.

5|6 Early disposal

There may be some instances where the disposal process shall be performed earlier than anficipated,
fqr example, for legal or regulatory requirements. There shall be a process whereby the digposal of
identified documents is actioned prior to that determined by disposal’authorities.

© IS0 2018 - All rights reserved 5
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