TECHNICAL ISO/TS
SPECIFICATION 19475-1

First edition
2018-09

Document management - Minimum
requirements for the storage of
documents —

Part 1:
Capture

Gestion de document$\— Exigences minimales pour le stockage des
documents —

Partie 1: Capture

Reference number
ISO/TS 19475-1:2018(E)

©1S0 2018



https://standardsiso.com/api/?name=c240d35900e2daa1eb12cb568b4b814b

ISO/TS 19475-1:2018(E)

/'\ COPYRIGHT PROTECTED DOCUMENT

© 1S0 2018

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address

below or [SO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8
CH-1214 Vernier, Geneva
Phone: +41 22 749 01 11
Fax: +41 22 749 09 47
Email: copyright@iso.org
Website: www.iso.org

Published in Switzerland

ii

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=c240d35900e2daa1eb12cb568b4b814b

ISO/TS 19475-1:2018(E)

Contents Page
FOT@WONM ... oottt iv
00T 00 X0 ) ot o (0) o VOSSOSO \ 14
1 S0P ... 1
2 L0 @ 4 T 0 AT =y = W) 4 L X 1
3 LS LTI Y o 0 LT 00 0 ) o 1
4 CAPTULTE ...
4.1 (1S3 0 =) o= OO
4.2 Benefits and risks
4.3 Policy
5 (000 110 0] K-
5.1
5.2 (O 0 L (O
5.2.1  Document Capture ...
5.2.2 Database transactions
5.2.3 Email and other communications.....................
5.2.4  Paper-based documents..........cccoerrsis
Bjibliography

© ISO 2018 - All rights reserved

iii


https://standardsiso.com/api/?name=c240d35900e2daa1eb12cb568b4b814b

ISO/TS 19475-1:2018(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance ‘afe
describefl in the [SO/IEC Directives, Part 1. In particular, the different approval criteria needed\for the
different| types of ISO documents should be noted. This document was drafted in accordance with the
editoriallrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details pf
any patept rights identified during the development of the document will be in the_Introduction and/¢r
on the ISP list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does npt
constitute an endorsement.

For an ¢xplanation of the voluntary nature of standards, the-mganing of ISO specific terms arnd
expressipns related to conformity assessment, as well as infermation about ISO’s adherence to the
World Tfade Organization (WTO) principles in the TechnicalyBarriers to Trade (TBT) see www.igo
.org/iso/fforeword.html.

This dochiment was prepared by Technical CommitteeISO/TC 171, Document management application
Subcomrhittee SC 1, Quality, preservation and integrityof information.

g

Alist of gll parts in the ISO 19475 series can be*feund on the ISO website.

Any feedback or questions on this documentshould be directed to the user’s national standards body.|A
completg listing of these bodies can be found at www.iso.org/members.html.
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Introduction

When electronic documents are managed in a typical office environment, it is necessary to determine
the processes required for their management. This includes identifying the type of documents to be
managed and their importance to the organization. The volumes of electronic documents that require
management is growing, as electronic documents are being created by an ever-increasing variety of
combinations of hardware and software. It is essential that documents are managed in such a way that
supports the management of the organization and its core business activities.

ifftegrity and readability of documents managed by an electronic document managemeny system.
Clarifying the management of electronic documents promotes usability of the documents, in both a
ldgal and business context.

The ISO 19475 series specilies the minimum requirements necessary to maintain the aut{enticity,

The series is composed of three parts.

This document specifies requirements for the capture of documents into.document marnagement
systems.

I40/TS 19475-2 specifies requirements for the storage of documents.)It is aimed at maintajning the
yithenticity and integrity of the stored documents.

[<5)

I§0/TS 19475-3 specifies requirements for the evaluation of/stored documents and for impl¢menting
bcisions to either destroy the documents or transfer them<€o)another storage facility.

anagement system to preserve the authenticity, integrity and readability of an electronic dpcument.
hplementing these requirements helps to demwenstrate the authenticity of the documents. The
ofganization managing the documents is able_to“maintain the quality of its document marjagement
systems by specifying and implementing the prescribed methods of operation.

d
This document specifies the minimum requirements that are necessary when operating a document
1]
I

The purpose of this document is to specify the minimum requirements that an organization implements
if] order to capture electronic documents. This document focuses on those electronic documgnts that
nlay be required for legal, regulatory.er business evidential purposes.

© ISO 2018 - All rights reserved v
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Document management — Minimum requirements for the
storage of documents —

Part 1:
apture

=

Scope
This document specifies requirements for maintaining the authenticity, integrity’and readability of
dpcuments during capture processes.
2| Normative references

There are no normative references in this document.

3| Terms and definitions
For the purposes of this document, the following terms and definitions apply.

[40 and [EC maintain terminological databases for uge in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

311
dptabase
cpllection of machine-readable information organized so that it can be easily accessed, ;managed
ahd updated

[JOURCE: ISO 5127:2017,3.1713.03]

3[2

njetadata
dhta about othér)data, documents or records that describes their content, context, structiyire, data
fqrmat, provenance, and/or rights attached to them

[JOURCE=:ISO 5127:2017, 3.1.10.26.01]
313

storage cycfpm
information technology system with the capability of managing electronically stored documents

4 Capture

4.1 General

Capture is the process of creating or receiving information in the course of business activities and
storing it as documents into a document management system.

The authenticity, integrity and readability of information that is to be captured needs to be assessed
and verified. Capture processes may also need to convert information into an electronic format suitable

© ISO 2018 - All rights reserved 1
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for storage and management, extract related metadata and information necessary for monitoring, and
register the documents into the storage system.

Capture processes may include:

a) theinformation to be captured that is specified by business requirements;

b) the operational personnel inspecting and documenting the information to be captured for its

auth

enticity, integrity and readability;

C) the ¢capture npprafinnn] pnrcnnnp] r‘]nccifying the information, ﬂvfr‘ar‘fing metadata and rnr‘nrdirg

this
d) the

oper
e) the

stor
Capture
processe

for stora

When tr
registerg

format that enables authenticity inspection, in compliance with bUsiness requirements.

4.2 Be
The bensg
— conf]

— abili
capt

Capture-
— docy
— loss

— inap

4.3 Pdlicy

Capture
This poli

nformation in the storage system;

Capture operational personnel ensuring that the information necessary for monitdning th
ations is extracted and recorded in the storage system;

bd to inspect the quality of the stored documents.

processes may include, if paper-based originals are received, scarning and digitizatic
s. If digital data are to be captured, they may need to be converted inte a suitable data form
pe. Captured documents then need to be made available to users aSnecessary.

hnsactional data are to be captured, the data that has been,created or received are typical
d in a database schema. In such cases, the capture processgs need to convert the data into

nefits and risks
fits of the proper capture of electronic documents include:
dence in the capture processes and systems;

Ly to demonstrate that authenticity, integrity and readability are not compromised durir
ure.

related risks include:
ment loss or damage due(toja problem in the capture processes;
pf information due ta'inappropriate capture attributes;

propriate docuniéntation being captured due to an incorrect selection processes.

processes need to be in compliance with the organization’s information management polig
y fieéds to include a description of risks related to the capture of documents.

fapture operational personnel comparing the received information and the documents ong

\e

n
nt

a

18

The sect

on of the Information management policy related to capture needs to Include policies on:

— the roles and responsibilities related to capture;

— the method of inspecting the authenticity of documents to be captured;

— the method of monitoring the capture operations.

© ISO 2018 - All rights reserved
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Controls

.1 Requirements

Information received or created in business activity shall be captured in the form of documents. This
may include the capture of information created, received or stored electronically as well as the capture
of non-electronic documents by means of scanning.

The capture processes shall be such that the confirmation of the authenticity, integrity and readability

o

Cthe information-is-assessed-and-confirmed

T

LmJ

[

1

a
d

he following principles shall govern the capture of documents:

the policy for the capture process has been identified and documented;

the file format for the documents has been determined, taking into account legal and 1
requirements, and standardized formats are used where practical;

the security classification for the documents has been determined and the appropriate
requirements have been implemented;

any associated information (such as metadata and audit trail data) has been identified and g
2 Capture

2.1 Document capture

capture operations, the authenticity of thedocuments created or received in the course of
rtivities shall be maintained. Capture processes shall include, where necessary, the conversi
hta format appropriate for the storage.and management of the information content. These ¢

the roles and responsibilities of those implementing the capture processes have been defined;

etention

security

aptured.

business
on into a
rocesses

shall include the conversion of all reldted metadata and other information necessary for m¢nitoring

dpcuments. Capture processes shallinclude the storage of documents into storage systems.

Chpture process shall include:

a] the specification of decuments to be captured;

b} the inspection of-the documents prior to capture for authenticity issues;

c] the appropriatécapture mechanisms;

d) the classification of captured documents in accordance with business rules;

e] the<extraction in association with captured documents of appropriate metadata and any other
infermation necessary for the monitoring of captured documents;

f ) —the-transferto-storage-SyStems:

g) where appropriate, the comparison of original documents and captured electronic documents

(for example, by viewing the original and the captured image side-by-side), including any quality

control procedures;

h) the ability to demonstrate that capture processes have taken place in accordance with

requirements (audit).

business

Where self-executing code or the other similar mechanisms are embedded in documents, measures
shall be taken for preserving the original content and presentation of these documents. This is because
the contents of these documents may change over time.

©
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Where documents are made up of several components (for example, a word-processed file with an
embedded spreadsheet), the relationship and content of the individual components shall be preserved.
When information is preserved in its individual components, all the links to the components shall be
preserved.

5.2.2 Database transactions

When information to be captured is in the form of a structured database, additional procedures may
be necessary in order to be able to demonstrate that authenticity, integrity and readability has been

maintained

To captufe database transactional information, the following additional process shall be included:

a) the delection of information to be captured in accordance with the business requirements;

b) the iletention of any interdependencies between information;

c) the ptorage format appropriate to the information being captured, to enable~accessibility h
busihess systems.

5.2.3 [Email and other communications

Where i
procedul

readability has been maintained.

To captu

shall be included:

a) thei

b) the
com

c) whe

5.2.4 Paper-based documents

Where p

The techpology shall be chosén)dependent upon the type of paper to be captured and the intended us
of the scanned images.

To captullre informatienfrom paper-/microform-based documents, the following additional processs

shall be i

a) docymentation of the capture processes and technology used;

b) the Jeléction of suitable image format for the intended use of the document images;

hformation to be captured is held in email or other communication systems, addition
es may be necessary in order to be able to demonstratélthat authenticity, integrity arn

e information from email and other communicatiorisystems, the following additional proce
dentification of the communications to be captured;

capture of any attached information,~along with its association with the particuls
munication;

e necessary, the confirmation of-the’sender of the communication.

hper- (or microform-) based documents are to be captured, scanning technology shall be use

ncluded:

y

bS

nr

LS

c) the selection of capture processes to ensure that all necessary information from the original
documents is accessible on the document images;

d) the selection of quality control processes to ensure that any scanning errors (skew, folded corners,
mis-feeds, etc.) are identified and corrected;

e) themaintenance ofthe scanner equipmentinaccordance with the manufacturer’srecommendations.

© ISO 2018 - All rights reserved
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