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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through
committees established by the respective organization to deal with particular fields of

technical
technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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The procedures used to develop this document and those intended for its further mainte
degcribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria n
the different types of document should be noted. This document was drafted in@ccordanc
edjtorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be t
of [patent rights. ISO and IEC shall not be held responsible for identifying any or all sy
ts. Details of any patent rights identified during the development of the document wil

Infroduction and/or on the ISO list of patent declarations received (see/www.iso.org/patentsj.

trade name used in this document is information given for,the convenience of users an
copstitute an endorsement.

For an explanation on the meaning of ISO specific téxrms and expressions related to c
asgessment, as well as information about ISO’s adherence to the WTO principles in the
Bafriers to Trade (TBT) see the following URL: Foreword - Supplementary information

ISQ/TS 19299 was prepared by European Committee for Standardization (CEN) in collabor
ISQ/TC 204, Intelligent transport systems, in.accordance with the agreement on technical cg
between [SO and CEN (Vienna Agreement);

Thiis first edition of ISO/TS 19299 canéels and replaces CEN/TS 16439:2013.
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Introduction

Reader’s guide

The development process for a security concept and implementation to protect any existing electronic

fee collection (EFC) system normally includes several steps as follows:
— definition of the security objectives and policy statements in a security policy;

— threat analysis with risk assessment to define the security requirements;

— develppment of the security measures followed by the development of security test specifications.
POLICIES
Security
objectives
‘ REQUIREMENTS
Policy Threat
statements analysis
‘ SPECIFICATIONS
\V
curity

Security Se
requirements \:Q‘teasures
; TEST PROCEDURES

Specifications Test
of security »

ifiction
measures specifictions

Figure 1 — Deévelopment path for the security documents

In the sec¢nd step, each actorin an existing EFC system has to implement the defined security measu
and supernvise the effectiveness. Security measures which do not work or work incorrectly need to

wn

res
be

improved| The develppment of the EFC security framework follows this approach as closely as possible.

The used methodology needs to consider following limitations:

— No sefurity’policy exists: The security policy can only be defined by the responsible stakehold
and isdfreedom is only limited by laws and regulations. Nonetheless, this Technical Specificat

S
on

LAl 1 - 1 £ 1.1 —t h rad A h A I
Provides UdasIC EXAIPITS Ul pPUSSIDIT SECUTITY PUIICIES (1T ANEX L (0 ANNEX T .

— No risk assessment possible: The risk assessment compares the possible loss for the stakeholder
and the required resources (e.g. equipment, knowledge, time, etc.) to perform an attack. It is the

trade-off evaluation of the cost and benefit of each countermeasure which is only possible for
implemented system.

an

— No specific system design or configuration during the development of this Technical Specification
was considered to keep it universally applicable. Only the available EFC base standards and the
comments received by the CEN/TS 16439:2013 (i.e. the previous edition of the EFC security
framework) were taken as references. Specific technical details of a particular system (e.g.
servers, computer centres, and de-central elements like road side equipment) need to be taken into

consideration during the implementation in addition to the present EFC security framework.
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https://standardsiso.com/api/?name=90f6c145343ab84a08b1af3dcba245ea

ISO/TS 19299:2015(E)

The selection of requirements and the respective security measures for an existing EFC system is based
on the security policy and the risk assessment of several stakeholders systems. Due to the fact that
there is neither an overall valid security policy, nor the possibility to provide a useful risk assessment,
the EFC security framework provides a toolbox of requirements and security measures covering as
many threats as possible without claiming to provide an exhaustive list.

There is one limitation though to be compliant to this Technical Specification that is, if a requirement is
selected, the associated security measure(s) have to be implemented.

To understand the content of this Technlcal Spec1f1cat10n the reader should be aware of the
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the correct 1mplementat10n and operatlon of a number of processes systems and i
y a reliable end-to-end security ensures the accurate and trustworthy operatiomof i
ponents of toll charging environments. Therefore, this security framework also coyers g
rfaces which are not EFC specific like back office connections. The application indépender
mework for such system parts and interfaces, the Information Security Management Syste
provided in the ISO 2700x family of standards.

e development process of this Technical Specification is described briefly in the steps beloy

Definition of the stakeholder objectives and generic requirement9 as the basic motivattilo
e

security requirements (Annex C). A possible security policy‘with a set of policy sta
provided in Annex E, and an example of an European electtonic toll service (EETS) secu
is given in Annex F.

Based on the EFC role model and further definitions from the EFC architecture
(ISO 17573), the specification defines an abstractEFC system model as the basis fo
analysis, definition of requirements, and security“measures.

The threats on the EFC system model and its;assets are analysed by two different methods:
based analysis and an asset-based analysis.‘The first approach considers a number of threat
from the perspective of various attackers. The second approach looks in depth on threats g
various identified assets (tangible and intangible entities). This approach, although produ
redundancy, ensures completeness-and coverage of a broader range of risks (see Annex D).

The requirements specification (see Clause 6) is based on the threats identified in Ann
requirement is at least motivated by one threat and at least one requirement covers each

e depends
nterfaces.
hteracting
ystems or
It security
m (ISMS),

=

n for the
ments is

rity policy

standard
 a threat

an attack-
scenarios
gainst the
cing some

bx D. Each
threat.

The definition of security measures (see Clause 7) provides a high-level description of recommended

possible methodsto-eover the developed requirements.

The security specifications for interoperable interface implementation (Clause 8) provide detailed

definitions;e.g. for message authenticators. These specifications represent an add-on f9
to the corresponding relevant interface standards.

Basicikey management requirements that support the implementation of the inte
interfaces are described in Clause 9. The toll charging environment uses cryptographic

r security

roperable
elements

(keys, certificates, certificate revocation lists, etc.) to support security services like confil

dentiality,

h)

integrity, authenticity, and non-repudiation. This section of the specification covers the (initial)
setup of key exchange between stakeholders and several operational procedures like key renewal,

certificate revocation, etc.

A general trust model (see Clause 5) is defined to form the basis for the implementation of
cryptographic procedures to ensure confidentiality, integrity, and authenticity of exchanged
data. In this context, the security framework references approved international standards for the
implementation of cryptographic procedures enhanced by EFC specific details where needed.

A stakeholder of an EFC scheme who wants to use this security framework needs to do the following:

define a security policy for the EFC scheme (may involve more than one stakehol

der in an

interoperable EFC scheme). Some examples for a security policy and its elements are provided (in

© ISO 2015 - All rights reserved
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Annex E and Annex F) as an aid for using this Technical Specification to build up a secure system for
a concrete interoperability framework (including the European electronic toll service).

— identifytherelevantprocesses,systemsand interfaces,and match themto the EFCsecurity framework;
— select the corresponding security requirements according to the security policy;
— implement the security measures associated to the selected requirements;

— provide evidence of compliance of its systems, processes, and interfaces with the requirements set
forth in this Technical Specification. Evidence can be provided by a self-declaration, an internal or
exterhal audit, or other certifications.

EFC role model

This Techhpical Specification complies with the role model defined in ISO 17573. According to this rple
model, thq toll charger (TC) is the provider of the tolled infrastructure or transport serviee and hence, the
recipient ¢f the road usage fees. The TC is the actor associated with the toll charging role-(see Figure 2).

Interoperability
management

Provision

Toll

x Charging
//_\ f

Figure 2 — The role model underlying this Technical Specification

Toll servige providers (TSP) issue-on‘board equipment (OBE) to the users of the tolled infrastructiire
or transpgrt service. TSPs are responsible for providing the OBE that will be used for collecting ddta,
enabling the TC to send a claim'to the TSP for the use of the infrastructure or transport service by their
service users (SU). In automohious systems, each TSP delivers toll declarations to the TC who operates the
autonomoyus system. Such @ TC possibly receives toll declarations from more than one TSP. In dedicated
short-range communicdtion (DSRC)-based systems, the TC receives the main toll declarations froml|its
own RSE which communicates with the TSP’s OBE and only supplementary charging data, if required,
from the TSP. Interdperability management (IM) in Figure 2 comprises all specifications and activitiies
that in comnmenydefine and maintain a set of rules that govern the overall toll charging environment.

The trustmedel-definedinthisFechnical Specificationis based-onthe role-model-abeveanditisalso
the technical base for the protection of the data communication between the entities of the role model.
Besides this communication security, trust in the secure implementation and management of the back
end and other equipment for the EFC framework is required. A toll charger or toll service provider
compliant to this Technical Specification needs to be able to give evidence of security management as

required. Such evidence is the basis of trust relations between the involved entities.

Figure 3 below illustrates the abstract EFC system model used to analyse the threats, define the
security requirements and associated security measures for this Technical Specification. This Technical
Specification is based on the assumption of an OBE which is dedicated to EFC purposes only and neither
considers value added services based on EFC OBE, nor more generic OBE platforms (also called in-
vehicle ITS Stations) used to host the EFC application. The OBE may either be connected to a central
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account or use a payment medium such as ICC or mobile payment for on-board-account EFC system.
Any financial transactions to the payment medium are out of scope of this Technical Specification.
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Figure 3 — EFC-system model of the EFC Security framework

lation to other security standards

reral generic and specifiestandards and Technical Reports concerning security issues for information

hnology already exist./This Technical Specification uses these existing standards and exp
hbility for EFC applications. The framework references and tailors the security techn
thodologies fronrthese standards.

ure 4 illustrates the context of the EFC security framework to other security standards.

hnds their
iques and

is not an

naustive.description as only the most relevant standards are shown, i.e. the standards that|gave most
ut to'this Technical Specification. Standards that are directly used and referenced are highjlighted in
ck(as opposed to grey). Other standards that may provide other security related input ar¢ given for

infl

rmation and rnmp]pfpnpcc nn]y’ but are not further used
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ISO 7498-2 ETSI TR 102 731
Basic Reference Model -- Part 2: Security Architecture 1 (Essential Counter-
.ISOIIEC 10118 3. measures for Co-operative
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’ ISO/IEC 9797-1 and 2 ISO/IEC 18033-1 to 4
MACs Encryption algoritms
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and best practice
Vo
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Equipment evaluation and certification Information security managementbx ems
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ISO/IEC 18045 ISO/TS 17574 ISO/IEC 27001
Methpdology for IT security EFC - Guidelines for Requirements
evaluation security protection profiles i 7 I
ISO/IEC 27002 ISO/IEC 27003
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Guide for the production of Code of practice Guidance

Protection Profiles and Q =

Security Targets ISO/IEC 27005

Risk management

ISO/IEC 15408 Part 1 to 3 2 =

Evaluation criteria for IT security ISOJIEC 27000

(ST ) Overview and vocabulary

N\*¥

Figure 4 — Relevant security standards in‘the context of the EFC — Security framework

of standards in Figure 4 provides the following features:

— Security techniques — Security. measures and algorithms: The group is a collection of essential
securfty measures and recommended cryptographic algorithms including the guidelines [or
accurpte use.

pen system interconnection: This group of standards provides mechanisms for the secfire
communications between open systems. The standardsaddress some of the security requirement$ in
the arfeas of authentication and other security services through the provision of a set of frameworlks.

— Evalyation criteria for IT security (common criteria): This standard group defines methodologfies
and pfocesseésfor the security evaluation and certification for most categories of products used in
the EFC environment. The arrows inside the group indicate the relation between the standards i|n a

— IT — Security techniques — Information security management system: This standard family
defines requirements and guidelines for the implementation of security management systems for
all types of organizations. The standards are well suited for the security solutions of the back end
and other fixed or installed equipment including software of EFC systems.

A corresponding ISO/IEC 27001 certification of a toll charger (TC) or toll service provider (TSP)
organization may be used to demonstrate fulfilment of this Technical Specification provided that
the scope and the Statements of Applicability (SoA) include the EFC business processes specified in
[SO 17573 and the selected security requirements and their associated security measures provided by
this Technical Specification are applied, e.g. by using them as part of the so-called catalogues containing
the security measures and control objectives. Figure 5 below illustrates how this approach works in
parallel. The first step of both paths is analysing the business processes followed by a threat analysis.

X © ISO 2015 - All rights reserved
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A common risk analysis combines the generic and the EFC related analysis and results in the respective

security measures and controls.

Generic company business processes

Generic threats - 1ISO 27005

General security measures & controls
considering 1SO 27002

In
ex
se(

addition, the EFC security framework mak
sting threat analysis with relation to EFC
urity; threat, vulnerability and risk ar\@sis)].

\c)%

.

Risk evaluation — 1SO 27005

O
Figure 5 — Scope in relation to the lnfor@gtion Security Management System

S [e.g. ETSI/TR 102 893 (intelligent transpor

EFC business processes - ISO
17573

EFC specific threats —
this Technical Specificat'\

N

EFC sec& easures & controls —
i$-Technical Specification

N
)

se of existing threat analysis methods and

also uses
t systems;
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Electronic fee collection — Security framework

1

Scope

The overall scope of this Technical Specification is an information security framework for all
organizational and technical entities of an EFC scheme and in detail for the interfaces between them,

based on the system architecture defined in ISO 17573. The security framework describe
requirements and associated security measures for stakeholders to implement and_thus|

se(
its

Th

ure operation of their part of an EFC system as required for a trustworthy environment ac
security policy.

e scope of this Technical Specification comprises the following:

definition of a trust model (Clause 5);

Basic assumptions and principles for establishing trust between the stakeholders.
security requirements (Clause 6);

security measures — countermeasures (Clause 7);

Security requirements to support actual EFC system:implementations.

security specifications for interface implementation (Clause 8);

These specifications represent an add-on fer security to the corresponding standards
above shows the relevant interfaces and the corresponding relevant interface star
illustrated in Figure 6.

key management (Clause 9);

Covering the (initial) setup ‘of key exchange between stakeholders and several o
procedures like key renewal, certificate revocation, etc.

security profiles (Annéex.A);

implementation conformance statement (Annex B) provides a checklist to be used by an ¢
supplier, a system implementation, or an actor of a role declaring his conformity to this
Specification;

general-information security objectives of the stakeholders (Annex C) which provic
motivation for the security requirements;

threatanalysis (Annex D) on the EFC system model and its assets using two different comp

s a set of
ensure a
cording to

. Figure 5
dards, as

berational

quipment
Technical

le a basic

ementary

©lI

methods _an attack-based ;m;\lyqiq’ and an asset-hased nn;ﬂyqiq;

security policy examples (Annex E and Annex F);

recommendations for privacy-focused implementation (Annex G);

proposal for end-entity certificates (Annex H).

SO 2015 - All rights reserved
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Figure 6 — Scope of EFC security framework for secure communication

The following are outside the scope of this Technical Spécification:
— acompplete risk assessment for an EFC system;
— secur]ty issues rising from an EFC application running on an ITS station;

NOTE Security issues associated with' an EFC application running on an ITS station are covered in
CEN/TR 16690.

— entitigs and interfaces of the interoperability management role;
— the technical trust relation-between TSP and service user;

— concrete implementation specifications for implementation of security for EFC system [e.g. Europgan
electrjonic toll serviee’(EETS)];

— detailed specifications required for privacy-friendly EFC implementations;

— any fiparcial transactions between the payment service provider and the payment medium issyed
by the latter (e.g. ICC).

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

[SO 12813:2015, Electronic fee collection — Compliance check communication for autonomous systems

[SO 12855:2015, Electronic fee collection — Information exchange between service provision and toll
charging

2 © IS0 2015 - All rights reserved
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[SO 13141:2015, Electronic fee collection — Localization augmentation communication for autonomous
systems

ISO 14906:2011, Electronic fee collection — Application interface definition for dedicated short-range
communication

EN 15509:2014, Electronic fee collection — Interoperability application profile for DSRC

CEN/TS 16702-1:2014, Electronic fee collection — Secure monitoring for autonomous toll systems — Part
1: Compliance checking

[SO 17575-1:2015, Electronic fee collection — Application interface definition for autonomous 3ystems —
Part 1: Charging

ISQ/IEC 7816-3, Identification cards — Integrated circuit cards — Part 3: Cards with contatts — Electrical
interface and transmission protocols

ISQ/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encofing Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) >— Part 1

ISQ/IEC 9594-8:2014, Information technology — Open Systems Intercounnection — The Directdry: Public-
key and attribute certificate frameworks — Part 8

ISQ/IEC 9797-1:2011, Information technology — Security techniqties — Message Authenticafion Codes
(MACs) — Part 1: Mechanisms using a block cipher

ISQ/IEC 11770-1:2010, Information technology — Security techniques — Key management {(— Part 1:
Framework

ISQ/IEC 11770-3:2015, Information technology — Security techniques — Key management {— Part 3:
Mgdchanisms using asymmetric techniques

ISQ/IEC 18031, Information technology — Security techniques — Random bit generation

ISQ/IEC 18033-2, Information technology — Security techniques — Encryption algorithms {(— Part 2:
Asymmetric ciphers

ISQ/IEC 19790, Information.\technology — Security techniques — Security requirefents for
cryptographic modules

ISQO/IEC 27001, Informatjon technology — Security techniques — Information security mdnagement
syjtems — Requirements

ISQ/IEC 27002;2013, Information technology — Security techniques — Code of practice for information
sedurity controls

ISQ/IEC 27805, Information technology — Security techniques — Information security risk management

[ETF-Request for Comments (RFC) 4301:2005-12, Security Architecture for the Internet Protocpl

IETF Request for Comments (RFC) 4347:2006-04, Datagram Transport Layer Security
IETF Request for Comments (RFC) 4648:2006-10, The Basel6, Base32, and Base64 Data Encodings

IETF Request for Comments (RFC) 5035:2007-08, Enhanced Security Services (ESS) Update: Adding
CertID Algorithm Agility

IETF Request for Comments (RFC) 5246:2008-08, The Transport Layer Security (TLS) Protocol, Version 1.2

IETF Request for Comments (RFC) 5280:2008-05, Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
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IETF Request for Comments (RFC) 5746:2010-02, Transport Layer Security (TLS) Renegotiation
Indication Extension

Federal Information Processing Standards (FIPS) PUB 140-2, December 2002, Security requirements for
cryptographic modules
3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31
accountapility
property that ensures that the actions of an entity may be traced uniquely to the entity

[SOURCE:|ISO 7498-2:1989, 3.3.3]

3.2
activist
especially|active, vigorous advocate of a cause, especially a political cause

3.3
asset
anything that has value to a stakeholder

Note 1 to eptry: An asset may be tangible or intangible.

3.4

attack
attempt tp destroy, expose, alter, disable, steal, or gain unauthorized access to or make unauthorized
use of an gsset (3.3)

[SOURCE:|ISO/IEC 27000:2014, 2.3]

3.5
authentidity
property that an entity is what it claims to be

[SOURCE:|ISO/IEC 27000:2014, 2.8]

3.6
availability
property ¢f being accessible’and usable upon demand by an authorized entity

[SOURCE:|ISO 7498-2:1989, 3.3.11]

3.7
back end
part of th¢ back office system interfacing to one or more front ends (3.17)

3.8
certificate revocation list
signed list indicating a set of certificates that are no longer considered valid by the certificate issuer

[SOURCE: ISO/IEC 9594-8:2014, 3.5.12]

3.9

key certification authority

CA

authority trusted by one or more users to create and assign public-key certificates

[SOURCE: ISO 15782-1:2009, 3.15]
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3.10
communication provider
provider of communication services used for the transmission of information

3.11
confidentiality

prevention of information leakage to non-authenticated individuals, parties, and/or processes

[SOURCE: ISO/TS 17574:2009, 3.7]
3.12

data protection commissioner

dafa privacy commissioner

pefson responsible for the enforcement and monitoring of compliance with the Japplid
protection legislation

able data

any freely given specific and informed written indication of his wishes by which the dafa subject

domestic state agency
goyernmeént or any agency of the state or nation under whose jurisdiction a particular toll
belng6perated

n IC-card,

5 operated

hnd usage

schema is

3.
hacker
person who attempts or succeeds to gain unauthorized access to protected resources

3.20
information asset
knowledge or data that has value to the stakeholder

[SOURCE: ISO/IEC 27032:2012, 4.27, modified]
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3.21

information security
preservation of confidentiality (3.11), integrity (3.24), availability (3.6), authenticity (3.5), accountability
(3.1), non-repudiation (3.27), and reliability of information

[SOURCE:
3.22

ISO/IEC 27000:2014, 2.33, modified]

information security event
identified occurrence of a system, service or network state indicating a possible breach of information

security

n]ir‘y or failure of r'nnfrn]c’ ora prnvinnc]y unknown situation that may be car‘nrify releva

[SOURCE:

3.23

informat
unwanted
business

[SOURCE:

3.24
integrity
property {

[SOURCE:

3.25

interopel
ability of
been exch

[SOURCE:

3.26
message
MAC
string of

Noteltoe
[SOURCE:
3.27

ISO/IEC 27000:2014, 2.35]

on security incident
information security (3.21) events that have a significant probability ,0f)Compromis
perations and threatening information security

ISO/IEC 27000:2014, 2.36, modified]

hat data has not been altered or destroyed in an unauthorizgd manner

ISO/TS 17574:20009, 3.11, modified]

ability
anged
ISO/IEC/TR 10000-1:1998, 3.2.1, modified]

huthentication code

its which is the output of @MAC algorithm
htry: A MAC is sometimes called a cryptographic check value (see, for example, ISO 7498-2).

ISO/IEC 9797-1:2011, 3.9]

non-repudiation

ability to
[SOURCE:

brove the'accurrence of a claimed event or action and its originating entities

ISOAEC 27000:2014, 2.55]

3.28

on-board equipment

OBE

t

ng

systems to exchange information and to make mutual use of the information that has

equipment located on-board a vehicle including nomadic devices with the function of exchanging
information with external systems

3.29
payment
carrier of

medium
payment means, such as paper ticket, IC-card, smart phone or on-board unit (OBU)
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3.30
personal data
information relating to an identified or identifiable natural person

Note 1 to entry: In relation to EFC, an identified or identifiable natural person is equivalent to the role service
user (IS0 17573:2010).

3.31
policy
overall intention and direction as formally expressed by management

[SOURCE: ISO/IEC 27000:2014, 2.60, modified]

3.32

daga privacy
rights and obligations of individuals and organizations with respect to the colleetion, use, [retention,
diqclosure and disposal of personal information

[SOURCE: ISO/TS 14441:2013, 3.26]

3.33

prpcessing of personal data
opgration or set of operations which is performed upon persenal data (3.30), whether jor not by
aufomatic means, such as collection, recording, organization, storage, adaptation or alteration,
refrieval, consultation, use, disclosure by transmission, dissemination or otherwise making|available,
alipnment or combination, blocking, erasure, or destruction

3.34

roadside equipment
RSE
eqhipment located along the road ether fixed @fmobile

3.35

segure application module

SAM

physical module that securely executes cryptographic functions and stores keys

3.36
security policy
seff of rules that regulate how to handle security threats or define the appropriate security leyel

[SQURCE: ISO/TS 1%#574:20009, 3.23]

3.37

security service
sefvice provided by communicating systems which ensures adequate security of the systems or of
data transfers

HROR. ICA 7400 210002 2 4 JaL: . 11
[S(JUI\L;L‘. 10U 7% 7074.1707, J.0.91, ITUUILITU]

3.38
digital signature
one or more data elements resulting from the digital signature process

3.39
threat
potential cause of an unwanted information security incident, which may result in harm

[SOURCE: ISO/IEC 27000:2014, 2.83, modified]
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3.40
threat agent
entity that has the intention to act adversely on an asset (3.3)

3.41
threat analysis
systematic detection, identification, and evaluation of threats (3.39)

3.42
toll

any Chargo’ tax or r]nfy levied in relation with usinga vehicle in a toll domain ('-2 A"-'()

[SOURCE:|CEN/TR 16092:2011, 3.6, modified]

3.43
toll charger
TC
entity which levies toll (3.42) for the use of vehicles in a toll domain (3.45)

[SOURCE:|ISO 17573:2010, 3.16, modified]

3.44
toll declagation
statement to declare the usage of a given toll service to a toll charger{3.43)

[SOURCE:|ISO 17573:2010, 3.17, modified]

3.45
toll domdin
area or a part of a road network where a certain toll regiime (3.46) is applied

[SOURCE:|ISO 17573:2010, 3.18, modified]

3.46
toll regime
set of rules, including enforcement rules, geverning the collection of toll (3.42) in a toll domain (3.45)

[SOURCE:|ISO 17573:2010, 3.20]

3.47
toll schemme
organizatjonal view of a tollregime (3.46) including the actors and their relationships

[SOURCE:|ISO/TS 17575-3:2011, 3.35, modified]

3.48
toll servige provider
TSP
entity providing toll services in one or more toll domains (3.45)

[SOURCE: ISO 17573:2010, 3.23, modified]

3.49

trusted third party

TTP

security authority or its agent trusted by other entities with respect to security-related activities

[SOURCE: ISO/IEC 10181-1:1996, 3.3.30 modified]
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3.50

service user

SU

generic term used for the customer of a toll service provider (3.48), one liable for toll (3.42), the owner of
the vehicle, a fleet operator, a driver, etc. depending on the context

[SOURCE: ISO 17573:2010, 3.29, modified]

3.51

vulnerability

weaknessof an-asset (3.3} or control that can be exploited by an attacker
[SQURCE: ISO/IEC 27000:2014, 2.89, modified]

4 | Symbols and abbreviated terms

AC[ CR Access Credentials (EN 15509:2014)

AQU Application Data Unit

CA Certification Authority (ISO 15782-1:2009)

cce Compliance Check Communication (ISO 12813:2015)

CN Cellular Network

CRIL Certificate Revocation List

DHS Data Encryption Standard

DSRRC Dedicated Short-Range Communication (ISO 14906:2011)
EE[TS European Electronic Tall-Service

EFC Electronic Fee Collection (ISO 17573:2010)

GNSS Global Navigation and Satellite System (ISO 17573:2010)
HTTP HyperText Transfer Protocol

HTTPS HTTPover Secure socket layer

IC¢ Integrated Chip Card (IC card)

ICS Implementation Conformance Statement (ISO/TS 14907-2:2011)
[ETE Internet Engineering Task Force

IM Interoperability Management

[Psec Internet Protocol Security

ISMS Information Security management system (ISO/IEC 27000:2014)
LAC Localization Augmentation Communication (ISO 13141:2015)
MAC Message Authentication Code

MAC_TC DSRC Message Authentication Code for toll charger

MAC_TSP DSRC Message Authentication Code for toll service provider
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OBE On-Board Equipment (ISO 14906:2011)
0OID Object Identifier

PAN Personal Account Number

PER Packed Encoding Rules (ISO/IEC 8825-2)
PKI Public Key Infrastructure

RQ Reguirement

RSA Rivest, Shamir and Adleman

NOTE RSA is an algorithm for public-key cryptography also referred to as asymmetrical ctyptograp
technique.

RSE Roadside Equipment (ISO 14906:2011)
SAM Secure application module

SHA-1 Secure hash algorithm (ISO/IEC 10118-3)
SM Security Measure (countermeasure)

SU Service User

TC Toll Charger (ISO 17573:2010)

TLS Transport Layer Security

TSP Toll Service Provider

TTP Trusted Third Party

VPN Virtual Private Network

XER XML Encoding Rules-(ISO/IEC 8825-4)

5 Trust model

5.1 Ovédrview

The trust|model provides the basic trust and functionality for the implementation of authenticated g

secured communication channels between TSP and TC.

The trust|miedel has two different levels, the contractual framework between the stakeholders (

hic

nd

I'C,

dcir\ J 41 4 1 : 14 4 .11 . 4] h s a NI W 4 4 £ mo 1 mopn
TSP, an U ) dIIU UIT LCCHITICAT tTUS U HTUUCT DELWTETITUIT T THNIT A5t ut turc Ul T 1 ditd 1 oT.

The trust model is based on the assumption that no initial technical trust relation between any of the

stakeholders exists or will be generated by a predefined third party.

5.2 Stakeholders trust relations

Three kinds of bidirectional contract-based peer-to-peer trust relations are present in the underlying

EFC role model. The following are the peer-to-peer trust relations:
— between toll charger and toll service provider;

— between toll service provider and service user;

10
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— between toll charger or toll service provider and interoperability management.

There is no direct trust relation between toll charger and service user, as illustrated in Figure 7. The
obligation of the service user is to pay for the transport service (e.g. road use) according to laws and
regulations of the respective toll domain by using the OBE issued by the TSP.

- TC 1

)
/
// TSP 2
/ 7 A

IM TC 2

\ TSP 2

~ -~ _ nodirect
trust relation Users

Figure 7 — Stakeholder trust relations

The interoperability management can be a single organization or a construct of several entities
performing different tasks. Issuing rules, regulations, and general user information by the
interoperability management (IM) is done using a‘trust relation outside of the scope of this|Technical
Specification (dotted arrows in Figure 7). Trustielations between IM and TC or TSP inside[the scope
ar¢ among others used for certification of organization or equipment and TTP functions in dase this is
performed by the IM.

Onfe supported model is an agreementbetween TC and TSP to use a Trusted Third Party (TTP) (e.g. for
issuing public-key root certificates). Such a hierarchical trust relation supported by a TTP can include
th¢ IM relations to TC and TSP. The TTP could either be performed as a part of the IM or exterphal TTP(s)
colild be used to issue the roet:certificates. This Technical Specification does not require a mandatory
TTP in a hierarchical trustmedel, but supports the use of it.

Anjother supported medel is an agreement between TC and TSP to directly trust them by ekchanging
self-signed root certificates. Such a peer-to-peer trust relation can also include the IM rglations to
TCland TSP. This{Technical Specification does not require a mandatory peer-to-peer trust model, but
supports the use-of it.

Thi technical trust relation of any chosen trust model between TSP and service user (SU) as yell as the
indirectitrust relation between TC and SU are outside the scope of this Technical Specification.

5.3—Techmicat trust modet

5.3.1 General

The technical trust model defines a solution for the trust relations between the different stakeholders.
The technical trust model is dependent on the requirements of the concerned stakeholders with respect
to support an interoperable EFC system.

5.3.2 Trust model for TC and TSP relations

The technical trust model uses the ISO/IEC 9594-8, (X.509) version 3 public-key and attribute certificate
frameworks for establishing secure communication channels. These secure communication channels
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ensure confidentiality, integrity, authenticity, and non-repudiation (only with proof of origin) of the
messages exchanged between TC and TSP.

The use of ISO/IEC 9594-8, i.e. using the possibility to import and use in parallel different (self-
signed) root certificates in the trust model, enables the support of both a peer-to-peer approach and
a hierarchical approach using a trusted third party. In addition, it also allows a mixed approach with
peer-to-peer relations between TC and TSP on one hand and a TTP certification authority (CA) approach
on the other hand.

EXAMPLE Figure 8 illustrates an example of a trust model approach which is supported by this Technical
Specification.

Figure 8 — Example of a mixed-trust model environment

Figure 8 indicates the possibility of the trust model allowing an entity to participate at the same time
in a mixe¢l environment with both approaches: The dotted box marked as “hierarchical trust” shows
the trustdd third parties in their roles ag certification authorities (CA1 and CA2) issuing certificafes
for each eptity based on its self-signed root certificate imported by the entities. It is also possible that
the TTP (As directly issue certificates*for the technical entities communicating with each other|In
this case, po root certificate would exist and securing all interfaces would be established by bilaterglly
accepting|self-signed certificates.

A trust relation can also be-established across different TTP CAs as indicated by the dotted connectigns
TC1 trust$ TTP CA1 and SP3 trusts TTP CA2. TTP CA1 also trusts TTP CA2 and vice versa. Thererefqre,
there is also a trust relation between TC1 and TSP3.

The dottefl box “peer-to-peer trust” shows entities generating self-signed root certificates for exchange
and import of these certificates. Entities in the overlapping part of the boxes (i.e. TC1, TSP2, and TSP3)
import bgth-the certificates issued by the TTP CAs and the connected peer-to-peer trust partner (fi.e.
TC3, TSP1]) self-signed root certificates.

The use of the ISO/IEC 9594-8 framework and certificates also enables hierarchical CA structures with a
root CA and subordinate level CAs. To limit implementation complexity and to support interoperability,
the set of allowed certification levels shall be limited as indicated in 5.4.3.

The used type and structure of the model for the trust relation between the involved stakeholders is
a decision of their contractual framework and depends on their technical requirements as well as the
legal framework. The IM in an interoperable EFC system shall develop and maintain a suitable trust
model. An example for EETS can be found in Annex F.
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5.3.3 Trust model for TSP and service user relations

A standardized trust relation mechanism for the trust between TSP and service user is not required for
interoperability. The solution for a trusted and secured communication between TSP and service user is a
decision taken by the TSP based on the legal requirements for the contract between TSP and service user.

According to ISO 17573, the operation of the OBE and the provision of toll declarations in a secure way
as required for toll charging is part of the toll service provider role. Requirements for achieving end-to-
end security from the OBE to the toll chargers systems is therefore considered to be an internal interface
of the TSP and then between TSP and TC. Ifsecurlty requlrements for end-to- end securlty are imposed

== = C C [6702-1 or

ystem via
ification of
dce to face

5.4 Implementation

5.4.1 Setup of trust relations

After TC and TSP have agreed on the trust relation to be used and have signed a contract, they shall
seflup the technical trust relation.

The initial step for the setup of the trustx€lation is the import of a root certificate. This car] be either
the CA root certificate of an agreed TTRacting as a root CA or a (self-signed) root certificate of the TC or
TSP respectively as already explainedin 5.3.2.

If tising a TTP, the retrieval of the CA root certificate shall be done according to mechapism 3 of
ISQ/IEC 11770-3:2015, Clause-12'0or an equivalent. Several procedures might be used such as thelfollowing:

—| downloading the certificate from a recognized and secure website;
—| retrieving it per‘courier, if supported by the TTP;
—| receiving itthrough signed e-mail, etc.

In the case®©fja peer-to-peer trust model, the exchange of the CA root certificates between TC and TSP
shall be_done using a secure communication channel which ensures the authenticity of the {ssuer and
selder. (proof of origin). The exchange of the root certificates shall be done with one of the public key
trJnsport mechanisms 1 or 2 as defined in ISO/IEC 11770-3:2015, Clause 12 (Public key trangport).

— Mechanism 1: This mechanism shall fulfil the requirements and implement the measures of
mechanism 1 of ISO/IEC 11770-3:2015, Clause 12, but using a certificate instead of a public key. As
an example, it may be implemented by a physical meeting when both stakeholders (representatives
of the TC and TSP, respectively) exchange valid identification tokens (e.g. passport) and documents
proving the relationship with their organization.

ISO/IEC 11770-3 public key transport mechanism 1 may be implemented as a part of the contract
signing process to guarantee the certificate and public key authenticity.

— Mechanism 2: This mechanism shall fulfil the requirements and implement the measures of
mechanism 2 of [SO/IEC 11770-3:2015, Clause 12, but using a certificate instead of a public key. As
an example, it may be implemented by sending the root certificate through signed e-mail (using
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another certificate, e.g. issued by a TTP) and then checking the fingerprint through telephone, or
sending the certificate through courier which authenticates the sender.

The key token verification shall be done using fingerprint of the root certificate based on the
algorithms defined in ISO 12855:2015 if ISO/IEC 11770-3 public key transport mechanism 2 is used.

5.4.2 Trustrelation renewal and revocation

The root certificate shall have a validity and key length recommended for the use during the planned
contract duration between TC and TSP.

NOTE For recommended key length and validity periods, see, for example, https://wyWw.
bsi.bund|de/DE/Themen/weitereThemen/ElektronischeSignatur/TechnischeRealisierung/
Kryptoalggrithmen/kryptoalgorithmen node.html (German only).

The trustrelation shall automatically end when a root certificate is not replaced by the date of expiry.

The repla¢ement of a root certificate shall be done in the same way as already defined in 5.4.1. All issyed
end-entity certificates of this root certificate shall be renewed according to the process defined in 5.4.3.

It shall bg possible to revoke a root certificate by its issuer before the expiry’of the validity for gny
reason. The revocation of a root certificate shall be done by a procedure similar to the early terminatjon
of the conftract and results in a termination of the trust relation. The trust relation shall automaticdlly
end when|a root certificate is revoked.

The information about revocation of a root certificate shall be distributed issuing a Certificate Revocatjon
List (CRL) defined in ISO/IEC 9594-8 signed by the privaté:key of the root certificate. The digital
signature|of the message shall be verified with the public keycof the originally imported root certificafe.

Further agtivities that are necessary to handle compraomised root certificates are beyond the scopg of
this Techrical Specification because they usually require certain organizational measures.

5.4.3 Issuing and revocation of sub CA and end-entity certificates

The correpponding private-key of the root(certificate shall only be used for signing end-entity or sub|CA
certificatgs. The purpose and usage of the.end-entity certificate (e.g. TC to TSP communication) shall{be
defined by using the extended key usage extension in the ISO/IEC 9594-8 certificate.

The implementation of the certificate verification process shall support a certificate chain starting frpm
a root cerfificate and contaip-atleast up to four certificate levels (i.e. Root > CA1 > CA2 > CA3 > Epd-
Entity) signed by a sub CAer.end-entity private key.

Each entity shall haveatleast three different end-entity certificates to be used for
— securp commuinication channels,

— mess3dgeSigning, and

— ImesSsageor }\c_y CITCT yptiuu purposes:
It is recommended that these end-entity certificates have a validity period of less than two years.

The information about revocation of an end-entity certificate shall be distributed issuing a
Certificate Revocation List (CRL) defined in ISO/IEC 9594-8 signed by the private-key of the root
certificate. The digital signature of the message shall be verified with the public key of the originally
imported root certificate.

Exchange of certificates and CRLs is defined in Clause 9.

14 © IS0 2015 - All rights reserved


https://www.bsi.bund.de/DE/Themen/weitereThemen/ElektronischeSignatur/TechnischeRealisierung/Kryptoalgorithmen/kryptoalgorithmen_node.html
https://www.bsi.bund.de/DE/Themen/weitereThemen/ElektronischeSignatur/TechnischeRealisierung/Kryptoalgorithmen/kryptoalgorithmen_node.html
https://www.bsi.bund.de/DE/Themen/weitereThemen/ElektronischeSignatur/TechnischeRealisierung/Kryptoalgorithmen/kryptoalgorithmen_node.html
https://standardsiso.com/api/?name=90f6c145343ab84a08b1af3dcba245ea

ISO/TS 19299

5.4.4 Certificate and certificate revocation list profile and format

:2015(E)

The issued ISO/IEC 9594-8 certificates version 3 and CRL version 2 shall be according to the profile
defined in IETF RFC 5280 with the update specified in RFC 6818. A compliant implementation to this
specification to import and use the certificates and CRLs shall at least support all possible critical
certificate and CRL extensions as defined in [ETF RFC 5280 profile with the update specified in RFC 6818.

All root, sub CA, and end-entity certificates shall be encoded according to the distinguished encoding
rules (DER) as defined in ISO/IEC 8825-1 and thereafter, be Base64-encoded as defined in I[ETF RFC
4648 and enclosed by ,,——-BEGIN CERTIFICATE---“ and ,-—-END CERTIFICATE---, i.e. as defined in the

PE

A fprivacy enhanced maildcortificate format

All
de
de

All
in
5.4

Co
of
to

CRL shall be DER encoded as defined in ISO/IEC 8825-1 and thereafter, be Base64=en
ined in IETF RFC 4648) and enclosed by ,——-BEGIN X.509 CRL---“and ,-—-END X.509.CRL
ined in the PEM CRL format.

certificates and CRL shall have a fingerprint in hexadecimal format based on-the algorithn
SO 12855:2015.

L.5 Certificate extensions

hsidering IETF RFC 5280:2008, 4.2 and clarifications in ISO/IEC9594-8:2014, Clause 7, the
critical extensions is delicate and shall be clearly agreed between the stakeholders (TC
avoid implementation problems when the involved PKL.platform technologies do not sy

processing of certificates with certain extensions marked. as. critical.

Ea
us
reg
ex

NO
SYS
wi
A1
a)

b)

Anl

a)

b)

Ch extension used in a certificate shall be designated as either critical or non-critical. A ¢
ng system shall reject the certificate if it enceunters a critical certificate extension it
ognize or a critical certificate extension that.cotitains information it cannot process. A n
ension may be ignored if it is not recognized;but shall be processed if it is recognized.

TE Any extension that is flagged non-ctitical can cause inconsistent behaviour between certif]
tems that will process the extension and.certificate-using systems that do not recognize the ext|
|l ignore it.
oot certificate shall only use.the certificate extensions listed below marked as critical:
key usage;
basic constraints,
end-entity certifioate shall use the certificate extensions listed below marked as critical:
key usage;
The values in Table 1 shall be used.

Extended key usage with object identifier (OID) for the following:

coded (as
-—--“ i.e.as

s defined

rocessing
and TSP)
pport the

ertificate-
does not
bn-critical

icate-using
ension and

Th
a)
b)
Th
a)

TC to TSP interface certificate;
Front end to TSP back end interfaces certificate.
e following extensions may be present in root certificates as non-critical:
CRL distribution points;
authority information access.
e following extensions may be present in end-entity certificates as non-critical:

basic constraints;
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b) CRL distribution points;

c) authority information access.
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Table 1 — Values for key usage

Value Meaning

Digital signature

Content commitment

Key encipherment

Data en {‘iph erment

Key agreement

Key certificate signing

CRL signing

Encipher only

RISV WDN(=|O

Decipher only

6 | Security requirements

6.1 General

A decurity requirement is a functional or non-functional requirement that needs to be satisfigd in order
to mitigate the threats to an EFC system or reducing its censequences.

Se¢urity requirements can be motivated by differentsources. The following list presents sqme of the
maqst relevant sources for EFC systems:

— | generic information technology security\requirements can be found in ISO Informatiop Security
Management System family of standatds (e.g. in ISO/IEC 27001);

— | security requirements for the protéction of payment card data can be found in the Payient Card
Industry Data Security Standaxd (PCI DSS),[12] if applicable;

— | system-specific security.rfequirements based on a threat analysis of the EFC system as prgsented in
this Technical Specification in Annex D.

Mdinly motivated by, the threat analysis in Annex D, the following section specifies a basic set of
information securityrequirements to protect the threatened assets in an EFC system.

The security pelicy for an EFC scheme or for an EFC operators system may consider additiongl security
retfuirements driven by the mentioned standards or other relevant sources.

NOTE A general and complete IT security guideline for an information security management system is
prqvided'in the ISO 2700x family of standards (see 1.2 and 6.2).

In order to be compiiant with this lechnical Specification, an impiementation snail fulfil all
requirements selected in accordance with the applicable security policy. Any security measures from
Clause 7 that are associated to the security requirements listed in this Clause shall be implemented
when the relevant requirement is selected to be fulfilled.

If a requirement is not selected, it is also not mandatory to implement the associated security measure.
In addition to the security policy, there are also some security profiles defined in Annex A to ease the
implementation of a common set of security requirements. If an entity states compliance with one or
more of the defined security profiles, all mentioned requirements are mandatory and the associated
security measures have to be implemented.

Table 2 explains the notation of the requirements defined in this clause.
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Table 2 — Notation of requirements

Table header Meaning

No. Unique number for every requirement to enable a later matching with the security
measures.

Requirement Definition of the requirement or recommendation.

DSRC Marked with an X if this requirement is relevant for a DSRC system.

GNSS Marked with an X if this requirement is relevant for an autonomous system.

Annex D grovides a reference to

6.2 Information security management system

This Techinical Specification provides measures to address potential EFC specific risks-by definjng
requiremg¢nts and detailed security measures which take into consideration the specific hature of HFC
systems ihcluding their interoperable interfaces and specific assets. Those security measures hgve
been designed based on an analysis of possible threats specifically applicable te“EFC systems, withput
evaluating the real associated risks, which are system specific.

TCs and TFPs shall analyse and evaluate the risks associated with those threats and should also identify
and analype more generic information and communication technology risks applicable to organizatigns
operating|EFC systems, by performing a comprehensive risk analysisaccording to ISO/IEC 27005.

In order tp effectively ensure information security in a holistic approach, TCs and TSPs shall establish,
implemenf, operate, monitor, review, maintain, and continuQusly improve an Information Securjity
Managemgpnt System (ISMS) according to ISO/IEC 27001.-Fhe ISMS shall consider the EFC busingss
processes| specified in ISO 17573 within its scope and consider, among others, the risks identified in
this Technical Specification. The security measures defined in this Technical Speciation shall be uged
while def;Ling and implementing the controls for mifiimizing the impact of the identified risks.

The ISMS ghould also consider the generic compatiies business processes as part of its scope.

Table 34— ISMS requirements

No. Requirement DSRC GNSS

RQ.ISMS.1 An Information Security Management System (ISMS) according to X X
ISO/IEC 27001 shall be established, implemented, operated, maintained,
and continuouslyimproved.

RQ.ISMS.2 Non-EFC sp€cific threats shall be covered by a security measure or X X
security<€entrol defined by the ISO/IEC 27002 or equivalent standard.

6.3 Communication interfaces

Communifation interfaces are some of the most threatened links in the security chain of the EFC systpm
as shown hrthethreatamatysisimAmmex D-Protecting interfaces agaimstatt threats withoutabasicrisk
analysis results in unreasonably high implementation costs. Table 4 lists all requirements identified in
the threat analysis.

Table 4 — General interface requirements

No. Requirement DSRC GNSS

RQ.IF.02 Data exchange shall be done using transmission channels with reliable X X
availability.

RQ.IF.10 Data exchange shall guarantee data confidentiality. X X

RQ.IF.11 Data exchange shall guarantee data integrity. X X
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Table 4 (continued)
No. Requirement DSRC | GNSS
RQ.IF.12 Data exchange shall guarantee the authenticity of the data originator. X X
RQ.IF.13 Data exchange shall guarantee non-repudiation with proof of origin. X X
RQ.IF.14 Data exchange shall guarantee non-repudiation with proof of delivery. X X
RQ.IF.20 Data exchange shall only be done between authenticated entities for X X
the respective data exchange.
RQIE.30 Data exchange shall allow the detection of resent messages X X
(protection against replay attacks).
RQ.IF.31 Data exchange shall allow the detection of mass rejection of toll X X
declarations (protection against interface errors).
RQ.IF.32 Data exchange shall allow the detection of mass rejection of billing X X
details (protection against interface errors).

6.4 Data storage

Data storage shall fulfil the following requirements independently of‘the state of data process$ing.

Table 5 — Data storage requitements

Ng. Requirement DSR(Q | GNSS
RQ.DS.01 Access to stored data shall only be grante@after authorization. X X
RQ.DS.02 Access to stored data shall only be granted via defined interfaces and X X
defined procedures.
RQ.DS.03 Stored data shall have an indepefdent backup storage. X X
RQ.DS.05 Data storage shall guarantee-data integrity. X X
RQ.DS.06 Access to data storage shall guarantee data confidentiality. X X
RQ.DS.07 Data storage shall gtiafantee non-repudiation with proof of origin for X X
applicable data.
RQ.DS.08 Data storage shall guarantee non-repudiation with proof of delivery for X X
applicable data.
6.5 Toll charger
The following clauses list requirements for protection of the TCs assets.
Table 6 — Toll charger requirements
Ngq. Requirement DSRC | [GNSS
Rc__TP_n1 The TCchall r']nf-avm|nn if Far*hv)] v‘nar] usage is roprncnnf—aﬂ hya X X

corresponding set of correct and complete toll declarations elther
acquired directly through the TCs RSE or through a TSP (enabled by
RQ.TSP.51 for autonomous systems).

RQ.TC.02 In case the TC performs spot checks, he shall be able to determine the X X
OBE working status (enabled by RQ.TSP.53 for autonomous systems).

RQ.TC.03 In case the TC performs spot checks, he shall be able to determine the X X
ICC working status in the OBE.
RQ.TC.04 The TC shall check the integrity and authenticity of the received data as X X

compared to the data sent from the OBE.

RQ.TC.05 The TC shall determine if toll declarations are based on data originating X X
from a legitimate OBE or TSP back end (enabled by RQ.TSP.55).
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Table 6 (continued)
No. Requirement DSRC |GNSS
RQ.TC.06 The TC shall make sure that any invoices generated in his name and on his X X
behalf are conformant to the invoicing rules of his country (enabled by
RQ.TSP.56).
RQ.TC.07 The TC shall ensure that the TSPs OBE is suitable for use in his toll. X X
RQ.TC.08 The TC shall check the model and make of OBE during a vehicle check X X
(enabled by RQ.TSP.58) to identify the use of OBE versions not certified
by the TC
RQ.TC.10 The TC shall implement all necessary technical and organizational X X

mechanisms for a correct implementation of a keyset for OBE
communication provided by the TSP.

RQ.TC.12 The TC shall make sure that his back end system can cope with a sudden X X
change of the customization information of an OBE (e.g. change of license
plate over the air).

RQ.TC.13 The TC shall verify the correctness of billing details received from the/FSP. n.a. X

NOTE This requirement is not applicable where the billing details\are
provided by the TC (this is covered by RQ.TSP.12).

RQ.TC.20 The TC shall detect RSE damaging and recover the RSE fungtionality X X
within an agreed time frame.

RQ.TC.21 The TC shall detect theft of RSE parts and recover the RSE functionality X X
by a replacement of the stolen part within an agreed.time frame.

RQ.TC.22 The TC shall implement RSE authentication measures for DSRC X X

communication based upon security level 1 as‘defined in EN 15509:2014
or equivalent national standards/regulations.

RQ.TC.23 The TC shall detect RSE malfunction or{iirderperformance and correct it X X
within an agreed time frame.

RQ.TC.24 The RSE shall not allow unauthorized access to software and data. X X

RQ.TC.25 The TC shall guarantee confidentiality, integrity, and non-repudiation with X X
proof of origin of a keyset for OBE communication during transfer to the
RSE.

RQ.TC.30 The TC shall implement all necessary technical and organizational X X

measures to avoid an enforcement case when a correct toll declaration
was received,

RQ.TC.31 The TC shallinake sure that the correct service user is charged for an X X
enforcerhent case.

RQ.TC.32 The TE-shall make sure that the enforcement case data are court proof. X X

RQ.TC.50 A'data protection commissioner or delegate shall have the possibility to X X

audit the system for compliance with data privacy regulations.

NOTE Such audits shall be used to prove the data protection concept.

RQ.TC.51 The TC shall publish his procedures of collecting and processing personal X X
data or register with the responsible data protection authorities.

RQ.TC.70 The TC shall exhaustively test all features of an RSE update before it is X X
implemented.

RQ.TC.71 The TC shall have a rollback scenario ready before an RSE update is X X
implemented.

RQ.TC.90 The TCs systems shall be designed in a way that access to stored or X X

processed data is only possible within the legal context of the respective
country (e.g. lawful interception).

RQ.TC.91 The TC shall provide non-repudiation with proof of origin for distributed X X
toll context data.
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Table 6 (continued)

No. Requirement DSRC |GNSS

RQ.TC.92 The TC shall only accept an OBE after detecting if an OBE belongs to a X X
trusted TSP and that the TSP guarantees payment for that specific OBE
(enabled by RQ.TSP.62).

RQ.TC.93 The TC shall only accept an OBE after detecting if the ICC in the OBE X X
belongs to a trusted TSP and that the TSP guarantees payment for that
specific ICC.

RQIC94 The TC shall only accept an exception list after verification of X X
non-repudiation with proof of origin.

RQ.TC.95 The TC shall be responsible for the availability of his back office interfaces X X
according to agreed service levels.

RQ.TC.96 The TC shall be responsible for the availability of his RSE interfaces to an X X
OBE according to agreed service levels.

RQ.TC.97 The TC shall verify the provided non-repudiation with proof of delivery in X X
the TSPs acknowledge for distributed toll context data.

RQ.TC.98 The TC shall implement all necessary technical and organizational X X
measures to guarantee the distribution of correct toll context data to the
TSP.

RQ.TC.99 The TC shall acknowledge a received exception listand provide X X
non-repudiation with proof of delivery to the TSP:

6.4[ Toll service provider

The following clauses list requirements for the protection of the TSPs assets.

Table 7 — Toll service provider requirements

Ngq. Requirement DSRC| | GNSS

RQ.TSP.01 The TSP shall determine if factual road usage is represented by a n.a. X
corresponding setof correct and complete toll declarations.

RQ.TSP.03 The TSP shall-eheck the integrity and authenticity of the received road n.a X
usage datassent from the OBE.

RQ.TSP.04 The TSR shall determine if toll declarations are based on data originating X X
from alegitimate OBE or ICC.

RQ.TSP.05 The-OBE shall prevent or detect illegal modification of parameters through X X
its’external interfaces.

RQ.TSP.06 The ICC shall prevent or detect illegal modification of parameters through X X
its external interfaces.

RQ.TSRP.OY The OBE shall not allow the service user to modify fixed vehicle parame- X X
ters.

RQ.TSP.08 The TSP shall detect duplicate or false OBE or ICC identities and block X X
such OBE or ICC identities by placing them on the exception list.

RQ.TSP.09 The TSP shall notify the service user if the OBE or ICC is not working X X
correctly.

RQ.TSP.10 The TSP shall determine if billing details are based on correct and n.a X
complete road usage data.

RQ.TSP.11 The TSP shall determine if factual road usage is represented by a n.a X
corresponding set of billing details.

RQ.TSP.12 The TSP shall verify the correctness of billing details received from the TC. X X
NOTE This requirement is not applicable where the billing details are
provided by the TSP (this is covered by RQ.TC.13).
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Table 7 (continued)

No. Requirement DSRC | GNSS

RQ.TSP.13 The TSP shall accept received toll context data only after verification of X X
non-repudiation with proof of origin.

RQ.TSP.14 The TSP shall provide exception lists including non-repudiation with proof X X
of origin to the TC.

RQ.TSP.16 The OBE shall detect signal input inconsistencies. n.a. X

RQ.TSP.17 The TSP shall acknowledge received toll context data and provide X X
Mon-Tepudiation Wit proot of delivery to the 1C.

RQ.TSP.18 The TSP shall verify the provided non-repudiation with proof of delivery X X
in the TCs acknowledge for a distributed exception list.

RQ.TSP.19 The TSP shall notify the TC about stolen or cloned OBE or ICC. X X

RQ.TSP.20 The TSP shall accept reports of stolen OBE or ICC by service users. X X

RQ.TSP.21 The TSP shall detect cloned OBE or ICC and block them by placing them on X X
the exception list.

RQ.TSP.40 The OBE shall not allow change of internal data through the user X X
interface except the data allowed to be changed.

RQ.TSP.41 The OBE shall only present intended data by the user interface. X X
RQ.TSP.42 The TSPs implementation of the front end and gathering@nd processing X X
of data should be in compliance with the privacy requiréments of the toll

domain.

RQ.TSP.50 The TSP shall ensure that only authenticated seryice users have access to X X
systems that manage their personal data.

RQ.TSP.51 The TSP shall enable the TC to determine ifffactual road usage is X X

represented by a corresponding set of cotrect and complete toll
declarations sent either directly from.the OBE to the TCs RSE (in a DSRC
system) or through a back office data’exchange (required to enable
RQ.TC.01 for autonomous systemsJ.

RQ.TSP.53 The TSP shall enable the TC'to)perform spot checks through CCC (required X X
to enable RQ.TC.02 for autonomous systems).
RQ.TSP.55 The TSP shall enablehe TC to determine if toll declarations are based on X X

data originating froma legitimate front end (required to enable RQ.TC.05
for autonomous’systems) or OBE (in a DSRC system).

RQ.TSP.56 The TSP shall enable the TC to audit invoices to service users for tolls of X X
his toll demiain (required to enable RQ.TC.06).

RQ.TSP.57 The TSP-shall enable the service user to check the correctness of an X X
inyoice.

RQ.TSP.58 The TSP shall enable the TC to check the model and make of OBE during a X X

vehicle check (required to enable RQ.TC.08).

NOTE _The data in the relevant fields are set by the manufacturer during
production. The responsibility of the TSP is to provide the TC with the
different possible values for these fields to distinguish between

the different OBE models and makes.

RQ.TSP.59 The TSP shall publish his procedures of collecting and processing personal X X
data or register with the responsible data protection authorities.

RQ.TSP.60 The TSP shall only use equipment that passed certification by the TC and X X
delivers the agreed quality of service.

RQ.TSP.62 The TSP shall enable the TC to detect if an OBE belongs to the TSP X X
(required to enable RQ.TC.92).

RQ.TSP.70 The TSP shall exhaustively test all features of an OBE update before it is X X

implemented (e.g. distributed over the air).
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Table 7 (continued)
No. Requirement DSRC | GNSS
RQ.TSP.71 The TSP shall have a rollback scenario ready before an OBE update is X X
implemented (e.g. distributed over the air).
RQ.TSP.80 The TSP shall implement all necessary technical and organizational quality X X
control mechanisms for all OBE before they are distributed to the service
users.
RQ.TSP.81 The TSP shall implement all necessary technical and organizational quality X X
control mechanism for the provision of a key set for QRE communication to
the TC.
RQ.TSP.82 The TSP shall implement all necessary technical and organizational quality X X
control mechanism for the maintenance or exchange of OBE with low
performance.
RQ.TSP.89 The TSP shall take protective measures against repudiation of invoices and X X
its underlying confirmation data by service users.
RQ.TSP.90 The TSPs systems should be designed in a way that access to stored or X X
processed data is only possible within the legal context of thieyespective
countries (lawful interception).
RQ.TSPI1 The data communication between front end (OBE) and-back end (TSP) n.a X
shall be protected against interception in a way thdtaccess to stored or
processed data is only possible within the legal context of the respective
country (lawful interception).
RQ.TSP.92 Customization of OBE shall be done in a secure way to guarantee data X X
integrity and non-repudiation with proafof origin.
RQ.TSP.96 The TSP shall guarantee the availability of its POS network according to X X
agreed service levels.
RQ.TSP.97 The TSP shall implement all neeessary technical and organizational X X
measures that an update ofithe customization information is correct.
6.7 Interoperability Management
The main security requirement for an interoperability management is to ensure the tjust of all
stdkeholders in the interoperability scheme.
Table 8 — Interoperability management requirements
Ng. Reéquirement DSRC| | GNSS
RQ.IM.01 The interoperability management shall issue an EFC security policy. X X
NOTE Examples explaining the content of such a security policy are given
in Annex E and Annex F.
RQ.1M,02 The interoperability management shall have or define one or more X X
sditinagbhadine o aicin +ha nEatd £rlha TCD
auditing bediessupervisingthe seeurityimplementationof the TSt
and TC involved in the interoperable EFC scheme.

6.8 Limitation of requirements

The following requirements are included to document the limitation of security measures against some
threats. This means that either no required security measure exists to protect against the threat, or the
security measure is not really feasible because it is much too expensive. The requirements in Table 9
are not further treated in this Technical Specification.
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Table 9 — Denial of service and hardware integrity threats

No. Requirement DSRC | GNSS

RQ.XX.01 Prevent denial of service attack. Prevent message transmission delay. X X

This requirement covers attacks against a communication interface or
against a whole service. A simple and/or cheap security measure does not
exist due to the fact that long distance communication interfaces cannot be
protected against all kinds of imaginable attacks.

RQ.XX.02 Prevent manipulating equipment; especially prevent OBE from HW X X

manibulation
r

Such a requirement can be fulfilled by developing a tamperproof OBE,
which is not deemed viable from a cost efficiency perspective.

7 Seculrity measures — countermeasures

7.1 Ovédrview

A security measure describes actions to be taken by the addressed entity to satisfy one or more securjity
requiremgnts. The actual implementation of the action is up to the entity. A security measure descrilpes
one possilple solution to satisfy one or more security requirements.

In order o be compliant with this Technical Specification, an implementation shall fulfil all security
measures|that are associated to the security requirements in Clatise 6 which are selected in accordance

with the dpplicable security policy.

The table pelow explains the notation and relations of the*security measures defined in this Clause.

Table 10 — Notation and relations of security measures

Table healder Meaning

No. Unique number fortevery security measure

Security jeasure |Description of the security measure (countermeasure)

DSRC Marked with an X if this security measure is relevant for a DSRC system

GNSS Marked'with an X if this security measure is relevant for an autonomous system
Fulfilled RQ Listofrequirements that the security measure fulfils

NOTE For a detailed definition for the implementation of communication interface security measyre,

see Clause|8.

7.2 Gereral security measures

This Technical Specification provides measures to address potential EFC specific risks by defining
requirements and detailed security measures which take into consideration the specific nature of EFC
systems including their interoperable interfaces and specific assets. Those security measures have
been designed based on an analysis of possible threats specifically applicable to EFC systems, without
evaluating the real associated risks, which are system specific.
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Table 11 — General security measures

No. Security measure DSRC | GNSS
Fulfilled RQ
SM.101 The TC shall register the data processing application of the EFC system with X | X
the national data protection commissioner or authority for compliance with RQ.TC.50
national data protection regulations if required by law. RQ.TC.51
RQ.TSP.42
RQ.TSP.59
RQTSP.90
RQ['SPI1
SM.102 The TC and the TSP shall sign a Personal Data Assistant Agreement to be X X
compliant to the national data protection regulations of the TC. In this RQ[TSP.42
agreement, the duties and rights of the TSP are stated in regard to the data RQ.I‘SP.9O
processing. RQ:TSP..91
RQ|TC.06
RQ.I'SP.56
RQ.['SP.89
SM.103 The contracting parties of communication providers shall sign’a Personal X | X
Data Assistant Agreement or equivalent to be compliant tg'the national data RQ[TSP.42
protection regulations of the TC. In this agreement, tHe' duties and rights of RQ.I'SP.90
the communication provider are stated in regard td.the processing of RQ.I‘SP.91

personal data.

SM.104 The TC shall have the possibility to perform aundit(s) of the TSP systems and X | X
procedures to proof the adherence to the registered data processing

application and the Personal Data Assistant Agreement. 5811:253(2)
RQ'SP91
SM.105 The contracting parties of communication providers shall have the possibility X | X
to perform audit(s) of the communication providers systems and procedures RQ[TSP.42
to prove the adherence to theregistered data processing application and the T
Personal Data AssistantAgreement or equivalent. RQJ'SP.90
RQ['SP91
SM.106 The TSP shall establish a quality control process for the maintenance or X | X
exchange of low performing OBE within an agreed time frame. This process RQI'SP.82

may be initiated by the detection of a low performing OBE by the TSP or by a
report of stieh an OBE by the TC.

SM.107 The TSP shall enable the TC to audit invoices generated in his name. The TC X | X
shall periodically audit invoices to service users for tolls of his toll domain. RQITC.06

RQ'SP.56
RQ'SP.89

7.3 cCommunication interfaces security measures

7.3.1 General

Security measures for the protection of data exchanged between entities using the different interfaces.

Table 12 — General interface security measures

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.200 The contracting parties of communication providers shall have proper X | X

service levels agreed and monitoring procedures in place that are able to

detect any non-compliant behaviour of the communication provider. RQ.IF.02

RQ.TSP.60

© IS0 2015 - All rights reserved 25


https://standardsiso.com/api/?name=90f6c145343ab84a08b1af3dcba245ea

ISO/TS 19299:2015(E)

Table 12 (continued)

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.201 The TC and the TSP shall agree on defined interfaces and procedures for X | X
the access to stored data. These interfaces should be based on European
or International Standards whenever possible RQ.DS.02
: RQ.DS.06
RQ.IF.20
RQ.IF.31
RQO.IE32
RQ.TC.24
RQ.TC.90
SM.202 The TC and the TSP shall only allow access to stored data for an authorized X X
and authenticated entity. RQ.DS.01
RQ.IF.20
RQ.TC.24
RQ.TC.90
RQ.TSP.50
SM.203 Implement the security measure or security control defined by X | X
ISO/IEC 27002 or equivalent. RQ.DS.03
RQ.DS.05
RQ.ISMS.2
SM.204 The TC and TSP shall agree on a service level agreementdefining quality X | X
goals and response times. RQTC.07
RQ.TC.20
RQ.TC.21
RQ.TC.23
RQ.TC.95
RQ.TC.96
RQ.TSP.60
RQ.TSP.96
SM.205 Implement an Information Security Management System (ISMS) according X | X
to ISO/IEC 27001 or an equivalent. RQ.ISMS.1
SM.207 Proof of origin authentieators shall be stored together with the data X | X
received. RQ.DS.07
SM.208 Proof of delivery authenticators shall be stored together with the data X | X
delivered. RQ.DS.08
7.3.2 DPRC-EFCinterface
Table 13 — DSRC-EFC interface security measures
No. Requirement DSRC | GNSS
Fulfilled RQ
SM.210 If toll declarations are acquired through the DSRC interface, the RSE X | n.a.
shall request the OBE to calculate and provide a DSRC Message RQIF11
Authentication Code for TC (MAC_TC) over at least the ISO 14906 RQ.IF'12
attribute PaymentMeans using a key known only to the TC and the TSP g,
. . . RQ.IF.13
during an EFC transaction. The OBE shall respond accordingly. RQTC.01
RQ.TSP.55
RQ.TSP.89
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Table 13 (continued)

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.211 If toll declarations are acquired through the DSRC interface, the RSE shall X | n.a.
request the OBE to calculate and provide a DSRC Message RQIF11
Authentication Code for TSP (MAC_TSP) over at least the ISO 14906 o
. . . RQ.IF.12
attribute PaymentMeans using a key known only to the TSP during an
EFC t tion. The OBE shall d accordingl RQIF.13
ransaction. The shall respond accordingly. RQ.TSP.04
RQ.TSP.89
SM.212 The OBE shall implement an access control mechanism for an EFC X n.a.
command addressing its EFC data attributes. The RSE shall implement the
calculation of the corresponding access codes RQIF.20
8 : RQITC.22
RQ.TSP.05
RQ.[SP.07
RQ.[SP.40
RQ.'SP.41
SM.213 The RSE shall read, increment, and write a transaction counter to-the OBE. X | n.a.
The OBE shall support this. RQTSP.21
SM.214 The TSP shall implement a MAC_TSP authenticator in thé.OBE to prove its X | n.a.
authenticity and integrity. RQUIF11
RQIF.12
RQIF.13
RQ.TSP.03
RQ.TSP.04
RQ.TSP.62
SM.215 The TSP shall implement a MAC_TC @uthenticator in the OBE to prove its X X
authenticity and integrity. RQUIF11
RQIF.12
RQIF.13
RQ.TSP.62
7.3.3 CCCinterface
Table 14 — CCC interface security measures
Ng. Requirement DSRC|| GNss
Fulfilled RQ
SM.220 If compliance checking is performed through the DSRC interface, the n.a. | X
RSE shall request the OBE to calculate and provide a DSRC Message RQUIF11
Authentication Code for TC (MAC_TC) over at least the ISO 14906 RQ.IF.12
attribute PaymentMeans using a key known only to the TC and the TSP R .IF-13
during a CCC transaction The QOBE shall respond accordingly. Q .
S T S RQ.TSP.53
SM.221 If compliance checking is performed through the DSRC interface, the n.a. X
RSE shall request the OBE to calculate and provide a DSRC Message RQIF.11
Authentication Code for TSP (MAC_TSP) over at least the PaymentMeans RQ.IF.12
attribute, using a key known only to the TSP during a CCC transaction. RQ.IF'13
The OBE shall respond accordingly. o
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Table 14 (continued)

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.222 The OBE shall implement an access control mechanism for an EFC n.a. | X
command addressing its CCC data attributes. The RSE shall implement RQ.IF.20
the calculation of the corresponding access codes. RQTC.22
RQ.TSP.05
RQ.TSP.07
RQTSP40
RQ.TSP.44
RQ.TSR.53
SM.223 If toll declarations are acquired by the TSP, the OBE shall provide an n.a, X
undeniable proof of correct registration of road usage data for the given RQTC.01
location and moment in time of the CCC transaction. oD
RQ.TSP.51
RQ.TSP.53
RQ.TSP.89
7.3.4 LAC interface
Table 15 — LAC interface security measures
No. Requirement DSRC | GNSS
Fulfilled RQ
SM.230 If localization augmentation communication is perfermed through the n.a. | X
DSRC interface, the RSE shall provide a MAC_TC over the LAC data sent to RQIF11
the OBE calculated with a key known only te;the TC and the lacTime. RQ.IF.12
RQ.IF.13
SM.231 The OBE shall implement an access.control mechanism for an EFC n.a. | X
command addressing the LAC data attributes. The RSE shall implement RQ.IF.20
the calculation of the correspondirg access codes. RQTC.22
RQ.TSP.05
RQ.TSP.07
RQ.TSP.40
RQ.TSP.41
7.3.5 Front End to TSP®back end interface
Table’16 — Front end to TSP back end interface security measures
No. Reguirement DSRC | GNSE
Fulfilled RQ
SM.240 The TSP shall implement an authenticator in the charge report which n.a. i X
guarantees its authenticity and integrity. RQ.TC.04
RQ.TSP.03
SM.241 The bidirectional Front End to TSP back end communication shall be n.a. | X
implemented using a secure connection. RQIF.10
RQ.IF.11
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7.3.6 TC to TSP interface

Table 17 — TC to TSP interface security measures

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.250 The bidirectional TC to TSP back office data exchange shall be X | X
implemented using a secure connection with authentication. RQ.IF10
RQ.IF.11
RQIF.31
RQLIF.32
SM.251 The TC shall link the billing details to a set of toll declarations provided by X | X
the TSP or include the associated event data for those toll declarations
which have been acquired by him RQI'SP10
q y fm. RQTSP.11
RQ.ISP.12
SM.252 If the TSP receives billing details from the TC, he shall compare them n.a. | X
against the sent toll declarations to detect modifications and/ormissing RQTSP.10
or additional toll declarations not sent to the TC in a GNSS envirenment. Ten
RQ.ISP.11
RQ.TSP.12
RQ.TSP.89
SM.253 Distribution of toll context data shall be undeniably.sighed by the TC and X X
confirmed by the TSP in an agreed time frame with an authenticated RQUIF.12
response. RQ.IF.13
RQ.IF.14
RQITC91
RQ|TC.97
RQ.ISP.13
RQ.SP.17
SM.254 Distribution of the exception list shall be undeniably signed by the TSP X X
and confirmed by the TC4ian agreed time frame with an authenticated RQUIF.12
response. RQ.IF.13
RQ.IF.14
RQ|TC.94
RQITC.99
RQ.I'SP.14
RQ.ISP.18
SM.255 The ffont end and/or the TSP back end shall undeniably sign charge n.a. X
reperts and/or toll declarations. RQUIF.12
RQIF.13
RQ.ISP.55
RQ.TSP.89
SM.256 The originator of a trust object shall undeniably sign it. X X
RQ.IF.12
RQ.IF.13
RQ.TC.25
RQ.TSP.81
SM.257 The TSP shall provide data underlying a specific toll declaration acquired n.a. | X
through his system on demand of the TC (charge report and/or more RQTSP.51
detailed road usage data). e
SM.258 The TC shall provide the tariff table and all the relevant toll context data to X | X
the TSP to allow him to calculate the amount given in the billing details. RQTC.98
NOTE Other means than ISO/TS 17575-3 could be used, e.g. publication RQ.TSP.12
on a website.
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Table 17 (continued)
No. Requirement DSRC | GNSS
Fulfilled RQ
SM.259 The TSP shall be able to perform plausibility and completeness checks on X | X
received billing details. RQTSP.10
NOTE Those checks could be performed by the verification of the RQ.TSP.11
physical feasibility of trips in the toll domain. RQ.TSP.12
SM.260 The TSP shall establish a control mechanism to ensure a correct provision X X
Of a Key set for UBE communication to the TC. RQTSP.81
SM.261 The TC and the TSP shall establish a data transfer protocol that allows the X | X
detection of duplicate messages as a protection against replay attacks.
RQ.IF.30
SM.262 The TSP shall provide the TC with the data about all valid OBE issued by X | X
him. RQTSP.55
RQ.TSP.58
RQ.TSP.62
SM.263 The TC shall verify that an OBE is listed as valid by the TSP who issuedit. X | X
RQ.TC.08
RQ.TC.92
SM.264 The TC shall guarantee the correct manual entry or autoniatic processing X | X
of a keyset for OBE communication provided by the TSE: RQTC.10
SM.265 The TC shall compare the billing details received from the TSP against the n.a. | X
sent toll declarations to detect modifications, missing, or additional toll RQTC.13
declarations not sent to the TC in a GNSS envirgnment. oD
RQ.TSP.89
SM.266 The TC shall always acquire the correct and current service user details X | X
before starting an enforcement proceduive. RQTC.31
7.3.7 14C interface
Table 18y~ ICC interface security measures
No. Requirement DSRC | GNSPB
Fulfilled RQ
SM.270 The OBE shall calculate an authentication code to ICC complying with X | X
ISO/IEC.7816-3 command/response using a key known only to the ICC RQIF11
issuer: RQ.IF.12
7.4 End-to-end security measures
End-to-end security means front end to TSP to TC security measures.
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Table 19 — End-to-end security measures

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.310 The OBE shall be designed as a clearly distinguished entity with a defined X | n.a.
interface to the TC RSE. The OBE’s functionality shall be tested to RQTC.01
guarantee its functionality and it shall be auditable according to RQ.TC.O7
suitability for use procedure. RQ.TC.12
RQ.TSP.51
RQ.TSP.60
RQ,['SP.70
SM.311 The correct and trustworthy OBE functionality shall be periodically X X
audited by the TSP and optionally by the TC or an independent entity on RQITC.01
his behalf. RQ TC.07
NOTE An audit process can compare charge data of sample vehicles RQ.ISP.51
equipped with the OBE with known independent trip data. RQ.TSP.60
SM.312 The TC shall perform plausibility and completeness checks on toll n.a. | X
declarations acquired by the TSP in a GNSS environment. RQITC.01
RQJTC.12
SM.313 The TC shall compare toll declarations acquired by the TSP with his own n.a. | X
observations in accordance with privacy regulations: RQITC.01
SM.314 The TC shall verify if toll declaration(s) acquired\by the TSP correctly n.a. | X
correspond(s) to charge report(s) and/or roddwisage data. RQITC.01
SM.315 The TSP shall prepare a fall back scenario.before any OBE update and X | X
initiate a rollback of the update when needed. RQISP.71
SM.316 The TC shall determine if the toll declarations have been produced by a X | X
trusted OBE by a message authentication code (MAC) or digital signature. RQUIF.12
RQIF.13
RQJTC.01
RQJTC.04
RQJTC.05
SM.317 The TSP shalluhdeniably sign any update package before it is distributed X | X
over the airtoensure its integrity. The OBE shall check the integrity of RQI'SP.70
the received/update before the update is started. T
SM.318 If tolldeclarations are acquired by the TSP, the registration of road usage n.a. | X
data shall be based on a minimum set of functions in the OBE trusted by RQITC.01
bath the TSP and the TC. These functions shall directly or indirectly RQ TC.04
ensure the integrity of the toll declarations including non-repudiation RQ TC'05
with proof of origin. RQTSP.51
RQ.TSP.55
RQ.TSP.89
SM.319 The TSP shall provide an undeniable proof of correct registration of road n.a. | X
usage data for a defined location and moment in time or for a defined RQTSP.51
range of time and for a specified set of OBE(s) on demand to the TC. S
SM.320 The TC shall compare proof of correct registration of road usage data n.a. | X
acquired by the TSP with his own observations in accordance with RQTC.01
privacy regulations. T
SM.322 The OBE shall be designed as a clearly distinguished entity with a defined n.a. | X
interface to the proxy or TSPs back end. The OBE’s functionality shall be RQTC.07
tested to guarantee its functionality and it shall be auditable according to RQ TSP 01
a defined procedure. RQTSP.60
RQ.TSP.70
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Table 19 (continued)
No. Requirement DSRC | GNSS
Fulfilled RQ
SM.323 The TSP shall perform plausibility and completeness checks on toll n.a. | X
declarations acquired by him. Those checks comprise the verification of RQTSP.01
the physical feasibility of trips in the toll domain compared with the RQ.TSP.Sl
actual toll declarations. S
SM.324 The TC shall prepare a fall back scenario before any RSE update and X | X
initiate a rollhack of the update when needed RO T
SM.330 The TSP shall provide the service user with the detailed transaction data X | X
upon request. RQT$P57
RQ.TSP.89
7.5 Tol] service provider security measures
7.5.1 Front end security measures
Table 20 — Front end/OBE interface security measures
No. Requirement DSRC | GNSS
Fulfilled RQ
SM.410 If compliance checking is performed through the DSR€ interface, the OBE n.a. | X
shall support a Compliance Checking Communication transaction over an RQTC.01
interface with security as defined in ISO 12813:2015 when it passes RQ'TC.OZ
such a RSE or use secure monitoring-compliance checking. RQ TSP 51
RQ.TSP.53
SM.411 The TSP shall test a significant percentage of OBE delivered to him to X | X
achieve an accepted quality level-according to ISO 2859 or equivalent. RQTSP.80
SM.412 If localization augmentation communication is performed through the n.a. | X
DSRC interface, the TSP shall store the value of the MAC_TC, KeyRef, and RQ.IF.12
lacTime as part of the charge data and provide them as part of the charge RQ-IF.13
report. RQ.TSP.51
SM.413 The OBE shall implement a role based access control mechanism for its X | X
DRSC interfa¢ejAny commands reserved to the TSP (i.e. other than those RQ.IF.20
for DSRC-EEC) CCC, and LAC) shall be usable only by the TSP. RQ .TC. 22
RQ.TSP.05
RQ.TSP.07
RQ.TSP.40
RQ.TSP.41
SM.414 The service user shall he notified aboutthe QBE or ICC ulnrl{ing status X ! X
RQ.TC.02
RQ.TC.03
RQ.TSP.09
SM.415 The communication between OBE and proxy shall guarantee n.a. | X
confidentiality, integrity, and authenticity. RQ.IF.10
RQ.IF.11
SM.416 The OBE shall prevent any illegal modification of parameters through its X | X
external interfaces or switch to a “NOT OK” state if it detects it. RQ.TSP.05
RQ.TSP.07
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Table 20 (continued)

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.417 The OBE shall switch to a “NOT OK” state if it detects signal input n.a. | X
inconsistencies and the TSP shall be informed by the GNSS OBE. RQTSP.16
SM.418 The OBE shall not allow the service user to modify any data in the OBE X | X
except the data allowed to be changed through the user interface. RQTSP.05
RQ.TSP.07
RQ.TSP.40
SM.419 The ICC shall not allow the service user to modify any data in the ICC. X | X
RQ.TSP.06
7.3.2 Back end security measures
Table 21 — TSP back end security measures
Ng. Requirement DSRC | GNSS
Fulfilled RQ
SM.420 The TSP shall verify if toll declaration(s) correctly.correspond(s) to charge n.a. | X
report(s) and/or road usage data. RQISP.51
SM.421 The TSP shall determine if the charge report’has been produced by a n.a. | X
trusted front end. RQTSP.01
RQ.TSP.04
RQ.TSP.08
SM.422 The TSP shall verify the integrity of the charge report. n.a. | X
RQ.T'SP.01
SM.423 The TSP shall include stolen or cloned OBE or ICC in an exception list. X | X
RQ.TSP.08
RQ.I'SP.19
RQ.TSP.20
RQ.TSP.21
SM.424 The TSP(shall detect a cloned OBE or ICC by using the transaction counter X | X
or bydetecting multiple locations for the same OBE or ICC at the same time. RQTSP.08
RQ.TSP.21
SM.425 The TSP shall use cryptographic measures to encrypt the sending of X | X
customization data to the OBE to guarantee data integrity and RQI'SP92
non-repudiation with proof of origin. RQ. FSP.97
SM.426 The TSP shall verify the integrity of the charge report based on the n.a. | X
MAC_TSP or digital signature. RQIF11
RQ.IF.12
RQ.IF.13
RQ.TSP.01
RQ.TSP.03
RQ.TSP.04
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7.6 Toll charger security measures

7.6.1 RSE security measures

Table 22 — RSE security measures

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.510 If toll declarations are acquired through the DSRC interface, the TC shall X | n.a.
check the value of the MAC_TC using the key addressed by KeyRef and the
RndRSE RQ.IF.1%
NARSE RQ.IF:12
RQIE13
RQTC.01
RQ.TC.04
RQ.TC.05
SM.511 If toll declarations are acquired through the DSRC interface, the TC shall X | n.a
store the value of the transaction counter read-out of the OBE as part of RQTSP.21
the billing details. S
SM.512 If toll declarations are acquired through the DSRC interface, the T.C shall X | n.a
store the value of the authenticated AttributeList, MAC_TSP, KeyRef, and RQ.IF.12
RndRSE as part of the billing details. RQ.IF.13
RQ.TSP.21
SM.513 If toll declarations are acquired by the TSP, the dedicated compliance n.a. | X
checking RSE of the TC shall perform a Compliance. Checking
S . . X . . . RQ.TC.01
Communication transaction over an interface with'security as defined in RQTC.02
ISO 12813:2015 when an OBE passes it or use secure RQ'TC.OS
monitoring-compliance checking. RQ'-I‘SP.’ 53
SM.514 If compliance checking is performed through the DSRC interface, the TC n.a. X
shall check the value of the MAC_TC usihg the key addressed by KeyRef
and the RndRSE RQIF11
' RQ.IF.12
RQ.IF.13
RQ.TC.01
RQ.TC.04
SM.515 If compliance checking is performed through the DSRC interface, the TC n.a. | X
shall store the vallie of the authenticated AttributeList, MAC_TC, MAC_TSP, RQ.IF.12
KeyRef, and RndRSE as part of the compliance check record. g
RQ.IF.13
SM.516 The RSE’sfunctionality shall be tested to guarantee its functionality. X | X
RQ.TC.70
7.6.2 Backend security measures
Table 23 — TC Back end security measures
No. Requirement DSRC | GNSS
Fulfilled RQ
SM.520 The TC shall perform plausibility and completeness checks on toll X | n.a.
declarations acquired by him through the DSRC interface. RQTC.12
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Table 23 (continued)

No. Requirement DSRC | GNSS
Fulfilled RQ
SM.521 If toll declarations are acquired by the TSP and these are based on LAC n.a. | X
data, the TC shall check the value of the MAC_TC using the key addressed RQIF.11
by KeyRef and the RndRSE. RQ.IF.12
RQ.IF.13
RQ.TC.04
RQ.TC.05
SM.522 The TC shall check the exception list to ensure a valid payment guarantee X | X
of the TSP for the existing service user. RQITC.92
RQ|TC.93
SM.523 The TC shall use cryptographic measures to guarantee confidentiality, X | X
data integrity, and non-repudiation with proof of origin of a keyset for RQlrC.25
OBU communication during transfer to the RSE. '
SM.524 The TC shall make sure that all relevant toll declarations are considered X | X
before initiating enforcement procedures against a service user. RQITC.30
SM.525 The TC shall use cryptographic measures to guarantee data integrity and X | X
non-repudiation with proof of origin for all recorded dataregarding an RQITC.32
enforcement case. '
7.6.3 Other TC security measures
Table 24 — Other T€C security measures
Nd. Requirement DSRC|| GNSS
Fulfiflled RQ
SM.530 If toll declarations are acquired through the DSRC interface, the TC shall X | n.a.
compare them with higown observations in accordance with privacy RQITC.01
regulations. '
8 | Security specifications for interoperable interface implementation
8.1 General
8.1.1 Subject
Thiis subclause defines the detailed Technical Specifications supplementing the definitionp in other
stgndards that shall be implemented to fulfil the security measures defined in Clause 7 which are
dirjeetly related to an application data unit (ADU) specification of an interoperable interface.

8.1.2

Signature and hash algorithms

The signature and hash algorithms for proof of message authenticity, integrity, and non-repudiation are
defined in the following standards:

security specifications for TC to TSP back office interface: ISO 12855:2015;

security specifications for front end to TSP interface: ISO 17575-1:2015;

non-DSRC MAC algorithm: CEN/TS 16702-1:2014;

security specifications for CCC: [SO 12813:2015;
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— security specifications for LAC: ISO 13141:2015.

8.2 Security specifications for DSRC-EFC

8.2.1 Subject

This subclause provides the implementation of security measures SM.210, SM.211, SM.212, SM.214, and

SM215.
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tandards/regulations Europe.

bE

thall comply with the security measures of EN 15509:2014 security level 1 or equival
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2014 security level 0 or equivalent national standards/regulations:

Security level 0 will provide compatibility with legacy OBE not supporting this Technical Specificati
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[he RSE shall use one of the values of KeyRef corresponding to AuthenticationKey 5 to 8
MAC_TSP.
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management
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critical part of any security system that relies on cryptographic techniques. The appropri

protection of keys depends on a number of factors such as the type of application for which the kg
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the threats they fade,the different states the keys may assume, etc. Primarily, depend
cryptographic technique, they have to be protected against disclosure, modificati

destructi¢n and replay.

NOTE
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ISO/IEC 117%0-1:2010, Annex A provides a list of threats to key management.

[ive of key' management is the secure administration and use of key management services 3
the protection of keys is extremely important. Key management procedures depend on
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management also includes those tunctions that are executed 1n cryptographic devices.

Key management is the administration and use of the services of generation, registration, certification,
deregistration, distribution, installation, storage, archiving, revocation, derivation, and destruction of
keying material.

9.2 Asymmetric keys

9.2.1 Key exchange between stakeholders

The exchange of root public keys, i.e. CA root certificates is defined in 5.4.1.
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The exchange of entity public keys, i.e. end-entity certificates, shall be according to the public key
transport mechanism 3 defined in ISO/IEC 11770-3.

In case of public key transport mechanism 3, the certificate verification procedure shall include the
check of the certificate attribute “Extended Key Usage” with OID for the following:

— TC to TSP interface certificate;

— Front End to TSP Back End interfaces certificate.

922 pr gpnnrafinn and certification

Kel generation and certification including certificate life cycle management (including;-among others,
key generation and certification processes) shall be performed at least according|to Annex D of
ISQ/IEC 11770-1:2010.

Rapdom bit generators (e.g. for the generation of session keys) shall comply‘with the reqpiirements
defined in ISO/IEC 18031.

NOTE Additional information and guidance for asymmetric key management and PKIs is piovided for
exgmple in Reference [16].

9.4.3 Protection of keys

Private keys for ADU authentication and/or decryption shall be stored in a cryptographjc module
designed according to one of the following example security standards and protection profilgs:

—| ISO/IEC 19790 (minimum level 3);
—| FIPS PUB 140-2 (minimum security level 3);

—| common criteria protection profile BSI-PP-0002 (minimum EAL4).

9.4.4 Application
Eafh TSP shall have at least the following certificates for different uses:
—| an ADU message signing certificate for ISO 12855:2015 messages;

—| acertificate used fot establishing secure communication channels (an [Psec/TLS certificate securing
[SO 12855:2015 Cammunication);

—| if applicable‘a/certificate used for establishing secure communication between front end to TSP
back endin‘an autonomous system.

In case of-eharge report authentication by a signature according to SM.240, each OBE should have its
own certificate.

Ea b T choll hown ot lnocr dbhn FAll i g cntifiaobng
CIT 1'U OIIdIT IIAdVOe dUICdoU LIIC IUITUVY llls CLIUITICAlLUL S TU
— an ADU message signing certificate for ISO 12855:2015 messages;

— akey encryption certificate for message and/or key encryption purposes from the TSP;

— acertificate used for establishing secure communication channels (an [Psec/TLS certificate securing
ISO 12855:2015 communication).
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9.3 Symmetric keys

9.3.1 General

The following are three different applications for symmetric keys in an EFC system:

— the DSRC communication keys with two different characteristics, the DSRC master key, and the
derived OBE DSRC key;

— the MAC keys with two different characteristics, the MAC master key and the derived OBE MAC key;

— the cd
93.2 K

9.3.2.1

Symmetri

for examplle, a VPN connection or a transfer using a courier, registered mail, ete=where the key mess3

is stored

cryptogrdphic module with active key access authentication for the exchange is used.

The key ¢
shall be p

9.3.2.2

The RSA 4
for key en

RSA-2048]

NOTE
in PKCS#1

9.3.2.3

If not othd
method 2

For non-D
Clause shd

NOTE 1

NOTE 2

mmunication session keys to encrypt data of a communication channel between two entit
by exchange between stakeholders

General

c keys shall be exchanged by using the secured and authenticated channél! Such a channel

bn a memory device. The keys inside the message shall be additiondlly encrypted unles

ncryption algorithm (including padding/encoding method)<or the data element key bel
brformed according the following definitions.

Key encryption algorithm

lgorithm with the RSA encoding method (REM1}according to ISO/IEC 18033-2 shall be uj
cryption.

as defined in ISO/IEC 18033-2 shall be used for key encryption.

The required key encryption algorithm (REM1) according to ISO/IEC 18033-2 is equal to RSAES-0A
v2.1 when KDF1 is applied.

Padding algorithm

rwise defined, the padding algorithm used in this Technical Specification shall be the padd
defined in ISO/IEC9797-1:2011, 6.3.3.

SRC messages-authenticated by a signature or MAC, the padding algorithm defined in t
11 be used, butthe padding shall not be added to the message for transmission.

Adding these padding bits to an ASN.1, encoded message is not supported by the ASN.1 compiler.

Thelpadding method 2 for hashes defined in ISO 10118-1:2000, A.2 is technically the same method

es.

[

S,

1ge
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ed
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ng

his

9.3.2.4

Key transfer

The keys shall be signed by its originator and sent in the TrustObjectADU if an ISO 12855:2015

compatibl

e back office data exchange is used.

The specific ASN.1 module TrustObjectCode has been defined in ISO 12855:2015 to verify the decryption
of sent encrypted data (e.g. the DSRC master keys).
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9.3.3 Key lifecycle

9.3.3.1 General

Random bit generators for the generation of symmetric keys shall comply with the requirements
defined in ISO/IEC 18031.

Destroying of a key shall be done by overwriting the original key and any copy of the key in the memory
and other backup data storages.

9.3.3.2 DSRC keys

DSRC master keys for DSRC-EFC, CCC, and LAC are generated and stored by the TSP at start-up and
any time it is deemed necessary by the TSP or the interoperability management. DSRC.master keys are
asgociated to one or more values of the EFC-Context Mark, CCC-Context Mark,-0r)LAC-Conjtext Mark
regpectively as specified in Table 25.

Table 25 — Overview of DSRC keys

. Regulting
IDSRC Co Applicable .2
AID Identified by standard Key usage KeyType | autheptication
dode
1 EFC_ContextMark |EN 15509:2014 Authentication key1 ... 0 MAC_TC
+ KeyRef Authentication key4
1 EFC_ContextMark |EN 15509:2014 Authentication key5 ... 0 MAC_TSP
+ KeyRef Authentication key8
1 EFC_ContextMark |EN 15509:2014 Access Key 1 AC_CR
20 CCC_ContextMark |ISO 12813:2015 Authentication key1 ... 2 MAC_TC
+ KeyRef Authentication key4
20 CCC_ContextMark |ISO 12813:2015 Authentication key5... |2 MAC_TSP
+ KeyRef Authentication key8
20) CCC_ContextMark |[ISO 12813:2015 Access Key 3 AC_CR
21 LAC_ContextMark |ISO\13141:2015 Access Key 4 AC_CR
21 LAC_ContextMark~|1S0O 13141:2015 LAC_Authentication- n.a. MAC_TC
+ Key_TC
keyRefMAC_FC.
LAC

Thie derived DSRCkeys shall be transmitted to and stored in the OBE.
The OBE may)store additional DSRC keys for purposes beyond the mentioned DSRC applicatigns:

—| fot writing of the EFC or CCC attributes which are marked as read-only. This is often refgrred to as
personalization;

— for other DSRC applications hosted by the OBE like ERI/AVI.

Only the DSRC master keys are required to check the value of MAC_TC and the master keys to calculate
the AC_CR are needed by the TC. Such master keys for DSRC EFC, CCC, and LAC shall be transmitted to
the TC in accordance with 9.3.2.1.

DSRC master keys can be archived only if there is no OBE with a corresponding context mark active in
the EFC system anymore.

DSRC master keys can only be destroyed if all data related to OBE with a corresponding context mark
have been deleted.
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9.3.3.3

MAC keys

MAC master keys are generated and stored by the TSP. Derived MAC keys are transmitted to and
stored in the OBE.

MAC master keys shall be transmitted to the TC in accordance with 9.3.2.1.

In case the MAC of a ChargeReport should provide the same evidence compared to a signature based
on a PKI (e.g. may be required by the secure monitoring concept), other requirements for MAC master
key management will apply. For example, in such case, a MAC master key should be provided in a

cryptogr

phic module with limited functions (MAC verification with OK/NOK output only,. no access to

the key itgelf) to the TC.

9.34 K

9.3.4.1

by storage and protection

Master keys

DSRC magter keys and MAC master keys stored and used in the TC and TSP back end’and in RSE shall

protected

against unauthorized access.

DSRC mastter keys and MAC master keys, when stored for non-operative purposes (e.g. back-up or offl
storage) qr transferred internally in the system, shall be encrypted with an algorithm considered

strong en
the DSRC

When sto
keys shall

— aded

pbugh. The corresponding encryption key shall be stored inthé same manner as described
master keys and access to it shall be protected at least by-a‘passphrase.

red in the clear and used for cryptographic operations, DSRC master keys and MAC mas
be kept in a secure environment and implemented-by either of the following:

cated cryptographic HW module (e.g. a SAM);

be

ne

for

ter

— defin¢d procedures, hardware provisions, and software security functions to address the threat§ in
the specific environment as evaluated by the toll charger with reasonable measures.

Either sol
a) mana
oper

ition shall fulfil the following security requirements and objectives:

e secure key distribution, i.e: reception of encrypted keys and subsequent decryption
ional storage;

b) proteft the cryptographic. functions from unauthorized operation or use, including physi
proteftion against unauthorized operation and/or deactivation to prevent unauthorized operati

for

ical
On;

c) prevent unauthorized-disclosure of the keys, including physical protection against disclosyire
and/qr deletion to/prevent disclosure (e.g. storage in volatile memory);

d) prevent use of keys with prohibited algorithms (e.g. prevent that encryption keys are used
authepntication);

e) prevent-unauthorized modification of the cryptographic algorithms, including unauthorij

for

ed

modification, substitution, insertion, and deletion of keys

f) provide indications about the operational state of the environment;

g) ensure that the implemented module solution performs properly when operating in an approved

mode

of operation;

h) detect errors in the operation of the implemented module solution and to prevent the compromise
of keys resulting from these errors.

A certified cryptographic hardware module for storage of DSRC master keys and execution of key

functions

40
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9.3.4.2 OBE Kkeys

The OBE shall only store derived keys.

9.3.5 Session keys

Session keys used in the TC and TSP back end and in RSE shall be protected against unauthorized access
during their lifetime. Session keys that are no more used shall be destroyed securely (e.g. overwriting
of any copy of the key in memory and other data storages).
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Annex A
(normative)

Security profiles

A.1 Gemerat

The profile definition uses the following pattern:

Risk assegsment:

Requiremgnt profile:

Simplified risk assessment description.

Defines the mandatory and recommended requirements to be fulfilled for
profile compliance.

In order t claim conformance with a profile, all listed mandatory requirements)shall be fulfilled.

A.2 Communication interface profiles

A.2.1 DBSRC profile

The DSRC|profile includes the requirements for the charging (EFC), the compliance check (CCC), and
localizatign (LAC) transactions.

Risk assegsment:

OBE charging transaction datareceived by the RSE contains all relevant
information for the paymenticlaim. Read out of OBE data by a fake RSE is
possible without service<tiser notice. This requires the authentication of the
OBE access by the RSE:

Manipulation of such data and/or replay by a fake OBE is in principle
simple even if technically difficult. This requires authentication
mechanismSfor OBE and RSE. Proof of message integrity is also required.

A servjiCe user may deny a certain road use (charging or CCC event).

A faked LAC event can be used to prove, deny, or claim a cheaper road use.
Faking or denying unprotected data is simple. Non-repudiation with proof
ef'origin is required.

Communication eavesdropping is technically difficult and requires either
access or a close location to the OBE or RSE and does not provide an
attacker with substantial new data of the service user, vehicle, or RSE.
Confidentiality is not required.

Requirement profile:

Mandatory: RQ.IF.11 + RQ.IF.12 + RQ.IF.13 + RQ.IF.20 + RQ.IF.30

Recommended: -

A.2.2 TC to TSP profiles

he

The profile covers the not-secured communication between TC and TSP for back office data exchange
according to 1ISO 12855:2015.

42
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Profile A

Risk assessment:

ISO/TS 19299:2015(E)

Communication eavesdropping and interception by third parties

on a non-protected communication channel is easy and most likely.
Modification of information as man in the middle and sending fake
messages are also serious threats. Protection of sensitive service user data
is also an issue. Message confidentiality, integrity, and authenticity shall be
ensured.

The TSP or its service user may deny a toll declaration or billing detail.

TL

Refuirement profile:

P

-

Rigk assessment:

R

(¢}

quirement profile:

A.2.3 Communication provider profile

Th

—| RSE to TC back end communication;
— | OBE to proxy/TSP back end\communication;

—| TC or TSP internal ba¢ck end communication.

pfile B (extended profile A)

raf 1 diots skl aam o o f o€ -t s o o]
I'IICTICIVUTC, TIUITT bPuulaLlUll VvV ILII Pl UVuUl Ul Ul 16111 101 b\dull A\
The back office interface shall be protected against replay attacks.
Mandatory: RQ.IF.02 + RQ.IF.10 + RQ.IF.11 + RQ.IF.13 + RQ{F.30

Recommended: RQ.IF.12 + RQ.IF.20

For a TSP, it is crucial that a TC receives
exception lists. For a TC, it is crucial that adT'SP uses valid and up-to-date toll
context data. Therefore, this communicatien channel shall provide
non-repudiation with proof of delivery:

Mandatory: RQ.IF.02 + RQ.IF.10:+ RQ.IF.11 + RQ.IF.13 + RQ.IF.14 + RQ.IF.30

Recommended: RQ.IF.12 + RQ.IF.20

Thﬁ's profile covers TC or TSP system internal interfaces using communication services of a third party.
is includes, but is not limited to, the use'of a telecommunication provider for the following:

Communication protéetion according to this profile can be used as proof for trustworthy daty handling

byl|a TSP or TC.

Rigk assessutent:

Standard communication channels offered by communication provifers
can have some security mechanisms providing confidentiality, integrity,
and authenticity against third party attacks. These possible security

Requirement profile:

MEeasuTres do ot protectagainstcommuicatiomreavesdroppingan
interception by insiders, e.g. personnel of the communication provider.
Communication eavesdropping and interception by third parties is possible,
but in most cases less likely. Protection of sensitive service user data is also
an issue.

The risk is high enough to require additional from the communication
provider independent, confidentiality, integrity, and authenticity measures
for exchanged messages.

Mandatory: RQ.IF.02 + RQ.IF.10 + RQ.IF.11

Recommended: -
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A.2.4 ICCinterface profile

The ICC interface profile includes the requirements for the reading account data and charging.

Risk assessment:

ICC reading account data and ICC charging transaction data received by
RSE through OBE contains all relevant information for the payment

claim. Read out of ICC data by a fake RSE and/or OBE is possible without
service user notice. This requires authentication of the RSE and/or OBE.

This requires authentication mechanisms for ICC and RSE and/or OBE.

Requiremgnt profile:

A.3 Data storage profiles

A.3.1 OBE data storages profile

This profile considers an OBE in the service user environment, i.e. a personalized OBE mounted i

vehicle.

Risk assegsment:

Requiremgnt profile:

EXAMPLE[l  Forian OBE mounted Inside of a vehicle, RQ.DS.02 is fulfilled for the HMI. An existing CN or DS
interface requires additional access credentials covered by RQ.DS.01.

Proof of message integrity is also required.

A user may deny a certain road use (charging). A faked ICC may be used
to deny road use or claim a cheaper road use. Faking or denying
unprotected data is simple. Non-repudiation with proof of origin is
required.

Communication eavesdropping is technically difficult ahd requires either
access or a close location to the ICC or OBE and does fiot'provide an
attacker with substantial new data of the service user. Confidentiality is
not required.

Mandatory: RQ.IF.11 + RQ.IF.12 + RQ.IF.13%°RQ.IF.20 + RQ.IF.30

Recommended: -

An illegal manipulation of data stored in the OBE may result in lower
charge forthe'service user and loss of income for TC and TSP or even an
interruption in the registration of road usage. An unauthorized read out

of data~stored in the OBE can result in a privacy violation of the service usej.

Mandatory: RQ.DS.01 + RQ.DS.02 + RQ.DS.05 + RQ.DS.07 + RQ.DS.06
if applicable (e.g. for keys)

Recommended: -

EXAMPLE RQ.DS.02 + RQ.DS.05 + RQ.DS.06 + RQ.DS.07 can be guaranteed by a tamper evident OBE.

A.3.2 ICC data storage profile

This profile considers an ICC in the service user environment, i.e. an issued ICC inserted into an OBE.

Risk assessment:

44

Not allowed manipulation of data stored in the ICC can result in lower
charge for the service user and loss of income for TC or in an increase of
stored values without paying. Not authorized read out of data stored in the
ICC can result in a privacy violation to the service user.

RC
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Requirement profile: Mandatory: RQ.DS.01 + RQ.DS.02 + RQ.DS.05 + RQ.DS.07 + RQ.DS.06
if applicable (e.g. for keys)

Recommended: -
A.3.3 RSE data storage profile

The profile covers RSE at a publicly available location without any additional external protection
measure (e.g. surveillance camera).

Rigkassessment: An illegal manipulation of data stored in the RSE (betore transmittgd to
the TSPs back end) may result in loss of income for TC and TSP. An
unauthorized read out of data stored in the RSE (e.g. enforcement data)
can result in a privacy violation to the service user and/or dess of
reputation of the TC. Changing of the data originator identity (i.e. OBE
identity) can result in charging a wrong service user, A¢céss to the
communication keys can allow the faking of OBE or the personalization
of OBE without a TSP contract.

R

D

quirement profile: Mandatory: RQ.DS.01 + RQ.DS.02 + RQ.DS®5+ RQ.DS.07 + RQ.DS.06
if applicable (e.g. for keys)

Recommended: -

A.3.4 Back end data storage profile

Thiis profile is given for completeness only. A detailed fdethod for the evaluation of security reqiirements
can be found in ISO/IEC 27001. The requirement profile below does not apply to all kind of data stored
in i back end, but each requirement will apply to-a certain kinds of data.

Repuirement profile: Mandatory: RQS.01 + RQ.DS.02 + RQ.DS.03 + RQ.DS.05 + RQ.DS.Q7 +
RQ.DS.08 + RQ:DS.06 if applicable (e.g. for keys)

Recommended: -
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Annex B
(normative)

Implementation conformance statement (ICS) proforma

B.1 GUFMWWWWTCTWTM—
B.1.1 Purposes and structure

The purpdse of this ICS proforma is to provide a mechanism whereby a supplier of an implementatior] or
an actor taking a role according to the requirements defined in this Technical Specificdtioh can provjde
informatipn about the implementation in a standardized manner.

The ICS ptroforma is subdivided into subclauses for the following categories of information:

— guidarce for completing the ICS proforma;
— identification of the implementation;
— globa] statement of conformance;

— ICS pjjoforma tables.

B.1.2 Abbreviations and conventions

The ICS proforma contained in this Annex comprisés-information in tabular form in accordance wijith
the guidellines presented in ISO/IEC 9646-7.

— Item ¢olumn: The item column contains:aniumber which identifies the item in the table.

— Item [description column: The item .description column describes in free text each respectjve
item [e.g. parameters, timers, etc): It implicitly means “is <item description> supported by the
implementation?”.

— Statu$ column: The following notations defined in ISO/IEC 9646-7 are used for the status colump.

m mandatory $The capability is required to be supported.
0 gptional="The capability may be supported or not.
n/a not-applicable - In the given context, it is impossible to use the capability.

X prohibited (excluded) - There is a requirement not to use this capability in the
given context.

w=n

o0.i qualified optional - For mutually exclusive or selectable options from a set. “i” is an
integer which identifies a unique group of related optional items and the logic of
their selection which is defined immediately following the table.

c.i conditional - The requirement on the capability (“m”, “0”, “x” or “n/a”) depends on
the support of other optional or conditional items. “i” is an integer identifying a
unique conditional status expression which is defined immediately following the

table.
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— Reference column: The reference column makes reference to this Technical Specificaton except
where explicitly stated otherwise.

— Support column: The support column shall be filled in by the supplier of the implementation. The
following common notations defined in ISO/IEC 9646-7 are used for the support column:

Yory supported by the implementation.
Norn not supported by the implementation.

N/A,n/aor- no answer required (allowed only if the status is n/a directly or after evaluation
of a conditional status).

NOTE As stated in ISO/IEC 9646-7, support for a received PDU requires the ability ¢to~parde all valid
parameters of that PDU. Supporting a PDU while having no ability to parse a valid parametenis'non-cpnformant.
Support for a parameter on a PDU means that the semantics of that parameter are supported:

— | Values allowed column: The values allowed column contains the type, the list, the range, or the
length of values allowed. The following notations are used.

rafpge of values: < min value > .. < max value >

EXIAMPLE 1: 5..20

list of values: <valuel >, <value2 >, ..., < valueN >
EXIAMPLE 1: 2,4,6,8,9
EXIAMPLE 2: ‘1101'B, ‘1011’B, ‘'1111'B

EXIAMPLE 3: ‘0A’'H, ‘34'H, ‘2E’H

list of named values: <namel > (<vall > ), <name2 > (<val2 >), ..., <nameN > (<valN >)

EXIAMPLE 1: reject(1), accept(2)

lenjgth: size (<min size > .. < max size >)
EXIAMPLE 1: size (1..8)

— | Valués-supported column: The values supported column shall be filled in by the supplier of the
imiplementation. In this column, the values or the ranges of values supported by the implementation
shall be indicated.

— References to items: For each possible item answer (answer in the support column) within the ICS
proforma, a unique reference exists used, for example, in the conditional expressions. It is defined as
the table identifier followed by a solidus character “/” and followed by the item number in the table.
If there is more than one support column in a table, the columns are discriminated by letters (a, b,
etc.), respectively.

EXAMPLE1 B.5/4is the reference to the answer of item 4 in Table B.5.

EXAMPLE 2  B.6/3b is the reference to the second answer (i.e. in the second support column) of item 3 in
Table B.6.
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— Prere

quisite line.

A prerequisite line takes the form Prerequisite: < predicate > .

A prerequisite line after a Clause or table title indicates that the whole clause or the whole table is
not required to be completed if the predicate is FALSE.

B.1.3 Instructions for completing the ICS proforma

The supplier of the implementation or an actor taking a role shall complete the ICS proforma in each

of the spaces provided. In particular, an explicit answer shall be entered, in each of the support

or

supported column boxes provided using the notation described previously.

Additiona

B.2 Identification of the implementation

B.2.1 General

Identifica

Under Tegt (SUT)] shall be filled in so as to provide as much detail as _possible regarding vers
numbers dnd configuration options.

The suppl

A person

contact pgrson.

B.2.2 D

B.2.3 Implementation Under Test (IUT)identification

IUT name

| comments may be provided in the space at the bottom of the tables or separately, if necessg

ion of the Implementation Under Test (IUT) and the system in which it resides [the Syst

jer information and actor information shall both be filled invif they are different.

who can answer queries regarding information supplied in the ICS shall be named as

hte of the statement

—

y.

%

on

he

Operating system:
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Name:

Fa¢simile number:

E-mnail address:

B.2.6 Actor (if different from'supplier)
Najme:

© ISO 2015 - All rights reserved
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B.2.7 ICS contact person

(A perso
Name:

B.3 Id
This ICS
— IS0/

B.4 Gl

n to contact if there are any queries concerning the content of the ICS)

ntification of the standard
j{oforma applies to the following Techni€al Specification:

T[S 19299 Electronic fee collection —Security framework.

dbal statement of confermance

Are all mgndatory capabilities implemented? (Yes/No)  .cceeveeene

Answering “No” to this queStion indicates non-conformance to this Technical Specification. N
supported mandatory capabilities are to be identified in the ICS, with an explanation of why

bn-
he

implemenftation is nonfgonforming on pages attached to the ICS proforma.
B.5 Roles
Table B.1 — Roles
Item Implemented role Reference Status | Support
(Y/N)
Toll charger 5.2 0.1-1
Toll service provider 5.2 0.1-1
Interoperability management 5.2 0.1-1

0.1-1: Itis mandatory to support at least one of these options.

B.6 Trust model

50
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Table B.2 — Trust model basics

Item Supported functionality Reference Status | Support
(Y/N)

Support for a trust model 541 m
Use of ISO/IEC 9594-8 certificates 5.3.2 c.2-1
Use of a hierarchical trust model 5.2 0.2-1
(usinga TTP)

4 Useofa peer-to-peer trust model 5.2 o 2-1
Root CA is performed by IM 5.2 c.2-2
Root CA is performed by external 5.2 c.2-3
TTP

7 |Use of trust model for all 5.34 c.2-4
electronic data exchange
channels between IM and TC/TSP

0.4-1: Itis mandatory to support at least one of these options.

c.21: IF Table B.2/1 THEN m ELSE n/a.

c.2-2: IF Table B.1/3 and Table B.2/3 THEN o ELSE n/a.

c.23: IF (Table B.1/1 or Table B.1/2) and Table B.2/3 and not Table B.2/4 THEN m ELSE n/a
c.2-4: IF Table B.1/3 THEN m ELSE n/a.

Table B.3 — Trust relation setup

Item Supported functionality Reference Status | Support

(Y/N)

(@a]
o~
—_

1 |Importing CA rooteertificate from c.3-1
a TTP according to method 3 of
ISO/IEC 11770-3:2015, Clause 12 or

an equivalent

[
o~
—

2 |- downleading the certificate from 0.3-1

a recognized and secure website

(@a]
o~
—_

3

3 (>retrieving it per courier, if it is 0.3-1

supported by the TTP

0.3-1
0.3-1
c.3-2

- receiving it via signed e-mail

o
o~
—

- other method, please describe

[
o~
—

Exchanging root certificates
according to method 1 or 2 of

ICO /IO 44990 3 yNn4c 1 1.0
TIOU/JILG 117 7U0.4U19, LIdUSt 14 Ul
an

equivalent

1
o~
—

7 |- using mechanism 1 of 0.3-2
ISO/IEC 11770-3:2015, Clause 12 or
an

equivalent

3

8 |- using mechanism 2 of 4 0.3-2
ISO/IEC 11770-3:2015, Clause 12 or
an

equivalent
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Table B.3 (continued)

Item Supported functionality Reference Status | Support

(Y/N)

9 |Key verification using a fingerprint 54.1 c.3-3
based on the algorithms defined in
[SO 12855:2015

0.3-1: IF Table B.2/3 THEN it is mandatory to support at least one of these options.
0.3-2: IF Tat :

c.3-1: IF Table B.2/3 THEN m ELSE n/a.
c.3-2: IF Thble B.2/4 THEN m ELSE n/a.
c.3-3: IF Thble B.3/8 THEN m ELSE n/a.

Table B.4 — Trust relation renewal and revocation

Item Supported functionality Reference Status | Support
(Y/N)
1 |Length of private key of root 5.4.2 m
certificate sufficient for duration
of use
2 |Validity of root certificate 5.4.2 m

according to the length of the
private key

U
o~
()
=]

3 |Automatic termination of trust
relation after expiration date of
root certificate

o
N
)
8

4 |Replacement of a root certificate
according to Table B.3

1
N
o
=]

5 |Replacement of derivied sub-CA
or end-entity certificates
according to TdbleB.5

&
N
)
8

6 |Support for'revocation of root
certificates

1
i~
o
8

7 | Automatic termination of trust
relation after revocation of root
certificate

&
N
)
=]

8 Use of Certificate Revocation List
as defined in ISO/IEC 9594-8

9 |Signing of revocation message for
aroot certificate

o

4.

)
8

1
N
o
=]

10 |Verification of the signature of
revocation message for a root
certificate
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Item Supported functionality Reference Status | Support
(Y/N)

1 |Private key of root certificate 5.4.3 m
only used for signing end-entity
or sub CA certificates

2 |Extended Key Usage extensions 54.3 m
according to ISO/IEC 9594-8 used

3 |Certificate validation process can 2.4.5 m
handle at least four certificate
levels

4 |End-entity certificate for securing 5.4.3 m
communication channels

5 |End-entity certificate for message 5.4.3 m
signing

6 |End-entity certificate for 54.3 m
message/key encryption

7 |Use of Certificate Revocation List 5.4.3 m
as defined in ISO/IEC 9594-8

8 |[Signing of revocation message for 5.4.3 m
aroot certificate

9 |Verification of the signature of 5.4.3 m
revocation message for a root
certificate

Table B.6 — Certificate and certificate revocation list profile and format

Item

Supported functionality

Reference

Status

Support
(Y/N)

ISO/IEC 9594-8 certificates
version 3 issued according to
ISO/IEC9594-8 with the update
specified)in RFC 6818

U1

4.

i~

ISO/IEC 9594-8 CRL version 2
isstled according to

ISO/IEC 9594-8 with the update
specified in RFC 6818

1
I~

All certificates DER encoded and
Base64 encoded (PEM certificate)

1
N
N

All CRL DER encoded and Base64
encoded (PEM CRL)

&
I
o~

Key verification using a
fingerprint based on the
algorithms defined in
[SO 12855:2015

1
o~
o~
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Table B.7 — Certificate and certificate revocation list profile and format

Item Supported functionality Reference Status | Support

(Y/N)

E

1 |Agreement on the use of critical
certificate extensions

U
o~
&
8

2 | All certificate extensions defined
either as critical or non-critical

U1
o~
&
3

3 |Rejection of unrecognized critical
certificate extensions

5|

4 |Rejection of critical certificate
extensions with information
unable to process

1
N
i
=]

5 |Ignoring unrecognized non-critical
certificate extensions

1

6 |Process recognized non-critical
certificate extensions

o
i~
i
8

7 |Only use key usage and basic
constraints as critical certificate
extensions in a root certificate

U1
N
O
=]

8 |Only use key usage with allowed
values as critical certificate
extensions in an end-entity
certificate

U
o~
u

9 |Only use extended key usage with c.7-1
OID for the TC to TSP back end

interface

:

10 |Only use Extended Key Usage c.7-2
with OID for the TSP Front'End

to Back End interface

U
o~
i
8

11 |Only use allowed(non-critical
certificate exténsions in a root
certificate

(o2l
(@a}
=i

12 |Only use'allowed non-critical
certificate extensions in an
end-entity certificate

c.7.1: IF Tqble Table.B.1/1 or Table B.1/2 THEN m ELSE n.a.
c.7.1: I[F TgbleBX /2 THEN m ELSE n.a.

B.7 Profiles

Table B.8 — Profiles

Item Requirement Reference Status Support

(Y/N)

DSRC profile
TC to TSP profile A
TC to TSP profile B

>
N
—
o

>
NS
o
o

>
N
)
o
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Table B.8 (continued)
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Item Requirement Reference Status Support
(Y/N)
4 |Communication A23 0
provider profile
5 |ICC interface profile A24 0
6 |OBE data storage profile A3.1 0
7 __ICC data storage profile A32 0
8 |RSE data storage profile A3.3 0
9 |Backend data storage A3.4 0
profile

.B Requirements

Table B.9 — Information system security requinements

Item Requirement Reference Status Support
(Y/N)
RQ.ISMS.01 6.2 m
RQ.ISMS.02 6.2, 0
Table B.10 — Generalinterface requirements
Item Requirement Reference Status Support
(Y/N)
1 |RQ.IF.02 6.3 c.10-1
2 |RQ.IF.10 6.3 c.10-1
3 |RQ.IF11 6.3 c.10-2
4 |RQ.IF.12 6.3 c.10-3
5 |RQ.IF13 6.3 c.10-4
6 |RQIF.14 6.3 c.10-5
7¢RQ.IF.20 6.3 c.10-3
8  |RQ.IF.30 6.3 c.10-4
9 |RQ.IF.31 6.3 0
10 |RQ.IF.32 6.3 0

c.1

D-HIE Table B8/2 or Table B8/3 or Table B/4 THEN m FISE o

c.10-2: IF Table B.8/1 or Table B.8/2 or Table B.8/3 or Table B.8/4 THEN m ELSE o.

c.10-3: IF Table B.8/1 THEN m ELSE o.

c.10-4: IF Table B.8/2 or Table B.8/3 THEN m ELSE o.
c.10-5: IF Table B.8/3 THEN m ELSE o.
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Table B.11 — Data Storage requirements

c.11-1: IF ]
c.11-2: IF ]

Item Requirement Reference Status Support
(Y/N)
1 |RQ.DS.01 6.4 c11-1
2 |RQ.DS.02 6.4 c11-1
3 |RQ.DS.03 6.4 c11-3
4 |RQ.DS.05 6.4 c11-1
5 RQ.DS.06 [ CIT=Z
6 |RQ.DS.07 6.4 c11-1 Q’\<<>
7 |RQ.DS.08 6.4 c11-3 q(lz
[able B.8/5 or Table B.8/6 or Table B.8/7 THEN m ELSE o. qqsb
[able B.8/5 or Table B.8/6 THEN m ELSE o. &%\
c.11-3: Talple B.8/7 THEN m ELSE o. OJO\
Table B.12 — Toll charger requirement%\\
Item Requirement Reference @tus Support
N (¥/N)
1 [RQTC.01 65 R c1za
2 |RQTC.02 65 O c.12-1
3 |RQTC.03 6.5:1 c12-1
4 |RQTC.04 45 c12-1
5 |RQTC.05 L Ves c12-1
6 |RQTC.06 4O ss c12-1
7 |RQTC.07 E 6.5 c12-1
8 |RQTC.08 N 6.5 c12-1
9 |rqrcio ()7 6.5 c12-1
10 [roTC12 O 6.5 c12-1
11 |RQTC.I3) 6.5 c12-1
12 |RQEG20 6.5 c12-1
13 JRQTC.21 6.5 c12-1
14-5RQTC.22 6.5 c12-1
15 |RQTC.23 6.5 c12-1
¥ 16 ROTC24 65 2t
17 |RQTC.25 6.5 c12-1
18 |RQTC.30 6.5 c12-1
19 |RQTC.31 6.5 c12-1
20 |RQTC.32 6.5 c12-1
21 |RQTC.50 6.5 c12-1
22 |RQTC.51 6.5 c12-1
23 |RQTC.70 6.5 c12-1
24 |RQTC.71 6.5 c12-1
25 |RQTC.90 6.5 c12-1
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Table B.12 (continued)
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Item Requirement Reference Status Support
(Y/N)
26 |RQTCI1 6.5 c12-1
27 |RQTC92 6.5 c12-1
28 |RQTC.93 6.5 c12-1
29 |RQ.TC.94 6.5 c12-1
U RU.TL.95 0.0 C.1Z2-1
31 |RQTC96 6.5 c.12-1 ~F
32 |RQTC97 6.5 c12-1 R
33 |RQTC.98 6.5 c12-1 Oy~
34 |RQ.TC.99 6.5 c12-1 hY
c.12-1: IF Table B.1/1 THEN o ELSE n/a. 6%
Table B.13 — Toll service provider req{i@ronents
Item Requirement Reference Q ~ Status Support
D (Y/N)
1 |RQTSP.O1 6.6\ c13-1
2 |RQTSPO3 66 " c13-1
3 |RQTSP04 6.6 c13-1
4 |RQTSP.05 .0 66 c13-1
5 |RQTSP.06 A 66 c13-1
6 |RQTSP.07 N 6.6 c13-1
7 |RQTSPO8 N 6.6 c13-1
8 |RQTSP0O9 . 6.6 c13-1
9 |[RQTSPIY 6.6 c13-1
10 |RQTSPU 6.6 c13-1
11 |RQISP.12 6.6 c13-1
12-{RQTSP.13 6.6 c13-1
_43-|rQTsP.14 6.6 c13-1
14 |RQTSP.16 6.6 c13-1
&?‘é 15 [RQTSP.17 6.6 c13-1
S 16 [RQTSP.18 6.6 c13-1
17 |RQTSP.19 6.6 c13-1
18 [RQTSP.20 6.6 c13-1
19 |RQTSP.21 6.6 c13-1
20 |RQTSP40 6.6 c13-1
21 |RQTSP.41 6.6 c13-1
22 |RQTSP.42 6.6 c13-1
23 |RQ.TSP.50 6.6 c13-1
24 |RQTSP.51 6.6 c13-1
25 |RQTSP.53 6.6 c13-1
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Table B.13 (continued)

c.13-1: IF ]

c.14-1: IF ]

B.9 Sed

Item Requirement Reference Status Support
(Y/N)
26 |RQ.TSP.55 6.6 c.13-1
27 |RQ.TSP.56 6.6 c13-1
28 |RQ.TSP.57 6.6 c13-1
29 |RQ.TSP.58 6.6 c13-1
30 [RQ.TSP59 5.6 C13=t
31 |RQ.TSP.60 6.6 c13-1
32 |RQ.TSP.62 6.6 c13-1
33 |RQ.TSP.70 6.6 c13-1
34 |RQ.TSP.71 6.6 c13-1
35 |RQ.TSP.80 6.6 c13-1
36 |RQ.TSP.81 6.6 c13-1
37 |RQ.TSP.82 6.6 c13-1
38 |RQ.TSP.89 6.6 c.1341
39 |RQ.TSP.90 6.6 c.13-1
40 |RQ.TSPI1 6.6 c13-1
41 |RQ.TSP92 6.6 c13-1
42 |RQ.TSP96 6.6 c13-1
43 |RQ.TSP97 6.6 c13-1

[able B.1/2 THEN o ELSE n/a.

Table B.14 — Interoperability Management requirements

58

Item Requirement Reference Status Support
(Y/N)
RQ.IM.01 6.8 c.14-1
RQ.IM.0Z 6.8 c.14-1
[able B.1/3 THEN© ELSE n/a.
urity measures
Table B.15 — General security measures
Item Requirement Reference Status Support
(Y/N)
1 |[SM.101 72 c.15-1
2 |SM.102 72 c.15-1
3 |SM.103 72 c.15-1
4 |SM.104 72 c.15-1
5 |SM.105 7.2 c.15-1
6 |SM.106 7.2 c.15-1
7 |SM.107 2 c.15-1

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=90f6c145343ab84a08b1af3dcba245ea

ISO/TS 19299:2015(E)

c.15-1: IF any requirement listed in Table 11 for this security measure is selected in Table B.9, Table B.10,

Table B.11

Table B.12, Table B.13, or

Table B.14, THEN m ELSE n/a.

Table B.16 — General interface security measures

Item Measure Reference Status Support
(Y/N)
1 |[SM200 73.1 c.16-1
2 |SM201 7.3.1 c.16-1
3 |SM202 7.3.1 c.16-1
4 |SM203 731 c.16-1
5 |[SM204 731 c.16-1
6 |SM205 731 c.16-1
7 |SM207 731 c.16-1
8 |SM208 731 c.16<1

c.1p-1: IF any requirement listed in Table 12 for this security measureisselected in Table B.9, Table B.10

Table B.11, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.

Table B.17 — DSRC-EFC interface security measures

Item Measure Reference Status Support
(Y/N)
1 |SM210 7.3.2 c.17-1
2 |SM211 7.3.2 c.17-1
3 |[SM212 7.3.2 c.17-1
4 |SM213 73.2 c.17-1
5 |SM214 73.2 c.17-1
6 [SM215 73.2 c.17-1

c.1f7-1: IF any requirementlisted in Table 13 for this security measure is selected in
Table B.11, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.

Table B.18 — CCC interface security measures

Table B.9, Table B.10

Item Measure Reference Status Support
(Y/N)
1 |SM220 73.3 c.18-1
2 |SM221 7.3.3 c.18-1
3 |SM222 733 c.18-1
4 |SM223 7.3.3 c.18-1

c.18-1: IF any requirement listed in Table 14 for this security measure is selected in Table B.9,
Table B.11, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.

Table B.19 — LAC interface security measures

Item

Measure

Reference

Status

Support
(Y/N)

SM230

7.3.4

c.19-1
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Table B.19 (continued)

Item

Measure

Reference

Status

Support
(Y/N)

2

SM231

N

3

i~

c.19-1

¢.19-1: IF any requirement listed in Table 15 for this security measure is selected in Table B.9, Table B.10,

Table B.11, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.

_  TableB 20 —Frontendto TSP backend interface

Item Measure Reference Status Support
(Y/N)
SM240 7.3.5 c.20-1
SM241 7.3.5 c.20-1

c.20-1: IF any requirement listed in Table 16 for this security measure is selectedinTable B.9, Table B{10

Table B.11,

Table B.12

Table B.13, or Table B.14, THEN m ELSE n/a.

Table B.21 — TC to TSP interface security measures

Item Measure Reference Status Support
(Y/N)
1 |[SM250 7.3.6 c.21-1
2 |SM251 7.3.6 c.21-1
3 |SM252 7.3¢6, c.21-1
4 |SM253 73.6 c.21-1
5 |[SM254 7.3.6 c.21-1
6 |SM255 7.3.6 c.21-1
7 |SM256 7.3.6 c.21-1
8 |SM257 7.3.6 c.21-1
9 |SM258 7.3.6 c.21-1
10 |SM259 7.3.6 c.21-1
11 |SM260 7.3.6 c.21-1
12 |SM26Y 7.3.6 c.21-1
13 (SM262 7.3.6 c.21-1
14\ |SM263 7.3.6 c.21-1
15 |SM264 7.3.6 c.21-1
16 [SMZ265 1.5.6 c.21-1
17 [SM266 7.3.6 c.21-1

c.21-1: IF any requirement listed in Table 17 for this security measure is selected in Table B.9, Table B.10,

Table B.11,

60

Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.
Table B.22 — End-to-end security measures
Item Measure Reference Status Support
(Y/N)
1 |SM310 74 c.22-1
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Table B.22 (continued)
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Item Measure Reference Status Support
(Y/N)

2 |SM311 74 c.22-1

3 |SM312 74 c.22-1

4 |SM313 74 c.22-1

5 |[SM314 74 c.22-1

6 |[SM315 Tz CT.22-1

7 |SM316 74 c.22-1

8 |SM317 74 c.22-1

9 |SM318 74 c.22-1

10 |[SM319 74 c.22-1

11 |SM320 74 c.22-1

12 |SM322 74 c.2251

13 |SM323 74 C.22-1

14 [SM324 74 c.22-1

15 |SM330 74 c.22-1

c.22-1: IF any requirement listed in Table 19 for this security measure is selected in Table B.9, Table B.10

Table B.11, Table B.12, Table B.13, or Table B.14, THEN mELSE n/a.

Table B.23 — Front end/OBE interface security measures

Item Measure Reference Status Support
(Y/N)
1 |SM410 751 c.23-1
2 |SM411 751 c.23-1
3 |SM412 751 c.23-1
4 |SM413 751 c.23-1
5 |SM414 751 c.23-1
6 (SM415 751 c.23-1
7. |SM416 751 c.23-1
8 |SM417 751 c.23-1
9 |SM418 751 c.23-1
10 |SM419 751 c.23-1

c.23-1: IF any requirement listed in Table 20 for this security measure is selected in Table B.9, Table B.10,

Table B.11, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.

Table B.24 — TSP back end security measures

Item Measure Reference Status Support
(Y/N)
SM420 7.5.2 c.24-1
SM421 7.5.2 c.24-1
SM422 7.5.2 c.24-1
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Table B.24 (continued)

Item Measure Reference Status Support
(Y/N)
4 |SM423 75.2 c.24-1
5 |SM424 7.5.2 c.24-1
6 |SM425 7.5.2 c.24-1
7 |SM426 7.5.2 c.24-1
c.24-1: IF any requirement listed in Table 21 for this security measure is selected in Table B.9, Table/B.J10,
Table B.11|, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.
Table B.25 — RSE security measures
Item Measure Reference Status Support
Y/N)
1 |[SM510 76.1 c.25-1
2 |SM511 7.6.1 c.25-1
3 |SM512 76.1 c.25-1
4 |SM513 7.6.1 c.25-1
5 |[SM514 761 c.25-1
6 |SM515 76.1 c.25-1
7 |SM516 7.6.2 c.25-1
c.25-1: IF &ny requirement listed in Table 22 for this security measure is selected in Table B.9, Table BJ10,
Table B.11, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.
Table B.26 — T€ Back End security measures
Item Measure Reference Status Support
(Y/N)
1 |SM520 7.6.2 c.26-1
2 |SM521 7.6.2 c.26-1
3 |SM522 7.6.2 c.26-1
4 |SM523 7.6.2 c.26-1
5 (SM524 7.6.2 c.26-1
6. |SM525 7.6.2 c.26-1
c.26-1: IF anyrequirement listed in Table 23 for this security measure is selected in Table B.9, Table B10,

Table B.11, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.

Table B.27 — Other TC security measures

Item

Measure

Reference

Status

Support
(Y/N)

1

SM530

7.6.1

c.27-1

c.27-1: IF any requirement listed in Table 24 for this security measure is selected in Table B.9, Table B.10,

Table B.11, Table B.12, Table B.13, or Table B.14, THEN m ELSE n/a.
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B.10 Specifications for interoperable interfaces security

Table B.28 — Security specifications for DSRC-EFC

Item Specification Reference Status Support
(Y/N)
13— Seeuritytevel - H-OBE 822 28—+
for EFC
2 |Security level 1 RSE 8.2.3 c.28-2
for EFC
3 |RSErequests MAC_TC 8.2.3 c.28-2
RSE requests MAC_TC 8.2.3 c.28-2
5 |Agreement with 8.2.3 C.28-3

TC/TSP on KeyRef

c.28-1: IF Table B.1/2 THEN m ELSE n/a.
c.28-2: IF Table B.1/1 THEN m ELSE n/a.
c.28-3: IF Table B.1/1 or Table B.1/2 THEN m ELSE n/a.
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Annex C
(informative)

Stakeholder objectives and generic requirements

C.1 Gemerat

For the njotivation of this Technical Specification and for proper identification of the asséts to
protected|and possible threats, it is necessary to identify the various security objectives.and’gend
requiremg¢nts of the different stakeholders in an interoperability scheme.

Stakeholdgrs are:

— toll chargers;

— toll sqrvice providers;

— servige users;

— interqperability management entities like EETS member statesor’other third parties.

NOTE Either party may use subcontractors and/or delegateiparts of their task/responsibility to th

be
ric

ird

parties. Hgwever, with regard to the relation with the other partygthe full responsibility and liability is assumed

to remain fompletely with the subcontracting party. More specifically, this Technical Specification assumes
this respedt, for both a toll service provider and a toll chargerthat

1) subcofptracting/delegation by one party shall have no‘consequences for the security measures required
another party, and

2) nevertheless, a (subcontracting/delegating)_party may require that another party will use dedica
addregses and/or keys for specific purpo$es (messages).

EXAMPLE[lL A toll service provider may use a subcontractor for all his tasks up to issuing the declaration;
the toll chdrgers. In such a case, the toll service provider may require a toll charger to use different addresses :
keys for delclaration related communication and charging (invoice) related communication.

EXAMPLER A toll charger mfay;(have to) entrust enforcement/compliance checking to a third party. In sud
case, the tdll charger may require a toll service provider to deal with dedicated addresses and dedicated keys
any communication related with these parties.

in

for

ted

to
nd

h a
for

Security mpight not-eunly be required by the stakeholder, but also imposed by regulations. This Clayise

presents tlhe security requirements imposed by legislation and regulation in one or more toll charg
environmpnts.

ng

legal requirements in a toll charging environment:

a) the toll service shall provide security features relative to the protection of data stored, handl

ing

ed,

and transferred between stakeholders in the toll service environment. The security features shall
protect the interests of toll service stakeholders from harm or damage caused by lack of availability,
confidentiality, integrity, authentication, non-repudiation, and access protection of sensitive user

data appropriate to a multi-user toll service environment;

EXAMPLE 3  For Europe, see Reference [7], Annex III, Article 1.5.2.

b) the toll service shall provide means for toll chargers to easily and unambiguously detect whether
a vehicle circulating on their toll domain and allegedly using the toll service is actually equipped

with a validated and properly functioning OBE providing truthful information;
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EXAMPLE4  For Europe, see Reference [7], Annex III, article 2.1.1.4.

the toll service shall provide means to protect toll chargers, toll service providers, and toll service
users against fraud/abuse;

EXAMPLES5  For Europe, see Reference [7], Annex II], article 1.5.1.

the toll service shall fulfil the requirements of legislation on the protection of individuals with
regard to the processing of personal data and on the free movement of such data.

AMPLE 6  For Europe, see Reference [6], article 2.7 and in Reference [7], Annex III, article 2.2, and

Thiis list of regulatory requirements for the EETS may be supplemented, if applicable, with pdditional

regulatory requirements for other toll charging environments. Nevertheless, this security f
is also suitable for countries with less stringent legal requirements.

C.

C.2.1 Toll chargers and their main interests

A
Se

Thle main asset for a toll charger to be protected is its inceme.

Th

At
e.g

C.?
Se

famework

Toll chargers

1l charger is a legal entity that charges toll for vehicles in a toll-domain.

ISO 17573 for details.

main security requirements for a toll charger to.protect its assets are the following:

prevention of loss of income due to incorrect toll declarations, high collection costs, and/or
irrecoverable debts;

confidentiality of commercial details;

adherence to the regulatorysecurity requirements in the toll charging environmgnts he is
operating in.

oll charger can operate innmore than one toll charging environment. For Scandinavia, one may think,
. on a local system, EasyGgo, and the EETS.

.2 Security service requirements for a toll charger
furity requirements for a toll charger can be fulfilled with the following security services:

non-repudiation services for data received from external entities particularly from t¢ll service
providers (including acknowledgements);

NOTE These services are needed in order to prevent losses due to the denial of having Selllt charging
valated data

b)

EXAMPLE Toll declarations, compliance checking data, blacklists, etc.
accountability of toll declarations (for autonomous toll charging environments).

In an autonomous toll charging environment, a toll charger shall have the possibility to check for
any vehicle observed in the toll charger domain,

1) whether or not the vehicle is equipped with a valid OBE,
2) the identity of the toll service provider responsible for this OBE, and

3) whether or not the vehicle’s OBE behaves correctly,
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4) whether or not the presence of this vehicle is correctly accounted for in the toll service
provider’s toll declaration.

C.3 Toll service providers

C.3.1 Toll service providers and their main interests

A toll service provider is a legal entity providing to his service users toll service(s) on one or more toll
domains for one or more classes of vehicles.

See ISO 17573 for details.

The main|asset for a toll service provider to protect is his business as an intermediary between his
service ugers and the toll chargers.

The main [security requirements for a toll service provider to protect its assets are the‘following:
— provifle a secure toll service and trustworthy toll declarations for his serviceusers;

NOTE|l Itisinthe interest of the toll service provider that a service user can-easily check the correctnless
of the ftoll declarations issued on his behalf.

— provifle the toll chargers with trustworthy toll declarations;

NOTE|2 Itisin the interest of the toll service provider that a toll eharger can easily check the correctnless
of the ftoll declarations issued by a toll service provider.

— confidentiality of commercial details;

— adherjence to the regulatory security requirementstin the toll charging environments the deviges
provifled by the toll service provider are operating;

— being|able to check the correctness of the tolling operations and the behaviour of the toll servjice
provifler devices involved therein and to_provide evidence of that to the other stakeholders;

— being|able to protect his business frontfraud and unjustified claims.

C.3.2 Security service requiréments for a toll service provider
Security requirements for a toll service provider can be fulfilled with the following security serviceg:

a) non-rppudiation seryiees for data received from external entities, particularly from toll chargers
(including acknowledgements);

NOTE These services are needed in order to prevent losses due to the denial of having sent chargfing
relatefl data.

b) accouj tablhty for toll declaratlons (for autonomous toll charging env1ronments) towards his
service A e b5 chee 1as
been sent for hlS Vehlcle by the toll service prov1der toa toll charger;

c) confidentiality services for

1) communications between the toll service provider’s central equipment and the toll charger’s
central equipment, and

2) communications between the toll service provider’s central equipment and the service user’s
central equipment.
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C.4 Service users

C.4.1 Service users and their main interests

The main interests of a service user are

C.]

Int
the

The main security requiremeiits for an interoperability management actor to protect its asse

EX

C.]

No
m4

.p Interoperability management

protection against unfair charging, and

all involved entities ensuring the protection of user privacy.

.2 Service users requirements

main objectives and security related requirements of a service user are the following:
possibility to check and control that the toll service provider is charging fairly;
EXAMPLE For Europe, see Reference [3], article 4.8.

ensuring that nobody (neither TC, nor TSP) collects data that is pot-absolutely necessary
required for tolling and not required by law);

protection of user data held by toll chargers and toll servicé-providers against misuse;
protection of user privacy by toll chargers and toll service providers;

easy fulfilment of the obligation to pay the usage of\oad network.

p.1 Interoperability management@nd its main interests

eroperability managementincludes.all actors responsible for ensuring interoperability, parti
interoperability requirements of the equipment to be used by toll chargers and toll service

to ensure the trust of all stakeholders in the interoperability scheme, and

AMPLE To ensuréethat fraud or breach of any security measure have minimum impact on the wh

to avoid disputes between stakeholders and ensure interoperability.

p.2 Security service requirements for interoperability management

spécific security services are identified for the exchange of information with interg

(data not

cularly for
providers.

ks are

ble schema.

perability

nagement actors.

Communication with an interoperability actor could be based on conventional information interchange
such as registered letters, recorded letters signed for, recorded letters with proof of delivery signed by
the addressee, and/or bailiff’s notifications and so on.
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Annex D
(informative)

Threat analysis

D.1 Gemerat

D.1.1 General approach

This informative part of the Technical Specification is the basic motivation for the securityréquireme
which arelnormative.

The threalt analysis is carried out using two different approaches. The first approach is based on
attack tree methodology (see D.2) where the attack driver is the intention and.benefit of the attach
This threat analysis has one weakness: that unintended threats by user and-equipment which caus;
accidents |or which had natural causes (e.g. climatic phenomenon) are¢not covered. Therefore,
second approach, an asset based threat analysis (see D.2, D.3) in parallelis required. A parallel thr
analysis will also result in a more complete list of existing threats.

D.1.2 Naming conventions
The threaf numbering scheme is based on the format TH.XXXMG.NU where
— TH ddgscribes that the number is referring to a thredt;

— XXX ip the attacker class or the event causative entity or object class. The class enables the att4
reats and asset based threats to have'the same numbering scheme. The coding covers
ing definitions:

- Service user;

— TP - Toll service provider;

TLC - Toll charger;

- Hacker;

T - Activist;

- Cominunication provider;

~Enterprise;

nts

he
(er.
ed
he
pat

hck
he

— GOV =Government,

— FSA - Foreign state agency;

— IM - Interoperability management;
— OUT - Outsider;

— DT - Data Transmission equipment;

— IT - IT equipment;

— MG is the numeric equivalent of the main goal of the attacker or the asset at risk, e.g. avoid to pay
toll, profile service users (attack tree goals being numbered 1xx), and billing details, service user
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contract information, and OBE (assets at risk being numbered 2xx). The total sum of atta
and assets at risk are supposed to be less than 999 each. Each attacker class or asset at
then have allocated a number series enabling each attacker class or asset at risk to have
different goals or events;

NU is the threat number within each main goal of the attacker or asset at risk.

D.1.3 Statement of completeness
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The list of threats contained in this Annex is not a comprehensive all-encompassing list of all possible
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eats—to—arEFESsystem—Such—atisteannever-be—complete—as—here—wil-always—be—th
ecific implementation not included here and will always contain threats not applicable‘to
plementation. This list should just cover the most common threats to an EFC systeny It v
ponsibility of the implementer of this Technical Specification to select the threats applic
ecific implementation.

.2 Attack trees based threat analysis

.1 Overview

ese attack trees are based on the approach proposed on the attack tree methodology intr

a specific
vill be the
ible to his

bduced by

ice Schneier (for detailed information, see Reference [26]). Attack trees provide a formal,

hinst a system in a tree structure with the goal as the root node and different ways of achi
il as leaf nodes.

hreat exists only if an attacker has a benefit frfom the attack. Threats without any ben
acker are not considered threats in the currentapproach. It is possible that attacks are exe
fun, but then the fun is the attacker’s benefit. The main driver of a threat analysis is the
attack. A strong relationship between the threat, the attacker, and the goal of the attac]
re is no benefit, no attack will be performed and no threat exists which requires security 1

characterized by a primary motivation which defines the types of attack they perforry
bloitations of the outcomes @fithose attacks.

s fully expected that the attacks that different classes of attackers will perform will ove
gle attack can be attémpted by several classes of attackers with differing motivations. The

attack tree is simply#to maximize the coverage of the attack space by means of a structured
[ to constrain ormandate specific solutions to these attacks based on the originating comm

2.2 Systemmodel

e system model shown below is used for the attack tree based threat analysis and the aj
eat'analysis.
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y of describing the security of systems based on varying attacks. Essentially, attacks are re'Eresented
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 concept of an attack tree is that it\is rooted in the class of user attempting the attack. The attacker
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Figure D.1 — Attack trees— Assumed system model

The arrangement of components in the system is largely irrelevant to the attack tree approach sincg it
is focused on the external elements of an attack. It does, however, provide a common terminology ffor
the compgnents within the system and also an enumeration of the externally visible attack surfages
(some of which are visible to certain.attackers and not to others).

The interflaces and therefore, the/most likely attack points are the following:

1) OBE yser interface;

2) OBE data interfaeg(s) for value added services (out of scope for this Technical Specification);
3) OBE vlehicle interface: Connections to the vehicle, e.g. power supply, CAN bus, tachograph signal, efc.;

4) GNSSjinterface;

5) OBE tampering;

6) DSRC interface;

7) OBE customization and maintenance interface;

8) OBE cellular network interface;

9) OBE proxy to toll service provider interface (optional);
10) Toll service provider to toll charger Back End connection;

11) RSE interface to toll charger back end;
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12) RSE compliance check interface for license/number plate recognition (ANPR);
13) TC personnel HMI and access to equipment;

14) TSP personnel HMI and access to equipment;

15) OBE distribution to TSP Back End communication;

16) delivering of equipment (e.g. OBE) and service provision (e.g. communication services) by
suppliers and subcontractors. This is not a real interface, but attacks to be considered could be
performed during equipment development, equipment manufacturing, service implementation, or
service operation;

17) the service user declares all contractual parameters from the vehicle and for inyoicing, used to
customize the OBE;

18) physical or contactless interface from the OBE to the IC card;

19) physical or contactless interface for the loading of the IC card (out ®f, scope for this|Technical
Specification).

D.2.3 Presentation of attack trees

Thi table below explains the template used for the attack tree based threat analysis.

Table D.1 — Notation and relations of threats

Tdble header Meaning

Ng. Unique number for every threataccording to the numbering scheme described in D.1.2.
THreat Description of the threat.

DYRC Marked with an X if thisyrequirement is relevant for a DSRC system.

GNSS Marked with an X ifthis requirement is relevant for an autonomous system.

Rdlated RQ Reference to thie requirement(s) driven by the threat..

D.2.4 Attacker class 1: Service user

D.2.4.1 General

Thi service user is@efined as the person who is liable to pay the toll in the EFC-system and ag such, can
bela physical person, a company, or another legal entity. The service user class also includes [the driver
even when someéone else pays the toll. Publicity is not an objective of the service user (this is fdealt with
unfer the aCtivist attacker).

D.2.42 ° Goal 101: Avoiding payment of toll

The primary goal from a service user is his intention to avoid paying the toll. The effect of the
attack is two-fold.

— Firstly, it represents a loss of income for the entity collecting the toll (i.e. toll charger).

— Secondly, if it becomes a wide-spread practice, it undermines the belief that the EFC system is
correct and fair.

D.2.4.2.1 Sub goal: Manipulating the system to not register road usage
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Table D.2 — SU goal: Avoiding payment of toll — Manipulating the system to not register road

usage
DSRC | GNSS
No. Threat
Related RQ

TH.SU.101.11  |Blinding the road usage sensor X | X
The road usage sensor in a GNSS or a DSRC OBE could be blinded, for RQ.TC.01
example, by covering the antenna where this is applicable. RQ.TC.02

RQ.TSP.01
RQTFSPO9
RQ.TSP,51

TH.SU.10412  |Muting the OBE n.a. X
In the case where the OBE communication channel is separate from the RQ.TC.01
road usage sensor itself (i.e. autonomous systems only), the RQ.TC.02
communication signal might be temporarily or permanently blocked, thus RQ.TSP.01
avoiding the reporting of road usage data rendering the OBE “mute”. RQ.TSP.51

RQ.TSP.09

TH.SU.101413  |Removing or destroying the OBE X | X
One of the simplest, yet most effective attacks is to destroy or remove the RQ.TC.02
OBE. Removal could be permanent or temporal. Unless some counter
measure is designed, this will render the vehicle “invisible®for the system.

TH.SU.101414  |Disconnect the OBE power supply temporarily or permanently X | X
The simplest attack is to remove the OBE power supply. That can be done RQ.TC.01
permanently or only temporarily, e.g. by inserting a switch in the power RQ.TC.02
supply. RQ.TSP.01

RQ.TSP.09
RQ.TSP.51
TH.SU.101415 |Jamming the GNSS road usage sensor n.a. X
e.g. with a portable jamming dewvice RQ.TC.01
RQ.TC.02
RQ.TSP.01
RQ.TSP.09
RQ.TSP.51
TH.SU.101}16  |Jamming the DSRCoad usage sensor X n.a
e.g. with a portable jamming device or an ITS-system RQ.TC.01
RQ.TC.02
RQ.TSP.01
RQ.TSP.09
RQ.TSP.51

TH.SU.101117 | Déstroying the ICC X | x
One of the simplest, yet most effective attacks is to destroy the ICC and RQ.TC.02
deny responsibility for the malfunction.

TH.SU.101.18  |Jamming the ICC interface X i X
e.g. with a portable jamming device RQ.TC.01
Jamming the ICC interface during charging transactions would look like a I?(%’IT:P%Zl
malfunction. RQTSP.09

RQ.TSP.51

D.2.4.2.2 Sub goal: Manipulating the system to register the wrong road usage
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Table D.3 — SU goal: Avoiding payment of toll — Manipulating the system to register the

wrong road usage

DSRC | GNSS

No. Threat

Related RQ

TH.SU.101.21  |Manipulating the input to the road usage sensors n.a. | X
This attack is typically relevant in systems where road usage is continually RQ.TC.01
recorded (such as in GNSS-based systems) and involves spoofing the signal RQ.TSP.01
that goes into the sensor. It does not requ1re any modifications to the OBE RQ.TSP.16

aEac A tod ot tbhao oo d o oon cignal Laf, S + thao ODLD P\f\TSPSl
sineeitisdirectedatthe roadusagesisnal before ttentersthe OBE: Q

TH.SU.101.22  |Manipulating the road usage sensors ma: X
This attack involves modifying the road usage sensors, for example, by RQ|TC.01
replacing them or filtering their output to generate data that results in a RQJSP.01
lower toll. It is performed in real time and modifies road usage data as(itis RQJSP.51
collected.

TH.SU.101.23  |Manipulating the road usage data collection software n.a. | X
The software calculating the road usage based on the sensorinputs is RQITC.01
altered in such a way that a lower road usage will be recorded, stored, and RQJISP.01
transmitted to the back end (only possible in autonomaus\Systems). RQJSP.51

TH.SU.101.24 |Manipulating the road usage data after collection in the OBE or ICC n.a. | X
In the case where several items of road usage dataremain under the RQITC.01
control of the service user, before being reported to another party, the RQ[TC.04
service user has the possibility of modifying'the road usage data taking the RQJSP.01
whole data set into account. RQ/'SP.03

RQ[I'SP.07
RQSP.40
RQJI'SP.51

TH.SU.101.25 |Manipulating the road usage data in transit from the OBE or ICC n.a. X
Road usage data can be manipulated as it is communicated from the OBE RQ|TC.01
or ICC. RQ|TC.04

RQJI'SP.01
RQ[I'SP.03
RQJI'SP.51

TH.SU.101.26  |Use an OBE simulator to produce the required road usage “toll declaration” | n.a. X
Prevent.the OBE from sending the road usage to the back end and produce RQITC.01
a fakedata set with OBE simulation equipment that is sent instead. RQITC.05

RQJI'SP.01
RQSP.04
RQJI'SP.51
RQSP.55

TH.SU.104.27  |Change user input according to sensed or known external audit-checks X X
Update the tariff relevant settings of an OBE before known audit-check RQITC.02
CVCllt {CCC Ul LalliTli a CLluilJlllCllt) ta}\ca y}ClLC. RQ.TSP.OS

RQ.TSP.40
RQ.TSP.53

TH.SU.101.28 |Use an ICC simulator to produce the required data for an OBE at the time n.a. X
of road usage RQTC.01
Use ICC simulation equipment instead of a real ICC. RQ.TC.05

RQ.TSP.01
RQ.TSP.04
RQ.TSP.51
RQ.TSP.55
D.2.4.2.3 Sub goal: Faking toll parameters
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Table D.4 — SU goal: Avoiding payment of toll — Faking toll parameters

DSRC | GNSS

No. Threat

Related RQ

TH.SU.101.31  |Faking vehicle parameters X | X
The service user sets vehicle parameters to a value that does not reflect RQ.TC.02
reality, but that lowers the toll. RQ.TSP.05

RQ.TSP.40
RQ.TSP.53

TH.SU.101[3Z T Faking 1dentity XX
The service user sets OBE, ICC or user identity parameters to a value that RQ.TE.02
does not reflect reality and that lowers the toll (e.g. reduced tariff for RQ.TSP.05
disabled person) or charges the toll to another (or a fake) user. RQ:TSP.06

RQ.TSP.08
RQ.TSP.40
RQ.TSP.53
D.2.4.2.4 | Sub goal: Manipulating the system to loose road usage data
Table D.5(— SU goal: Avoiding payment of toll — Manipulating the system to loose road usage data
DSRC | GNSS
No. Threat
Related RQ

TH.SU.101441  |Force insufficient OBE data buffer n.a. | X
Preventing the OBE from sending data to the‘back end for as long as RQ.TC.01
possible to produce insufficient memory that results in road usage no RQ.TC.02
longer being collected or overwriting old<oad usage not taken in account RQ.TSP.01
in the back end. RQ.TSP.09

RQ.TSP.51
RQ.TSP.53

TH.SU.101.42 Bribing TC or TSP employee(tojmanipulate the service user account X | X
The service user influentes‘(e.g. bribes, as family or friend) an employee RQ.ISMS.2
to manipulate his aceount to pay lower toll to avoid a penalty, etc.

TH.SU.10143 Denying presence intoll domain X | X
The service user-denies the presence in a toll domain at a given time and RQ.TSP.89
thus, denies payment of invoice.

TH.SU.101444 |Using an*OBE without a valid contract with a TSP X | X
SUus€es an OBE without a valid contract with a TSP to avoid payment to RQ.TC.92
the TSP.

TH.SU.101}45 ¢ {Using an ICC without a valid contract with a TSP X | X
SU uses an ICC without a valid contract with a TSP to avoid payment to RQ.TC.93
the TSP.

D.2.4.3 Goal 102: Undermining the system

A secondary goal is to undermine the system out of discontent with its design or plain existence.
This secondary threat might cause the service user to perform attacks that due to their costs are not
justifiable from an economic perspective. The effect of the attack is two-fold:

— Firstly, it represents a loss of income for the entity that is collecting the toll (i.e. toll charger).

— Secondly, if it becomes a wide-spread practice, it undermines the belief that the EFC system is
correct and fair.
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All the attacks described in Goal 102 might also be performed without the economic incentive, but be
motivated by spite.

D.2.4.4 Goal 103: Protecting the service users own privacy

A service user might be discontent with the privacy protection features of a mandatory EFC system
causing her/him not to disclose data that is crucial for the functioning of the system. The effect of the
attack is two-fold.

— Firstly, it represents a loss of income for the entity that is collecting the toll (i.e. toll charger).

—| Secondly, if it becomes a wide-spread practice, it undermines the belief that the EEG|system is
correct and fair.

Alll the attacks described in Goal 103 might also be performed without the econonli¢ incentjve, but be
madtivated by a concern for the service user’s own privacy.

D.2.5 Attacker class 2: Toll service provider

D.2.5.1 General

The toll service provider is the legal entity providing toll services)to his service users in one or more
toll domains for one or more classes of vehicles.

D.2.5.2 Goal 104: Increase revenue from service user/overcharge service user

In forder for this to be considered an attack, the wa§’to increase revenue from the user shall involve
overcharging, that is, charging a toll that is larger, than what is motivated by the actual road fisage. The
mqtivation is short-term financial gain.

Table D.6 — TSP goal: Increase revenue from service user/overcharge service uger

DSRC| | GNSss

Ng. Threat

Rel3qted RQ

TH.TSP.104.01 Faking road-use X | X
The TSP could charge a service user for road usage that has never taken RQITC.13
place. He)calculates the fake charge based on the toll context data and RQJ'SP.57
tariffsiof a TC without involving them.

TH.TSP.104.02 Using incorrect toll context data n.a. | X
The TSP could use faulty toll context data to inflate the toll charged to RQJI'SP.17
the service user while also using the correct data that results in a lower RQJ'SP.57
toll declared to the TC and thus, be able to keep the difference.

TH.TSR.104.03 Overcharging the service user X | X
The TSP r‘hnr(rﬂc the service usera ]'ncrhpr amountas calculated hv RQ SP.57
himself or by the TC(s) based on the bllhng details. The TSP changes the
invoice data received from the TC to increase the charge.

TH.TSP.104.04 Modify toll declarations n.a. | X
The TSP modifies toll declarations acquired and reported by him to RQ.TC.13
increase his remuneration. RQ.TSP.12

D.2.5.3 Goal 105: Profiling of service user(s)

The toll service provider could perform profiling for its own gain or could be pressurized by a third party
(e.g. arepressive government or a criminal organization) to collect and provide service user profiles.
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The attack could be directed towards the whole service user collective or an individual service user.
When the whole collective is profiled, it could be used to target commercial offerings [own or others;
in the second case, probably in combination with reselling of data about tolled service users (see Goal
106)] to a suitable service user. Yet, political or criminal motives are also possible.

If a single service user is profiled, the motivations could, in addition, also be of a personal nature,
stalking of celebrities, jealous spouses, etc.

Table D.7 — TSP goal: Profiling of service user(s)

DS S
No. Threat RC_|_GNS
Related RQ

TH.TSP.105.01 Accessing and compiling information on the service users X | X
The TSP collects and compiles service user profiles, based on the RQ.TSP.59
collected vehicle position data and/or vehicle mileage, in a way that is
not allowed according to law or contract.

D.2.5.4 (oal 106: Reselling of data about service user(s)

The toll sgrvice provider could gain financially from reselling confidentiakand sensitive data about the
service user(s) to other commercial parties operating data mining systems; for example, to an insuraice
company, pdvertising industry, or governmental agencies which areagctive in anti-terrorism, etc.
Table D.8 — TSP goal: TSP’s reselling of data‘about service user(s)
DSRC | GNSS
No. Threat
Related RQ

TH.TSP.106.01 Resell service user data to third party X | X
The collected service user and veliicle position data are sold and RQ.TSP.59
transmitted to an external partywithout the knowledge of the SU.

TH.TSP.106.02 Allow service user tracking by third parties X | X
The collected service user‘and vehicle position data, maybe more data RQ.ISMS.1
than is required for,charging purposes, is sold and transmitted “in real RQ.ISMS.2
time” to third parties'without the permission of the service user for RQ.TSP.59
service user andyvehicle tracking. The attack is either performed by the
TSP or by hig’staff without the knowledge of TSP.

TH.TSP.104.03 Providespecific data mining based on road usage data X X
Perform specific data mining and statistics on demand and distribute RQ.TSP.59
the (éven anonymous) results to commercially interested parties.

D.2.5.5 (oal 107: Reduction of payments to toll charger

Th t 4 To it thatall Lo o | +h 13 FETE PAa R | ot o o A £+l Joxzd
e m en LIVIT 15 LU tJCl_y LIIC tUIT Llidl SCI ICOS LIIAIT IU IO TIILILITU U UUUT LU L1IT 1Uau UOGSC UL LIITU SCTT VILU US er-

The motivation is short-term financial gain.
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Table D.9 — TSP goal: Reselling of data about service user(s)

DSRC | GNSS

No. Threat

Related RQ

TH.TSP.107.01 Modifying road usage data reported from the OBE n.a. | X
The TSP could modify the road usage data to be sent to the TC so that the RQ.TC.01
toll is deflated, for example, slightly shifting the time values to put the RQ.TSP.51
trip
in another, cheaper, time class, while using the correct data to charge the

TH.TSP.107.02 Suppressing reporting of road use n.d. | X
The TSP could refrain from reporting road usage to the TC while using RQITC.01
the correct data to charge the service user. RQJI'SP.51

TH.TSP.107.03 Faulty interpretation of road usage data n.a. | X
In certain set ups, the TSP will have the ability to interpret the road*usage RQ|TC.01
data in a way that inflates the toll that is due to the TC while using the RQJI'SP.51
correct data to charge the use. An example could be if mapmatching is
under the control of the TSP and road usage sensor data@are-intentionally
misinterpreted to mean a faulty, less expensive, route.

TH.TSP.107.04 Using incorrect toll context data n.a. X
If the TSP is in control of computing the final tel or some data on which RQ|TC.01
the final toll is computed, it could use faulty.toll context data to deflate RQITC.17
the toll to be paid to the TC while using the'correct data that results in a RQJSP.51
higher toll requested from the service user and thus, be able to keep the
difference.

TH.TSP.107.05 Manipulate charging data during.enrichment n.a. | X
A TSP which has been requested by a TC to enrich determined charging RQITC.01
data may manipulate them o reduce the final toll while using the correct RQJI'SP.51
data to charge the servige user.

TH.TSP.107.06 Issuing OBE without'a\valid contract n.a. | X
A TSP issues an OBE to the SU without a valid contract between TC and RQ|TC.92
TSP to get paid-by the SU without paying the TC.

TH.TSP.107.07 Issuing IGC without a valid contract n.a. | X
A TSP issues an ICC to the SU without a valid contract between TC and RQITC.93
TSPR.to/get paid by the SU without paying the TC.

D.2.5.6 Goal408: Use of cheaper (substandard) equipment
The toll service provider may have an advantage if it can lower its investment costs for ¢quipment
(primarily OBE).

lal D10 TTCD 1 £ =1 L 1 o= | aY - =
dUIT U.1U — 1 JI' gUdI. UST UT LIITAPTT (BUDSU4dIudi ) TYUIpIicii

DSRC | GNSS
No. Threat
Related RQ
TH.TSP.108.01 Using substandard equipment X | X
The TSP could use equipment that does not fulfil agreed certifications or RQ.TC.07
that cannot deliver the agreed quality of service. RQ.TC.08
RQ.TSP.58
RQ.TSP.60
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D.2.5.7 Goal 109: Neglect maintenance of equipment

The toll service provider may have an advantage if it can lower its operational costs by neglecting the
maintenance of equipment (primarily OBE).

NOTE For example, using an OBE longer than its intended battery life or not replacing poorly performing OBE.
Table D.11 — TSP goal: Neglect maintenance of equipment
DSRC | GNSS
No. Threat
Related RQ

TH.TSP.10p.01 Using an OBE longer than its guaranteed battery life X | X
The TSP could use an OBE longer than its guaranteed battery life which RQ:TSP.82
leads to a lower quality of service and additional cost/loss of income to
the TC.

TH.TSP.10p.02 Not exchanging OBE with low performance X | X
The TSP avoids the exchange of OBE even if he has knowledge of its low. RQ.TSP.82
performance prolonging a lower quality of service and additional
cost/loss of income to the TC.

D.2.5.8 (oal 110: Delaying payment to TC

The toll sgrvice provider can have an advantage if it can delay its payment to the TC. Especially whep a

TSP goes bankrupt, this can lead to damage to the TC if the unpaid amount is higher than the payment

security provided.

D.2.6 Atgtacker class 3: Toll charger

D.2.6.1 (eneral
The toll charger is a legal entity charging tollfor vehicles in a toll domain. The motivation of the toll
charger can be to reduce the complexitylof his operations or to make charges against a toll servjice
provider qr service user which are not appropriate and thus, to increase his revenue. He can also attempt
to resell of otherwise, profit from the data collected from toll service providers or service users.
D.2.6.2 (oal 111: Increase revenue
The malidious intention of-a‘toll charger to increase the revenue received from toll service providgrs
and/or service users for the usage of the toll domain.
Table D.12 — TC goal: Increase revenue
DSRC | GNSS
No. Threat
Related RQ!
TH.TC.111.01 Modify toll declarations acquired by the TC X | n.a.
The TC modifies the toll declarations he has acquired himself (e.g. with its RQ.TSP.10
road side equipment) and reports it as billing details. RQ.TSP.11
TH.TC.111.02  |Insert toll declarations acquired by the TC X | n.a.
The TC adds fake toll declarations to the genuine toll declarations he has RQ.TSP.10
acquired himself and reports them as billing details. RQ.TSP.11
TH.TC.111.03 Replay toll declarations X | n.a.
The TC replays genuine toll declarations he has acquired himself and RQ.TSP.10
reports them again as billing details. RQ.TSP.11
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Table D.12 (continued)

DSRC | GNSS

No. Threat

Related RQ

TH.TC.111.04 |Modify toll declarations reported by the TSP n.a. | X
The TC modifies the toll declarations acquired and reported by the TSP RQ.TSP.12
and reports them as billing details back to the TSP.

TH.TC.111.05 Insert toll declarations reported by the TSP n.a. | X
The TC inserts fake toll declarationsinto the list of toll declarations RQ.TSP.12
acquired and reported by the TSP and reports them as billing details back
to the TSP.

TH.TC.111.06  |Repudiate the origin of toll context data X | X
The TC repudiates the origin (or the update of a new version) of the toll RQITC.91
context data and claims payment for service users according to the oldytoll RQITC.97
context data. RQ[I'SP.13

RQJISP.17

TH.TC.111.07 |Repudiate reception of exception list X X
The TC denies or repudiates the reception of an exception.}ist and claims RQITC.94
payment for service users which were on the denied orvepudiated list at RQ|TC.99
the time of acquisition of the toll declaration(s) by him. RQJ'SP.14

RQJI'SP.18

D.2.6.3 Goal 106: Reselling of data about service users

The toll charger could gain financially from reselling confidential and sensitive data about the service
usérs to other commercial parties operating.data mining systems, for example, to an [insurance
company, advertising industry, or governmental’agencies which are active in anti-terrorism, gtc.

Table D.13 — TC goal: TC’s reselling of data about service users

DSRC| | GNSS

Ng. Threat

Relqted RQ

TH.TC.106.01 |Resell service user data to third party X | X
The collested service user and vehicle position data are sold and RQITC.51
transmitted to an external party without the knowledge of the SU.

TH.TC.106.02  |Allow service user tracking by third parties X | X
TFhe collected service user and vehicle position data, maybe more RQ.[SMS.1
data than is required for charging purposes, are sold and transmitted “in RQ.[SMS.2
real time” to third parties without the permission of the service user for RQITC.51
service user and vehicle tracking. The attack is either performed by the TC
or by his staff without knowledge of the TC.

TI TC.].G(J 03 Pl UVidC DlJCLifiL dqta 111;11;115 bdDCd Ull lUCld leClsC dqta X X
Perform specific data mining and statistics on demand and distribute the RQ.TC.51

(even anonymous) results to commercially interested parties.

D.2.6.4 Goal 112: Neglect maintenance of equipment

The toll charger can have an advantage if it can lower its operational costs by neglecting the maintenance
of equipment (primarily RSE).

NOTE For example, using RSE longer than its intended life span does not replace poorly performing RSE.
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Table D.14 — TC goal: Neglect maintenance of equipment

DSRC | GNSS

No. Threat

Related RQ

TH.TC.112.01 |Avoiding a regular maintenance of RSE equipment in free flow systems X | n.a.
The TC could avoid a regular maintenance of RSE equipment which leads RQ.TC.20
to a lower quality of service and possible claims of low OBE performance RQ.TC.96
to the TSP.

TH.TC.112.02  |Not exchanging DSRC beacons with low performance in free flow systems X | n.a.
The TC does not exchange DSRC beacons even if he has knowledge of their RQ.TC.20
low performance prolonging lower quality of service and possible claims RQ.TE96
of low OBE performance to the TSP.

TH.TC.112,03  |Avoiding a regular maintenance of RSE equipment in barrier based DSRC X | n.a
systems RQ.TC.20
The TC could avoid a regular maintenance of RSE equipment which leads RQ.TC.96
to the use of manual payment instead of handling through the TSP
harming the business case of the TSP.

TH.TC.112004 |Not exchanging DSRC beacons with low performance in barrier based X n.a
DSRC systems RQ.TC.20
The TC does not exchange DSRC beacons even if he has knowledge of their RQ.TC.96
low performance prolonging the use of manual paymentinstead of the
handling through the TSP harming the business case.oftthe TSP.

D.2.6.5 (oal 113: Poor management of toll context data

The toll charger can have an advantage if it can lower its.gperational costs by neglecting the management

of toll confext data.

NOTE For example, using wrong names in toll station descriptions and using wrong prices for charging points.

Table D.15 — TC goal: Boor management of toll context data
DSRC | GNSS
No. Threat
Related RQ

TH.TC.113]01 Poor quality of toll context data X | X
The TC could provide toll context data with a poor quality causing RQ.TC.98
additional'¢osts to the TSP for service user complaint handling.

TH.TC.113]02 |Usingihcorrect toll context data X | X
TheTC could provide faulty toll context data to inflate the toll charged to RQ.TC.98
the service user.

D.2.6.6 Goalti4PelayingpaymentofFSPremuneration—————————————————————

The toll charger can have an advantage if it can delay its payment to the TSP.

NOTE

security framework.

D.2.7 Attacker class 4: Hacker

D.2.7.1 General

This is considered to be out of scope and only kept to document the boundaries of the current EFC

A hacker is defined as an attacker who is attempting to penetrate the system without direct financial
motivation. A hacker is characterized by capable intellect, high tenacity, and a desire to demonstrate
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relatively publicly the results of his efforts. This class of attacker can find the results of their actions
exploited for commercial or criminal benefit by attackers in other classes. Their effects cannot
be considered benign, but are likely to be technically sophisticated and can be time consuming in
implementation.

D.2.7.2 Goal 115: Demonstrate system vulnerability

This class of attacks shows that the system is vulnerable, but does not necessarily achieve a perceivable
benefit for the attacker.

Table D.16 — Hacker goal: Demonstrate system vulnerability
DSRC| | GNSss
Ng. Threat
Relqted RQ

TH.HA.115.01 |Fake an input signal from the vehicle and have it accepted as valid X | X
In this attack, a signal required for the operation of the system islemulated RQJI'SP.16
or modified to change its semantics. Typical sources of signals’are’CAN
bus, tachograph, or odometer.

TH.HA.115.02 |Induce noise on power supply lines to cause system misoperation X | X
Excessive power supply noise can induce system misopéeration and/or RQ|TC.01
system restarts with corresponding loss of data, RQITC.02

RQJI'SP.01
RQJSP.53

TH.HA.115.04 |Fake input signal from GNSS n.a. X
Create a ‘fake’ GNSS signal which overfules the ‘real’ one and gives a RQ|TC.01
different position for the OBE. RQ|TC.02

RQJI'SP.01
RQJI'SP.16
RQSP.53

TH.HA.115.05 |Provide false configuration data to the OBE/proxy X | X
Adjust the OBE so that/it is inappropriately set (for example, telling it that RQJSP.05
itis in a passenger car rather than a truck). RQ.'SP.07

RQ[I'SP.97

TH.HA.115.06 |Fake user input according to sensed or known external audit checks X | X
For example, to automatically update the class of a vehicle before an RQ|TC.01
audit.check event takes place to generate problems for the service users. RQJI'SP.01

RQJTSP.05
RQ/[I'SP.07
D.2.7.3 .Godl 116: Obtain respect amongst their peers

Thiis<lass of attack is characterized by innate “cleverness” or complexity. Again, it does not necessarily

NOTE No protection requirements are defined for these threats as there is no possible damage to the
system, except for perhaps, “loss of repudiation”. These threats are considered to be out of scope and only kept to
document the boundaries of the current EFC security framework.
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Table D.17 — Hacker goal: Obtain respect amongst their peers

DSRC | GNSS
No. Threat
Related RQ
TH.HA.116.01 |Replace the secure element with a fake secure element X | X

Allowing the modification of the data that is recorded by the secure -
element (secure storage in OBE, e.g. HSM).

TH.HA.116.02 |Extract private keys from the OBE X | X

A”nuring the falsification of an OBE to act asthe OBE forthe purpose of =

charge manipulation.

TH.HA.114.03 |Extract secret keys from the RSE X | n.a
Allowing a fake RSE to act as the RSE for the purpose of charge -
manipulation.

TH.HA.114.04 |Actas an OBE communication peer to extract information from it n.a. | X

TH.HA.114.05 |Providing an additional service which interferes with the tolling X | X
application

An additional application could be installed on an OBE which supports
secondary applications to prevent the OBE from operatingcorrectly by

— using system resources (memory, CPU, etc.),
— compromising input signals, and

— compromising output state registration.

TH.HA.114.06 |Act as the maintenance and customization functionality X | X
Enabling elevated access to the system forthe purpose of modifying its -
configuration.

TH.HA.114.07 |Open the OBE and observe communication between two components on X | X

printed circuit board

To gain knowledge about the-eommunication and being able to manipulate
it.

TH.HA.114.08 |Replace component.on the printed circuit board X | X

Removal of a compenent (ROM, FPGA, etc.) and replacement with a similar -
component which' offers new/different functionality.

TH.HA.114.09 |Invalidate/ificapacitate a component on the printed circuit board X | X

For example, by using a JTAG interface to switch a component into test -
modeor destroying the antenna without interfering with the rest of the

fonctionality.
TH.HA.1164.10¢ YAct as a RSE for the purpose of extracting data from the OBE X | n.a
TH.HA.116.11 |Get access to central system of a TC or TSP X X
Allowing the big scale manipulation of service user data and road usage -
data.
TH.HA.116.12 |Access to OBE through back door X | X

Gaining access to the OBE data for the purpose of manipulation, data -
collection, and/or further investigation.

TH.HA.116.13 |Access to OBE for manipulation of sensor data X | X

Modify the input signals that are received by the charging application with -
an intention of getting it to miscalculate the result.
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Modifying the information that is recorded in the OBE as a charge event
(trail).

Table D.17 (continued)
DSRC | GNSS
No. Threat
Related RQ
TH.HA.116.14 |Access to OBE for manipulation of output state n.a. | X

D.2.7.4 Goal 117: Improve understanding of the system or to research its operation

Thlis class of attack leads to information leakage from the system or an increased level ,of knowledge
outside of the implementer community which was never intended.
Table D.18 — Hacker goal: Improve understanding of the system or to reseatrch its opleration
DSRC| | GNSS
Ng. Threat
Reldted RQ
TH.HA.117.01 |Intercept the communication between the OBE (front end}-and the TSP n.a. | X
back end. RQ.IF.10
RQ.IF.11
RQJI'SP.90
RQJI'SPI1
TH.HA.117.02  |Intercept internal communications betwegn-thie OBE and Proxy. n.a. | X
RQ.IF.10
RQ.IF.11
RQJT'SP.90
TH.HA.117.03  |Intercept internal communications between any two elements within the X | Y
OBE. RQ[xx.02
TH.HA.117.04 |Intercept communications between the OBE and RSE. X | n.a.
RQ.IF.10
RQ.IF.11
RQ|TC.90
D.2.7.5 Goal 118: Pravide fake OBE or ICC
Thiis class of attack‘demonstrates the cleverness and engineering capabilities of the hacker and can also
lead to financiakprofit by selling faked OBE or ICC or the knowledge of how to fake them.
Table D.19 — Hacker goal: Fake an OBE or ICC
DSRC| | GNSS
Ng. Threat
Reldated RQ
TH.HA.118.01 |Clone an OBE X | x
Clone an existing OBE and its private key on an original OBE or an RQ.TSP.08
also-cloned hardware. RQ.TSP.10
RQ.TSP.19
RQ.TSP.21
TH.HA.118.02 |Build a fake OBE X X
Design and build a fake OBE which is not (easily) detectable by RSE and RQ.TSP.08
enforcement equipment. RQ.TSP.10
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Table D.19 (continued)

No.

DSRC | GNSS

Threat
Related RQ

TH.HA.118.03

Clone an ICC X | x

RQ.TSP.08
RQ.TSP.10
RQ.TSP.19
RQ.TSP.21

Clone an existing ICC and its private key on an original ICC or also, on an
also-cloned hardware.

TH.HA.11§0%

A A

bulld a Iake ILU

RQ.TSP!08
RQ.TSP10

Design and build a fake ICC which is not (easily) detectable by RSE and
enforcement equipment.

D.2.8 Af

D.2.8.1

An activig
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included ip this attacker class. An activist may be interested in abusing or*manipulating the systen
order to hjghlight or realize his political objective even though that objéctive might not have any relat
to the sygtem as such. To an activist, publicity is one of the main-geals; therefore, he is interested
large scal¢ disruptions of the systems that cannot be easily reconciled or hidden by the authorities. T

activist
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D.2.8.2

Manipulat
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in one or more countries. Manipulation of tolling systems could have the following effects:
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gement, and, by extension, in any authority;

tacker class 5: Activist

t is defined as an especially active, vigorous advocate of a cause, espécially a political caiise

use violence, civil disobedience, or criminal activities to achiéve’his goals. Terrorists

ight not be interested in hiding his identity.

Most of the threats are covered by other requirements and security measures. An activist
ore resources than the other attackers and cancbreak the security measures defined by the }
hmework. Yet, such specific threats and the respéctive intention of an activist (e.g. terrorist, etc.)
e of the EFC security framework. This subclause is kept to document the boundaries of the current §
hmework.

roal 119: Societal destabilization

ion of tolling systems might have destabilizing effects on society as a whole. This can be
bf activists motivated by anger or resentment against the political regime or the way of liv

ing the trust of sexvice users in the correct functioning of tolling systems and, by extension
gh-tech system,;

ing trust of.service users in toll chargers, toll service providers or toll charging environm

endar

revenues from tolling operations;

geringthe financial stability of toll chargers or local or national governments by reduc
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ng

disrupting the maintenance of infrastructure due to lack of funds.

Table D.20 — Activist goal: Societal destabilization

No.

DSRC | GNS

S

Threat
Related RQ

TH.ACT.119.01

X

Large-scale disruption of GNSS signal n.a. |

By jamming or otherwise, disrupting the GNSS signal in large areas, the
OBE of a large number of service users of autonomous EFC systems will
stop functioning correctly.
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Table D.20 (continued)
DSRC | GNSS

No. Threat

Related RQ

TH.ACT.119.02  |Breach of data integrity/non-repudiation X | X
Break into the system or into data communication between parts of the -
system and change the contents of messages and possibly the associated
message authenticators.

TH.ACT.119.03  |Manipulating the exception list by, for example, deleting entries or X | X
TISErting New entries i

TH.ACT.119.04 |Breach of data confidentiality/privacy X | X
Break into the system and get access to personal data of service users. -

By publishing the attack and the data, a major loss of trust in the system
can be achieved in the general public.

TH.ACT.119.05 |Denial of service X | X
The whole or parts of the charging system may be prevented\from -
operation. _

TH.ACT.119.06  |Manipulate the status of a large population of OBE X | X
Cause OBE malfunction which leads to inability te‘@access the -
system or unjustified enforcement to servicedsers.

D.2.8.3 Goal 120: Raise in profile of the activists cause

Activists may try to manipulate the system for the'sole purpose of drawing the attention of [the public

at |arge to the activists cause. This will often/be achieved by claiming responsibility for a successful

attfack afterwards.

In general, there will not be very much difference in the attack methods employed comparefl with the

attiacks described in D.2.8.2.

D.2.8.4 Goal 121: Direct furthering of activists cause

Activists may try to manipulate the system in order to directly further their cause. This might, for

example, be a reduction’in the number of total driven kilometres in the case of an activist mofivated by

green issues. A key fdetor here is to influence the behaviour of any party in the system, but [especially
that of the service@wsers. One of the ways to achieve this is to reduce the trust of service ugers in the
system, so that they will be less inclined to use it.

In general, there will not be very much difference in the attack methods employed comparefl with the

attiacks deseribed in D.2.8.2.

D.2.85 Goal 122: Reduction in credibility of the system

The activists cause may be the toll charging environment itself, for example, if he is opposed to the idea
of tolling as such. By trying to discredit the system in the eyes of users or politicians, he might try to
end the use of existing tolling systems or to prevent the establishing of new ones.

In general, there will not be very much difference in the attack methods employed compared with the
attacks described in D.2.8.2.
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D.2.9 Attacker class 6: Communication provider

D.2.9.1 General

The communication provider is the entity providing the communications infrastructure for the
operation of the EFC system. The different communication services of the system are provided by
several providers, for example, CN services, internet, etc. Using one specific service can involve several
toll service providers at the same time (e.g. internet).

D.2.9.2 (oal 123: Increase network utilization

The communication provider is trying to optimize network utilization for the purpose of achieving
higher rerpuneration from toll service providers or toll chargers.

Table D.21 — Communication provider goal: Increase network utilization

DSRC | GNSS
No. Threat
Related RQ
TH.CP.123}01 Data corruption X | X
Deliberately, corrupting the data flow leading to retransmission-of packets RQ.IF.02
and thus, increased aggregate data flow.

D.2.9.3 (oal 124: Decrease network utilization

The communication provider is trying to reduce the use of the,network by flat rate communication uper
(it is assumed that EFC systems have flat rate contracts for all OBE) to increase income from time| or
volume mptered communication users.

Table D.22 — Communication provider goal: Decrease network utilization

DSRC | GNSS
No. Threat
Related RQ
TH.CP.124{01 Prevent data transfer n.a. | X
By preventing datd tyansfer from the OBE for an extended period of time, it RQ.IF.02

is possible to make-the OBE data buffer overflow and the data to be lost,
thus, not beingtransferred over the network with a resulting decrease in
network utilization.

D.2.9.4 (oal 125: €ellecting travel behaviour

The comnpunication provider establishes individual user tracking profiles and sells them to interested
third partjiess

Table D.23 — Communication provider goal: Collecting travel behaviour

DSRC | GNSS
No. Threat
Related RQ
TH.CP.125.01 Data communication interception X | X
The attack collects the usage data (e.g. vehicle position and mileage) by RQ.IF.02
data communication interception to generate service user tracking pro- RQ.IF.10
files. RQ.TC.90
RQ.TSP.90
RQ.TSP91

86 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=90f6c145343ab84a08b1af3dcba245ea

ISO/TS 19299:2015(E)

Table D.23 (continued)

DSRC | GNSS
No. Threat
Related RQ
TH.CP.125.02 Data traffic analysis n.a. | X
The attack analyses the data communication traffic, i.e. the connection, RQ.IF.10
location, duration, and frequency of the communications to generate
service user tracking profiles.

D.2.10.1 General

The attacker class enterprise contains all kind of organizations with certain‘financial, |technical,
anfl personnel resources. This class includes general organized commercial énterprises qf either a
legitimate or illegitimate nature using their resources to make profit performing the attack against the

tolling system.

D.2.10.2 Goal 126: Movement tracking

The aim of movement tracking is to know where a vehicle at a,certain time is or what trips a vehicle
mdke over a certain time. This might have several reasons, fof example:

—| knowing the position of a vehicle or its freight of special value (e.g. steal the vehicle);

— | tracking an individual (the driver);

— | tracking the vehicle to discover business behaviour of a competitor.

Table D.24 — Enterprise goal: Movement tracking

© ISO 2015 - All rights reserved

DSRC| | GNSS
Nag. Threat
Relqted RQ
TH.EN.126.01 |Bribing TSP or<ICemployee to get data X | X
A main attack-dvenue may be to get access to data by bribing an employee RQ.[SMS.2
to act like,a‘spy’. The bribed employee may install a bypass data
connection to allow online access for the (criminal) enterprise or manually
download data from the system. In principle, all kinds of data can be
collected such as the movement and mileage data of targeted vehicles and
sefvice user personal data.
TH.EN.126.02y" |Data communication interception on the communication provider to TSP X X
interface RQ.IF.10
To intercept all data sent from the communication provider to the TSP and RQITC.90
use it for own purposes. RQJI'SP.90
RQ.TSP91
TH.EN.126.03 |Data communication interception on the TSP to TC interface X | X
To intercept all data sent between the TC and the TSP and use it for own RQ.TC.90
purposes. RQ.TSP.90
TH.EN.126.04 |Data communication interception on the air interface (e.g. OBE CN inter- n.a. | X
face) RQ.IF.10
To intercept all data sent from a specific OBE to the TSP over the air RQ.TSP.90
interface and use it for own purposes. RQ.TSP91
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D.2.10.3 Goal 127: Creation and distribution of cloned equipment

A (criminal) enterprise clones OBE or ICC and sells them to service users.

Table D.25 — Enterprise goal: Creation and distribution of cloned equipment

DSRC | GNSS
No. Threat
Related RQ
TH.EN.127.01 |Cloning or faking of OBE and sell it to other service users X | X
Cloning or faking an existing OBE and its credentials or accounts (trusted RQ.TSP.UB
objects), on original OBE or on an also-cloned hardware, and selling the RQ.TSP:10
OBE to service users allowing them to avoid paying toll. RQ.TSP;19
RQ:TSP.21
TH.EN.127.02 |Cloning or faking of ICC and sell it to other service users X X
Cloning or faking an existing ICC and its credentials or accounts (trusted RQ.TSP.08
objects), on original ICC or on an also-cloned hardware, and selling the RQ.TSP.10
ICC to service users allowing them to avoid paying toll. RQ.TSP.19
RQ.TSP.21
D.2.10.4 (Goal 128: Disable/compromise system encryption

An enterprise demonstrates the vulnerability of the system encryption to discredit a competitgr’s

implementtation.
NOTE An enterprise has possibly more resources than other attackers and can break the cryptographic
algorithmg. Yet, this is out of scope of the EFC security framework. This subclause is kept to document fhe
boundarie$ of the current EFC security framework.
Table D.26 — Enterprise goal: Disable/compromise system encryption
DSRC | GNSS
No. Threat
Related RQ

TH.EN.128.01 |Compromise the systemthy exploiting weaknesses in the encryption algo- X | X

rithms for recovery of-diversified keys. _
TH.EN.128.02 |Disable receiving.ofinformation X | X

Intercept data€ommunication and replace data, certificates, hashes, or -

other key information to disable data decryption or verification of

sighatuses:
TH.EN.128.03 |Disablecorrect encryption and/or data signing X | X

Exchange receiver certificate and/or encryption session key with a fake or -

awrong (not from the appointed receiver) one.
D.2.10.5 Goal 129: Steal equipment

A (criminal) enterprise steals OBE, road side, or other equipment either for analysing and cloning or for
reselling the equipment.

Table D.27 — Enterprise goal: Steal equipment

DSRC | GNSS
No. Threat
Related RQ
TH.EN.129.01 |Steal an OBE (analysing, cloning, or reselling) X | X
Steal one or more OBE from service user vehicles or from a TSP stock. RQ.TSP.19
RQ.TSP.20
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Table D.27 (continued)
DSRC | GNSS
No. Threat
Related RQ
TH.EN.129.02 |Steal an ICC (analysing, cloning, or reselling) X | X
Steal one or more ICC from service user vehicles or from a TSP stock. RQ.TSP.19
RQ.TSP.20
TH.EN.129.03 |Steal roadside equipment X | X
Steal installed roadside equipment or equipment from a TC stock or RQTC.21
premise.
D.2.10.6 Goal 130: Extortion
A (criminal) enterprise could try to break into several parts of an EFC system to.dhtdin sensit{ve data. It
caT use this data either to extort money from targeted individuals, or to extortmeney from thE involved
toll service provider or toll charger by threatening to disclose this informatioen about their clients.
Table D.28 — Enterprise goal: Extortion
DSRC| | GNSss
Ng. Threat
Relqted RQ
TH.EN.130.01 |Bribing TSP or TC employee to get data X | X
A main attack avenue may be to get accesste’/data by bribing an employee RQ.[SMS.2
to act like a ‘spy’. The bribed employee may install a bypass data
connection to allow online access for'the (criminal) enterprise or
manually download data from the.§ystem. In principle, all kinds of data
can be collected such as the movement and mileage data of targeted
vehicles and service user personal data.
TH.EN.130.02 |Data communication interception on the communication provider to TSP X X
interface RQ.IF.10
To intercept all data'sent from the communication provider to the TSP and RQITC.90
use it for own purposes. '
RQJI'SP.90
RQJTSPI1
TH.EN.130.03 |Data c¢ositmunication interception on the TSP to TC interface X | X
Te.ihtercept all data sent between the TC and the TSP and use it for own RQITC.90
PUTPOSES. RQJI'SP.90
TH.EN.130,84)" |Data communication interception on the air interface (e.g. OBE CN inter- n.a. | X
face) RQ.IF.10
To intercept all data sent from a specific OBE to the TSP over the air
: : RQJI'SP.90
interface and use it for own purposes.
RQ.TSP91

D.2.11 Attacker class 8: Government

D.2.11.1 General

The sovereign entity within whose domain the toll charger operates. That includes all government
departments and governmental organizations, for example, police and military forces, intelligence
services, etc. The government is characterized by significant resources and significant technical and
financial capability.
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D.2.11.2 Goal 131: In theatre commercial advantage

This class of attack gives a commercial advantage to companies of the tolling scheme (e.g. toll service
providers and OBE manufactures) or other business in the domain of the government. The main target
is to collect information outside the legal framework that provides an advantage to the local companies.
If this is done within the legal framework, it is not a threat.

Examples are the following:

— collecting information about using an OBE may be interesting for OBE manufacturers and toll
service providers

— tracking commercial vehicles to discover business behaviour and relationships that may give loal
servige users an advantage

— tracking private vehicles to discover their commercial behaviour and whereabouts which may gjve
local ¢ompanies an advantage

NOTE Attacks not related to data collected and exchanged in the EFC system are out ef’scope of the current
threat analysis.

Table D.29 — Government goal: In theatre commercial advantage

DSRC | GNSS
No. Threat
Related RQ

TH.GOV.131.01 Access targeted information at the TC’s system X | X

The targeted information is obtained through'direct contact with the RQ.TC.90

(state-owned) TC which provides the data on'request of the Government

after appropriate data mining.
TH.GOV.131.02 Access detailed charge/location data-at the TSP system X | X

The targeted information is obtained through direct contact with the RQ.TSP.90

(state-owned) TSP which provides the data on request of the

Government after appropriate data mining.

D.2.11.3 (Goal 132: Political targeting'of individuals and organizations

Governmgntal organizations are—~able to control movements and/or discrediting individuals |or
organizatjons based on their travelling behaviour. This will be done by collecting travelling data of
visited logations or travelled-distance of individuals or members of organizations outside of the legal
framework by collectingtyavelling data of their vehicles. If this is done within the legal framework, if is
not a thrept.

Table D.30~— Government goal: Political targeting of individuals and organizations

DSRC | GNSS
No. Threat
Related RQ
TH.GOV.132.01 Data communication interception on the communication provider to TSP X X
interface RQ.IF.10
The same attack as TH.GOV.133.01. RQ.TC.90
RQ.TSP.90
RQ.TSP91
TH.GOV.132.02 Data communication interception on the TSP to TC interface X X
The same attack as TH.GOV.133.02. RQ.TC.90
RQ.TSP.90
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Table D.30 (continued)
DSRC | GNSS
No. Threat
Related RQ
TH.GOV.132.03 Data communication interception on the air interface n.a. | X
(e.g. OBE CN interface) RQ.IF.10
The same attack as TH.GOV.133.03. RQ.TSP.90
RQ.TSP91
TH.GOV.132.04 Identify the vehicle/OBE at relevant locations X | X
Use an appropriate installation to obtain an identifier of the vehicle or RQIT'SP.90
OBE’s.

D.2.11.4 Goal 133: Tracking of Individuals by interception of data communication

Thiis class of attacks allows the Government the tracking of individuals /by interception of data
conmunication outside the legal framework for several reasons.

NOTE For example, to catch criminals, supervise suspicious individuals, €ollecting traffic information, etc.

The tracking of users and vehicles is realized by data collected by‘data communication interception. If
this is done within the legal framework, it is not a threat.

Tqble D.31 — Government goal: Tracking of individuals(by interception of data communication

DSRC| | GNSS
Ng. Threat
Reldqted RQ
TH.GOV.133.01 Data communication interception‘on the communication provider to TSP X | X
interface RQ.IF.10
To intercept all data sent'frem the communication provider to the TSP RQITC.90
and use it for own purpases. RQJI'SP.90
RQJTSPI1
TH.GOV.133.02 Data communication interception on the TSP to TC interface X | X
To interceptall'data sent between the TC and the TSP and use it for own RQITC.90
purposes: RQJI'SP.90
TH.GOV.133.03 Data €ommunication interception on the air interface (e.g. OBE CN n.a. | X
interface) RQ.IF10
To-intercept all data sent from a specific OBE to the TSP over the air RQJI'SP.90
interface and use it for own purposes. RQSPI1

D.2.11.5<Goal 134: Tracking of individuals by direct access to data through power of authority

isclass of attacks allows the Government the tracking of individuals by direct access to data through

NOTE For example, to catch criminals, supervise suspicious individuals, collecting traffic information, etc.

If this is done within the legal framework, it is not a threat.
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Table D.32 — Government goal: Tracking of individuals by direct access to data through

power of authority

DSRC | GNSS

No. Threat

Related RQ

TH.GOV.134.01 Access detailed charge/location data at the TC system X | X
The targeted charge/location data are obtained through direct contact RQ.TC.90
with the (state-owned) TC which provides the data on request of the
government.

TH.GOV.134.02 Access detailed charge/location data at the TSP system X i X
The targeted charge/location data are obtained through direct contact RQ.TSR90
with the (state-owned) TSP which provides the data on request of the
government.

D.2.12 Agtacker class 9: Foreign state agency

D.2.12.1

A foreign
a particul
both tech

NOTE
has possib
security fr

etc.) are oyt of scope of the EFC security framework. This subglause is kept to document the boundaries of
current EF

D.2.12.2

Manipulation of tolling systems might have destabilizing effects on society as a whole. This may be

intention

in one or more countries. Manipulation of tolling systems could have the following effects:

reduding the trust of service usérs'in the correct functioning of tolling systems and, by extension|

any h

reduding trust of servicg-users in toll chargers, toll service providers or toll charging environm
management, and, by extension, in any authority;

endarngering the fihiancial stability of toll chargers or local or national governments by reduc
revenjues fromtglling operations;

disru

General

state agency is defined as any agency of any state except the state-inder whose jurisdict
hr toll scheme is operated. The foreign state agency is characterized by significant resour
nical and financial.

Most of the threats are covered by other requirements and security measures. A foreign state age
y more resources than the other attackers and can break the security measures defined by the §
hmework. Yet, such specific threats and the respective intention of a foreign state agency (e.g. terror

C security framework.

Goal 119: Societal destabilization

bf activists motivated by anger or resentment against the political regime or the way of liv

gh-tech system;

bting'the maintenance of infrastructure due to lack of funds.

on
Ces

hcy

FC
ist,
the

he
ng

of

ent

ng

I'able D.55 — HacKer goal: docietal destabilization

No.

DSRC | GNS

S

Threat
Related RQ

TH.FP.119.01 Large-scale disruption of GNSS signal n.a. | X

By jamming or otherwise disrupting the GNSS signal in large areas, the -
OBE of a large number of service users of autonomous EFC systems will
stop functioning correctly.
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Table D.33 (continued)

No.

Threat

DSRC

| GNss

Related RQ

TH.FP.119.02

Breach of data integrity/non-repudiation

Break into the system or into data communication between parts of the
system and change the contents of messages and possibly the associated
message authenticators.

X

B

TH.FP.119.03

Manipulating the exception list by, e.g. deleting entries or inserting new

entries.

TH

.FP.119.04

Breach of data confidentiality/privacy

Break into the system and get access to personal data of service users. By
publishing the attack and the data, a major loss of trust in the system can
be achieved in the general public.

TH

.FP.119.05

Denial of service

The whole or parts of the charging system may be prevented-from
operation.

TH

.FP.119.06

Manipulate the status of a large population of OBE

OBE will be caused to malfunction which causes inability to access the
system or unjustified enforcement to service usérs)

D.j

Th
g0)

.12.3 Goal 135: Movement tracking

Table D.34 — Hacker goal: Movement tracking

e foreign state agency may be interested in tracking certain persons (e.g. political ac
Fernment officials) in the toll domain.

tivists or

Ng.

Threat

DSRC

| GNsS

Reld

ted RQ

TH

.FP.135.01

Bribing TSP or<FCemployee to get data

The same attacks as TH.EN.126.01. A main attack avenue for foreign state
agencieg-eould be to get access to data by bribing an employee

to actdike’a “spy”. The bribed employee may install a bypass data
conmection to allow online access for the (criminal) enterprise or manually
download data from the system. In principle, all kinds of data can be
eollected, such as the movement and mileage data of targeted vehicles and
service user personal data.

A major reason why a foreign state agency can use this attack (where, e.g.
activists cannot) is that it potentially has large sums of money at its
discretion.

| X

RQ.

[SMS.2

TH.FP.135.02

Hire hackers

Another way of attacking the system to obtain the desired data is by
hiring hackers using the money in the possession of a foreign state
agency. Although these hackers then cease to be “ethical” hackers, many
of the attacks listed in D.2.6, especially those related to the interception
of communication, will still be usable.

D.2.12.4 Goal 136: Extortion

A foreign state agency could try to break into several parts of an EFC system to obtain sensitive data or
to gain control over the system. It could use this data either to extort targeted individuals or to extort
the involved government by threatening to disclose information about their citizens on a large scale.
This is very close to the intention of movement tracking described above.
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Alternatively, the foreign state agency could extort the government, toll service providers, or toll
chargers by showing its control over (some part of) the EFC system and threatening to use this power
in a way disadvantageous to the party involved. In contrast to extortion by a (criminal) enterprise, its
object will usually not be money, but some form of collaboration with the foreign state agency’s goal.
This does, however, not change the methods used by the foreign state agency.

Table D.35 — Hacker goal: Extortion

DSRC | GNSS
No. Threat
Related RQ

TH.FP.136]01 Switching off satellite system n.a. | X

If the foreign state agency in question is in control of the satellite system )

used by the EFC system in question, it might threaten to disable the use of

the system for that particular EFC system (if possible).
TH.FP.136]02 Jamming the satellite signal n.a. | X

The foreign state agency might threaten to jam the satellite signal used by -

the EFC in question on a large scale.
TH.FP.136/03 Bribing TSP or TC employee to get data X | X

The same attack as TH.FP.135.01. RQ.ISMS.2
TH.FP.136{04 |Hire hackers X | x

The same attack as TH.FP.135.02. -
D.2.12.5 (Goal 137: International prestige
A foreign gtate agency could seek to enhance its own internal prestige by showing it is able to disrypt
large-scalp EFC systems operation by other governmients. Alternatively, it could seek to diminish the

prestige of other governments by disrupting their EFC systems. In this respect, the foreign state agency

comes velj

D.3 Ass

D.3.1 G¢

For every
The thre

y close to the motives of a hacker described in goals 115 to 118 (see D.2.7.2 to D.2.7.5).

et based threat analysis

bneral

identified asset, the\possible threats will be listed with a description on possible damages.

analysis does not-assume any existing security measure. Therefore, an attack can exploit
any imaginable vulnerability.

One of the main tatgets is the identification of realistic threats without a benefit for the threat
agent, esplecially if\the threat agent is not a person or organization. Nevertheless, the current threat
analysis does netinclude threats by hardware, software, or other implementation faults. This inclugles

malfunctipn.of equipment caused by inconsistent data received through an interface.

D.3.2 Threatened Assets

This section identifies objects subject to attacks in an EFC system called ‘threatened assets’. Threatened
assets require protection by certain security measures. The main types of threatened assets in the
current analysis are the following:

— important information objects such as described in ISO 17573;

— software such as OBE, ICC, and computer software;

— physical entities, e.g. OBE, ICC, RSE, and back end equipment;

— privacy of service users;
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— intangibles such as toll chargers and toll service providers reputation and image.

Not all of the information objects as described in ISO 17573 are in the scope of the current Technical
Specification, i.e. the information objects in the EFC rules class are out of scope.

While this security architecture covers all information objects and interfaces, it has to be mentioned
that not all interfaces fully rely on technical implementations. Furthermore, technical standards are
not available for every interface.

D.3.3 Compliance matrix

Md
de
md

st of the interface-related assets have been derived from the EFC architecture stand
scribes information objects. The following matrix matches the interfaces and assets from t
del (see Figure D.1) to the analysed assets in the asset-based threat analysis.

Table D.36 — Compliance matrix of the asset based threat analysis

ird which
he system

In

ferface

Covered in

1)

OBE user interface

Asset 209:

OBE

2)

OBE data interface(s) for value added services

Out of scoperofthis Technical Specificat]

ion

3)
ve
sig

—

OBE vehicle interface: Connections to the
hicle, e.g. power supply, CAN bus, tachograph
nal, etc.

Asset 209:

OBE

4)

GNSS interface

Asset 209:

OBE

5)

OBE tampering

Asset 209:
Asset 213:
Asset 219:

OBE
TC and TSP central system
Limited autonomy

6)

DSRC interface

Asset 201:
Asset 202:
Asset 205:
Asset 209:
Asset 211:
Asset 214:
Asset 216:

Information assets
Infrastructure assets
Customization information
OBE

RSE

Road usage data

Service user identification

7)

OBE customization and maintenance interface

Asset 205:
Asset 213:
Asset 216:

Customization information
TC and TSP central system
Service user identification

8)

OBE cellular networK interface

Asset 201:
Asset 202:
Asset 204:
Asset 205:
Asset 209:
Asset 213:
Asset 214:

Information assets
Infrastructure assets

OBE Charge report
Customization information
OBE

TC and TSP central system
Road usage data

Asset 217: Toll context data

9)

OBE proxy to toll service provider interface

(optional)

Asset 201:
Asset 202:
Asset 204:
Asset 205:
Asset 209:
Asset 213:
Asset 214:

Information assets
Infrastructure assets

OBE Charge report
Customization information
OBE

TC and TSP central system
Road usage data

Asset 217: Toll context data

Asset 219:

Limited autonomy
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Table D.36 (continued)

Interface Covered in
10) Toll service provider to toll charger back end — Asset 201: Information assets
connection — Asset 203: Billing Details

— Asset 207: Exception list

— Asset 213: TC and TSP central system
— Asset 215: Trust Objects

— Asset 217: Toll context data

— Asset 221: Contractual conditions

— Agget 222 ﬂpprnfinn;ﬂ rules

11) RSE interface to toll charger back end — Asset 207: Exception list
— Asset 213: TC and TSP central system
— Asset 214: Road usage data

12) RSE dompliance check interface for — Asset 211: RSE

license/number plate recognition (ANPR) — Asset 226: Enforcement data

13) TC pgrsonnel HMI and access to equipment — Asset 213: TC and TSP central-system
— Asset 226: Enforcement data

14) TSP personnel HMI and access to equipment — Asset 213: TC and TSP-central system

15) OBE (distribution to TSP back end — Asset 213: TC and TSP central system

communidation

16) Delivering of equipment (e.g. OBE) and — Asset 209: OBE

service prpvision (e.g. communication services) by — Asset 213:TC and TSP central system

suppliers gnd subcontractors. This is not a real
interface, put attacks to be considered may be
performed during equipment development,
equipment manufacturing, service implementation,
or serviceloperation.

17) The service user declares all contractual — Asset 206: Service user contract
parameteqs from the vehicle and for invoicing used information
to customjze the OBE. — Asset 208: Customer service

— Asset 210: Service user privacy
— Asset 213: TC and TSP central system
— Asset 223: Complaints

18) Physikal or contactless interface between — Asset 228:1CC

OBE and I card

19) Physifal or contactless interface for the loading of |— Out of scope of this Technical Specification
the IC card

D.3.4 Presentation.of threats

The table pelow explains the template used for the asset based threat analysis.

Table D.37 — Notation and relations of threats

Table header Meaning
No. Unique number for every threat according to the numbering scheme described in D.1.2.
Threat A description of the actual threat (without having a concrete vulnerability in mind)

Description of the possible cause and damage of execution of the threat.

DSRC Marked with an X if this requirement is relevant for a DSRC system.
GNSS Marked with an X if this requirement is relevant for an autonomous system.
Related RQ Reference to the requirement(s) driven by the threat.
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D.3.5 Generic threats

D.3.5.1 Asset 201: Information assets

Information assets are, in general, information objects representing some value (possibly representing
money) for an organization or person. These information objects have a generating process stored in
and exchanged between equipment (e.g. OBE, RSE, and back end). The table below contains the generic
threats for these information assets.

Table D.38 — Generic threats to information assets

DSRC| | GNSS
Ng. Threat
Relqted RQ
TH.DT.201.01 Modify the data during transmission. X | X
${ gg;gf%fl Possible damage: RQ.IF11
e — violation of data integrity (loss of income).
TH.OUT.201.02 |Modify the data stored in any equipment or Back End including'a central X | X
TH.SU.201.02 cluster equipment. RQ|DS.01
TH.TC.201.02 .
TH.TSP.201.02 Possible damage: RQ[DS.02
e — violation of data integrity (loss of income). RQ|DS.05
TH.OUT.201.03 |Deleting a message during transmission. X | X
TH.SU.201.03 Possible damage: RQIXX.01
— no availability of data (loss of incomé):
TH.OUT.201.03 |Prevent data communication (denialefservice attack). X | X
TH.SU.201.03 Possible damage: RQIXX.01
— no availability of data (loss.&@fincome).
TH.DT.201.05 Loss of data caused by accident, environmental incident, or equipment X | X
TH.IT.201.05 failure. RQ[xx.01
Possible damage:
— no availability efdata (loss of income).
TH.OUT.201.06 |Modify the identification of the data originator X | X
TH.5U.201.06 Possible damage: RQ|DS.07
— violation of authenticity (loss of income). RQ.IF.12
TH.OUT.201.07 |The'eriginator of the data is a not an authorized person or entity. X | X
TH.SU.201.07 ;
Possible damage: RQ{DS.07
=~ violation of authenticity (loss of income). RQ.IF.20
TH.OUT.20108 |Replaying of a data communication message. X | X
ﬁ $ngg(}10(?8 Possible damage: RQ.IF.30
TARNVNT — violation of authenticity (loss of income).
TH.OUT.201.09 Fauncr‘rnpping of data communication X | X
Possible damage: RQ.IF.10
— breach of confidentiality (disclosure of information to
unauthorized individuals or systems, violation of service user privacy).
TH.OUT.201.10 |Read access to data stored in any equipment or back end. X | X
TH.5U.201.10 Possible damage: RQ.DS.01
TH.TC.201.10 . - . . .
— breach of confidentiality (disclosure of information to
TH.TSP.201.10 : e C . . RQ.IM.01
unauthorized individuals or systems, violation of service user privacy). RQ.IM.02
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Table D.38 (continued)

unaligned security implementations with different leyels’of security at
the various TCs and TSPs and possible security holes,

Possible damage:

— undermine trust in the toll charging envirenment;

— no or incorrect tolling;

— loss of income;

— breach of confidentiality (disclosuke of information to unauthorized
individuals or systems, violation of(Service user privacy)

— violation of data integrity (loss'of income);

— violation of authenticity (léss of income);

— no availability of data (loss of income).

DSRC | GNSS
No. Threat
Related RQ
TH.OUT.201.11 |Intercepta communication with fake recipient identification. X | X
Data are sent to an unauthorized recipient. RQ.IF.20
Possible damage:
— violation of authenticity;
— no availability of data (loss of income);
— breach of confidentiality (disclosure of information to unauthorized
individuals or systems, violation of service user privacy).
TH.SU.201.12 Deny being the originator of an information or message. X | X
THTC.20112 Possible damage: RQ.IF.13
TH.TSP.20[L.12 - .
— loss of non-repudiation (loss of income).
TH.SU.201.13 Deny having received an information or message. X | X
THTC.20313 Possible damage: RQ.IF.14
TH.TSP.20[L.13 - .
— loss of non-repudiation (loss of income).
TH.IM.201.14 Missing global security rules X | X
TH.TC.20114 . .
THTSP.20l 14 The TCs and TSPs do not have a globally valid set of security rules RQ.IM.01
B (possibly defined by an interoperability management). T'his leads to RQ.IM.02

D.3.5.2 Asset 202: Infrastructure-assets

Infrastrugture assets are any kind of equipment used for the EFC system (e.g. OBE, RSE, or back gnd
equipmenit) not covered as a&pecific asset. This class of asset consists of two parts namely the physilcal
hardware|and the softwate,of the equipment. The table below contains the generic threats for these
infrastrudture assets.

Table D.39 — Generic threats to infrastructure assets

DSRC | GNSS
No. Threat
Related RQ

TH.DT.202.01 Environmental incident. X | X
TH.IT.202.01 Possible damage: RQTC.20

— damage of the equipment; RQ.TC.23

— data processing failure;

— loss of data (no availability of data, loss of income).
TH.OUT.202.02 |Vandalism. X X
TH.SU.202.02 Possible damage: RQTC.20

— damage of the equipment; RQ.TC.23

— data processing failure; RQ.TSP.09

— loss of data (no availability of data, loss of income).
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Table D.39 (continued)
DSRC | GNSS
No. Threat
Related RQ

TH.OUT.202.03 |Traffic accidents (only OBE and RSE). X | X
TH.5U.202.03 In GNSS only relevant for CCC and LAC. RQ.TC.20

Possible damage: é{éQFITSCPZOS;

— damage of the equipment; T

— data processing failure;

— 10ss of data (no avallability of data, [0ss of IncomeJ.
TH.OUT.202.04 |Theft of equipment. X X
TH.SU.202.04 Possible damage: RQITC.21

— loss of equipment; RQJI'SP.20

— loss of data (no availability of data, loss of income) and possibly;

—breach of confidentiality (disclosure of information to unauthorized

individuals or systems, violation of service user privacy).
TH.OUT.202.05 |Software modification. X X
TH.SU.202.05 Possible damage: RQ[TC.24

— violation of data integrity (loss of income); RQJSP.05

— loss of data (no availability of data, loss of income)and possibly; RQ.'SP.40

— breach of confidentiality (disclosure of information to unauthorized

individuals or systems, violation of service user privacy).
TH.OUT.202.06 |Denial of service attack against data commuitication interfaces or X X
TH.SU.202.06 internal software processes or services. RQ|XX.01

Possible damage:
— loss of data (no availability of data, loss of income).

D.B.6 Asset 203: Billing details

Refined charge report of the OBE upcto the level of details requested in the user bill including the

payment claim.

Table D.40 — Threats to billing details

DSRC| | GNSS
Ng. Threat
Relqted RQ
TH.DT.203.01 Billing details could be changed during transmission between TSP and TC X | X
back end. RQ.IF11
Possible damage:
— billing detail data no longer usable for billing the service user or for
making a proper claim from the TC to the TSP;
— wrong data could lead to wrong invoices and TC claims.
TH.IT.203.02 Billing details could be transmitted to an unauthorized party. X X
$E$S§220%30022 Possible damage: RQ.IF.20
T — undermine trust in the toll charging environment;
— violation of service users privacy;
— loss of Billing details for further processing and billing.
TH.IT.203.03 Billing details could be sent from an unauthorized party. X X
TH.0UT.203.03 Possible damage: RQIF.20
— undermine trust in the toll charging environment;
— charging the service user for non-existing usage of the toll domain.
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Table D.40 (continued)

DSRC | GNSS
No. Threat
Related RQ
TH.IT.203.04 The content of Billing details could be revealed to an unauthorized party. X | X
TH.OUT.203.04 Possible damage: RQ.ISMS.2
TH.TC.203.04 . . . .
THTSP.203.04 — undermine trust in the toll charging environment; RQ.TC.90
e — violation of service users privacy.
TH.DT.203.05 The transmission of billing details could be disturbed and delayed. X X
TH.IT.203{05 Possible damage: RQ.ISMS¢2
TH.OUT.2(3.05 . . . . ) ROTC.O5
THTSP.20B.05 — undermine trust in the toll charging environment; Q.TE.
— denial of service;
— negatively affect billing processes;
— violate service levels agreed with the TC.
TH.OUT.2(3.06 |The authenticity of sent billing details cannot be proven and/or its origin X X
TH.TSP.20B.06 is repudiated. RQ.IF13
Possible damage: RQ.IF.14
— no end-to-end security and therefore no acceptance of the billing
details for further processing and billing.
D.3.7 Asset 204: OBE Charge Report
Table D.41 — Threats to OBE charge report
DSRC | GNSS
No. Threat
Related RQ
TH.DT.204.01 A charge report could be changed duringtransmission between front n.a. | X
end and TSP back end. RQIF.11
Possible damage:
— charge report data no longer usable for billing the service user;
— wrong data could lead to/wrong invoices and TC claims.
TH.IT.204]02 A charge report could:be.transmitted to an unauthorized party. n.a. X
$ggggg4'%§2 Possible damage: RQ.IF.20
Y — undermine-trust in the toll charging environment;
— violationrof.service users privacy;
— loss of-chatge report for further processing and billing.
TH.IT.204]03 A charge report could be sent from an unauthorized party. n.a. | X
TH.OUT.2(4.03 Possible damage: RQ.IF.20
<= /undermine trust in the toll charging environment;
— charging the service user for non-existing usage of the toll domain.
TH.IT.204{04 The content of a charge report could be revealed to an unauthorized n.a. | X
TH.OUT.204.64. party dnring transmission OO
TH.SU.204.04 . Ak
Possible damage:
— undermine trust in the toll charging environment;
— violation of service users privacy
TH.DT.204.05 The transmission of charge reports could be disturbed and delayed. n.a. X
TH.IT.204.05 Possible damage: RQ.TSP.01
TH.OUT.204.05 . . . .
TH.SU.204.05 — undermine trust in the toll charging environment;
T — denial of service;
— negatively affect billing processes;
— violate service levels agreed with the TC.
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Table D.41 (continued)

DSRC | GNSS
No. Threat
Related RQ
TH.OUT.204.06 |The authenticity of sent charge reports cannot be proven and/or its n.a. | X
TH.SU.204.06 origin is repudiated. RQ.IF.13
Possible damage: RQ.IF.14
— no end-to-end security and therefore no acceptance of the charge
report for further processing and billing.
D.B.8 Asset 205: Customization information
Table D.42 — Threats to customization information
DSRC| | GNSs
Ng. Threat
Relqted RQ
TH.DT.205.01 Changing all or parts of the customization information (e.g..service X | X
TH.SU.205.01 user contract, tariff classes, etc.) during transmission to,the OBE. RQ.IF.10
Possible damage: RQ.IF.11
— wrong or no service user is invoiced for the road‘usage; RQJI'SP.92
— loss of income for TSP because no service user<an be invoiced
(payment guarantee to TC until user/OBE is aofbéxception list);
— loss of income caused by wrong tariff class:
TH.IT.205.02 Changing or deleting all or parts of the customization information stored X | X
TH.SU.205.02 in the OBE. RQ[DS.01
Possible damage: RQIDS.02
— violation of data integrity (l@ss of income). RQ|DS.05
TH.DT.205.03 Changing all or parts of theceustomization information sent by the OBE. X | X
TH.IT.205.03
RQ.IF.10
TH.SU.205.03 RQ.IF11
TH.DT.205.04 Prevent OBE from updating customization information. X | X
TH.IT.205.04
TH.SU.205.04 RQJXX.01
TH.TSP.205.05 Change-of'fée relevant customization information over the air. X | X
THTC.205.05 The personalization data in a GNSS OBE can be changed over the air RQITC.12
causing a sudden change of data transmitted to the RSE from one RQJISP.97
charging point to the next.
Possible damage:
— this could lead to negative effects in normal operation (e.g.
enforcement, fraud detection, etc.) if not properly agreed and tested
between TSP and TC (e.g. sudden change of vehicle group or Euro
emission category settings);
— 1n a [allure condition, this could jeopardize tolling 1f the TSP
transmits wrong data to the OBE(s).
D.3.9 Asset 206: Service user contract information
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Table D.43 — Threats to service user contract information

DSRC | GNSS
No. Threat
Related RQ
TH.DT.206.02 Change of contract information during transmission (contract agent X | X
TH.IT.206.02 to the TSP) or storage in TSP back end.
RQ.DS.01
TH.OUT.206.02 .
TH.SU.206.02 Possible damage: RQ.DS.02
e ’ — wrong or no service user is invoiced for the road usage; RQ.DS.05
— loss of income for TSP because no service user can be; RQ.DS.07
inuvaoiced (paymnnf gnarahfnn toTC until ncnrl/an ison nvrnpfir\n ]icf); PQ 1E10
— loss of income caused by wrong tariff class. RQ.IF.1X
TH.DT.204.03 Loss of contract information during storage in TSP back end. X | X
TH.0UT.206.03 Possible damage: RQ,DS.03
— TSP loses income and may be no longer able to operate its RQ.DS.05
service
TH.DT.204.04 Contract details are revealed to unauthorized third parties. X | X
%ITTSS% g?y} Possible damage: RQ.DS.01
D — infringement of service user privacy; RQ.DS.02
— service user loses money by non-genuine and unauthorized RQ.DS.06
debiting based on his contractual account information. RQ.IF.10
RQ.IF.11

D.3.10 Asset 207: Exception list

Any problems regarding the exchange of exception lists hasidirect effects on the shift of risk betwgen
TC and TYP and can thus have significant economic consegquences.

The following threats can cause different types of.@amage to the different stakeholders in an HFC
system. These damages could be grouped into four main groups, namely,

— loss of reputation and personal integrity for-the user,

— econdmical loss for the service user,

— loss of reputation and credibility-for the operators, and

— econdmical loss for the operaters.
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DSRC | GNSS
No. Threat
Related RQ
TH.DT.207.01 Loss/change of exception list during transmission from TSP to TC. X | X
TH.IT.207.01 .
Possible damage: RQ.DS.07
TH.TSP.207.01 .
THTC.207.01 — requested locking does not take effect; RQ.IF.11
— wrong OBE gets locked; RQ.IF.14
— contractual consequences. RQ.TC.99
THDT207.02 T.0SS/Chiange of exception 115t during transmission from 1T CS 10 RSE. X X
TH.IT.207.02 .
Possible damage: RQ.IF.11
TH.OUT.207.02 .
TH.TC.207.02 — requested locking does not take effect; RQ.IF.14
— wrong OBE gets locked;
— contractual consequences.
TH.OUT.207.03 Transmission of exception list to unauthorized party. X X
THTSP.207.03 Possible damage: RQIDS.08
TH.TC.207.03
— loss of privac RQIF.20
p y. RQITC.99
RQJTSP.18
TH.OUT.207.04 Placement of OBE on exception list by unauthorized party. X | X
E: $2P2%0770(314 Possible damage: RQ.IF.20
T — wrong OBE gets locked.
TH.DT.207.05 Delay of exception list transmission. X | X
THIT.207.5 Possible damage: RQITC.99
TH.TSP.207.05 : .
THTC 207,05 — delay in requested locking; RQITSP.18
e — contractual consequences. RQ{XX.01
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D.3.11 Asset 208: Customer service
Customer service data can be information about the SUs personal data or information about the OBE

used by the SU which can be contract, payment, and vehicle or usage data. The information is exchanged
between the SU and TSP.

Table D.45 — Threats to customer service

DSRC i GINY
No. Threat
Related RQ
TH.OUT.2(8.01 |The service user can be impersonated by a fraudulent person getting X | X
access to the service users personal data. ROTSP.50
Possible damage:
— violation of privacy;
— undermine trust in the TSP operation of the toll charging environ-
ment.
EXAMPLE An attacker can give the impression that he is the sexvice user
and requires a printout of all stored user information, e.g. payment
means and toll transactions.
TH.OUT.2(08.02 |The service user can be impersonated by a fraudulent person giving false X X
information or complaints. RQTSP.50
Possible damage:
— violation of privacy, e.g. incorrect enforcement;
— undermine trust in the TSP operation'of the toll charging environ-
ment.
EXAMPLE An attacker can give theé impression that he is the service user
and reports an OBE stolen asking for it to be blocked.
D.3.12 Asset 209: OBE
Table D.46 — Threats to OBE
DSRC | GNSS
No. Threat
Related RQ
THIT.20901  |Manipylation of stored data. X | X
TH.OUT.2(9.01 Dueto manipulation, the correct functionality of the OBE is no longer RQ.DS.01
TH.SU.209.01
guaranteed. RQ.DS.02
Possible damage: RQ.DS.05
— creation of wrong charging or enforcement records with the goal to
navloce +oll.
paylesstolh:
— instability of the OBE due to bogus data;
— undermine trust in the toll charging environment.
TH.TSP.209.02 Violation of data privacy requirements. X X
Possible damage: RQ.TSP.42
— violation of privacy laws;
— collect and store more data than needed;
— violation of the service users privacy;
— undermine trust in the toll charging environment.
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Table D.46 (continued)
DSRC | GNSS
No. Threat
Related RQ
TH.DT.209.03 Eavesdropping of OBE communication connection (CN or DSRC). X | X
TH.IT.209.03 .
Possible damage: RQ.IF.10
TH.OUT.209.03 g . . .
— reveal confidential data to unauthorized parties; RQ.IF.11
TH.SU.209.03 : . o
— gain knowledge of internal data transmission;
— undermine trust in the toll charging environment.
TH-DT-Z09.0% Prevention ol communication. X X
$£ 33258%24 An attacker tries to prevent the working of communication channels RQITC.01
T (CN, DSRC), e.g. by covering the antennas. RQ|TC.02
Possible damage: gg;gggé
— prevention of correct toll event detection; RQ.TSPISI
— less stability of the OBE operations. 1T
TH.OUT.209.05 |Change of configuration data. X X
TH.SU.209.05 . . . .
An attacker tries to manipulate any configuration data on the'OBE RQ['SP.40
TH.TC.209.05 - X c
(e.g. communication end points, retry limits, etc.).
Possible damage:
— less stability of the OBE operations;
— creation of wrong charging or enforcementxecords with the goal to
pay less toll;
— prevention of correct toll event detection;
— undermine trust in the toll charging environment.
TH.OUT.209.06 |Inspection of configuration data. X X
TH.SU.209.06 . . . . .
An attacker can gain an advantage‘from inspecting configuration data on RQSP.41
TH.TC.209.06
the OBE.
Possible damage:
— undermine trust in-the toll charging environment;
— prepare efficient'attacks on the system using this specific knowledge.
TH.OUT.209.07 |An attacker tries to change the compliance check attributes inside the n.a. X
TH.SU.209.07 OBE to a proper\value for an enforcement authority. RQITSP.40
Possible danage:
— undermine trust in the toll charging environment;
— cteation of incorrect charging and enforcement records in order to
pay.léss toll.

TH.OUT.209.08 ~[nternal knowledge on the OBE design. X X
TH.5U.209.08 An attacker tries, using technical and organizational measures (such as RQ.JSMS.2
social engineering), to get internal or confidential knowledge about the

OBE.
Possible damage:
— prevention of correct toll event detection;
— creation of incorrect charging and enforcement records in order
to pay less toll;
— undermine trust in the toll charging environment.
TH.OUT.209.09 |An attacker tries to manipulate or exchange hardware components to X X
TH.SU.209.09 pay lower toll. RQ.XX.02
Possible damage:
— prevention of correct toll event detection.
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Table D.46 (continued)

DSRC | GNSS

No. Threat
Related RQ

TH.DT.209.11 Mass failure of OBE after update over the air. X | X

¥g,¥gggz;111 Mass failure of a significant number of OBE after an update over the air. RQ.TSP.70

This could be caused by RQ.TSP.71

— insufficient tests by the TSP,

— malfunction due to IT problems, or

— change of SW during transmission to UBE over the air.
Possible damage:

— undermine trust in the toll charging environment;

— no or incorrect tolling;

— loss of income;

— additional cost to the TC by providing local OBE.

TH.DT.209.12 Bad performance of a whole production charge or OBE type. X X

TH.IT.209{12

THTSP.20b.12 Bad communication performance of a whole production charge or OBE RQ.TSP.80

type. This could affect a pure DSRC OBE or the DSRC part of a GNSS OBE
while communicating with the RSE.

This could be caused by

— insufficient charge testing by TSP,
— shortlived components in OBE, or
— bad quality of internal antenna.

Possible damage:

— undermine trust in the toll charging enviraament;
— no or incorrect tolling;

— loss of income;

— additional cost to the TC by providing local OBE.
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D.3.13 Asset 210: Service user privacy

Table D.47 — Threats to service user privacy

DSRC | GNSS
No. Threat
Related RQ
TH.TSP.210.01 Collection of personal data. X | X
THTCZT00T This could be caused by RQITC.50
— notnecessary for toll collection, RQ|TC.51
— use of data for other purpose, RQ'SP.59
— other data than consented to by the service user (data subject), or
— provides data to third parties.
Possible damage:
— violation of privacy;
— undermine trust in the toll charging environment.
TH.TSP.210.02 Collected personal data not handled according to data pretection laws X X
TH.TC.210.02 and regulations. RQITC.50
This could be caused by RQITC.51
— change, loss, or too long storage of data, RQJ'SP.59
— providing no access to collected service userdata, or
— no agreements between data controllerand data processor/assistant.
Possible damage:
— violation of privacy;
— undermine trust in the toll charging environment.
TH.TC.210.03 An organization identifies thesépvice user in cases where there is no X X
violation of the EFC system. RQ['SP.59
Possible damage: RQ[TC.50
— violation of privacy. RQITC.51
RQ[I'SP.59
TH.TSP.210.04 A service user is subject to enforcement due to lack of crucial data X X
TH.TC.210.04 availability erimproper data processing (e.g. no updated exception list in RQITC.51
a chargingpeint). y
RQ['SP.59
Possible'damage:
— Jidermine trust in the toll charging environment.
D.B3.14 Asset 211: RSE
Table D.48 — Threats to RSE
DSRC| | GNSS
Nq. Threat
Related RQ
TH.OUT.211.01 |Vandalism on the RSE, e.g. shooting with guns on antennas, using X | X
explosives on RSE cabinets or cutting cables. RQ.TC.20
Possible damage:
— no or incorrect tolling;
— instability of the RSE;
— prevention of correct toll event detection.
TH.SU.211.02 Traffic accidents damaging charging points. X X
Possible damage: RQ.TC.20
— loss of income.
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Table D.48 (continued)
DSRC | GNSS

No. Threat

Related RQ

TH.OUT.211.03  |Theft of RSE. X | X
Possible damage: RQ.TC.21
— no tolling;

—disclosure of sensitive information like security keys.

TH.OUT.211.04 |Fakingan RSE. X X
Possible damage: RQ.TC.22
— reading of data from all OBE passing the fake RSE for later use,

e.g. OBE impersonation or violation of privacy;
— undermine trust in the toll charging environment.

TH.OUT.211.05 |Prevention of communication. X X
An attacker tries to prevent the working of communication channels, RQ.TC.23
e.g. by covering the antennas or by jamming the DSRC link.

Possible damage:
— no or incorrect tolling.

TH.OUT.211.06 |Modification or alteration of RSE software. X | X
Possible damage: RQ.TC.24
— incorrect tolling.

TH.OUT.211.07 |Internal knowledge on the RSE design. X | X
An attacker tries, using technical and organizatiponal measures (such as RQ.ISMS.2
social engineering) to get internal or confidential knowledge about RSE.

Possible damage:
— undermine trust in the toll charging environment.

TH.DT.211.08 Enforcement interface at RSE unawvailable. X X

THIT.21108 An OBE is not able to communicate with the enforcement equipment of RQ.TC.96

TH.OUT.211.08
the TC.

This could be caused by

— broken antenna;

— misdirected antenna,

— no powetsupply to RSE, or

— IT faildpe in RSE station.

Possible damage:

— undermine trust in the toll charging environment;
*=/no or wrong enforcement of service user(s)

~— loss of income

— additional cost to the TSP for customer service.

D.3.15 Asset 212: EFC stakeholder image and reputation
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