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ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

The trustworthy storage system (TSS) provides a secure storage framework to preserve and
protect all types of electronically stored information (ESI) independent of the application and is not
intended to be limited to the use cases of content and records management applications. It provides
a unified tamper-resistant storage repository for the preservation and protection of ESI for various

environments. In a digital world where information is created, authored and captured electronica

lly,

the TSS provides the vital security, protection and preservation of ESI against an ever-growing list of

evolving vulnerabilities including accidental and malicious acts, malware and ransomware as well

as

operation‘ ‘o ayyh\,atiuu eTrTors:

Organizatlions designing and implementing information and content management syste
need guidance on how to select and implement a trustworthy storage system to safeguard
trustworthiness, reliability, authenticity, integrity and immutability of ESI througheutyits en]
lifecycle. A trusted system needs a TSS in order to maintain ESI trustworthiness ensuring chain
custody, cpmpliance with organizational mandates, legal and regulatory requirements'and admissibil
standardg, including enforcement of retention requirements and deletion-holds. The TSS also bene
organizatjons that do not have a formal records programme or application, but are responsible
protecting, managing and securing information for their organization.

Readers are advised to use this document taking into account their localjurisdictions and applica
liabilities,| paying special attention to legal, regulatory and othér organizational requiremer
obligations and expectations.
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Document management — Trustworthy storage system
(TSS) — Functional and technical requirements
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Th

1 secure fashion during the lifecycle of the information. The TSS as specified in this'do
rage technology neutral and accordingly does not specify any specific storage media
figurations.

ThL document is applicable to all information systems in which users and applications mu

protection, preservation and security of stored ESI throughout its-entire lifecycle
panizational and regulatory requirements to enforce:

immutability, authenticity and trustworthiness of the stored ESI;

protection of application managed ESI and other stored ES1 against tampering, maliciou
ransomware;

organizational ESI preservation and retention policies;

protection for unstructured and unmanaged daté&:

Normative references

e following documents are referred tocih the text in such a way that some or all of the

es—the—f4 &k Sy-Redtra HHFeren astwerthy storage
stems (TSS) that ensure storing and managing electronically stored information (ESI) in a

protected
cument is
types or

bt manage
to meet

s acts and

ir content

constitutes requirements of this document. For dated references, only the edition cited applies. For

un
IS(
IS(

IS(
prd

IS(

IS(
try

Hated references, the latest editionof the referenced document (including any amendment

13008, Information and documentation — Digital records conversion and migration process

14641, Electronicldocument management — Design and operation of an information syst|
servation of electronic documents — Specifications

15489-1, Iiformation and documentation — Records management — Part 1: Concepts and [

/TR 15801, Document management — Electronically stored information — Recommengd
stwokthiness and reliability

5) applies.

12651-1, Electronic document.management — Vocabulary — Part 1: Electronic document imaging

em for the

rinciples

ations for

IS(

18829, Document management — Assessing ECM/EDRM implementations — Trustworthine

pS

ISO/TR 22957, Document management — Analysis, selection and implementation of enterprise content
management (ECM) systems

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 12651-1, ISO 14641,
ISO 15489-1 and the following apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

© IS0 2022 - All rights reserved
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— IEC Electropedia: available at https://www.electropedia.org/

31

trusted system

information technology system with the capability of managing electronically stored information (ESI)
(3.2) in a trustworthy manner

Note 1 to entry: A trusted system demonstrates authenticity, integrity and availability of ESI over time.

3.2

electronically stored information
ESI
informatipn created, used, edited, modified and stored in digital form

Note 1 to pntry: Electronically stored information (ESI) includes documents and records (unstructured gnd
structured| data) created or managed by the organization in the course of business and requiring‘a computer or
other devige for access.

3.21
changealle electronically stored information
changealle ESI

writeable(ESI

electronicglly stored information (ESI) (3.2) stored on a trustworthy storage system (TSS) withput
any writefonce immutable protection, allowing all changes to electronically stored information (ESI)
(contents,|size, properties, attributes and checksums)

3.2.2
immutable electronically stored information
immutablje ESI

electronidally stored information (ESI) on a trustwarthy storage system (TSS) with write-once
immutablg protection that permanently prevents chahges to ESI (contents, size, properties, attribufes
and checkisums)

3.2.3
immutabte ESI preservation period
immutabje ESI retention period

period that defines the length of time\for which an immutable ESI (electronically stored informatipn)
(3.2.2) in p trustworthy storage system (TSS) is to be preserved, prohibiting its deletion

3.2.4
retained ESI
preservatjon state of amimmutable ESI (electronically stored information) (3.2.2) in a trustworthy
storage system (TSS) that has been assigned a preservation target expiration date and time, which has
not lapsed and is theréfore ineligible for deletion

3.2.5
expired HSI
preservatlon’state of an immutable ESI (electronically stored information) (3.2.2) in a trustworthy
storage system (TSS) that has been assigned a preservation target expiration date and time, which has
lapsed and expired and is therefore eligible for deletion

3.2.6

preservation expiration date and time

retention expiration date and time

preservation date and time that the immutable ESI (electronically stored information) (3.2.2) be retained
and preserved at a minimum prohibiting deletion

Note 1 to entry: The immutable ESI (electronically stored information) minimum retention expiration date and
time may be increased but can never be reduced.

2 © IS0 2022 - All rights reserved
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3.2.7

preservation target expiration date and time

immutable ESI (electronically stored information) (3.2.2) in a trustworthy storage system (TSS) assigned
preservation target expiration date and time that is used by the TSS to determine eligibility for deletion

Note 1 to entry: The immutable ESI (3.2.2) is eligible for deletion any time after the assigned preservation target
expiration date and time has lapsed, provided that the immutable ESI (3.2.2) does not have a deletion hold (3.3).
The assigned preservation target expiration date and time can never be reduced.

Note 2 to entry: Alternatively, reference preservation target expiration date and time or retention period target
expiration date and time.

3.

dejetion-hold
trystworthy storage system (TSS) preventing the destruction of any specific electronically stored
information (ESI) within a TSS

3.
acgess-hold
trystworthy storage system (TSS) preventing the access of anyspecific electronically stored
information (ESI) within a TSS

3.

mgdification-hold
trystworthy storage system (TSS) preventing the modification/of any specific changeable eledtronically
stdred information within a TSS

3.6
application
system for collecting, saving, processing, and presenting data by means of a computer

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.167, definition 1]

3.7
legal hold

litigation hold
oppration that tags or otherwise cues special access management and destruction suspension|for record
[electronically stored information (ESI)] entries deemed relevant, consistent with organization policy
unfer the legal doctrine of “duty to preserve”, also notifying records ESI owners and other designated
parties of the special data controls on access, retention, and destruction processes

Noge 1 to entry: The'Add Legal Hold Record ESI Lifecycle Event occurs when an agent causes the system to tag
or ptherwise indicate special access management and suspension of ESI entry deletion or destruction, if deemed
relpvant to a lawsuit or which are reasonably anticipated to be relevant to fulfil organizational policy under the
legpl doctrin€'of “duty to preserve”.

[SOURCE=ISO/TS 21089:2018(en), 3.82, modified — added electronically stored informatign (ESI) to
the¢ definition.]

3.8

ransomware

malicious software that infects computer systems, restricts access to the victim’s data and requires a
ransom

[SOURCE: ITU-T X.1215 (01/2019), 7.1]

©1S0 2022 - All rights reserved 3
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4 TSS concepts and functional requirements

4.1 Overview

The trustworthy storage system (TSS) in conformity with the technical and functional requirements of
this document provides a storage environment capable of ensuring and maintaining the trustworthiness
and reliability of electronically stored information (ESI) throughout its lifecycle independent of the
application or the underlying storage technology. The primary purpose of a TSS is to protect and
preserve ESI in a manner that reliably ensures security, immutability, integrity and authenticity. The
TSS maintains and safeguards ESI against tampering and corruption in conformity with relevant
laws, regulations and business requirements as well as with international standards associated-wjith
trustworthy storage environments (ISO/TR 15801, ISO/TR 22957, ISO 18829, ISO 14641, 1SO 1548P-1
and other|related standards).

ATSS is the key component of any trusted environment that manages and maintains the trustworthingss
of ESI frgm creation to deletion. The TSS is designed to enforce provable immugability, integrjty,
authenticity, retention, security, privacy, tamper-evident protection, enforcing destruction and accgss
holds. Thg TSS allows the deletion of TSS-stored ESI based on determining deletion €ligibility.

Using a n¢n-TSS platform leaves the ESI at risk since the integrity and viability of the entire lifecycle
of the ES| cannot be independently secured and protected with provable immutability. There are
fundamental limitations to the extent any individual component of a trusted environment can addrgss
the requirlements without employing the immutability protection andthe deletion restrictions of a TfSS.

Applicatign-defined security controls are limited to the context.of operations performed within the
internal cpmponents of the application. Modifications to application-managed ESI executed outside the
context of the application-defined security can jeopardize-the trustworthiness of the entire solutipn.
In a non-T|SS platform, any privileged user or privileged precess may directly modify, encrypt or delgte
application-managed ESI bypassing all the security-provisions of the application-defined securjty.
Applicatidns cannot prevent, prohibit, inhibit or detect any changes to application-managed ESI on npn-
TSS storage.

For example, malicious users or malware carimanipulate, corrupt or destroy the application-managed
ESI withqut the application’s knowledgé_by simply bypassing the application and modifying the
applicatiop-managed ESI on a non-TSS platform.

To compensate for the application-managed ESI security and protection, the operating system standard
access coijtrols and permissions.shall be used. Though deemed a necessity in the context of any trusfed
environmgnt, operating system’ enforced access controls and permissions are limited to enforcing
privileges| without taking-ihto consideration the status of the ESI and associated requirements| of
a TSS. Without a TSS to{protect and safeguard the trustworthiness of ESI, an authenticated procgss,
a privileged user, rogue¢-administrator or anything executing in their context, whether ransomwa3re,
malicious|code, orany accidental act, can destroy, encrypt and modify any application-managed ESI.

In the age| of ralrsomware, malicious and accidental acts, a TSS should be included when implementjng

any trust¢d-environment to ensure the trustworthiness of ESI and protection of its authenticity gnd
immutabibitFasainstinternal-and-externalvnerabilities—and-exploitsthatcan romise-ESHHh a

TCy ogTuritoT HteFhrar—ahaexteria TCTToTITT T O CAPTOTtStro e ToTt \,vxnll,zn OIS CEOoT T

non-TSS or application-managed environment.

In many instances, an application can contain many different types of applications within it, or share
ESI with other applications and organizational entities, resulting in a complex schema of controls
on individual ESI. In such situations, the TSS provides an additional level of support to protect the
data beyond the individual controls of the relevant applications. This is important in a collaborative
environment where access can be granted from a variety of methods and from a variety of access roles.

Any application on its own cannot guarantee the authenticity or enforce the retention and deletion-
hold of application-managed ESI unless it is coupled with the TSS for immutable security, protection,
retention and deletion-hold enforcement. A TSS enables organizations to augment their applications
to provide end-to-end protection, preserving ESI integrity and authenticity, chain of custody and
immutability in compliance with governance and regulatory requirements. The combination of a TSS

4 © IS0 2022 - All rights reserved
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with any application provides the end-to-end immutability, security and protection of ESI to prevent
external manipulation, eliminating potential exploits and circumventing any possible risks to integrity
and authenticity of the ESI from creation through deletion.

Organizations that implement a TSS should have a defined process to review and evaluate their ESI
before simply committing it to a TSS. Professional experts and analysis tools are available to assist
organizations in identifying the operational state and the appropriate retention policies. Not all
ESI is equal and the guidelines for protecting, preserving and destroying various types of ESI vary.
This document defines the functional requirements, taking into consideration that the underlying
implementations and technologies may differ between various solutions, that should be available to

d 1 | TCoC
e PIVY dlIU USCT d 100.

Thie nature of the ESI in a TSS, whether it is unstructured or structured ESI, is irrelevant to the
futfdamental functional control defined within the TSS. The requirements identified.in this [document
fodus on the features and capabilities of the TSS that support compliance with security, préservation
anfl retention requirements, independent of the source of the ESI or the applications used to pccess the
information.

4.2 TSS concepts

4.2.1 General

There is a clear line of delineation that shall be defined in €eérms of the functionality of the TSS and
hoy it collaborates with applications such as enterprisé{content management (ECM) anld records
mgnagement. These applications provide context, reasoning, motives and justification. The [principles
that govern the functionality of the TSS are simple and in many cases appear to be primitive in
coptrast with the capabilities and context maintainied by applications such as records and [document
mgnagement applications. In the most simplistic\concept, the TSS provides a trustworthy repository
that can allow ESI to be created, preserved andzdestroyed on demand.

The TSS creates a trusted storage environment capable of ensuring and maintaining the trustworthiness
anfl reliability of the ESI throughout‘its lifecycle independent of the application or the ynderlying
stqrage technology. As a common storage repository, the TSS may support the ability to gtore both
mqdifiable and unmodifiable ESI to‘enable organizations and their applications to maintain arjd manage
ES| without having to relocate, trahsfer or migrate the ESI throughout its lifecycle.

Th TSS provides the ability,to store and manage two distinct types of ESI.

4.2.2 Immutable ESI

At|a minimumpythe TSS provides the ability to store unmodifiable ESI on a TSS with write-once
immutable protection that permanently prevents changes to ESI (contents, size, properties, pttributes
anfl checksums) for the duration of its existence in the TSS. The TSS also provides the|ability to
safeguard\the trustworthiness of ESI with provable immutability, integrity and authenticity that can
at fonie point be assigned retention expiration date and time. The support for the storage of immutable
ES] 1s.a core requirement for any TSS.

4.2.3 Changeable ESI

Optionally, the TSS provides the ability to store generic modifiable ESI on a TSS without any write-once
immutable protection; allowing all changes to ESI (contents, size, properties, attributes and checksums)
for the duration of its existence in the TSS; subject to applicable TSS-defined hold restrictions for
modification, access and deletion. A changeable ESI is eligible to be preserved to become an immutable
ESI. The TSS may support the creation and management of changeable ESI to allow some organizations
to use a common trustworthy repository to manage the lifecycle of all ESI, eliminating the need to
migrate managed ESI between different repositories over its lifecycle. For such TSS environments
that support changeable ESI, the TSS provides additional controls to help manage and secure various
aspects of the changeable ESI lifecycle.

© IS0 2022 - All rights reserved 5
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preservation

The TSS has a basic core requirement to preserve ESI in an immutable and unmodifiable state and only
allow deletion if it expires. The TSS never allows a preserved immutable ESI to become a changeable or
modifiable ESI as shown in Figure 1.

Trustworthy storage system

From a T
remainde
be eligiblg
destroy o
authorize
ESI.

4.4 Immutable ESI preservation period

441 O

N f\ \
reate —
C Le, DONE WAY
edit and > '
save Esl / Preserve

Changeable ESI Immutable ESI

Figure 1 — TSS immutable ESI preservation

5SS perspective, once ESI is preserved, it is immutable and can“never be modified for
" of its existence within the TSS. The only mechanism availableto allow the preserved ESI
for deletion is to expire the ESI. It is important to note that'the TSS does not automatica
' delete any ESI. The TSS only evaluates the eligibility of.the deletion of the ESI when
1 and authenticated user or application triggers and attempts a delete operation against

verview

The imm

which an immutable ESI in a TSS is to be/preserved, during which the immutable ESI is ineligible

deletion.
assigned
restrictio

The TSS ¢
immutabl
once the

assigned

expiratior]
requiremy
destroyed

table ESI preservation period is an-assigned period that defines the length of time

his period is better known as the retention period which determines the immutable
reservation target expiratien‘date and time. Modifications to this period are governed by
1s associated with the immutable ESI assigned retention period type.

an allow a stored ESI[)to be marked as preserved, which renders the ESI unmodifiable
e ESI, prohibiting allimodifications to ESI contents and properties and only allowing delet
['SS determines.that the stored immutable ESI is expired. The immutable ESI expiratiorn
by the authgpized user and application or by TSS internal policies. The ESI preservat
date and time are key components in enforcing the necessary protection and preservat
ents that\are mandated for stored immutable ESI; to ensure that it cannot be deleted
unlessiexpired.

he
to
Iy
an
he

for
for
ES1
he

as
on

is
on
on
or

The TSS

can) simply act as a slave to the application or the designated authorized user, mana

ber

or administrator where it is told to preserve an ESI to prevent deletion. The TSS is only notified to
allow deletion once the immutable ESI is expired by the application or authorized user assigning a
preservation expiration date and time. This enables organizations to implement the ability to notify the
TSS when files are eligible for deletion only after the applicable retention period is satisfied. It enables
the organization to have more flexibility in managing changes to its retention policies.

The TSS is not intended to replace the functionality of ECM or records management applications, which
can determine and associate context, employ reasoning and invoke processes based on motives and

intent.

— The TSS cannot provide the level of context available through a records management or ECM
application and is not intended to derive such context either. The reason and motivation to preserve
any particular ESI as immutable ESI is not specifically known from the TSS perspective. The role

© IS0 2022 - All rights reserved
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of the TSS is to preserve the integrity and authenticity and enforce immutability to prohibit all
modifications in a manner that safeguards the trustworthiness of stored ESI to address the
requirements of a trusted environment. The applications maintain context and manage the
relationship between individual ESI. The applications can determine the reasons and motives
behind the need to preserve any specific ESI as immutable ESI.

The TSS is unaware of the motives and reasons why specific ESI is not eligible for deletion. At the TSS
level, it does not know whether there is one single reason or several. The reasons are determined
at the application level. The TSS is designed to prohibit deletion of immutable ESI until the TSS can

ESI becomes eligible for destruction by an authorized and authenticated applicatiof or'individual.

The TSS immutable ESI retention period determines the target preservation{or'retenti

can always be extended. In other words, from a TSS retention perspective)the assigned i
ESI retention expiration date and time denotes the retention period.

The TSS immutable ESI retention may be assigned an indefinite-retention period
immutable ESI may be assigned an explicit retention period that' determines the imm
retention expiration at a later date when triggered to do so. This allows organizations to
immutable ESI as permanent in the context of applicatigns or processes while maint

in their record keeping policies.

The TSS immutable ESI retention period may be* governed by a hybrid retention p
determines two parameters: the immutable retention expiration date and time and a

retention expiration date and time. In other words, the assigned immutable ESI retention

date and time sets a period of obligatory.fetention, while the maximum immutable ESI
expiration sets a “can keep until” period*which is greater than the assigned retention

date and time. This allows organizations to designate immutable ESI as permanent in tl
of applications or processes, while-tmaintaining the flexibility to expire on demand by re
maximum immutable ESI expiration or assigning an explicit retention period to accon|
change in their record keeping policies.

The TSS immutable ESI netention period may assign a never expiration designation,
permanently retained\and consequently never eligible for deletion and destruction.

In all cases, the TSS immutable ESI retention enforcement control eligibility for destruct
organizations.tgyaddress and conform to applicable rules, guidelines, regulations and ma

ESI deletion

D

e TSSisupports the ability to delete ESI solely based on the ESI eligibility for the deletion. E
rritical in a trustworthy environment and the TSS is responsible for independently detern
gibility of deletion of any specific ESI. This allows the TSS tao be resilient, eliminating back

expiration date and time. The assigned retention expiration date and time can\never be r¢

flexibility to expire on demand or assigning an explicitietention period to accommodats

n) target
duced but
mmutable

where an
itable ESI
designate
hining the
e a change

briod that
maximum
pXpiration
retention
pxXpiration
he context
lucing the
imodate a

making it

jon allows
ndates.

b1 deletion
hining the
oors and

other vulnerabilities that can otherwise be exploited in a non-TSS storage environment. In non-TSS
environments, user credentials and other application security measures can simply be bypassed or in
other instances user credentials and authentication may be compromised allowing ESI to be leaked,
encrypted, corrupted or hijacked. The TSS ability to independently validate deletion eligibility of any

ES

[ provides the failsafe scrutiny and security to prevent the destruction of TSS ESI.

TSS ESI deletion eligibility is governed by the status of the ESI, where immutable ESI is only eligible for
deletion if it is expired, and changeable ESI is by default eligible for deletion. To support the necessary
requirements of various organizational preservation mandates and hold requirements for records
management, ECM and other applications, the TSS provides support for deletion-holds that can prohibit
deletion of otherwise deletion eligible ESI.

©lI
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The TSS shall not delete ESI, even if it was expired-ESI without any deletion-hold. The TSS role is always
to determine deletion eligibility based on evaluating the preservation status of the ESI and whether
there is a deletion-hold. The TSS either allows or denies the deletion request typically triggered by an
authorized and authenticated user or application.

The TSS provides a deletion-hold mechanism to prevent deletion of any TSS ESI. The deletion-hold
applies to both changeable and immutable ESI whose retention period had lapsed and is now expired.

— For expired ESI, this deletion-hold prevents deletion even though the expired ESI may be otherwise
eligible for deletion, without having to extend the retention expiration date and time.

— For clhangeable ESI, the deletion-hold can prevent and prohibit the deletion of the ESI indefinitely
until the deletion-hold is removed. This is ideal for environments where there is a need t0 [share
changeable ESI in TSS with multiple applications.

In all situptions, the TSS is unaware of the motives since that is outside the context ofiits knowledge
and influgnce. The applications internal processes and workflows along with the users;managers gnd
administrjators can determine the reasons, motivation and justification for a deletion-hold. The TSS
only knows that it was told to apply the deletion-hold and enforce it accordingly.

4.6 TSYfunctional requirements

The TSS provides the necessary safeguards to support and enforce:

1
=

— recorflsmanagementimmutability and retention concepts and principles as specified in ISO 15489

— tampeér-resistant storage and ESI preservation of the trusted system policies and procedures|as
defing¢d in ISO/TR 15801 and ISO/TR 22957;

— ESIlifecycle in ECM systems as specified in ISO 18829 and noted in ISO/TR 22957,

— the preservation, validation, authentication, auditability and security concepts and methodologies
identified in both ISO/TR 15801 and ISO/TR 22957;

— the prjovable immutability and authenticity, retention and deletion-hold, modification-holds, accelss-
holds] lifecycle management and tamper-evident protection and privacy of ESI throughout |its
lifecyfle.

At a minimnum, a TSS stores ESI inja tamper-resistant configuration that is redundant and maintajns
multiple ¢opies of the ESI in(an‘immutable manner that prevents modifications and unauthorized
deletions.|A TSS meets thesrequirement of a trusted system to store at least two copies of the ESI
written ir] an unalterable-format to two separate TSS storage repositories, each providing the interpal
write-onc controls independent of the physical characteristics of the storage media. The TSS ESI copjies
should be|maintainedin different physical locations that take into consideration sufficient geograﬂqic
separatiol to avoidithe destruction of the copies of information simultaneously due to the same disasfter
or other vulnergbilities.

NOTE 1 |The set of disasters considered depend on the risk or threat model, while scale of geographic
separation can be limited if, for example, there is a requirement to store information within the boundaries of
specific jurisdictions.

A TSS is not intended to replace the retention and disposition hold management functionality of the
applications [such as records management, electronic document management system (EDMS) or ECM]
that manage ESI. TSS-enforced immutable protection, retention and deletion-hold controls complement
and supplement the records management and ECM application retention and deletion policies of the
organization, ensuring that there are no back doors that can be exploited to compromise the integrity
and authenticity of the ESI. It should be noted that in the context of the TSS, there are no privileged
users or administrators, trusted or otherwise, who can directly or indirectly through ransomware,
malware, malicious acts or user error, override, circumvent, or compromise the TSS security protecting
the integrity, authenticity and deletion of the ESI in a TSS.
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A TSS is not associated with any specific hardware (physical, virtual or hybrid infrastructure) or
software configurations, and is independent of whether it is hosted on-premise or in the cloud. The TSS
protects the integrity and chain of custody of the trusted ESI, preventing additions, modifications and
deletions of the ESI.

A TSS shall meet all of the following requirements:

@

TSS ESl lifecycle immutability, integrity, reliability and protection:

creates tamper resistant secure repositories to store ESI which provide the write-once controls

and functionality to protect individual ESI;

(b)

©

TSS immutable-ESI retention and deletion-hold enfor¢ément:

TSS audit centrol:

provides immutable secure protection for the ESI that prevents tampering andung
destruction;

uthorized

maintains multiple identical immutable copies (a minimum of 2) of the ESI¢These coplies should

be maintained in different physical locations that take into consideration sufficient g
separation to avoid the destruction of the copies of information simultaneously;

provides mechanisms to validate and authenticate ESI using.'checksums, hash v
signatures, in conjunction with persistent audit trails and metadata;

maintains ESI chain of custody and persistence of all ESI preperties including the ES
retention expiration dates and deletion-holds independent of any changes to the unde
storage technologies.

enforces immutable preservation of ESI te~Support organizational requirements d
regulations and standards to prevent unauthorized and premature deletions as defir

NOTE 2 A TSS supports and enforces the persistence of immutable ESI for the durg
assigned preservation period.

provide deletion-hold enforcement to prevent ESI deletion without changing the as;
retention expiration;

provide retention triggers, management interface and programming interface (AH
fields and scripts-toJenable applications and authorized personnel to set and m
retention and deletion-hold of any ESI in the TSS.

NOTE 3 Clause 5 provides additional TSS ESI lifecycle management requirements.

eographic
alues and
integrity,

rlying TSS

f relevant
edin 5.4;

tion of the

igned ESI

[) related
hnage the

mainfains persistent ESI audit logs for ESI creation, modification, availability, authenticity,

integrity, retention and deletion, including TSS deletion-holds, access holds, modifica
retention expiry dates or changes to retention periods;

Fion holds,

(d)

[ Pt - e AR £ hmYak b ot ——
IIIAHIIUAIITS PCISISTICIILSTLUTILY dAUUILTUES TOI LoT dLLESS UPTT AUUILS U6 dIly dULLTIIIPLS LU

ESI or tamper with the security of the TSS;

enables the persistent logging of ESI read access operations;

10dify the

maintains audit logs stored within the TSS and, where warranted, external to the TSS.

NOTE 4 7.7 provides additional TSS auditing requirements.

TSS administration:

— provide alarms, warnings and notifications that alert authorized personnel to take appropriate

action, including replacing components;
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— provide a management interface to exclusively administer TSS policies and maintain policy

audit logs.

For additional requirements for TSS general, technical methods and requirements, see:

Clause 7 for TSS integrity, auditing, security requirements;

— Clause 9 for requirements related to mitigating technical methods.

Clause 8 for technical methods for trusted storage environments requirements;

5 TSS ESI lifecycle management technical requirements

5.1 General

The TSS spfeguards the trustworthiness of ESI throughout its lifecycle; enforcing sectinity, write-once

immutability, integrity, authenticity, retention, deletion and chain of custody protection to address

requiremg¢nts of trusted environments.

Due to t
integrity

eliminate
defence td

protected
shown in Figure 2.

e nature of the functionality, resiliency and high availabilityCrequirements of trust
environmpnts, the TSS shall support and enforce immutable protection to ‘maintain authenticity 4
bf preserved ESI restricting deletion eligibility using a retention period that determines

target pregservation expiration date and time and deletion-hold polici€s on ESI to prohibit exploits g
attempts to compromise chain of custody. At a minimdm, the TSS provides the last ling
enforce the immutability, security protection requirements for the ESI. The enforcement
the retentlion and deletion-hold policies within the TSS is the“minimal level of security to ensure t
ESI cannot be compromised, corrupted or deleted‘utside the controls of the applications

he
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modify @ Modify denied
—— ]

@ Delete denied
Figure 2 — ESl lifecycle in a TSS

By design, a TSS is not limited to be deployed with an application and may be deployed as a standalone
repository to store, protect and preserve unstructured ESI that is not managed by any specific
application. The TSS is not intended to be a records management application. Instead, the TSS provides
the safeguards and protection required to support the requirements of records management, ECM and
other applications. A TSS is the perfect complement for records management and ECM applications to

10
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enforce retention and deletion-hold, and address the immutability and preservation requirements of
ESI.

The TSS is also intended to be used in environments where lifecycle is managed by an application
such as ECM, or where retention is managed by a record keeping system or both, but where multiple
applications may access the information for a variety of purposes. It provides the final authority on the
type of access permitted at the time of the access request.

The use of a TSS in support of applications, such as records management and ECM, bridges the security
gaps to prevent external tampermg or deletion ofthe appllcatlon managed ESI to enforce the application
: : strictions

sp C1f1ed bythe appllcatlon p011c1es on appllcatlonmanaged ESIln the TSS.

ere multiple applications share access to common repositories of managed ESI to derive intelligence
anfl analytics, the ability to secure and preserve the immutability and authenticity ‘of shared ESI is
critical. The use of a TSS is not limited to environments where lifecycle is managed by one application
suth as an ECM or where retention is managed by a record management systém, but wherp multiple
applications may access the information for a variety of purposes. It providés,the final authority on the
type of access permitted at the time of the access request.

The TSS ESI security, protection and privacy restrictions constititeé an essential requirgment and
indlude the enforcement of holds as defined in greater detail in 5.2:{n the context of this docyment, the
general concept of ESI represents a self-contained object of digjtal information, which can be created,
aufthored, accessed, read, modified, processed or edited, stofed and deleted in a TSS. In the context of
th¢ TSS there are two types of ESI, changeable ESI (writeable-ESI) and immutable ESI (uniodifiable
ES|) that are defined in greater detail in 5.3 and 5.4.

5.2 TSS ESI security, protection and hold restrictions requirements

5.2.1 General

A g¢ore requirement of a TSS is based-@n"its ability to enforce various security, protection] and hold
regtrictions to safeguard the integrity~dnd authenticity of ESI and provide the necessary prqtection to
support various application specific.content management and records management requireients and
regulations.

Atja minimum, a TSS shall-support the security, protection and hold restriction requirements in 5.2.2,
5.4.3,5.2.4and 5.2.5.

5.2.2 TSS ESI security requirements

5.2.2.1 General

A TSS shall support and enforce the security requirements in 5.2.2.2 and 5.2.2.3.

5.22-2 TSSuser cnrnrify rnqnirnmpnfc

A TSS shall provide TSS-defined policies, triggers, scripts, programmatic and management interfaces to
support and enforce user credentials authentication to restrict access, modifications and operations to
TSS ESI. TSS security limits actions to validated and authenticated users in accordance and compliance
with organizational security controls including but not limited to active-directory and domain-based
credentials. TSS-authenticated users cannot overrule or supersede the applicable immutable ESI
restrictions on modifications as defined in 5.4 which can prohibit changes to immutable ESI name,
contents, path and restrict changes to immutable ESI assigned retention period target preservation
expiration date and time.
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5.2.2.3

TSS application security requirements

A TSS shall provide TSS-defined policies, triggers, scripts, programmatic and management interfaces
to support and enforce application authentication and validation to restrict access and modifications
of TSS ESI to validated and authenticated applications. Organizational mandates and requirements
can apply. It is presupposed that TSS-authenticated applications are aware of the applicable immutable
ESI restrictions on modifications as defined in 5.4 which can prohibit changes to immutable ESI name,
contents, path and restrict changes to ESI assigned retention period target preservation expiration
date and time.

523 T

5.2.3.1
A TSS sha

5.2.3.2

The deleti
mandates
regardles

period and target preservation expiration date and time. The ESl<deletion-hold prohibits delet
without nfodifying the immutable ESI assigned retention period target expiration date and time.

A TSS sh

to supporf the ability to apply and enforce a deletion-hold as the mechanism to prevent and disall
the deletipn of any TSS ESI regardless of whether it is chiangeable ESI or immutable ESI or whetl

it has be

lapsed anfl expired; to support applications needs, applicable business operations, and administrat|
requirements.

The TSSs

ESI preseffvation state is expired-ESI. Any ehangeable or expired ESI in the TSS that has a deletion-h

is ineligib

12

bS ESI hold restriction requirements

General

1 support and enforce the hold restriction requirements in 5.2.3.2, 5.2.3.3 and’5:2.3.4.

TSS stored ESI deletion-hold restriction requirements

pn-hold addresses a wide range of requirements for regulations, legalholds and organizatio
The primary purpose of applying a deletion-hold to any TSS ESIlis to prevent its delet
5 of whether it is changeable ESI or immutable ESI and independent of the assigned retent

Il provide TSS-defined policies, triggers, scripts, programmatic and management interfa

nal
on
on
on

Ces
pw
ner

assigned a retention period with a target preServation expiration date and time that has

all enforce the ESI-deletion-hold to détermine ESI eligibility for deletion even if the immuta

e for deletion and cannot be deleted until the deletion-hold is released as shown in Figure

ive

ble
bld
3.
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Figure 3 — ESI deletion eligibility in a TSS

Th ESI-deletion-hold does not change the imhiutable ESI assigned retention period target prg

ex

biration date and time but renders the imimutable ESI ineligible for deletion even if its assig

pre¢servation date and time has lapsedi-Any TSS ESI with an assigned deletion-hold is ing

de

etion unless the deletion-hold is released.

A ¢gommon use case for an ESI deletion-hold is to address “legal hold” framework requiremet
cefftain immutable ESI are preserved beyond the target retention expiration date and time nj
forjadministrative and legal reasons.

5.2.3.3 TSS ESI acceSs-hold restriction requirements

A TSS shall provide TSS-defined policies, triggers, scripts, programmatic and management

to
an
im

support the,ability to apply and enforce a TSS access hold. The access hold prevents the
y specific TSS ESI for legal or administrative reasons and applies equally to both chang
mutable ESI.

pservation
hed target
ligible for

ts, where
aintained

interfaces
access of
eable and

TheCFSS shall enforce the ESI-access-hold to determine ESI eligibility for access such as rea
even If the immutable ESI preservation state 1s expired-ESI as shown in Figure 4. Any 155 ESI that has
an access-hold is ineligible for access and cannot be read or accessed until the access-hold is released.
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Figure 4 — ESI access eligibility in a TSS

ccess-hold may be used as temporary measure to address adhoc-deletion requirements

SIthatis noteligible for deletion. The ESkaccess-hold may be used to address and complem
quirements for managing personally identifiable information, sensitive documents as well
alth information and vital records:

TSS ESI modification-hold restriction requirements

I supports the storing of ¢changeable ESI shall provide TSS-defined policies, triggers, scrif
hatic and managementyinterfaces to support the ability to apply and enforce a modificati
hangeable ESI in tHe-T'SS. The modification hold prevents the modification of ESI for legal
ative reasons anid-applies only to changeable ESI. This hold does not apply to immutable F

since all ilnmutable ESkis unmodifiable.

The ESI-m
move and
and cannd

overwrite operations. Any changeable ESI in the TSS that has a modification-hold is ineligi
t be modified until the modification-hold is released.

for
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for administrative, procedural mandates, or to support application processes and workflows.
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.2.4 TSS ESI protection requirements

TSS may optionally support and enforce the following ESI protection requirements for 3
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Figure 5 — ESI modification eligibility in a TSS

] authenticated users and applications:
For all TSS ESI (changeableESI and immutable ESI):

— modify-ESI-securijty-protection enforces and supports the assignment of an ESI j

uthorized

brotection

policy that may.altow or deny changing any TSS ESI assigned security access comtrols and

permissions,applied on a per individual ESI basis;

— execute-ESl-protection enforces and supports the assignment of an ESI protection {
may allew or deny executing TSS ESI, applied on a per individual ESI basis;

— delete-ESI-protection enforces and supports the assignment of an ESI protection f
may allow or deny deleting TSS ESI, applied on a per individual ESI basis to prevent tH
of the assigned ESI regardless of its state.

olicy that

olicy that
e deletion

For all TSS changeable ESI, if supported by the TSS:

— rename-ESI-protection enforces and supports the assignment of an ESI protection policy that
may allow or deny renaming TSS changeable ESI, applied on a per changeable ESI basis;

— move-ESI-protection enforces and supports an ESI protection policy that may allow or deny

moving TSS changeable ESI within the TSS, applied on a per changeable ESI basis;

— overwrite-ESI-protection enforces and supports an ESI protection policy that may allow or

deny overwriting TSS changeable ESI, applied on a per changeable ESI basis;

— overwrite-zero-ESI-protection enforces and supports an ESI protection policy that may allow

or deny overwriting zero length TSS changeable ESI, applied on a per changeable ESI

© IS0 2022 - All rights reserved
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— preserve-ESI-protection enforces and supports an ESI protection policy that may allow or deny
the preservation of TSS changeable ESI to become immutable ESI, applied on a per changeable
ESI basis.

NOTE The preserve ESI protection is used to support application requirements for the storage of
application indexes, transaction files, logs and temporary files that can otherwise break the application
if they were persevered as immutable ESI.

5.2.5 TSS ESI deletion requirements

From a TSS—security perspectivethe delotionof TSS EST s an—essent AeHonR—¢ worthy

nt. The TSS shall provide trusted storage system defined policies, triggers, scripts,

programmatic and management interfaces to allow authorized and authenticated users and applicatigns

5.3 Chgngeable ESI requirements

SS ESI delete operations shall conform to the secure delete and erasure requirenients as defined
in Z.3[to ensure that deleted ESI is destroyed and can never be restored or retrieved:

The
based
and TS

SS is not required to initiate the deletion of any TSS ESI but enforces the'eligibility for deletjon
on whether it is changeable ESI or expired immutable ESI subject td applicable deletion-hpld
S ESI security and protection restrictions.

The deletion of TSS ESI is initiated by authenticated and authorized individuals or applications that
are rgsponsible for approving or triggering the operation.

All foymal application disposition activities and related documentation that occur within the contgxt
of recprds management or other application requirements‘occur outside the TSS and are not parf of
the T$S functionality or specification.

The TISS shall maintain relevant audit logs of ESI deletion operations.

The TSS mpay support changeable ESI, which: by definition is ESI that is modifiable, editable and subjgct

to change|within the operational security‘and protection restrictions enforced by the TSS.

Changeable ESI may remain modifiable*for its entire existence. The TSS may apply and enforce security

privileges|and restrictions.

If the TS§ supports the storage of changeable ESI then it shall provide and support the follow|ng

requiremegnts:

provifle TSS-definéd-policies, triggers, scripts, programmatic and management interfaces to allpw
authofrized and-authenticated users and applications to manage changeable ESI;

creat¢ andsstere changeable ESI;

read gnidaccess ESI contents and properties (name, path) subject to applicable TSS assigned accejss-
hold restrictions;

modify, overwrite changeable ESI contents and properties (rename, move) subject to applicable TSS
assigned ESI-protection policies and modification-hold restrictions;

invoke or execute changeable ESI subject to applicable TSS assigned execute-ESI-protection policy;

modify changeable ESI user access permissions subject to applicable TSS assigned modify-ESI-
security-protection policy;

Optionally the TSS may:

16

apply or remove a deletion-hold to prevent or allow changeable ESI deletion;
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apply or remove an access-hold to prevent or allow access to changeable ESI contents;
apply or remove a modification-hold to prevent or allow changeable ESI modification;
delete the changeable ESI at any time provided there is no deletion-hold;

preserve the changeable ESI to become immutable ESI subject to applicable TSS assigned changeable
ESI preserve-ESI-protection policy;

maintain the changeable ESI as modifiable for its entire existence and at a minimum the TSS may
apply security privileges, protection and restrictions enforced by the TSS.

5.

Im|
pry
ES
thg
im
Fo
fon

req
w1

cannot be deleted unless it is assigned a retention period that assigns a target preservation

da
on

Al
suj

TSS immutable ESI requirements

'manently
safeguard
| stored in
to become

utable ESI is unmodifiable ESI on a TSS with write-once immutable protectipfithat pe
bvents changes to ESI (contents, size, properties, attributes and hashes or chetksums) to
with provable immutability, integrity and authenticity. Immutable-ESI may.be created and
TSS as immutable upon creation or transition from changeable ESI uponbeing preserved
mutable ESI.

" the immutable ESI to be trusted, the TSS shall provide and enforcdethe necessary long-ter
ESI immutability, validation, authentication and auditabilitys and the security provi
ommendations in [SO 14641 and ISO/TR 15801. The lifecycle of-ESI shall be supported in a

Im storage
sions and
ccordance

ith ISO 18829 and ISO/TR 22957. Immutable ESI is no lorger modifiable for its entire existence. It

pXpiration

fe and time after which the immutable ESI becomes eligible for deletion. Immutable ESI can|
e of two states that determine eligibility of deletion;

retained ESI where the immutable ESI target préservation expiration date and time has 1

expired ESI where the immutable ESI retention target preservation expiration date ang
lapsed.

'SS shall provide TSS-defined polici€s, triggers, scripts, programmatic and management inf
pport the following immutable ESIjrequirements:

preserve a TSS ESI to assign'an immutable ESI write protection state;

enforce ESI write protection to permanently prevent all modifications of immutable ES
and properties (including name, size and path);

enforce the TSS=defined immutable ESI target preservation (or retention) target expir
and time asythe only means for the TSS to determine that an immutable ESI retention h
which determines its deletion eligibility;

assignaretention period as defined in 5.7 to determine the target preservation expiratio
tithe'which is used by the TSS to regulate eligibility for deletion from the TSS;

only have

ot lapsed;

| time has

erfaces to

[ contents

htion date
hs expired

h date and
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— retained ESI where the immutable ESI retention target preservation expiration date and time

has not lapsed and the ESI is ineligible for deletion; or

— expired ESI where the immutable ESI retention target preservation expiration date and time

has lapsed and expired and the ESI is eligible for deletion.

maintain TSS internally stored metadata and audit trails about the immutable ESI chain of custody

including:

creation date and time which reflects when the immutable ESI was created in the TS
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— last modification date and time which reflects when the immutable ESI was last modified;

— preservation date and time which reflects when the ESI was preserved to be immutable ESI;

— preservation user which reflects the user credentials used to preserve the immutable ESI;

— checksum which is a hash code or digital signature of the contents of the immutable ESI upon
preservation.

apply and enforce the immutable ESI assigned retention period requirements and restrictions as
defined in 5.7;

and ti

only 4

assigmed target preservation expiration date and time has expired. When the target preservat

expir

ESI and is eligible for deletion provided it is not on deletion-hold;

preve]

apply
(5.2.3

apply
ESI is

prohi
as def

intert

enfor
erase

enfor
defing

maint
expir
over

5.5 TSS

Retained
lapsed or
expiration]

requirements cpnrifind for immutable ESI as defined in 5.4

preve}lt and prohibit retained ESI deletion where the assigned target preservation expiration d

me has not lapsed;

llow the deletion of expired ESlifthere is no deletion-hold assigned to the immutable’ESI wh

ition date and time has expired, the immutable ESI changes state from retained ESI to expit

nt and prohibit expired ESI deletion if deletion-hold is set as defined'in’5.2.3.2;

ng an ESI access-hold restriction prohibits access to the immutable ESI contents as defined
.3);

ng an ESI modification-hold restriction to the immutable ESI has no effect since immuta
unmodifiable for its entire existence in the TSS;

bits changes to the retention of any immutable ESI‘that violates the assigned retention per
ined in 5.7;

ally stores and maintains the audit trail ofithe immutable ESI within the TSS;

res and demonstrates that all copies of expired ESI that are not under deletion-hold are secur
 once a valid delete request is received and accepted using a trusted interface or applicati

Ce applicable TSS immutable ESIsecurity, protection and hold restriction requirements
bd in 5.2

ain immutable ESI persistence and immutability enforcing any applicable target preservat
ime.

retained ESIrequirements

ESI is immutable ESI whose assigned target preservation expiration date and time has
expited. The immutable ESI assigned retention period establishes a target preservat

date and time that determines the eligibility for deletion, subject to the restrictions 3

hte

se
on
ed

ble

od

ely

bn;

as

on

ition date and time independent of any refresh of underlying changes to TSS infrastructiire

not
on
nd

No matter how the immutable ESI retention period was assigned, a TSS, at a minimum, shall support
the following retained ESI requirements:

18

enforce the retained ESI status on any TSS immutable ESI whose assigned target preservation
expiration date and time has not lapsed or expired;

preve

nt retained ESI deletion unconditionally;

transition the immutable ESI from retained ESI to expired ESI automatically once the assigned
retention period target preservation expiration date and time has lapsed and expired;
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enforce all immutability, preservation and persistence requirements and restrictions of immutable
ESI (5.4);

enforce the assigned retention period that determines the permitted changes to the immutable ESI
assigned target preservation expiration date and time;

NOTE Fundamentally, the target preservation expiration date and time can be increased.

prohibit the reduction of the assigned target preservation expiration date and time as defined by
the assigned retention period.

5.4’; TSS expired-ESI requirements

Ex
pre

Al

5.]

5.7

pired ESI is immutable ESI on a TSS whose retention-period has reached the' assigried target
pservation expiration date and time and is eligible for deletion unless it is on deletion-hold.

'SS shall support the following expired ESI requirements:
enforce all requirements and restrictions of immutable ESI as definedin-5.4;

transition the immutable ESI from retained ESI to expired ESkautomatically once thg assigned
retention period target preservation expiration date and time haslapsed and expired;

allow the extension of the expired ESI assigned targetpreservation expiration date[and time
independent of any deletion-hold or access-hold restrictions, which may result in transitjoning the
status from expired-ESI to retained-ESI provided that the new target preservation expirption date
and time has not lapsed;

allow the deletion of expired ES], if not on deletion-hold.
f  Immutable ESI retention period

.1 General

Th

immutable ESI retention period’/defines the length of time for which an immutable ESI in a TSS is

to pe preserved, prohibiting its'deletion. This retention period determines the immutable ES|l assigned
pré¢servation target expiration date and time, which is used by the TSS to enforce the [minimum

pre¢servation duration of theimmutable ESI before it is eligible for deletion.

5.7.2 Immutable.ESIretention period requirements

Thee TSS shall provide TSS-defined policies, triggers, scripts, programmatic and management|interfaces

to pupport théfellowing immutable ESI retention period requirements:

immutable ESI retention period determines the target preservation expiration date and time at a
minimum which is used by the TSS to determine whether any individual immutable ESI|is eligible
for deletion or not;

immutable ESI assigned retention period shall be enforced on an individual immutable ESI basis by
the TSS;

immutable ESI in the TSS shall have an assigned immutable ESI retention period;

immutable ESI retention period modifications are governed by the restrictions associated with the
immutable ESI assigned retention period type which can be either permanent (5.7.3), fixed (5.7.4),
hybrid (5.7.5) or indefinite (5.7.6) retention.

Regardless of the assigned retention period, the immutable properties of the immutable ESI (contents,

Siz
its

©lI

e, properties, attributes and hashes or checksums) shall never be modifiable or alterable throughout
existence.
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A TSS shall support at least two or more of these immutable ESI retention periods to qualify as
conforming to this document. Specific TSS solutions have different names or different methods
to accomplish these retention periods. For the purposes of this document, these retention period
definitions define the key functionality supporting an organization’s different types of ESI retention
lifecycles with differing types of needs and requirements.

Since immutable ESI is unchangeable by definition, the only possible allowable action is to delete or
destroy it, provided that its retention period has lapsed and there are no deletion-hold restrictions.

5.7.3 Immutable ESI permanent retention period

With the [assignment of this ESI permanent retention period, the immutable ESI shall be retai
forever with a target preservation (or retention) expiration date and time that shall never expike

The TSS shall provide TSS-defined policies, triggers, scripts, programmatic and manageméntinterfa
to support and assign an immutable ESI with a permanentretention period with ‘the follow
requirements:

5.7.4 Immutable ESI fixed retention period

With the assignment of an immutable ESI fixed.retention period, the immutable ESI shall be retairy
and presefved for an explicit period after which-it may become eligible for deletion.

The TSS shall provide TSS-defined policies, triggers, scripts, programmatic and management interfa
to supporf and assign an immutable ESI with a fixed-retention period with the following requiremer|

20

enforge all requirements and restrictions of immutable ESI as defined in 5.45

immutable ESI with a permanent retention period shall be assigned an-explicit target preservat
expiration date and time that shall never expire;

immutable ESI with a permanent retention period shall remairmin a retained ESI state and sH
never|expire or be eligible for deletion;

immutable ESI with a permanent retention period shallknever be eligible to change to anot}
retenfion period.

enforge all requirements and restrictions of immutable ESI as defined in 5.4;

immutable ESI with a fixed retention period shall be assigned an explicit target preservat
expiration date and tipme. which may be extended but never reduced;

exten(ding the targét'preservation expiration date and time of an expired ESI with a fixed retent
periofl may changethe status to retained ESI;

immutable.EST with a fixed retention period whose assigned target preservation expiration d
and time‘hds not lapsed is assigned a retained ESI status and governed as defined in 5.5;

ed

Ces

ng

on

all

ner

ed

fes

on

on

hte

immutable EST with a [1xed retention period whose assigned target preservation expiration date
and time has lapsed and expired is assigned an expired ESI status and governed as defined in 5.6;

immutable ESI with a fixed retention period may be assigned to one of the following retention

periods:

— permanentretention period as defined in 5.7.2; which effectively extends the target preservation

expiration date and time which shall not expire;

— hybrid retention period as defined in 5.7.5; which at a minimum shall maintain the existing

target preservation expiration date and time

immutable ESI with fixed retention period can never be reassigned to an indefinite retention period.
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The hybrid retention period extends the fixed retention period functionality by incorporating a
maximum preservation date and time. With this hybrid retention period, the immutable ESI shall be
assigned both a minimum preservation expiration date and time as well as a keep-until maximum
preservation date and time which at a minimum is greater than or equal to the minimum retention
expiration date and time.

The hybrid retention assigned to an immutable ESI can determine the target preservation expiration
date and time by applying the keep-until maximum preservation date and time. By default, the hybrid-

servation

da

Th
bu

ex
da

Th
da
pre
ap
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.................................

fe and time has lapsed.

e hybrid-retention period allows the target preservation expiration date and time, to b

ended at any time or shortened as long as it is greater than the ESI's explicit minimum
fe. Both dates are set when the ESI becomes immutable ESI with the hybrid+#étention peric

e hybrid retention period provides some flexibility for managing the preservation target

fa and time. It sets a short minimum preservation expiration date and time, and allows the

eservation expiration date and time to fluctuate according to the.récords management ne
blication such ECM and records management systems.

e TSS shall provide TSS-defined policies, triggers, scripts, programmatic and management
support and assign an immutable ESI with a hybrid-retention period with the following requ

enforce all requirements and restrictions of immutable ESI as defined in 5.4;

assign a preservation expiration range based on-both:

— minimum preservation expiration date and time which can never be reduced aj
extended but never greater than the keep-until maximum preservation date and tim

— keep-until maximum preseryation date and time which can be increased or reduced
less than minimum preseryation expiration date and time;

assignatargetpreservationiexpiration date and time based on the keep-until maximum pr¢
date and time;

retention period whiich effectively shortens the preservation target date and time, chd
immutable ESI(status from retained ESI to expired ESI;

increase thé keep-until maximum preservation date and time of an immutable ESI wit
retention,‘period which effectively extends the preservation target date and time, chg
immutable ESI status from expired ESI to retained ESI.

immutable ESI with a hybrid-retention period whose assigned target preservation expir

e reduced

[ never less than the minimum preservation expiration date and time. The expjration dafte may be

retention
d.

pxXpiration
maximum
eds of the

interfaces
irements:

hd can be

he
d

but never

bservation

reduce the keep-until-maximum preservation date and time of an immutable ESI with a hybrid

nging the

h a hybrid
nging the

ation date

amd i oo o 1o d3ic o ionedararainad DCT oot c o d oo d oo dafe o 1 O 0
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immutable ESI with a hybrid retention period whose assigned target preservation expir

ation date

and time has lapsed and expired is assigned an expired ESI status and governed as defined in 5.6;

immutable ESI with a hybrid retention period may be assigned to one of the following
periods:

retention

— permanentretention period as defined in 5.7.2; which effectively extends the target preservation

expiration date and time which shall not expire;
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— fixed retention period as defined in 5.7.4; which at a minimum shall maintain the existing
minimum preservation expiration date and time as the target preservation expiration date and
time;

— immutable ESI with a hybrid retention period can never be reassigned to an indefinite retention
period.

5.7.6 Immutable ESI indefinite retention period

Immutable ESI that has an assigned indefinite retention period remains as retained ESI and does
not expirgumess it s assigneda different Tetentiomr periodthat ras—a defimedtarget preservatjon
expiration] date and time which may expire. The indefinite retention period provides the flexibility
to preserye the ESI in an immutable state to support various scenarios where the ESI is consideref a
record by|the application. In certain instances, the event to assign the target preservation,expiratjon
date and|time may not have occurred and is triggered at a later stage. In other imstances, the
assignment of an indefinite retention to the immutable ESI enables the applications including ECM gnd
records mlanagement systems to manage the retention expiration where the TSS simply maintains the
preservatjon state of the ESI until the managing application determines it is time-for disposition gnd
assigns a farget expiration date and time by assigning a fixed retention period-(5.7.3) to the immutaple
ESI that r¢nders it expired and eligible for deletion.

The TSS shall provide TSS-defined policies, triggers, scripts, programmatic'and management interfages
to suppoirt and assign an immutable ESI with an indefinite retention period with the followjng
requirements:

— enforge all requirements and restrictions of immutable ESK(5.4);

— immutable ESI with an indefinite retention period shall never have an assigned expiration date gnd
time;

— immutable ESI with an indefinite retention peried shall remain in a retained ESI status;
— immutable ESI with an indefinite retention/period shall never expire;
— immutable ESI with an indefinite retention period shall never be deleted or destroyed;

— immutable ESI with an indefinite-retention period may be reassigned to a permanent retentjon
(5.7.3), fixed retention (5.7.4)-0x-hybrid retention (5.7.5) period at which point, the immutable ESI
status, capabilities and restrictions of the newly assigned retention period apply independent of gny
deletipn-hold or access-hold-restrictions.

6 TSS integration’and management interfaces

An integral part of\the TSS is its ability to provide the necessary immutable protection to enforce the
trustworthiness-of the ESI throughout its lifecycle, as well as the ability to extend this security gnd
integrate withwexternal applications in a trusted environment.

TSS shall provide a mechanism to enable the applications to set the appropriate retention expiration
and associated deletion-holds on the ESI in the TSS.

TSS integrated and management interfaces enable the applications and authorized personnel that
manage the retention and deletion-hold of the ESI to trigger retention and set an expiration date, apply
deletion-holds and accessibility restrictions to TSS ESI, leveraging the TSS retention enforcement
capabilities.
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The TSS shall support and provide the following interfaces and management capabilities:

— provide TSS-defined policies, triggers, scripts, programmatic and management interfaces to support
and manage the ESI throughout its lifecycle as defined in Clause 5:

— programmatic interface to support and enable TSS-aware applications to integrate TSS ESI
lifecycle protection, restrictions and applicable deletion;

— scripting interface to enable authorized and authenticated personnel to manage the ESI lifecycle
as defined in Clause 5;

— automated retention policy engine that applies immutable EST retention period enapling non-
TSS-aware applications to store unstructured ESI in the TSS and leverage TSS)E{I lifecycle
protection and preservation, applicable restrictions and permitted deletions;

— file system interface to support and enable organizations to store unstruétured ESI iin the TSS
and leverage ESI lifecycle protection, restrictions, and applicable deletion;

— administrative interface (in the form of applications or tools or beth) enable authqrized and
validated personnel to manage ESI lifecycle protection, restrictions and applicable d¢letion.

— | The TSS shall provide the following management and administrative capabilities using pny of the
abovementioned interfaces to:

— configure, manage and administer TSS retention periods and triggers as defined in_(lause 5;
— manage the entire ESI lifecycle from creation to applicable deletion;

— modify immutable ESI expiration and trigget’ESI retention and the assignment of a retention
period;

— modify immutable ESI expiration and\associated retention period as defined in 5.7;

— apply and remove ESI deletion-holds, access-holds, modification-holds and restrictiops.

7 | TSS integrity, auditing, security requirements

7.1 Storage security

Difect access to the underlying storage device shall be limited. Administrative actions to the storage
deyice shall be auditable. There should be no mechanism for anyone, including privileged users and
administrators, to'violate the security and the integrity of the ESI on a TSS. At a minimur, the TSS
shpuld maintaig~ESI-at-rest encryption using industry standard encryption methodologi¢s (on the
unferlying storage volumes, to prohibit all external access and tampering with the contents|of the ESI
on|the TSS).”All internal ESI operations to migrate, transfer, copy and store ESI on the TSS shall be
enfrypted to maintain the same levels of security and to prevent unauthorized access to sengitive ESI.

7.2 ESI encryption

ESI on a TSS may be encrypted individually to provide additional security controls and measures.
Encrypting individual ESI creates complexity for the applications and tools attempting to store, access
and retrieve the ESI. Caution should be exercised when implementing ESI encryption to ensure that the
application provides the proper safeguards to minimize ESI loss or corruption.

7.3 Secure delete and erasure

The TSS shall prohibit deletion or destruction of immutable ESI adhering to the strict retention
enforcement controls as defined in 5.7. Eligible expired-ESI where the retention period has expired and
is not under deletion-hold may be deleted by authorized personnel using a validated trusted interface
or application as defined in the retention enforcement in 5.7. The TSS shall demonstrate complete and
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irreversible destruction (expungement) of all copies of the deleted expired ESI in the system. ESI on
magnetic media should be overwritten using a procedure conforming to the applicable standard or
best practice for ESI deletion. Logs of approval of ESI deletion or destruction shall be maintained for a
minimum of one year following the retention period. Best practice is to keep the logs of ESI deletion and
destruction permanently.

7.4 Immutable ESI integrity checks

The TSS shall provide a mechanism to validate the authenticity of the contents of the immutable ESI to
determine that it has not been modified, altered, tampered or corrupted. The creation of one or more
hash valups is the most commonly accepted method to validate and authenticate the contents of gny
ESI object] Hash values or checksums should be created and stored for immutable ESI. Each ESI.¢ontent
should bejaudited or checked on a periodic basis by the storage device against the specific hash-valyies
of the relgvant ESI. The storage device should either automatically correct the ESI to its original stdte,
as with cqrruption or ESI degradation, or notify the system administrator of any varianees.

Multiple Hash values are often used to avoid collisions. A collision is a rare occurrence where a single
hash valu¢ may have different content yet produce the same hash value. That risk is‘mitigated by using
more thar] one hash value to validate the integrity and authenticity of each indiyidual ESI. An alternatjve
to hash values is a checksum. It is recommended to select a TSS that uses.éne or more hash valueq to
audit each ESI’s integrity versus its original content when ingested into the TSS.

7.5 Redundancy and replication

The motiyation for redundancy and replication is to eliminate any single point of failure in the contgxt
of the TSS|that may resultin the loss of data. At a minimum, a TSS shall support storing immutable ES| at
two sepaifate and safe locations, which shall remain protécted and accessible. Preferably separate gnd
safe locatjons may imply the use of independent resourcés including power, storage and infrastructyre.
While greater geographic diversity typically results.im less risk, local regulations may restrict where
certain tyjpes of ESI can be stored. All ESI that is_moved between the two storage locations shall|be
encrypted for data privacy.

The TSS shall provide trustworthy replication of ESI to meet and address redundancy and availability
requiremg¢nts. The TSS cannot rely nor depend on external replication mechanisms whether throygh
software pr hardware to address thetesiliency and redundancy requirements.

The TSS dan enforce security restnictions that can limit and control who and which applications ¢an
access the ESI, to potentially(Testrict the access to authorized or validated applications and uper
credentials as defined in 5.2,

7.6 Storage migration and upgrades

Given the [I'SS suppert for the storage of both immutable and changeable ES], the TSS shall accommodate
changes, migration or an upgrade of the underlying storage technologies while maintaining the chain
of custody ,and ‘without compromising the security measures, including signatures. The TSS shopld
accommodate changes to infrastructure to keep the ESI on current supportable technologies while
ensuring the continuity and sustainability of each individual ESI in its lifecycle.

7.7 Auditability

7.7.1 General

All actions related to the ESI shall be audited. This requires some level of logging on both the application
and storage side that differ depending on the architecture of the system. Auditing is required to ensure
the reliability and trustworthiness of ESI and to permit forensic or practical investigation of changes,
additions and deletions. A TSS shall track and support an audit of its own history of accesses and
changes and shall do so in a way that is reliable and trustworthy. This function of the trusted storage is
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independent of the auditability of the user applications. Auditability shall include chain of custody for
the ESI.

7.7.2 TSS audit capabilities

TSS audit capabilities are mandatory to support investigations and forensic audits and to discourage
those who may otherwise attempt to alter ESI. A TSS should store information about accesses, changes,
time stamps and other meaningful actions in a way that is:

— sufficiently detailed to support audit and other analysis;

—| structured to permit easy manual and automatic analysis of operations, preferdbly without
interfering with current use of the storage system;

—| as current (real-time updates) as possible;

— | initself impossible to alter.

7.7.3 TSS audit trail

All actions on the storage system, including reviews of logs and formal audits, accesses and writes of
expired ESI, and attempts to alter metadata or ES], shall be logged-with time stamping. The tjme stamp
sh]:uld be tied to an independent time source and not the local§ystem time source. Each log gntry shall
contain the following information for each action:

— | nature of the action, e.g. access (read), write, audit, attempt to alter metadata or main ES]J;
—| ID or location of affected ESI;
—| time and date;

—| origin of the request for action, including at least one of the following: IP address, interngl network
address, username or ID of originating or otherwise responsible person;

— | outcome of the action, e.g. noymal granting of the request, blockage of the request, alerf or alarm
sent to monitor or authority,-validation discrepancy, any further action correlated with [the initial
action.

8 | TSS technical methods for trusted storage

8.1 General

While using-ari immutable storage system prevents intentional modification of content out§ide of the
immutablée\preservation protection, there is a risk with any storage media that ESI can expefrience ESI
degradation over time. To mitigate against the risk of ESI degradation, a TSS shall provide the|capability

to palidate that the ESI being retrieved from the system has not changed since it was originallly written
to theFSS-

8.2 Security

For security requirements, reference should be made to ISO/IEC 27002, ISO/IEC 27040 and associated
standards. The organization may implement and demonstrate security measures as specified in
[SO 14641 or ISO/TR 15801, depending on the methodology selected by the organization.

Accordingly, organizations shall have management procedures to enforce their ESI security within a
TSS that mitigates the security risks of storing organizational ESI data on non-TSS storage.

By contrast, non-TSS storage can easily be compromised and result in tampering by malicious users.
Non-TSS compliant storage has no means of enforcing the application retention and deletion-holds. A
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privileged user or malware can bypass the application. The application cannot protect and is not aware
of the non-TSS data tampering or unauthorized destruction.

The TSS shall provide no less than two auditable copies of the data preferably stored on separate
infrastructures or in geographically separate locations. This ensures the integrity and availability of
each ESI at both sites even in the event of the loss of a data centre.

Independent time sources, date and time stamps, integrity and retention shall be maintained even
when the underlying storage technologies of the TSS are refreshed.

8.3 Valjdateamddetectcorruption

The TSS shall maintain its own unique identifiers that can be used to independently validaté the
integrity of the immutable ESI, regardless of whether the state is expired ESI or retained ESL..Tovalidate
that ESI hps not changed, the TSS shall create one or more checksums or other content validdation vajue
for each ijnmutable ESI which can be used to confirm that the TSS ESI contents have net been modifjed
or changed and to validate that the TSS managed copies of the ESI are identical. A digital signature ¢an
also be usgd since it includes a hash of the corresponding ESI contents as well as an@associated identjty.
At a minimum, the hash value(s) shall be generated when the ESI is preserved, These hashes shotild
be stored|on the TSS and maintained as part of the audit logs. The ESI should be validated again|on
demand dr automatically at an interval defined internally within the TSS.\The hash value validatjon
should re{generate the hash value(s) from the contents of the ESI on the TSS and compare it to the hash
value(s) stored on the TSS. If the validation fails, the failure should bedogged in the TSS audit logs gnd
the TSS should try to correct the corruption by restoring a copy ¢f the ESI from one of the replicated
copies mdintained by the TSS. All access to the corrupted or suspect ESI should be prevented (except
the accesq for investigation or maintenance purposes by authorized persons) until the proper copy of
the ESl is festored.

When ESlfis found to be untrustworthy, the organizatier*should have in place a policy to automaticglly
or manually quarantine the corrupted ESI and repldee the altered content with a trusted copy of the
same confent from the replicated store of the ESI The system should alert the administrator when this
event happens. The TSS should use at least one of the industry standard hash value methodologies/ or
any other|hash or checksum methodologies:dvailable in the future, that minimize the risk of collisi¢ns
and spoofjng.

NOTE For examples of standard hash:fiinctions and methodologies, see the ISO/IEC 10118 series.

8.4 Ransomware protection

The TSS implementation’scredundant underlying storage configurations and validations of each E$I’s
content against its original hash value shall also be able to detect and correct any ransomware imppact
atthe application server or file server level. The files protected in the TSS shall be ransomware resistant
by protecting the file's integrity and not allowing overwrites over the known good state of the files|by
ransomware andother malware.

8.5 Errprcorrection

The TSS should be implemented using redundant underlying storage configurations. It shall incorporate
mechanisms including hash or checksum validation to authenticate the integrity of the immutable ESI in
the TSS. If corruption is detected, or the checksum validation fails, the TSS should report it with alerts
and audit logs and should take corrective measures to restore a valid copy from one of the replicated
copies maintained internally.

8.6 Monitoring, notifications and alerts

To the extent that the TSS can determine any functional or reliability issues that can impact the
availability, integrity or authenticity of the ES], it shall provide mechanisms to provide alerts, warnings
and notifications in the context of system event logs and email messages. The TSS should provide
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