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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

Through communication with a broad range of potential Container Tracking and Monitoring System
(CTMS) users, much has been learned about needed capabilities and the timeline for providing certain
solution levels. Initially, it was assumed that the most immediate needs would be for high-tier (i.e. high-
capability) solutions to protect dangerous or valuable cargoes. Potential users made clear that point
solutions for dangerous or valuable cargoes have already been developed for these needs. These point
solutions are in use today. Instead, the most immediate potential demand seems to be for “low-tier”
solutions that deliver a minimal but important capability at low cost, capable of being broadly deployed

an
an

Thiis document summarizes the aforementioned discussions. This document provides 3
broach for automatic identification, tracking and monitoring for freight contdiners. Specifically,
5 enabling

ap

it provides guidance for the requirements (operational and otherwise) for a system, and it

de

requirements and specifications determined by the user. The CTMS would.provide

a)
b)

Th
Th
de

Th

e format, frequency and granularity in which the information is accessed and present

1 requirements permit.

ices, used to track, monitor and/or report the status of the container'according to t

an unambiguous unique identification of the container,

application), and

which may include parameters related to container’environment, container condition,
integrity, container load status, etc.

e collection of this information is done through one or more selectable communications 1

ined by the user of the system and is outside the scope of this document.
pugh not used in this document, redognition is given to the standardization work of

ISO/IEC JTC 1/SC 31 in the area related to air interface, data semantic and syntax con
conformance and identifiecation, location and security of items,

ISO/IEC/TR 24729-4, and

ISO/TC 104 in the-area of freight container security, including electronic seals [(e-seals)
(all parts)] and-container identification.
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systemic

he needs,

location of the container with a selectable degree of precision‘as defined by the user of the system
(there are various options for accuracy and it is left to the user to determine what is best for the

status, where applicable, of container condition parameters as defined by the user of the system

container

nterfaces.
bd will be

struction,

SO 18185
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Freight containers — Container Tracking and Monitoring
Systems (CTMS): Requirements
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ler freight containers not defined in ISO 668 and to container ancillary equipment such as
minal chassis, generator sets and power packs.

is document provides guidance for the requirements (operational and otherwise) for
] its enabling devices, used to track, monitor and/or report the status of thecontainer, h|
rred to as the Container Tracking and Monitoring System (CTMS). The use-of a CTMS i
party opting to use a CTMS is hereafter referred to as the “user of thé-system” or just {
user, which can be, e.g. a shipper, a consolidator, a logistics service provider or a contai
operator, will identify and specify its specific requirements and-usages of the CTMS pt
ecific use cases defined by that party (see Clause 6). This documeént‘establishes a tiered ay
CTMS. The tiered approach is described in 5.2 and 5.3.

TMS in conformance with this document, provides for interoperability in regard to both dat
] data interpretation neither of which may be hindered by systems claiming such conform

e CTMS elements addressed in this document include‘the following:

a set of requirements for transferring information to and from a container tracking devi
an automatic data processing systems by, e;g: air interface through RF or optical means;

data for transmission to/from automatic data processing systems;
functional requirements necessary to ensure consistent and reliable operation of the CT]

features to inhibit malicious er Unintentional alteration and/or deletion of the informati
of the CTMS.

ecifically excluded fromithe scope of this document is the processing and display of data by
prmation system hefeinafter referred to as the Operator Information Management syste
o specifically excluded is the specific identification, tracking and monitoring of cargo

filled in the container.

2
Th

Normative references

a system,

ereinafter

optional.
he “user”.
her owner
iIrsuant to
proach to

a transfer
hnce.

e to/from

VIS;
n content
the users’

m (OIMS).
packed or

e following documents are referred to in the text in such a way that some or all of the

ir content

constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the Tatest edition of the referenced document (including any amendments) applies.

[SO 17712, Freight containers — Mechanical seals
[SO 18185-2, Freight containers — Electronic seals — Part 2: Application requirements
ISO 18185-3, Freight containers — Electronic seals — Part 3: Environmental characteristics

ISO/IEC 19762, Information technology — Automatic identification and data capture (AIDC) techniques —
Harmonized vocabulary

IEC 60533, Electrical and electronic installations in ships — Electromagnetic compatibility (EMC) — Ships
with a metallic hull
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and ISO 17712 apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

4 Abbreviated terms

BLE

CTD

CTMS Cdntainer Tracking and Monitoring System

EMI
FCL
IMO
OIM
NFC
RFI

RFID R4dio Frequency Identification

SOLAS Saffety of Life at Sea Convention

5

5.1

A CTMS architecture is comprised of the following components shown in Figure 1:

a)

d)

ISO Online browsing platform: available at http://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

Blfietooth Low Energy

Cdntainer Tracking Device

Electro-magnetic Interference
Fyll Container Load
International Maritime Organization
S Operator Information Management system
Ndar Field Communications

R4dio Frequency Interference

Gengral information

System architecture

a tag|or device attached to or an integral part of the container and referred to as a Contail
Trackiing Device {CTD);

Tag-tg-Reader:nterface and Tag-to-Tag Interface (air or wired interface) that can be, e.g. an RE
an opfical eonnection between the CTD and Reader;

ner

or

reade anscejve a-deviceforcollectinginformationfromthetagorC g area
away from the freight container, cell towers, satellite system, optical readers, smart phone, etc.;

ated

Operator Information Management system (OIMS). The OIMS could be any user or provider system

that accepts data from the CTMS.

The CTMS consists of both permanent and removable container-carried tracking devices (CTDs) with
various levels of capability and a variety of infrastructure elements with which CTDs communicate.
Some tag technologies can communicate with each other as data transfer nodes. The reader
communicates with the tag to read or write data and interface to the back-end OIMS. Both the CTD-to-
CTD and CTD-to-reader involve the air interface protocols.

The data generated in or collected by the CTMS, which can include video and pictures, shall be
transferrable to the OIMS, labelled as item 4 in Figure 1. The configuration of the information system

2
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depends on the CTD sophistication, e.g. if encryption is a feature of the CTD, then the key management
might be conducted at the OIMS level to communicate with the CTD. The primary focus in this document
will be the elements of the CTMS, which are labelled as 1 to 3. There are numerous standards on how
information systems are configured and secured.

For the purpose of this document, the only recommendation is a basic set of data elements that would
have value to any user. However, data elements beyond those defined in this document may be needed.
This document does not define a data format to allow standardization in parsing the data elements
provided to the OIMS; such definition would be the purview of an international standard proper.

Container Tracking and Monitoring System
(CTMS)

READER

- e.g. fixed reader, sat.,
cell, OCR, Google,
drones ...

Air or
Hardware
Interface,

R p—

CTD can be, e.g.
- RFID or other with

functions that may DATA DATA T
include E——S eg RF _—

* Tracking

* Security — Optical _—

« Sensors

Operator Information
Management System

e.g. - info
- encryption key management
- CTD configuration management

Figure-1.= System level architecture components for CTMS

5.2 System funetions

CTDs will existat-different levels (“tiers”) of capability to be matched to the needs of specific|container
joyrneys as-defined by the user. These tiers allow for consistent categorization and matchjing of the
fedtures ofa*CTD and a CTMS. The tiered structure is shown in Figure 2.

Th

ex
container sensors. For example, a sensor could include detection of door openings on the container,

temperature within the container, humidity, and /or shock or vibration that the container experiences.
(For Tier 0, the CTMS would infer the location from the reader that collected the data from a Tier 0 CTD).
The CTMS is capable of reporting identification, location and container sensor status, if so equipped,
using one or more communication modes. Higher level tiers have functions of the lower level tiers. Tiers
1 and 2 have the ability for add-on sensors and memory as optional inputs and storage. It is up to the
users to determine the appropriate tier and any add-on capabilities.

¢ontainer-installed (or container-carried) CTD incorporates an inherent identificatign and —
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Figure 2 — Tiered approaches to CTMS '\Cb
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. ystem operation
O

A container-installed (or container-carried) CTD is activated at the ir@s}al or subsequent contaiper
packing (
of the CTI
communi
sensors al
to report
interrogat
to access
openings
activated
run”), can

The CTMS
a) TierQ:
1) n

—u

I

D is a user-defined event. The CTD at the lowest level pr: es a container ID and will, wh
ating with areader, provide a location associated with:that reader. Higher level CTDs can h:
nd may provide location along the container journey\\h higher Tier CTD can be programnj
on a fixed or event-driven schedule or, alternatively, can be directed to report only wh
ed. Some CTDs will be capable of reportinge\% tiple media types and can be programiy

stuffing”) point or when a Full Container Load (FCL) @lized. Initialization (activati

media in a prioritized order. A Tier 1 or Ti
pr any other sensor, to clear events. For example, a CTD with a door opening sensor tha
at the start the container journey, which will be consolidated at difference locations (“m
accept authorized inputs to allow fo@oor openings without triggering an alert.

, . I \)
tiers defined capabilities are: C)\
aintaining the integritgdf the freight container identification and other permanent relaf

formation; 6

ansmitting in@-@\ation using the appropriate interface protocol in a form suitable to {

bader; Q‘

Ping ph; lly, electronically and radiographically secure and tamper-proof;

e to determine location of the reader and thus the tag at the time of informat

h1)
en
ve
led
en
led

CTD may have the ability, if monitoring d¢or

[ 1S
ilk

ed

he

on

g

operating within the environmental conditions described in ISO 18185-3;

2) ti
I
3) b
4) b
tr
5)
b) Tier 1:

1) the capability of Tier 0;

2) providing location data from the tag (but not necessarily in real time);

c) Tier2:

1) the capability of Tier 1;

2)

reporting without a reader using technologies such as satellite or cell phone;
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3) utilizing geo-fencing;
4) integrating multiple sensors;
d) Optional add-on sensor:

1) integrating with Tier 1 to 2 CTDs

2) utilize IEEE 802.15.4-2006 and ISO/IEC IEEE 21451-7 protocols where applicable or other

suitable protocols for the maritime environment

e) MOptiomatremoTy Tapacity:
1) integrating with Tier 1 to 2 CTDs;

2) storing data to meet the requirements of the Tier in use to include read/wgite capabi

5.4 System interfaces

CTMS, as shown in Figure 1, has multiple interfaces that include but are not limited
ier 1 or 2 device, CTD to Reader; and Reader to OIMS. Devices-used in CTMS are exis
t utilize existing protocols. Interfaces may be wired or air interfaces as appropriate. T
rfaces follow standard protocols that are appropriate for theymode of information deli
CTD to the reader to OMIS through various media types;<.g. RF, optical transmission
tocols. The system architecture refers to air interface apd‘data protocols required to imp
S without specifying them.

System data management

S data management is at the discretion of the user. Data from the device to the infrastri
transmitted via different media types and‘shall be done in a standardized manner. The]
ds to be in a consistent format going@dnto the OIMS. The development and use of an A
gramming Interface (API) for this purpose is strongly recommended. Transmission from
ther information systems is dependéent on application and user needs and is outside the sc
ument. This document does not-define a data format to allow standardization in parsin
ents provided to the OIMS; such definition would be the purview of an international standa

System data safeguard measures

iety of reasons; including national security (e.g. data related to unauthorized access, pub

lity.

to sensor
ting units
he system
very from
and data
brt into an

icture can
data also
pplication
the OIMS
bpe of this
b the data
rd proper.

sitive data may beexchanged/processed/saved by the CTMS. Data can be considered sensitive for a

ic safety),

tent security.(e.g. protection of high-value or pilferable cargoes), and business intelligence (e.g.
ntity of cuStemers, cargoes, routing). All elements of the CTMS shall contribute to overall security.

Data is mostAulnerable when being transmitted (within wireless or wired networks) although close

DakaZvulnerabilities are further complicated by the allowed flexibility of communicatio

hs media.

The CTMS approach is not inventing new communications solutions; it is merely using known,
deployed communication choices to move data. In an operational scenario, the system user’s choice
of communication media, pursuant to their needs and requirements, are driven by the media’s

performance (range and throughput), cost and ability to protect the information sent.

Since the system is required to live within the inherent security capabilities of the available media,
additional security may, at the user’s discretion, be included through processes such as encryption and

authentication.

Additional information about system and device security can be found in ISO/IEC 29167 (all parts) and

in 6.2 and 7.3.
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5.7 System levels of performance

Flexibility is a defining characteristic of the CTMS. Not all containers, cargoes, and routes require the
same degree of tracking and monitoring (if applicable). The CTMS is configurable to apply a level of
tracking and monitoring capability in accordance with the user requirements while transferring all
resulting information to an OIMS.

The CTMS architecture accommodates variability in both tracking (technology used, precision of
measurement, device connectivity, time between fixes, etc.) and, if applicable, monitoring (sensor count,
individual sensor characteristics, measurement precision, sensor connectivity, etc.) Theoretically, this

arlablllt nnnnnnnn e o Jovgn e bhne of co by ot i e bosazagae o ot dyy Af ooty al
v earestinatarge numberofcapabiityecombinatenshowevera—studyof-operatis

scenarios|leads to a reasonable subset of combinations to serve as system design points. These level§ of
performance are defined in 5.3 as tiers within the whole CTMS architecture.

The tiered approach can be applied to various characteristics of CTMS applications. The three primary
areas are communications (types and capabilities), breadth of other (non-communicatién)‘capabilities,
and depthl of those capabilities. These are discussed in 5.8 to 5.10.

5.8 Communications

5.8.1 General

Various types of communication are needed within the CTMS coneept to move information betwgen
sensors apd CTDs, CTDs and Readers, and Readers and OIMS (andpdtentially back to the CTD). Thiee
specific communication media are broadly discussed here: RFID;gellular and satellite communicatigns
(sitcom). These are clearly very different media, having very different capabilities and costs. This is pot
all-inclusiye and does not address optical or hardwired means of communication.

5.8.1.1 RFID

RFID (inqluding, but not limited to, active, passive, NFC, and BLE) is already broadly used|in
transportption, mostly for road tolling, traffic-iranagement, access control and inventory management.
It uses an|RF tag (transponder) applied to-the tracked item and it communicates over relatively shprt
ranges that vary with transponder capability and a (generally) fixed local infrastructure. Its relatively
short communication range means that it is used primarily in controlled environments (like poyts
and terminals) where containers ate)assured to be near the appropriate infrastructure. Its strongest
benefit is the relatively moderate'cdsts involved. Many RFID devices do not require a power source (fi.e.
batteries)|at all so there is no.costly maintenance activities required.

5.8.1.2 [ellular

Cellular communications are well-known and ubiquitous. The obvious advantage of this media choice is
that the inpfrastructure (cell towers) is already in place, covers the majority of populated areas and ¢an
move infdrmation effectively. Balancing this have some disadvantages: the installed devices requiire
batteries pr another power source Wthh in addltlon to costs, also raises malntenance 1ssues airti
also hasa : i 55

there are st111 numerous dead zones in the cellular coverage (e g. between populatlon centres below
decks and in some warehouses).

5.8.1.3 Satcom

Satellite communications is truly an anytime-anywhere medium, which is its biggest advantage.
The infrastructure (satellites) is in place. But the installed devices are power-hungry, which result
in costs and maintenance issues, and airtime has a high cost (limiting the amount of data that is
practical/affordable to send). Line-of-sight limitations also apply.

6 © IS0 2017 - All rights reserved
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5.9 Breadth of capability

Breadth of capability refers to whether or not a CTD has a specific capability. For example, does it have
on-board user memory? Or does it have the capability to interact with add-on sensors, etc.? Numerous
other capabilities are possible, including the ability to include remote programming and/or activating
of the CTD, geo-fencing, and control over reporting functions and frequency.

5.10 Depth of capability

Depth of capability refers to the performance of an available capability. Just as there is a significant
difference between devices without or with a certain capability, there can be a significant difference
between devices with low vs high levels of that capability. For example, if a device is defined'tp have on-
board memory, does it have a few bytes of memory, kilobytes of memory or gigabytesafimenpory? Or if
a device is defined to have the capability to accept sensor inputs, can it accept one input; five inputs, ten
inputs or even infinite inputs via a mesh scheme?

6 | CTMS system requirements
6.1 Operational scenarios

6.1.1 General

The CTMS is designed to support operational scenario$ involving the transportation [of freight
containers. However, to develop the system and specify its operating capabilities and| levels of
pefformance, the user of the CTMS needs to identify the system requirements.

A uyser with a relatively simple freight containersupply chain (for example, one container orjce a week
frdm the same shipper to the same consigneesing the same transport service providers) ccan easily
idgntify the nodes in the container journey where data collection from the CTD shall occur. [There can
beloccasions when, in addition to whichever location information is needed, monitoring datd from any
coptainer add-on sensors may be required.

A fiser with complex freight container supply chains with different types of cargoes and u$ing many
diffferent transport service providers in various transportation modes may not as easily be able
to |identify typical contain€r jjourneys with their attendant tracking and, if applicable, nponitoring
requirements. In these lattercases, itis recommended that the user, in order to identify the requirements
of the CTMS and the required level of performance, does the following:

a) | identifies a genepic container journey;
b) | breaks thisjourney into its constituent segments;
c) | for each'Segment, identifies those events where the user sees a need for

~— “\location information, and determines at which level such information is needed, and

— monitoring information and, if such information is needed, determines at which level and with
which content it is needed.

This recommended approach is referred to as the “Event Library” and is described in more detail in 6.1.2.

6.1.2 “Event Library”: Journey segments and associated events
The generic freight container journey can be broken into the following segments:
a) journey initiation;

b) drayage;

© IS0 2017 - All rights reserved 7
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c¢) marine terminal handling;

d) rail terminal handling;

e) storage/transfer yard;
NOTE The events for this segment is similar for either the marine terminal events (e.g. barge and
domestic shipping) or the rail terminal events (transfer from rail to truck and vice versa). Therefore, Annex A

does not describe the events for this segment.

f) marine transit;

g). rail trjansit;
h) long-haul road transit;

i) Jonirney termination.

6.1.3 Fdr each journey segment, the user may develop a list of events that are associated with the yise
of a CTMS] For example, for the “journey initiation”, the segment of the list of eventssmight be as follows:

Event Libfary #1: Journey initiation

— Devick is associated to specific container.

— Devick is configured for specific journey.

— Devick is associated to a bill of lading.

— Othenuser data which might include cargo informatio.
— Contdiner and device are associated to conveyance;

— Contdiner and device are associated to a genetrator set (genset) when installed.
— Repoft reefer/tank parameter status.

— Repojft mounting of CTD.

— Activate the CTD.

— Repoftlocation of containeér,

— Repoft packed vs empty

— Repoit doors closed.

— Repoit doors-sealed.

— Rep01 t.cohtainer sensor status.

— Report first movement.

Annex A includes the list of possible events for each of the segments of the generic freight container
journey.

6.2 Specific system requirements

6.2.1 General

The decision to select a particular CTD shall consider basic system requirements to include physical,
environmental, performance, and operational parameters.

8 © IS0 2017 - All rights reserved
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6.2.2 Physical/structural requirements

Physical requirements include the physical constraints and features for the equipment and storage of
raw /processed data, physical security needs, power requirements, number of units, weight of units,
colour of units, and finish requirements. The CTD shall not interfere with or reduce the useful cargo
volume of the container. The CTD shall be installed in a fashion that does not degrade the original
structural or environmental integrity of the container as defined by ISO standards for various shipping

container types.

6.2.3 Environmental requirements

Ex
an
ele
thd
thd

hmples of environmental requirements include, but are not limited to, temperature, shack,
1 vibration, pressure extremes, dust, salt spray, water immersion, RFI/EMI susceptibili
ments of the CTMS shall survive in their intended environment. Environments .on’the ¢
container are as defined in ISO 18185-3. Some elements may be designed to-motunt excl
interior of a host container and, in those cases, a reasonable relaxation is pdssible of envij

requirements related to direct exposure to the marine environment. Any environmental te

be
the

conducted based on physical location and usage in and of the container-f the container
device, e.g. mounted inside, then the conditions of ISO 18185-3 shathbe applied to the CT

copntainer as a system.

6.2
Op

4 Operational and performance requirements

erational requirements include security issues and appfovals, the procedure and number

required to input data and manage/maintain the database and distribution, the procedure

to

qu
ac(
to

6.

6.3
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Fo
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';
R

access the data, reliability, maintainability, etc. The ‘performance requirements would in
ckly data can be moved through the process fronr start to finish, how much data can b
uracy of the data stored, the type of data stored and retrievable, data products that will be
the user, etc.

Readability

.1 General
g CTMS’ reading capability-differ according to the tier of the CTD (see 5.2 and 5.3 for the tie

- CTDs at Tier 0, the system should be capable of reading the CTD in all of the operational
ntified in ISO/TS A0891. These scenarios are essentially limited to portal locations
hinimum of at least™5 m read distance. A Tier 0 device could not be read in many of the

Anhnex A. Localization may not be supported in all the scenarios. In situations where localiza|

po
the

Fo
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e.gh

5sible, the CTMS shall have a system level capability to establish the relationship between
container,onto or in which it is affixed.

- CTDs~at Tier 1, the system should be capable of reading the CTD in all of the operational
ntiffed in ISO 18185-2. These scenarios involve portal locations as well as certain boun

humidity,
y, etc. All
xterior of
usively on
rfonmental
sting shall
is part of
D and the

of people
for users
rlude how
b handled,
p available

" concept).

scenarios
with only
events in
[fion is not
h CTD and

scenarios
Hed areas,

saofanartarrailtarminal hut nat tho antira torminal wwith variahla raad dictanecac 4 t Varlable
S—apPooah+ter i ar DUt Hoete-endire+ter WY B e e e eSSt heesS<
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speeds. A Tier 1 device might not be read in several of the events in Annex A. Localization might not be
supported in all the scenarios. In situations where localization is not possible, the CTMS shall have a
system level capability to establish the relationship between a CTD and the container onto or in which
it is affixed.

For CTDs at Tier 2, the system should be capable of reading the CTD in all of the operational scenarios
discussed in Annex A. A Tier 2 device should be read in all of the events in Annex A. Localization shall
be supported in all the scenarios.
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6.3.2 Container monitoring

CTDs at Tiers 1 and 2 may, in addition to an inherent location finding capability, include the ability to
monitor one or more container attributes. Whether the CTD shall include monitoring capabilities and,
in the affirmative, what such monitoring capabilities shall be, will be defined by the user of the CTMS.

One of the container sensors to be monitored could be detection of breaches of the container integrity,
either detection of container door openings and/or detection of breaches of the container walls. In
either scenario, the user defined threshold requirement for detection of breaches would need to be
established, e.g. more than x cm movement of the container door from its closed position or holes in the

container

wallwiderthanxx-eml

For any c
such even

— door

— pre-sg
— self-tg
— lowb

The lattey
requiremg
under op§
of interro

Other reld

and size, 4

6.4 Acq

ISO/TS 10
however,
architectd

Requirem

— ausel
when
condi

[ status messages may be triggered if any of the following events occur:
pening event;

bt internal temperature limit exceeded;

st failures;

httery.

event implies that the CTD would have the ability to monitor battery life. The battery
ent could be expressed in hours or days, e.g. 1 680 hours-{for 70 days) which is the minim
rational loads and environments, or it could be further qualified with a pre-defined numl
pations per day for a container trip lasting, for example,"70 days.

vant requirements would include data storage feralerts and queries, memory storage me

nd operational availability.

ruracy and reliability of the CTMS

891 and ISO 18185-2 contain requirements for accuracy (99,99 %) and reliability (99,998
more analysis needs to be conducted to establish the specific requirements for the CT

re (see Figure 1).
ents that need to be deterimihed could include the following:

-defined/configurableyfalse alarm rate where a false alarm is defined as an alarm genera
conditions did not‘warrant an alarm (false positive); or when no alarm was generated wl
fions did warrantan alarm (false negative);

— aprolpability of detection, defined as the accurate detection of sensor functions;

— aGNSs

S accuracy, defined as the accuracy within a range that provides location of the container.

ntainer attribute monitoring, the CTD would need to trigger an event status. For examjple,

ife

per

Hia

o)}
MS

ed
en

6.5 Data

Table 1 shows a notional set of data elements. Other data elements might apply at a higher tiers and sensor
functionality may be used at the discretion of the CTD user. The items in pink will be part of all tiers.
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Table 1 — CTD Container ID data and values

Value Unit
Data . . . Notes
Minimum | Maximum | representation

Tag manufacturer ID — — Alphanumeric From ISO/IEC 15963 or ISO/IEC 7816-6
Tag type 00 99 Numeric ISO/TS 10891
Tag location code A % Alphabetic From ISO/TS 10891
Owner code AAA 777 Alphabetic ISO 6346 A
Edquipment category U,J,orZ — 6 Alphabetic ISO 6346 Q'\ :
id¢ntifier . q,
Sefrial number 000000 (999999  |Numeric 1SO 6346 q‘?
Check digit 0 9 Numeric 1SO 6346 '\(b%
Size and type code 00/AA 99/77 Alphanumeric ISO 6346 %

(4 characters) 6
Max gross mass 00000 99999 Numeric ISO 63
(kjlograms) X
Talre mass (kilograms) 00000 99999 Numeric JS®346
D4dta routing — — — Used as an identifier for routing flata from

a CTD to an OIMS

GNSS location — — Numeric (NMEA —

Standard GPRMC

message)
Sensor error bits — — — Only available if sensors are usedl.
Time Stamp — UTC — — — —
Extendibility flag 0 1 Numeric —
7 | Container Tracking Device'(CTD)
7.1 General device information (variety/range of devices)
Th central element of the €TMS is a Container Tracking Device (CTD). The CTMS will, at any Tjer (level),
haye an inherent location-finding capability, but the characteristics of this capability will increase
significantly for CFBDs at Tiers 1 and 2. CTDs at these latter two tiers may also include the ability to
mqanitor one or,mere container attributes.
Whether the \CTD shall include monitoring capabilities and, in the affirmative, what such nponitoring
capabilities*shall be, will be defined by the user of the CTMS. Because of the tier approach used in this
dofuntenit, the CTD may take numerous forms and come in many varieties, spanning from REID tags to
semsoens to built-in features of the container structure.

7.2 Device installation/mounting

The CTD can, if it is not built into the container, be mounted on or in the container as long as the
physical requirements in 6.2 are met. The CTD shall be able to be installed with common tools within a
reasonable amount of time to not disrupt the flow of the supply chain.

7.3 General device functions for security

As described in 5.6, security is both a basic requirement and a function of the CTMS solution. The
security function is based on providing status about a container’s physical security (if the container
is so equipped). Examples of physical security include door openings, breach detection, geo-fencing,
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etc. as defined by the CTD owner/operator. Container types, security-related monitoring/reporting
mechanisms and user requirements related to security vary widely, but a few generalities are obvious.
Monitoring (and reporting) of container security nearly always require a higher-level communication
device. Security monitoring generally requires the ability to accept/process sensor inputs. A power
source is likely needed. The level to which security is important defines a tier of capability and flow
down to define many operational needs of any security monitoring solution.

Additionally, there is data security which can be achieved by the use of encryption and techniques such
as authentication prior to and during data transfer. Initial work in security of RFID data is covered in
[SO/IEC 29167 (all parts), which describe options for encryption and authentication.

8 Infrgstructure elements

8.1 General

The on-bgard CTMS element(s), i.e. CTDs (including any sensor elements present),“shall be able| to
provide information to an OIMS via infrastructure-based communications. Many € TD-to-infrastructiire
communig¢ation choices are possible, but any specific journey or journey segmerits will likely fav:tur
one choic¢ over another based on cost and operational requirements. Some‘devices may be capablg of
communi¢ating via multiple modes, with programmed logic controlling thesorder in which modes are
accessed.

For the three communication choices described in 5.8, the infrastructure elements are quite differgnt.
RFID requires a (generally) user-installed infrastructure, consisting of RFID readers at choke points
or portal§ where containers (with CTDs) will pass closely. ‘Current RFID readers (or at least their
antennas)| need to be located no more than a few tens of metres from CTDs for passive devices and[no
more thamp a few hundreds of metres from CTDs for active devices. For cellular communications, the
fixed infrastructure (cell towers) is provided by the cellular carriers, but prior arrangements need to
be made to get information from the cellular netwerk to the OIMS. For satcom communications, the
infrastrudture are the satellites and ground stations, but again, the information shall be able to flow
smoothly fto the OIMS.

8.2 Data interface(s)

Regardlegs of the infrastructure uséedydata/information, as defined by the user, shall be routed to the
OIMS. Datja entering this system(shall consist of compliant data elements conforming to a compliant
element afrangement. Since information may (probably will) be coming from a variety of sources oyer
a variety ¢f media paths and‘contain a variety of data elements (according to the application needs gnd
the media capabilities), itiswvery important to have a carefully controlled interface at the boundary of
the OIMS.|Data formats)between the CTMS and the OIMS is beyond the scope of this document but will
need to bg addressed;in an appropriate standard underpinning the OIMS.

The identificationof the OIMS to receive the data feeds is critical if the CTMS is to achieve even miniral
success. Idlenfification of the communication address of the OIMS shall be available and transmitted in
a standarg format.

8.3 Other infrastructure elements (any other non-device distributed elements)

Other infrastructure elements may be incorporated as part of any specific CTMS implementation.
There has been no attempt to create standards for other elements, although user input may eventually
provide a reason to do so.

9 Safety and regulatory considerations
CTMS compliant with this document, including their CTDs and readers, shall meet safety requirements

for power, duty cycle and electromagnetic radiation. In addition, such tags and their readers shall
comply with the relevant safety requirements, including those that apply for radio frequencies.
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With respect to sources of ignition [as stated in Regulation 19 Chapter II-2 of the International Maritime
Organization (IMO)’s Safety of Life at Sea (SOLAS) Convention], electrical equipment and wiring shall
not be fitted in enclosed cargo spaces or vehicle spaces unless it is essential for operational purposes
in the opinion of the Administration. However, if electrical equipment is fitted in such spaces, it shall
be of a certified safe type for use in the dangerous environments to which it may be exposed unless
it is possible to completely isolate the electrical system (e.g. by removal of links in the system, other
than fuses). Cable penetrations of the decks and bulkheads shall be sealed against the passage of gas or
vapour. Through runs of cables and cables within the cargo spaces shall be protected against damage
from impact. Any other equipment which may constitute a source of ignition of flammable vapour shall
not be permitted.

Wilth respect to electromagnetic compatibility, CTMS compliant with this document shall comply with
IEC 60533.
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Annex A
(informative)

Event library

li%:lusir{/}ele ut is representative of what potential CTMS users have identified to this point. ol

A.2 Thellist of possible events comprising the generic journey stated in 6.1 is repeated here for eas¢ of

reference.

The generjic freight container journey can be broken into the following segments:

a) journgy initiation;

b) drayage;

c) marine terminal;

d) rail tgrminal or storage/transfer yard
NOTE The events for this segment is similar for either the marine terminal events (e.g. barge gnd
domedtic shipping) or the rail terminal events (transfer from,rail to truck and vice versa). Therefore, this
annex|combines events for this segment.

e) marine transit;

f) rail trjansit;

g) long-haul road transit;

h) journgy termination.

A.3 Eveptlibrary #1: Journey initiation

— Devick is associated to specific container.

— Devick is configuredfor'specific journey.

— Devick is associated to a bill of lading.

— Otherjuseridata which might include cargo information.

— Contdiner and device are associated to conveyance.

— Container and device are associated to genset when installed.

— Reportreefer/tank parameter status.

— Report mounting of CTD.

— Activate the CTD.

— Reportlocation of container.

— Report packed vs empty.

— Reportdoors closed.
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