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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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This document defines several frameworks for informational consent in healthcare. These are
frequently used by organizations who wish to obtain agreement from individuals in order to process

their personal health information.

NOTE
of care, data subjects, persons or clients are all used, depending upon the relationship of the individu
data collector and the circumstances or setting of the transaction.

Various terms are used to refer to the recipients of healthcare services. The terms patients, subjects

al with the

Refuirements arising from good practices are specified for each framework. Adherencg
re(fuirements will ensure the individual, as well as the parties who process persof
information, that consent to do so has been properly obtained and correctly specifiedy This
coyers situations involving informational consent in routine healthcare service delivery. Th
sithations involving new and possibly difficult circumstances which are not covered in detai
in these situations the principles herein can still form the basis for potential reselution.

In

int
Ec
Pr

order to align with internationally accepted privacy principles, this. decument is basq
ernational agreements. The first is the set of privacy principles specified by the Organi
bnomic Co-operation and Development and known as the OECDZGuidelines on the Pro
vacy and Transborder Flows of Personal Data. These principles form the basis for legislatia
jurlisdictions, and for policies addressing privacy and data protection. International policy co
argund these privacy principles has continued since they were\first devised. The principles r
conpsent of the individual for data processing activities.

The second international agreement used is the Declaratien of Helsinki, which is used to defin
characteristics of best practices in informational consent management. The Declaration of Hg
sef of ethical principles regarding human experimentation. It was developed for the medical c
by|the World Medical Association (WMA) and js-widely regarded as a cornerstone document
regearch ethics. While this agreement applies directly to research on human subjects, it is

relpted to data processing, and can theréfore be readily applied to the detailed require
informational consent management. Infthe context of the Declaration of Helsinki, the char
of jnformational consent were defined’and developed over a number of revisions in order

relevant to contemporary society.

Thiis document specifies that.a'record be retained of the set of agreements and constraint
vigd an informational consent-process, and that the results of that process be made availabl
parties to whom the correSponding personal health information is subsequently disclosed
It 4lso defines a list gf-essential characteristics that the informational consent record shoul
Thse characteristies*can be represented within information handling policies and used as
automated negofiation between healthcare information systems to regulate processing and
of personal health information.

Inferoperability standards and their progressive adoption by e-health programmes ey
capacityfor information systems to capture, use and exchange clinical data. For this to occur

to these
al health
document
bre can be
, but even
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tection of
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lsinki is a
bmmunity
of human
ntimately
ments for
hcteristics
to remain

s granted
e to other
(see 5.10).
d possess.
part of an
exchange

pand the
on a wide
tationally

scqléthe majority of decisions regarding the processing of data will need to take place compy
an . T . . . . .

hemselves

interoperable, so that interactions between heterogeneous systems and services are consistent from a
security perspective and supportive of policy (bridging) decisions regarding the processing of personal
health information.

A list of defined essential characteristics makes up the record of the agreements granted via an
informational consent process so as to be made available to those who wish to use the data, as well
as to other parties to whom the corresponding personal health information is subsequently disclosed.
These characteristics might therefore be represented within policies used as part of an automated
negotiation between healthcare information systems to regulate processing and exchange of personal
health information.
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Once consent agreement has been reached, allowable constraints defined, and the authority for the
organization to collect, use or to disclose data has been established, security processes are needed
to support maintenance of the consent documentation itself. Security protects the data that the
organization has the authority to collect and to hold.

Why standardization of consent terminology and frameworks is desirable

The specific practices applied in obtaining and using informational consent vary among jurisdictions
and among healthcare service settings because of variations in legislation, subject of care types and
intended purposes of use. However, there is an increasing alignment globally on basic privacy principles
and on a common nnrlnrcfnnr]ing of the nvpnr‘fnfinnc of individuals in how their pﬂrcnna] health data
will be adcessed, used and shared. International alignment of informational consent practices ig of
growing importance as personal health data are increasingly communicated across organizational gnd
jurisdictignal boundaries for clinical care, research and public health surveillance purposes., Agrg¢ed
representptions of informational consent frameworks help to clarify requirements for thisirternatiopal
alignment. This document describes the various informational consent frameworks and’identifies the
core prindiples that are common to all frameworks.

Even if twp or more parties share a common policy model, this is not sufficient to support policy bridging
(automatdd inter-policy negotiation), as the terms used for each characteristicwithin the shared policy
model alsp need to be mutually understood between collectors and disclosers of health informatipn.
In other Words, the characteristics of, and terms used in, the request-for-data policy need to havg a
computablle correspondence with the terms and policies of the disclosing party’s policy in order for{an
automatedl decision to be made regarding the sharing of data. Clearand consistent use of informatiohal
consent frfameworks are an important component of that interoperability.

This document is applicable regardless of frequency or scale ‘of use and disclosure. However, it dges
assert that every use and disclosure be made in accordancéwith stated policies. It is possible that this
might be pffected on a per-data-request basis between\discrete computational services, or on a pler-
user-session based on role, or on the basis of batch trafisfer of data pushed to a business area or activjty.
For example, claims processing might be permitted*without requiring explicit consent because it is a
direct and necessary purpose associated with healthcare service delivery. In this case, the busingss
activity fqr which the data is used has a direct Felationship to the original purpose of use, and purpgse
matching|could be done for each batch transfer rather than for each individual record. The issug of
how frequently the policy services are interrogated would be addressed in accordance with suitaple
policies applying to transactions or batches. In this way, a policy enforcement point need not consult a
policy dedision point nor determine.consent for each record. The policy is, above all, an administratjve
decision that is part of the information governance activity: the policy engine automates the decisjon
within a business activity or business area wherein the data’s purpose of use and informational consent
framework will have been predefined. Such pre-specified or predefined uses cannot take place| in
a rigoroufply enforced, poliCy-compliant manner without interoperable policy specifications, whjch
includes the use of corisistent informational consent frameworks.

No partictilar technical approach for implementing policy services or policy checking is required in this
document]and implementers are therefore free to apply this to a wide range of technical approaches

Need for formalized representation of informational consent decisions

Without a focused set of informational consent requirements which automatically apply to every data
collection, the healthcare organization cannot assume that subjects of care agree that data collected for
care can be used for other purposes (e.g. research).

This classification of informational consent frameworks can be used in conjunction with functional
roles and data sensitivity classification to support interoperability, automated decision-making related
to privilege management and cross-border data flows. For example, an organization might apply a
framework which combines implied informed consent for routine healthcare service delivery and
support purposes with one which requires more explicit (but also informed) consent for follow on
purposes of use. By undertaking this alignment, the organization ensures that purposes to which data
are put, and for which data are disclosed, are done in a way with which the subject of care agrees, and
which meets applicable requirements.
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Inter-relationship with other standards
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This document can be used as a semantic complement to the ISO 22600 series and ISO 13606-4, both
of which provide formal architectural and modelled representations of policies but do not themselves
include requirements for consent.

ISO 22600-2 defines a generic architectural approach for policy services and a generic framework for
defining policies in a formal way. However, like any generic architecture, a structural framework to
support policy interoperability must be instantiated for use. A policy domain also needs to specify which
informational consent characteristics must be taken into account when making processing decisions.

Th

pn]ir‘y domain needs to cpprify 3 high-]nvn]_pn]ir‘y model r‘nnfnining those characteristic

to which

all
Th|
ins
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IS(
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IS(
sel

IS(

instances of that kind of policy conform.

ere are other standards that define interoperability vocabularies which mightfalso b
tantiate parts of a policy. Based on ISO 23903, the ISO 22600 series defines thé)necess
fology, and I1SO 21298 is a vocabulary for functional and structural roles.

/TS 14441 defines privacy requirements for EHR systems. It includes several require
ording informational consent, as well as minimum data to be recorded,/and provisions for €
ess.

vice delivery, and describes the purposes of use for which informational consent might be

13606-4 defines a policy model for requesting and preyiding EHR extracts (i.e. for one

caj
se

ISQ 22857 describes the transmission of data acress national/jurisdictional borders or the
where data are deliberately made accessibletto countries/jurisdictions other than w
ar¢ collected or stored. One key requirement.ef ISO 22857 is that this processing is carrie
faghion that is consistent with the purposes and consent obtained during the original data
an(l, in particular, all disclosures of pegsonal health data be made only to appropriate indi
organizations within the boundaries:df these purposes and informational consents.

e to which this document might be applied). ISO 13606-4 also defines a concepts rela
sitivity of EHR data.

e used to
hry policy

ments for
mergency

/TS 14265 defines the range of purposes for which personal health data might be used in healthcare

required.

particular
ted to the

situations
here they
d out in a
Collection
viduals or

ISQ 27799:2016 describes information security best practices for healthcare. It includes informational

copsent requirements for poliey* implementation, electronic messaging, access privilege ag

an

IS(

1 data protection and privacy.

signment,

21298 defines functional and structural roles. These will support the instantiation of informational
copsent policies.
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H

ealth informatics — Principles and data requirements

for consent in the collection, use or disclosure of personal
health information

1

Scope

Th
pe
ag
an

(e.

is document defines the set of frameworks of consent for the collection, use and/or disclosure of
rsonal information by healthcare practitioners or organizations that are frequently used| to obtain
‘eement to process the personal health information of subjects of care. This is imorder fo provide
informational consent framework which can be specified and used by individual policy domains
b. healthcare organizations, regional health authorities, jurisdictions, countries) as an pid to the

copsistent management of information in the delivery of healthcare services.and the communication of

ele

Thijis document is applicable to Personal Health Information (PHI).

Go|
the
he

Th

Th

ctronic health records across organizational and jurisdictional bounddries.

pd practice requirements are specified for each framework ofiinformational consent. Adherence to
se requirements is intended to ensure any subject of care‘and any parties that process personal
h1th information that their agreement to do so has been pgroperly obtained and correctly specified.

e document is intended to be used to inform:
discussion of national or jurisdictional informational consent policies;

ways in which individuals and the public @re informed about how personal health infoymation is
processed within organizations providing health services and health systems;

how to judge the adequacy of the infermation provided when seeking informational consent;
design of both paper and electronic informational consent declaration forms;

design of those portions-o0f €lectronic privacy policy services and security services that regulate
access to personal heatth-data;

working practiceg-of erganizations and personnel who obtain or comply with consent for grocessing
personal health-information.

e document does not:

address.the granting of consent to the delivery of healthcare-related treatment and care. Consent to
thedelivery of care or treatment hasits own specificrequirements, and is distinct from informational
consent.

©lI

specify what consent framework is applicable to a data classification or data purpose as this can
vary according to law or policy, although an examples of implementation profile is provided in
Annex B;

specify the data format used when consent status is communicated. The focus is on the information
characteristics of consent, and not the technology or medium in which the characteristics are
instantiated;

specify how individuals giving Informed Consent come to be informed of the responsibilities,
obligations and consequences related to granting consent;

specify requirements on how individuals are informed of the specifics of the data, data sharing or
data processing concerned;

S0 2022 - All rights reserved 1
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— specify requirements on how consent itself or the specific activities of the consent process are
recorded.Specificrequirementsonrecordingconsentin EHRsystemsaregiveninISO/TS 14441:2013,

5.3.2;

— specify any information security requirements, e.g. the use of encryption or specific forms of user
authentication (see e.g. ISO 27799).

2 Normative references

The following documents are referred to in the text in such a way that some or all of their cont

ent

constitutd
undated 1

ISO 2260(

s requirements of this document. For dated references, only the edition cited applies) |
pferences, the latest edition of the referenced document (including any amendments)appli

-3, Health informatics — Privilege management and access control — Part 3: Implementatior

3 Terrlns and definitions

For the p
apply.

ISO and IH
— ISOO0
— IECE

3.1

anonymi}
process b
longer be
any other

Noteltoe
[SOURCE:

3.2
assumed
informatigq

rposes of this document, the terms and definitions given in ISO 22600-3 and the follow

C maintain terminology databases for use in standardization atthe following addresses:
hline browsing platform: available at https://www.iso.or

ectropedia: available at https://www.electropedia.orgy

ration
y which personal data is irreversibly altered in such a way that a data subject (3.6) can
identified directly or indirectly, either by\the data controller alone or in collaboration w

party

htry: The concept is absolute, and in praétice, it can be difficult to obtain.

ISO 25237:2017, 3.2]

consent
nal consent (3.17)-done in the absence of any formal, recorded or verbal indication

agreement or any overt action(or inaction) on the part of the data subject (3.6)

Noteltoe

3.3
authoriza
granting ¢

htry: Assumed)Consent is most often done by care providers and information collectors.

ition
f pfivileges which includes the granting of privileges to access data and functions

For

N

ng

no
ith

of

3.4

collection

obtention

3.5
consent

of data by any means including that of viewing them

form of authorization, provided by the individual (3.16) to whom the data refers, that some information
processing activity is or is not permitted

© IS0 2022 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://standardsiso.com/api/?name=b2067f2f5e73e47f783b551d3b93d255

ISO/TS 17975:2022(E)

3.6
data subject

ide

ntified or identifiable natural person that is the subject of personal data

Note 1 to entry: With the collection (3.4), a subject of care (3.27) automatically becomes a data subject.

[SOURCE: ISO/TS 14265:2011, 2.10, modified — Note to entry added.]

3.7
denial
refusal of informational consent (3.17)

No
Spé
3.8
dig
div
No
is

ma
Dis
[Sq
3.9
ex
infi
No

No

3.1
he

cific data and/or Purpose(s) of Use as specified by the subject of care (3.27).

]
closure
ulging of or provision of access to data

fe 1 to entry: Whether the recipient actually looks at the data, takes them‘into knowledge or re
rrelevant to whether Disclosure has occurred. Disclosure occurs inside_the organization if th
de available to someone who is not authorized to have them, or they aré-used for a purpose not §
closure is justified if authorized. Disclosure is not justified if not authqrized.

URCE: ISO 25237:2017, 3.22; modified — Sentences 2 and3'were added to Note to entry.]

pressed consent
brmational consent (3.17) that is freely and directlyZgiven, expressed either viva voce or in

Fe 1 to entry: It can also refer to the details of the process of obtaining informational consent.

Le 2 to entry: It can also refer to the details of the process of denial (3.7).

0
plthcare organization

fe 1 to entry: Denial can apply to the collection (3.4), use (3.28) and/or disclosure (3.8) of data'for’pll or some

tains them
e data are
uthorized.

writing

n number

or social

organization involved in the direct or indirect provision of healthcare services (3.11)

Nofe 1 to entry: Service could bbe‘te an individual (3.16), group or population.

311

heplthcare service

seffvice that is the results of a healthcare process

[SOURCE: 1S0.13940:2015, 8.2.6]

3.12

identifiable person

ong who can be identified, directly or indirectly, in particular by reference to an identificatidg
or lerre-er-merefactors—specific-to—onesphysicalphysielogical,mentaleconemic—eultura
identity

[SOURCE: ISO 22857:2013, 3.7]

3.13

identification
process of using claimed or observed attributes of an entity to single out the entity among other entities
in a set of identities

[SOURCE: ISO 25237:2017, 3.26, modified — Note to entry deleted.]

©lI
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collection (3.4) of data items, such as official name, postal address, etc. that are required for naming
non-ambiguously a given person

3.15

implied consent
informational consent (3.17) that is freely and directly given, indicated by an action or an inaction rather
than a formal verbal or written indication of agreement on the part of the data subject (3.6)

Note1toe

try: This is derived from F'vproccarf cansent ('2 Q)

3.16
individug
single dis

Noteltoe

Note 2 to ¢
client, a co

3.17

informat
consent p
personal i

Note 1 to 4
(3.6) of ce
those activj

3.18
informed

permission to perform healthcare activities, veluntarily given by a subject of care having cons

competen
possible r

Note1toe
[SOURCE:

3.19
opt-in
process ol
specific, e

3.20
opt-out
process ol

1
‘rete entity

htry: This includes a distinct person or organization.

ntry: The term may refer to a person who is a subject of care (3.27), a patient, @’ data subject (3.6
nsumer or any other person.

onal consent
rovided for the collection (3.4), use (3.28), disclosure (3.8), of\dny data processing activities
iformation (3.22)

ntry: As opposed to consent (3.5) for treatment or care,this includes denial (3.7) by the data subj
tain data processing activities, or constraints and conditions that the data subject might place
ities.

consent

ce, or by a subject of care proxy, after having been informed about the purpose and
bsults of the healthcare activities

htry: A healthcare mandate requires either informed consent or authorization by law.

ISO 13940:2015, 11.2.6}

type of policy'Whereby the data subject (3.6) is required to take a separate action to expr
kplicit or prior-consent (3.5) for a specific type of processing

type of policy whereby the data subject (3.6) is required to take a separate action in ordet

withhold

o8]

of

ect
on

ent

he

£SS

to

br withdraw consent (? ';) froma Qppr‘ifi{‘ type of prm‘pccing

Note 1 to entry: In the case of Opt-out, implied consent (3.15) exists for the collecting organization to process the
personal information (3.22) unless the individual (3.16) explicitly denies or withdraws permission. Opt-out is also
a process provided by a data collecting organization in order for a data subject to deny or withdraw permission

to perform

3.21
personal
PHI

a specific type of processing.

health information

information about an identifiable person (3.12) that relates to the physical or mental health of the

individual

(3.16) or to provision of health services to the individual

Note 1 to entry: Such information can include the following:

© IS0 2022 - All rights reserved
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information about the registration of the individual for the provision of health services;
information about payments or eligibility for healthcare in respect to the individual;

a number, symbol or particular assigned to an individual to uniquely identify the individual
purposes;

:2022(E)

for health

any information about the individual that is collected in the course of the provision of health services to the

individual;

information derived from the testing or examination of a body part or bodily substance;

f)

No
wit

[S(

shortened.]

3.2

pe
inf

No
red

[S(

3.2

pr
mgqg

No

whiich can be administrative, technical, management or legal in nature.

identification of a person (e.g. a health professional) as provider of healthcare to the individua):

h other information available to the holder, is anonymised (see 3.1).

URCE: ISO 27799:2016 3.8, modified — Part of note to entry merged with definition, note

2
rsonal information
brmation relating to an identified or identifiable natural person

Le 1 to entry: To determine whether a data subject (3.6) is identifiable,take account of all the means
sonably be used by the entity holding the data, or by any other party, to identify that individual.

URCE: EU Directive 95/46/EC, MEDSEC, modified — Note to entry added.]

3
vacy control
asures that treat privacy risks by reducing their likelihood or their consequences

fe 1 to entry: Privacy controls include policies, procedures, guidelines, practices or organizational

fe 2 to entry: Personal health information does not include information that, either by itself erwhen combined

2 to entry

which can

structures,

rocessing

) over its

Note 2 to entry: Control is also used as-a'synonym for safeguard or countermeasure.

[SOURCE: ISO/IEC 29100:2011, 2,14, modified — Note 1 to entry rephrased.]

3.24

privacy policy

specification of objectives, rules, obligations and privacy controls (3.23) with regard to the
of personal informatign (3.22) in a particular setting

[SOURCE: ISO/TS"14441:2013, 3.34]

3.25

prjvacy\principles

sef of shared values governing the privacy protection of the personal information (3.22
infermation-managementlifetime

3.26

processing

operation or set of operations performed upon personal data, whether or not by automatic means

Note 1 to entry: Operations can include collection (3.4), recording, organization, storage, adaptation or alteration,
retrieval, consultation, use (3.28), disclosure (3.8) by transmission, dissemination or otherwise making available,
alignment or combination, blocking, erasure or destruction.
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3.27

subject of care
healthcare actor with a person role, who seeks to receive, is receiving, or has received healthcare

Note 1 to entry: A foetus can be considered as a subject of care when receiving or when having received healthcare.

EXAMPLE

A treated patient, a client of a physiotherapist, each particular member of a target population
for screening, each particular member of a group of diabetic people attending a session of medical education, a
person seeking health advice.

[SOURCE: ISO 13940:2015,5.2.1]

3.28
use
act of employing data or information for a specific purpose, for which access to the data is required
Note 1 to eptry: Use of data implies that the data have been collected, even if simply by viewingithem.
4 Abbreviated terms
EHR Electronic Health Record
OECD Organization for Economic Co-operation and Development
5 Congent requirements
5.1 General
This clauge specifies a set of good practice activitiésé@nd concepts related to the concept of consgnt.
Figure 1 provides an overview of the concepts and influences in the selection of a consent model, gnd
indicates the consent assurance process that follows. These aspects are discussed further in this clayse.
Consent assurance process
Request to pbtain Influenced @ . Consent model Authority and defined
consent drifen by: O selection includes: information handling
processes including:
— Legislation N ( +—= Subject of care — Permissions — Security processes
— Jurjsdictional rights and — Constraints and protections
requirements expectations — Directives — Subsequent
— Cusftom — Organisational disclosure and uke
— EtHical principles policy — Monitoring and
— Prgfessional — Intended method auditing
requirements of disclosure/use — Retention
— Priacy principles (e.g. de-identified,| — Revocation
— PECD anonymized)
— Declatation of — Purpose of use
Helsinki — Protection
— Natidnal mechanisms
— Risk management — Information
— International sensitivity — The consent model
standards — International is independent of
standards implementation
— Best practice and management
— Trus_t _ of the permissions,
— Implicit and constraints and
explicit directives.
characteristics
Figure 1 — Consent concepts
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Except where inappropriate, the subject of care has a ‘right to know’ and should be informed about the
set of conditions associated with the granting of consent. The subject of care has a right to know what
data are involved, what processes are proposed (collection and use and/or disclosure), the purposes
to which the data might be put, the length of time for which the data might remain active, and other
specifics. Broad general descriptions of the activities intended do not adequately inform the individual.

5.2 Informational consent

Consent in the healthcare environment is widely understood as an informed and knowledgeable
agreement between the data collector and the subject of care concerning certain data processing

activities including its use for various purposes including delivery of care, and includes der
subject of care of certain data processing activities, or constraints and conditions that/the
care might place on specific data or activities. It is, in effect, a contract. Informationalconser]

ial by the
subject of
tis thusa

component of the privacy, security and information management policies required forythe effe¢ctive Use,

anfl communication and management of information about an individual.

For
ap
us
im

eed to be
rollection,
osesisan

ethical, and sometimes legal, reasons, information collection, use and/or disclosure n
bropriately authorized by the subject of care. The agreement of the subjeet of care to the
e or disclosure of their personal health information of the subject of care for specified pury
portant step in the healthcare process.

5.3 Consent to treatment versus informational consent
Co
to
sin
on
sul
he

thg

hsent for information collection, use and disclosure is.separate from consent to treatmenit. Consent
freatment can itself be implied by attendance by the subject of care at a healthcare facilityf however,
ce nearly all healthcare interventions lead to information being collected, it is the use and potential
ward disclosure of this information with which this document is primarily concerned. While
pjects of care are normally content for information to be collected and used in order to prgqvide their
hlthcare, it is still important that reasonablé efforts be made to ensure that they undergtand how
ir information is to be used to support these activities and how it can be used in the futurg.

Informational consent and treatment consent remain distinct from one another, even when both are
obtained as part of a single procedui'e:

5.4 How consent relates to privacy, duty of confidence and to authorization

The establishment of mutual trust between a subject of care who, with the collection of their data,

befomes a data subject,.and their healthcare providers is both a goal and a prerequisite of effective

healthcare delivery-tadividuals who are not informed make no meaningful decisions about|how their

information willbe used, and thus lose an opportunity to develop appropriately trusting relationships
efined by
§ that they
are made
ty of care

and duty of confldence consent forms the foundation for the collection, use and/or disclosure of health
information for permitted purposes by and between users, systems, organizations or policy domains
which might need it. The concept of consent includes both agreement and denial.

The act of obtaining consent from individuals reduces the risk of arbitrary collection, use or disclosure
of information from individuals. Loss of privacy is cumulative; with each subsequent collection, use
or disclosure, more of the individual’s privacy is put at risk. Consent processes can inform the public
of the extent of that loss. However, consent processes can also create operational inefficiency; if not
well implemented, these processes will not achieve subject of care’s intended objective. A consent
framework which is inconsistent in design or inconsistently applied might have the effect of creating
the perception of protection without actually providing it, and while increasing process and cost. Legal
authority to collect and use data or to disclose it protects those collecting, using or disclosing the data
against legal risk but once legal authority is established and the data are collected, the data processing
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activities likewise need to be documented, and both process and data made secure. Where consent is
required for collection, use and/or disclosure, the process of obtaining consent provides a subject of
care with general information regarding the data’s protections and subject of care’s rights to question,
view and correct subject of care’s own data and to question the organization’s compliance with its
information management policies.

5.5 Relationship of consent to OECD guidelines

While consent is one of the OECD principles, those principles also state that it is only permitted to
collect the information that is needed in order to deliver a defined set of services. In other words, the
need to cqllect is predicated on the need to know. Justification of the need to know, and thus to collgct,
forms parft of the governance and high-level policy setting of an organization or jurisdiction.

Consentigan aspect of accountability within a society, a jurisdiction and an organization or départment;
the consent process itself defines the organization’s authority to collect data and usually.describes the
organizatjon’s responsibilities with respect to individuals' rights of control of their, 6wn informatjon
whatever those might be.

5.6 Relptionship of consent to legislation

Privacy lggislation is often based on or aligned with the OECD principles although the degree| of
agreement varies. As well, specific legal exceptions usually define when consent is not required. These
exceptionp are usually based on both ethical and practical considéerations in an attempt to crepte
balance. While this document defines consent frameworks, it does\iot provide a comprehensive listjng
of legal cifcumstances under which consent is or is not required:

Legal obligations to disclose, report or communicate data~¢an override requirements for consent, as
well as refjuirements to match the purpose for which data‘were originally collected with the purpoges
for which|the data are disclosed. In that case, the datarecipient might legally be permitted to demgnd
and to regeive information without consents. Some examples of variations include the following:

— requifements for consent and conditions fer.collection, use or disclosure without consent vary frpm
jurisdiction to jurisdiction;

— exceptions to consent requirements are often defined in legislation such as law enforcement gnd
investigations (with the authority:of a court order or warrant);

— some|jurisdictions require. statutory authority for collection but do not require consent; this
statufory authority for collection implies its uses but might not explicitly state them. This lac of
specified purposes of usetan lead to a lack of clarity and inappropriate use;

— some|jurisdictions require a duly constituted programme as the basis for collection but do not
requife consent,\In this case, the programme descriptions themselves might contain the purposes
descrjption butumight not;

— somejurisdictions do notrequire consent for collection and use but do require consent for disclosufre;

— retention periods for consent documents are often prescribed by regulation.

To provide sufficient meaning to the concept of consent for the collection, use and disclosure of personal
health information and to allow organizations to appropriately apply a fair and meaningful approach to
the application of a consent process, each jurisdiction’s choice of approach needs to meet a combination
of ethical, legal, professional and practical requirements. This document describes the various consent
frameworks and identifies the core principles that are common to all consent frameworks.
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5.7 Expectations and rights of the individual

Consent frameworks are applied in policy and in electronic and manual processes and are driven by the
following positive attributes of such processes.

a) Health information sharing supports healthcare.
b) Individuals expect that the necessary data will be made available for their care.

c) Individuals expect that their information will remain confidential and that only those who need
access for the described purposes will have such access.

d)| Organizations take account of the individuals’ right under law where such exists taexdrt control
over how the information they provide is used or further disclosed;

e) | Individuals expect to have knowledge of what data about them is held, how thdse-data ar¢ used and
disclosed, and that those data are appropriately secured.

f) | Individuals expectorganizations holding their personal information to Be-open about organizational
information sharing and protection practices.

g)| Controlled access to information maintains confidentialitysand appropriate use |of health
information.

h) | Purposes of use are defined (see ISO/TS 14265).

i) | The conflict between the protection of the individuals.privacy and the benefits to society from the
broader use of personal health information are resolved through the following:

— evaluation of benefits versus risks of negative consequences;

— transparency of policies related to usefdisclosure and protection;

— individual control over disclosuré.through the use of keywords or locks;
— use of anonymized data, inthese cases where identity is not needed;

— the minimization of disclosure to accomplish the desired purpose.

5.8 Consent directives

In [some jurisdictions;_subjects of care are permitted to express their desire by placing |a consent
difective on their-data. This directive might be authorized under policy or under law. The| Directive
might affect how'data are used or how data can be disclosed, and might be subject to limitations or
override provisions. One example is a disclosure directive which blocks disclosure to ptherwise
authorized recipients without the consent of the subject of care.

5.? Consent is related strongly to purpose of use

Informational consent is the agreement by a subject of care to permit information about the subject
of care to be collected, used and/or disclosed for specified purposes. It is in order to ensure that the
subject of care understands and agrees with the use of the subject of care’s data and by whom for
whatever the specified purposes might be that consent is sought.

Typically, the purpose of use is such that the purpose cannot be successfully carried out without the
information which is being sought from the subject of care (e.g. the purpose is treatment and care
and the data sought are essential to providing that treatment and care). Whether purposes are stated
explicitly or it is assumed that they are known to the individual, it is logical to make a direct connection
between collection and use. The explicit declaration of intended purpose, combined with consent and
defined constraints prior to granting access, helps to ensure that users understand that access does not
imply that use or disclosure is also permitted for other undeclared or inconsistent purposes. Together,
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consent requirements and purpose of use help bring clarity to situations where there are multiple and
potentially conflicting contextually sensitive policies for access to identical information items. Consent
thus aligns the policies which apply to the original data collection and management, additional use over
time and disclosure to others. Knowing the consent framework and the purpose of use for which access
to information is intended is essential in order to determine if processing activities are appropriate.

Consent only has meaning when the subject of care knows the circumstances of how the data are to
be used. Therefore, where consent is obtained (either expressed or implied), the subject of care is
only able to know about and either actively or passively agree if the consent process provides enough
information to inform the subject of care, thus providing the subject of care with full knowledge. Only
if data purposesarestatedtrsuchamanmer-tiat-the-individuatcanrreasonably understarmd-howthe
informatipn will be used or disclosed can this be accomplished. While consent should be meaningful,
the definition of “meaningful” should not impose requirements that are too onerous to be implémented,
but rathey will describe the consent frameworks which can be applied.

Informing the subject of care of specific purposes can create a logistical operational disadvantage if the
principle |s applied in too granular a fashion. For that reason, some jurisdictions have defined brqad
groups of|purposes, for example, grouping all healthcare delivery and support pérposes into a single
purpose. Exceptions can be specifically defined such as is the case where the usg of health informatjon
for marketing is not permitted.

Where data are intended for new or different purposes, that new purpose-might require a new consgnt.
Therefore, it might be necessary, before granting access, to compare the two purposes and the original
consent optained in order to decide if the new use is permitted, For example, in some jurisdictions,
data collefted for healthcare cannot automatically be used for research, nor information collected for
research ysed for care without obtaining a new consent.

It can be the case that there is a legal requirement to obtaifi*Consent for disclosure for one type of data
re-purpoging and not for others. Alternatively, consent might be generally required for disclosure except
where exdeptions exist in law, or where the law is silefion the matter. After accessing data intended for
one purpdse, that purpose and the associated consent status might need to be recorded in an audit trhil.
This is the case even if the access is supported by.law. There should still to be a record of the consent if
it is required, and the declared purpose of use-should also be documented.

Where data are anonymized or sufficiently de-identified, the data are often not subject to consent
requirem¢nts. Anonymized data are typically used for purposes which are to the benefit of the
organizatjon, jurisdiction or society as a whole, rather than to the direct benefit the subject of cqre.
Consent njight not be required because fully anonymized data does not qualify as personal informatjon
under jurisdictional law. Howeéyer, given that the risk of re-identification exists if such data are linkgd,
some juripdictions prohibit\the disclosure of de-identified individual records without consent. That
said, toolq to de-identify,or“@nonymize data are improving, as are tools to assess re-identification rigk.

Sometimes purposes;pfuse are implicitly assumed or permitted without explicit agreement. Purpoges
of use whilich suppert the delivery of care, such as eligibility and reimbursement, are often assumgd.
Purposes |of use,which are to the good of society are often permitted without explicit agreement, ¢.g.
public heglth"and safety. The public interest rationale as an exception to individual privacy might|be
applied canmiprehensively, as in the case of infectious disease reporting, or might be applied on a cake-
to-case basis.

Data purposes can be defined and stated according to ISO/TS 14265.

5.10 Consent to collect and use versus consent to disclose

Consent from an individual is required separately for collection, use and disclosure of the individual’s
data. That said, where only the data required to fulfil the stated purposes of use is collected, the
activities of collection and use are so closely related as to create a single process, i.e. consent is typically
sought to both collect and use information in a single process. Use and disclosure activities, however,
are separate from one another and consent is separately required for each. While one process might be
instituted to obtain consent for both collection and use and for disclosure activities, it can be appropriate
to ask the subject of care to grant consent to the collection and use of data for one purpose or set of
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purposes but permit him/her to refuse consent for its disclosure for those same or other purposes. The
two activities might not always be tied together unless the service is severely compromised by doing
so. Ajurisdiction can have a legal requirement to obtain consent for one process (e.g. collection and use)
but not for another (e.g. disclosure).

5.11 Consent is applicable to specified data

For consent to be meaningful, it requires knowledge, understanding and agreement as to how the
information will be used, accessed and disclosed for each piece or group of data collected. Where one
piece (or “group”) of information might be deemed suitable for disclosure in a circle of care, other
“goups” of information might not be so deemed and thus require explicit consent, i.esd different
frgmework. These differences are typically related to the purpose for which the informatign is to be
used and the data’s sensitivity. For example, certain pieces of information that are deemed stitable for
heplthcare delivery are not typically disclosed for support of care, such as services billing.

n

q

verything
ider set of
y sensitive

default, some organizations and systems allow clinicians with a care relationship’to access e
the EHR, and then require the organization to author policies which specifically enable a w
keholders to access certain basic information, or to narrow down the a€cess to particularly
prmation and secrets.
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" those who need data and have authority to access and use dt, Strictly controlled acce
blied if the potential data flow is known and controllable alongthe full lifetime of the data
organizations to meet their practical, clinical and ethical-objectives, privacy risk can bd
agginst the potential for clinical risk if the information i§)not made available. Creating aj
balance requires that thought be put into access controlidesign, taking into consideration
requirements and subject of care rights and wishes, for‘both clinical care and adequate pr
coisent framework chosen has a direct effect on theCeffectiveness and efficiency of the imj
acgess, as it opens up or closes down access to data:

5.12 Consent related to disclosure
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communicating health information;:the problem is one not only of determining that
'mitted to access particular items of information, but also ensuring that the user can use ¢
m. It is therefore essential to enstre that the context within which collection, use and di
erted is the correct one andithat the agreement made covers not only use but disclosur
closure of personal health information is desirable for delivery of care outside the original
1 using organization espetially within a sharable EHR and this is often supported by speci

a user is
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e. Further
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ce an organization holds data, it is often assumed that disclosure of it by the organization fo
similar purposesis also permitted, but this is not always the case. In addition, there is a
fween legallytequired and legally permitted disclosure. Police might be able to access heal
part of a cfiminal investigation, but such disclosure, while permitted by law, might not bg
ess appropriately documented authority is provided (e.g. a subpoena). The circumstances
1 theapplicable law will determine the appropriate action.

5.

3-Exceptionalaccess
In jurisdictions where consent policies do not permit routine access, a positive activity can be invoked
in exceptional situations where a second set of permitted activities is appropriate, potentially enabling
access which standard policy does not permit. Sometimes known informally as “break the glass” or
“consent override”, this exceptional access to otherwise unavailable data might apply to select persons
or roles or to specific situations. The invocation of an exceptional access policy might occur when the
subject of care is incapacitated but where, as is the case in emergency care, it is assumed that he or she
would prefer the information to be made available. The invocation might also occur where an individual
is a present danger to himself/herself or to others, or where public health is threatened. Such conditions
are often specified in law.

A critical factor is that the additional activity is authorized by a policy that in many instances is either
not written down or is not documented in a way that people think of as being a policy. The ensuing
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consequence is that people think of it as overriding the policy, when in practice they are either fulfilling
a documented exception which overrules a constraint in the policy, or they are invoking the second
policy because its criteria have been met. Neither policy is actually being over-ridden, both are being
fulfilled; policy is not ignored or bypassed, a situation which leads to unregulated behaviour.

The information having already been collected, this access policy applies only to uses and disclosures,

and while
the word

it is often referred to as a policy override, a consent override or a consent directive override,
"override" is a misnomer. The two policies, documented and cross-referenced, establish the

criteria wherein the policy which permits access is embedded in the policy which initially restricted it.

The polic
permissiv
permits a
that such
activity m
special kg
and auditi

5.14 Ch4

It is ackn
circumstg
likely use
case, extr
language

jurisdictid
presumed
same duty

e than the original policy which restricts such access. The application of a policy, whijch
h exception, which permits access, can have additional protections applied in order to-ens
activity is not undertaken lightly: it might also be subject to additional access controls, the
ight require that the action be invoked by two authorized persons together, it might requlfire
lywords or passwords, it might require additional notification and/or increased monitoring
ng of the activity.

llenges associated with obtaining consent

bwledged that undertaking the consent process can be difficult.\Subjects of care can have
nces such as age or disabilities that have prevented them from(becoming informed about the
5 of their information, or they cannot effectively communieate their decisions. In the former
h care should be taken in order to ensure that informatidn is provided in a suitable formaf or
that is accessible to the subjects of care and to ensure-that it has been understood. Differgnt
ns have differing legal and process requirements for-judging if and when young people are
to be competent for the purposes of consent to t¥éatment and are therefore entitled to the
of confidentiality as adults. In some jurisdictions, subjects of care under the legally specifjed

age but who are judged to have the capacity and understanding to take decisions about their ojvn
treatments are also entitled to make decisions about‘the use and disclosure of information they have
provided In confidence.

Where thpse who perform data collection are ‘aware of the surrounding circumstances, there is lgss
risk that the individual’s ability to commuhicate their consent decisions is diminished.

6 Congent frameworks

6.1 Givijng consent

In the context of healthninformation and healthcare service delivery, the establishing of consent is a
process whereby a set of constraints is agreed so that information may be collected and used|or
disclosed.

For the consentyprocess to be valid, consent should be

S iven Ihyrtho cliont cnlanct Af ~novn doba cnlanat cnhotibiibn dociciny syl A vt n
g bythe-chent-subjectofcare-datasubjectsubstitute-decisionmaker-orrepresentative;

— knowledgeable,

— voluntary (not obtained through deception or coercion),

— related to the information in question, and

— applied to relevant information processing activities both by collector/user and discloser.
The following general principles apply.

a) Consentis applied to relevant information processing activities.
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For consent to be valid, subjects of care should be informed of the circumstances of the data, the
data’s subsequent use disclosure, general protection and retention and other specifics, as described
below. With adequate information, subjects of care are able to give valid agreement knowing that
to which they are agreeing.

Requirements for consent and other data protection controls should increase in effective
proportion with both the harm and distress that the subject of care could suffer if the data were to
be released or misused. Also, data protection should increase as the degree of benefit to the subject
of care lessens. This is especially true if the subject of care perceives a lack of knowledge of the
data use or where there is no direct benefit to the individual. Where benefit to the subject of care is

1 1 L 1 1 > 1 1l e 'l 1 A 1 1 11 -
TCSSTITCT, 10T TXAaIpIc WITCIT USIITg IITalticar c tdata 10T rescar CiT, COITtr o1s siroura mereasc|to protect
the subject of care from harm. One of these controls is obtaining consent.

Consent for collection implies consent for use where purposes are specifically stated.

Only that information which is needed to deliver a programme or service andwhich is d¢fined as a
purpose of use should be collected.

Consent for collection and use are distinct from consent for disclosure“Consent for disclogure is tied
to the use to which it will be put by the data recipient, not the usete'which it was put by the data
collector. This implies a responsibility on the part of the data diseloser—the original collector—to
ascertain the intended uses by the data recipient so as to ensure that the purpose(s) of ude remains
the same. That said, disclosures might be permitted by lawandlimited to those where thg use is the
“same” or “consistent” with the original purpose(s). Where statutory authority permits disclosure,
it often defines or implies permitted purpose of use, e.g{infectious disease reporting.

NOTE Discussion includes the distinction that disclosure can mean not that data left the organization,
but that data are shared internally for a purpose thatis-hot the same as the one for which they wer¢ originally
collected. The definition of what constitutes disclosure can be different in different jurisdictions,

Disclosure outside of the care organization’in which information is initially collected might need
explicit consent, but within the organization its use can include many hundreds of staff. As well,
it can be quite important for a hospital to communicate with an external care provider| such as a
general practitioner. Such communication is largely assumed to be permitted for safe fontinuity
of care and consent is not usually sought explicitly. This distinction between use and lisclosure
usually manifests in practice enly when the information is sent to a more remote third party (e.g.
second opinion) or, more-importantly, when used for a different purpose (insurer, resear¢h, etc.). In
this way, consent is strongly tied to purpose of use and to the need-to-know of a third palrty. These
relationships shouldnot be assumed, but should be actively defined.

An organization-should not make it a condition of service that an individual grants congent to the
collection, use'or disclosure of information beyond what is required to fulfil the explicitly specified
and legitimate purposes.

Subjects-of care should be able to give purpose-of-use-specific and separate consent wheie the uses
of the-data are not directly related to each other. For example, consent for use of infor$ation for

fund raising should be available separately from consent for the use of the same information for

vacaarch
oot

T CTT

Where the data are required for the delivery of the service and hence the subject of care is not in a
position to refuse consent, notice of data uses and routine disclosures should be made.

Where data disclosure is either required or authorized by legal statute, notification of such
conditions should be made.

Consent should not be obtained by deception or by misleading the individual.

In determining the type of consent to use, the organization should take into account the sensitivity
of the information, as well as the purpose of use. More sensitive information would require more
explicit forms of consent. In fact, some jurisdictions might define all health data as sensitive thus
requiring consentin all cases. Where consent is the only basis for authorizing the use of information,
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the organization should take into account the purpose for which the information is required (e.g.
treatment or research) as this affects the type of consent, as well as the extent to which the subject
of care is expected to understand the use.

m) To whom data may or might be disclosed should be described in a manner that is understandable to
the subject of care to a level of detail relevant to the environment within which the disclosure will
be made. To be valid, a consent should include a description of the group who is allowed to access
and thus use the information granted in the consent. In all cases, this definition should be made at
such a level that the subject of care can understand. A consent should not be asked for a larger use
group than what is needed.

n) Consgnt can be given by an authorized representative. Representatives or substitute de€isjon
makel's can be assigned through legal process or through policy for reasons of lessened capacityj or
other|explicit reasons that apply.

0) Consgnt should not be used in an attempt to override obligations set out by other principles.

p) No regson need be given by the individual for refusal of consent. Refusal reasons should not|be
docurhented as they can imply the presence of sensitive information.

q) A subjject of care’s statements on informational consent effectively fofma document which ¢an
refer fo the existence of private information. Therefore, caution should be exercised when releasijng
the cgnsent information, especially in the case of disclosure refusals or where denials exist. For
example, the release of a refusal to disclose mental health or addiction data immediately informs
the r¢cipient that such data exists. Therefore, the amount of information to be disclosed shonld
be linpited to only that which is permitted to be disclosed;xand should not include references| to
inforlllation whose disclosure is not permitted.

r) Individuals should only give consent to activities related to data or information about themselveq or
aboutsubjects of care for whom they are authorized representatives. A person cannot give consent
for the collection, use or disclosure of data or information about another, for example, data aboyt a
family member or spouse that might appear.ify the health record of the individual. A care provider
may 1jot give consent for a subject of careunless the care provider is also the subject of care’s legal
repregentative.

s) Healthcare organizations should be directed to record and manage consent and consent directives.

t) Healthcare organizations should be directed to adequately secure the consent process and [its
recorfl in order to, if needed, provide information about the circumstances of the consent itself gnd
the pttocess applied and to'preserve its availability, authenticity and integrity.

u) Healthcare organizations should be directed to audit access to, as well as use and disclosurg of
recorfls in accorddnce with consent directives and policy.

6.2 Types of consent sta

Consent t collect and use or to disclose can be specified explicitly and documented but it can also[be
implied 0o ] ill SUIIIT LAdstTS, llUt I Cbluil Cd dad d lllattcl Uf lavv. CUIIDCllt tU ustT data fUl d lJCll tibu}al lJul PUSe
can also be implied, although it is almost always a requirement that the purposes be declared. Consent
can sometimes be assumed by the data collector but where the collection, use or disclosure is not
agreed by the individual, either explicitly or implicitly, it is considered no consent. This can be because
consent is not required, consent is not offered or consent is not available. Any of these circumstances
can result in no consent being obtained. However, if a consent process is inadequately applied and thus
a valid consent is not obtained, that is considered an error and is not described. The types of consent
states are therefore as follows.

— Express or expressed: consent to collect, use and disclose personal health information is expressly
given by the subject of care.
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Implied: consent to collect, use and disclose personal health information is implied by the actions
or inactions of the individual and the circumstances under which it was implied.

No consent sought: consent activities are not undertaken and consent cannot reasonably be
implied. The most common circumstance that results in no consent being sought is that consent is
not required and is therefore not offered nor obtained.

Assumed or deemed consent: the collector, user or discloser activates processes based on their
belief that the subject of care has, or would have, consented rather than any active or implied
decision on the part of the subject of care. This is a special type of no consent sought.

6.3

Detailed requirements

Figure 2 describes the information that is required for express as described in 6.3.1/and Jmplied in
6.3.2 consent. These frameworks differ in how information about the intended uSage of the data and

the choices an individual has about such uses are framed and how the viewpaint of the individual is
obfained.
N
Hxpressed and implicit consent Consent @%led or refusal recorded
ipformation data requirements %
— Purpose of use, including — Refusal reasons not requjred
— Intended use (e.g. treatment, research) — Refusal reasons should npot be
— Intended disclosure recipient(s) documented (as these cajn imply
— Reasons for disclosure if required by legal the presence of sensitive
statute information)
— Approach to confidentiality — Constraints or specific adcess
— Protections to be applied recorded. This may include:
— Retention and disposal of data — How it may be used or
— Description of data disclosed
— Source of data — Limitation and overrifle
— Sensitivity of data conditions
— Information on right to refuse consent — Exceptional access copditions
— Information on right to revoke, reseind or
withdraw consent, and associated
implications of this
— Consent time frame of validity
— Information access rights

4
6.3
3.

\ % \_ Y,

Figure 2 — Express and implied consent requirements

17\ Express or expressed (informed) consent

Also known as explicit consent, this framework describes an interaction between the healthcare
provider or data collector and the individual, with the active recorded agreement to the activity and

the

details of the activity by the subject of care. Express consent should also include all of the following.
Obtaining consent requires a reasonable effort on the part of the data collector.

Active agreement can be indicated verbally or in writing.

Agreement should be based on knowledge.

Agreement requires that the subject of care is adequately informed. That said, it is not possible to
always determine whether the subject of care is actually adequately informed. Reasonability tests
should be applied to processes which might be subject to legal or ethical requirements.
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Agreement requires that for the subject of care to obtain an adequate level of knowledge about the
collection and use and/or the disclosure of data, detailed information should be provided to the
subject of care with respect to the data given in Figure 2.

A description of the data which can include example data elements.

The source(s) of the data if collection is indirect rather than collected directly from the subject of
care.

The intended purposes of use including the name of the legally constituted programme or initiative
which uses the data for the named purposes of use.

The iJntended disclosures, the organizations to which the data may or might be disclosed, and“the
Purpgse(s) of Use for which data may or might be disclosed.

The lggal or policy authority (if applicable) for the collection and use and/or disclosure,

The lggal or policy authority (if applicable) which gives the data discloser the authority to disclpse
if collpction is indirect.

Details about retention of the data: timeframe and intended or eventual disposition.
The gkneral approach to safeguarding confidentiality.
The syibject of care’s rights to refuse consent and to continue to receive services in the face of refusal.

The spbject of care’s right to revoke, rescind or withdraw €ensent, provided reasonable notice is
given| Revocation cannot be retroactive.

The implications of either refusal or withdrawal of consent.
The time frame for consent applicability and infofmation regarding the refreshing of the consent.
The sfibject of care’s rights to access to the cellected information concerning the subject of care.

Inforgation provided should be stated:in such a manner that the individual can reasonaply
undeystand. Reasonability tests should' be applied where consent processes should meet legal or
ethicgl requirements, taking into the'consideration what is practical given the circumstances gnd
setting of the data processing activity and the actors involved.

Consgnt should be obtained-at the time of collection, preferably at the first contact.
If agreement is verbalsthé fact of it should be recorded.

The individual’s indication of consent and its details, including where written or that given verbglly
shoulfl be recordéd and stored in a form that is secure, understandable, available and, in order to
ensurje authenticity, preserves the integrity of the record.

The cpnditions of consent, and the information supplied at the time consent was obtained, should|be
stored securely, be available and, in order to ensure authenticity, preserve record integrity

A new purpose might require that a new consent be obtained, depending upon how closely the new
purpose is tied to the original purpose.

A new organization or individual to whom the data are disclosed might require that a new consent
be obtained, depending upon how closely the new organization is related to one already specified.

Exceptions can exist in law or policy; for example, if the seeking of consent would compromise the
availability or accuracy of the information, or compromise a legal investigation.

Subjects of care have a right to have knowledge of the organization’s information management
policy with respect to the subject of consent.
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Subjects of care should be provided with information regarding contact with the organization in

case they have questions.

6.3.2 Implied (informed) consent

This framework describes an interaction between the healthcare provider or data collector and the
subject of care, with the active agreement to the activity and the circumstances of the data collection
and use and/or disclosure on the part of the subject of care. To be valid, implied consent should include
the following.

AgTEEMENt IS Inferredfromr comduct or imptied by actior:
Informed implied consent or “knowledgeable cooperation” includes both knowledgeand

“Knowledge” can be imputed based on reasonable attempts to make the public‘awarg
particular member of the public does not have the knowledge but “could have,éishould hav

“Action” can include “inaction” when there is knowledge that something is occurring and
not taken to refuse to be involved and if it can be shown that the perSenrknew or had a 1
opportunity to know that something would happen unless an objection was raised (the p¢
action to indicate that the subject of care did not want the partieudar thing to happen).

Agreement should be based on knowledge.
Agreement requires that the subject of care is informed,

For the subject of care to achieve an adequate leveliofknowledge about the collection and
disclosure of their data, information should be provided to the subject of care or more ge
the public with respect to the data given in Figure 2:

A description of the data which can includéZexample data elements.

The source(s) of the data if collectionis indirect rather than collected directly from the
care.

The intended purposes of use ineluding the name of the legally constituted programme o1
which uses the data for the'tnamed purposes of use.

The intended disclosufes; the organizations to which the data may or might be disclose
purpose(s) of use forwhich it may or might be disclosed.

The legal or policyauthority (if applicable) for the collection and use and/or the disclosur

The legal ot/policy authority (if applicable) which gives the data discloser the authority {
if collection'is indirect.

Retention of the data: timeframe and intended eventual disposition.

Geéneral approach to safeguarding confidentiality.

Action.

even if a
e known”.

steps are
easonable
brson took

use or the

nerally to

subject of

" initiative

d, and the

e.

o disclose

The subject of care’s rights to refuse consent, and to continue to receive services, in the face of

refusal.

To revoke, rescind or withdraw their consent where they have that right, provided reasonable notice

is given. Revocation cannot be retroactive.

The individual should be informed of the implications of either refusal or withdrawal of consent.

The time frame for consent applicability and information regarding the refreshing of the

consent.

The subject of care’s rights and opportunities to access the collated information concerning the

subject of care.
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6.3.3 Np consent sought

In this frame

To have knowledge of the organization’s information management policy with respect to the subject
of consent.

The relationship between the healthcare provider or data collector and the subject of care should
be described. The healthcare provider or data collector should provide the following general
information regarding contact with the organization in the case of questions and a privacy notice
made generally available to all subjects of care and the public:

The legal name of the entity that collects the data.

A general description of the personal data that are typically collected.

The ppurposes of the collection and processing of personal data and the typically employed transfers
of the|data.

The options and means that the subject of care may use in order to control the use and disclosurg of
persopnal data.

The means by which they can exercise their rights of access, rectification, cancelation or oppositipn.

Information provided should be stated in such a manner that the jndividual can reasonaply
undeystand.

The ipdividual’s consent is not generally documented, howeveryif documented, the individugl’s
indicdtion of consent, the conditions of the consent and the information supplied at the time the
consent was obtained should be recorded and stored in a form that is secure, understandalle,
availgble and, in order to ensure authenticity, preserves the'integrity of the record.

Consgnt should be implied at the time of collection, preferably at the first contact.

A new purpose requires that a new consent be obtained depending on legislation. It can be a matfer
of judgement how closely the original purpose and the new purpose align.

A new organization or individual to whem the data will be disclosed might require that a new
consejnt be obtained depending upon legislation. It can be a matter of judgement how closely the
origiral organization or organizations§ and the new organization are related.

Obtaiping consent requires a reasenable effort on the part of the data collector.

Exceftions might exist in law.ar policy. For example, if the seeking of consent would compromfise
the availability or accuracy of the information and the use is reasonably linked to the purposeg of
an inyestigation.

Therd can be strong\pressure from privacy commissioners to restrict the use of implied consent
wher¢ the inforration to be disclosed is of a sensitive nature - as it is in healthcare.

no consent interaction between the healthcare provider or data collector and the 1nd1v1dual with no
agreement to the activity on the part of the individual.

18

The “no consent” state applies separately to collection and use and to disclosure. These two activities
can be controlled separately under law or policy.

Authorization for collecting and using or for disclosing data might exist in law or policy without
mentioning consent. In this case, consent is not required simply because no law or policy exists
which requires it, or mentions it, and thus consent is not offered nor obtained.

Authorization for collecting and using or for disclosing data might exist in law based on specifically
defined circumstances as might be the case in some jurisdictions. An example is infectious disease
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legislation which can require disclosure without the consent of the individual and so a consent
process is not offered and consent is not obtained.

Notice of the circumstances of the data, purposes of use, disclosures, retention times and other
required specifics of the process should be provided at the time of collection or as soon as possible
afterward and should anticipate possible future disclosures and provide a general description of
likely disclosures.

Consent to collect and use might not be required and therefore not obtained

if the data was collected lawfully under the provisions of collection without consent, or

Co

6.3

In

an
(or
(de
fra
asy

if the information is publicly available.
hsent to disclose might not be required and therefore not obtained

if the purpose of use is the same as the original purpose of use for which theidata was collected and
that purpose is clearly in the interests of the subject of care,

if it is used for the purpose of acting in respect of an emergency that\threatens the lifef health or
security of an individual,

where authorized or required by law,

if it is made to a barrister or solicitor who is representingthe organization,
if it is required to comply with a subpoena or warrantor order of the court,
if it is requested for the administration, investigation or enforcing of law,

if the information is publicly available, or

if no law requires it. In other words, if the:law is silent on the matter.

4 Assumed consent (deemed.consent)

this framework, the consent of the individual is assumed by the collector or user of the information
1 is done in the absence of any~formal recorded or verbal indication of agreement or any overt action
inaction) on the part of(the subject of care. Assumed consent is not a true consent as the action
cision) is made by the ‘data collector and not the subject of care. It is a special type of o consent
mework and cannot be characterized as an agreement by the subject of care. in some envifonments,
umed consent is-deecepted as ethical and is legal.

The assumptien is made by the data collector and not by the subject of care.

Purposes of use for the data collection and/or disclosure are assumed to be known or[should be
known to the subject of care because they are of a ubiquitous nature within the jurisdictipn and are
widely known to the public. In other words, the jurisdiction provides generally and widely available

ihformation about the collections, purposes of use and disclosures.

In using an assumed or deemed consent framework, it is not possible to make assumptions about
purposes of use that are not clearly apparent.

Collection can be direct or indirect.

Assumed or deemed consent lacks some of the characteristics associated with explicit or implied
consent.

No notice or description specific to the collection, use and/or the disclosure is provided at the time
of collection.

No indication of agreement with the intended collection, use and/or subsequent disclosure is made.
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7 Mechanisms and process: denial, opt-in and opt-out, and override

7.1 Express or expressed (and informed) denial

Denial is an outcome of explicit consent gathering and of making a choice rather than a pattern of choice.
Denial models the concept of a secret which is unknown and the fact of the secret itself is kept secret.
This negative consent or refusal of consent is called a denial. Using a denial, a subject of care can give
full access to every other piece of information and denied information is still not seen. The purpose is
to prevent pressure to give a consent (agreement to share personal health information with everybody
inside a care organization but not to allow disclosure to external organizations is both an agreement
and a denjal in a single statement).

In some jlirisdictions, a subject of care can be permitted to deny disclosure as a separatecaction| (if
purposes |of use are described at the time of collection, use cannot be denied. To do so weuld reqult
in an inappropriate and unnecessary collection) or even to deny disclosure of specifi¢ ‘data andjor
to a specific organization or health provider or person. Explicit denial can be permitted where data
collection|is legally permitted without explicit consent. The difference is if information is assumed to|be
denied orjassumed to be allowed. The desired result is to know what accesses to\information are bgth
permitted or might be granted and which ones are not permitted or might nét be granted. Whether it
is more expedient (and acceptable) to ask people to state what they want telfappen, or what they want
not to hapgpen, is a matter of what is efficient and tractable to achieve. Asking the individual to indichte
their prefgrences as a set of agreements or a set of denials is simply the choice of assuming agreement
in the fac¢ of no objection, or assuming objection in the face of no.agreement. If all the information is
denied by|default, then a consent is needed and should be sought‘évery time information is collected,
used or disclosed. If information Collection, use or disclosure is.allowed by default, then to have control,
an individual would specifically prevent a piece of informatipn from being collected or disclosed.

Where data are not available because the subject of care refused to provide consent, that refusal ¢an
sometimef be overridden in the case of an emergengy;'it is assumed that an incapacitated subject of
care would prefer the information to be made available. Consent is often assumed for emergency cqre.
However, fin this framework, denied information'can’t be seen even in emergency, and thus a consent
or denial|should be specified separately and:texplicitly for emergency care as opposed to routjne

Where it [exists, a denial should be removed before use or disclosure can take place. A previously
authored fenial will need to be revjised to allow for one or more specific disclosures (e.g. “deny accgss
to all nurges” is changed to “deny access to all nurses except for nurses at hospital A”). Clearly, only
those authorized to edit that policy stipulation can do this.

Where a denial is permittéd,'this might not always be the right decision. In the healthcare setting, dne
might wish to indicate-that other information exists, or may go as far as to include a description aq to
what sort|of information exists but is being denied, so that it can be sought under a separate process

Denial can be <done with no constraints but be broad and generic. However, practicality gnd
implemeliation issues exist related to the level of granularity of the application of denial. There will
inevitably] beylimits on systems such that denial might need to apply to whole records, or subsetq of
records asopposed to imdividuat data Ttems. Decisions must be taker a5 to witat data and under what
circumstances a denial is permitted considering: the need or wish for setting the denial, the information
being denied, and to whom, and the mechanisms for its removal. The fact that withheld information can
constitute a downstream risk to the patient during future clinical encounters is part of good informing
practice. The means of engaging the subject of care in the decision is as important as the end result
because the desired outcome will influence the decisions as to how that engagement takes place, and
how that engagement takes place will affect the eventual outcome. It can be necessary to document the
individual’s denial choices and the conditions and information supplied at the time.

Where a denial is removed, the consent process should be reapplied, thus engaging the subject of care
in a detailed review of consent and denial choices. Documentation should be recorded and stored in a
form that is secure, understandable and available.
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A related matter is what to do when there are conflicting policies, for example, if a subject of care

permits a clinical team to see a medication list but denies them access to a psychiatric

record. A

conflict might arise if the psychiatric record includes medication prescriptions. Agreement and denial
stipulations have to be drafted in a way that avoids overlaps or gaps: in overlap and gap situations, the

consent stipulation is indeterminate, neither permit nor deny can trump the other unless th

e wording

clearly states this. There can be conflict of interest between a patient’s wish and a professional’s duty to
document and share, e.g. to keep a medico-legal record of care provided and its rationale, similar to the
conflicts that can arise between parental wishes regarding teenage children. A denial to disclose also
means that the information will not be available for other purposes such as health system management.

For all these reasons, jurisdictions should carefully consider the design and implementation

the denial

fuipction.

7.2 Opt-in and opt-out

7.2.1 General

Opit-in and opt-out are patterns of choice that can be offered through a consent process.
7.2.2 Opt-in

Th process of opting in affects how the consent of the individualis obtained and operates

forjms of consent that employ an active mechanism, i.e. expressed or implied. With the case of
individual should take the action for any consent to be valid=~to actively make a choice.

7.2.3 Opt-out

against all forms of consent that employ an active mechanism, as well as those which do
consent. With the case of opt-out, the individual should take the action of indicating that the
dops not wish for their data to be included in processing. Here, too, the individual activel
choice against the activity.

7.3 Override

hgainst all
opt-in, the

The process of opting out also affects how the corisent of the subject of care is obtained anﬁ operates

ot, i.e. no
ndividual
7 makes a

Ovgrride is not about obtaining, documenting and complying with consent, but about whern and how
to operate differently against already specified consent stipulations. Some jurisdictions might permit

or|deny collection, usé and/or disclosure by the application of an additional and differ

ent policy

which permits whathas previously been prohibited. In practice, the organization is eithey fulfilling

a Jocumented exeeption which overrules a constraint in a policy, or the organisation is i

nvoking a

se¢ond policy because its criteria have been met. Neither policy is actually being overriddern, both are
being fulfilled>policy is not ignored nor bypassed, a situation which leads to unregulated behaviour.

Where thisiig’/permitted by law or policy, an organization or person with appropriate author
authorization may do so within the constraints of the permitting policy.

Fol aldomplete set of diagrams illustrating opt-in and opt-out, see Annex A.

ity and/or

For examples of implementation profiles, see Annex B.

8 Minimum data requirements

A consent documentation record should include

— adescription of what data are to be collected and used or disclosed,
— for what purpose of use,

— towhom,
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— on what date the consent comes into effect,

— for how long the agreement and constraints are effective,
— if/when the decision has been refreshed,

— if/when it has been revoked, and

— what specific information about the data and their proposed uses, disclosures, retentions, etc. was
provided to the subject of care at the time the consent was obtained,

or
— adesgription of what data are not permitted to be used or disclosed and to whom,
— for what purpose of use,

— on what date, and

— whatlinformation was provided to the subject of care at the time.

When corlsent details are modified, both the original and the new consentdetails should be retairjed
to provideg traceability. For example, where consent for an activity or type of data was initially refuged
and then later obtained, it is advisable to retain both the initial refusal and the later acceptance. Thé¢se
records afe needed for auditability.

Records of expressed consent should include the following general categories of data elements.

— Inforgnation about the data: purpose of use, activity consented to (collection, use or disclosure),
intengled purpose of use, description of the data.

— Inforgnation about the actors: subject of care, datadiscloser (if applicable), data recipient.

— Inforgnation about the consent: date obtainéd, date expires, date refreshed (if applicable), date
revoKed (if applicable), date refused (if applicable), reference to the form or process used by the
organlization at the time the consent was-obtained, if overrides are permitted.

A consent|record should
— identify the sender, recipient and’/subject of care,

— include the purpose of use or set of purposes which are permitted to be collected and used| or
discldsed,

— specify the activity)permitted: collection and use and/or disclosure,
— include the validity date range,

— Dbe linkedddirectly to the data to which it applies,

1de el + 1 daota + Laiacle 34 1: A |
— persistwitntie aata to-wiitn e appres;ant

— be secured in order to preserve confidentiality, integrity, availability in order to provide proof of
authenticity of the process and the consent record.
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Consent framework diagrams
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Consent fraomeworks
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Consent
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- — - > .t O ] ———
1
Personalised information, and/or E Permissions whlc_h Partle &
EXpI'ESS direct discussion, leading to a decision - === b individuals
———————————————— - .
consent Opt-in or Opt-out may lead to this scenario i Denials te?ms_
e 5 & > organisationp
Publicly accessible information, i .
S . ' Which purposgs
Implied discussion optional - ' Publishéd'défaults apply purp
consent Opt-in taken for granted H
Opt-out: if occurs then becomes explicit consent .
: Which personal data
Assumed to be informed from context of care, E Published or unpublished
Assumed no dedicated information, no discussion . defaults apply Which time per ods
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Opt-out: if occurs then becomes explicit cohsent '
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collect
Assumed to be acceptable/le¢gal.from the situation,
No no dedicated infornjatigh, no discussion | Unpublished defaults apply store
———————————————— P = ———
consent Opt-in notrequired ! . use
sought Opt=outnot offered ' disclose
Figure A.1 — Consent frameworks
Figure A.1 describés the options that can be provided, but does not assert which options are appropriate
nol seek to indicate whether not offering consent is appropriate or inappropriate. Denial can only be
giyen explicitly, and therefore only applies in Figure A.1 to the first of the four options. In practice,
agreements and denials are two alternative (or combinable) ways of specifying what the consgnt agrees
or disagrees to and are part of the specifying, not the informing, process. Capture and implementation
Of h St Aanial crn it non aedon 39 oy A ot n AT o
./Al.lllbll. UCTIIIdar Jl.l\/\zlll\,(/ll,l\.lll‘) calirdrioc 111 qu_y Ul LIIC TIT OO0 LIITI T O UIJLIUAAJ-
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Consent
B —
Inform Specify
- e — - —
Personalised information, and/or Permissions Whlgh %artiey
. . . . c e R e e o — — — — »
EXpI'ESS o d_lrec_t dicuism_n, liadl_ngf a_deimT - 1ndividuals
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Publicly accessible information .
o . ' Which purposes
Impl ed discussion optional Published defaults apply g purp
consgnt Opt-in taken for granted
Opt-out: if occurs then becomes explicit consent
Which'personal data
Assumed to be informed from context of care, Published or unpublished
Assurhed no dedicated information, no discussion defaults apply Which time periods
P o — o = = = = = = ——— — e g
consént Opt-in taken for granted
Opt-out: if occurs then becomes explicit consent
Which processing:
collect
Assumed to be acceptable/legal from the situation,
No no dedicated information, no discussion Unpublished defaults apply store
———————————————————————————— =
consgnt Opt-in not required . use
sought Opt-out not offered disclose

Figure A.2 — Opt-out- Default options

Opt-out cqgnstitutes a process provided by an©rganization collecting data whereby a separate action is
required in order to withhold or withdraw/censent for a specific type of processing. In this case, impljed
consent r¢quirements exist for the organization to process personal information unless the individpal
explicitly denies or withdraws agreement.

The procgss of opting out operates’ against all forms of consent that employ an active mechanism,| as

well as thpse which do not, i,e\no consent. With the case of opt-out, individuals should take the act

on

of indicating that they do notwish for their data to be included in processing. Here they actively make a
choice agdinst the activity,
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Consent Opt-in taken for granted
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collect
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No no dedicated information, no discussion ! Unpublished defaults apply store
———————————————— P NN —_—————
Consent Opt-in not required : i use
Sought Opt-out not offered disclose
Figure A.3 2~ 0Opt-out - If exercised

Oplt-out constitutes a process provideéd by an organization which collects data whereby a separate
action is required in order to witliheld or withdraw consent for a specific type of processipg. In this
cage, if exercised, the opt-out process constitutes a type of explicit consent required on the part of the
organization.

The process of opting out‘operates against all forms of consent that employ an active mechanism, as
welll as those which de not, i.e. no consent. With the case of opt-out, individuals should take [the action
of Indicating that theéy do not wish for their data to be included in processing. Here they activ¢ly make a
choice against theaetivity.
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