TECHNICAL ISO/TS
SPECIFICATION 17574

Third edition
2017-03

Electronic fee collection =>Guidellines
for security protectionprofiles

Perception de télépéage — Lignes directrices concernant le§ profils de
protection de la sécurité

Reference number
ISO/TS 17574:2017(E)

©1S0 2017



https://standardsiso.com/api/?name=93b5ae8af9b03c348a9186b34ae78be0

ISO/TS 17574:2017(E)

COPYRIGHT PROTECTED DOCUMENT

© IS0 2017, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=93b5ae8af9b03c348a9186b34ae78be0

ISO/TS 17574:2017(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIMETOUICEIONL. ..ot 8885 v
1 S0P ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 EFC security architecture and protection profile processes............. O8N e 5
5.1 LT3 1<) 7 OSSO -SSR SO 5
5.2 EFC security architecture -
5.3 Protection profile preparatory SLEPS ... e e 6
5.4  Relationship BetWeen actors. ... e e 7
6 Outlines of Protection Profile
6.1 Structure.........csi
6.2 00 01 )¢ OO OO OOt OO
Annex A (informative) Procedures for preparing documents ... )| 11
Annex B (informative) Example of threat analysis evaluatienymethod...............coc e 45
Annex C (informative) Relevant security standards in the context of the EFC................ccccccooo | 50
Annex D (informative) Common Criteria Recognition Arrangement (CCRA)...........cccc o 51
BIDIIOGIAPIY ... SO 52
© 1S0 2017 - All rights reserved iii


https://standardsiso.com/api/?name=93b5ae8af9b03c348a9186b34ae78be0

ISO/TS 17574:2017(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a techni

cal

committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.

The procgdures used to develop this document and those intended for its further maintenance
described|in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed-for
different {ypes of ISO documents should be noted. This document was drafted in accordance jwith
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document may.be the subjecf

ittee responsible for this document is ISO/TC 204, Intelligent transport systems.

edition cancels and replaces the second“édition (ISO/TS 17574:2009), which has be
technically revised. This edition includes the following significant changes with respect to the previg
edition:

— Clause 1 has been redrafted and shortened;
— Clause 3 has been updated withharmonized terms;
— refjuirements updated as fojreflect the latest version of the ISO/IEC 15408 series;

— a new Clause 5 has been added, comprising much of the text from the Scope of the previ
edition.

hre
he
he

of
of
or

not

nt,

the

en
us

us

iv © ISO 2017 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
https://standardsiso.com/api/?name=93b5ae8af9b03c348a9186b34ae78be0

ISO/TS 17574

Introduction

Electronic fee collection (EFC) systems are subject to several ways of fraud both by users and

:2017(E)

operators

but also from people outside the system. These security threats have to be met by different types of

security measures including security requirements specifications.

It is recommended that EFC operators or national organizations, e.g. highway authorities or

transport

ministries, use the guideline provided by this document to prepare their own EFC/protection profile

(PP), as security requirements should be described from the standpoint of the operato
opprnfnrc' nrg:\ni7nh'nnc

rs and/or

It dhould be noted that this document is of a more informative than normative nature and‘it i
to |be read in conjunction with the underlying international standards ISO/IEC 15408 (
Mqgst of the content of this document is an example shown in Annex A on how to prigpare th|
requirements for EFC equipment, in this case, a DSRC-based OBE with an IC cafid, loaded w
data needed for the EFC. The example refers to a Japanese national EFC system and shou
regarded as an example.

After an EFC/PP is prepared, it can be internationally registered by the organization that pre
EFC/PP so that other operators or countries that want to develop their EFC system securit
canp refer to an already registered EFC/PP.

Thiis EFC-related document on security service framework and“EFC/PP is based on ISO/IEC
parts). ISO/IEC 15408 (all parts) includes a set of requirementsfor the security functions and
of | T-relevant products and systems. Operators, organizatioens or authorities defining their ow
can use these requirements. This will be similar to the different PPs registered by severa
indtitutions, e.g. for payment instruments like IC cards.

The products and systems that were developediin accordance with ISO/IEC 15408 (all par
puplicly assured by the authentication of the government or designated private evaluation ag

5 intended
all parts).
e security
th crucial
d only be

pared the
y services

15408 (all
hssurance
'n EFC/PP

financial

ts) can be
encies.
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TECHNICAL SPECIFICATION ISO/TS 17574:2017(E)

Electronic fee collection — Guidelines for security

protection profiles

specifications, referred to as Protection
ISQ/IEC TR 15446.

Profiles (PP) in ISO/IEC 15408 (all part{) and in

By|Protection Profile (PP), it means a set of security requirements for a category ofproducts qr systems
that meet specific needs. A typical example would be a PP for On-Board Equipmént (OBE) to
an|EFC system. However, the guidelines in this document are superseded if a Protection Profile already

ex]sts for the subsystem in consideration.

The target of evaluation (TOE) for EFC is limited to EFC specific rdles and interfaces as
Figure 1. Since the existing financial security standards and criteria’are applicable to othef external

roles and interfaces, they are assumed to be outside the scope of TOE for EFC.

Overall management
of the”Toll Charging

Environment

Provision of the
EFC service

Use of the service

Figure 1 — Scope of TOE for EFC

Charging of the toll

be used in

shown in

The security evaluation is performed by assessing the security-related properties of roles, entities and
interfaces defined in security targets (STs), as opposed to assessing complete processes which often are
distributed over more entities and interfaces than those covered by the TOE of this document.

NOTE Assessing security issues for complete processes is a complimentary approach, which may well be

beneficial to apply when evaluating the security of a system.

2 Normative references

There are no normative references in this document.

© IS0 2017 - All rights reserved
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3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

31
assurancf requirement
security requirements to assure confidence in the implementation of functional requirements

3.2

audit
independg¢nt review and examination in order to ensure compliance with established policy gnd
operationpl procedures and to recommend associated changes

3.3
availability
property ¢f being accessible and usable upon demand by an authorized entity

[SOURCE:|ISO/TS 19299:2015, 3.6]

34
certificatlion
procedure¢ by which a party gives written assurance that a,product, process, or service conforms| to
specified fequirements

[SOURCE:|ISO/TS 14907-1:2015, 3.3]

3.5
confidentiality
preventioh of information leakage to non-authénticated individuals, parties, and/or processes

[SOURCE:|ISO/TS 19299:2015, 3.11]

3.6
data privpcy
rights and obligations of individuals and organizations with respect to the collection, use, retentipn,
disclosurg and disposal of personal information

[SOURCE:|ISO/TS 19299:2015, 3.32]

3.7
Evaluatign Assurance Level
EAL
set of assurance requirements, usually involving documentation, analysis and testing, representing a
point on a predefined assurance scale, that form an assurance package

3.8
functional requirement
requirement for a function that a system or system component is able to perform

3.9
integrity
property that data have not been altered or destroyed in an unauthorized manner

3.10
international registrar
organization authorized to register protection profiles at an international level

2 © IS0 2017 - All rights reserved
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3.11
key management
generation, distribution, storage, application and revocation of encryption keys

3.12

On-Board Equipment

OBE

required equipment on-board a vehicle for performing required EFC functions and communication
services

Notelto entry: The OBE doesnotneed toinclude paymentmeans.

b fulfils all

use for a

el

security target
ST
set of security requirements and specifications to be used as the basis for evaluation of an identified TOE

3.20
security threat
potential action or manner to violate the security of a system

3.21

target of evaluation

TOE

set of software, firmware and/or hardware possibly accompanied by guidance

[SOURCE: ISO/IEC 15408-1:2009, 3.1.70]
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3.22

threat agent
entity that has the intention to act adversely on an asset

[SOURCE:
3.23

ISO/TS 19299:2015, 3.40]

toll charger
entity which levies toll for the use of vehicles in a toll domain

Note 1 to entry: In other documents, the terms operator or toll operator can be used.

[SOURCE:

3.24
toll servi
TSP
entity proj

Noteltoe
Note 2 to e
card to be

from differ

Note3toe

[SOURCE:
4 Abbn
cC C
CCRA C
CN C
DSRC d
EAL E
EFC e
GNSS g

[SO 17573:2010, 3.16, modified]

Ce provider

viding toll services in one or more toll domains

htry: In other documents, the terms issuer or contract issuer might be used.

ntry: The toll service provider can provide the OBE or might provide only/a magnetic card or a sm|
ent parties).

ntry: The toll service provider is responsible for the operation{fiunctioning) of the OBE.

ISO 17573:2010, 3.23, modified]

reviated terms

pmmon Criteria

pbmmon Criteria Recognition Arrangement
pllular networks

pdicated short-range communication
valuation Assurance'Level

ectronic fee coléction

obal navigation satellite systems

art

used with an OBE provided by a third party (like a mobile telephone-and a SIM card can be obtained

HMI h'[Jman machine interface

IJF i

terface

ICC integrated circuit(s) card

IT information technology

OBE On-Board Equipment

PP p

rotection Profile

RSE road side equipment

SAM  secure application module

© ISO 2017 - All rights reserved
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SFP security function policy
SOF strength of function
ST security target

TOE target of evaluation

TS

5

5.

Th
ar

Th

pa
ov

A.3, require that the reader be familiar with ISO/IEC 15408 (all pants). The document uses an

an
pr

In
pr

Annex B gives an example of how a threat analysis ¢an be done, while Annex C provides an oy
the relevant security standards in the context@®f the EFC, which provides the background of

an

5.2 EFC security architecture

Figure 2 shows how this document fits in the overall picture of EFC security architecture. T

bo

©lI

1 General

F TOE security functions

EFC security architecture and protection profile processes

is clause gives an overview of the context and use of this document in teriis’ of the EF
hitecture and protection profile processes.

is document is intended to be read in conjunction with the underlying\standards ISO/IEC
ts) and ISO/IEC TR 15446. Although a layman could read the first part of the document {
erview on how to prepare a Protection Profile for EFC equipment;.the annexes, particular

integrated circuit(s) card (ICC) as an example to describe both the structure of the PP, as y
posed content.

Annex A, the guideline for preparing EFC/PP is described by using an OBE as an exam
ducts. The communication link (between the OBEand the RSE) is based on DSRC.

1 interfaces.

kes are the aspects mostly related to the preparation of PPs for EFC systems.

[ security

15408 (all
o have an
ly A.4 and
OBE with
well as the

ble of EFC

rerview of
EFC roles

he shaded
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Operators and Users domain

Legal and Data
institutional o Protection Data Protection needs and objectives
framework Awareness
\ \
Data Protection Threats 4_@
Policy Risk analysis A
Probability
|
A J
I
Data Protection mpact

Requirements
Evaluate

A

v System domain

Data Protection measures
Application
Homain's
refluirements v Costs —»( Audit

and
cpnstraints

Y

Implementation

Figure 2 — Overall view of security architecture

5.3 Pratection profile preparatory steps

The main|purpose of a PP is to analyse the.security environment of a subject and then to specify the
requirem¢nts meeting the threats that arethe output of the security environment analysis. The subject
studied ig called the target of evaluation (TOE). In this document, an OBE with an ICC is used as|an
example df the TOE.

The preparatory work of EFC/PR_donsists of the steps shown in Figure 3 (in line with the contepts
described|in Clause 6).
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1. Prepare an Overview.

2. Prepare a description of the TOE, e.g. an entity or an interface, and state the need and/
or security problem to be addressed.

3. Prepare a description of the Security Environments of the TOE in which the threat

analysis and security policies must be described concretely.

4. Prepare Security Objectives giving information on‘hew
and to what extent the security needs are to be met.

4L

5. Prepare Security functional requirements and assurange réquirements using requirements for the
security functions provided in ISO/IEC 15408. The security functional requirements explain what must be
done by the TOE and the environment of the TOE to.meet the security objectives. The assurance
requirements explain the degree of confidence expected in the security functions of the TOE.

4L

6. Prepare a Rationale in which Security Objectives and
Security-Requirements should be checked.

Figure 3= Process of preparing a Protection Profile for EFC equipment

P may be registered publicly by the entity preparing the PP in order to make it known and available
to pther partiesthat may use the same PP for their own EFC systems.

Relationship between actors

By ; Sed as the
basis for evaluation of an identified TOE. While the PP could be looked upon as the EFC toll service
providers’ requirements, the ST could be looked upon as the documentation of a supplier as for the
compliance with and fulfilment of the PP for the TOE, e.g. an OBE.

Figure 4 shows a simplified picture and example of the relationships between toll service provider,
the EFC equipment supplier and an evaluator. For an international registry organization, i.e. Common
Criteria Recognition Arrangement (CCRA) and current registered PPs, refer to Annex D.

© IS0 2017 - All rights reserved 7
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Prepares

A Toll Service Provider

A Toll Service Provider

a PP for OBEs to be May register his PP for OBEs to be

International Registrar

Registers applied PP for
OBEs internationally

}

National Registrar

Registers applied PP

provid.

d to his customers provided to his customers

for OBEs

Another Toll
Service,Provider

May use the.RP for OBEs to
be provided by himself

An Evaluator | An OBE Supplier
- Evaluateq the PP for an OBE .
- May confirm the ST compliance Prepares an ST for his OBEs
with the PJ
An OBE supplier
Designs and manufactures OBEs
based on his ST
Figure 4 — Relationships between operators, suppliers and evaluators

The ST ig similar to the PP, except that it contains*additional implementation-specific informatjon

detailing how the security requirements are realized in a particular product or system. Hence, the|ST

includes the following parts not found in a PP;

— a TOK summary specification that presents the TOE-specific security functions and assuramce
measires;

— an opfional PP claims the porgtion that explains PPs with which the ST is claimed to be conformant
(if any);

— a ratfonale containing additional evidence establishing that the TOE summary specificatigns
ensurle satisfaction<of-the implementation-independent requirements and that claims about |[PP
confofmance are Satisfied;

— actua] securityfunctions of EFC products will be designed based on this ST (see example in Figure|5).

8
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Example 2:

ST for EFC OBE

1. Overview

2. TOE

3. Security Environments

DR ISO/IEC 4. Security Objectives

15408 5. Security Requirements

6. Security specification/
Development method

P> 7 Rationale

Select Requirements of
security functions and
assurance

Example 1:

PR foo CoC QODD
T Tofrrcooe

1. Overview

2. TOE

3. Security Environments
4. Security Objectives Design/manufacture /mahage
5. Security Requirements
6. Rationale

Authentication/
Registration

Application

o Authenticated EFC OBE in
Application Agency accordance with PP
Protection Profile Database

Figure 5 — Example of design based on a PP

6 | Outlines of Protection Profile

6.1 Structure

Th content of a Protection Profile for a part or interface of an EFC system is shown in Figure|6.

6. Rationale

5. Security
Requirements

4. Security
Objectives

3. Security
Environment

2. Target of
Evaluation

1. Overview

NN EFC system

Protection
Profile for-....

Figure 6 — Content of a Protection Profile

© IS0 2017 - All rights reserved 9
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6.2 Context

Guidelines for preparing PP are as follows:
a) Overview (see A.1)

b) Target of evaluation (TOE, see A.2)
The scope of the TOE shall be specified.

c) Security environment (see A.3)

he
be

Security policies for threats to the TOE are determined. The policies are divided into technical policy

e) Securjity requirements (see A.5)

In accordgqnce with the security objectives defined in A.45c0ncrete security requirements for secur
threats stated in A.3 are specified. The security requirements consist of functional requireme
(technicallrequirements) and assurance requirementsdor security quality.

Functiondl requirements are provided, selecting.necessary requirements from ISO/IEC 15408-2 3
determining parameters.

Regarding assurance requirements, assurance requirements designated in ISO/IEC 15408-3 are adop
by deternmlining evaluation levels for.assurance requirements, which are provided in ISO/IEC 1540
and ISO/IEC 15408-3.

f) Rationale of justification/effectiveness (see A.6)

The contgnts of PP are chiecked when necessary and cover security requirements for the TOE. T
checked ifems are as follows:

1) all segurity environments needed are covered;

2) securjty objectives should completely meet the security environments;

he
for

ity

nts

nd

ed

B-2

he

3) securftyrequirements should implement security objectives.

10 © IS0 2017 - All rights reserved
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Procedures for preparing documents

f—Overview

.1 General

logded with crucial data needed for the electronic fee collection.

.1.2 Identification information

Idgntification information for the document is as follows:

document title;

version/release number;

preparation date;

prepared by.

AMPLE Identification information:

document title: EFC On-Board Equipment Security Protection Profile;
reference/version number: 1.0;

preparation date: 2002-10-20;

prepared by: ABC Association.

.1.3 Target of evaluation (TOE) description

TOE is identified as follows:

a)
b)

)

prodiict;

version/release number;

eneral outline of the document for Protection Profile (PP) is described.

hould be noted that this clause is informative in nature. Most of the content is an example on how
prepare the security requirements for EFC equipment, in this case, an{OBE with a smart ¢ard (ICC)

developer.

EXAMPLE TOE description:

1y
2)
3)

©lI

product: EFC On-Board Equipment;
version/release number: 1.0;

developer: ABC Co., Ltd.

SO0 2017 - All rights reserved
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A.1.4 In accordance with ISO/IEC 15408 (all parts)

The prepared “Protection Profile” in accordance with ISO/IEC 15408 (all parts) is stated explicitly.

The version and preparation data of referenced ISO/IEC 15408 (all parts) are also stated.

EXAMPLE

ISO/IEC 15408 (all parts) conformance statement according to:

— ISO/IEC 15408-1 Third Edition 2009-12-15;

— ISO/IEC 15408-2 Third Edition 2008-08-19;

— ISO/IH

Al15 O

A.1.5.1
EXAMPLE
1.4.1 Class

EFC On-Bo

A.1.5.2

For users
described

EXAMPLE
1.4.2 TOE f
The functi
a) EFCfy

1) m

2) ty

C 15408-3 Third Edition 2008-08-19.

itline of TOE

Classification of TOE

fication of TOE

hrd Equipment

'OE functional outline

of security “Protection Profile”, the types of devicedescribed in “Protection Profile”
explicitly to help them determine the application.

unctional outline (OBE for EFC system)
nal outline is as follows.

nction:

utual authentication with IC card;

anscription (caching) of IC ¢and data to OBE;

3) encryption of radio communication with RSE;

4) a
5)
6) st

b) Set-up

surance of message integrity;
utual authentication with RSE;
orage of.Secured information (encryption key) used in OBE during EFC transaction.

function:

1) altHentication-ofset P r-nw-l;

ire

2) caching of vehicle information from IC card to OBE.

c¢) HMI function:

1) report of EFC billing results to users;

2) guidance of EFC lane.

12
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A.1.5.3 Evaluation Assurance Level (EAL)

:2017(E)

Evaluation Assurance Levels for objectives are selected. Each EAL defines a package consisting of
assurance components and determines the degree of assurance requirements on security systems. The

justification for the selected EAL is stated.
EXAMPLE
A.1.5.3 EFC OBE (EAL is 5)

OBE functions as equipment for e-Commerce in EFC transactions. The security systems of EFC OBE are
10 i R . _ . _ ’ Dy .

U UC U Ul U UlIvVIiUlud U . CIUIC, a Ul d cCVC vV L SHele CU

Target of evaluation (TOE)

A.2.1 TOE objectives and methodology

A.2.1.1 TOE use objectives
Th|
EXAMPLE EFC members (users) use the EFC system at tollgates by inserting the IC card with E
conjtract information for settlement. Vehicle information such as an automobile inspection certificatid
in PBE beforehand. For storing vehicle information, a personalizZation card for initialization is use

(TQE), which reads/writes data to IC cards for set-ups/settlements and transmits/receives data t
equuipment for toll collection transactions, protects interface and internal data from external threats.

A.2.1.2 TOE use methodology
a) | User preparations:
steps to be taken by users before use*Qf TOE.

b) | Operators preparation:

c) | Operational procedures:

procedures for operation and maintenance are described.
d)| Use procedures:

proceduresifor users are described.

e) [ Limitations of use:

limitations of use such as time zones and geographical zones are described.

following indicates objectives for TOE use and the type of environment in which it is usedl.

vulnerable
or EFC OBE.

FC member
n is stored
. The OBE
road side

necessary hardware/software and control systems are described when operators operate TOE.

EXAMPLE
a) User preparations:

Users request an operator to install an OBE and set up vehicle information such as automobile
certification to OBE. In addition, users receive the ICC with EFC member contract information.

b) Operator preparations:
Operators issue set-up information in response to user’s requests.

c) Operation procedures:

© IS0 2017 - All rights reserved
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When users are passing through tollgates, the tolls are billed to the IC cards for settlement with EFC member
contract information, which is inserted in the installed On-Board Equipment with vehicle information. When a
legitimate IC card for settlement is inserted in the OBE with correct vehicle information, the toll fee is calculated
in the communication zone of RSE at tollgates.

For a change or update of EFC member contract information, such as vehicle information, set-up cards and ICC
are updated (reissued/reregistered).

d) Use procedures:

Users use the EFC system of inserting IC cards with EFC member contract information at tollgates according to
the EFC membercontract or OBE manuals

e) Limitatjions of use:

In generpl, 24 h use is available, as long as EFC lanes are open at tollgates.

A.2.2 TOE functions

A.2.2.1 Functions provided by TOE

Functions, which are provided by the TOE, are described. All functions for“data transactions, whijch
shall be protected, are listed.

EXAMPLE
a) EFC transactions:

1) EFC communication control function;

2) n¢pn-secure data record function;

3) HMI input/output control function;

4) I( card insert status detect function;

5) Op-Board Equipment self-check functioh.
b) Security module:

1) djta storage or protection function;

2) user access control function;

3) aythentication functigph (DSRC, ICC);

0 o
5)

[¢]

cryption/decryption function;

—_—

(C interfacefunction;

6) EFC transaction interface function;

7) setupcardread functior.

A.2.2.2 Functions not provided by TOE

When the TOE function is a part of the functions of an entire system, the scope of the TOE in the whole
system should be shown as in Figure A.1 which shows an example where the OBE is the scope of the TOE.
For the purpose of reference, Figure A.2 showing the overall security policy scope should be included.
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EXAMPLE
S
:DI‘OWQI
Used Toll Service edbj, —
ted by
by Provider A -operd
DSRC
On-board Roadside Equipment Toll Charger
o Equipment — Z—" (RSE) &
Personalization | ~——— | OBE)
> card 4l (
Ry
e“eé\
N
IC card (ICC)
‘\hEId by
User

Figure A.1 — Example where the TOE is shown in its context

|
XY EFC system - security policy scope

Steering
Committee

Interoperability
Management

Toll Service
Provider(s)

|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Charger(s)
|

Service Users

Figure A.2 — Overall security policy scope

A.2.2.3 Missing functions

When functions, which usually should be provided by the TOE in this section, are not included in the
TOE, the function contents and reasoning for exclusion should be described.

A.2.3 TOE structure

A.2.3.1 Hardware structure

The structure with related hardware units on TOE operation is described. The scope of TOE in the
structure should be shown as in the example in Figure A.3. Also, the overall EFC system model of the
EFC Security Framework should be shown as in Figure A.4.
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EXAMPLE
Toll Service
Provider’s On-board Equipment (OBE)
Personalization HMI
card
Communication
Control
ICC
interface C Roadside
EFC Application pS® Equipment
User’s prosessor /l/ (RSE)
1C card (1CC) I
HeS
Figure A.3 — Example of TOE hardware structure
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contact(less) | | I -
HMI Pl Y | I ol
| TS | =il
L E optional ! I % :
n | > : . . I | jast
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. —— > : Back End | o1
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AN, I 1 =]
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- Al | | B I | =
Q0O 1 | | -1 ] = I
|
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Figure A.4 — EFC system model of the EFC Security Framework
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A.2.3.2 Software structure

The structure with related software in the operation of the TOE is described. In the structure, the scope
of the TOE in the structure should be stated. Especially, when the operation of the TOE depends on
operating system (0S) and data control programs, the distribution of functions should be described.

A.2.3.3 Rationale

It should be verified that the described items are consistent.

a Abcaneca of 1o cictandt e ayzicin b o
O SEHEC-6 I EORSISte Rt PprovISioRTeems:

b) | Absence of undefined or unclear sections of provided contents in this subclause.

A.B Security environment

A.B.1 Operation/operational environment of TOE

A.3.1.1 General

Se¢urity requirements to determine security objectives for the TQE‘operation are provided.

A.3.1.2 Operational environments

The methodology of the use of the TOE such as theooperational environment, operatipnal time,
opgrational site, use procedure and location of use is’described. The described contents of A.2.1.2 are
degcribed in detail from the aspect of functionality:

a) | Operational procedures

Regarding the operational procedures of*the TOE, the operation of an integrated EFC system including
the related vehicles and ICC for paymentare described.

b) | Operational time

The operational time zone ofthe TOE is described.

EXAMPLE The operational time is any time that EFC vehicles use on EFC toll roads.
c) | Operational sites

Oplerational sites of the TOE are described.

d)| Use précedures

The procedures from the purchase (obtain) to the disposal of the TOE by users are described including
ingtalation of the TOE, set-up of the TOE and operation at toll roads.

EXAMPLE1  Users purchase EFC OBE at OBE dealers (car dealers, car shops). An OBE is installed in a vehicle.
In addition, the on-board information needed for the EFC operation such as vehicle information is stored as on-
board information.

EXAMPLE 2 After an EFC member contract is established, users get an ICC, which is issued by credit card
companies.

EXAMPLE 3  Users will be able to use the EFC system by inserting an ICC in an OBE installed in a vehicle. The
vehicles, which are capable of using EFC systems, are called EFC vehicles.

EXAMPLE 4  Users use toll roads with the ICC inserted in an OBE in an EFC vehicle and pass through the
tollgates without stopping.

Users can voluntarily dispose of unnecessary OBE.
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e) Use sites

Sites, whe

EXAMPLE

re users are able to use TOE, are described.

Toll roads, along which EFC RSE are installed.

f) Limits and requirements in use such as available numbers of TOE are described.

EXAMPLE1 The number of OBE installed per vehicle is limited to one.

EXAMPLE 2 OBE is fixed (built-in) in a vehicle.

EXAMPLE

A3.1.3

Physical ¢

B OBE can be used 24 h a day as long as EFC lanes are open for operation.

Physical control

pntrol related to the operation of the TOE is described.

a) Installation sites and control

Installatid

EXAMPLE

n sites and physical control of the TOE are described.

I  OBEis fixed (built-in) in a vehicle.

b) User yinit

For use o
described

EXAMPLE

A3.1.4

The perso

F the TOE, the physical control requirements of ICC for‘payments, which users possess,

P Users are responsible for their ICC.

Personnel requirements

nnel requirements for the responsibility_and confidence of the TOE operations are describ

In addition, the requirements for potential uses, motivations, methods and expertise of attacks

provided.
a) TOE-q
The f
1y
2)

4)

T
R
3) A
R
5) R

elated agents

llowing items regarding-the manufacturers, operators and users of TOE are stated.
ype

ple

uthorization

eliance

isk-of illicit use

ire

ire

6) Expertise

7) Trail
EXAMPLE 1 Personnel requirements:
Type: Manufacturer of On-Board Equipment.

Role: Manufacturing and shipping based on standard specification of EFC OBE.

Authorization: None.

Reliance: No responsibility for security control.

18
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Risk of illicituse:  There are risks of illicit use since the responsibility for security control is absent.

Expertise: No need of expertise for security.

Trail: Negative list check is implemented while EFC vehicles are passing through tollgates.

b) Attackers
The following items are described for illicit user requirements against which countermeasures are
taken by the TOE.

1 Type

2) Purpose ofillicit use
3) Motivation

4) Means

5) Expertise

EXAMPLE 2 Attackers:

Type: [licit third party among EFC users.

Purpose of illicituse: ~ OBE data forgery, manipulation, obtaining.6f personal information. Forgery and illicit

mddification of OBE medium.

Motivation:  To reduce toll fees or avoid toll fee claims bydllicit use of information. Sale of forged OBE.

Mejns: Forgery of vehicle information on On-Board’Equipment. Forgery of [/F data between OBE and ICC

to ¢ounterfeit someone’s card. Forgery of EFC OBE by analysing OBE internally.

Expertise: Comprehend the internal transactien by analysing EFC On-Board Equipment internall}.

A.3.1.5 Connectivity/operational enVironments

Thee environment for TOE connectivity and operation is provided. Only the structure, which i provided

in this subclause, shall be TOE.

a) | Connectivity

Transactions for RSE at'tellgates and ICC needed for the operation of the TOE are described.

EXAMPLE

— | OBE exchange information via radio communication (5,8 GHz) with RSE at tollgates.

— | OBE xead IC card data (card number, ETC member contract information) before vehicles paps through
tollgates. When vehicles pass through tollgates, OBE send applicable IC card internal data to RSE fo transmit
billing and transaction record data.

b) Operational requirements

Hardware/software requirements (CPU implementation speed, required memory, input/output
devices) needed for operation of the TOE are described.

A.3.1.6 Rationale

Iti

a)
b)

©lI

s verified that the described items are consistent.
Absence of inconsistent provision items.

Absence of undefined or unclear sections of provided contents in this subclause.

SO0 2017 - All rights reserved
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A.3.2 Security threats

A.3.2.1 Determination of target resources for protection
a) Selection of target resources for protection

Targetresources for protection, to be protected by the TOE, are determined. Resources, which negatively
impact services of the TOE by falsification, alteration and loss, are targeted for protection. Regarding
determined individual targeted resources for protection, the lifecycle such as generation, transaction,
storage and disposal are clearly described. If there are indirect resources for a TOE transaction, the
indirect r¢sources are determined as well.

EXAMPLE [l
1) Targef§ protection resources to be protected by the TOE:
— E[l'C member contract information: ICC internal data (i.e. IC card number);
— v¢hicle information: OBE internal data such as vehicle classification codes;

— tqllgate information: exit/enter information, barrier information and transaction record informatioy;

— infformation stated above, transmitted by radio communication throughtOBE between road side unit} at
tqllgates and ICC;

— tqll information: storage in ICC such as billing information.
2) Targetresources for protection such as lifecycle:

— OBE installation in a vehicle;

— tifanscription of vehicle information into OBE;

— OBE operation at toll roads;

— OEE disposal.

b) Evaluption of target resources for protection

The valuep of determined target reseuirces for protection are evaluated. The evaluation is divided ipto
three levels as follows:

Level|1: security problems”impact on the entire system for the TOE, e.g. the system might|be
malfunctioning or down

Level|2: security problems drastically compromise the value of the system for the TOE, e.g. the
social responsibility for the systems is impaired; however, restoration of systems is attainable.

Level| 3: security problems hinder the operation of the TOE, e.g. operation of the system| is
tempTrarily interrupted, resulting in serious impact on the users.

EXAMPLE 2

Evaluation of target resources for protection:

Level 1: None (no target resource for protection, which impacts systems such as destroying ETC systems);
Level 2: ETC member contract information;

Level 3: Vehicle information, tollgate information, toll information.

A.3.2.2 Identification of security threats

Potential threats are identified by level of determined target resources for protection. Concrete
analysis of target resources for protection is implemented in terms of who (what), where, when,
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how (counterfeiting, tapping, destruction), means (available resources, interface, expertise), threats
(falsification, exposure, service interruption) and reasons.

a)

b)

d)

f)

g)

h)

Who (what):
who (what) generates threats is stated.
Target resource:

target resource for threats (billing data, personal information) is stated.

€ontentts of threats:

major threats are as follows:

1) lack of confidentiality;

2) lack of protection;

3) lack of availability;

4) lack of responsibility;

5) lack of integrity;

6) lack of reliability.

Means:

means generating attacks are stated.
Methodology:

methodology of attacks is stated.
Motivation:

motivation of attacks is stated.
Opportunity:

opportunity of attaeks'is stated.
Weak points:

security weaknesses are stated.

Thireat analysis for lifecycle of target data for protection is shown in Table A.1.
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Table A.1 — Threat analysis for lifecycle of ETC On-Board Equipment data for protection —

0. Manufacturing

=)

1. OBE is installed in
avehicle

=)

Example

2. Vehicle information is
transcribed into OBE

=)

3. OBE is operated at

toll roads 4. OBE is disposed

=)

<&

Lifecycle: Threat analysis for “3. OBE operation at toll roads”

Information Threat
for Methodology,
protectjon Who Where When means Threats Why
ETC menjber I . Forge ICC or I/F Forgery and :
contraft OBE Whllell(r:léertlng data to falsify altering of ICC ?g:gati?rm
information someone’s card internal data
Vehiclp OBE Anytime/while |Forgery of vehicle mzﬁli«gﬁll‘;,t?;r?o f Reduce to]ll
informatgion passing tollgates codes of OBE OBEi P Yd fee
Wicit BE intefnal data
Tollgate third ) Tapping of radio
information | party Eavesdropping | comhunication Obtain
of radio data ersonal
Tollgate Communication | communication - - I; -
lanes (billing) Communication | Informati¢n
. fTOll fet?‘ J Replay the data manipula- | Reduce of
information eavesairt(;pped tion avoid toll fe
Replay attack
A.3.2.3 Rationale

It is verifigd that the described items are consistent:

a) Abserce of inconsistent provision items.

b) Abserlce of undefined or unclear sections of provided contents in this subclause.

A.3.3 Security policy of operational entity

A3.3.1

eneral

Security items for operational entities for the TOE are provided in accordance with the rules gnd
policies. The documentiames describing concrete rules are described.

A.3.3.2

a) Use ppliey.of target resource for protection

dentification of security policies of operational entities

Use policy (to whom, what capability, when, whereJ of target resource for protection is provided.

b) Maintenance policy (update, disposal) of target resource for protection

c) Operational rules and applicable laws for security

i.e. security policy based on “Law for prohibiting illicit access” is provided.

d) System and responsibility/duty for security policy

The security control/promotion system, responsibility and role are provided.
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A.3.3.3 Rationale

:2017(E)

Among security policy items of each operational entity, it is checked that there is no contradiction in
the provision contents with the methodology and results being described.

a)
b)

Absence of inconsistent provision items.

Absence of undefined or unclear sections of provided contents in this subclause.

A.4 Security objectives

A4

Re
ted

%
A

Te
su

b)

C

EX
SA

@)

P

—

EX
De
EX
Re

EX
ter]

Th

1.1 General

barding security threats listed in A.3.2, security objectives are determined from-both
hnical objectives, which are provided by EFC systems or the operational enyironment
tem, and operation control objectives.

.2 Technical security objectives

chnical security objectives provide security objectives, which are.implemented by security
th as encryption of data and control of access authentication.

For determination of security objectives, technical security objectives against threats 3
described.

Security objectives are determined from the aspect of “control”, “prevention”, “detec
“recovery”.

htrol: the generation of security threats is controlled.

AMPLE 1  Billing resource information such*as EFC contract information is stored so securely
M installed in OBE for caching that it is prote¢ted from tampering.

bvention: prevent security destruction when security threat is generated.

AMPLE 2 Data are protected.by encrypted data of radio communication information.
tection: security threats-are detected.

AMPLE 3 Data falsification is detected by adding an authentication code to the message data.
covery: when security threats are detected, the original secure status will be restored.

AMPLE 4 _Wien a forgery of OBE or ICC is detected, negative information is recorded and
minated. For(legitimate users, a new OBE or ICC is reissued.

e following are some of the basic elements of security objectives.

hspects of
f the EFC

functions

re clearly

tion” and

in ICC and

the use is

Availability

Information transaction resource is effectively used anytime anywhere, when need
security objectives are as follows.

ed. Major

1) Term of validity: setting the term of validity for IC cards, IC cards need to be changed

periodically.

2) Damage control: equipment at tollgates controlling toll billing information should
configuration to avoid being damaged.

© IS0 2017 - All rights reserved
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b)

d)

f)

24

3)

Automation: personnel intervention for preparation of bills is eliminated.

Confidentiality

Information is protected from illegal access.

1) Access control:
— operation capability of equipment is checked;
— communication paths are checked.

2) Cpnfidentiality of data: data of EFC member contract information/billing information, are
ehcrypted.

3) Epcryption key management: generation of cryptographic key, distribution and storage are
nmjanaged.

Protefrtion

Informnation is protected from illicit alteration or facilitation.

1) Afcess control: usage capability of data and program library are checked.

2) Dpta flow control: logic space for data flow is provided; between internal networks gnd
ekternal networks, telecommunication data are filtered.

3) Dpta protection: data falsification and illegal addition. 9f data/insertion of forwarding blo¢ks
afe detected.

Legitlmacy

Original information is verified. Communicatioh document is verified to be the same origipal

docutphent. In addition, the records for resoux€e use are verified.

1) Trace/audit: information for radio.telecommunication is recorded as log data to be used|to
detect problems and for security abjectives.

2) Detection of security intervehtion: illicit interventions are detected in advance.

Tracepbility

Use sfatus of target reseurce for protection is analysed and any unusual status is detected.

1) Identification/authentication: toll fees are charged to actual EFC wusers throygh
identification/authentication.

2) Sessioneentrol: radio communication paths are protected from illicit intervention.

3) Privacy: EFC contract information and use information are protected from exposure.

4) Security entity protection: security entities are checked for bypass or interference.

Common requirements

Common requirements for security objectives are as follows.

iy
2)
3)

Digital signature: E-signature is required for verification for EFC contract information.
Time stamps: transaction date of billing information is recorded.

Transmission denial prevention: sent or received transactions are recorded as verification.

© ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=93b5ae8af9b03c348a9186b34ae78be0

ISO/TS 17574

A.4.3 Security objectives by TOE

a)

b)

A

b)

A

Ch
rat

1y
2)

Identification of security objectives

:2017(E)

Contents of security objectives are described in detail. The requirements in A.3 to be implemented

are described with rationale. In addition, the expected degree to which the security
meet the security environments is also described with rationale.

Rationale

objectives

Checking that no contradiction exists between security objectives, which were identified in a), and

the rationale contents and results are described.
1) Absence of inconsistent provision items.

2) Absence of undefined or unclear sections of provided contents in this subclatse.

.4 Security objectives by operation environment of TOE
Identification of security objectives

Contents of security objectives are described in detail (see Table*A:2). The requirements i
implemented are described with rationale. In addition, the expected degree of security
to meet the security environments is described with rationale as well.

Rationale

Checking for the absence of contradiction among security objectives, which were ident
and the rationale contents and results are described.

1) Absence of inconsistent provision items;

2) Absence of undefined or unclear sections of provided contents in this subclause.

1.5 Rationale

ecking that no contradiction exists among security objectives, which were identified in A.4
ionale contents and results;are described.

Absence of inconsistentprovision items.

Absence of undefined or unclear sections of provided contents in this subclause.

N A.3 to be
pbjectives

fied in a),

11, and the
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Table A.2 — TOE security objectives — Example

Security objectives

No. Threats . .
Control Prevention Detection Recovery
Forgery and alter-
ing of OBE (media)
(Analysing the ] ) )
OBE, forgery of the |Informationunit |jdentification/authentication|Data protection User control
1 |OBE media and control (message (negative list
implementation of | (@nti-tampering) Access control authentication) record)
illicitfcommunica-
tions|transactions
with RSE)
Operational
?Olrg; ry and ¢ control
SBSE cation o (check vehicle Data confidentiality ]
ata information at (encryption function) Data protection User contro
2 | (Forgdery vehicle EFC member o (message (negative ligt
inforhation in OBE |contract and the Cc;lntrli)l Oi'tdermef Valldlfté’ authentigation) record)
to reduce commu- _|data are also (check validated term of data)
nicatjon fees) checked by road
side units)
Forgqry and
altering of prepaid
ICC
] _ |Information unit Identification/authentisdtion Trail audit User contro
3 |(Analysing prepaid |control (telecommunication | (negative ligt
ICC, qiteration of | (anti-tampering) |Access control (lingitation)  |]og audit) record)
the prepaid ICC,
which is not
withdrawn)
Forgqry and
altering of ICC data
[Forging ICC . -
data r%/p data, Information unit . |Pata confidentiality Trail audit User contro
4 | counferfeiting a control (encryption function) (telecommunication | (negative ligt
legitiate user’s | (@nti-tampering) | Access control log audit) record)
card [postpaid) or
increpse the usage
value| (prepaid)]
Operational Data con_fldentlah-ty Detection of securi-
control (encryption function) . )
Forgqry and ty intervention )
altering of RSE (Personal Privacy (illicit intervention |Encryption
5 : information on . detection) key control
(Forging RSE;theft . . __|(Protection of EFC member (update of Ke
radio communica- . ; . p y
of pefsorial data ; contract information/usage |Data protection information)
p ce tion between RSE |. f . henti
rom [[CC) and ARE ic nat 1 |10fOrmation) (mtessage authenti-
be recorded) Access control cation]
Tapping of radio
communication Data confidentiality
contents i i
) ) Session control (encryption function) Physical control of Encryption
6 (Tappingradio | (jllicit interven-  |Privacy toﬁl ate facilities key control
telecommunication | tion counter- (Protection of EFC member |( egiodic atrols) (update of key
waves between measures) . . p p information)
OBE and RSE, contract information/usage
obtaining personal information)
information)
26 © IS0 2017 - All rights reserved



https://standardsiso.com/api/?name=93b5ae8af9b03c348a9186b34ae78be0

Table A.2 (continued)

ISO/TS 17574:2017(E)

Security objectives

No. Threats . .
Control Prevention Detection Recovery
Forgery and falsifi-
cation of telecom-
munication data Data protection
(Falsifying Session control (message ] Encryption
7 |telecommunica- (illicit interven- |Data confidentiality authentication) key control
tion data contents, tion counter- (encryption function) Trail audit (update of key
transmission of measuresj (communication Mfor mation)
the falsified data at log audit)
tollgates to reduce
the toll fees)
Multiple usage of
OBE
[With installation OBE usage control | Data flow control
of several OBE in (ban on instal- (checking the number of Timk stam
one vehicle, lation of several |vehicles and OBE) Trail audit (conjtrol ofp
; repeating commu- OlB]ifor one vehi- Validated term control l(comrrégnlcatlon outdated
nication transac- | ¢'¢ by USage (checking validated term) 0g audit) infofmation)
tions and obtaining |Provision of con- )
several transaction |tract) Time stamp
data for one use (de-
frauding toll fees)]
Poor connection or
intentional outset
of ICC Usage control of
(Physical or digital OBE . .
q inteB:"ruption oi‘("g (b?n ?}nd penalty |Access control Trail audit Reigsuing of
lecommunica- rules for . ICC transaction
E?oicgetw:enchE drawing out ICC\(|(OBE/ICC software locking) \(Ie(i‘(i:f;cc:tif)i():t ° e
and ICC, personnel |bYy provision of
action for drawing |the contract)
out ICC, accidental
poor connection)
Malicious usage
of repeating radio
telecommuni-
cation waves
eavesdroppeddt  |Session control : Time stamp
tollgates (illicit interven- ~ |Time stamp Data protection (corftrol of
1( . (communication
(Avoiding toll tion counter- Data flow control control) outdated
fees.by repeating measure) information)
eommunication
thansactions
eavesdropped at
tollgates)
Physical control User control
OBE theft/loss ty theni ¢ |Access control Trail/audit (negative
11 (Ilicit use of stolen (s rengtiening o (negative information (communication information
OBE installation control for theft report) log audit) record
or lost OBE) methodology) reissui'ng)
ICC theft/loss ICC usage control |Access control plser control
(state ICC control |(negative information Trail/audit (negative
12 |(Avoiding toll fees | responsibility by |control for theft report) (communication information
charged by loss of | usage provision of Identification/authentication |l0g audit) record,.
ICC) o re-applica-
contract) (authentication by owner) tion)
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Table A.2 (continued)

Security objectives
No. Threats . .
Control Prevention Detection Recovery
Theft or duplication
of usage application Information
(Ilicit use of usage control Authentication/identifica- | Physical control
13 | personal informa- ) tion (storage control of
tion through theft Physical control | (authentication by owner)  |application)
or duplication of of application
usagg application)
Jamnjing
i Policy for Operation control Operation control
14 (]ammln_g near toll- 'amnz,in (access control, supervision (ii atrol)
gates|to interrupt |J 8 and patrol of tollgates) €.p
the operation)
NOTE S4gcurity objectives for from 1 to 10 of threats are performed by technical measures. Those for from 11
to 14 are gerformed by operational control.

A.5 Sed

A.5.1 O

ISO/IEC 1
general n
objectiveq

Security 1
functiona
described
and comp

urity requirements
yerview of ISO/IEC 15408 (all parts)
5408-1 defines general concepts and principles of IT, security evaluation and present

and for selecting and defining IT security requirefients.

equirements are defined in ISO/IEC 15408-2vand ISO/IEC 15408-3 — ISO/IEC 15408-2
requirements and ISO/IEC 15408-3 for assurance requirements. Both requirements

bnent. The relationship between those tmits is shown in Figure A.5.
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odel of evaluation. ISO/IEC 15408-1 also presents:constructs for expressing IT secutfity

for
hre

in the same structure in that they are defined hierarchically by the units labelled class, fanjily

|
|
|
|
|
Family 2 | |
|
|
|
|
|
|

Figure A.5 — Relationship between units that define requirements

Class is the most general unit that defines security requirements. Families in a class share common

security o

bjectives.

Family is a set of security requirement units that share common security objectives. Each component in
a family has possible differences in its emphasis and exactness.
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Componentis a set of specific security requirements which also shows the minimum set of requirements.
It could be sub-divided into elements, each of which could constitute one component. It can be either
hierarchical or non-hierarchical as shown in Figure A.5.

Security requirements can be defined by using ISO/IEC 15408 (all parts), based on selection of class,
family and component.

Security functional requirements are shown in Table A.3, while whole classes and families of security
assurance evaluation are in Table A.4.

As indicated in Tables A.3 and A.4, three letters represent class and family individually.

Table A.3 — Security functional requirements — From ISO/IEC 154082

Function class Function contents Function family

ARP Security audit automaticresponse

GEN Security audit data generation

FAU Security requirements for | SAA Security audit analysis
Security audit audit log control SAR Security auditreview
SEL Security auditevent selection
STG Security audit event storage
Assurance requirements |NRO Non4epudiation of origin
FCO for transaction record of
communication and o )
Communication legitimate communication | NRR Non-repudiation of receipt
data contents
Requirements for CKM Cryptographic key management
FCS cryptographic key man-
Cilyptographic support |2gement (except COP Cryptographic operation

cryptographic algoxithm)

ACC Access control policy

ACF Access control functions
DAU Data authentication
EFC Export to outside TSF control

IFC Information flow control policy
IFF Information flow control functions
FDP Requirements to protect |[ITC Import from outside TFS control

User data protection |user data ITT Internal TOE transfer
RIP Residual information protection
ROL Rollback
SDI Stored data integrity
oot In‘rer-Tq'F user data confidentiality transfer

protection

UIT Inter-TSF user data integrity transfer protection

AFL Authentication failures
ATD User attribute definition

FIA Requirements to identify |gog Specification of secrets
Identification/ users and verify the

authentication legitimate user

UAU User authentication
UID User identification
USB User-subject binding
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Table A.3 (continued)

Function class Function contents Function family

MOF Management of functions in TSF

MSA Management of security attributes

FMT Requirements for security|[MTD  |Management of TSF data
Security management |functional management |REV  |Revocation

SAE Security attribute expiration

SMR Security management roles

ANO Anonymity
FPR ) ) PSE Pseudonymity
Requirements for privacy - —
Pifivacy UNL Unlinkability
UNO Unobservability

AMT |Underlying abstract machine te'st

FLS Fail secure

ITA Availability of exported TSF data
ITC Confidentiality of exported TSF data
ITI Integrity of exported TSF data

ITT Internal TOE-FSF data transfer

PHP TSF physical protection

PT Requirements to protect |pcy Trusted Yecovery

Protection of TOE  [Security system from
security functions  |illicit interference

RPL Repldy detection
RVM Reference mediation

SEP Domain separation

SSp State synchrony protocol

STM Time stamps

TDC Inter-TSF TSF data consistency

TRC Internal TOE TSF data replication consistency
TST TSF self-test

ERU Assurance fequirements |FLT Fault tolerance
for stable provision of PRS Priority of service
Resourcpg utilization |resouteeservices :
RSA Resource allocation
LSA Limitation on scope of selectable attributes

MCS Limitation of multiple concurrent sessions

Requirements to prevent

FTA illicit use of information |SSL Session locking
TOH access transaction products and |TAB TOE access banners
systems

TAH TOE access history
TSE TOE session establishment

Requirements to secure |ITC Inter-TSF trusted channel
FTP communication paths
Trusted path/channels | between security systems | TRP  |Trusted path
and users
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Table A.4 — Security assurance evaluation — From ISO/IEC 15408-3

Necessary assurance components

Assurance class Assurance family EAL | EAL | EAL | EAL | EAL | EAL | EAL
1 2 3 4 5 6 7

DES TOE description
ENV Security environment

APE INT PP introduction

- — (Independent on EAL)
PP evaluation 0OB] Security objectijves

REQ Security requirements (\
SRE Explicit security requirements QQ
DES  |TOE description [V
ENV Security environment ,\QS\
INT ST introduction N

ASE OB] Security objectives ﬁh%d d EAL

ST evaluation PPC PP claims O\( ependenton
REQ Security requirements s\\OJ
SRE Explicit security requirements
TSS TOE summary specification )

ACM AUT CM automation \\Y - 1 1 2 2
Configuration ~ |CAP__|CM capabilities QO 1|23 |4]4alls]|5s
management SCP Tracking of updated ig@@hation 1 2 3 3 3

ADO DEL  |Delivery A 1| 1|2 ]2|[2]3

Delivery/operation |IGS Installation, gei)‘\s@?ion andsetup | 1 | 1 | 1 | 1 [ 1 [|l1 |1
FSP Functional specification 1 1 1 2 3 3 4
HLD  |High-levélidesign 1| 2] 21]31|]l4]s
ADV IMP ImPE;%}‘nltation representation 1 2 3 3
INT Source/object cord 1 2 3
Development LLD (] odule structure 1 1 2 2
RCR @) Representation correspondence 1 1 1 1 2 2 3
él&M) Security policy modelling 1 3 3 3
AGD (%-:ﬁT)M Administrator guidance 1 1 1 1 1
Guidance@@ USR User guidance 1 1 1 1 1
Q?“\ DVS Development security 1 1 1 2 2

FLR Flaw redemption
/%ifec 1 LCD Security for development/ 1 2 2 3

c,) yele protection

TAT Development, operational tools 1 2 3 3
cov Coverage 1 2 2 2 3 3
ATE DPT Depth 1 1 2 2 3
Tests FUN Functional tests 1 1 1 1 2 2
IND Third party testing 1 2 2 2 2 2 3
CCA Cover channel analysis 1 2 2

AVA :

MSU Misuse 1 2 2 3 3

Vulnerability SOF Strength of security function 1 1 1 1
assessment

VLA Vulnerability analysis 3 4 4
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Table A.4 (continued)
Necessary assurance components
Assurance class Assurance family EAL | EAL | EAL | EAL | EAL | EAL | EAL

1 2 3 4 5 6 7

AMP Assurance maintenance plan

AMA CAT TOE component categorization
Maintenance of report (Independent on EAL)
assurance EVD Evidence of assurance maintenance
SIA Security impact analysis

By referri
and assur

— Secur

hg to Tables A.3 and A.4, an example of component selection regarding functional requireme
hnce evaluations is described as follows.

ity functional requirement

nts

Component selection is implemented according to Table A.3. In the case of “generation of cryptographic

key” as a
classes. C
(generatic

— Secur

The nece)
ISO/IEC 1

h example of security objective, FCS (cryptographic support) is selected among funct

n of cryptographic key) is selected as component.
ity assurance evaluation

5sary components for security assurance evaluation<are automatically determined
b408-3, once Evaluation Assurance Level (EAL) is selected.

Here, co

onent is selected with reference to ISO/IEC 15408<3:2008, Table 5.

on

KM (cryptographic key management) is selected among function/families. Then FCS_CKM.1

Suppose EAL is 4 as assurance class, ACM (configuration management) is selected. Then assuraince
family copsists of AUT (configuration management automation), CAP (configuration managem
capabiliti¢s), and SCP (tracking of updated information). Necessary assurance components are indica
in each EAL in ISO/IEC 15408-3:2008, Table 5.

Components of “configuration management’} (EAL4) are:

— ACM.j
— ACM.
— ACM.

A.5.2 T

A5.2.1

\UT.1
CAP.4
bCP.2

DE functional'requirements

Relevant.functional requirements and parameter determinations

Relevantjgnctional requirements are selected from ISO/IEC 15408-2 to embody TOE technical securjity
objectives: ionisi .

bnt
ed

The structure of ISO/IEC 15408-2 is as follows (parts provided in ISO/IEC 15408-2 are shown in italics):

— FDP User data protection

This is a provided unit labelled “Class”.

— Information flow control functions (FDP_IFF)

This is a provided unit labelled “Family”.

With this unit, the following requirements for management and audit are provided.

Management: FDP_IFF.1, FDP_IFF.2.
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The following actions could be considered for the management functions in FMT management:

The listed components (in this case: FDP_IFF.1, FDP_IFF.2) shall meet the requirements for management

provided above.

Audit: FDP_IFE.1, FDP_IFF.2, FDP_IFFE.5.

The following events should be auditable if FAU_GEN Security audit data generation is included in a PP/ST.

a) Minimal: Decisions to permit requested information flows

Y . LL L L L - L - Ll
b) DUSIC, All UCCLSIOTIS Orrrequedts Jor tryjorimautiort JIows

c) | Detailed: The specific security attributes used in making an information flow enforcement

The listed components (in this case, FDP_IFF.1, FDP_IFF.2, FDP_IFF.5) shall meet thexrequirg

auflits provided above.

Target events for audit are selected from a), b) and c). The events of the contents, which are p

eath level, should be collected as an audit log.
FDIP_IFF.2 Hierarchical security attributes
Thiis is a component.

H

—

¢rarchical to: FDP_IFF.1

Thiis demonstrates hierarchy of components. In the case selection of this component (FDP_
following components, which are shown in this subglause, should not be selected (in this

[FF.1). All the following component requirements are‘included in this component.

FDIP_IFF.2.1 The TSF shall enforce the [assignment: information flow control SFP] based on thé
types of subject and information security attributes: [assignment: the minimum number and type

atfributes].
FDIP_IFF.2.2 The TSF shall permit an information flow.
FDIP_IFF.2.7 The TSF shall enforce the following relationships.

Thiis is an element group. Elements for each element are provided in detail. Parameters (as
ar¢ designated. For instance; in FDP_IFF.2.1 above, information flow control SFP is designated i}
adglition, the frequeney.and type for the minimum number and type of security attributes are d

in fetail.
Dependencies: EPP_IFC Subset information flow control
FMT_MSA.3 Static attribute initialization

Components related to this subclause are shown.

decision

ments for

rovided at

[FF.2), the
rase, FDP_

following
of security

signment)
1 detail. In
esignated

Basic procedures 1or selecting runctional requirements are described as 1ollows:

a) Selecting functional requirements directly needed for implementing security objectives

For instance, family “FIA_UAU: User authentication” in class “FIA: Identification/authentication” of
ISO/IEC 15408-2 is selected for the security objective “User Authentication”. Then the component

“FIA_UAU.3: Unforgettable authentication” is selected.

Two elements for this component are provided as follows:

— FIA_UAU3.1 The TSF shall [selection: detect, prevent] use of authentication data that have been

forged by any user of the TSF.
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b)

d)

34

— FIA_UAU3.2 The TSF shall [selection: detect, prevent] use of authentication data that have been
copied from any other user of the TSF.

The appropriate event for parameter “selection”, which is included in this requirement, is
designated. For other parameters such as “assignment”, an event is provided in detail.

Thus, the functional requirements needed for all the security objectives are selected. The general
content of functional requirements provided in ISO/IEC 15408-2 is shown in Table A.3.

Selecting functional requirements interdependent with selected functional requirements

Altho
funct
comp
and

all th¢

Select
funct

Therg
— b
— 1Y
— a
— d
Block

gh "FIA_UAU.5: Untforgettable authentication™ stated above lists "no dependencies”, eIch

onal component provides a complete list of dependencies on other functional and asstira

ce

pnents. For instance, in the case of “FDP_IFF.2”, “FDP_IFC.1 Subset information flow,eontrol”
FMT_MSA.3 Static attribute initialization” are designated. These requiremengs-are also
selectled. When the requirements depended upon in turn have dependencies on otherrequiremerts,

 requirements depended upon are selected.

ing necessary functional requirements for selected functional requirements for regullar

on
are four functions to assure normal operation as follows:
ocking bypasses of functions;

pjecting interference of functions;

Esuring operations;

ptecting improper operations.

ng bypasses of functions: this function prevents security threats by bypassing the transact

be rej

Rejec
destr
gener
FPT_R

on

vant functional requirements. In general, FPT_RVM.1 (Non-bypassability of the TSP} is

of re
selec:Ead. In addition, regarding bypassing of“user authentication”, the illicit use (bypassing) will

cted by verifying user authentication through “access control”.

Fing interference of functions: ‘this function stops interference in functional transactions
pying or falsifying security-attribute/data regarding relevant functional requirements.

by
In

pl, FMT_MTD.1 (management of TSF data), FMT_MSA.1 (management of security attributgs),

HP (physical protection), FPT_SEP (domain separation) and FTP_TRP (trusted path)

selectled.

Assur
gener]

Deted

ing operationsn this function assures operation of relevant functional requirements.
nl, FMT_MOE.A{management of security functions) is selected.

ting improper operations: this function detects the operation of relevant functio

requi
selec

pre

In

nal

Ffements in an incorrect configuration or connection status. In general, audit function is

tled.

Audit

and management requirements are provided for each functional requirement

Corresponding to functional requirements, the type of audit log data to be collected is provided in
ISO/IEC 15408-2. In the case of selecting the audit log data collection (e.g. FAU_GEN.1), provided
requirements for collection are also selected. For instance, in the case of “FIA_UAU.3” stated above,
audit is selected in the family, which includes the component for “FIA_UAU.3”. Therefore, the
component is targeted and the collection levels of log data are selected from “Minimal” and “Basic”.

Minimal: detection of fraudulent authentication data.

Basic:

all immediate measures taken and results of checks on fraudulent data.
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e) Requirements for “Law for ban on illicit access” are provided

Functional requirements (FTA_TAB.1) for sending warning message to bar illicit access. In general,
“Identification of security policy of operational entity” is selected in accordance with the law
stated above.

A.5.2.2 Selection of strength of function (SOF)

When AVA_SOF is selected as the assurance requirement (when EALZ2 is selected, this requirement
is included), the SOF level is selected for functions which are provided by TOE. Target functions are
fugctioms—to—mtroduce techmicat—security mrethodotogy such—astombimationrof imformption and
artangement, or probability theory methodology. Requirements for cryptography are non4target for
this level of strength of function.

Evpluation of attack potential
Fixfst of all, attack potential is evaluated. Attack potential is classified as follows:
—| SOF-basic: attacks within an adequate period using interfaces which‘are open to the public.

—| SOF-medium: attacks by attackers who are especially knowledgeable, within an adequate period
using interfaces which are not open to the public.

—| SOF-high: attacks within an attenuate period using specialiresources.
SOF levels
ISQ/IEC 15408 (all parts) provides three SOF levels to;minimize attack potential as follows:

Balsic level: this can protect secret information ‘against attacks within an adequate period using
interfaces which are open to the public.

EXAMPLE The following represents basic(evels of strength of functions regarding passwords:
— | more than six letters, combinations-of numbers, letters and notations;
— | inthe case of more than three input password mistakes, the transaction is cancelled.

Geheration and input of false\passwords are possible using an interface, which is open to the public.
When the countermeasurés stated above are implemented, attacks that have been executed for a couple
of flays can be defended against.

Middle level: this-gan protect secret information from attacks within an adequate period with
expertise of secyrity functions.

EXAMPLE The following represents middle level of strength of function regarding passwords:

— | passwords are stored within IC cards with ten decimals, which are selected at random from diff¢rent kinds
of multiple letters;

— IC cards are under the control of each user.

Passwords are basically to be memorized by users. The basic level of strength of function is not capable
of halting attacks by attackers who are especially knowledgeable of analogy. However, generating
passwords at random can defend against this type of attack.

High level: this can protect secret information from attacks using special resources and oppose high-
level attacks.

“High level” of strength of function cannot be made available for passwords.

Without using the definition of ISO/IEC 15408 (all parts), new evaluation methods can be defined.
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Selection of SOF levels

Strength of function is selected for functional requirements. Strength levels are determined
depending on sophistication of attackers in terms of expertise, available resources and motivations
of attacks.

Minimum SOF level and validity:

This strength of function selects the minimum level of functional requirements of TOE. The
justification of selected appropriateness of the SOF level should be addressed by the aspect of
expertise, available resources and motivations of attacks.

SOF l¢vel by individual functional requirement and validity:

SOF lgvel can be selected for individual functional requirements. Higher level is selected if|an
individual functional requirement is more eminent than the TOE in all. The justificdtion of the
selected appropriateness of the SOF level should be addressed by the aspect of expertise, availaple
resoufrces and motivations of attacks.

A.5.2.3 Rationale

a) Integrity: itis verified that all the parameters for functional requirements are selected. However} in
order|to give flexibility for preparation of “Security Target”, parameters can be kept intact.

b) Accuracy: it is verified that functional requirements accurately)dé€scribe ISO/IEC 15408 (all parfs).
Itis also verified that selected parameters are not originally.changed.

c) Valid:[y: validity that determination contexts of parameters is appropriate is explained.

d) Dependency: it is verified that dependency between functional requirements is satisfied. When
deperndency is not satisfied, the reason the security issue will not occur is explained.

e) Complement: it is verified that each functien-should not be interfered with illicitly, bypassed| or
interrfupted. It is also checked that funetions, which enable comprehension of the operatiohal
statug, are determined. In general, for interference prevention, FPT_SEP (domain separation] is
selectled. For bypass prevention, FPT_RVM (reference mediation) is selected.

f) Correspondence: it is verified thiat'at least one security functional requirement corresponds to each
objective described in “Technical Security Objectives”. In addition, it is verified that there is|no
functjonal requirement which doesn’t correspond to any of those objectives.

g) Opposition: it is verified)that corresponding security objectives can be implemented using security
functjonal requiremierits, which are provided in this subclause.

h) Consiptency: it\is verified that there is no contradictory determination between functiohal
requirements-and the rationale contexts and results described.

i) Availgbility: it is verified that each functional requirement can be implemented under “TIOE
operatichalrequirements™

A.5.3 TOE assurance evaluation

A.5.3.1 Assurance level

Functional requirements are individually selected at the component level as security requirements to
enforce security objectives. However, in the case of assurance requirements, as a principle, only the
assurance requirements that the TOE must satisfy are selected. Regarding the selection, appropriate
assurance levels are selected, considering the operational environment, value of target resource for
protection, technical realization, cost/period for development/evaluation and market demand.
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Regarding assurance requirements, usually, only assurance levels (EAL) are determined. Necessary
assurance requirement components are provided corresponding to each EAL in advance in
ISO/IEC 15408-3.

Fundamental means of selection are as follows:

Co
re
ar

protection of information transaction system from attacks for general commerce using interface,
which is open to the public (EAL4);

highly reliable protection of the information transaction system such as the user authentication
service (EAL5S);

protection of commercial information transaction, in which the use environment is not open to the
public, such as an in-company information transaction system (EAL3).

responding components to selected assurance levels are determined in ISO/IE€'15408-3. Assurance
uirements, which are provided in ISO/IEC 15408-3, and assurance componentsneeded foif each EAL
shown in Table A.4.

.3.2 Added assurance components

Without determining the assurance level, components can be%selected individually. In| addition,

ponents, which are not included in selected EAL levels, can/be‘added as the need arises.

.3.3 Rationale

s verified that selected assurance levels are appropriate, neither too high nor too low| from the
ects of security environments or security objectives. For instance, suppose that mgasures of
tection from threat agents with expertise in\TOE transaction contents are security objectives. In
s case, AVA_VLA.1, which does not require @n analysis of clear vulnerability, is not an appropriate
urance requirement. AVA_VLA.2 requires-the rationale of full protection from illicit use.

ddition, it is verified that selected assurance levels can be implemented by technical and financial
ects.

art of security functional requirements, which was prepared based on provision of OBE security
ectives in A.4, is described in Table A.6. Here, the selection procedure of security functional
uirements is expldined according to Table A.6. As security objectives, “information unit control
ti-tampering)’-and “identification/authentication” are singled out.

furity functional requirements are selected among the following, defined in ISO/IEC 15408-2.
Information unit control (anti-tampering)

For this security objective, OBE is physically protected by exclusive LSI, which is tampgr-proof in

A | + + 4+ Tk
UTUTT TU PTUTCTTSTTUTIty.

Here, FPT (protection of TOE security functions) is selected as function class. PHP (TSF physical
protection) is selected as function family. FPT_PHP.1 (passive detection of physical attack) is
selected among FPT_PHP.1, FPT_PHP.2, and FPT_PHP.3 as component of FPT_PHP. There is no
management requirement defined for the component. Only one audit requirement is defined. “a)
Minimal: if detected by IT means detection of intrusion” is thus selected as audit requirement.

Identification/authentication
For this security objective, OBE is authenticated in order to prevent usage of forged OBE.

Here, FIA (identification/authentication) is selected as function class. UAU (user authentication)
is selected as function family. Among seven components of FIA_UAU, FIA_UAU.3 (unforgettable
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authentication) is selected. There is no management requirement defined for the component. “a)
Minimal: Detection of fraudulent authentication data” is selected as audit requirement. Selection of

comp

onents of FTP_ITC.1 is omitted.

As indicated in the two examples above, security function requirements, compared to security
objectives, are defined by selection of the following, described in ISO/IEC 15408-2:

— function class;

— function family;

— C
— 1

— a

A.6 Rat

A.6.1 G¢

In this cl3
satisfactid

— allse
— secur
— secur

In this cla

bmponent (or element, it necessary);
anagement requirement;

1dit requirement.

ionale of justification/effectiveness

bneral

huse, the contents of “Protection profile” are checked to determine the necessity and
n of security requirements for the TOE. The items checked dre shown as follows:

urity environments needed are covered;
ty objectives should meet security requirements completely;
ty requirements should implement security objectives.

1se, the rationale of the items, which are canSidered in A.1 to A.5, is identified.

A.6.2 Rationale of security objectives

A.6.2.1

Regarding

A.6.2.2
It is verifi

— that 4
are p
secur
requi

General

A.4, needs and sufficiengy-are verified.

Needs
bd:

here is more‘than one security objective for each item in the security requirements, wh
rovided.inthe identified TOE operational requirements, security threats and organizatio
ty policy in Clause 5; this guarantees that all security objectives needed to realize secur
remernits are covered;

he

ich
nal

ity

— that

aciTsecurity objective TCOTTeSponds to TIOTe tTalr OTe SECUTity TEQUITETIEITt [teTT;

— thatunnecessary security objectives, which correspond to security requirements, are not included;
redundant security objectives may generate security destruction risks.

NOTE

and organi

38

It is easier to verify security objectives with a matrix describing the relationship between security
requirements and security objectives. An example of such a matrix is given in Table A.5. Operational requirements

zational security objectives are verified in the same way.
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Table A.5 — Threats and security objectives — Example

2017(E)

Threats
Security objectives Forgery or altering of | Forgery or falsification
OBE media of OBE inter-data

Information unit control (anti-tampering) o —
Operational control (check at vehicle information set-up) — o
Identification/authentication o —

Access control o —

D4ta confidentiality (encryption key control) — —
Expiration control (checking validity of data) — °

D4ta protection (message authentication) — o

Ugder control (negative list record) o o

o | applicable

—| not applicable

A.6.2.3 Sufficiency

Iti

EX

wit

cotnmunication data, needs to be)detected as well as protected from the altering of OBE. Security obje

as
(ne

5 verified:

impact of threats at a permissible level”;

environments are provided compatibly.

In order to prevent the abewve threat, the forged OBE, either through communication trar

»n o« »n o«

gative list record)” shduld'be sufficient to prevent this threat.

Threat: forging vehicle information in an OBE to reduce toll fees.

co

alsp needstovbe secured. Security objectives such as “operational control (checking of vehicle inf

«

C

authefitication)” and “user control (negative list record)” are sufficient to prevent threats.

fidemisiality of data”, “checking validity period (expiration of valid data)”, “data protectior

A.6.3 Rationale of security functional requirements

A.6.3.1 General

Security functional requirements are verified for the following aspects.

A.6.3.2 Needs

Iti

s verified:

that security objectives are effective for individual threats, e.g. justifications are needed for
“detecting threats and the capacity for the ability to recover” or “the ability to prevent or reduce the

that security objectives enable satisfaction™ of connective/operational requirements and
organizational policies. It is also verified\, that security objectives of relevant operational

AMPLE Rationale of security objectiveS_{sufficiency)
Threat: by analysing ETC On-Board Equipment, forging OBE and executing illicit communication trjansactions
h RSE.

saction or

ctives such
‘information unit control\(@nti-tampering)”, “identification/authentication”, “access control” or “user control

In order for‘protection against threats, falsification of transmitted communication transactiop data and
municatien(data needs to be prevented or detected. The prevention from falsification of storage data in OBE

brmation)”,
(message

— thatthere is more than one security functional requirement to satisfy technical security objectives;

©lI

that each functional requirement corresponds to more than one security objective.
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NOTE It is easier to verify security functional requirements with a matrix describing the relationship
between technical security objectives and security functional requirements. An example of such a matrix is
given in Table A.6.
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