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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bod

ies

(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been

established has the right to be represented on that committee. International organizations
non-goverhmental, in liaison with ISO, also take part in the work. ISO collaborates closely with
Internationgl Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Internationpl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main ftask of technical committees is to prepare International Standards. Draft International Standa
the technical committees are circulated to the member bodies for voting. Publication as
Internationgl Standard requires approval by at least 75 % of the member bodies casting.a-vote.

In other cjrcumstances, particularly when there is an urgent market requirement for such documents
technical gommittee may decide to publish other types of document:

— an ISOQ Publicly Available Specification (ISO/PAS) represents an agréement between technical experts
an ISQ working group and is accepted for publication if it is approved by more than 50 % of the memb
of the |parent committee casting a vote;

— an ISO Technical Specification (ISO/TS) represents an agréeement between the members of a techn
commiittee and is accepted for publication if it is approved by 2/3 of the members of the committee cast

An ISO/PAS or ISO/TS is reviewed after three years in order to decide whether it will be confirmed fo
further three years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS
confirmed,|it is reviewed again after a further_three years, at which time it must either be transformed into
Internationgl Standard or be withdrawn.

Attention i$ drawn to the possibility that'some of the elements of this document may be the subject of pat
rights. ISO| shall not be held responsible’for identifying any or all such patent rights.

ISO/TS 17p74:2009 was prepared by the European Committee for Standardization (CEN) Techn

overnmental and
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Committeq CEN/TC 278 Road- Transport and Traffic Telematics in collaboration with Technical Committee

, Intelligent trahSport systems, in accordance with the Agreement on technical cooperat
between 130 and CEN_(Vienna Agreement).

This second editions¢ancels and replaces the first edition (ISO/TS 17574:2004) which has been technic
revised.

jon

ally

iv © 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=9995948883e444208929d7210896d8d7

ISO/TS 17574:2009(E)

Introduction

Electronic Fee Collection (EFC) systems are subject to several ways of fraud both by users and operators but
also from people outside the system. These security threats have to be met by different types of security
measures including security requirements specifications.

It

recommended that EFC operators or national organizations, e.g. highway authoritiesc@

ministries, use the guideline provided by this Technical Specification to prepare their own EFC/PF;
requirements should be described from the standpoint of the operators and/or operators', organizati

It should be noted that this Technical Specification is of a more informative than riermative na
camnot be used without also using the ISO/IEC 15408 series. Most of the content of this
Spegcification is an example shown in Annex A on how to prepare the seeurity requirement
eqliipment, in this case a DSRC based OBE with an IC-card loaded with crucial.data needed for thg EFC. The
example refers to a Japanese national EFC system and should only be regarded and used as an example.

Aft
so
alr

Th
1Sq
an
Th
like

Th
by

that other operators or countries that want to develop their EFC system security services can
pady registered EFC/PP.

s EFC related standard on security service framework and EFC/PP is based on the ISO/IEC 15
D/IEC 15408 includes a set of requirements for the secufity functions and assurance of IT releva

s will be similar to the different PPs registered by several financial institutions, e.g. for payment i
IC-cards.

the authentication of the government or designated private evaluation agencies.

[ transport
as security
bNs.

ture and it
Technical
5 for EFC

br an EFC/PP is prepared, it can be internationally registered by the ‘arganization that prepared the EFC/PP

refer to an

108 series.
ht products

I systems. Operators, organizations or authorities defifiing their own EFC/PP can use these requirements.

nstruments

b products and systems that were developed in accordance with ISO/IEC 15408, can be publigly assured
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TECHNICAL SPECIFICATION

ISO/TS 17574:2009(E)

Electronic fee collection — Guidelines for security protection
profiles

1

Th

specifications, referred to as Protection Profiles (PP) in the ISO/IEC 15408 series and-in ISO/IEC

By
mq
SYS

Th
1S(
to
red
an

Fig
are

Scope
s Technical Specification provides a guideline for preparation and evaluation of ségurity re

a Protection Profile (PP) is meant a set of security requirements for a category of products or sy
et specific needs. A typical example would be a PP for On-Board Equipment (OBEs) to be used
tem.

s Technical Specification should be read in conjunction with the undetlying standards ISO/IEC
D/IEC TR 15446. Although a layman could read the first part of the document to have an overvi
brepare a Protection Profile for EFC equipment, the annexes, in particular A.4 and A.5, requi
der be familiar with ISO/IEC 15408. The document uses an OBE\with an integrated circuit(s) ca
example to describe both the structure of the PP as well as the‘proposed content.

ure 1 shows how this document fits in the overall picture-of EFC security architecture. The shg
the aspects mostly related to the preparation of PPs.for EFC systems.

Operator’s and user’s domain

.LGQa',a”d Date} Data protection needs and

institutional > protection objectives

framework awareness

Y A
Data protection Threats 4—@\
policy Risk analysis 7y
Probabilty
Y h J +
Data protection gl

requirements

GEvaI

J

uate)

A

A System domain

Data protection

Juirements
TR 15446.
stems that
inan EFC

15408 and
Ew on how
re that the
d (ICC) as

ded boxes

Application measures 4—!
domain’s —
requirements > v osts it
and ( '
constraints
Implementation

Figure 1 — Overall view of security architecture

The main purpose of a PP is to analyse the security environment of a subject and then to specify the
requirements meeting the threats that are the output of the security environment analysis. The subject studied
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is called the target of evaluation (TOE). In this document, an OBE with an ICC is used as an example of the

TOE.

The preparatory work of EFC/PP consists of the steps shown in Figure 2 (in line with the contents described in

Clause 5).

A PP may

( 1. Prepare an introduction ’

[ ]

2. Prepare a description of the TOE, e.g. an entity or an interface, and state the need
and/or security problem to be addressed

3. Prepare a description of the Security Environments of the TOE in which the threat
analysis and security policies must be described concretely

4. Prepare Security Objectives giving information on how
and to what extent the security needs are to.be'met

1L

. Prepare security functional requirements and assurance requirements using requirements for the
ecurity functions provided in ISO/IEC 15408.The security functional requirements explain what must be
one by the TOE and the environment of the TOE to meet the security objectives. The assurance
bquirements explain the degree of confidence expected in the security functions of the TOE

6. Prepare a Rationale in which Security Objectives and
Security Requirements should be checked

Figure 2 — The process of preparing a Protection Profile for EFC equipment

be-registered publicly by the entity preparing the PP in order to make it known and availablg

other parti

o 41 DD-£ I [l w8 4
> UldUTTIay UST UIC SAllTic T 10T U1 OWITETU SYSITITTS.

to

By a Security Target (ST) is meant a set of security requirements and specifications to be used as the basis
for evaluation of an identified TOE. While the PP could be looked upon as the EFC operator requirements the
ST could be looked upon as the documentation of a supplier as for the compliance with and fulfiiment of the

PP for the

TOE, e.g. an OBE.

Figure 3 shows a simplified picture and example of the relationships between the EFC operator, the EFC
equipment supplier and an evaluator. For an international registry organization, i.e. Common Criteria

Recognitio

n Arrangement (CCRA) and current registered PPs, please refer to Annex D.
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Th
the

pa

b ST is similar to the PP, except that it containsi@additional implementation-specific information de|
security requirements are realised in a particular product or system. Hence, the ST includes the following

International registrar
register applied PP for
OBEs internationally
A toll service provider A toll service provider National registrar
prepares a PP for OBEsto f————————| May register his PP for OBEsto | register applied PP
ha prr“ idad-to. his_eus‘nmnro hao prrn ided to. hmtcmaro forQOBES
¢ -1
Angther toll
service ‘provider
An evaluator l—————— An OBE supplier may use the PP for OBEs
- evaluates the PP for an OBE ) tobe provided by himself
- may confirm the ST compliance E——— | Prepares an ST for his OBEs —
with the PP *

An OBE supplier

X

Designs and manufactures
OBEs based on his ST

X

Figure 3 — Relationships between.operators, suppliers and evaluators

ts not found in a PP:

a TOE summary specification that presents the TOE-specific security functions and assurance measures;

an optional PP claims the partion that explains PPs with which the ST is claimed to be corfformant (if

any);

a rationale contaiping’ additional evidence establishing that the TOE summary specificatigns ensure
satisfaction of theximplementation-independent requirements, and that claims about PP conformance are

satisfied;

actual security functions of EFC products will be designed based on this ST; see example in Figure 4.

© 1SO 2009 — All rights reserved
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Application agency
Protection profile database

TOE for EFC is limited to EFC specific roles and interfaces shown in Figure 5. Since the existing finan
security standards and criteria are applicable to other externalroles and interfaces, they are assumed to

outside thg scope of TOE for EFC.

Overall management
of the toll charging
environment

Example:
ST for EFC OBE
1. Introduction
2. TOE
Select requirements of 3. Security environments
security functions and <« ISOIEC 4. Security objectives
assurance 15408 5. Security requirements
6. Security specification /
Development method
| 7. Rationale
Example:
PP for EFC OBE
1 . :I Itl Udubﬁull
2. TOE
3. Security environments
4. Security objectives Design/manufacture/manage
5. Security requirements
6. Rationale
¢ Authentication /Registration
Application

Authenticated EFC OBE
in,accordance with PP

Figure 4 — Example of design based. on a PP

Cial
be

Use of the service

Figure 5 — Scope of TOE for EFC

Pravision of the Charging of the toll
EFC service
-

The security evaluation is performed by assessing the security related properties of roles, entities and
interfaces defined in STs, as opposed to assessing complete processes which often are distributed over more
entities and interfaces than those covered by the TOE of this CEN/ISO Technical Specification.
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to apply when evaluating the security of a system.

Assessing security issues for complete processes is a complimentary approach, which may well be beneficial

In Annex A, the guideline for preparing EFC/PP is described by using an OBE as an example of EFC products.
The crucial communication link (between the OBE and the RSE) is based on DSRC.

2

Normative references

The following referenced documents are indispensable for the application of this document. For dated

refi
do

1S(
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3.1
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3.2
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3.3
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cument (including any amendments) applies.

D/IEC 15408-1, Information technology — Security techniques — Evaluation criteria -for IT
't 1: Introduction and general model

D/IEC 15408-2, Information technology — Security techniques — Evaluation reriteria for IT
It 2: Security functional requirements

D/IEC 15408-3:2008, Information technology — Security techniques — Evaluation criteria for IT
't 3: Security assurance requirements
Terms and definitions

the purposes of this document, the following terms and<definitions apply.

surance requirement

urity requirements to assure confidence in the\implementation of functional requirements

it

Gecurity relevant activities and_events in order to attain proper security control in accordance w
cy

availability

de

pendability with respect to readiness for usage and a measure of correct service delivery bas

alternation of correct and incorrect service

3.
Ce
pa

tral Communication Unit
t of the-central equipment serving as a mobile communication interface to the OBE

3.4

eferenced

becurity —

becurity —

security —

ognising errors such as illicit systéms and/or illicit access and recording and analysing informatjon related

th security

ted on the

central equipment
system components at fixed centralized locations

NO
sys

3.6

TE Central equipment is not the same as central system. Central equipment is used in the GNSS/CN
tem.

certification
action by a third party, demonstrating that adequate confidence be provided that a duly identified product,
process or service is in conformity with a specific standard or other normative document

© 1SO 2009 — All rights reserved
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3.7
confidenti
prevention

3.8
customer

ality
of information leakage to non-authenticated individuals, parties and/or processes

(of a toll service provider) person or legal entity that uses the service of a toll service provider

NOTE

Depending on the local situation the customer may be the owner, lessor, lessee, keeper, (fleet) operator,
holder of the vehicle's registration certificate, driver of the vehicle, or any other third person.

3.9

EAL
assurance

3.10
functiona

Evaluati0||| Assurance Level

levels to evaluate securities for products and systems

requirement

security refluirements to determine the security functions, which are required for systems-and/or products

3.1
integrity
property th

3.12

at information (data) has (have) not been altered or destroyed in anlunauthorized manner

internatiohal registrar

company 3

3.13

uthorized to register Protection Profiles at an internationallevel

Key Management
Encryptioh Key Control

generation

3.14
On-Board
OBE
equipment

NOTE

3.15

, distribution, storage, application and deletion'of encryption keys

Equipment
fitted within or on the outside.of\a vehicle and used for toll purposes

The OBE does not need to include payment means.

personalization card

set-up cai
IC card to

3.16
privacy
right of ind

d
ranscribe individual data such as vehicle information into On-Board Equipment

viduals to control or influence what information related to them may be collected and stored and

whom and

3.17
protection

FS | oot i of ' [N N H ] ol
W Wiiunm trat mimorriatutrt lllay VT UIoLUIUOSTU

act of protecting, or the state of being protected

EXAMPLE

3.18
rationale

Preservation from loss, theft, damage or unauthorized access.

verification
process determining that a product of each phase of the system life cycle development process fulfils all the
requirements specified in the previous phase

by

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=9995948883e444208929d7210896d8d7

ISO/TS 17574:2009(E)

3.19

reliability

attribute of any system that consistently produces the same results, preferably meeting or exceeding its
specifications

3.20

responsibility

state of being responsible, accountable or answerable, as for an entity, function, system, security service or
obligation

3.21
ro3d side equipment

cation and

S, security

i be kept

TOE

legal entity providing to his customers toll services on one or more toll domains for one or more classes of
vehicle

NOTE 1 In other documents the terms issuer or contract issuer might be used.

NOTE 2  The toll service provider can provide the OBE or might provide only a magnetic card or a smart card to be
used with an OBE provided by a third party (like a mobile telephone and a SIM card can be obtained from different parties).

NOTE 3  The toll service provider is responsible for the operation (functioning) of the OBE.

© 1SO 2009 — All rights reserved 7
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3.29
validity
quality or state of being valid; having legal force

4 Abbreviations

— CC Common Criteria

— CCRA Common Criteria Recognition Arrangement

— CN Cellular Networks

— DSRJ Dedicated Short Range Communication
— EAL | Evaluation Assurance Level

— EFC | Electronic Fee Collection

— GNSS Global Navigation Satellite Systems
— HMI | Human Machine Interface

— /F Interface

— ICC Integrated Circuit(s) Card

— T Information Technology

— OBE | On-Board Equipment

— PP Protection Profile

— RSE | Road Side Equipment

— SAM | Secure Application Module

— SFP Security Function-Palicy

— SOF | Strength of Function

— ST Security-Target

— TOE | Target of Evaluation

TSF T o b = '
— UL OCTUUTy T"Uricuurio
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5 Outlines of Protection Profile

5.1

Structure

ISO/TS 17574:2009(E)

The content of a Protection Profile for a part or interface of an EFC system is shown in Figure 6.

6. Rationale

5. Security
requirements

4. Security

5.2

Gu

prg

d)

Context

objectives

3. Security
environment

2. Target of
evaluation

1. Introduction

NN EFC
system

Protection
Profile for...

Figure 6 — Content of @,Protection Profile

delines for preparing PP are as follows:

Introduction (See Clause A.1).

Target of Evaluation (TOE, See*Clause A.2).

b scope of the TOE shall be specified.

Security environments (See Clause A.3).

velopment, operdation and control

Security objectives (See Clause A.4).

Se

CUrity policies for threats to the TOE are determined. The policies are divided into technical

methods of the TOE are described
rking/operation_‘requirements. Regarding these requirements, IT assets, for which the TOE
tected, andithe security threats to which the TOE is exposed, shall be specified.

in order to

clarify  the
must be

policy and

operational/control policy.

Security objectives should be consistent with the operational aim or product purpose of the TOE.

Operational/control policy is defined as personnel and physical objectives in the status for which the TOE is
used or operated. The operational/control policy includes control and operational rules for operators.

e)

Security requirements (See Clause A.5).

In accordance with the security objectives defined in Clause A.4, concrete security requirements for security
threats stated in Clause A.3 are specified. The security requirements consist of functional requirements

(technical requirements) and assurance requirements for security quality.

© 1SO 2009 — All rights reserved
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Functional requirements are provided selecting necessary requirements from ISO/IEC 15408-2 and
determining parameters.

Regarding assurance requirements, assurance requirements designated in ISO/IEC 15408-3 are adopted by
determining evaluation levels for assurance requirements, which are provided in ISO/IEC 15408-2 and

ISO/IEC 15408-3.
f) Rationale of justification/effectiveness (See Clause A.6).

The contents of PP are checked when necessary and cover security requirements for the TOE. The checked
items are as-follows:

1) all security environments needed are covered;
2) se¢curity objectives should completely meet the security environments;

3) security requirements should implement security objectives.

10 © IS0 2009 — All rights reserved
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Annex A
(informative)

Procedures for preparing documents

1 Introduction

ISO/TS 17574:2009(E)

1.1 General

with crucial data needed for the Electronic Fee Collection.

NQTE The examples are only that and nothing more.

A.

1.2 Identification information

Idgntification information for the document is as follows:

a) | document title;
b) [ version/release number;
c) | preparation date;
d) | prepared by.
EXAMPLE Identification information;
1) document title: EFC On-Beard Equipment Security Protection Profile;
2) reference/version number: 1.0;
3) preparation date=2002-10-20;
4) preparedbys ABC Association.
A.1.3 Target of evaluation (TOE) description

TQE is\identified as follows:

eneral outline of the document for Protection Profile (PP) is described.

hould be noted that this clause is informative in nature. Most of the contenthtis‘*an example jon how to
pare the security requirements for EFC equipment, in this case an OBE withya smart card (I¢C) loaded

a) product;

b) version/release number;
c) developer.

EXAMPLE TOE description:

1) product: EFC On-Board equipment;
2) version/release number: 1.0;

3) developer: ABC Co., Ltd.

© 1SO 2009 — All rights reserved
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A.1.4 Accordance with the ISO/IEC 15408 series

The prepared “Protection Profile” in accordance with ISO/IEC 15408 is stated explicitly.

The version and preparation data of referenced ISO/IEC15408 documents are also stated.

EXAMPLE

ISO/IEC 15408 conformance statement according to:

— ISO/IEC 15408-1 Second Edition 2005-09-22

— ISO/IE

— ISO/IE]
A.1.5 Outline of TOE

A.1.5.1
EXAMPLE
1.4.1 Classi

EFC On-Bo

A.1.5.2

For users
explicitly t

EXAMPLE
1.4.2 TOEf
The functioal outline is as follows.

a) EFCf

1)
2)
3)
4)
5)

6)

m

—

m

st

C-45408-2 Third-Edition-2008-08-19.

C 15408-3 Third Edition 2008-08-19

Classification of TOE

fication of TOE

ard Equipments

TOE functional outline

b help them determine the application.

inctional outline (OBE for EFC system)

rInscription (caching) ofAC card data to OBE;

of security “Protection Profile”, the types of device described in “Protection Profile” are descrihed

nction:

utual authentication with IC ‘card;

cryption of radio{communication with RSE;
surance of-message integrity;
utual authentication with RSE;

prage of secured information (encryption key) used in OBE during EFC transaction.

b) Set-up function:

1)
2)

authentication of set-up card;

caching of vehicle information from IC card to OBE.

c) HMI function:

1)
2)

12

report of EFC billing results to users;

guidance of EFC lane.

© 1SO 2009 — All rights reserved
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A.1.5.3 Evaluation Assurance Level (EAL)

Evaluation Assurance Levels for objectives are selected. Each EAL defines a package consisting of
assurance components and determines the degree of assurance requirements on security systems. The

justification for the selected EAL is stated.
EXAMPLE
A.1.5.3 EFC OBE (EAL is 5)

OB

nction OB o
attgck und

d [ N d
er the control of individual users. Therefore, a high assurance level (EAL) will be required for EFG-Q

A.pR Target of Evaluation (TOE)
A.2.1 TOE objectives and methodology

A.2.1.1 TOE use objectives
The following indicates objectives for TOE use and the type of environment in which it is used.

EXAMPLE EFC members (users) use the EFC system at tollgates. by inserting the IC card with E
corftract information for settlement. Vehicle information such as an dgutomobile inspection certification is stg
befprehand. For storing vehicle information, a personalization card for initialization is used. The OBE (T
reads/writes data to IC cards for set-ups/settlements and transmits/receives data to roadside equipment for t
tramsactions, protects interface and internal data from external threats.

A.2.1.2 TOE use methodology

a) | User preparations:

steps to be taken by users before use of TOE.

b) [ Operators preparation:

necessary hardware/software and control systems are described when operators operate TOE.
c) | Operational procedures:

procedures for_6peration and maintenance are described.

d) | Use procedures:

procedures for users are described.

e) | Cimitations of use:

ulnerable to
BE.

FC member
red in OBE
OE), which
bll collection

limitations of use such as time zones and geographical zones are described.

EXAMPLE

a) User preparations:

Users request an operator to install an OBE and set-up vehicle information such as automobile inspection

certification to OBE. In addition, users receive the ICC with EFC member contract information.
b) Operator preparations:

Operators issue set-up information in response to user’s requests.

© 1SO 2009 — All rights reserved
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c)

d)

e)

Operation procedures:

When users are passing through tollgates, the tolls are billed to the IC cards for settlement with EFC member
contract information, which is inserted in the installed On-Board Equipment with vehicle information. When a
legitimate IC card for settlement is inserted in the OBE with correct vehicle information, the toll fee is calculated in the
communication zone of RSE at tollgates.

For a change or update of EFC member contract information, such, as vehicle information, set-up cards and ICC are
updated (reissued/reregistered).

Use procedures:

Users

EFC nfember contract or OBE manuals.

Limitatjons of use:

In gen

A.2.2 TOE functions

A2.21

Functions,

Functions provided by TOE

protected, fare listed.

EXAMPLE

a)

b)

EFC trpnsactions

EFC communication control function;

nn-secure data record function;

T

Ml input/output control function;

(¢ card insert status detect function;

On-Board Equipment self-check/function.

Security module

data storage or protection function;
user access.control function;

atithentication function(DSRC, ICC);

use the EFC system of inserting IC cards with EFC member contract information at tollgates according.to

bral, 24 h use is available, as long as EFC lanes are open at tollgates.

which are provided by the TOE, are described. All functions for.data transactions, which must

the

be

erncryptionfdecryptiom furctior,
ICC interface function;
EFC transaction interface function;

set-up card read function.

A.2.2.2 Functions not provided by TOE

When the TOE function is a part of the functions of an

entire system, the scope of the TOE in the whole

system should be shown as in Figure A.1 which shows an example where the OBE is the scope of the TOE.

14
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EXAMPLE
S
Used Toll service b, -
ted Y
by provider A - Ope'@
SRC
On-board D Roadside equipment Toll charaer
Personali- equipment — Z—— (RSE) 9
> zation card i
©
£
o
IC card
ICC
R T @

Figure A.1 — An example where the TOE is,shown in its context

A.2.2.3 Missing functions

When functions, which usually should be provided by thé/TOE in this section, are not included in the TOE, the
fumnction contents and reasoning for exclusion should be described.

A.2.3 TOE structure

A.2.3.1 Hardware structure

The structure with related hardware urits on TOE operation is described. The scope of TOE in the structure
should be shown as in Figure A.2.

EXAMPLE
Toll service
providér's On-board equipment (OBE)
persorfalization HMI
card
Communication
control
ICC
interface c Roadside
EFC application IF sl os® equipment
User’s prosessor /l/ (RSE)

Figure A.2 — An example of TOE hardware structure

A.2.3.2 Software structure
The structure with related software in the operation of the TOE is described. In the structure, the scope of the

TOE in the structure should be stated. Especially, when the operation of the TOE depends on operating
system (OS) and data control programs, the distribution of functions should be described.
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A.2.3.3 Rationale

It should be verified that the described items are consistent.

a) Absence of inconsistent provision items.

b) Absence of undefined or unclear sections of provided contents in this clause.

A.3 Security environment

A.3.1 O;Jerationloperational environment of TOE

A3.11

Security re

A3.1.2

The methg
site, use p
from the a
a) Opergtional procedures

Regarding
related veh

b) Opera
The opera
EXAMPLE
c) Operg
Operationd
d) Usep

The proce
installation

EXAMPLE:

1)

2)

3)

4)

(

(

u

5eneral

quirements to determine security objectives for the TOE operation are provided.

Dperational environments
dology of the use of the TOE such as the operational environment, ‘operational time, operatio

focedure and location of use is described. The described contents ofyA.2.1.2 are described in de
spect of functionality.

the operational procedures of the TOE, the operation, of an integrated EFC system including
icles and ICC for payment are described.

ional time
ional time zone of the TOE is described,
The operational time is any time that EFC vehicles use on EFC toll roads
tional sites
| sites of the TOE are desctibed.
rocedures

dures from the purchase (obtain) to the disposal of the TOE by users are described includ
of the TOE} set-up of the TOE and operation at toll roads.

nal
tail

the

ing

sers/purchase EFC OBE at OBE dealers (car dealers, car shops). An OBE is installed in a vehicle. In addit

on,

the On-Board information needed for the EFC operation such as vehicle information is stored as On-Board

in

formation.

After an EFC member contract is established, users get an ICC, which is issued by credit card companies.

Users will be able to use the EFC system by inserting an ICC in an OBE installed in a vehicle. The vehicles,
which are capable of using EFC systems, are called EFC vehicles.

Users use toll roads with the ICC inserted in an OBE in an EFC vehicle and pass through the tollgates without

st

opping.

Users can voluntarily dispose of unnecessary OBE.

16

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=9995948883e444208929d7210896d8d7

ISO/TS 17574:2009(E)

e) Use sites
Sites, where users are able to use TOE, are described.
EXAMPLE Toll roads, along which EFC RSE are installed.
f) Limits and requirements in use such as available numbers of TOE are described.
EXAMPLE
1) The number of OBF installed per vehicle is limited to one
2) OBE are fixed (built-in) in a vehicle.
3) OBE can be used 24 h a day as long as EFC lanes are open for operation.
A.3.1.3 Physical control
Physical control related to the operation of the TOE is described.
a) | Installation sites and control
Installation sites and physical control of the TOE are described.
EXAMPLE OBE is fixed (built-in) in a vehicle.
b) [ User unit
Fof use of the TOE, the physical control requirements of ICC for payments, which users possess, i
EXAMPLE Users are responsible for their ICC.
A.3.1.4 Personnel requirements
The personnel requirements for the responsibility and confidence of the TOE operations are de
addlition, the requirements for patential uses, motivations, methods and expertise of attacks are pro

TOE related agents

The following itemsZregarding the manufacturers, operators and users of TOE are stated.
1) Type

2) Role

3)\ Authorization

described.

scribed. In
ided.

4) Reliance
5) Risk of illicit use
6) Expertise

7) Trall

© 1SO 2009 — All rights reserved
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EXAMPLE Personnel requirements:

Type: Manufacturer of On-Board Equipment.

Role: Manufacturing and shipping based on standard specification of EFC OBE.

Authorization: None.

Reliance: No responsibility for security control.

Risk of illicit use: There are risks of illicit use since the responsibility for security control is absent.

Ekpertise: No need of expertise for security.

Tyail: Negative list check is implemented while EFC vehicles are passing through tollgates.

b) Attackgers
The fgllowing items are described for illicit user requirements against which countermeasures are taken
by theg TOE
1) Type
2) Purpose of illicit use
3) Motivation
4) Means
5) Ekpertise
EXAMPLE Attackers:

i)] Type: lllicit third party among EFC users.

ii)) Purpose of illicit use: OBE data forgery; manipulation, obtaining of personal information. Forgery and
illicit modification of OBE medium.

iiij  Motivation: To reduce +oll fees or avoid toll fee claims by illicit use of information. Sale of forged
OBE.

iv) Means: Forgery of vehicle information on On-Board Equipments. Forgery of I/F data
between OBE and ICC to counterfeit someone’s card. Forgery of EFC OBE| by
analysing OBE internally.

v)] Expertise: Comprehend the internal transaction by analysing EFC On-Board Equipment
internally.

A.3.1.5 Connectivity/operational environments
The envirgnment for TOE connectivity and operation is provided. Only the structure, which is provided in this
subclause,-stattbeTOE:

a) Connectivity

Transactions for RSE at tollgates and ICC needed for the operation of the TOE are described.

EXAMPLE

OBE exchange information via radio communication (5.8 GHZ) with RSE at tollgates.

OBE-read IC card data (card number, ETC member contract information) before vehicles pass through tollgates.

When vehicles pass through tollgates, OBE send applicable IC card internal data to RSE to transmit billing and
transaction record data.

18
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Operational requirements

Hardware/ software requirements needed for operation of the TOE are described.

(CPU implementation speed, required memory, input/output devices)

A.3.1.6 Rationale

It is verified that the described items are consistent.

a)

b)

A.3.2 Security threats

im
de
an
are

=

EX]

3.2.1 Determination of target resources for protection

ADSeNnce or Inconsistent provision ltems.

Absence of undefined or unclear sections of provided contents in this subclause.

Selection of target resources for protection

get resources for protection, to be protected by the TOE, are determined. Resources, which
act services of the TOE by falsification, alteration and loss, are targeted for protection.
ermined individual targeted resources for protection, the lifecycle such as generation, transactic
| disposal are clearly described. If there are indirect resources for a TOE transaction, the indirect
determined as well.

AMPLE

1) Target protection resources to be protected‘by the TOE:

— ETC member contract informationi ICC internal data (i.e. IC card number);

— vehicle information: OBE interal data such as vehicle classification codes;

— information stated,above, transmitted by radio communication through OBE between roadsg
tollgates andA€C;

— toll information: storage in ICC such as billing information.
2) Targetresources for protection such as lifecycle:
—\"OBE installation in a vehicle;

— transcription of vehicle information into OBE;

— tollgate information: exit/enter information, barrier information and transaction record information;

negatively
Regarding
n, storage
resources

)

ide units at

b)

The values of determined target resources for protection are evaluated

lev

— OBE operation at toll roads;
— OBE disposal.

Evaluation of target resources for protection

els as follows:

. The evaluation is divided into three

Level 1: security problems' impact on entire system for the TOE; e.g., the system might be malfunctioning

or down.

© 1SO 2009 — All rights reserved
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Level 2: security problems drastically compromise the value of the system for the TOE; e.g., the social
responsibility for the systems is impaired, however, restoration of systems is attainable.

Level 3: security problems hinder the operation of the TOE; e.g., operation of the system is temporarily
interrupted resulting in serious impact on the users.

EXAMPLE

Evaluation of target resource for protection

Level

1. Non (no target resource for protection, which impacts systems such as destroving ETC systems):

Level 2: ETC member contract information;

Level 3: Vehicle information, tollgate information, toll information.

A3.22 |

Potential t

dentification of security threats

hreats are identified by level of determined target resources for protectians, Concrete analysiq of

target resgurce for protection is implemented in terms of who (what), where, When, how (counterfeiting,

tapping, de

interruption) and reasons.

a) Who (
who (

b) Targe
target

c) Conte
major

1) L

2) L

5 L

6) L

d) Meand:

mean

e) Metho

what):
vhat) generating threats is stated.

resource:
resource for threats (billing data, personal information)-is stated.

hts of threats:
threats are as follows.

hck of confidentiality.
hck of protection.
hck of availability.
nck of responsibility.
hck of integrity.

hck of reliability-

5 generating attacks are stated.

jology:

struction), means (available resources, interface, expertise), threats (falSification, exposure, ser\ice

methodology of attacks is stated.

f)  Motivation:
motivation of attacks is stated.

g) Opportunity:
opportunity of attacks is stated.

h) Weak
sSecuri

Threat analysis for lifecycle of target data for protection is shown in Table A.1.

20

points:
ty weaknesses are stated.
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A.3.2.3 Rationale
It is verified that the described items are consistent.
a) Absence of inconsistent provision items.

b) Absence of undefined or unclear sections of provided contents in this subclause.

A.3.3 Security policy of operational entity

A.3.3.1 Teneral

Security itgms for operational entities for the TOE are provided in accordance with the rules and policies. The
document hames describing concrete rules are described.

A.3.3.2 Identification of security policies of operational entities

a) Use pplicy of target resource for protection

Use policy|(to whom, what capability, when, where) for target resource of protections is provided.
b) Maintgnance policy (update, disposal) of target resource for protection

c) Operational rules and applicable laws for security

i.e. Security policy based on “Law for prohibiting illicit access” is provided.

d) System and responsibility/duty for security policy

The security control/promotion system, responsibility and role are provided.

A.3.3.3 Rationale

Among segurity policy items of each operational entity, it is checked that there is no contradiction in the
provision dontents with the methodologysand results being described.

a) Abserice of inconsistent provision items.

b) Abserice of undefined or.unclear parts of provided contents in this subclause.

A.4 Secprity objectives

A.41 Gereral

Regarding security threats listed in A.3.2, security objectives are determined from both aspects of technical
objectives, which are provided by EFC systems or the operational environment of the EFC system, and
operation control objectives.

A.4.2 Technical security objectives

Technical security objectives provide security objectives, which are implemented by security functions such as
encryption of data and control of access authentication.

a) For determination of security objectives, technical security objectives against threats are clearly described.

"«

b) Security objectives are determined from the aspect of “control”, “prevention”, “detection” and “recovery”.

22 © 1SO 2009 — Al rights reserved
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Control: the generation of security threats is controlled.

EXAMPLE Billing resource information such as EFC contract information is stored so securely in ICC and SAM
installed in OBE for caching that it is protected from tampering.

Prevention: prevent security destruction when security threat is generated.
EXAMPLE Data is protected by encrypted data of radio communication information.

Detection: security threats are detected.

EXAMPLE Data falsification is detected by adding an authentication code to the message data.
Rerovery: when security threats are detected, the original secure status will be restored.

EXAMPLE When a forgery of OBE or ICC is detected, negative information is recorded and the use is|terminated.
For legitimate users, a new OBE or ICC is reissued.

The following are some of the basic elements of security objectives.
1) Availability

Information transaction resource is effectively used anytime anywhere, when needed. Major security
objectives are as follows.

i) Term of validity: setting the term of validityfor IC cards, IC cards need to bg¢ changed
periodically.

i) Damage control: equipment at tollgates* controlling toll-billing information should |have dual
configuration to avoid being damaged:

iii) Automation: personnel intervention for preparation of bills is eliminated.
2) Confidentiality
Information is protected from illegal access.
i)  Access control:
— operdation capability of equipment is checked;
— _‘communication paths are checked.
i) < €onfidentiality of data: data of EFC member contract information/billing information is encrypted.

i) Encryption key management: generation of cryptographic key, distribution and sforage are
managed.

3) Protection
Information is protected from illicit alteration or facilitation.
i)  Access control: usage capability of data and program library are checked.

i) Data flow control: logic space for data flow is provided; between internal networks and external
networks, telecommunication data is filtered.

i) Data protection: data falsification and illegal addition of data/insertion of forwarding blocks are
detected.
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A.4.3 Se

a)

b)

4) Legitimacy

Original information is verified. Communication document is verified to be the same original
document. In addition, the records for resource use are verified.

i)

Trace/audit: information for radio telecommunication is recorded as log data to be used to detect

problems and for security objectives.

i) Detection of security intervention: illicit interventions are detected in advance.

racaabilityv

(e

TTOTTHOTTT

se status of target resource for protection is analysed and any unusual status is detected.

identification/authentication.

Session control: radio communication paths are protected from illicit intervention.

iii) Privacy: EFC contract information and use information are protected.from exposure.

Security entity protection: security entities are checked for bypass,or interference.
pmmon requirements
ommon requirements for security objectives are as follows;
Digital signature: E-signature is required for verifi€ation for EFC contract information.
Time stamps: transaction date of billing infofmation is recorded.

Transmission denial prevention: sent orreceived transactions are recorded as verification.

curity objectives by TOE

Identification of security objectives

Conte
descri
securi
Ratior

CheckK

hts of security objectives—are described in detail. Requirements in A.3 to be implemented
bed with rationale. An-addition, the expected degree to which the security objectives meet
ty environments is-also described with rationale.

ale

ing that™ne contradiction exists between security objectives, which were identified in a) and

rationale contents and results are described.

1) A

senhce of inconsistent prn\/ieinn items

Identification/authentication: toll fees are charged to actual EFC users throl

gh

are
the

the

2) A

bsence of undefined or unclear parts of provided contents in this subclause.

A.4.4 Security objectives by operation environment of TOE

a)

24

Identification of security objectives

Contents of security objectives are described in detail. The requirements in A.3 to be implemented are
described with rationale. In addition, the expected degree of security objectives to meet the security

enviro

nments is described with rationale as well.

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=9995948883e444208929d7210896d8d7

b)

Rationale

ISOITS 17574:2009(E)

Checking for the absence of contradiction among security objectives, which were identified in a) and the
rationale contents and results are described.

1)

2)

A.4.5 Rationale

Absence of inconsistent provision items.

Absence of undefined or unclear sections of provided contents in this subclause.

Checking that no contradiction exists among security objectives, which were identified in (A74]1 and the
ratjonale contents and results are described.
1) Absence of inconsistent provision items.
2) Absence of undefined or unclear sections of provided contents in this subclause.
Table A.2 — TOE Security Objectives — An_example
Security objectives
N¢. | Threats
Control Prevention Detection Regovery
Forgery and altering of
OBE (media)
1 (Analysing the OBE, |nf0tfmlati0n unit Identification/atithentication | pata protection User control
forgery of the OBE media | %00 ) (message authentication) | (negativellist record)
and implementation of (anti-tampering) Access QX0
illicit communications
transactions with RSE)
Forgery and falsification | Operational control o
of OBE data (Check vehicle Data cor_1f|dent|al_|ty
information at £ (encryption function) Data protection User confrol
Forgery vehicle - I
3 i(nforgr]‘n;ytion in OBE to mhen;ber _conltract and | Gontrol of term of validity (message authentication) | (negativellist record)
o the data is also (check validated term of
reduce communication checked by roadside data)
fees) units)
Forgery and altering of
prepaid ICC by Trail aud
) . nformation unit Identification/authentication | Trail audit
3 |(Analysing prepaid ICG?) | control (telecommunication log User (t;_on T.Olt q
alteration of the prépaid | (anti-tampering) Access control (limitation) | audit) (negativellist record)
ICC, which is not
withdrawn)
Forgerysand altering of
ICC data
; i Data confidentialit ; ;
A [Fording ICC data or I/F Infotrmlatlon unit (encryption functio);l) 'I;ralul audit ation | User control
data, counterfeiting a contro . (telecommunication log (negativellist record)
legitimate user's card (anti-tampering) Access cantral audit)
(postpaid) or increase the
usage value (prepaid)]
Data confidentiality
i encryption function
Operational control | (encryp ) Detection of security
Forgery and altering of (Personal information | Privacy intervention Encryption key
RSE on radio (Protection of EFC (illicit intervention control
. . | ]
5 communication detection) (update of key

(Forging RSE, theft of
personal data from ICC)

between RSE and
OBE is not to be
recorded)

member contract
information/usage
information)

Access control

Data protection
(message authentication)

information)

© 1SO 2009 — All rights reserved
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Table A.2 (continued)

Security objectives

No. Threats
Control Prevention Detection Recovery
Tapping of radio Data confidentiality
communication contents (encryption function)
) ) Sessi trol Phvsical trol of Encryption key
(Tapping radio ession contro Privacy ysica’ control o control
6 | telecommunication waves | (illicit intervention tollggtg facilities (update of key
between OBE and RSE, countermeasures) (Protection of EFC member | (periodic patrols) information)
obtaining personal contract information/usage
inform at;ull) thnrmgﬁnn)
Forgefy and falsification
of telgcommunication .
data Data protection
Sessi trol (message Encryptieri key
. (Falsiflying .I?.S.SE'.C)Q con rtc.) Data confidentiality authentication) coritrol
telecommunication data | (ilicit intervention (encryption function) ; ; (Update of key
sai countermeasures) Trail audit \ .
contents, transmission of ot information)
i (communication log
the falksified data at audit)
tollgates to reduce the toll
fees)
Multiple usage of OBE
Data flow control
[With {nstallation of
severdl OBEs in one OBE usage control (checking the number of _ _ _
vehiclg, repeating (ban on installation of | yehicles and OBEs) Trail audlt' . Time stamp
8 | commiunication several OBEs for one (Communication log (control of outdateg
. i Validated term control dit information)
transgctions and vehicle by usage . . audit) in
obtairgng several provision of contract) | (checking validated term)
transgction data for one Time stamp
use (defrauding toll fees)]
Poor ¢onnection or
intentipnal outset of ICC
(Physical or digital Usage control of OBE ) )
ItZT:::r(;ztrl'r?Sni(():fation (ban afnd penalty Acgges tontrol Trafaudt fICC
9 rules for drawing out ; Reissuing of |
betwepn OBE and ICC; ICC by provision of (OBE/ICC software locking) S/Ié)ricf,‘i;;etlir(l)sne;ctlon
personnel action for the contract)
drawing out ICC,
accidgntal poor
connegtion)
Malicipus usage of
repeafing radio
telecommunication waves
eavesfropped at tollgates_| S€ssion control Timestamp . Time stamp
10 | (avoidng toll fees by {illicit intervention (E:;t:m‘flj’rt]ic;'t?o”n controly | (c0nirel of outdateg
repeafing communicatief™| countermeasure) Data flow control information)
transgctions
eavesfropped at
tollgates)
OBE théftfloss Physical Co.ntmI Access control Trail/audit User control
A PO .| (strengthening of . . " e ) o .
11 (|”|C|t oCT Ul SWITIT UINTUST . . \reyauve mnurtiation oo aturT oy \reyauve mnuritiatr n
OBE installation . L
OBE) control for theft report) audit) record, reissuing)
methodology)
ICC usage control Access control
ICC theft/loss (state ICC control (negative information Trail/audit User control
12 | (avoiding toll fees responsibility by control for theft report) (communication log (negative information
charged by loss of ICC) usage provision of Identification/authentication | @udit) record, re-application)
contract) (authentication by owner)
26 © 1SO 2009 — Al rights reserved
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Table A.2 (continued)

Security objectives
No. Threats
Control Prevention Detection Recovery
Theft or duplication of )
usage application Information usage Phvsical control
(illicit use of personal control Authentication/Identification | | >
13 |. f . f - (storage control of
information through theft Physical control of (authentication by owner) application)
or duplication of usage application
application)
) Operation control
Jamming .
) . . . . (access control, Operation control
14 | (j}amming near tollgates to | Policy for jamming . .
) . supervision and patrol of (i.e. patrol)
interrupt the operation)
tollgates)
NQTE Security objectives for from 1 to 10 of threats are performed by technical measures. Those for‘from 11 to 14 afe performed

by loperational control.

A.p Security requirements

A.5.1 Overview of ISO/IEC 15408

Paft 1 defines general concepts and principles of IT security evaluation and presents a genergd model of
evaluation. Part 1 also presents constructs for expressing IT security objectives and for selecting ahd defining
IT ecurity requirements.

Sepurity requirements are defined in Parts 2 and 3 of\SO/IEC 15408; Part 2 for functional requirgments and
Paft 3 for assurance requirements. Both requirements are described in the same structure in that they are
delined hierarchically by the units labelled Class,” Family and Component. The relationship between those
units is shown in Figure A.3.

Class Component |
I I
Family 1 I 1 2 —— 3 I
I I
I I
1 I
Family 2 | |
2 3 I
I I

I
| 2 |
Family 3 1 3 I
I N I
I I

Figure A.3 — Relationship between units that define requirements

Class is the most general unit that defines security requirements. Families in a class share common security
objectives.

Family is a set of security requirement units that share common security objectives. Each component in a
family has possible differences in its emphasis and exactness.
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Component is a set of specific security requirements which also shows the minimum set of requirements. It
could be sub-divided into elements, each of which could constitute one component. It can be either
hierarchical or non-hierarchical as shown in Figure A.3.

Security requirements can be defined by using ISO/IEC 15408, based on selection of class, family and
component.

Security functional requirements are shown in Table A.3, while whole classes and families of security
assurance evaluation are in Table A.4.

As indicated-in—Tables-A-3-and-A A, three lotters. rnprnennf class and fgmil.\’l inrli\/irhlgll.\’/

Table A.3 — Security functional requirements — From ISO/IEC 15408-2

Funcfjon class Function contents Function family

ARP Security audit automatic response

GEN Security audit data generation

FAU Security requirements for SAA Security audit analysis
Secufity audit audit log control SAR | Security audit review
SEL Security audit event.selection

STG Security audit event storage

Assurance requirements for | NRO Non-repudiation of origin

FCoO transaction record of
L communication and o .
Commnjunication legitimate communication NRR Non-repudiation of receipt
data contents
| Requirements for CKM Cryptographic key management
FCS cryptographic key
Cryptogrgphic support | management (except CQP" | Cryptographic operation
cryptographic algorithm)

ACC Access control policy

ACF Access control functions
DAU Data authentication
EFC Export to outside TSF control

IFC Information flow control policy
L op Ro@Tents o protect IFF Information flow control functions
User dafl protection Gdata ITC Import from outside TFS control
ITT Internal TOE transfer
RIP Residual information protection
ROL Rollback
SDI Stored data integrity
HET inter=TSFuserdataconfidentiatity transferprotection
uiT Inter-TSF user data integrity transfer protection
AFL Authentication failures
ATD User attribute definition
FIA Requirements to identify SOS Specification of secrets
Identification/ users and verify the —
authentication legitimate user UAU User authentication

uib User identification
USB User-subject binding
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Table A.3 (continued)

Function class

Function contents

Function family

and users

MOF Management of functions in TSF
MSA Management of security attributes
FMT Requirements for Security MTD Management Of TSF data
Security management | functional management REV Revocation
SAE Security attribute expiration
SMR Security management roles
ANO Anonymity
FPR . ) PSE Pseudonymity
) Requirements for privacy
Privacy UNL Unlinkability
UNO Unobservability
AMT Underlying abstract machine test
FLS Fail secure
ITA Availability of exgorted TSF data
ITC Confidentialitinof‘exported TSF data
ITI Integrity, ofiexported TSF data
ITT Interpal, TOE TSF data transfer
PHP TSFE physical protection
FPT Requirements to protect RCV <] Trusted recovery
Protection of TOE security system from illicit -
security functions interference RRL |Replay detection
RVM Reference mediation
SEP Domain separation
SSP State synchrony protocol
STM Time stamps
TDC Inter-TSF TSF data consistency
TRC Internal TOE TSF data replication consistefcy
TST TSF self test
ERU Assurance requirements for |FLT Fault tolerance
- stab!e provision of resource PRS Priority of service
Resource utilization services
RSA Resource allocation
LSA Limitation on scope of selectable attributes
. MCS Limitation of multiple concurrent sessions
Requirements to prevent - -
EIA illicit use of information SSL Session locking
TOE access transaction products and | TAB | TOE access banners
systems -
TAH TOE access history
TSE TOE session establishment
Requirements to secure ITC Inter-TSF trusted channel
FTP communication paths
Trusted path/channels |between security systems TRP Trusted path
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Table A.4 — Security assurance evaluation — From ISO/IEC 15408

Necessary assurance components
Assurance class Assurance family EAL | EAL | EAL | EAL | EAL | EAL | EAL
1 2 3 4 5 6 7
DES TOE description
ENV Security environment
APE . INT PP introduction (Independent on EAL)
PP evaluation OBJ Security objectives
REQ Security Tequitements
SRE Explicitly security requirements
DES TOE description
ENV Security environment
INT ST introduction
ASE OBJ Security objectives
) - (Independent on EAL)
ST evaluation PPC PP claims
REQ Security requirements
SRE Explicitly security requirements
TSS TOE summary specification
ACM AUT CM automation 1 1 2 2
Configuration CAP CM capabilities 1 2 3 4 4 5 5
manafement SCP Tracking of updated information 1 2 3 3
APO DEL Delivery 1 1 2 2 2
Deliveryfoperation IGS Installation, generation and set-up 1 1 1 1 1 1
FSP Functional specification 1 1 1 2 3 3 4
HLD High-level design 1 2 2 3 4 9
abv IMP Implementation representation 1 2 3
INT Source/object cord 1 2
Develppment
LLD Module structure 1 1 2 2
RCR Representation correspondence 1 1 1 1 2 2
SPM Security, policy modelling 1 3 3
AGD ADM Administrator guidance 1 1 1 1 1 1
Guidance USR User guidance 1 1 1 1 1 1
DVS Development security 1 1 1 2 2
ALC FLR Flaw redemption
Life|cycle LED Security for development/protection 1 2 2
TAT Development, operational tools 1 2 3
cov Coverage 1 2 2 2 3
ATE DPT Depth 1 1 2 2
Tests FON Functionat tests 1 1 1 f 2 2
IND 3rd party testing 1 2 2 2 2 2 3
CCA Cover channel analysis 1 2 2
AVA MSU  |Misuse 1] 2] 2] 3|3
\a/s;r;esgan?glr?; SOF Strength of security function 1 1 1 1 1
VLA Vulnerability analysis 1 1 2 3 4 4
AMP Assurance maintenance plan
AMA CAT TOE component categorization report
Maintenance of EVD Evidence of assurance maintenance (Independent on EAL)
assurance
SIA Security impact analysis
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By referring to Tables A.3 and A.4, an example of component selection regarding functional requirements and
assurance evaluations is described as follows.

— Security functional requirement

Component selection is implemented according to Table A.3. In the case of “generation of cryptographic key”
as an example of security objective, FCS (cryptographic support) is selected among function classes. CKM
(cryptographic key management) is selected among function families. Then FCS_CKM.1 (generation of
cryptographic key) is selected as component.

o PR TP TN mal-atian
YT TUrty assurarnc T o varaatort

The necessary components for security assurance evaluation are automatically Cdetermined in
ISQ/IEC 15408-3, once Evaluation Assurance Level (EAL) is selected.

Hefe component is selected with reference to Table 5 of ISO/IEC 15408-3:2008.
Suppose EAL is 4 as assurance class, ACM (configuration management) is selected. Then assurgnce family
comsists of AUT (configuration management automation), CAP (configuration, management capabllities), and
SOP (tracking of updated information). Necessary assurance components) are indicated in eagch EAL in
Taple 5 of ISO/IEC 15408-3:2008.

Components of “configuration management” (EAL4) are:
—| ACM.AUT 1

—| ACM.CAP .4

—| ACM.SCP.2
A.5.2 TOE functional requirements

A.5.2.1 Relevant functional requirements and parameter determinations

Rejevant functional requirements. are selected from ISO/IEC 15408-2 to embody TOE technicpal security
objectives. Selection is implemented at component levels.

T

=3

e structure of ISO/IEC(15408-2 is as follows (parts provided in ISO/IEC 15408-2 are shown in italjcs):
—| FDP User data_protection
This is a provided unit labelled “Class”.

—| Information flow control functions (FDP_IFF)

This is a provided unit labelled “Family”.

With this unit, the following requirements for management and audit are provided.
Management: FDP_IFF.1, FDP_IFF.2.
The following actions could be considered for the management functions in FMT management:

The listed components (in this case: FDP_IFF.1, FDP_IFF.2) must meet the requirements for management
provided above.

Audit: FDP_IFF.1, FDP_IFF.2, FDP_IFF.5.
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The following events should be auditable if FAU_GEN Security audit data generation is included in a PP/ST.

a) Minimal:  Decisions to permit requested information flows
b) Basic: All decisions on requests for information flows
c) Detailed: The specific security attributes used in making an information flow enforcement decision.

The listed components (in this case, FDP_IFF.1, FDP_IFF.2, FDP_IFF.5) must meet the requirements
audits provided above.

for

Target events for audit are selected from a), b) and c). The events of the contents, which are provided at e:lach

level, should be collected as an audit log.

FDP_IFF.2 Hierarchical security attributes

This is a component.

Hierarchical to: FDP_IFF.1

This demgnstrates hierarchy of components. In the case selection of this, component (FDP_IFF.2),

following gomponents, which are shown in this clause, should not be selected\(in this case, FDP_IFF.1).

the following component requirements are included in this component.

FDP_IFF.2.1 The TSF shall enforce the [assignment: information flow. control SFP] based on the follow

types of stibject and information security attributes: [assignment ; the' minimum number and type of secu

afttributes].

FDP_IFF.2.2 The TSF shall permit an information flow.

FDP_IFF.2.7 The TSF shall enforce the following relationships.

This is an|element group. Elements for each element are provided in detail. Parameters (assignment)

designated. For instance, in FDP_IFF.2.1 abeve, information flow control SFP is designated in detail.

addition, the frequency and type for the minimum number and type of security attributes are designateg

detail.

Dependenties: FDP_IFC Subset information flow control
FMT _MSA.3 Static attribut€initialization

Componerts related to this.clause are shown.

Basic procedures for, selecting functional requirements are described as follows:

a) Seleclingfunctional requirements directly needed for implementing security objectives

the
All

ing
rity

are
In

For instance, Family “FIA_UAU: User authentication” in Class “FIA: ldentification/Authentication”
ISO/IEC 15408-2 is selected for the security objective “User Authentication”. Then the compon
“FIA_UAU.3: Unforgettable authentication” is selected.

Two elements for this component are provided as follows:

— FIA_UAU3.1 The TSF shall [selection: detect, prevent] use of authentication data that has been forged
any user of the TSF.

— FIA_UAU3.2 The TSF shall [selection: detect, prevent] use of authentication data that has been cop
from any other user of the TSF.

of
ent

by

ied
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The appropriate event for parameter “selection”, which is included in this requirement, is designated. For

other parameters such as “assignment”, an event is provided in detail.

Thus, the functional requirements needed for all the security objectives are selected. The general content

of functional requirements provided in ISO/IEC 15408-2 are shown in Table A.3.

Selecting functional requirements interdependent with selected functional requirements

Although “FIA_UAU.3: unforgettable authentication” stated above, list “no dependencies”, each functional
component provides a complete list of dependencies on other functional and assurance components. For

incfgnr\n’ inthe case when “EDP _|FE ’)", ‘EDP_1EC 1 Subset information flow control” and “E

JT_MSA.3

Static attribute initialization” are designated_. These requirements are also selected.
requirements depended upon in turn have dependencies on other requirements, all the-re
depended upon are selected.

Selecting necessary functional requirements for selected functional requirements foryregular fun

There are four functions to assure normal operation as follows:

blocking bypasses of functions;

rejecting interference of functions;

assuring operations;

detecting improper operations.

Blocking bypasses of functions: this function prevents security threats by bypassing the tra
relevant functional requirements. In general, ERT_RVM.1 (Non-bypassability of the TSP) is s
addition, regarding bypassing of “user authentication”, the illicit use (bypassing) will be r
verifying user authentication through “access control”.

Rejecting interference of functions:“this function stops interference in functional trans
destroying or falsifying securityattribute/data regarding relevant functional requirements. |
FMT_MTD.1 (management of.TSF data), FMT_MSA.1(management of security attributes),
(physical protection) FPT_SER(domain separation) and FTP_TRP (trusted path) are selected.

Assuring operations: this' function assures operation of relevant functional requirements.
FMT_MOF.1 (management of security functions) is selected.

Detecting improper operations: this function detects the operation of relevant functional requi
an incorrectgonfiguration or connection status. In general, audit function is selected.

Audit and management requirements are provided for each functional requirement

Corresponding to functional requirements, the type of audit log data to be collected is

When the
luirements

iction

nsaction of
elected. In
bjected by

hctions by
n general,
FPT_PHP

n general,

rements in

rovided in

ISO/IEC 15408-2. In the case of selecting the audit log data collection (e.g. FAU GEN.1

, provided

requirements for collection are also selected. For instance, in the case of “FIA_UAU.3” stated above,
audit is selected in the family, which includes the component for “FIA_UAU.3". Therefore, the component

is targeted and the collection levels of log data are selected from “Minimal” and “Basic”.
Minimal: detection of fraudulent authentication data.

Basic: all immediate measures taken and results of checks on fraudulent data.
Requirements for “Law for ban on illicit access” are provided

Functional requirements (FTA_TAB.1) for sending warning message to bar illicit access. |

n general,

“Identification of security policy of operational entity” is selected in accordance with the law stated above.
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A.5.2.2 Selection of strength of function (SOF)

When AVA_SOF is selected as the assurance requirement (when EAL2 is selected, this requirement is
included), the SOF level is selected for functions which are provided by TOE. Target functions are functions to
introduce technical security methodology such as combination of information and arrangement, or probability
theory methodology. Requirements for cryptography are non-target for this level of strength of function.

Evaluation

First of all,

of attack potential

attack potential is evaluated. Attack potential is classified as follows:

— SOF-basic: attacks within an adequate period using interfaces which are open to the public.

— SOF-medium: attacks by attackers who are especially knowledgeable, within an adequate period us
interfgces which are not open to the public.

— SOF-high: attacks within an attenuate period using special resources.

SOF levels
ISO/IH

Basic
interfg

EXAMPLE
—  more
— inthe
Generatior]
the counte

can be def

Middle ley
security fu

EXAMPLE

— passw
letters;

— IC carg

Passwj
attackg

C 15408 provides three SOF levels to minimize attack potential as follows:

level: this can protect secret information against attacks ‘within an adequate period us
ces which are open to the public.

The following represents basic levels of strength of functions'regarding passwords:
han six letters, combinations of numbers, letters and notations;
ase of more than three input password mistakes thetransaction is cancelled.

and input of false passwords are possible’ using an interface, which is open to the public. WH
ended against.

yel: this can protect secret information from attacks within an adequate period with expertisg
nctions.

The following represents middle level of strength of function regarding passwords:

brds are stored withimIC cards with ten decimals, which are selected at random from different kinds of mult

s are undérthe control of each user.

brds¢are"basically to be memorized by users. The basic level of strength of function is not capable of hal
by-attackers who are especially knowledgeable of analogy. However, generating passwords at random

ing

ing

en

rmeasures stated above are implemented, attacks that have been executed for a couple of days

of

ple

ing
can

defen

adainet thic tvng nf attacle
SgaHASTHS P a6k

High level: this can protect secret information from attacks using special resources and oppose high level attacks.

“High level” of strength of function cannot be made available for passwords.

Without using the definition of ISO/IEC 15408, new evaluation methods can be defined.

34
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Selection of SOF levels

Strength of function is selected for functional requirements. Strength levels are determined depending on

sophistication of attackers in terms of expertise, available resources and motivations of attacks.

Minimum SOF level and validity:

this strength of function selects the minimum level of functional requirements of TOE. The justification of
selected appropriateness of the SOF level should be addressed by the aspect of expertise, available

resources and motivations of attacks.

g)

h)

.2.3 Rationale

SOF level by individual functional requirement and validity:

SOF level can be selected for individual functional requirements. Higher level is selected if ar

individual

functional requirement is more eminent than the TOE in all. The justification of th¢ selected

appropriateness of the SOF level should be addressed by the aspect of expertise, available
and motivations of attacks.

Integrity: it is verified that all the parameters for functional requiremehnts’are selected. However,
give flexibility for preparation of “Security Target”, parameters can/be kept intact.

Accuracy: it is verified that functional requirements accurately/describe ISO/IEC 15408. It is a
that selected parameters are not originally changed.

Validity: validity that determination contexts of parameters is appropriate, is explained.

Dependency: it is verified that dependency-\between functional requirements is satisfi
dependency is not satisfied, the reason the sécurity issue will not occur is explained.

Complement: it is verified that each function should not be interfered with illicitly, bypassed or i
It is also checked that functions, which enable comprehension of the operational status, are d
In general, for interference prevention, FPT_SEP (domain separation) is selected. For bypass

FPT_RVM (reference mediation) is selected.

Correspondence: it is verified that at least one security functional requirement correspong
objective described in “Technical Security Objectives”. In addition, it is verified that there is ng
requirement, which.doesn’t correspond to any of those objectives.

Opposition: it-is_verified that corresponding security objectives can be implemented usir
functional requirements, which are provided in this subclause.

Consistency: it is verified that there is no contradictory determination between functional re
andithe rationale contexts and results described.

resources

in order to

so verified

ed. When

nterrupted.
etermined.
brevention,

s to each
functional

g security

Juirements

Availability: it is verified that each functional requirement can be implemented under “TOE

pperational

requirements”

A.5.3 TOE assurance evaluation

A.5.3.1 Assurance level

Functional requirements are individually selected at the component level as security requirements to enforce
security objectives. However, in the case of assurance requirements, as a principle, only the assurance
requirements that the TOE must satisfy, are selected. Regarding the selection, appropriate assurance levels
are selected considering the operational environment, value of target resource for protection, technical
realization, cost/period for development/evaluation and market demand.
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Regarding assurance requirements, usually, only assurance levels (EAL) are determined. Necessary
assurance requirement components are provided corresponding to each EAL in advance in ISO/IEC 15408-3.

Fundamental means of selection are as follows:

protection of information transaction system from attacks for general commerce using interface, which is
open to the public (EAL4);

highly reliable protection of the information transaction system such as the user authentication service
(EALS5);

protedtion of commercial information transaction, in which the use environment is not open to the-pull
such as an in-company information transaction system (EAL3).

c,

Corresponfing components to selected assurance levels are determined in ISO/IEC 15408437 Assuramce
requirements, which are provided in ISO/IEC 15408-3, and assurance components needed,fot)each EAL are

shown in Tlable A.4.

A.5.3.2 Added assurance components

Without dgtermining the assurance level, components can be selected individually. In addition, components,

which are pot included in selected EAL levels, can be added as the need arises)

A.5.3.3 Rationale

It is verifiefl that selected assurance levels are appropriate, neithértoo high nor too low, from the aspectg of
security environments or security objectives. For instance, suppose that measures of protection from threat
agents with expertise in TOE transaction contents are security objectives. In this case, AVA_VLA.1, which
doesn’t require an analysis of clear vulnerability, is not an~appropriate assurance requirement. AVA_VLA.2,

requires thie rationale of full protection from illicit use.

In addition| it is verified that selected assurance levels can be implemented by technical and financial aspegts.

A.5.34 election example of OBE security functional requirements

A part of security functional requirements, which was prepared based on provision of OBE security objectiyes
in A4, is described in Table A.6. Here the selection procedure of security functional requirements is explained
according | to Table A.6. As (security objectives, “information unit control (anti-tampering)” and

“identification/authentication” are)Singled out.

Security functional requiréments are selected among the following, defined in ISO/IEC 15408-2.

36

Information unit.control (anti-tampering)

For th|s séclirity objective, OBE is physically protected by exclusive LSI, which is tamper-proof in ordef to
protedt security.

Here FPT (protection of TOE security functions) is selected as Function Class. PHP (TSF physical
protection) is selected as Function Family. FPT_PHP.1 (passive detection of physical attack) is selected
among FPT_PHP.1, FPT_PHP.2, and FPT_PHP.3 as Component of FPT_PHP. There is no
management requirement defined for the component. Only one audit requirement is defined. “a) Minimal:
if detected by IT means detection of intrusion” is thus selected as audit requirement.

Identification/authentication

For this security objective, OBE is authenticated in order to prevent usage of forged OBE.
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Here FIA (identification/authentication) is selected as function class. UAU (user authentication) is selected
as function family. Among seven components of FIA_UAU, FIA_UAU.3 (unforgettable authentication) is
selected. There is no management requirement defined for the component. “a) Minimal: Detection of
fraudulent authentication data” is selected as audit requirement. Selection of components of FTP_ITC.1 is
omitted.

As indicated in the two examples above, security function requirements, compared to security objectives,
are defined by selection of the following, described in ISO/IEC 15408-2:

— function class;

— | function family;
—| component (or element, if necessary);
—| management requirement;

—| audit requirement.

A.p Rationale of justification/effectiveness

A.6.1 General

In this clause, the contents of “Protection profile” are checkedto determine the necessity and the satisfaction
of $ecurity requirements for the TOE. The items checked are’shown as follows:

—| all security environments needed are covered;

—| security objectives should meet security requirements completely;

—| security requirements should implemeht security objectives.

In {his section, the rationale of the items, which are considered in A.1 to A.5, is identified.
A.6.2 Rationale of security objectives

A.6.2.1 General

Reparding A.4, needs and sufficiency are verified.

A.6.2.2 Needs

It i$ verified:

— |_that_there is more than one security objective for each item in _the security requirements,|which are
provided in the identified TOE operational requirements, security threats and organizational security
policy in Clause 5; this guarantees that all security objectives needed to realize security requirements are
covered;

— that each security objective corresponds to more than one security requirement item;

— that unnecessary security objectives, which correspond to security requirements, are not included;
redundant security objectives may generate security destruction risks.

NOTE It is easier to verify security objectives with a matrix describing the relationship between security requirements

and security objectives. An example of such a matrix is given in Table A.5. Operational requirements and organizational
security objectives are verified in the same way.
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Table A.5 — Threats and security objectives — An example

Threats
Security objectives Forgery or altering of OBE | Forgery or falsification
media of OBE inter-data

Information unit control (anti-tampering) @) —
Operational control (check at vehicle information set-up) — O
Identification/authentication ) —
Access cortret ©

Data confidentiality (encryption key control) — —
Expiration ¢gontrol (checking validity of data) — @)
Data prote¢tion (message authentication) — O
User contrgl (negative list record ) @) @)

O = applicaljle;

— = not applifable.

A.6.2.3 $ufficiency

It is verifiedl:

EXAMPLE Rationale of security objectives (sufficiency)

that security objectives are effective for individual threats; e.g:, justifications are needed for “detecting
threats and the capacity for the ability to recover” or “the ability to prevent or reduce the impact of threiats
at a pgrmissible level”;

that spcurity objectives enable satisfaction of connective/operational requirements and organizational
policigs. It is also verified that security objectives of relevant operational environments are provided
compatibly.

Threal: by analysing ETC On-Board Equipments, forging OBE and executing illicit communicatjion
transgctions with RSE.

In order to prevent the above threat, the forged OBE, either through communication transaction| or
commjunication data, needs to be detected as well as protected from the altering of OBE. Security
objectives such as.“information unit control (anti-tampering)”, “identification/authentication”, “access
contrdl” or “user control (negative list record)” should be sufficient to prevent this threat.

Threaj: forging-vehicle information in an OBE to reduce toll fees.

In ordet-Aor protection against threats, falsification of transmitted communication transaction data and
communication data needs 1o be prevented or detected T he prevention from fatsification of storage data
in OBE also needs to be secured. Security objectives such as “operational control (checking of vehicle

information)”, “confidentiality of data”, “checking validity period (expiration of valid data)”, “data protection
(message authentication)” and “user control (negative list record)” are sufficient to prevent threats.

A.6.3 Rationale of security functional requirements

A.6.3.1 General

Security functional requirements are verified for the following aspects.

38
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A.6.3.2 Needs

It is verified:

— that there is more than one security functional requirement to satisfy technical security objectives;
— that each functional requirement corresponds to more than one security objective.

NOTE It is easier to verify security functional requirements with a matrix describing the relationship between technical
security objectives and security functional requirements. An example of such a matrix is give in Table A.6.
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A.6.3.3 Sufficiency

The rationale for each security objective to be sufficiently prescribed by the provided functional requirements
is explained. In particular, an explanation is given as to how functional requirements are operated for security
objectives or how dependency between relevant functional requirements fits in with security objectives.

EXAMPLE Security functional requirements (sufficiency)

Security objectives: sufficiency of selected functional requirements for authentication.

Su .ﬂb;cllby.
—| rationale of authentication is executed by checking exchanged data;
—| rationale of authentication is prescribed by FIA_UAU.3 (functional requirements).

Data are certified using authenticators, which are generated from cryptographic keys.and algorithm$ shared in
thg OBE and the RSE.

A.6.3.4 Complement

It Is verified that security functional requirements complement each other and that no contradiction is
generated due to the complement:

—| there are functional requirements to bypass for the operation of relevant functional requiremenits by other
functional requirements;

—| there are functional requirements to control the interference of relevant functional requirements by other
functional requirements;

—| there are functional requirements to cottrol the illicit operation of relevant functional requirements by
other functional requirements;

—| there are functional requirements._to verify that relevant functional requirements are not operated in the
wrong status by other functional requirements.

Table A.7 — Example-of A.2 — Rationale of security functional requirements (complement)

Functional Requirements to provide security defense
requirements Blocking of bypasses Non-interference Non-operation controls
FIA_UAU3 FDP_ACF.1 FPT_PHP.1 N/A

Sepurity funetional requirements (complement)
Complement

Blecking of bypasses: FDP_ACF.1

Security requirements to protect data using access control functions. Bypasses are blocked by installing access control
functions in the module that is tamper-proof.

Non-interference: FPT_PHP.1

Security requirements to protect data from illicit interference using physical security functions. lllicit interference is prevented by
installing security functions in the module that is tamper-proof.

Non-operation controls: N/A = Not applicable.
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A.6.3.5 Availability

It is verified that each security functional requirement is realized under the TOE operational requirements.
Availability is verified from the aspect of use, management and operation.

EXAMPLE

Security functional requirements (availability):

Possibility of realization

Functional requirements: FIA_UAU.3

OBE data gre enciphered by a third party and stored in the module that is tamper-proof. In the case of ETC useyd
authenticatipn between ICC and RSE with cryptographic keys provided by the same third party is implemented. Use)of
ETC systen} is rejected when the authentication between the ICC and the RSE is not valid.

A.6.3.6

Mutual consistency of security functional requirements

It is verifigd that security functional requirements are consistent with each other. The-relationship betwe
functional
contradictipn with the provided contents.

A.6.3.7

When therg is dependency at the component level, it is verified that all the related components are selected.

requirements is dependence, refinement or augmentation, which indicates the absence

Dependency of security functional requirements

A.6.4 Rationale of strength of functions

In the cas¢ of requiring security functional strength (includingtAVA_SOF. 1), the validity is explained from
aspect of motivation of threats, resources and countermeasure techniques.

A.6.5 Rationale for security assurance requirements

Validi

ty of assurance levels

It is varified that target assurance levels-are not too low for identified threats.

Concr

poten
users
been

fials on the TOE; 2) assurance degree for the TOE operation/operational environment; 3) T

lestroyed; 5) impaet'on development cost; 6) competition with other companies.

RealiZation of assurance levels

It is verified thattarget assurance levels can be realized from technical and financial aspects.

ata
the

ren
of

the

pte evaluation for the validity of target assurance levels is conducted based on: 1) level of attack

DE

(specified or unspgceified); 4) impact degree on peripheral environment when TOE security has

A.6.6 Rationale of control/operational requirements

The validity for control/operational requirements is explained.

A.6.7 Rationale of assurance methodology

Assurance requirements corresponding to each assurance methodology are clearly shown. It is explained that
assurance means meeting assurance requirements. In addition, it is explained that the content is appropriate
for the operation.

It is verified that sentences that are required by each assurance requirement exist and the contents of them
are sufficient.

42

© 1SO 2009 — All rights reserved


https://standardsiso.com/api/?name=9995948883e444208929d7210896d8d7

ISOITS 17574:2009(E)

Annex B
(informative)

Example of threat analysis evaluation method

B.1 Identification of threats

B.1.1 General
Threats can be divided into the following three general categories:

a

~

intentional threats (attacks);
b) [ administrative threats;

c) | accidental threats.

B.1.2 Intentional threats (attacks)

Intgntional threats are those that are made by malicious intruders (third parties). They can be clagsified into
the following three categories:

a) | fraudulent use of equipment;

b) | alteration of accumulated data;

~

¢) | interception and abuse of personal data.

B.1.3 Administrative threats

Administrative threats are those)that are caused by a lack of security in administration and management, the
abuise of privileges and EFC, These threats can be classified into the following three categories:

a) | intrusion into the subscriber/user database;
b) | tapping of persenal data in the network;

c) | fraudulént access into system databases or network control functions.

B.1.4 ‘Accidental threats

Accidental threats are those that are caused by operational errors by the user and communication
transmission errors.
B.2 Estimation of risks
a) Likelihood of occurrence
— those individuals lacking expertise 5

— those individuals with expertise 4
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— th

— th

— th

0se groups possessing expertise
ose groups possessing expertise with sizable investment
ose company level parties with expertise

1. Impact value

— immense damage via system destruction (unrestorable)

in

|
O »

The expos

B.3 Eva

B.3.1 Ev

The threat

B.3.2 De

A threshol
any secur|

mense damage via limited sysiem destruction (restorable)

pecified/unspecified users economically afflicted
5 a result of double or triple charging (loss of credit)

akage of charging data with continuation and expansion

(involved parties are afflicted)

akage of charging data without continuation

(involved parties are afflicted)

2. [Exposure factor

ure factor is calculated by multiplying a) by b).

uation and determination of countermeastres

hluation method

counterme

Table B4 — Evaluation method

5 are evaluated by the above threat classification (A > B > C) and risk value.

Classification Queelihood of Impact value Exposure factor
occurrence
A 3 3 9
B 4 2 8

termination-of security countermeasures

j value-is established for each threat identification in order to determine whether or not to carry
ty-"countermeasures. If the risk value equals or exceeds the threshold value, then secu
sures should be carried out. Examples of the values are given as follows

put
rity

EXAMPLE

— threshold value A > 5;

— threshold value B > 10;

— threshold value C > 15.
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Annex C
(informative)

Abstract from Definition of threats and security controls for the Charging
Interface in Electronic Fee Collection

NOTE i in thi i i i i

well as Annex A and B. As Annex C is an abstract of CEN/TCZ78 N780 Definition of threats and secur/ty controls for the
Charging Interface in Electronic Fee Collection, it has been decided that the same terminology should be used\in |the
abstract as |n the original document.

C.1 Introduction

C.1.1 Gepheral

In Electrorfic Fee Collection (EFC) systems large amounts of data are handled, such as payment related djta,
enforcement related data, contract related data, EFC. Large parts of these data demand severe measureg to
protect thgm against fraud and privacy violation. If different operators want'to share information or to enaple
each other's customers to use the system of the other, interoperability~issues should be solved first. Ong of
the aspedts in this is data protection/security. If both operators have implemented different dpta
protection/security schemes this might cause severe problems or.€yen make interoperability impossible. |An
operator ig willing to serve users having contracts with other operators by making his systems open to accept
them as lopg as this does not imply weakening the strength of.the data protection/security of his system.

If data profection/security in a system is based on the faétithat all measures taken in the system to establish
this are nqt public, but only known on a need-to-know basis, the strength of the data protection/security will
become wgaker by definition if information of the data’protection/security measures is shared by more people
(operators). Hence data protection/security in interoperable systems should be based on the strength of data
protection/security schemes and not on the limited insight on its technicalities. Widespread knowledge of the
data protegtion/security schemes should not weaken specific implementations. This can be reached by usjng
modern data protection techniques, such. as cryptographic algorithms and sophisticated key-management
schemes.

To enable|interoperability of systems, all data protection/security schemes implemented should fit into the
same framework. This frameweotk should describe the threats that are considered, define the set of security
services that protect againstthese threats, and the ways these services are implemented via proper security
mechanisms.

More details on such a‘data protection/security framework are given below.

C.1.2 Security framework

C.1.2.1 Security requirements

The first step in establishing a security framework is to identify the different security requirements of the
different EFC applications. Different applications, such as, for example, open and closed toll collection, may
have a lot of identical requirements, but also some that are specific to the particular application. Generally,
requirements will state that sufficient protection against a specific threat to the system should be provided.
Some will call this security principles or the security profile.
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C.1.2.2 Security services

The next step is to define the security services that may fulfil the required security profile, or, in other words,
provide measures to protect against threats. Security services that are envisaged are, for example:

access control service, providing protection against unauthorized operations on information or
in the system:;

authentication services:

processes

peer enfity authentication providing corroboration that the identity of a peer entity in an association is

Otlner services could be defined, but in most cases they canbe considered as specific limitations t

typ
C.1

Th
se
sel
se
exi
co
co

Th
co
sp
go

Th
ha

:

as claimed; e.g. IC card to road side equipment authentication, user to card authentic
(also called segment authentication);

— data origin authentication, providing corroboration that the identity of a source of data rec
authentication);

confidentiality service, providing protection against unauthorized disclosufe of information; ap
data in transfer (e.g. data sent to and from the IC card or road side system), and for stored datz
stored on the IC card);

integrity service, providing protection against unauthorized modification or deletion of inform
applicable both for data in transfer and stored data.

e of data of the generic security services defined above:

.2.3 Security mechanisms
b third step is to describe the security mechanisms or security functions that can be used to imp
vice, each with its own strengths, weaknesses and limitations. It is also possible to offer mor:
s5ting standards of how to implemént these mechanisms for EFC applications and how to synch
versation such that communigation between two entities (e.g. a smart card and a road side sy

mon security mechanisms-becomes possible.
b available mechanisms, should be incorporated in a security framework. Using this framework 3
Id uniquely specify/to-a possible user which security measures are allowed and can be hang
cific application. Furthermore, operators can make agreements under which security conditi
ng to accept claims from the other because the other has serviced a user from the former.

b number.ofiSecurity mechanisms should be as small as possible to ease interoperability, but o

standard if one wishes.

“t

nd should\be large enough to satisfy anyone's needs in a cost-effective way. Furthermore {
uld be-kept open to add new security mechanisms later on and to implement mechanisms no

btion, EFC

eived is as

claimed; e.g. the IC card provides proof that it is the origin of the data send-(also calle§ message

blicable for
(e.g. data

ation; also

0 a certain

lement the

urity services. This is a difficult step as th€re are many mechanisms that can be used to offer a particular

b than one

urity service with a particular mechanism. A security framework should specify the mechanisms, point to

ronize in a
stem) with

n operator
led by his
DNS one is

h the other
ossibilities
within the

C.2 Scope

CEN/TC 278/WG 1 as an application oriented working group and deals with threats to the applications they
define and the required countermeasures to protect against these threats. Hence, CEN/TC 278/WG 1 will
specify the security services needed and, if the corresponding security mechanisms are already defined by
other standards, how they should be used. Because threats to EFC systems depend on the actual size,
geographical location and possible gain, no single set of security services can be defined. Instead, a
framework of security profiles and services/mechanisms should be composed from which EFC systems can
choose. The number of security profiles should on the one hand be as small as possible to ease
interoperability, but on the other hand should be large enough to satisfy anyone's needs in a cost-effective
way.
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This Technical Specification defines the relevant EFC entity model. From a security point of view it will restrict
itself to the charging interface between service provider and user using the DSRC link as communication
medium. This, from an interoperability point of view, has the highest priority. For at least this interface,

standards

have to be available to enable interoperability, also from a security point of view.

The above mentioned restriction to the charging interface does not mean that the other interfaces are without

serious fra

ud threats. Further work has to be done to consider the security of the entire system.

C.3 EFC model

To start a
model in (
and a so-¢
get involvg

abstract entity that is introduced to assist in a number of security services that might be implemented. G

could think
model with

C.4 Sec

A complet
should be
those requ

threat analysis and definition of security services needed a model is required. To the fivesen
EN/TC 278/WG 1/N 110 two extra entities are added. These are the exception handling‘opers
alled trusted third party. The exception handling operator is an abstract entity that is supposed
d by any other abstract entity in the model if an exception occurs. The trusted third party is

of distribution and management of cryptographic keys, authorization and audit\ The seven en
the relevant interfaces is shown in Figure C.1.

Issuer

Collection
Agent

Clearing

Exception
operator

Handling
Operator.

Trusted
Third Party

Service
Provider

Figure C:1 — Seven entity abstract model for EFC

urity and privacy requirements/targets

b list of géneric security and privacy requirements in Electronic Fee Collection (EFC) syste
Hetermined such that individual security and privacy profiles can be composed by taking a subse
irements and by making them more specific for the particular EFC system to be built. This th

defines a

tity
tor

to
an
ne
tity

ms
t of
en

articular security policy.

The main requirements that the security architecture of an EFC system has to uphold are:

— it shall not be possible to debit or credit purses/accounts in a way not intended by the issuer;

— it shall not be possible to exchange value without agreement between the participants involved (e.g. the

user a

nd the service provider, or the user and the collection agent);

— it shall not be possible for participants to defraud others without detection;

— the ba

48

lanced exchange of value shall be possible;
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