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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

Abstracting applications from communications is a useful basic architectural principle of Intelligent
Transport Systems 1) (ITS) embodied in the ITS station and communication architecture presented in
SO 21217.

Applications and communications are linked together using the concepts of flows and paths and
communication profiles described in ISO 21217 with related flow and path management procedures
specified in Reference [6]. The ITS station management uses communication requirements and objectives
of icati i iliti i i unication
protocol stacks) and sets of decision rules (regulations and policies) to select suitable patameterized
IT$-S communication protocol stacks, also referred to as “ITS-S Communication Profiles” [ITS-SCP),
for] each source of a potential flow as illustrated in Figure 1. A set of communication requifements is

referred to as a Flow Type in Reference [6]. There may be well-known registered FlowTypes a$ specified
in [SO/TS 17419.
Applications
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Figure 1 — ITS-S communication profile selection process

An ITS-S communication profile is independent of any destination address. However an instantiation
of a communication profile includes the address of the next hop recipient, and a path includes address
information of the next hop recipient, the anchor and the destination as specified in Reference [6].

A user of an ITS station unit may be able to influence the selection of ITS-S communication profiles by
providing his own policies.

1) The term “Cooperative ITS” (C-ITS) indicates specific features of ITS[L]. For the purpose of this Technical
Specification, no distinction between ITS and C-ITS is needed.

© IS0 2014 - All rights reserved v
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Information from a Local Dynamic Map (LDM) on neighbouring stations offering certain communication
capabilities may also be useful for the ITS-S communication profile selection process, although not
indispensable.
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TECHNICAL SPECIFICATION ISO/TS 17423:2014(E)

Intelligent transport systems — Cooperative systems — ITS
application requirements and objectives for selection of
communication profiles

1 _Scope

Thlis Technical Specification

— | specifies communication service parameters presented by ITS station (ITS-S) application|processes
to the ITS-S management in support of automatic selection of ITS-S communication profiles in an
ITS station unit (ITS-SU),

—| specifies related procedures for the static and dynamic ITS-S commuhication profilg selection
processes at a high functional level,

— | provides an illustration of objectives used to estimate an optimun’ITS-S communication|profile.

2 | Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced docuiment (including any amendments) applieq.

ISQ 21217, Intelligent transport systems — Communications access for land mobiles (CALM) — Anchitecture

ISQ 21218, Intelligent transport systems <) Communications access for land mobiles (CALM)|— Access
tedhnology support

ISQ/TS 17419, Intelligent transportisystems — Cooperative systems — Classification and manqgement of
IT§ applications in a global context

ISQ 24102-3, Intelligent trapsport systems — Communications access for land mobiles (CALM) — [TS station
mdnagement — Part 3: Servite access points

ISQ/IEC 8825-2, Information technology — ASN.1 encoding rules: Specification of Packed Encoding Rules
(PER) — Part 2

ISQ 4217:20087Codes for the representation of currencies and funds

3 | Térms and definitions

Forthe purposes of this document, the terms and definitions given in 1SU/ TS 17419, 1SO 21217,1S0 21218
and the following apply.

31
authorization
prescription that a particular behaviour shall not be prevented

Note 1 to entry: Unlike a permission, an authorization is an empowerment.

© ISO 2014 - All rights reserved 1
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3.2

ITS-S application process
element in an ITS station that performs information processing for a particular application, and uses
ITS-S services to transmit and receive information

EXAMPLE ITS-S applications, ITS-S facility applications (e.g. for CAM), ITS-S management applications (e.g.
FSAPIS)).

3.3

ITS application

instantiation of an ITS service that involves an association of two or more complementary ITS-S
applicatioh processes (3.2)

3.4

ITS servige

functionality provided to users of intelligent transport systems designed e.g. to increase saféty,
sustainabllity, efficiency, or comfort

3.5

ITS-S appllication

ITS-S appl
3.6

cation process (3.2) residing in the ITS-S application (3.3) entity

ITS-S application process provisioner

functiona

3.7

ity in an ITS-SU offering ITS-S application processes (3.2)for'download to other ITS-SUs

ITS-S compmunication profile

paramete

3.8

Fized ITS-S communication protocol stack

ITS-S compmunication protocol stack
S communication protocols, which may'be identified by a registered globally unique referemce

set of ITSA

number, epabling communications between.arm,ITS-SCU and other nodes

3.9

ITS-S RX/TX interface

sink or sofirce of an ITS-S application process (3.2)

3.10

permissipn

rule that 4 particular behaviour is allowed to occur

4 Abbreviated terms

BSME Bounded Secured Managed Entity, see [SO 21217

CPSP communication Protile Selection PTOCess

CRO Communication Requirements and Objectives

CSp Communication Service Parameter

CSP_AvgADUrate Communication service parameter “Average ADU generation rate”
CSP_CommDistance Communication service parameter “Communication distance”
CSP_DataConfidentiality Communication service parameter “Need for data confidentiality”
CSP_Datalntegrity Communication service parameter “Need for data integrity”

2 © IS0 2014 - All rights reserved
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CSP_DestinationDomain
CSP_DestinationType
CSP_Directivity
CSP_ExpFlowLifetime

CSP_FlowType

CS _] ngi(‘alphﬂnnn]Typn
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Communication service parameter “Destination domain”
Communication service parameter “Destination type”
Communication service parameter “Directivity”
Communication service parameter “Expected flow lifetime”

Communication service parameter “Flow type”

Communication service narameter“l agical channel”
r o

CSP_MaxADU

CSpP_MaxLat

CSP_MaxPrio

CSP_MinThP
CSP_NonRepudiation
CSP_NxRepeat
CSP_PortNo

CSP_Protocol
CSP_Resilience
CSP_SessionCont
CSP_SourceAuthentication
FlqwID

[1gp
IT$-S
IT$-SCP
IT$-SCPS
IT$-SCU

IT$-SU

R_LonnhectRate

Communication service parameter “Maximum ADU size”
Communication service parameter “Maximum allowed latency”
Communication service parameter “Maximum prioxity”
Communication service parameter “Minimur throughput”
Communication service parameter “Need-for non-repudiation”
Communication service parameter “N:times ADU repetition”
Communication service parameter “Port Number”
Communication service parameter “Protocol requirements”
Communication service‘parameter “Resilience”
Communication-service parameter “Session continuity”
Communicatieh service parameter “Source authentication”
Flow [dentifier[6]

ITS station-internal management communications protocoll4]
ITS station, see ISO 21217

ITS station communication profile

ITS station communication protocol stack

ITS station communication unit, see ISO 21217

ITS station unit, see ISO 21217

“Maximum rate per connection” rule

R_ConnectTimeRate
R_DataUnitRate
R_FlatRate
R_StationAnonymity
R_StationAuthentication

R_StationLocationPrivacy

© IS0 2014 - All rights reserved
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5

Communication service parameters

5.1 Abstraction of application processes from communications

The ITS station (ITS-S) reference architecture presented in Figure 2 and specified in ISO 21217
distinguishes two main blocks, i.e. “Applications” and “Communications”. ITS-S application processes in
“Applications” access communication services in “Communications” through an API. Portability of ITS-S
application processes, which leads to the creation of ITS application process repositories as described
in ISO/TS 17419, is enabled by

abstraction of ITS-S application processes (in “Applications”) from communication protod
(in “Hacilities”, “Networking & Transport”, “Access”) and supporting management and sécuf

functjonality (in “Management”, “Security”) introduced as an essential basics of an ITSstation
ISO 21217, and

proceldures by which instances of ITS-S application processes running in an ITS station unit (I
SU) specified in [SO 21217 can present requirements for communication services ih an abstract 3
standprdized way to the ITS station management as specified in this Technical Specification, an

proceldures for automatic selection of optimum communication profiles by the ITS stat
management for each set of required communication services.

Communifation service requirements are presented by means of communication service parameterg
identified|in this Technical Specification. These parameters are used\to identify sets of possible choi
of ITS-S cpmmunication profiles as well as selecting the “optimal™TS-S communication profile out
each set. The selection of the “optimal” ITS-S communication profile is implementation dependent 3
generally [involves the formulation of a cost function based @n objectives that needs to be extremiz
(maximize¢d or minimized) as discussed in Annex C.
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Applications

API

Thle same appro % present communication requirements and objectives also applies to:

Facilities

——

Networking &
Transport

Access

Management
Security

\\ L] L]
o .CCommunlcatlons

AN

@ure 2 — ITS station architecture [from ISO 21217]
N

ITS-Sa ation processes located in the ITS-S facilities layer (e.g. CAM source),
@ p y g

IT pplication processes located in the ITS-S management entity (e.g. SAM and CTX soprces [5]),

EDS-S application processes located in the ITS-S security entity, and

ITS-S application processes located somewhere else in an ITS station.

There are also other application processes that can get access to the communication tools of an ITS-
SU. Such other application processes are not certified to be installed in an ITS-SU implemented as a
BSME as described in ISO 21217 and ISO/TS 17419, but may use selected functionality from it, especially
communication functionality.

Figure 3 illustrates a simplified version of Figure 2 to be applied to the process illustrated in Figure 1
considering ITS-S application processes in general.

© ISO 2014 - All rights reserved 5
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ITS-S application
processes

Simplified
communications

-
>

Figure 3 — Simplified:architecture

Applicatidn processes are classified in ISO/TS 17419 as:

— ITS-S|application processes certified fora BSME and identified by an ITS-AID (ITS-S facilities
applidations, ITS-S management applications, ITS-S security applications and ITS-S applications):

— afithorized ITS-S applications

— pprmitted ITS-S applications
— appliqation processes not-certified for a BSME and without ITS-AID:
The definitions of “authorized” and “permitted” are given in Reference [12].

Communifation setvice parameters are specified in 5.3, 5.4, 5.5, 5.6 and 5.7. An overview is presented in
5.8. An ITP-S application process shall present the mandatory communication service parameters, gnd
may presdntthose optional communication service parameters which are relevant for it.

Users of [TS-SUSMay presentrules, See FIgUre 1, by means of USer policies, €.g. for cases where the 1T5-S
application process did not specify a specific value (example: financial requirements). Requirements
may also be given by authorities in terms of regulations and policies, or by other entities in terms of
policies, see Figure 1.

NOTE Regulations are enforceable rules. Policies are rules or guidelines which cannot be enforced.

AnITS-Sapplication process may have more than one communication source?), and these communication
sources may have different communication requirements. Each communication source (and sink) of an
ITS-S application process is identified by a reference number of ASN.1 type InterfaceNo specified in
ISO/TS 17419 which is unique in the scope of that ITS-S application process. For each communication

2) AnITS-S application process might need to maintain flows for different communication sources, e.g. audio, video
and messages (e.g. SPaT, V], CAM, DENM, ...).

6 © ISO 2014 - All rights reserved
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source an ITS-S application process presents a set of communication requirements to

2014(E)

the ITS-S

management as specified in this Technical Specification. Such a set of communication requirements is
linked to an ITS flow type identifier (ITS-FlowTypelD). ITS-FlowTypelDs may be well-known registered

identifiers pointing to pre-defined well-known sets of requirements as specified in ISO/TS
may be dynamically assigned in an ITS-SU.

17419, or

Communication service parameters presented by ITS-S application processes for each communication
source are used by the ITS station management to select the best suited ITS-S communication profile per
communication source. It might be that an ITS-S management is not able to provide a communication

protocol stack which fully complies with the requirements, i.e. fails to identify and

munications or a refuse to support this particular communication source applies. In _an
-S management reports the status of the ITS-S communication profile selection pfoced
-S application process.

e a FlowID has been assigned to an ITS-S application process, the ITS-S application proce
ate communication service parameters associated with the flow.[6]

interface between “Applications” and “Communications” illustrated{in Figure 1 is an “A
gramming Interface” (API). An API provides the functionality described in the service acq
-SAP, SA-SAP and FA-SAP specified in ISO 24102-3. Details of APis-depend on the operati
d to implement them.

-S application processes may reside in the ITS-S applicatién)entity, in the ITS-S facilities 13

cesses and the ITS-S management entity is specified in;terms of functions in the service pr
MA-SAP, the MF-SAP, and the MS-SAP illustrated in Figure 2.

The specification of APIs for ITS is outside the scope of this Technical Specification.

M4

specified in Clause 7.

The normative Annex A provides an(ASN.1 module with specifications of types and valug
preésent the communication requireéments and objectives.

5.2 Communication service parameter classes

Co
pa

mmunication service parameters are grouped into classes. The following communicati
Fameter classes aréidentified in this Technical Specification:

— | The class of 6perational parameters is specified in 5.3.
The class 'of destination parameters is specified in 5.4.

Theelass of performance parameters is specified in 5.5.

select an
) to enable
iy case the
ire to the

bSS cannot

pplication
ess points
ng system

yer, in the

-S security entity, and in the ITS-S management entity.<T'he interaction between ITS-S application

mitives of

nagement procedures and service primitivesrelated to these communication service parameters are

s used to

n service

The class of security parameters is specified in 5.6.

The class of protocol parameters is specified in 5.7.

Some communication service parameters are mandatory, i.e. shall be presented by all ITS-S a
processes as specified in 7.2.

ASN.1 specifications of the communication service parameters are provided in Annex A.

© IS0 2014 - All rights reserved
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5.3 Operational communication service parameters

5.3.1 List of requirements

Operational communication service parameters specified in this Technical Specification are:

“Logical channel” communication service parameter CSP_LogicalChannelType (mandatory) as
specified in 5.3.2.

— “Session continuity” communication service parameter CSP_SessionCont (optional) as specified in

5.3.3.

— “Aver
speci

— “Flow

— “Maxi
5.3.6.

— “Port

— “Expd
speci

5.3.2 Lg

CSP_Logidg
always bg
LogicalCh

Logical cf
channels §

hge ADU generation rate” communication service parameter CSP_AvgADUrate (optional)
ied in 5.3.4.

Type” communication service parameter CSP_FlowType (optional) as specifiedjin/5.3.5.

cted flow lifetime” communication service parameter CSP_EXpFlowLifetime (optional)
ied in 5.3.7.

gical channel

lChannelType indicates the logical channel té@be used for communications. It sh
presented by an ITS-S application process. CSPcLogicalChannelType shall be of ASN.1 ty
hnnelType specified in ISO/TS 17419.

ire presented in Table 1.

Table 1 — Examples of logical channels

mum Priority” communication service parameter CSP_MaxPrio (optional) as specified| i

[Number” communication service parameter CSP_PortNo (mandatory) as specified in 5.3.7.

as

as

all
pe

annels are subject to registration as_specified in ISO/TS 17419. Some examples of logical

Acronym Name Description

CCH Control channel For dissemination and exchange of basic channel control infor
mation, communication information, and application manage-
ment information.

SaCH Service adverptisement channel |For advertising of applications and services currently being
offered by an ITS-SU with service provider role, e.g. using FSAP.
(3]

SfCH Safetyeflife and property chan- |For dissemination and exchange of safety of life and property

nel critical information.
SCH Service channel For exchange of peer to peer ITS-S application process data, anid

Ior general message dissemination.

5.3.3 Session continuity

CSP_SessionCont indicates that the flow is related to a session. CSP_SessionCont shall be of ASN.1 type
ContConnect specified in Annex A.

CSP_SessionCont is a binary flag indicating whether a session may be interrupted or not. In case the
binary flag is set to zero, an active session should not be interrupted by the ITS-S management.

© ISO 2014 - All rights reserved
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5.3.4 Average ADU generation rate

CSP_AvgADUrate indicates the average rate at which ADUs will be presented for transmission. It is
applicable only for information dissemination. CSP_AvgADUrate shall be of ASN.1 type AvgADUrate
specified in Annex A.

The value zero indicates an unknown average rate.

In case CSP_AvgADUrate is not presented, then the value of zero shall apply.

.
5.3.5—Elow type

CSP_FlowType presents a well-known registered flow type identifier FlowTypelD. ‘spgcified in
ISQ/TS 17419 which uniquely points to a set of pre-defined communication service parameters. CSP_
FlgwType shall be of ASN.1 type FlowTypelD specified in Annex A.

5.3.6 Maximum priority

CSP_MaxPrio presents the maximum allowed priority for flows. In case €SP_MaxPrio is ngt present,
lowest priority 0 is assumed. CSP_MaxPrio shall be of ASN.1 type ITSapObPriority specified i Annex A.

5.3.7 Port number

CSP_PortNo is a mandatory communication service parameter that consists of two parts, g direction
indicator of ASN.1 type PortRxTx and the port number of ASN.1 type PortNumber. CSP|PortNo is
pre¢sented for communication sources and communicatien sinks to indicate a well-known poft number
to pe associated with the interface. CSP_PortNo shall Be of ASN.1 type PortNolnfo specified irf Annex A.

In |case the given interface is not associated with a well-known port, the port number JORT_UNK
specified in ISO/TS 17419 shall be presented.

5.3.8 Expected flow lifetime

CSP_ExpFlowLifetime indicates thé expected lifetime of a flow. CSP_ExpFlowLifetime shall bg of ASN.1
type ExpFlowLifeTime specified in Annex A.

ExpFlowLifeTime consists,ef.a'time information of ASN.1 type TimeDurationValue. TimeDurationValue
indicates the expected time-for a flow. A time value of zero indicates “time unknown”.

In pase CSP_ExpFlowlifetime is not presented, then the value of zero shall apply.
5.4 Destination communication service parameters

5.4.1 Listof communication service parameters

Deptination communication service parameters specified in this Technical Specification are:

“Destination type” communication service parameter CSP_DestinationType (mandatory) as
specified in 5.4.2.

— “Destination domain” communication service parameter CSP_DestinationDomain (mandatory) as
specified in 5.4.3.

— “Communication distance” communication service parameter CSP_CommDistance (optional) as
specified in 5.4.4.

— “Directivity” communication service parameter CSP_Directivity (optional) as specified in 5.4.5.
NOTE Destination address information is provided by the ITS-S application process at time of FlowID

allocation.l6]

© ISO 2014 - All rights reserved 9
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5.4.2 Destination type

CSP_DestinationType indicates the type of transmission. It shall always be presented by an ITS-S
application process. CSP_DestinationType is of ASN.1 type DestinationType specified in Annex A.

DestinationType indicates the following different casting types:

— 1 for broadcast transmission, or

— 2 for multicast transmission to a defined multicast group, or

— 4:for
— 8:for
— 16:fo

5.4.3 Dg¢

CSP_Desti
ITS-S appl

DestDomd
— 1:.ITS
— 2:loc
—  4:sitg
— 8:1IT§
— 16:gl

5.4.4 Cc

CSP_Comr

nIcast tralisImission to a4 SpeclIric Statlorl.
anycast transmission to exactly one undefined station,

 geocast transmission to an area given by geo-coordinates.

pstination domain

hationDomain indicates the domain of communications. It shall alwdys be presented by

ication process. CSP_DestinationDomain is of ASN.1 type DestDomainspecified in Annex A.

in supports selection of the following communication domains:
station-internal domain

1l domain (including single-hop communications, e.g. performed with FNTPIZ])
local domain

network local domain without Internet access

bbal domain (=Internet)

mmunication distance

next neig

nDistance indicates the required minimum communication distance in meter to reach 1
bour node (next node outside the ITS-SU), if applicable. CSP_CommDistance is of ASN.1 ty

CommDistance specified in Annex-A.The value zero shall indicate a distance larger than the maxim

possible

lue of 65 535 metres.

5.4.5 Directivity

CSP_Dire

ivity providesinformation on the required antenna aperture as specified in ISO 21218 3

Reference| [10]. CSP-Directivity is of ASN.1 type Directivity specified in Annex A. This communicat
service pgrameteris only applicable for some access technologies.[10]

an

he

pe
11111

nd
on

5.5 Performance communication service parameters

5.5.1 List of communication service parameters

Performance communication service parameters specified in this Technical Specification are:

“Resilience” communication service parameter CSP_Resilience (optional) as specified in 5.5.2.

— “Minimum required throughput” communication service parameter CSP_MinThP (optional) as
specified in 5.5.3.

— “Maximum allowed latency” communication service parameter CSP_MaxLat (optional) as specified

in 5.5.4.

10
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— “Maximum APDU size” communication service parameter CSP_MaxADU (mandatory) as specified
in 5.5.5.

5.5.2 Resilience

CSP_Resilience requests provision of appropriate means to increase the likelihood of proper delivery of
messages. CSP_Resilience is of ASN.1 type Resilience specified in Annex A.

Appropriate means to increase the likelihood of proper delivery of messages include:

A av¥a aYaleralaa

c owledgement ol messages . d scanbeatthe [TS-Saccess]a at the ITS-S
networking & transport layer, or at the ITS-S facilities layer. Acknowledgements can b¢ from the
destination node or from any interim node. Acknowledgement of messages should e sele¢cted only
in case of unicast transmission.

—| Repeated transmission of the same message: This should only be selected in‘Case of information
dissemination.

5.3.3 Minimum required throughput

CSP_MinThP indicates the required average data rate in integer multiples of 100 bit/s. CSP_MinThP is of
ASN.1 type MinThP specified in Annex A.

The range is from zero to 429 496 729 500 bit/s in steps,of 100 bit/s. The value zero shotyild not be
used, as it only indicates that no requirement for throughput is presented. This communicatipn service
parameter is especially meaningful for flows of audip‘and video streams. It is less meaningful for
trgnsmission of single messages, e.g. DENM.

5.3.4 Maximum allowed latency

CSP_MaxLat indicates the maximum acceptable latency. CSP_MinThP is of ASN.1 type MaxLat specified
in Annex A.

Popsible value ranges that can be indicated by MaxLat are:
— | response within less than 10, ms,

—| response within less than'100 ms,

—| response within lessthan 1 second,

— | response withinless than 10 seconds,

— | response'Wwithin less than 1 minute,

—| response within less than 10 minutes,

— | ‘response within less than 1 hour.

This communication service parameter may be meaningful for transmission of single messages, e.g.
SPaT, CAM, DENM.

5.5.5 Maximum ADU size

CSP_MaxADU indicates the maximum size of protocol data units from an ITS-S application process flow.
CSP_MaxADU shall be of ASN.1 type MaxADU specified in Annex A.

The maximum ADU size can be presented in steps of 100 bytes in the range from zero to 6 553 400 bytes.
The value zero indicates an unknown APDU size. The value MaxADU = 65 535 indicates an ADU size in
excess of 6 553 400 bytes.
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This communication service parameter is necessary in case of “large ADUs” where fragmentation is
potentially needed due to frame size restrictions in the ITS-S access technologies. It shall always be
presented by an ITS-S application process.

5.6 Security communication service parameters

5.6.1 List of communication service parameters

Security communication service parameters specified in this Technical Specification are:

“Need
(optia

“Need
speci

“Need
speci

“Need
(optia

5.6.2 N¢

CSP_Data
type Datg
factor, i.e.

5.6.3 N¢

for data confidentiality” communication service parameter CSP_DataConfidential
nal) as specified in 5.6.2.

for data integrity” communication service parameter CSP_Datalntegrity (optional)
ied in 5.6.3.

for non-repudiation” communication service parameter CSP_NonRepudiation (optional)
ied in 5.6.4.

for data source authentication” communication service parameter,£SP SourceAuthenticat
nal) specified in 5.6.5.

red for data confidentiality

lonfidentiality indicates that authentication is needed. CSP_DataConfidentiality is of AS
Confidentiality specified in Annex A. DataConfidertiality allows presentation of the c
the relevance of this communication service paramieter.

bed for data integrity

CSP_Data
Datalnte

the cost fdctor, i.e. the relevance of this commuhication service parameter.

5.6.4 Ne¢ed for non-repudiation

CSP_Non

of protocq
specified
communi

5.6.5 N¢

CSP_Sourg
data unitg
ASN.1 typ
cost factor, i.e. the relevance of this communication service parameter.

tegrity indicates that encryption of theZADUs of the ITS-S application process is needed. Cp

ity is of ASN.1 type Datalntegrity specified in Annex A. Datalntegrity allows presentatior

epudiation indicates that the ITS-S application process needs to be protected from repudiat
| data units which it(i§ producing. CSP_NonRepudiation is of ASN.1 type ReqNonrepudiat
n Annex A. ReqNontepudiation allows presentation of the cost factor, i.e. the relevance of t
ation service pdrameter.

ped for source ITS-S application process authentication

eAuthentication indicates that the ITS-S application process needs the source of the proto
which it is producing to be authenticable at the receiver side. CSP_SourceAuthentication i

ity

as

as

on

N.1
Dst

on
on
his

col
of
he

SeurceAuthentication specified in Annex A. SourceAuthentication allows presentation of

5.7 Protocol communication service parameter

The optional “Protocol communication service parameter” communication service parameter CSP_
Protocol allows identifying a complete communication protocol stack needed for a specific flow. CSP_
Protocol indicates a globally unique registered communication protocol stack identifier specified in
ISO/TS 17419.

CSP_Protocol is of ASN.1 type ProtocolReq specified in Annex A.

12
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5.8 Communication service parameters overview

Table 2 presents an overview of all communication service parameters specified in this Technical
Specification. Mandatory communication service parameters are presented in bold.

Table 2 — Communication service parameters overview

Communication service ASN.1 type Comment
parameter
Operational communication service parameters
CdP_LogicalChannel'[ype LogicalChannelType Mandatory communication service pafameter.
CSP_SessionCont SessionCont Applicable only for session based\flowd.
CSPP_AvgADUrate AvgADUrate Applicable only for information dissemjfination
flows.
CSP_FlowType FlowTypelD Identifier of a flow type
CSlP_MaxPrio ITSapObPriority Maximum allowed priority of flow.
CSP_PortNo PortNolnfo Mandatory commmunication service pafameter,

applicable fer’communication sources and com-
munication sinks.

CSlP_ExpFlowLifetime ExpFlowLifeTime Expected lifetime of a flow; not necessarily a
flowrelated to a session.

Destination communication service parameters

CYP_DestinationType DestType Mandatory communication service pafameter.

CSIP_DestinationDomain DestDomain Mandatory communication service pafameter.

CSlP_CommDistance CommbDistance Applicable only to indicate distance to hext
neighbour node (outside the ITS-SU).

CSP_Directivity Directivity Applicable only to indicate communication direc-
tion towards the next neighbour node (outside
the ITS-SU).

Performance communication service parameters

CSIP_Resilience Resilience Any means suited to increase the likelihood of
proper delivery of messages.

CSP_MinThP MinThP Especially meaningful for flows of audio and
video streams. Less meaningful for trapsmission
of single messages, e.g. DENM.

CSP_MaxLat MaxLat Especially meaningful for transmission of single
messages, e.g. CAM, DENM, SPaT.
CSP_MaxADU MaxADU Mandatory communication service pafameter.

Necessary in case of “large ADUs” where due to
frame size restrictions in the ITS-S accgss tech-

nn]nginc pnfnnfin"y Fvngmnnfafinh isnkeded.

Security communication service parameters

CSP_DataConfidentiality DataConfidentiality
CSP_Datalntegrity Datalntegrity
CSP_NonRepudiation ReqNonrepudiation
CSP_SourceAuthentication SourceAuthentication

Protocol communication service parameter

CSP_Protocol ProtocolReq
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6 Policies and regulations

In the context of this Technical Specification, the terms policy and regulation are used to indicate rules
used in the decision process to select a communication protocol stack, see Figure 1. Policies are not
enforceable, and may be presented by the user of an ITS-SU, an organization, or an authority. Regulations
are enforceable, and may be presented only by an authority. How policies and regulations are made
available in an ITS-SU is outside the scope of this Technical Specification. Some information on policies
and regulations is provided in ISO/TS 17419. Policies and regulations may apply either for specific
ITS-S application processes, or for specific communication protocols, e.g. frequency regulation. Policies
and regulations typically are valid in a specific region. ISO/TS 17419 distinguishes policy regions and

regulatoryregions.

Examples|of policies set up by the user of an ITS-SU are identified in this Technical Specificatiofi
— Cost policy specified in 6.1.

— Statign anonymity policy specified in 6.2.

— Statign location privacy policy specified in 6.3.

— Statign authentication policy specified in 6.4.

6.1 Cost policy

6.1.1 Li
Cost rules
— “Flat

— “Maxi

5t of rules
specified in this Technical Specification are:
rate” rule specified in 6.1.2.

mum rate per data unit” rule specified in 6.1.3.

— “Maximum rate per connection time” rule.gpécified in 6.1.4.

— “Maximum rate per connection” rule specified in 6.1.5.

All of thege rules are based on the ASN.I type MediumCost specified in Annex A.

6.1.2 Flatrate

The “Flat rate” rule R_FlatRateé indicates that cost for communications shall be limited based on a flat

rate price

MediumCpst shall be\applied as specified in Table 3

Table 3 — R_FlatRate
ElementofMediumCost | Value Semantics

costClass lor?2 Value 1 shall be selected for zero cost. Otherwise value 2 shall be
selected.

costAmount Currency |Presentin case of costClass = 2. Indicating the flat rate price. Price

unit information consists of a currency unit (three digit number code

specified in ISO 4217:2008), the integer part of the value, and the
fractional part of the value.

timeUnit — Optional element is not present for R_FlatRate.

amountUnit — Optional element is not present for R_FlatRate.
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The “Maximum rate per data unit” rule R_DataUnitRate indicates that cost for communications shall be
limited based on a price per data unit.

MediumCost shall be applied as specified in Table 4.

Table 4 — R_DataUnitRate

Element of MediumCost Value Semantics

coftCIass 2 Maximuim rate per data unit.

coptAmount Currency |Price per data unit. Price information consists of a currency unit

unit (three digit number code specified in ISO 4217:2008)) the irfteger part

of the value, and the fractional part of the value,

tirtheUnit — Optional element is not present for R_DataUnjtRate.

anjountUnit Present |Possible data units to be selected in the ASN type CostAmpuntUnit:
1 kbyte, 10 kbyte, 100 kbyte, 1 Mbyte;10"Mbyte, 100 Mbytd, 1 Gbyte,
10 Gbyte.

6.1.4 Maximum rate per connection time

Thee “Maximumrate per connectiontime” rule R_ConnectTimeRateindicates thatcostfor commuinications

sh
M+

11 be limited based on a price per connection time.

diumCost shall be applied as specified in Table 5.

Table 5 — R.€ConnectTimeRate

Element of MediumCost Value Semantics
coptClass 3 Maximum rate per connection time.
coptAmount Curreney~Price per time unit. Price information consists of a currency unit
unjt (three digit number code specified in ISO 4217:2008), the irfteger part
of the value, and the fractional part of the value.
tirheUnit Time unit |Possible time units to be selected in the ASN.1 type CostTinjeUnit:
us, ms, second, minute, hour, day, week, month, year
anpountUnit — Optional element is not present for R_ConnectTimeRate.
6.1.5 Maximum rate per connection

Thie “Maximum rate per connection” rule R_ConnectRate indicates that cost for communicatio
ited based on a price per connection.

ling

Mé

divmCost shall be qpplipd as Qppr‘ifipd inTable 6

hs shall be

Table 6 — R_ConnectRate

Element of MediumCost Value Semantics
costClass 5 Maximum rate per connection.
costAmount Currency |Price per connection. Price information consists of a currency unit
unit (three digit number code specified in ISO 4217:2008), the integer part
of the value, and the fractional part of the value.
timeUnit — Optional element is not present for R_ConnectRate.
amountUnit — Optional element is not present for R_ConnectRate.
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6.2 Need for station anonymity

The “Need for station anonymity” rule R_StationAnonymity indicates whether station anonymity is
needed or not. R_StationAnonymity is of ASN.1 type Anonymity specified in Annex A. Anonymity allows
presenting the cost factor, i.e. the relevance of this rule. Default is the value zero, i.e. “not needed”.

6.3 Need for station location privacy

The “Need for station location privacy” rule R_StationLocationPrivacy indicates whether station
location privacy is needed or not. R_StationLocationPrivacy is of ASN.1 type LocPrivacy specified in
Annex A. LocPrivacy allows presentation of the cost factor, i.e. the relevance of this rule. Default is the
value zerq, i.e. “not needed”.

6.4 Support of station authentication

The “Support of station authentication” rule R_StationAuthentication whether support [or
authentication of the ITS-SU by a peer station is needed or not. R_StationAuthentication is of ASN.1
type StatipnAuthentication specified in Annex A. StationAuthentication allows presentation of the cpst
factor, i.e.|the relevance of this rule. Default is the value zero, i.e. “not needed”.

7 ITS-§ procedures for ITS-S communication profile selection

7.1 Ovgrview

The following procedures are identified:
— Preseptation of communication service parameters by 1TS-S application processes, specified in 7.2.
— Moniforing of capabilities of communications, specified in 7.3.

— Moniforing of change in regulations and policies, specified in 7.4

— Selection of ITS-S communication profiles, specified in 7.5.

— Provipion of additional rules and«policies by user of ITS-SUs, specified in 7.6.

— ITS-S|communication profilelassignment for applications which are not certified to be installed in
an IT$-SU, specified in 7.7.

As ITS-S gpplication procésses may reside e.g. in the ITS-S application entity, the ITS-S management
entity, andl the ITS-S fagilities layer, the services REQUEST and COMMAND of the MA-SAP, the MS-SAP
and the M[F-SAP are used to exchange information and command between the ITS-S management entity
and the IT|S-S applicdtion entity, the ITS-S management entity, and the ITS-S facilities layer, respectiv¢ly.
These serfices.and related .request and .confirm service primitives are specified in ISO 24102-3. This
Technical|spécification specifies functions carried in these service primitives. The ASN.1 definitior] of
these fungtions is specified in Annex A.

These functions provide the mechanisms to present communication service parameters to the ITS-S
management entity, and the mechanisms to present feedback to the ITS-S application processes on the
selection of ITS-S communication profiles.

7.2 Presentation of communication service parameters

Communication service parameters are presented by ITS-S application processes to the ITS-S
management entity using the service primitives A-REQUEST(ITS-S-Appl-Reg), or MF-REQUEST(ITS-
S-Appl-Reg), or MS-REQUEST(ITS-S-Appl-Reg), respectively. ITS-S-Appl-Reg consists of a sequence of
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elements of ASN.1 type ITSSappCPReqReg illustrated in Table 7. ITS-S-Appl-Reg and ITSSappCPReqReg
are specified in Annex A.

NOTE In case several sources have identical communication service parameters, a single call of
ITSSappCPReqReg is possible.

Table 7 — Communication service parameters per source

Element of ITSSapp- Value Semantics
CPReqReg
applicationlD ApplicationlD TMplementation Specitic ldentitier of an 115-S appjication

process in an ITS-SU[31],

txInterfaceNo InterfaceNo Reference number of a source of the ITS-S@pplication
process identified by applicationID which,is uniqye for this
ITS-S application process.

refluirements ITSSappReq List of communication service parameters for txIpterfaceNo
of applicationID.

The request introduced directly above shall be acknowledged with A‘REQUEST(ITS-S-Appl{RegConf),
or MF-REQUEST(ITS-S-Appl-RegConf), or MS-REQUEST(ITS-S-Appl-RegConf), respectively. ITS-S-Appl-
RegConf consists of a sequence of elements of ASN.1 type ITSSappC€PReqConf which are illustrated in
Table 8. ITS-S-Appl-RegConf and ITSSappCPReqConf are specified in Annex A.

In [the case that an appropriate ITS-S communication profile is not currently available, the request
is ponfirmed with error / return code = 10 “VALUE NOT AVAILABLE” as specified in ISO 24102-3.
Otherwise the request is confirmed with error / returncode = 0 “SUCCESS” as specified in ISQ 24102-3.
The confirmation ITS-S-Appl-RegConf consists of details as illustrated in Table 8.

Table 8 — Confirmation of comniinication service parameters per source

Element of ITSSapp- Value Semantics
CPReqConf
applicationID ApplicationiD Implementation specific identifier of an ITS-S application

process in an ITS-SU.[3]

txInterfaceNo InterfaceNo Reference number of a source of the ITS-S application
process identified by applicationID which is uniqug for this
ITS-S application process.

copfDetails ITSSappReqConf List of information on success or failure for txInterjffaceNo
of applicationID. This information is either presenting the
BOOLEAN information TRUE = success or FALSE =|failure, or
it shows an achievable value which is outside of th¢ required
range, or it may be the ASN.1 NULL type.

7.3 ~Monitoring of capabilities of communications

Capabilities of communications are related to protocols contained in the ITS-S access layer, the ITS-S
networking & transport layer, and the ITS-S facilities layer, and possibly also in the ITS-S security entity
and the ITS-S management entity. Such capabilities depend on the installation and on the actual status
of the implemented protocols.

Specification of functionality in support of monitoring of capabilities of communication interfaces
is outside the scope of this Technical Specification. This functionality is specified elsewhere, e.g. in
ISO 21218 and Reference [3] for capabilities of communication interfaces (ITS-S access layer), and in
References [2], [6] and [7] for capabilities of the ITS-S networking & transport layer.
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7.4 Monitoring of regulations and policies

Regulations and policies are applicable in specific regions. ISO/TS 17419 specifies how regulatory
regions and policy regions are identified. Procedures to get updates of regulations and policies may use
push or pull mechanisms.

Functionality in support of monitoring of radio regulations is specified in ISO 21218 and Reference [3].

7.5 Selection of ITS-S communication profiles

the ITS-S|management will try to identify applicable initial communication protocol stacks for \&ch
source, arjd will initialize the best suited communication protocol stack. Success and failure to\identify
such prot¢col stacks will be reported as specified in 7.2. Resolution of conflicting rules (regulations gnd
policies) i$ outside the scope of this Technical Specification.

The costvplue of ASN.1 type CostObjective indicates the relevance of a communication Service paramejter
and may hlave values in the range from zero to 255. A value of zero means that the related communicatjon
service parameter is not at all relevant. A value of 255 indicates highest relevance. Communicat{on
service pgrameters not presenting a cost value have an implicit cost value of 255/ How a communicat{on
profile selection process uses the cost value is outside the scope of this Technical Specification, allow|ng
for differgnt implementations.

In the cage that no appropriate ITS-S communication profile could be selected, and all BOOLEAN
informatipn in Table 8 reports success, the ITS-S application progess shall notify the ITS-S management
whether if accepts to operate on an available ITS-S communication profile with the confirmed values] or
whether it will stop operation. In the latter case, the user of the ITS-SU should be informed about a npn-
resolvablg conflict. The notification shall use the REQUEST(ITS-S-Appl-RegFinal) service.

Upon sucdessful assignment of a communication protoéol stack for each given source, an ITS-S applicat]on
process cgn start requesting FlowIDs and producingtelated flows as specified in Reference [6].

7.6 Interaction with user of ITS-SU

Interaction with the ITS-SU user depends on implementation. Details are outside the scope of this
Technical|Specification.

7.7 Support of other application processes

The ITS-S|is specified in 1S9*21217 as a “Bounded Secured Managed Domain”, which implies that gny
kind of software (ITS-S-application processes, communication protocols, etc.) running in an ITS-SU mpist
be certifigd. A large auimber of applications related to ITS already exists, e.g. as apps in smart phones,
which arg not certified to run in an ITS-SU. Nevertheless such applications should also get reasonaple
access to the corfimunication tools available in an ITS-SU. In this Technical Specification, the meaning of
ITS-SU is genérdlized such that it may consist of two parts:

CAA

— the partoperatedasa BSMD;

— the part operated outside of the BSMD.

In support of such application processes operated outside of the BSMD in a generalized ITS-SU, [SO 21217
defines the application adaptation interface providing ITS-S gateway functionality. Such an application
adaptation interface interconnects an “external protocol stack” to the ITS-S management entity, to the
ITS-S facilities layer, and to the ITS-S networking & transport layer, and thus supports also direct routing
on a default path to Internet which enables end to end communications.

Two main classes of application processes operated outside of the BSMD are identified:

a) Application processes which know how to present communication service parameters as specified
in this Technical Specification.
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b) All other applications.

Class a) application processes may get a best effort ITS-S communication profile as decided by the ITS-S
management.

Classb) application processes shall only geta default path to Internetas decided by the ITS-S management.

All application processes operated outside of the BSMD shall always only get lowest priority access to
the communication tools (referred to as ITS-S services in ISO 21217) compared to ITS-S application
processes as specified in ISO/TS 17419. When required, the ITS-S management entity may even block
completely any data flow between the “other stations” and the ITS-S, or the data flow for selected “other
applications”, in order to ensure proper operation of the ITS-S application processes.
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Annex A
(normative)

ASN.1 modules

A1 Ov
The follow
— CI

Updates q
integral p

FTVIEW
'ing ASN.1 module is specified in this annex:
[SapplReq {iso(1) standard(0) cits-applReq (17423) version1 (1)}

f this annex will be published on http://standards.iso.org/iso/ts/17423}. and become
hrt of this Technical Specification.

A.2 Mogdule CITSapplReq

This modile specifies ASN.1 type definitions and ASN.1 value definitions:

Encoding
links, una

pf these data depends on the purpose of usage. For usage insharrow-band ITS communicat
igned packed encoding rules (PER) as specified in ISO/IEC 8825-2 shall be applied.

ASN.1 moglulesareimported from ISO/TS 17419, from ISO 21228, from ISO 24102-1, and from ISO 2928]

CITSapplH
DEFINITI(
IMPORTS

DataRate)

asnm-1 (1

VarLength
versionl

ITSaid ,
{iso (1) A

LogicalCh
cits-appl

Applicat]
(24102) 1

PortNumbsg

eq {iso(l) standard(0) cits-applReqg (17423) asnm-1 (1) versionl (1)}

NS AUTOMATIC TAGS::=BEGIN

Directivity, TimeUnit FROM CAIMlIlsap {iso(l) standard(0) calm-1ll-sap(21218)
) versionl (1)}

Number2 FROM CITSapplMgmntiDs {iso(l) standard(0) cits-applMgmt (17419) ids (1)
(1)}

FlowTypeID, InterfaceNo, ITSapObPriority, PortRxTx FROM CITSapplMgmtApplReg
tandard (0) cits-applMgmt (17419) applRegistry (2) versionl (1)}

annelType, MCdrOup, ITSprotocolStackID FROM CITSapplMgmtComm {iso(l) standard ((
Mgmt (17419)N\comm (3) versionl (1)}

onID, ITSxsculd FROM CALMmanagement { iso (1) standard (0) calm-management
ocal (NNasnm-1 (1) versionl (1)}

r FROM CALMfntp { iso (1) standard (0) calm-nonip(29281) fntp(l) asnm-1 (1)

an

on

!

1
=

versionl

()

’

-- End of IMPORTS

-- Types

-- Communication service parameters per communication source identified by InterfaceNo

-- Used in REQUEST.request service primitive

ITSSappCPRegReqg: : =SEQUENCE {
applicationIDApplicationID,
--ID of ITS-S application process unique in an ITS-SCU

tx
re

}

20

InterfaceNo InterfaceNo,
quirements ITSSappReq
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ServiceRef: :=SEQUENCE {
appID ApplicationID,
interfaceNo InterfaceNo

}

-- Used in REQUEST.confirm service primitive

ITSSappCPReqgConf: :=SEQUENCE {
applicationIDApplicationID,
txInterfaceNo InterfaceNo,
confDetails ITSSappReqgConf

1
7

-—|Confirmation of presented requirements
RefREQSCP ::= INTEGER {
c-logChannel (0),
c—-sessionCont (1)
c-destType (2)
c-avgADUrate (3),
c-destDomain (4)
)
)

c—flowType (5),
c-maxAPDU (6),
c-commDistance (7),
c-portNo (8),

c-directivity (9),

c-resilience (13),

c-minThP (15),

c-maxLat (17),
c-protocolReq (19),
c-dataConfidentiality (21),
c-dataIntegrity (23),
c-nonReputability (25),
c—-dataAuthentication (27),
c-maxPriorityFlow (29),
c-expFlowLifeTime (31)

} (0..255)

REQPSCP: :=CLASS {
&ref RefREQSCP,
&RegParam

}

IT$SappReq: :=SEQUENCE OE.\SEQUENCE {

refNo REQSCP.&refl{Reg-SCP}),

param REQSCP.&RegParam ({Reg-SCP} {Q@refNo})
}

REQSCPCONF: : =CIAASS™ {
s&ref RefREQSCP,
&RegCaemtfParam

}

ITPSapgpReqgConf: :=SEQUENCE OF SEQUENCE {
refNo REQSCPCONF.&ref ({ReqConf-SCP}), -- same as in request
param REQSCPCQONE Par‘lpnhfpavgm(IPQqPr\h‘F—Q("Dl {QrefNol)

}

-- Notification of final decision of ITS-S application process
ITSSappCPFinal: :=SEQUENCE {
applicationIDApplicationID, -- same as in .request
final Logic

}

-— CSPs

Reg-SCP REQSCP::={logChannel | destType | destDomain | maxAPDU | sessionCont | avgADUrate
| flowType | commDistance | directivity | resilience | minThP | maxLat | protocolReq |
dataConfidentiality | datalIntegrity | nonReputability | dataAuthentication | maxPriority-
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Flow | portNo | expFlowLifeTime, ...}

-- Mandatory requirements (only even ref numbers)

logChannel REQSCP::={&ref c-logChannel, &RegParam LogicalChannelType}
destType REQSCP: :={&ref c-destType, &RegParam DestinationType}
destDomain REQSCP::={&ref c-destDomain, &RegParam DestDomain}

maxAPDU REQSCP::={&ref c-maxAPDU, &RegParam MaxADU}

portNo REQSCP::={&ref c-portNo, &RegParam PortNoInfo}

DestinationType: :=INTEGER{

broadCast (1),
mu14—-:f“‘ + (’)),
unfiCast (4),
anfyCast (8),
gepCast (16)
}(0..255)

DestDomain: :=INTEGER{
sthtionInternal (1),
liphkLocal (2),
siftelLocal (4),
itksNWlocal (8),
glpbal (16)

} [(0..255)
MaxADU: :4INTEGER (0..65535) -- multiples of 100 byte

-- Optiorjal CSPs (only odd ref numbers)

sessionCdnt REQSCP::={&ref c-sessionCont, &RegParam SessionCont}
avgADUratfle REQSCP: :={&ref c-avgADUrate, &RegParam AvigADUrate}
flowType REQSCP: :={&ref c-flowType, &RegParam FlowTypeID}
commDistgdnce REQSCP::={&ref c-commDistance, &RegPahadm CommDistance}
directivity REQSCP::={&ref c-directivity, &ReqgParam Directivity}
resiliende REQSCP::={&ref c-resilience, &RegParam Resilience}
minThP REPSCP: :={&ref c-minThP, &RegParam MinTRPY¥

maxLat REPRSCP::={&ref c-maxLat, &RegParam MaxlLat}

protocolHeq REQSCP::={&ref c-protocolReqg, “&RegParam ProtocolReq}
dataConfidentiality REQSCP::={&ref c-dataConfidentiality, &RegParam DataConfidentiality}

datalntedrity REQSCP::={&ref c-datalntegxity, &RegParam Datalntegrity}

nonReputdbility REQSCP: :={&ref c—nonReputability, &RegParam RegNonrepudiation}
dataAuthdqntication REQSCP::={&refy csdataAuthentication, &RegParam SourceAuthentication}
maxPriorityFlow REQSCP: :={&ré&f\t-maxPriorityFlow, &RegParam ITSapObPriority}
expFlowLijfeTime REQSCP: :={g&gef c-expFlowLifeTime, &RegParam ExpFlowLifeTime}
ExpFlowLifeTime: :=TimeDurat{iorValue -- expected time of a flow

SessionCqnt: :=Logic -- alse: session may be interrupted

TimeDuratflionValue: : £3EQUENCE {

vaflue INTEGER(0..1023), -- (10 bits in PER)
unfi t TinMeUnit
} - 16 ®its in PER

AvgADUratflef:=TimeDurationValue

CommDistance: :=SEQUENCE {
minDistance INTEGER (0..65535), -- m
cost CostObjective

}
Resilience::=CostObjective -- true: resilience requested

MinThP: : =SEQUENCE {
minThP DataRate,
cost CostObjective

}
MaxLat: :=SEQUENCE {

lat INTEGER {
unknown (0), —-- unknown latency
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any (1), -- any latency - not further specified

ms (2), —-- response within less than 10 ms

ms10 (4), —-- response within less than 100 ms
msl00 (8), -- response within less than 1 second
sec (16), —-- response within less than 10 seconds
secl0 (32), -- response within less than 1 minute
min (64), —-- response within less than 10 minutes
minl0 (128) -- response within less than 1 hour

} (0..255),

cost CostObjective

}

Pres 12 q::_TlT'va- + 1o+ T s £z RS E—lo. ot RIS

DataConfidentiality::=CostObjective
DatalIntegrity::=CostObjective
Re¢Nonrepudiation: :=CostObjective
SofirceAuthentication: :=CostObjective
PortNoInfo: :=SEQUENCE {

direction PortRxTx,

number PortNumber

}

-—|Confirmation CSPs requested

Re¢Conf-SCP REQSCPCONF::={logChannelConf | destTypeConf | destDomainConf | maxAPDyConf |

sepsionContConf | avgADUrateConf | flowTypeConf |{commDistanceConf | directivityCoq
regilienceConf | minThPConf | maxLatConf | protecolReqConf | dataConfidentialityCof
dataIntegrityConf | nonReputabilityConf | daté&AtthenticationConf | maxPriorityFloy

pofrtNoConf | expFlowLifeTimeConf, ...}

--|Mandatory (only odd ref numbers): ok \¢TRUE) / nok or possible values
logChannelConf REQSCPCONF': :={&ref, c-logChannel, &RegConfParam Logic}
degtTypeConf REQSCPCONF::={&ref c-destType, &RegConfParam Logic}
deg¢tDomainConf REQSCPCONF': : ={-&ref c-destDomain, &ReqgConfParam Logic}
maxAPDUConf REQSCPCONF: :={&ref\CsmaxAPDU, &RegConfParam MaxADU}
portNoConf REQSCPCONF': :={&ref_tc-portNo, &RegConfParam NullType}

--|Optional (only even raf numbers):

seg¢sionContConf REQSCPCONEF': :={&ref c-sessionCont, &RegConfParam Logic}
av@ADUrateConf REQSCPCONF: :={&ref c-avgADUrate, &ReqgConfParam Logic}
floyTypeConf REQSCREQNF::={&ref c-flowType, &ReqConfParam Logic}

copmDistanceConf REQSCPCONF: :={&ref c-commDistance, &RegConfParam CommDistance
difectivityConf REQSCPCONF': :={&ref c-directivity, &RegConfParam Directivity}
reg¢ilienceCondg REQSCPCONF: :={&ref c-resilience, &ReqgConfParam Logic}

mipThPConf REQSCPCONF: :={&ref c-minThP, &ReqConfParam MinThP}
maxLatConf REQSCPCONF: :={&ref c-maxLat, &ReqgConfParam MaxLat}
prptocolRegConf REQSCPCONF': :={&ref c-protocolReq, &RegConfParam Logic}

dataCanfidentialityConf REQSCPCONF: :={&ref c-dataConfidentiality, &RegConfParam

dataIntegrityConf REQSCPCONF: :={&ref c-datalntegrity, &RegConfParam Logic}
nohReputabilityConf REQSCPCONE::={gref c-nonReputability gSReqConfParam Togic)

ht |
ht |
iConf |

Logic}

dataAuthenticationConf REQSCPCONF: :={&ref c-dataAuthentication, &RegConfParam Logic}

maxPriorityFlowConf REQSCPCONF::={&ref c-maxPriorityFlow, &RegConfParam NullType}
expFlowLifeTimeConf REQSCPCONF::={&ref c-expFlowLifeTime, &ReqgConfParam NullType}

-- Policies

RefPOLICY ::= INTEGER {
c-policyMediumCost (0),
c-policyLocPrivacy (1),
c-policyAnonymity (2)
} (0..255)

POLICYC: :=CLASS {
&ref RefPOLICY,
&PolParam

}
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Policies: :=SEQUENCE OF SEQUENCE {
refNo POLICYC.&ref ({Policy}),
param POLICYC.&PolParam({Policy}{RrefNo})
}

Policy POLICYC::={policyMediumCost | policyLocPrivacy | policyAnonymity, ...}
policyMediumCost POLICYC::={&ref c-policyMediumCost, &PolParam MediumCost}
policyLocPrivacy POLICYC::={&ref c-policyLocPrivacy, &PolParam LocPrivacy}
policyAnonymity POLICYC::={&ref c-policyAnonymity, &PolParam Anonymity}

-- Finandial policies

MediumCodt: : =SEQUENCE {

filfL BIT STRING (SIZE(2)), -- bits set to zero
coftClass CostClass, -- uses 3 bits
coltAmount CostAmount OPTIONAL,

tipeUnit CostTimeUnit OPTIONAL,

ampuntUnit CostAmountUnit OPTIONAL
}

CostClasq: :=INTEGER{
tefpUnavailable (0),
nofCharge (1),
flajtRate (2),
pefrTime (3),
pefrAmount (4)
pefrConnection (5)

}[(0..7)

’

CostAmour|t : :=SEQUENCE {
cufrrency INTEGER(0..1023), —-- ISO 4217 \three digit numeric code
value CostValue
} - presented in 4 octets

CostValuqg: :=SEQUENCE {
majin INTEGER(0..4095), -- in curtency unit
frihction INTEGER (0..1023) =x~N\ifn 1/1000 of currency unit
}

CostTime(nit: :=SEQUENCE {

vaflue INTEGER(0..1023),.\-7 valid parameter number (10 bits in PER)
filfL BIT STRING (SIZENl)), —-- set to zero, extends TimeUnit size.
unfit TimeUnit -- pfesénted in 5 bits

} - 2 octets in PRER

CostAmourjtUnit: :=INTEGERT

teppUnavailakle (0),
kblyte (1), ‘W= units of kilobytes
tkpyte (29% )-- units of tens of kilobytes
hkpyte (4)5 -- units of hundreds of kilobytes
mblyted (&), -- units in megabytes
tmpyte*(16), -- units in tens of megabytes
hm Yo (32) —- unit of hundred of meagabvuteg
gbyte (64), -- units of gigabytes
tgbyte (128) -- units of tens of gigabytes
} (0..255)

-- Security

LocPrivacy: :=CostObjective
Anonymity::=CostObjective
StationAuthentication::=CostObjective

-- MA-SAP / MF-SAP / MS-SAP functions
-—- Some functions are used in these three SAPs
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ITS-S-Appl-Reg::= SEQUENCE OF ITSSappCPRegReg -- used in 24102-3
ITS-S-Appl-RegConf::= SEQUENCE OF ITSSappCPReqgConf -- used in 24102-3
ITS-S-Appl-RegFinal::=ITSSappCPFinal

-—- General

Logic: :=INTEGER({
false (0),
true (255)
} (0..255)

Co N A= e ee — TNTDOTD (0 2000 O oot ol oszo ot 200 - Lo ol el
= — o ’ g g <

Nu}llType: :=NULL

--|values

vefrsion INTEGER(0..255)::=1 -- Version of this ASN.1l module
/*
The ASN.l specification has been checked for conformance to thé ASN.1
standards by 0SS ASN.1l Syntax Checker, and by 0SS ASN-1STEP

*/

EN
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Annex B

(informative)

Example of presentation of communication service parameters

B.l FlowsofamiTSSappiicatom

This informative annex illustrates how an ITS-S application presents its communication| servjice
parametefs. The ITS-S application used in this example is “In-vehicle signage”[8]. This application has

three sources for potential flows with different communication service parameters:

a) Broadcast from roadside ITS-S to vehicle ITS-S.

Push-service (push from roadside).

Intengled usage of 5,9 GHz access technology.

b) Unicast between central ITS-S to vehicle ITS-S.

Pull-dervice (pull from vehicle).

Intengled usage of cellular network or public WiFi access techhology.

c) Unicast between central ITS-S to roadside ITS-S for configuration purposes.

Intengled usage of 2G or optic fibre.

B.2 Source a)

Table B.1 |illustrates the communication Service parameters for source a) of the “In-vehicle signage

ITS-S application in a roadside ITS-S.

Table B.1 < Flow a) communication service parameters

Commuynication service
parameter

Value

Comment

Operational communication service parameters

CSP_LogicplChannelType SfCH Safety channel

CSP_SessignCont N/A No continuous connectivity needed

CSP_AvgADUrate 1s Repeat at 1 Hz until flow is cancelled

CSP_FlowType N/A& NO well-known [Iow type presented

CSP_MaxPrio value as allowed

CSP_PortNo tx, PORT_UNK No well-known ITS port number presented for
this communication source

CSP_ExpFlowLifetime N/A Not known

Destination communication service parameters

CSP_DestinationType geocast
CSP_DestinationDomain site-local
CSP_CommbDistance N/A
CSP_Directivity N/A
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