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ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

ele

ctrotechnical standardization.

Thle procedures used to develop this document and those intended for its further maijnte
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scribed in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeed
ferent types of ISO documents should be noted. This document was drafted in accordanc
torial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ention is drawn to the possibility that some of the elements of this document may be the
fent rights. 1SO shall not be held responsible for identifying any or all such patent rights.
) patent rights identified during the development of the document wilkbe in the Introducti
the ISO list of patent declarations received (see www.iso.org/patents);

y trade name used in this document is information given for the convenience of users an

bressions related to conformity assessment, as well as information about ISO's adherel
rld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see ww|
foreword.html.
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is document was prepared by Technical Committee ISO/TC 204, Intelligent transport systen

is second edition cancels and replaces, the first edition (ISO/TS 17187:2013), which
hnically revised.

e main changes compared to theprevious edition are as follows:

Clause 7 and Annexes A to.D-have been updated to include ISO 19845:2015 (UBL 2.1);
subclause 7.4 has been updated for Freight-X document exchange standards;
subclause 7.5 has®b¢en updated for Freight-X communication exchange standards.

feedback or qugstions on this document should be directed to the user’s national standar
plete listing/of these bodies can be found at www.iso.org/members.html.
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Introduction

Electronic commerce offers new opportunities to improve the efficiency of business operations
and to reduce costs associated with trade procedures, providing increased competitive advantages
to the commercial actors ready to embrace new methods of work and trade. Emerging electronic
commerce platforms and the use of the internet provide users with a combination of technologies to
communicate data, to contract electronically, as well as to manage new business processes leading to
new business models.

g g ich
enable th¢ participants to improve their operational efficiency and optimize their enterprise resqufce
allocationfs. Due to the existence of heterogeneous IT environments among supply chain partners, if is
a challenge for the implementer to seamlessly integrate information from multiple data sources and in
different ¢lata formats. Each data source is typically designed for a single, stand-alone purpose within
an enterprise, not to be part of an integrated data collection. These disparate data repeositories tend to
be silos, inndependent of one another, and not working well together. Business entities Wwishing to engage
with other business partners to facilitate certain standards of practice for infotmation interchange
will need [to abide by certain rules, otherwise the efficiencies sought using the\methodologies in this
document will be diminished.

Improved' ormation sharing amaong ala hain partne isaone ofthe kev b ine objectives wh

Within thlis context, and within this document, governance is defined as-being the rules, procesges,
and behayiour that affect the way in which powers are exercised, particularly as regards openngss,
participatiion, accountability, effectiveness, and coherence. As discussed in ISO/TS 24533, there neg¢ds
to be a ggvernance process to tie loose ends together and allow*the supply chain partners to k¢ep
their data exchange standards viable and effective. Governance'is key to this process of maintainjng
the structlures that allow for a high degree of supply chaingproductivity and for holding together the
communify partnerships that make such an arrangement.economically advantageous. A governaice
specificatjon is critical to making the process described in this document effective. There is|an
expectatign that this document will provide the guiddnce that will keep the supply chain standafds
viable and useful for the community of users wishing to maximize their returns on investment.

The processes and process tools include web séervices technologies to improve the operating efficier]cy,
safety, andl security of freight movement. These technologies are used for sharing information betwgen
supply chain partners in a commonly understood manner by capturing it only once and sharing it mgny
times, and by giving all partners the sathe view of the data.

A servicd-oriented architecture. leverages the web services functionality and necessitates the
requiremg¢nt for data exchangé standards. These tools hinge on the successful definition and adoptjon
of data standards published“in open and accessible forums. The advantages of using informatjon
technologly tools are undetiiable and their use is now widespread across industry. The freight transpprt
and logistjics industry4s.ho exception with all businesses using e-business to some extent.

This document dees)hot address liability of any kind as this is considered within the domain of each
participatiing party. However, liability issues can be lessened by following the tenants of this document
as a resulf ofcooperating partners actively managing the data and communication transfer protocols.
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Intelligent transport systems — Electronic information
exchange to facilitate the movement of freight and its
intermodal transfer — Governance rules to sustain
electronic information exchange methods

1

Thiis document provides governance rules to be used for executing an organized process fo

en
op
fra
pr
att]
thd

2
Th

Scope

ities to connect to one another electronically for the conduct of electronic tfade in a s
bn environment through a standardized framework for information exchange. This sta
mework includes processes and process tools to ease connections between trading p3
vide full visibility, and to reduce the time goods spend in transit. The application of these
endant standards and technology applications are expected to allow business entities
ir legacy systems without the cost of upgrades.

Normative references

e following documents are referred to in the text in.such a way that some or all of the

" business
ccure and
ndardized
rtners, to
rules and
to engage

ir content

constitutes requirements of this document. For dated references, only the edition cited applies. For

un

IS(

Fo
I1S(

3.1

bill of lading

do
cal

No

Hated references, the latest edition of the referenced document (including any amendment

/IEC 19845:2015, Information technology — Universal business language version 2.1 (UBL v

Terms and definitions
" the purposes of this document, thefollowing terms and definitions apply.
and I[EC maintain terminological databases for use in standardization at the following ad

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia;available at http://www.electropedia.org/

fument which evidences a contract of the carriage and the taking over or loading of the go
rier, and‘by which the carrier undertakes to deliver the goods against surrender of the do

Fe 1't0'entry: A provision in the document that the goods are to be delivered to the order of a named

5) applies.
.1)

lresses:

bds by the
ument

person, or

to

rder, or to bearer, constitutes such an undertaking. The document has the following functions: 1) 4

receipt for

goods, signed by a duly authorized person on behalf of the carriers, 2) a document of title to the goods described
therein, 3) evidence of the terms and conditions of carriage agreed upon between the two parties.

[SOURCE: ISO/TS 24533:2012, 2.5]

3.2

carrier
person or organization, which owns and/or operates a transport means, engaged in the transportation
of passengers or property by land, rail, air or water

[SOURCE: ISO/TS 24533:2012, 2.7]
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3.3

consignee

receiver
person or

[SOURCE:
3.4

company to whom goods are shipped

ISO/TS 24533:2012, 2.11]

consignor

shipper

transporf service hnynr

party wh
conveyed

Noteltoe
of goods.

[SOURCE:
added and

3.5
customs |
party that

Note 1 to
importer o

3.6

forwardi
document]
of goods d

Noteltoe

3.7

ch, by contract with a carrier, consigns or sends goods with the carrier, or has &h

by him
ntry: It is the party that gives instructions for the transportation services required for d consignm
ISO/TS 24533:2012, 2.13, modified — The third term “transport service buyer” has bg
Note 1 to entry has been added.]
broker

is licensed to enter and clear goods through customs
entry: The responsibilities of a broker include preparing thejentry form and filing it, advising

h duties to be paid, advancing duties and other costs, and arranging for delivery to the importer.

hg instructions
issued to a forwarder, giving instructions regarding the action to be taken for the forward
escribed therein

htry: See Clause A.1.

freight forwarder

transpor
party arr3
behalf of 3

Note1toe

[SOURCE:
added and

3.8
Freight-X|

I service provider
inging the carriage of gogds; including connected services and/or associated formalities,
consignor or consigneé

htry: It is the party thatis contracted to provide the transportation services.

[SO/TS 2453342012, 2.25, modified — The second term “transport service provider” has bg
Note 1 to ehtry has been added.]

EXAMPLE

3.9

Freight-X
Freight-X
Freight-X

ent

en

the

ng

on

en

The Electronic Freight Management (EFM) programme in the US; the eFreight programme and its
affiliates in Europe.

community
participant
user community

community of organizations that has formally agreed to collaborate to operate using the principles
defined in this document by joining a Freight-X consortium

© ISO 2019 - All rights reserved
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3.10

Freight-X community provider

organization that implements mechanisms for managing demand and supply of available
services supporting freight transportation management operations

3.11
Freight-X consortium
organizations that have formally agreed to form a formal association which has established

Freight-X

rules and

governance procedures to collaborate to operate using the principles defined in this document

3.12

Freight-X community provider agreement

formal agreement by Freight-X community provider in respect of representation rights,
sp¢cifications and services, data and document provision, specification, management, ,and 4
mdintenance

goyernance
rules, proecesses, and behaviour that affect the way in which powers are exercised, parti
regards openness, participation, accountability, effectiveness, and coherence

access to
ccess and

supply of

Freight-X
electronic

nagement

ted in the

cularly as

3.19
level of service

measure to determine the effectiveness of elements of the Freight-X transportation infrastructure

3.20
logistic service provider

party providing logistic services such as warehousing, repacking products, distribution, and assembly

EXAMPLE Third-party logistic provider; container freight station.

© IS0 2019 - All rights reserved
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message profile
content of the electronic business transactions exchanged described with an aim to function as part of

aformal a

3.22

greement

packing list
document stating the distribution of goods in individual packages, such as shipping document issued
by shipper to carrier, customs and consignee serving the purposes of identifying detail information of
package count, products count, measurement of each package, and weight of each package

3.23

small and medium-sized enterprises

SMEs

entities epgaged in an economic activity, irrespective of their legal form, that are characteriz

by a nu
establishd

3.24
terminal
party witl

Noteltoe
against the

3.25

transpor
document]
freight foy
that are ci

3.26
waybill
document

instructions for the transportation services/(i.e. shipper, consignor)

Noteltoe
the transp
to a third-

can contaip the details of the transportation, charges, and terms and conditions under which the transportat

service is [

4 Abbi

BBIE

er of employees, an annual turnover, and/or an annual balance sheet which fall bel
d limits

operator
1 operational responsibilities at origin or destination nodes for freight transport journeys

ntry: The responsibilities can include overseeing the unloading of g6ods, checking the quantity of go

[ status document

issued on individual specific request or through-an agreed status reporting procedure b
warder to communicate to the consignee or consignor or notify party the status of shipme
irrently under the freight forwarder’s management

issued by the party that providesithe physical transportation services to the party that gij

htry: A waybill states the details\of the transportation, charges, and terms and conditions under wh
party transport document-describing a shipment. It states the instructions for the beneficiary {

rovided.

reviated terms

Basic business information entity

manifest, transferring of the goods, checking documents and adthorizing a carrier to pick up goodsg.

ed

bds

y a
nts

yes

ich

brtation service is provided:Unlike a bill of lading, a waybill is not negotiable and cannot be assigned

ind
ion

BIE

Business information entity

CCT
CCTS
ebXML
ESB
ICT
RBAC

Core component type

Core Components Technical Specification
Electronic Business Extensible Markup Language
Enterprise Service Bus

Information and Computer Technologies

Role-based Access Control

© ISO 2019 - All rights reser
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SOA Service-Oriented Architecture

UBL Universal Business Language

UDDI Universal Description Discovery and Integration
XML Extensible Markup Language

XSD XML Schema Definition (language)

2019(E)

5 | Freight-X governance

5.

Gopernance of Freight-X is defined as the system through which the national and‘internatioi
communities’ demand for and supply of electronic business services to support freight ¢
(referred to as Freight-X) is directed and controlled.

Gopernance involves directing and evaluating the implementatien_and operations of
conmunities among collaborating organizations and monitoring its-¢émployment to achiev

bu

communities. For example, governance controls would ensure/that changes to Freight-X Pi

mi

5.2

Sty

General

siness objectives. It includes the strategy and policies for using¥Freight-X among those col

himal, reached by consensus, and driven by strong business/needs.

Strategic governance requirements

ategic governance requirements include the following:

a standardized governance model for all Freight-X implementations based on collaboratiy
responsibilities;

arecommended implementation.process within a community of users, identifying the rel
between all parties to the governance model and the cooperation needed between them
the full benefits of adoption. Full benefits will be realized when Freight-X best practices aj

hal freight
perations

Freight-X
e planned
aborating
rofiles are

e levels of

htionships
to realize
e adopted

by all supply chain partners: It is critical that partners serving multiple shippers, like f
and brokers and logisties/firms adopt Freight-X and perpetuate it with partners in ot
chains to further spread the benefits;

each Freight-X cotmmunity to adopt Freight-X profiles (and related standards) that not onl
integration with/other services but also capture data coherence and semantic consiste
informatiof’between these services. A Freight-X profile should:

— idéntify core set of information bundles,

—<_identify how you communicate the information bundles to your partners,

rwarders
er supply

y promote
ncy of the

— include generic Tutes and procedures for refiming atoot for use withim your orgarniza
— can include code lists and message schemas;

to

ion, and

keep the Freight-X standards in a form that will not be altered without the user community’s

consent. This will also ensure the proper operation and utilization of the standard set of messages

for all future adopters;

a standards-based coherence model that can also be used to pre-qualify incoming participants and

set required levels of engagement as dictated by the governance model;

the Freight-X governance model can be promoted as an international trade facilitation framework
standard (similar to initiatives such as “single window”, which is the implementation of a single

© IS0 2019 - All rights reserved
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window system that enables international (cross-border) traders to submit regulatory documents
at a single location and/or single entity).

5.3 Management

This open community model covers the policies, systems, and procedures laid down to guide the
development and operations of Freight-X communities.

5.4 Ownership

Freight-X $hall, to the extent possible, be implemented using an open-source solution and shall not rely{on
any third-party, proprietary solution that requires purchase of software licenses by the deploying party.

5.5 Central services/registry

For the Frpight-X communities to interoperate, a single master registry identifying thewarious Freight-X
communifies in operation is essential and shall be given strong consideration by the-governing body

This centtal service can also be expanded to include publication of specifications, code lists, and other
supportinjg materials.

The registry is vital to the establishment of the Freight-X governance,model. Members of the Freight-X
consortium shall post their available web services and necessary instructions on the registry [for
viewing t¢ all other participants of Freight-X. Participants shall be able to view the services availaple
and from|which company, then proceed to download the necessary services to begin electronicglly
communig¢ating with the other participants/trading partners,

5.6 Inte¢llectual property rights

The intell¢ctual property of the Freight-X solution shall be offered on a nonexclusive, worldwide, non-Jub
licensable} perpetual patent license on fair, reasonable, and non-discriminatory terms without payment
of royalti¢s or fees to make, have made, usermarket, import, offer to sell, and sell, and to otherwjise
directly of indirectly distribute licensed products that implement the Freight-X specifications. These
are the terms for open standards and would be most likely to encourage wider adoption.

5.7 Infh([)rmation security

Only authjorized parties invelved in the consignment can access certain shipment records. The rulles
as to who| can access the data and what data can be accessed are determined by the shipment ownper
on a pernjission basis. Under the terms of the “friends of the shipment” rule, a partner does not hgve
access to information that it does not have a need to know, that is business sensitive, or that can be used
against a gompetiton

6 Poligy

6.1 General

Business entities wishing to engage with other business partners to facilitate electronic trade using the
tools described in this document shall follow certain standards of practice for information interchange
and shall include the major recognized freight transport data standards, e.g. the Electronic Data
Interchange For Administration, Commerce and Transport (EDIFACT), Global Standards One (GS1),
and UBL transport data standards for information exchange developed by the Organization for the
Advancement of Structured Information Standards (OASIS) that are based on ISO/IEC 19845:2015. It
shall not be required for all participating business entities to incorporate ISO/IEC 19845 into their core
operation, but if it is not totally adopted, it is possible that some manner of translation/transformation
will need to be incorporated to allow the standards to operate as the common language between
business entities.

6 © IS0 2019 - All rights reserved
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The value of implementing a governance model is twofold: to keep the standard aligned to prevent
runaway customization, and to assist users to obtain maximum benefit from Freight-X by promoting
involvement among a larger group. It is expected that participation with users in one or two supply
chains can reap benefits of 5 % to 10 %, but a community of users can realize benefits on the order of
three or four times greater.

6.2 Governance model

This model has been inspired by other initiatives, including ISO/IEC TR 38502, but reflects the
uniqueness of the Freight-X approach to create an open community where interoperability is achieved
through common specification and not point-to-point arrangements.

Th guiding principle for the Freight-X governance model is that a variety of solutions t@'suppprt supply
chain communities exist, and will continue to exist, into the future. In addition,privately] operated
supply chain communities exist within and across borders. Freight-X does not replace these s¢lutions; it
complements them and aims to coordinate information exchange between differient communjties.

To| satisfy these requirements, several potential governance models hidve been considered. The
re¢ommended model is based on communities operating their own solutions and registering these with
a dJommon central service. As a result, the proposed governance mgdel for the Freight-X approach is
bujlt around two levels of governance:

—| global coordination, providing governance over all comma@n components, standards and|registries
of accredited Freight-X solutions — this is managed by the Freight-X consortium and|shown in

Figure 1;
—| community coordination, providing governance,over the implementation and use of| Freight-X

services within a common community — thesé.communities can be based around a single supply
chain, a logistics community, or a service provider, shown as Freight-X community prpviders in

Figure 1.
X

Freight-X Consortium

Board of Directors

Freight-X Governing Body

Development & i |Su ortl
Maintenance |Mon1tor| 2

Support for:

* Freight -X Secretarist

* Freight-X Common
Services

* Freight-X Profiles

Membeérship

Freight-X
Community
Providers

Conformance

SUpportior:
* Freight-X Services
* Frieight-X Changes

>
g
S EN AN SR

NOTE Based on ISO/IEC TR 38502.

Figure 1 — Freight-X governance model
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Executing this model and the two levels of governance mentioned above involves the actions and
interactions of four entities.

a) Freight-X consortium;

b) Freight-X governing body;

c) Freight-X community providers;

d) Freight-X user communities.

Figure 1 i
An explan

6.3 Fre

The Freig
the authg
become H
transport
organizat

Constituti

— Membh
an eff

— Costs
objec
classs

— Memb
admit

— Gover
the fq
also 1
memby

— Techn

tustratesthe retationshipsamong the various parties operating with the govermamce ot
ation of each group and its role is given in 6.3 to 6.7.

jght-X consortium

ht-X consortium is a non-profit legal entity that will own the Freight-X brand. It shall h3
rity to issue license agreements for Freight-X services that shall enable organizations
reight-X community providers. The composition of the Freight-X comsortium shall incly
htion stakeholders and other interested parties willing to share/in the expenses of

on.

onally, the Freight-X consortium shall be an open community based on the following polici

icient process.

of participation: To the extent possible while stilbspreading costs fairly and accomplish
ives, dues required to participate in all meaningful activities should be made acceptable to
s of stakeholders and users.

er acceptance: All applicants that meet-the established criteria should be automatica
ted in any category to which they choose’to apply.

nance: The board or other governing body should not be controlled in the long term
unders, although founding members will typically hold the initial seats. The board sho
epresent all classes of stakeholders, regardless of whether each class can afford a top-le
ership.

ical participation: All'members of eligible classes shall be entitled to participate equally

techn

cal and other activities.

— Trangparency: At a2 minimum, all standards shall be posted for public comment prior to adopti
Some|consortia make all the minutes and other proceedings of their working groups public from
beginpning of actechnical process.

— Adoption; All'standards shall be available for implementation by non-members as well as memb
on a rjof-discriminatory basis.

el.

ve

to
de
he

eS.

ership criteria: Membership criteria should be no moreagstrictive than necessary to ensiire

ng
all

lly

by
11d
vel

pn.
he

ET'S

NOTE

Candidate Freight-X stakeholder organizations can include those involved in the Northeast As

ian

Logistics Network (NEALNET), the World Customs Organization (WCO), the International Air Transport
Association (IATA), the International Federation of Freight Forwarders Association (FIATA), and regional freight

forwarder

associations.

The Freight-X consortium shall establish the Freight-X governing body as the accountable entity for
ensuring that its interests, as well as those of the participating communities, obtain value from its
investment in Freight-X while managing its risk. The agreed level of authority and boundaries on the
scope of the Freight-X governing body shall be documented in the form of a charter or terms of reference.
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6.4 Freight-X governing body

6.4.1 General

The Freight-X governing body, with its supporting resources (secretariat) shall be an elected body
responsible for achieving the overall objectives of the Freight-X, while taking into account in its decisions
the legitimate expectations and interests of its consortium. It shall act to guide the adoption and use
of Freight-X through policy making, strategy formulation, supervision of the Freight-X community
providers, and accountability to the Freight-X consortium. The governing body shall address policy
making and strategy topics such as

—| consortium commitment to the Freight-X user communities,

—| certification agreements for Freight-X community providers, including termsjand conditions of
registration and accreditation, and

—| future requirements or new functionality for Freight-X:
— adoption;

— development and maintenance;

— support.

Wilthin the context of its operation, the Freight-X governing)bedy functions shall include development,
support, and monitoring.

6.4.2 Development and maintenance

Thijis function shall include the development and maintenance of the documents, specifications, and
implementation guides. Typical categories of changes can include

—| modifications to existing specifications,

—| addition of new specifications,

—| modifications to existing support data (e. g. business rules, code lists), and
—| addition of new supportydata (e. g. business rules, code lists).

Dejelopment and maintenance tasks should be project-driven. Specific tasks shall be jominated
through the Freight-X'consortium with project teams appointed from its members.

6.4.3 Support

Support.covers the secretariat functions, publication of documents, specifications and implementation
guldes\for community providers. It also includes the provision of statements in respect to thestrategies
anfl ‘policies affecting the data model, such as upgrades or new services. Services can includg websites,
registries, and repositories.

The recommendation is that one member of the consortium shall volunteer to function as the
secretariat, providing most (or all) administrative and other services, either without charge, or for
payments derived from the fees of other members, as agreed by the majority of the members of the
consortium.

© IS0 2019 - All rights reserved 9
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6.4.4 Monitoring

Monitoring is the on-going reporting and assessment of the Freight-X service performance against
expected outcomes as well as reporting of Freight-X communities’ conformance with established
criteria.

NOTE A Freight-X service is a web service created specifically to address business processes related to

» o«

electronic freight management. Examples include “receive order”, “confirm booking” and “obtain status”.

Regarding supervision of the Freight-X community providers, the Freight-X governing body shall
address topics such as

— implementation package for communities,
— performance monitoring,
— confofmance compliance, and

— ensunjing that Freight-X community providers comply with the minimum requirements defined by a
comnjunity provider agreement.

6.5 Frejght-X community providers

6.5.1 General

Freight-X ¢ommunity providers should be responsible for ensuringthat the Freight-X consortium achieyes
required qutcomes within the strategies and policies establishedby the Freight-X governing body.

Within the¢ proposed governance model, each accredited Freight-X community provider shall implement
mechanisms for managing demand and supply of available Freight-X services supporting freight
transportption management operations. This includes

— transforming its community’s information ex¢hange requirements into the Freight-X context,
— startyp testing and validating of new participants entering the community, and

— moniforing on-going operations to.ensure performance, quality, and security requirements are
mainfained.

In additioh, each accredited Freight-X community provider shall implement mechanisms for managing
demand ahd supply of change-initiatives to Freight-X services. Changes can include

— modifications to existing Freight-X services,
— additjon of new-Freight-X services,

— modificatigns to existing Freight-X profile schemas:

— agldition of new Freight-X profile schemas,

— modifications to existing Freight-X support data (e.g. business process rules, code lists), and
— addition of new Freight-X support data.

Finally, each accredited Freight-X community provider shall monitor and assess the performance and
conformance of the on-going operations and report to the Freight-X governing body on an established
schedule basis.

6.5.2 Freight-X community provider agreements

The Freight-X solution requires that a number of parties work together in a trusted environment
based on common specifications and standards. The development and maintenance, as well as the
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implementation and use, of these common specifications and standards need to be governed across the
full Information and Communication Technologies (ICT) infrastructure. In order to clearly determine
the roles and responsibilities of each party in the Freight-X solution, a set of agreements should be
established.

A Freight-X community provider agreement shall be enacted between individual Freight-X community
providers and the Freight-X governing body for the purpose of defining the terms and conditions under
which the parties shall provide governance for the different levels of the Freight-X service.

The intent of this agreement, as with the overall governance model, is to ensure that the role and

res pnnmhlhhnc ofeach party are r‘]nar‘]y described and npnn]y available thus mn]nng F'rplghf X an open

anfl transparent community.

Th Freight-X community provider agreement shall be based on

Th

compliance with governmental requirements within the jurisdictions the transac
taking place.

global coordination over all common components of the Freight-X solution,

local coordination and supervision of the implementation and useofthe Freight-X services
within a community, and

open and transparent provision of services based on a common set of agreements as well
definition of services and levels of service.

e main aspects determined in this agreement shall incljxde the following:

that the Freight-X community provider is given-the authority to represent Freight-X
domain/community of interest of responsibility;

tions are

operating

IS common

within its

that the Freight-X community provider.isresponsible for ensuring adequate performance by the

Freight-X services established within,ifs domain/community of interest, including their c
to the Freight-X specifications;

that the Freight-X communityl provider is guaranteed access to the Freight-X specificg
timely manner;

that the Freight-X commiunity provider is responsible for maintaining the data about its
Freight-X users in a timely manner;

that Freight-X users are guaranteed open access to the Freight-X services according to spf
in a timely manner;

that all_@gther Freight-X community providers are guaranteed open access to the c
providers Freight-X services in order to deliver business documents to the Freight-X users
to specifications;

bmpliance

tions in a

registered

bcification

bmmunity
according

ived from

that the Freight-X community provider guarantees to deliver any business document recg

6.5.3

another Freight-X community provider to the stated receiving Freight-X user in a timely manner;

that the Freight-X community provider guarantees to deliver any business document received from

an Freight-X user to the stated receiving Freight-X community provider according to
specifications in a timely manner.

Freight-X community provider accreditation

Freight-X

Freight-X community providers shall become accredited by entering into a Freight-X community
provider agreement that commits them to certain levels of service.

NOTE

technical standards, specifications, and procedures across the entire Freight-X solution.

© IS0 2019 - All rights reserved
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6.6 Freight-X user communities

The Freight-X user communities shall include a spectrum of transport involved parties including small
and medium-sized enterprises (SMEs) as well as larger business entities. Business entities can include
private sector entities doing business with private sector entities, as well as public sector entities doing
business with private sector entities. This document enables multiple businesses engaged in freight
movement to have a common foundation agreement on a B-B basis for realizing optimized efficiencies. A
Government agency, such as Customs, would only be expected to enter into an agreement on a business
basis, not as a representative of the government. Any business or groups of businesses can operate
outside the framework of this document, but they would not be able to realize the benefits accorded

to parties
parties w

Each part]
participar
set of seryj
provider.

its norma

6.7 Op¢

To promof

abtding by the principtes embodied Im this document. This 1S a governance contract for th
shing to realize the full benefits of moving freight through a Freight-X arrangement.

icipant shall join the Freight-X consortium through a formal process of engagement. E4

1t shall affiliate with one or more Freight-X community service providers depending upon
ices consistent with the joining organizations as well as the focus of the Freight*X commun

FEach participating organization shall continue to function as its own standalone entity w
business and security responsibilities (e.g. administration, security, liability).

n forum

e even wider collaboration, an open forum for non-consortium members can also be provig

as a communication channel for wider industry review and commenton the activities of the Freigh

approach.

NOTE
to work w|
among the

Promoting the wide-scale use of Freight-X gives the Freight-X user communities a broader commurj
th and offers them a wider choice of partners to chogse among related to contractual agreeme
partners.

7 Freight-X Standards

7.1 Gerx

Data exch
shall be a
treated a
format is
and comp
ISO/IEC 1
communif
then once
of users. |
formats a

Collabora

jeral

hnge standards are at the heart of these rules of governance. The basic premise is that th
common semantic modelfor*data required by Freight-X participants. All standards shall

mapped to the other-major formats in a cloud-like environment. Since selected US proje

0845 shall be the Freight-X interchange format. To assure interoperability, the Freigh
y needs to formalize a process whereby mapping to any other format takes place rapidly, g
mapped, thetranslation is immediate for anyone participating in the governance commun
ach community (e.g. EDIFACT, NEALNET, GS1, SMDG) can continue to operate using its o
b required.

ion between European and Asian stakeholders has already demonstrated connectivity g

se

ich
he
ity
ith

ed

t-X

ity
nts

bre
be

one through a commen-semantic interoperability process where a common interchange

cts

arable EU projectschave been working together on a common framework for data exchanjge,

t-X
nd
ity
vn

nd

interoperabitity betweemr imdependenttramsportatiomr systenr retworks— Theinteroperabitity vis
illustrated in Figure 2 is of interconnecting many transportation projects found worldwide using UBL
ISO/IEC 19845 as an internationally standardized common document format.
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Figure 2 — Freight-X interoperability vision

. Semantic Freight-X standards

barding the semantics of the information exchanged, the United Nations Centre for Trade F
1 Electronic Business (UN/CEFACT) supports activities dedicated to improving the ability o
de, and administrative organizatiohs to exchange products and relevant services e
/CEFACT’s principal focus is op*facilitating national and international transactions th
nplification and harmonization ofprocesses, procedures, and information flows.

foundation work of UN/EEFACT is the Core Components Technical Specificatio
/TS 15000-5:2005. The(CCTS provides a way to identify, capture and maximize the re-use o

e central conceptiofthe CCTS is the core component. The core component shall be a buildin

y the information pieces necessary to describe a specific concept. There are four different
Core components:

Basi¢Core Component (BCC);

2019(E)

heilitation
f business,
ffectively.
rough the

h (CCTS),
fbusiness
uations.

b block for
1 contain
categories

Association Core (‘nmpnnnnf (AQ(‘(‘);

Core Component Type (CCT);
Aggregate Core Component (ACC).

When a core component is used in a real business circumstance it shall serve as the basis of a business
information entity (BIE). The BIE is the result of using a core component within a specific business
context.

NOTE

A specific relationship exists between core components and BIEs. Core components and BIEs are

complementary in many respects. Core components are intended to be indispensable for creating interoperable
business process models and business documents using a controlled vocabulary.

© 1SO 2019 - All rights reserved
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There are three different categories of BIE:

— Basic Business Information Entity (BBIE);

— Association Business Information Entity (ASBIE);
— Aggregate Business Information Entity (ABIE).

The most primitive of these is the BBIE. A BBIE is a basic core component when used in a specific
business context.

7.3 Syntactic Freight-X standards

7.3.1 General

The Univdrsal Business Language (UBL) is the product of an international effort to define a royalty-
free libraty of standard, electronic business documents built upon a set of internationally recognized
common jnformation components based upon the Core Components Technical Specification, Versjon
2.01. As ohe of the first implementations of Electronic Business Extensible Markup Language (ebXNL)
Core Components Technical Specification, Version 2.01, the UBL library js.based on a conceptpal
model of BIEs. These components are assembled into specific document medels such as “waybill” gnd
“transporf status documents”.

UBL Versjon 2.1 in ISO/IEC 19845:2015 defines “a generic XMIEiinterchange format for busingss

documents that can be restricted or extended to meet the requirements of particular industrigs”.
Specifically, ISO/IEC 19845 provides the following:

— a suite of structured business objects and their assogiated semantics expressed as reusable data
comppnents and common business documents;

” o«

— alibrary of XML schemas for reusable data components such as “Address”, “Item”, and “Payment”,
the cqmmon data elements of everyday business documents;

» o«

— a set jof XML schemas for common businéss documents such as “Order”, “Despatch Advice”, gnd
“Involce” that are constructed from\the UBL library components and can be used in gendric
procyrement and transportation centexts.

The complete ISO/IEC release’ package is available at http://standards.iso.org/ititf/
PubliclyAyailableStandards/. The softcopy package includes an overall specification for ISO/IEC 198445
along with a collection of subfelders each containing a particular kind of information such as document
models, sghemas, code listS;and test material.

The UBL XML schemactibrary of ISO/IEC 19845 is based on BIEs. These BIE components are first
collected nto specifi¢ document assembly models such as for waybill and transportation status. The
document assembly’models are then processed against a set of naming and design rules to prodice
a set of UBL 2 XML schemas. The UBL 2 XML schemas are the only normative representations of the
UBL 2 doqument types and library components. All of the UBL 2 XML schemas are contained in the ¥sd
subdirect oTy of-the ISG/IEC release pat,}\agc. AHHBEschemasare uludu}cu, T cubd]u]u:, andextensibie in
XML-aware ways.

The ISO 19845 UBL 2 documents and library are designed to support typical transport business
processes such as “initiate transport services process” and “report status of goods process”. These
processes define the ordering of logistical services for international trade. With receipt of an order
and acknowledgement by the supplier party that the goods are available and ready to be shipped,
the consignor or consignee initiates the transportation arrangements. This includes booking the
consignment with a “transport service provider” such as the “freight forwarder” or “carrier” and
advising the delivery party of the arrangements as needed. UBL document types in these processes are

” o« » o«

“forwarding instructions”, “packing list”, “waybill”, “bill of lading”, and “transport status”.

Annexes A to D present a summary of the transport related documents within ISO/IEC 19845.
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7.3.2 Specific Freight-X implementation guidelines

The UBL TC has also offered a document entitled, UBL Guidelines for Customization http://docs.oasis
-open.org/ubl/guidelines/UBL-Customization1.0.pdf. Those guidelines are intended to aid users
in developing custom solutions based on UBL. The goal of these UBL customization guidelines is to
maintain a common understanding of the meaning of information being exchanged between specific

implementations.

As

7.3
;
3-
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an
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for

7.

Te
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7.5

Fre
ex
thi

Th|
furfctionality and messaging protocols being developed in the OASIS Business Document

et of these guidelines shall be created for Freight-X implementations.

He lists are sets of values valid for a given information entity. A significant featlixe o
broach to code lists is their separation from the schemas within which the ceded in|
ment is employed. With this arrangement, code lists are managed independently, from th
1 can be maintained, updated, and documented on their own schedule. By default, UBL us
s of standard codes published by agencies such as ISO and the United Natiotis Economic Ca
Europe (UNECE), as well as various codes that are specific to UBL. Additional detail is p
Anphex E.

. Freight-X document exchange standards

cument exchange standards for Freight-X define the spegifications for a lightweight ang
eroperability between domains. Here, a domain can bé-any community whose members
are connected through a shared system, and

can interact with others across domains.

se standards are based on a service-oriented approach to business web service interfj

hnical Committee. See https://www.6asis-open.org/committees/documents.php?wg_abb

the UBL
ormation
b schemas
es several
mmission
rovided in

coherent

ssaging and trust ICT infrastructure for reliable data’ exchange, messaging, and wely services

ices using
eXchange
rev=bdxr .

stated in the TC overview:

“The OASIS BDXR TC advances an open standards famework to support public e-prq

infrastructure that Ssupports a 4-corner model for secure and reliable exchange of
documents.”

b Freight<X:communication exchange standards

pight-X_€emmunication exchange standards support a 4-corner model for secure an
rhange.of electronic documents. In a 4-corner network, entities are exchanging business d
ough 'intermediary gateway services. To successfully send a business document in a

net

curement

and e-invoicing. The(group defines specifications for a lightweight and federated messaging

electronic

d reliable
ocuments
4-corner

nt) of the

business document such as types of documents the endpoint is capable of receiving and methods of
transport supported. The recipient makes this metadata available to other entities in the network
through a Service Metadata Publisher service.

From OASIS BDXR TC:

©lI

“Service Metadata Publishing (SMP) Version 1.0” describes the request/response exchanges
between a Service Metadata Publisher and a client wishing to discover endpoint information. A
client can either be an end-user business pplication or a gateway/access point in the 4-corner

network.

“Business Document Metadata Service Location Version 1.0” defines service discovery method
values for use in DNS Resource Record service fields. The methods defined are instances of the

SO 2019 - All rights reserved
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generic pattern defined within IETS RFCs for Dynamic Delegation Discovery Services (DDDS). This
specification therefore defines DDDS applications for metadata and metadata-registration services.

Freight-X communications exchange standards also include Web Service Description Language to
describe the web service interface, and other Service-Oriented Architecture (SOA) Protocol standards.
ISO 24097-1 offers a collective set of guidance as an ITS profile supporting ITS web services.

8 Governance of Freight-X standards

8.1 Generat

The proppsed governance model for Freight-X standards is based on the Freight-X goveynance
framework described by the following diagram (Figure 3). This framework depicts the process'in whjch
new standards are developed and accepted within the Freight-X consortium.

The key ppints to this framework are as follows:
— the Feight-X governance model shall be an implementation of this framewotk;

— the Fifeight-X messages themselves shall be conformant customizations‘efithe OASIS UBL standgrd
documpents;

NOTE These are known as Freight-X message profiles (see Figure-3j:

— the Ffeight-X governance model shall define and establish, the maintenance processes for the
Freight-X message profiles;

— every|implementation of Freight-X shall support the Ereight-X message profiles in order to enstyire
data qoherence and semantic consistency.

Governance | (|  determines Freight-X
Governance

Standard

Model

N m governs
ratifies and

maintains 4%

y Freight-X
n Implementation
Standards a
Development _
Organizations Freight-X Freight-X
& Implementation Implementation

ratifiesand  ||s \ //
maintains Seed in
Freight-X
O[?BSE,S : Message
Specification [  determines Profiles

Figure 3 — Framework for Freight-X governance of standards
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8.2 Governance of Freight-X message profiles

Freight-X shall employ ISO/IEC 19845 Universal Business Language (UBL) as the basis for its XML
messages (see 7.3). Freight-X shall employ these message types as services. The services employed
include those necessary to manage International Freight Processes (INAT-PRO) as well as Intermodal
Freight Processes (IMOD-PRO).

EXAMPLE1 Examples of INAT-PRO include receive order, consignment, booking service, confirm booking, load
shipment, consignment partners, subscription, receive status, query status, divert shipment, request clearance,
and receive clearance.

EXAMPLE 2 Examples of IMOD-PRO include establishing a transport execution plan, providing an.iffinerary for
a tfansport service, and reporting transport means progress status.

The subset of information elements for UBL documents used in Freight-X web servigesishall pe known
as [Freight-X message profiles.

While the Freight-X programme has evolved with its particular strategy, it has parallels in associated
domains that have formalized the definition of profiles. Based on thé~European Cominittee for
Stgndardization (CEN) Workshop Agreement CWA 16558, a profile can be'defined as a specification of
hojv one or more Freight-X business processes are executed by specifying the Freight-X busipess rules
govyerning its business collaborations and the information content (message profile) of the felectronic
bupiness transactions exchanged.

In [order to support the exchange of Freight-X business doguments in an open and intgroperable
mgnner, the message profiles within Freight-X shall be deScribed with an aim to function jas part of
a fprmal agreement. This shall be done in order to lowelyone of the main barriers to the efficient and
effective implementation of Freight-X that is the need to entering into bilateral agreements [with each
bupiness partner. By publishing profile descriptioils; organizations implementing Freight-X|can claim
conformance to the profile. In doing so, the organization is committing to all aspects of the message
profile and thus limiting the need for further bilateral agreements.

A Freight-X message profile shall providera description of the information content of the jelectronic
bufpiness transactions exchanged by pointing to a given data model for each of the business trapsactions.

Noft all implementations can use the’same information elements for the UBL documents us¢d in their
eldctronic transactions. A core\profile of the common elements which can be used in eery pilot
implementation has been prepared. Adherence to these Freight-X message profiles shall form part of
the¢ Freight-X community agreement.

Governance-0f Freight-X support data/code lists

Gopernance of{support data such as code lists employed in Freight-X implementations, shall be the
regponsibility\of the Freight-X governing body.

Gavernance of Freight-X communication exchange standards

PJITUYTU

Gove S CIg O y at1oITr = aITg ancaras ¢ gt pfementations
shall be the responsibility of the Freight-X governing body. Where web services are employed, they
shall be based upon a profile of standards agreed upon by the Freight-X consortium. Standards to be
considered include 1SO 24097-1 as well as OASIS SOA specifications.

9 Freight-X security

This document incorporates by reference other guiding standards related to the security of freight
operations (see ISO 28000). Changes to accommodate this issue have been made in 6.6. Freight-X user
communities. Role-based Access Control (RBAC) should be the means by which the ability to access
system resources is explicitly enabled or restricted by the Freight-X user’s assigned role information.
In a Freight-X community, each Freight-x user will be assigned one or multiple roles and each role is

© IS0 2019 - All rights reserved 17


https://standardsiso.com/api/?name=551fc0932e53b65326be5671341a19ea

ISO/TS 17187:2019(E)

mapped to a set of pre-defined functions that can be performed by that role. The access control
manager is responsible for extracting user credentials as well as the service that is being requested.
It also interacts with two other security modules in order to determine whether the request should be
granted or denied:

— the resource permission module helps determine the required roles for a given resource by
consulting a resource-to-roles mapping table;

— the authorization table module consults a role-to-user mapping table to determine whether a client
is granted one of the required roles.

For the Freight-X environment, the following high-level user roles have been identified:

a) consignor — the party consigning goods as stipulated in the transport contract;

b) consignee — the party receiving a consignment of goods as stipulated in the transpoftcontract
c) transport service provider — the provider of transport services (i.e. freight forwarder);

d) carrigr — a company which provides transport services (i.e. airlines, trucking.companies);

e) termipal operator — the party with operational responsibilities at origifv or destination nodes [for
freight transport journeys (i.e. overseeing the unloading of goods, checking the quantity of goagds
againkt the manifest, transferring of the goods, checking documents; authorizing a carrier to pjick
up gopds);

f) logistiic service provider — the party providing logistic services such as warehousing, re-packing
prodycts, distribution, and assembly (i.e. third-party logistic provider, container freight station)

g) customs broker — the party that is licensed to enter and clear goods through customs, whose
responsibilities include preparing the entry form and filing it, advising the importer on duties to|be
paid, pdvancing duties and other costs, and arranging for delivery to the importer.

Each of thg above user roles shall also be mapped to a set of pre-defined functions that can be performed
by that roe.

By implementing RBAC, effective granular security can be enforced so that each supply chain parther
can only perform those functions thatare associated with its user roles. A shipment is handled by only a
small set ¢f supply chain partners-and shipment visibility and status updates shall be restricted to this
set as well; therefore, it is crucial te'be able to manage the supply chain partner list for each shipmerit.

NOTE Supply chain partnéerson this list are not necessarily known. For example, freight forwarders can n¢ed
to know shiipment details_such as container weight, container dimensions, end delivery locations, and desifed
arrival schiedule before they’contract with one of the multiple trucking companies with which they regularly do
business. In the case oflexpediting late shipments, or handling split shipments, the next supply chain partner ¢gan
need to be changed.dyhamically while the shipment is on its way.

Since the jauthentication function in a supply chain partner’s web service shall first determine if the
requestor|i$-@ member of this list before granting read and/or update access, the following services gnd
access controls shall be implemented:

— for a given shipment, create a partner list repository;

— provide a service which takes as input a supply chain partner’s identity and a shipment’s identifier,
and which returns an indication of whether that supply chain partner is a partner for that shipment.

In general, read access shall be granted to all partners on the list, but write access shall be restricted
to only those partners serving in the capability of a user role with appropriate write/update privileges.
The following role-based access control logic should be applied when a web service request is received
by a supply chain partner:

a) perform a message integrity check by using the attached requestor’s public key to verify the digital
signature on the message;
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check the signing certificate’s validity by validating the signer’s certificate to ensure that it has

not been reported as revoked by the issuer, and ensuring the signer’s certificate is issu
trusted Certificate Authority;

check to ensure that the requestor is a member of the “friends of the shipment” registry;

ed from a

determine the requestor’s user role and whether the requestor’s role permits the execution of the

requested web service.

10 Engagement scenario

10
Al

10

.1 General
usiness entity shall become engaged in the Freight-X process through the following steps:
application to the consortium;
registration/identification;
authentication;
authorization;

operation.

.2 Maintenance and support policy

The key component of Freight-X governance is establishing a registry to host all the participant services

anfl necessary instructions on how to connect:#with other Freight-X participants. A Freight-X service

provider to the Freight-X consortium would béa' logical option to set up the registry.

10.3 Maintenance tools

When developing specifications forFreight-X, the tools used should not restrict its design|or lock-in

cojnmmunity providers to also_use‘that tool. This means artefacts produced shall be portaple across

diffferent tools and technologies.

With respect to Freight-X maintenance, there are specific requirements for any tools uged for its

mdintenance:

—| allow the praduction of compatible and conformant UBL customizations;

—| approved\drganizations can produce conformant standard UBL adaptations;

—| access.to community providers to produce national customizations of Freight-X standards (which
afe.either compatible or conformant);

— allows developers to generate outputin interoperable formats for standard adaptations and national
customizations;

— allow other non-member organizations to produce their own customizations;

— maintain code lists and code list extensions;

— allows user access to different layers for viewing.
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10.4 Intellectual property policy

Any intellectual property rights (IPR) held related to Freight-X can be licensed to the consortium under
a reasonable and non-discriminatory license. The annual fee would be established by negotiations
between the consortium and the IPR holder.

The consortium members shall be allowed to distribute sub-licenses to their community participants
at no charge. In effect the license fee per member is covered by part of the cost of membership to the
consortium.

The next major release of Freight-X will be owned by the Freight-X consortium and can be offered to the
members under a royalty free license.

10.5 Finpncial model

For Freight-X to flourish in the industry the overall process to join and use any of the services availaple
shall be gasy and relatively inexpensive to use. There will need to be an initial"investment frpm
organizatjons that have established a business model/plan to implement a Universal Descriptipn,
Discovery| and Integration (UDDI) registry and/or repository. The Freight-X registry is analogous| to
the “yellop pages” for those participating in the Freight-X programme. Any partner/user wishing to
advertise pn available web service can post its web service instructions on the registry for a fee.

11 Implementation plan

11.1 General

The Freight-X community provider plays a key role in the area of facilitating transactions, cachjng
transactign information, maintaining supply chain partier lists and managing the UDDI registry. The
implemenftation responsibilities for a Freight-X community provider lie in the following key areas.

11.2 Setjup ICT infrastructure

The first|step in implementation is to ‘establish the necessary information and communicatigns
technologly infrastructure. In order_te do so, the Freight-X community provider needs to gather
requiremgnts, identifying the business objectives for the needs of each supply chain partner (Freight-X
user). Sonpe of the key questions that need to be answered to help in capacity planning and technolqgy
adoption gre the following.

a) What|is the size of tHeyplatform? (e.g. expected number of Freight-X users, estimated volumg of
transactions)

b) What|are thegoals of service-level agreement in terms of availability and response time of the
implemented-wéb services?

c¢) How pecure and flexible does the platform need to be? (e.g. types of data formats supported,

fxrctandad o i nn o)
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d) What type of ICT infrastructures do Freight-X users have?

11.3 Implement Freight-X data model

The Freight-X data model is the repository place for caching transactional data and providing transport
status information related to each Consignment. A high-level logical data model (reference data model)
should be developed by the Freight-X governing body and the Freight-X community provider should
download a copy of it to use as a baseline. The logical data model identifies most of the key entities and
their attributes within the supply chain domain. It also gives implementers the flexibility to extend the
data model in order to accommodate requirements that are unique and specific to a particular supply
chain. The implementation of the logical data model also requires that a caching mechanism is put in
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place so that transactional data are not permanently stored in a central place yet the efficiency and
convenience of executing collaborative queries is preserved.

11.4 Implement UDDI registry

The UDDI registry is the central repository place for web service information published by different
supply chain partners. Administering and maintaining a UDDI registry enables supply chain partners to
publish, discover and invoke web services developed by their business partners. One of the key benefits
of having a UDDI registry is that it allows seamless and easy system integrations because it provides
the flexibility and reusability to dynamically discover and bind web services.

1]|.5 Implement ESB component

Enterprise Service Bus (ESB) is an evolving integration architecture pattern used t¢ integrat¢ different
indompatible business systems. It allows different business systems to have a uniform mechanism to
coinmunicate across environments and provides a plug-and-play capability fer'‘any new sysftems. ESB
hap become one of the main technologies supporting SOA-based solutions:-Two major funcfionalities
provided by ESB are message translation and message routing (eithér\itinerary-based iouting or
content-based routing). Leveraging the features of an ESB component(alleviates the burden|on supply
chjin partners to provide end-to-end integration with their businéss partners. It also |gives the
Freight-X community provider the ability to monitor the performance of the system as well &s provide
better error handling. However, because of the cost and complexity associated with implemjenting an
ESB component, whether the operator needs to adopt ESB-te¢hnology really depends on the specific
bupiness requirements and needs of the platform.

11.6 Define message profiles

In prder to seamlessly integrate different types-of systems within the supply chain domain, p message
profile needs to be defined so that all the systems can communicate through the same message format.
Th Freight-X governing body is responsible for defining and publishing the message standard for use
anfong its user community.

11.7 Implement Freight-X consertium portal

The main purpose of the portalis to give SMEs an easy way of participating in partner transactjons. Since
SMEs can have insufficientITinfrastructure and resources to fully implement a SOA-based sojution, the
portal will allow them to'exchange data with their supply chain partners through a web-bas¢d graphic
useér interface. Besidés developing a web interface for SMEs to manually input transactiona| data, the
Freight-X governing’body is also responsible for developing file templates for SMEs to download from
the¢ portal. File-templates are intended to assist SMEs with data entry by allowing them tp fill data
offlline and uplead it back to the portal.

11.8 Implement consortium ICT infrastructure services

ted by the
FrelghtX commumty provider in order to fac111tate transactions among Freight-X users. Those ICT
infrastructure services should include, but not be limited to, the following services.

a) Registration service: The registration service shall provide functionality that allows supply chain
partners to register their business information with the consortium operator. During the initial
registration process, the supply chain partners should, at a minimum, provide information such as
business entity name, address, point of contact and role(s).

b) Authentication and authorization services: Security interfaces shall be used to effectively protect
the information assets of each supply chain partner. The consortium operator needs to implement
robust and secure authentication and authorization services.
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c) Subscription and notification services: As an event-driven, service-oriented architecture, the
operator shall implement subscription as well as notification services that will enable it to notify
interested supply chain partners of real-time events.

d) Configuration service: The configuration service provided by the consortium operator shall allow
supply chain partners to easily establish business relationships among each other, which simplifies
the process of defining the supply chain partner list for each transaction.

e) Messaging service: In order to achieve maximum flexibility and greater adoption, the operator shall
implement a messaging service that can support and transform different data formats from each

partr\nr into messages based on the selected data standard

11.9 Imllement Freight-X business services

In additioh to providing the infrastructure services the Freight-X community provider sheuld develop
some business services that are related to supply chain operations. One of the key responsibilities ffor
the Freight-X community provider is to populate the caching store with near real-time data received
from diff¢grent Freight-X users throughout the lifecycle of a transaction. A Web*“Service Descriptjon
Language|(WSDL) specification for each service shall be available for downlpad from the consortitm
website.
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