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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Thle procedures used to develop this document and those intended for its further mainte

de

scribed in the ISO/IEC Directives, Part 1. In particular the different approval criterianeed

diffferent types of ISO documents should be noted. This document was drafted in accordanc

ed

torial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documenitmay be the

pa
an
on

fent rights. ISO shall not be held responsible for identifying any or all such patent rights.
) patent rights identified during the development of the document willk’be in the Introducti
the ISO list of patent declarations received (see www.iso.org/patents))

Anly trade name used in this document is information given for the convenience of users an
copstitute an endorsement.

For

an explanation on the meaning of ISO specific terms*and expressions related to c

asgessment, as well as information about ISO’s adherence to.the WTO principles in the Technic{

to

[rade (TBT) see the following URL: Foreword - Supplementary information.

The committee responsible for this document is ISO/TC 67, Materials, equipment and offshore
forlpetroleum, petrochemical and natural gas industries.
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Th|
ing

refierences, the latest edition of the referenced document (including any amendments) applieg

fhe major safety hazards as part of the planning, design, and operation of LNG facilities ‘on
shoreline using risk-based methods and standards, to enable a safe design and operati
ilities. The environmental risks associated with an LNG release are not addressed im this
bcification.

is Technical Specification is aimed to be applied both to export and impadrt-terminals, I
blicable to other facilities such as satellite and peak shaving plants.

pplies to all facilities inside the perimeter of the terminal and all haZardous materials incl
1 associated products: LPG, pressurised natural gas, odorizers, and other flammable or |
ducts handled within the terminal.

E navigation risks and LNG tanker intrinsic operation risksyjare recognised, but they are
pe of this Technical Specification. Hazards arising from fnterfaces between port and facilit
t addressed and requirements are normally given by port authorities. It is assumed that LN
 designed according to the IGC code, and LNG fuelledwessels receiving bunker is designed
MO’s regulations.

rder between port operation and LNG facilityis when the ship/shore link (SSL) is establish|

s not intended to specify acceptable leyels of risk; however, examples of tolerable lev
 referenced.

lis Technical Specification is not intended to be used retrospectively.

5 recognised that national andyor local laws, regulations, and guidelines take precedence y
 in conflict with this Technical Specification.

ference ismade to [SA 31010 and ISO 17776 with regard to general risk assessment methods,
Chnical Specificationfocuses on the specific needs scenarios and practices within the LNG

Normative references

ispénsable for its application. For dated references, only the edition cited applies. Fo

ssessment
shore and
bn of LNG
Technical

ut can be

hding LNG
hazardous

not in the
y and ship
G carriers
according

ed.

bls of risk

here they

while this
ndustry.

e following documents, in whole or in part, are normatively referenced in this document and are

 undated

ISO/IEC Guide 73:2009, Risk management — Vocabulary

IS0 17776:2000, Petroleum and natural gas industries — Offshore production installations — Guidelines on
tools and techniques for hazard identification and risk assessment.

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC Guide 73 and the

fol

©lI
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31

as low as reasonably practical

ALARP

reducing a risk (3.26) to a level that represents the point, objectively assessed, at which the time,
trouble, difficulty, and cost of further reduction measures become unreasonably disproportionate to
the additional risk reduction obtained

3.2

boiling liquid expanding vapour explosion

BLEVE

sudden rgteaseof-the—contentofa—vesset contaiming a pressut tsed hquid and—for—flammrablesoften

followed By a fireball

Note 1 to|entry: This hazard is not applicable to atmospheric LNG tanks, but to pressurized |[formg of
hydrocarbpn storage.

3.3

bow-tie
pictorial flepresentation of how a hazard can be hypothetically released and fufther developed intp a
number of consequences (3.6)

Note 1 to eptry: The left-hand side of the diagram is constructed from the fault tree (causal) analysis and involyes
those thregts associated with the hazard, the controls associated with each threat, and any factors that escalate
likelihood.|The right-hand side of the diagram is constructed from the hazard event tree (consequence) analysis
and involves escalation factors and recovery preparedness measures.<The centre of the bow-tie is commopnly
referred tgas the “top event”.

3.4
cost to aviert a fatality
CAF
value caldulated by dividing the costs to install and‘@perate the protection/mitigation (3.18) by the
reduction|in potential loss (3.20) of life (PLL)

Note 1 to eptry: It is a measure of effectiveness ofthe protection/mitigation.

3.5
computational fluid dynamics
CFD
numerical methods and algorithmsito solve and analyse problems that involve fluid flows

3.6
consequence
outcome (f an event

3.7
cost bendfit analysis
CBA
means us¢d-to assess the relative cost and benefit of a number of risk (3.26) reduction alternatives

Note 1 to entry: The ranking of the risk reduction alternatives evaluated is usually shown graphically.

3.8

design accidental load

DAL

most severe accidental load that the function or system shall be able to withstand during a required
period of time, in order to meet the defined risk (3.26) acceptance criteria

3.9
explosion barrier
structural barrier installed to prevent explosion damage in adjacent areas

Note 1 to entry: A wall is an example of an explosion barrier.

2 © IS0 2015 - All rights reserved
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3.10

F/N curve

FN

plot of cumulative frequency versus N or more persons that sustain a given level of harm from defined
sources of hazards

3.11

failure mode and effect analysis

FMEA

analytically derived identification of the conceivable equipment failure modes and the potential adverse

£F, b Farn | 1 d=l b 1 . .
eIIpTtTtsS oI tITose 1ITouces OIT e SYSLTHT AU TITIS STUTT

Note 1 to entry: It is primarily used as a design tool for review of critical components.

brainstorming exercise using checklists the hiazards in a project are identified and gatherefd in a risk
register (3.37) for follow up in the project

3.16

hagard and operability study
HAZOP

systematicapproach by aninterdisciplinary team to identify hazards and operability problems|occurring
as p result of deviations frem-the intended range of process conditions

Nofe 1 to entry: All four-steps are in place and recorded to manage a hazard completely.

3.17
act assessment
asgessment-of~how consequences (3.6) (fires, explosions, etc.) do affect people, strugtures the

limitation of any negative consequence (3.6) of a particular event

3.19
Monte Carlo simulation
simulation having many repeats, each time with a different starting value, to obtain distribution function

3.20
potential loss
product of frequency and harm (3.13) summed over all the outcomes of a number of top events

3.21
probability
extent to which an event is likely to occur

© IS0 2015 - All rights reserved 3
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3.22
probit

inverse cumulative distribution function associated with the standard normal distribution

Note 1 to entry: Probit is used in QRA to describe the relation between exposure, e.g. to radiation or toxics, and
fraction fatalities.

3.23

protective measure
means used to reduce risk

3.24
quantitat
QRA
technique
quantitati

Note 1 to
environme
to ISO 1777

3.25
residual 1
risk (3.26]

3.26
risk
combinati

3.27
risk anal)
systemati

3.28
risk asse
overall pr

3.29
risk cont
RC

ive risk assessment

s which allow the risk (3.26) associated with a particular activity to be estimated \in absol
ve terms rather than in relative terms such as high or low

bntry: QRA may be used to determine all risk dimensions, including risk to personnel, risk to
nt, risk to the installation, and/or the assets and financial interests of the company. Reference is m
(6:2000, B.12.

[isk
remaining after protective measures (3.23) have been taken

on of the probability (3.21) of occurrence of harm (3.13) and the severity of that harm

ysis
c use of information to identify sources and to estimate the risk (3.26)

ssment
bcess of risk analysis (3.27) and risk evaluation (3.31)

ity

two dimensional representation of risk (3.26) on a map

Noteltoe

3.30
risk crite)
terms of 1

htry: Also called individual risk contours (IRC) or location-specific risk (LSR).

ria
eference by which the significance of risk (3.26) is assessed

3.31

1te

the
hde

risk evaluation
procedure based on the risk analysis (3.27) to determine whether the tolerable risk (3.45) has been achieved

3.32

risk management
coordinated activities to direct and control an organization with regard to risk (3.26)

3.33

risk management system
set of elements of an organization’s management system concerned with managing risk (3.26)

© ISO 2015 - All rights reserved
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3.34

risk matrix

matrix portraying risk (3.26) as the product of probability (3.21) and consequence (3.6), used as the basis
for risk determination

Note 1 to entry: Considerations for the assessment of probability are shown on the horizontal axis. Considerations
for the assessment of consequence are shown on the vertical axis. Multiple consequence categories are included:
impact on people, assets, environment and reputation. Plotting the intersection of the two considerations on the
matrix provides an estimate of the risk.

3.35
rigk perception
way in which a stakeholder (3.44) views a risk (3.26) based on a set of values or concerns

3.36
rigk ranking
oufcome of a qualitative risk analysis (3.27) with a numerical annotation of risk{(3:26)

Note 1 to entry: It allows accident scenarios and their risk to be ranked numericallyzso that the most sgevere risks
ardg evident and can be addressed.

3.37

rigk register
harard management communication document that demonstfates that hazards have been jdentified,
asgessed, are being properly controlled, and that recovery preparedness measures are in place in the
evént control is ever lost

3.38

rigk transect

R

representation of risk (3.26) as a function of distance from the hazard

3.39
rollover
suflden mixing of two layers in a tank-resulting to a massive vapour generation

340

rapid phase transition

RAT

explosive change from liquid into vapour phase

Note 1 to entry: Whentwo liquids at two different temperatures come into contact, explosive forces can gccur, given
cenftain circumstarices. This phenomenon, called rapid phase transition (RPT), can occur when LNG and yvater come
intp contact. Althotigh no combustion occurs, this phenomenon has all the other characteristics of ar] explosion.
RP[s resulting,from an LNG spill on water have been both rare and with relatively limited consequenceq (3.6).

3.41

3.42
SIMOPS
concatenation of simultaneous operations

Note 1 to entry: SIMOPS often refers to events such as maintenance or construction work in an existing plant when
there are more personnel near a live operating plant and who are exposed to a higher level of risk (3.26) than normal.

3.43

showstopper

event or consequence (3.6) that produces an unacceptable level of risk (3.26) such that the project cannot
proceed and where the level of risk cannot be mitigated to an acceptable level

© IS0 2015 - All rights reserved 5
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3.44

stakeholder

any individual, group, or organization that can affect, be affected by, or perceive itself to be affected by
a risk (3.26)

3.45
tolerable

risk

risk (3.26) which is accepted in a given context based on the current values of society

4 Abb

eviations

For the py
ALARP
BLEVE
CAF
CFD
CBA
DAL
EDP
ERC
ESD
ETA
FAR
FEED
FEM
FN
FMEA
FMECA
HAZID

HAZOP

rposes of this Technical Specification, the following abbreviations apply:
as low as reasonably practical;
boiling liquid expanding vapour explosion;
cost to avert a fatality;
computational fluid dynamics;
cost benefit analysis;
design accidental load;
emergency depressuring;
emergency release coupling;
emergency shutdown;
event tree analysis;
fatal accident rate;
front-end engineering design;
finite element method;
frequencyvs-number (of affected individuals);
failuremode and effect analysis;
failure, modes, effects, and criticality analysis;

hazard identification;

hazard and operability study;

HEMP
IR
LSR
LOPA
MTTF
MTTR

hazards and effects management process;
individual risk contour;

location-specific risk;

layers of protection analysis;

mean time to failure;

mean time to repair;

© ISO 2015 - All rights reserved
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OBE operating basis earthquake;

PERC power emergency release coupler;

P&IDs process and instrument diagrams;

PIMS pipeline integrity management system;

PLL potential loss of life;

QRA quantitative risk assessment;

RC risk contour;

RHT rapid phase transition;

RT risk transect;

SII safety integrity level;

SMS safety management system;

SSE safe shutdown earthquake;

SSL ship/shore link.

5 | Safety Risk Management

5.1 Decision support framework for riskiinanagement

Safety risk management is integrated in, the project development and decision making prodesses and
negd as consistent support for decisions in all phases of an LNG development but does not ihclude the
full operational lifecycle.

ThL approach to risk management should address the project-specific requirements as agree¢l between
the different parties and stakKeholders and also establish an agreed format to communicatg risk and

en

Th
stg

There is a wide)range of tools and approaches that can be used to support decisions relat
mgnagement.\UK Offshore Operators Association (UKOOA) presented a framework for decisig
refllecting sthe significance of the decision as well decision context. The framework as
information in Figure 1 illustrates the balancing between use of codes and standards, QRA, an|
processes reflecting company and societal values.

©lI

sure that decisions are made in a consistent and agreed format through the life of the proje

e acceptance criteriaincluding the format should be defined in compliance with regulations an

ct.

1 company

ndards. The format ef the acceptance criteria prescribes thereby the approach as discussed helow.

ed to risk
n support

shown for

d decision
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No major stakeholder implications

NS OF CALIBRATION

fication

Lifecycle implications
Some risk trade-offs/transfers

Ben

Inté
Con|

Extd
Con

5.2 Pre
Both presg
Prescripti

The main
in the des

The main|
solutions
are met, t

Risk-base
are used i

In essenc
acceptang
no “prescl
practices,

The main

B Some uncertainty or deviation from
standard or best practice GD

chmarking
Significant economic implications Q

rnal Stakeholder mEEmEmEEEEE T
kultation Very novel or challenging Q
Strong stakeholder views an@ceptions
C Significant risk trade-offs (h\ transfer
rnal Stakeholder

Large uncertainties %
Perceived loweringt\‘ﬁ ty standards

O
N

Figure 1 — Decision support framework for major accidQng‘isk management

Kultation

scriptive safety or risk performance ;\\\}\
riptive and risk-based approaches areusedinthe ;@gﬁing, design, and operation of LNG facilit
ve approaches represent industry experien@@nd practices.

advantages with prescriptive approac.]@; are predictability and effective decision proces

gn. ) C\){\

hnd thereby can limit novel development and improvement. Further, when the requireme
he prescriptive approach ot encourage a continued effort for further improvements.

h many parts of th 1d and are gaining a wider usage.

, risk-based aches start from first principles aiming at demonstration that the r

[ibed solﬁkﬂs" should be given as a starting point (but in reality, good industry experien
and s rds are adopted as the starting point).

objections to the use of presc@}}lve approaches are that they do not accommodate ngw

 approaches have d;égdped in the nuclear and offshore industries. Risk-based approacles

es.

bES

nts

isk

e criteria a et with a proper selection of design and operational measures. In principle,

ce,

; it

encouragg

a&g&X{age of a risk-based approach is that it does stimulate new and improved solutions
s continuous focus on improved safety, and it focuses efforts on the key areas as formulaf

ed

in the risk acceptance criteria.

Normally, a risk-based approach starts early and focuses the attention on the key issues that should be
addressed in the different project phases. In most cases, a risk-based approach ensures that the correct
decisions are made at the right time and thereby avoids costly revisions and adjustments. Further, the
site specific conditions and particular stakeholder views are better reflected.

The main criticism to risk-based approaches focuses on the complexity of the process, and the line
of responsibility can become unclear. It is essential that risk acceptance criteria are established and

derived fr

om national and international regulations and owner’s requirements.

Itis often found that a risk-based design does not enable all engineering design disciplines to proceed on
a firm design basis until the results from the risk analysis is available. This can have a schedule impact.

8
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Further, the uncertainty involved due to e.g. lack of relevant failure data, model assumptions can make
it difficult to relate to the results. A situation where detailed results from sophisticated computational
models can generate false confidence in the results can lead to the wrong conclusion. The uncertainty is
a particular concern when a risk-based approach is used to demonstrate that sensible safety measures
are not needed.

Risk analyses shall not be used to deviate from good engineering practice.

Finally, it is often claimed that the lack of predictability leads to increased cost. But the savings earned
by adopting novel solutions can be significant but difficult to quantify.

Sugcessful use of a risk-based approach normally requires an iterative process where thedfinst layouts
anfl decision are based on experience and industry practice (i.e. prescriptive guidelines, standards for
process design, etc.) and that this first estimate is qualified and improved using risk-based teichniques.

Rigk analyses also enable areas and causes of higher risk to be identified so thatymitigation|measures
cap be applied in a cost effective manner.

5.3 Risk assessment in relation to project development
Rigk assessment is used for decision support.

Th decisions being made in the different phases of a project development vary, and the need far decision
support accordingly.

Th available information and level of detail as input toany risk assessment increase as the¢ planning
progresses. As aresult, the requirements to risk assessment techniques and results vary over the project
phpses, and this can represent a challenge in the comyiunication of the results.

In fhe early phase of the planning where the key-issue is to select business model and technical concept,
the¢ main risk activities are to establish risk critéria and safety targets, as well as to demonstrafe absence
of ghowstoppers. This requires qualitative@pproaches.

At|this stage of project development; quantitative risk analyses have limited value as n¢ detailed
information to describe the facilitiés are available as input.

In the next phase, the risk assessment should provide quantitative risk information related tjo the land
plgnning in support of the permitting process.

In |ater project phases.whére key issues are the design of mitigation measures, more detailed analyses
ar¢ appropriate to provide a proper basis for project decisions.

In some jurisdietions, the planning process makes it difficult to modify proposals once they have been
submitted tosthe planning authorities. This makes it difficult to modify the design to reduce risk as
detailed engineering develops. This aspect should be considered in project planning.

Th requirements, recommendations, and advice given in this Technical Specification reflect|this need.
Rigk-assessment and risk results shall always reflect the following:

a) the type of decision that shall be made;
b) effective utilization of available information.

Actions arising from reviews such as HAZID, risk matrix, HAZOP, etc., which are not closed out after
the review, should be recorded in a tracking system (for example, a risk register). This should answer
that items requiring action at later project stages (i.e. items for operating manuals, etc.) should not be
overlooked or forgotten.

This varying level of details in the risk assessment process is illustrated in Table 1 which also is relevant
to a wide range of different types of industrial risk assessment

© IS0 2015 - All rights reserved 9
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Table 1 should be used in preference to ISO 13010, Table A.1 to identify risk assessment methods. Further
description is given in Clause 7.

Table 1 — Typical requirements to risk-related information in different project phases

selection and

nnnnnnn (daraaonctrata

Project phase |Neededriskrelated infor- |Key decisionsbased onrisk |Method of risk assessment
mation assessment within this guideline
Pre-FEED — Identify stakeholders — Select site — HAZID
(i.e. Concept s
— Input to the permitting — Select concept — Consequence analyses of

maiar acoidant conparioc

business cpse
developmgnt)

TOCCSo (O eoTSTroct

— Riskcriteria

— First estimate of the risk
level (when required by
regulators)

— Basic design options

— Go-ahead for the
development

— Identify and decide risk
criteria

— Select design criteria
— Select design options

— Approve continued devel-
opment

THo O o CeTra e St oS

— Prepare risk criteria

— Risk communication to
legislation and stakeholder;

FEED
Development of
basic design

— Focus areas for the
design process, i.e. results

from HAZID and Consequence

analysis

— Estimate of the risk level
of design options

— Basis for selection of an
optimised basic design

— Optimisation of the
design in terms of safety by,
comparison of options

— Select main technologies

— Performance standards for
safety system

— Confirm\concept
selection

— Authority permit

~L_Decide to start detail
design

— Qualitative analysis (risk
matrix)

— HAZOPs and
determination of SIL
requirements

— QRA
— Determine DALs

— Detailed consequence
assessment

— Fire/explosion analysis

— Risk communication to
legislation and stakeholders

Detail des|gn — Performance standards — Selection of equipment, — Detailed QRA
for components and'systems |solutions and operational _ Detailed HAZOPs
— Issues to beaddressed procedures
. . PR . . — SIL assessment
in the desigr-identified in — Detailed design
HAZOP findings incl. SIL — Vendor HAZOPs
requirements . .
— Evacuation analysis
— Specifications for
buildings and equipment
Commissipning \{=— Final results from risk — Approve the design — Completion of risk
and start-fip assessment .. studies and verification
T — Approve decision to <chemes
— Confirmation ot startup
acceptance according to — Commissioning of safety
regulations systems
— Risk communication to
legislation and stakeholders
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6

ISO/TS 16901:

Risk

6.1 Whatis risk

2015(E)

Riskis defined in ISO 17776 as combination of the probability of an event and the consequences of the event.
To be able to express the risk, the consequences shall be defined and the associated probability determined.

Risk is also often referred to as potential loss. The loss or consequence can be loss of life, money,
production, or damage to the environment. The probability term is usually expressed as a frequency. In
QRAs, the potential loss in general is not calculated from the product of one event and one consequence,

but the sum of a large number of frequency and consequence probability combinations.

Rigk or potential loss, combination of the probability of an event, and the consequen¢es off
cannot be readily used as an indicator to decide the tolerability of the risk. It can be usSed t

op
an

To
ris
6.’

LN
It
on

fions when all things different between the two options have been evaluated in\terms of p
1 consequence and included in the assessment.

be able to use risk in workable concepts, a number of risk indicators have’been developed
k. These risk indicators are discussed in 6.5.

. Safety philosophy and risk criteria

G developments are often organized as project organizations\e.g.]V) with international par

s therefore important for LNG projects to formulate a<safety philosophy and risk criter
recognized guidelines/standards in their risk management process, provided that they

conflict with national statutory minimum requirements.This aids the project team in gaining

ter

Th

Ex
pr

6.]
AV

minology, understanding of risk, risk philosophy,and ultimately a common risk manageme
e safety philosophy and risk criteria for the project can address the following categories:

Risk to the population and third-party-activities. This has significant impact on the land
normally defined by national regulations;

Risk to personnel in the plant.This is normally defined by the company philosophy but s
be in agreement with national regulation;

Risk with respect to material damage and loss of production. The criteria should be defii
company and are often Based on a cost benefit assessment;

Limitations on third-party activity due to hazards arising from the facility.

hmples of the‘tisk criteria required by different authorities are discussed in A.7 and eX
ject-specificriteria in A.8.

B Risk control strategy

the event
compare
robability

[0 express

ticipation.
ia’s based
are not in
h common
nt system.

use and is

hould also

hed by the

amples of

videly accepted risk control strategy is the following:

a)
b)
‘)
d)
e)

adopt inherently safe design;

prevent - consider measures that will avoid the hazard;

reduce probability of occurrence trough design, inspection, maintenance, and working practices;

mitigate consequences - minimise the outcome of an unwanted event;

emergency response - enable returning to a controlled situation.

This can be formalized in the bow-tie methodology as described in 7.2.4. The bow-tie is a model that
represents how a hazard can be released, escalate, and how it is controlled.

© ISO 2015 - All rights reserved
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6.4 ALARP
A common approach is to divide risks into three bands:

a) an upper band where the level of risk is regarded as intolerable whatever benefits the activity can
bring, and risk treatment is essential whatever its cost;

b) a middle band (or “grey” area) where costs and benefits are taken into account and opportunities
balanced against potential consequences;

c) alower band where the level of risk is regarded as negligible or so small that no risk treatment

measfires are needed. (0
The “as lpw as reasonably practicable” or “ALARP” criteria system follows this approaﬁ/Qand is
illustratedl in Figure 2. r\ .

TOLERABILITY ACTION @Q

Intolerable Adopt alteﬁ%ive

Region lower ris tion
Decreasing QQ

Tolerable Rk gzl § Reduce risks to ALARP

Region Concerns G\

<

Acceptable Region Manage for continuous

improvement

d‘ igure 2 — Risk Reduction Triangle
N
ALARP is|the process i ich all identified options to reduce the risk have been evaluated. A m;I'or
part of the ALARP pr s is the documentation of which options have been evaluated and why they
have been|included-inthe design or why they have been discarded. The documentation can be consulfed
when the|circu ces change or when the design is challenged in the future. In general, only full
documentati&?@ high risks and complicated medium risk is required as it is not reasonable to ingist
on full do 1@ tation for low risk.

The assessment of risk is not an exact science and the techniques used and the experience of the analyst
has been shown to produce widely varying result as discussed in studies on uncertainties in chemical
risk assessment using a benchmark exercise in 1992 and a 2002 Risg study about uncertainties in risk
analysis of chemical establishments.

The results are evaluated against company or regulatory criteria and there is often a tendency to stop
the improvement process when the criteria apparently are satisfied to minimise further capital and
manpower expenditure.

The ALARP approach is a conceptual model and there are no boundaries between the three regions. The
factors that ultimately decide how a risk is categorized (intolerable, tolerable, ALARP, or acceptable) are
dynamic in nature.

12 © IS0 2015 - All rights reserved
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The addition/deletion or modification of mitigation features to just meet the acceptance criteria is
strongly discouraged due to the accuracy of the process.

The ALARP process should be continued until the optimum design without incurring excessive cost is
achieved. At the conceptual stage, it is often found that risk can be reduced at very low cost.

It is therefore important to start the risk assessment early in the project.

6.5 Ways to express risk to people

6.3.1 General

Rigks should be expressed in understandable terms, and the units in which the level ofxisk is pxpressed
should be clear (see ISO 31010), and reflect the safety criteria as defined by legislationi and operator. An
example of ways to express risk to people is given in A.8.

A mumber of risk indicators are used in the LNG industry for risk assessments when relating risk to
pepple. The more commonly used are discussed in detail in the next sub-clauses.

—| risk contours (RC);

—| risk transects (RT);

—| individual risk (IR);

— | potential loss of life (PLL);
— | fatal accident rate (FAR);

—| cost to avert a fatality (CAF);
—| F/N curves (FN).

6.3.2 Risk contours (RC)

The risk contour is an iso-risk line overlaid on the site topography at which a hypothetical [ndividual

stdying there unprotected andifor 24 hours per day 365 days per year is subject to a defined probability
of harm due to exposure to-hazards induced by an activity.

Figure 3 — Examples of risk contours showing predicted risk levels
Itis also called location risk and sometimes referred to as individual risk or individual risk contours. An
example of a set of risk contours is shown in Figure 3.

Although the hypothetical individual is exposed when the scenario occurs, escape and refuge can be
taken into account.

In general, risk contours are calculated by determining the consequences from a number of scenarios.
By adapting certain criteria for harm (most often dead) from toxic substances, radiation from fires,
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and explosion overpressure, effect distances can be determined. Based on incident frequencies and
effects from meteorological conditions (wind direction/wind speed/Pasquill stability distribution), the
contribution from each scenario to a point at a distance from the activity can now be calculated. By
putting a grid over the area surrounding the activity and summing the contribution from all scenarios
for each grid point, a three-dimensional (X, y, risk) picture will emerge. Usually, this picture is then
reduced to 2D by connecting points of equal risk e.g. 10-5/year, 10-6/year, and 10-7/year.

6.5.3 Risk transects (RT)

Risk transects are similar presentations where the risk contour values or IR /year are plotted versus the
lateral didtance.

6.5.4 Individual risk (IR)

Individua] risk is defined as the probability of being killed (or harmed at certain level)yon an annpal
basis fronp all hazards. It is risk to an identifiable person or group with similar exposuré&patterns.

Sometimes it is calculated by dividing the PLL (which can be over the project life-er per year) by the
number of people exposed. However, it should be realised that this is averaging,the people at high rjisk
levels with the people at low risk levels and therefore is not an IR.

IR should|be calculated by following someone for a year and add the different risk contributions ljke
transport| small work, major hazards, etc. Most of these contributions can be calculated using the
number exposure hours per year and FAR.

6.5.5 Potential loss of life (PLL)

PLL is defined as the expected value of the number of fatalities per year (or over the life time of a projett).
PLL is a type of risk integral, being a summation of risk'as expressed by the product of frequency gnd
conseque[:llce (number of fatalities). The integral is simmed up over all potential events that can ocdur.
It is mainlly used to compare options and enablées the inclusion of different risk types like procgss,
transport| workplace hazards, etc. in one numbler.

6.5.6 F3jtal accident rate (FAR)

The number of people Killed per 100 million exposure hours. FAR for all kind of activities are availaple
in the open literature and are used to calculate the risk contribution from non-major hazards ljke
transport| small work, etc.

6.5.7 Cost to avert a fatality (CAF)
Cost to avprt a fatality'is defined as the cost to reduce the hazard divided by the reduction in PLL.

In general, twosets of PLL calculations are done:

— one basezline calculation;

— one with increased protection/mitigation.

CAF is the calculated by dividing the costs to install and operate the protection/mitigation by the
reduction in PLL.

6.5.8 F/N curves (FN)

Societal risk is often depicted on a cumulative graph called an F/N curve. The horizontal axis is the
number of potential fatalities, N. The vertical axis is the cumulative frequency F per year that N or more
fatalities could occur. F/N curves are an indicator used by authorities as a measure for social disruption
in case of large accidents.
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It is normal to take account of protection by buildings and response by people. For large toxic release
models, alarm and evacuation can be included. The resulting curve is then the residual risk, should the
emergency plans not be effective.

Because it is a cumulative curve, the curve always drops away with increasing N. Usually, the curve has
a lower frequency cut-off, e.g. at one in a billion.

Regulators often split the graph into different regions, so that different actions can be undertaken
depending on where the F/N curve falls. Sometimes a maximum limit is placed on N.

6.¢—Uncertainties im QRA

Unfcertainties are introduced mainly by the estimation of probabilities and frequenciestand, fo a lesser
degree, by estimating effects and consequences.

When comparing between options, as long as the two options are for a similar opekation, the uncertainty
is pn both sides and tends to cancel it out. On close examination, one often finds that the difference
between the two options is in a different exposure caused by, for example, more people.

Thiis often makes marginal differences already significant.

Unjcertainty is more of an issue when comparing RC, IR, CAF, and FN«with tolerability criteria get by local
ledislation or by companies for internal use. The calculated RG, IR; CAF, and FN are then compared to
abgolute values and often the uncertainty is not part of the evaluation.

For this reason, itis advised to do sensitivity calculation by:changing the various parameters like failure
rafles, ignition probabilities, etc.

7 | Methodologies

7.1 Main steps of risk assessment

Thle main steps in a risk assessment.e€an be summarised to identify the following:
—| What can go wrong? (hazard identification);

—| What is the effect? (consequence and impact assessment);

—| What s the likelihood? (frequency assessment);

— | Isthe risk tolerable, and should risk reducing measures be implemented?

Thiis sequence-of steps avoids the requirement to perform a detailed frequency assessment for hazards
haying insignificant consequences.

Thee main methodologies used in risk assessment in the different project phases are given in [SO 31010
anfldSO 17776 and as listed in Table 1 are described in more detail below.

7.2 Qualitative risk analysis

7.2.1 HAZID

The complexityand diversity of LNG facilities lead to inability to comprehensively identify potential major
hazards and operability difficulties within process plant design and operation intuitively. Techniques
are therefore required to systematically list these hazards in a detailed, structured, and methodical
manner. The HAZID is a technique used for early identification of potential hazards and threats. It is
also suited to the identification of non-process related hazards such as ship collision, dropped objects,
extreme weather etc. The effect or possible consequence of an untoward incident is itemised and the
possible causes determined.
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The HAZID technique is a

— means of identifying and describing occupational HSE hazards and threats at the earliest practicable
stage of a development or venture,

— meeting employing a highly experienced multi-discipline team using a structured brainstorming
technique, based on a checklist (see A.4) of potential HSE issues, to assess the applicability of
potential hazards, and

— rapid identification and description process only, not a forum for trying to solve potential problems.

A commdn HAZID meeting organisation should involve a facilitator supported by expe
representptives from process design, safety engineering, operatlons marine specialist if requ nga

instrume

Figure 4 gresents the methodology of a HAZID workshop. The structure of the worksho@'}uld reflect
the purpoge of the review, i.e. Q)

— the r¢view of arrangements and safeguards for process facilities will n,@lly be structui
accorfling to the process flow (i.e. compression, inlet separation, pretreat

— a revjiew of the operations related to cargo transfer to an LNQ\‘(‘\%-?rier should reflect {

operd

Once haz

recomme];dations are made to overcome or improve the hazards,

performe

t engineering. Other specialist should be available “on call”.

etc.);

tional sequence. Q)
ards, consequence, and safeguards are identified, Qranking is carried out 3
process of risk ranking is norma

using a risk matrix which is further discussed in 7

Identify Activities $

Y

Select activity Yes

Brainstorm What Ifs

Causes, Consecquences
& Safeguards

Make Recommendations More
—> More What -No
if applicable Ifs? ’ Activities?

¢ed
nd

ed

he

nd
lly

Figure 4 — Process during a HAZID workshop

The HAZID shall produce a list of recommendations and an action plan. This action plan addresses
each recommendation developed along the HAZID meeting and shall be tracked (for example, via a risk
register) for its assessment and implementation.

A typical HAZID workshop is normally recorded with the following:

— activity ID;

— function;

— failure mode;

16

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=c139c337c1bdd11f59dc9b765a4c0084

7.2

an

Fu

7.2

Th
wd

h|
Zofc

ISO/TS 16901

failure mechanism/cause;

system failure effect;

consequence category (environment, people, cost, reputation);
consequence (ranked according to risk matrix being used);
likelihood (ranked according to risk matrix being used);

criticality (low, medium, or high);

:2015(E)

action items identified;

comments.

.2 Failure mode and effect analysis (FMEA)

definition of failure mode and effect analysis is an analytically dérived identificat
eivable equipment failure modes and the potential adverse effects of‘those modes on t
l mission. It is primarily used as a design tool for review of critical. camponents.

rther details are given in ISO 31010, B.13 and ISO 17776, B.9.

.3 Risk matrix

e risk matrix is an effective tool for qualitative risk assessment and screening. It is norma
rkshops in support of HAZIDs and FMEA. It can be,used during the following quantitativ

on of the
he system

ly used in
e analysis

(sge 7.3 and 7.4). The results from the detailed analysis in terms of frequency and consequences can
be|reported in the matrix. This enables to trackand tune the efficiency of the risk-reducing measures,
quplify initial assumptions, and confirm the initial scenario ranking.
An[example of a risk matrix from ISO 17776, A.1 is shown in Figure 5.
Consequence Increasing probability
$everity People Assets Environ- Reputation A B C D
rating ment
Has occurred Has Qccurred Cceurred
in E&P occurred several times a | sevaral times a
industry in operating year in yeal in location
company operating
company
0 Zero injury/| Zero damage | Zero effect | Zero impact
1 Slight Slight Slight effect | Slight impact Manage for continued
injury damage improvement
2 Minor Minor Minor effect | Limited impact
injury damage
3 Major Local Local effect | Considerable
injury damage impact
4 Single Major Major effect | Major national | Incorporate
fatality damage impact risk-reducing
measures
5 Multiple Extensive Massive Major
fatalities damage effect international
impact
Figure 5 — Example of a risk matrix (source: ISO 17776, A.1)
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The risk matrix should reflect the company, national and international regulations and practices.

7.2.4 Bow-tie

The bow-tie is a design tool that can be used to assess barriers to prevent occurrence of top events and
recovery measures to reduce the consequences. It is based on a model that represents how a hazard can

be released, escalate, and how it is controlled. Figure 6 shows the bow-tie diagram.

The Bow-Tie Diagram
N
LIKELIHOOD TOP EVENT CONSEQUENCE
(FAULT TREE) (EVENT TREE) (-19

Full escalation giving
largest potential impact

&

O
Something
goes wront:g s\\%
<. O
)
\\No escalation giving

KQ least potential impact
N\

The identification, design, installatio maintenance
of threat and escalation barriers a@ Critical Activities

O
O

&
C@lre 6 — Bow-tie diagram

O

The bow-tie model provides %@fe assessment of hazards in order to:
: N : :
— 1dent]fy the potentl%-@zard release, escalation, and consequence scenarios;

— ident
these hazarc@ the HSE critical elements, HSE critical tasks, and procedures);

— suppqrt &%

ARP demonstration;

g o d St oo $a +thn Sl ara 10O ot o thaca yracima ol ihla

fy the contxols (i.e. barriers and escalation factor controls) required to effectively mang

Ar-Pa-aR-a-giln-o

ige

£ n A
pI'OVl.u, vlolullll._y -t commaicatetheaboveHrormation—to—+tnosSe TCSPUTTSTOTCTUT IITATTAa S TS,

who may be affected by the hazards;

or

— in the event of an incident, have the ability to relate causes of incidents to the controls that failed,

thus enabling improved incident learning and prevention.

A barrier is the common term for controls, recovery measures, and escalation factor controls that
prevent a threat from being released and then causing the consequences. Barriers prevent or reduce
the probability of each threat or prevent, limit the extent of, or provide immediate recovery from the
consequences. Barriers to the left of the top-event in the bow-tie are preventive measures. Barriers to

the right of the top-event are recovery measures.
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Barriers can be for example:

— design features (e.g. separation distances);

— hardware (e.g. pressure relief valve, fire detection);

— processes (e.g. lock out/tag out);

— operational intervention tasks (e.g. plant monitoring/shutdown);

— combination (e.g. alarm plus operator action).

An|adequate set of barriers to manage each threat shall be identified. For a barrier to be valid;|it shall be:
—| effective in preventing the top-event or consequence;

—| able to prevent a specific threat from releasing the hazard;
—| verifiable (e.g. through audit of the HSE critical activity needed to maintain-an effective harrier);
—| independent of the other barriers within the same threat line.

ThE application of the “bow-tie” depends on company and national régulations representing alcceptance
criteria and practices.

Thi barriers are counted from the threat to the consequencet.Table 2 contains the required numbers to
demonstrate ALARP. If the required number of barriers in*Table 2 cannot be met, layers of protection
anglysis (LOPA, ISO 31010, B.18) shall be used.

Table 2 — Required number ofbarriers to demonstrate ALARP

Bdrriers High risk hazards Medium risk hazards Other medium risk haz-
with potential fatalities |ards
Tofal number of barriers |5 controls + regovery 4 controls + recovery 3 controls + recqvery
frgm threat to measures measures measures
copsequence
Controls 3 controls to be in place 2 controls to be in place 2 controls to be in place
(ttlreat) foreach identified threat. |for each identified threat. |for each identifigd threat
Alternative: 4 controls Alternative: 3 controls
Récovery measures 2 recovery measures 2 recovery measures 1 recovery measpre
required for each identi- |required for each identi- |required for each identi-
(consequence) . . .
fied consequence. fied consequence. fied consequencg
Alternative: 1 recovery Alternative: 1 recovery
measure measure

In most ‘instances, a barrier only is counted as one. An experienced hazard analyst with explerience in
using@L.OPA can give a barrier additional credit based on the LOPA tables. For example, for a protective
instrument system that 15 a SIt 2, which gives a probability of failure on demand between 102 and 10-3,
can be counted as two barriers.

7.2.5 HAZOP

The HAZOP is suitable for identifying hazards associated with deviations from the design intent of
the LNG terminal. It draws upon the facility process and instrument diagrams (P&IDs) as the basis
of the study and is used more as an audit tool once the design is well understood and minor changes
to the system can be incorporated easily. HAZOP is a vertical thought process with only one or two
simultaneous failures, whereas HAZID is a lateral thought process which can result from a number of
simultaneous failures.
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HAZOPs are used to identify both hazards and operability problems. Although hazard identification is
the main focus, operability problems are also identified to the extent that they may have the potential
to lead to safety or environmental hazards, or have a negative impact on plant profitability. The HAZOP
team involves a group typically consisting of operators, designers, technical specialists (both external
and internal to the design team), and maintainers focussing on specific portions of the process called
“nodes”. These sections are defined from the P&IDs prior to the study. A process parameter is identified,
e.g. flow and then typical guidewords are then applied to the specified sections to identify possible
deviations (e.g. a guideword “no” is combined with the parameter “flow” to create a deviation, “no
flow”). The team then lists all the credible causes of a “no flow” deviation beginning with the cause that
can result in the worst possible consequence.

HAZOP is ppplicable during the basic design (FEED), when P&IDs are issued, as well cause-effect Fé‘é}rix
has been produced. It is usually carried out during the detail design as well and may even be reappl

during a management of changes.

N
The typical outputs of a HAZOP analysis include the following: Q)QQ

Figure 7 g

Further details are given in ISO 31010, B.6.
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identification of possible deviation states; (‘O

identification of the possible causes for deviation; O
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Figure 7 — Process during a HAZOP workshop
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7.2.6 SIL analysis

Safety integrity level (SIL) analysis as described in IEC 61508 complements the HAZOP analysis and
the risk assessment study by defining the level of confidence required from the instrumented safety
systems including mechanical devices and software, intended to prevent hazardous situations affecting
safety of persons and/or the environment or to mitigate their consequences.

IEC 61508 also introduces the notion of safety life cycle that aims to secure the reliability of the
implemented safety systems throughout the life of the system.

The SIL assessment should be based on lavers of protection analysis (see IEC 61508).

7.3 Quantitative analysis: consequence and impact assessment

Quiantitative risk analysis requires the use of numerical models. Validated models shoulfl be used
wHen available.

7.3.1 Consequence assessment

7.3.1.1 Consequence models

A wide range of computational tools are available to assess the ‘eonsequences from accidental events
comprising both empirical tools and tools developed from the‘basic physical equations. The burning
characteristics depend strongly on the type of fuel (natural gas,L.PG) and shall be reflected in the agsessment.

ThE consequence models should be validated by the following:

— | takinginto account the physical phenomena observed in, and with the data obtained from, available
experimental data;

—| having been published in an archival, peer-reviewed scientific journal in the related
scientific/engineering discipline;

—| providing output details of the/physics and analysis.

The most important categories are listed below:

Empirical models Models based on solving physical
equations
Liguid spreading and’'vaporis- |Gaussian, plume, and dense gas |CFD
ing gas dispersion models
Fire Thomas formula, jet fire, or pool |CFD

fire models Heat transfer models for fire

radiation.
Explosion A number of commercial pack- |CFD
ages avallable, energy correla-
tions
Structural damage Engineering tools, Minorsky’s FEM and classical mechanics.

energy based correlation for
assessment of impact damage

CFD models are gaining acceptance in gas dispersion, fire, and explosion analysis for complex situations.
These models offer an accurate representation of the flow mechanics. However, it is important to
keep in mind that the quality of the results depends upon model assumptions and inclusiveness of
physical/chemical processes more than the number of significant digits or the appearance of the
graphical presentations.
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7.3.1.2 Fluid properties

Hazardous material properties used for the calculation should be clearly defined in particular:

— the composition of the release material;

— the thermo-physical properties of the release material;

— the flammability limits of the released material i.e. the proportion of combustible gases in a mixture,
between which this mixture is flammable.

For LNG gt
in the plapt.

7.3.1.3

The asses
— the dg
— the calculation of the rate of evaporation versus time and, in particular, the maximum evaporation r4
The factot
a) phend
b) natur
c) ambig

First evalfiation for LNG can be based on evaporation rates. The evaporation rates can be described
theories ¢
data. Theg

7.3.1.4

The asses
material.
gas. Norm

The factoi

a) Ambi
Pasqy

1y
2)
3)
4)
5)
6)

A
B

Evaporation of spilled flammable material
bment of evaporation of flammable gases from a pool of spilled liquids is based @n-the followi

termination of the pool propagation speed;

s to be defined are the following:
menon of instantaneous vaporisation (flash);
e and temperature of the surface (water, soil, concreteyetc.);

nt conditions (temperature, humidity, wind velocity, stability class).

f the pool spreading and vaporisation madéls which have been verified with experimen
e theories are normally imbedded in commercial software tools.

Gas dispersion

sment of gas dispersion shall determine the zone affected by a cloud extension of flamma
[he extent of the zone is given'by the distance from the source to the flammability limit for
ally, 0.5 LFL is used to acceunt for model uncertainty.

s to be defined arethe’following:

ent conditions;thie’ambient conditions are often described by the Pasquill stability classes. T

extremely unstable;

maddeérately unstable;

ill method gives a break-down of the amount of atmospheric turbulence present as followg:

ite.

by
tal

ble
he

he

D
E

CHightly urstabte;

: neutral;

: lightly stable;

F: moderately stable.

b) Wind speed, direction, and frequency (the wind rose).

c) Relative humidity of the atmosphere.

d) Influence of terrain and obstacles.

Dispersion analysis is normally carried out for selected accident scenarios reflecting local conditions.
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It should be noted that the safety distances as a result of gas dispersion may be different dependent on
regional requirements (NFPA 59A and EN 1473).

7.3.1.5 Thermal radiation

The assessment of thermal radiation shall determine the risk due to thermal radiation by calculation of
the radiation contours caused by ignition of flammable material from a pool or jet by determination of
the radiant heating effects on the exposed targets.

The following factors are to be defined:

a) | source configuration (pool dimensions, flame size, and shape, etc.);
b) | target configuration versus the radiation source (distance, elevation);
c) | target reflectance properties;

d)| emissive power of the flammable material;

e) | ambient temperature;

f) | relative humidity;

g) | wind speed, direction, and frequency (the wind rose).

7.3.2 Impact assessment

Impact can be defined as the damage to life, health,or property. Damage can take many fofms. Most
us¢d are loss of life, irreversible health effects, andloss of money.

Acfording to prescriptive regulations, fixed-values are given to which impact to personngl shall be
asgessed. For example, NFPA recommends 5-kW/m? for fire radiation and EN 1473 recommends range
of pllowable values applicable for areas with different vulnerability (e.g. lower allowable rgdiation in
oufside public areas of 1,5 kW/m?2)

For risk-based assessment, impact'fer personnel has to be evaluated as described in the next sections
which give guidance on the impact on human beings and equipment from fire, and explosipn. Toxics,
in general, do not feature in(LNG operations. Main use of the information is guidance for QRA rule sets
(which often are referred tojas PROBITS).

Fire radiation

The assessment ©f)fire radiation shall determine the radiative heat flux received by different targets
(p¢ople buildings etc.) in case of fire.

Th assessmiént shall take into account the following:

— | position from the source;

— ambient conditions;
— emissivity of the source.

The impact criteria contained in this section relate to the thermal radiation outcome. The physical
effects of thermal radiation on humans are most relevant in the immediate vicinity of an incident. The
progressive effects resulting are as follows:

— pain;
— first-degree burns;

— second-degree burns;
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— third-degree burns;
— fatality.

These effects are commonly linked to the intensity of the incident thermal radiation and Table A.1
provides the typical consequences of exposure to various levels of intensity and the expected time to
each effect. Values have been approximated to reflect uncertainty in calculation and represent “cautious
best estimate” values.

Flash fires

Any people caught in an ignited, dispersing flammable cloud may result in serious injuries or fatalities.
In practicg, people inside the LFL dispersion cloud zone are assumed to result in causalities.

Explosions

People cafp survive fairly strong blast waves and in accidents involving explosion there are-very few cages
in which the blast effect has directly caused fatality. Typical injuries/fatalities following an explosjon
are caused by burns, flying fragments, buildings, or other structures falling down e¥being disintegrated
and persops falling or “flying” and subsequently hitting a solid object (whole bodydisplacement).

In risk analysis, the most important effects are the following:
— flying fragments hitting personnel;
— whold body displacement resulting in impact damage;

— damage from impact caused by collapsed structures.
7.4 Quantitative analysis: frequency assessment

7.4.1 General

The frequlency part of the risk assessment ist1ying to determine how often things go wrong with the
potential fo result in damage, injuries, or fatalities. A number of tools are available.

7.4.2 Failure data

Relevant failure data for companents exposed to LNG operation is not easily available and there are
currently|(2013) no publicly available sources for such data.

The relevance of existingfailure data is often disputed because the experience does not fully reflect the
operationpl conditions aixd component design. The lack of relevant data can tempt the assessor to fise
data that are not applicable to the issue at hand. Typical examples are using general pump leak data [for
canned pymps or'deuble flushed seal pumps.

However, |n.spite of the lack of failure data for similar components in similar situations, there are strgng
argumentg for using available failure data as explained below:

— all components shall be fit for purpose;

— design requirements, quality control and maintenance represent the safety net to ensure that the
component is “fit for purpose”;

— afailure occurs when the control and procedures in place to ensure fit for purpose fails.
Failure data being used in risk assessments should always be referenced and be auditable.

Failure data may be derived from experience database as explained in A.3. These are data gathered all
over industry. Based on the number of incidents and the number of equipment items in operation, an
incident frequency can be established.
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7.4.3 Consensus data

Consensus data based on discussion and agreement among experienced personnel can be used when
no data are available. By interviewing a group of people with relevant experience, meaningful incident
frequency data can be developed. However, the methodology can only be used for event frequencies
which have an occurrence of at least once every three years to five years. For lower frequencies, the
group should be large and it is questionable whether there are that many people at your disposal with
the relevant experience.

7.4.4 FAULT tree

hult tree is an analysis of those eventsin a process that canresultin particular malfunction’s (I)r failures,
mentation
P.g. trying
h problem
recognise
neral, the
hould not

Af
sh¢own in the form of a tree diagram. Fault trees are very useful in simple systems likeinstru
where they are used quite often (see SIL). For complex systems like it is more complicated;
to work out the leak frequency of a particular type of tank is riddled with pitfalls.The mai
with fault trees is that it is very difficult to identify all the contributors to the faiture and to
common mode failures. Errors in both lead in general to a too low a failure frequency. In gg
eqpipment fails more often than calculated. As they are also very time corisuming, their use §
belencouraged.

A fpult tree diagram is usually written out using conventional logic gate symbols (“And” and
rofite through a tree between an event and an initiator in the tree i§ called a cutset. The shorte
way through the tree from fault to initiating event is called aminimal cutset.
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Fther fault trees can be used to assess the effects of mitigation measures (redundancy, i
intenance) on failure frequencies of componéents and systems.

ther details are given in ISO 31010.

.5 Event tree analysis (ETA)

event tree is a graphical way.0f showing the possible outcomes of a hazardous event, such 3
equipment or hydrocarban/release. An ETA explores the possible outcome of the initial
ermines the resulting frequencies of the different end events which represent different cons
such, the event tree-is.a logical tool to aggregate probabilities and risks.
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that are enforced to reduce risk. For example, the ignition probability for a hydrocarbon relea
if the leak has\been detected and electrical systems being shut down. And therefore an event t
used to assess the efficiency of different mitigating measures by doing comparative studies by
of the branch probabilities reflecting the different mitigations.

Fufther description is given in ISO 31010.
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7.4.6 Exceedance curves based on probabilistic simulations

Thenormal approachtoriskassessmentistoassessthe consequencesand probabilities for representative
accidental scenarios defined by given parameters (e.g. release size, weather and wind conditions,
activation of safety systems after a defined delay) resulting in a, because of the limited number of
scenarios, few point values. When there are only a few variables this is not a problem. However, when the
variables are many like in explosions, then it is difficult to present the results in a meaningful manner.

An alternative approach is to characterise the different parameters as a distribution and use a
probabilistic simulation, e.g. by Monte Carlo analysis.
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An example from a Monte Carlo simulation of explosion pressures is shown as an exceedance curve in
Figure 8 (exceedance curves are, for example, defined in NORSOK-Z013). The variation in overpressure
reflects the variance in important factors:

— size of the releases;
— location of release;
— effects of weather conditions;

— point of ignition.

The resul{s from the simulation are a huge number of frequency/overpressure pairs. These are ordefed
on overpressure and the frequency plotted versus overpressure as shown in Figure 8.

Time Period 1

Frequency

—

-8 T T T T T T T T T T T T T T T T

e 1
0 30 60 50 120 150 180 210 240 270 300
Pressure / mbar

Figure 8 — Sample result of probabilistic explosion modelling

The grapH can now be usedt0 estimate how frequently a value is exceeded, e.g. to decide on strength of
explosion|barriers, buildings, or structures.

7.5 Risk assessments (consequence*frequency)

7.5.1 Rjsk-assessment tools

The aggregation of consequence and frequency into risk can be done simply in a tabular format, but in
most cases, a computerised model is used to handle the large number of risk contributors.

Note that the outputs from these risk assessment tools shall be verified, whether by hand calculations,
benchmarks, and other test bet verifications.

These risk assessment tools fall generally into two groups: ad hoc developed and proprietary.
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7.5.2 Ad hoc developed risk assessment tools

Ad hoc QRA models are usually based on modelling with multi-layer spreadsheets. These multiple sheets
typically contain the following:

— acount of the number and type of components in the plant;
— atable of failure rate data for each component size and type;

— a table of consequence distance (i.e. distance from hazard source at which fatality or injury
potentially occurs) for each type and size of failure;

—| asheetwithawindrosewithtime-based delimitationsrelevantto vapour cloud dispersiondirections;
—| atable of occupancy numbers and percentage exposure values for occupied areas of the gite.

By[multiplying these elements together and summing the results on an area basis)the risk of a fatality
in a grid of plant areas can be determined.

Advantages of the spreadsheet method

The calculation methods and steps can be traced from step to step.se-that the internal worlfing of the
madel can be reviewed and understood at any given time.

Mqdifications to the spreadsheet logic can be easily achieved/by.a skilled risk practitioner.

As|the model is transparent, inspection of the model shows*quickly the events that contribufte most of
the risk and whether these “higher risks” are due to the'number of hazard sources, the frgquency of
release the “fatality distances” that the hazards have, @nd the numbers of people exposed to the risk. The
vigibility of these factors allows judgement to be applied in how to reduce risk levels if they arg too high.

—

Disadvantages of the spreadsheet method

Itriequiresa QRA Engineer with considerable’knowledge of QR A methodology and significant spreadsheet
programming ability to build the model;

The models are often large and complex and difficult to check properly.
i

control of changes to themodel is difficult without a rigorous check and approval procedure.
readsheet

Thee maintenance of spreadsheet models can be difficult as original authors move on if the s
is mot fully documented,

Depelopers of spreadsheet models often prefer not to have integrated consequence models to avoid
ex¢essive complexity and often use a curve fit from a range of results from other consequencemodelling
programs. A~change in a plant parameter may need a new set of consequence curves need o be built
which is tilme consuming.

7.3.3- Proprietary risk assessment tools

Proprietary models have been developed by companies often to assist them with their own consultancy
work and subsequently made available to the industry. They are usually the fruits of years of research
and have been subject to thorough checking of their modelling methods and internal calculation methods.

They are usually subject to updates by the software support team.
Advantages of proprietary models

Some models include failure rate data based on the company’s own failure rate data base. This can be an
advantage as failure rate data have always been difficult to obtain.

Other programs provide a framework in which the user can place their own failure rate data.
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Proprietary risk assessment models often sit above a proprietary consequence modelling program
which is often available in its own right. This makes the software sensitive to changes in the design and
these can be incorporated quickly.

Disadvantages of proprietary models

The model is a “black box”. If it behaves in an unusual or unpredictable way, it is usually difficult to
understand what is going on inside the “box”.

Some changes can come about as the underlying consequence modelling “engine” moves from one
n algorithm to another as parameters vary. This characteristic gives the user no support if
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8.2 LNG import facilities including SIMOPS

Typical possible accidental releases of flammable material for LNG import terminal are listed in Table 3
including the possible source of release scenario and examples of the initiating event.
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Table 3 — Typical accident scenarios for LNG import facilities (1 of 2)

:2015(E)

Source of release Scenario Possible causes
General process and cargo handling |Accidental release from equipment |Flange tightness
and piping
Defective gasket
Weld defects
Corrosion
Impact

Supporting structure damage

External fire

Overpressure (e.g. pressu
during conunission)

e tests

Embrittlement

Earthquake

Other natural hazards

Accidental release from LNG carrier
tanks atjetty a

Ship collision

Passing ship adrift

Ship pressure relief valve

Overpressure

Rollover

Jetlty

Damage to piping

Ship colliding with jetty o

I trestle

Loading arms leak/rupture

Ship movement, ERC/PER!

C failure

List (loss of ballast)

Extreme weather

Line failures

Swivel joint failure

Pressure surge during tra

nsfer

External fire

Earthquake

RPT LNG spills

Spill of LNG into water
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Table 3 — Typical accident scenarios for LNG import facilities (2 of 2)

Source of release Scenario Possible causes
Storage Tank roof collapse Tank overfilling
Tank overpressure
Rollover
Flying object
Tank Fire damage
Tank leakage Dropped 1n tank pump
Internal/external leak tank bottom/wall
Earthquake
Tank PSV release Tank overfilling
Tank overpressure
Rollover
BLEVE Fire impact on pressurized hydrocarban containers.
Tank leakage from N |Internal/external leak tank bottom/wall
tanks Earthquake
Leaks from tank See general
piping/manifolds
Process Recondenser Overpressure
leak/rupture
S&T exchangers/ Pipe rupture
plate fin exchangers Overpressiire
leak/rupture P
Defective gasket
LNG vaporisers Pipe rupture
leak/rupture (incl. Overpressure
intermediate fluid: P
propane, methanel)
Pipe rupture Overpressure (LP/HP boundary)
Pressure surge during unloading
Pressure surge LP/HP send-out lines
Cold breakthrough (vaporisers)
Overpressure export gas line
Rotating Surge control
equipment/disk
rupture
Utilities Flare and or vent Plant upset
release
LNG trucking Releases during Rupture of transfer hoses or piping. Operational errors

transfer

a  Hazards related to ship approach and manoeuvre into the harbour are assumed to be addressed in a specific study.
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Typical possible accidental releases of flammable material for LNG export terminal are given in Table 4
where the possible source of release scenario and the initiating event are also listed.

Table 4 — Typical accident scenarios for LNG export facilities (1 of 2)

Source of release Scenario Possible causes

General applicable to Accidental release Flange tightness

all parts of the from equipment and i 1k

fafilities piping Befectvesasket
Weld defects
Corrosion
Impact

Supporting structure damage

External fire

Overpressure (e.g. pressuretests during commission)
Embrittlement
Earthquake
Other natural hazards
Slyg catcher and Escalation from fires |Ignited leaks
refeiving
Conditioning Spillage of fat solvent |See general
Pressurized liquid See general
spills in fractionation
Liquefaction BLEVE of refrigerant_ TExternal fire
St¢rage BLEVE of External fire
refrigerants

Tank roof collapses

Tank overfilling

Tank overpressure

Rollover

Flying object

Tank leakage

Dropped in tank pump

Internal/external leak tank bottom/wall

Earthquake

Tank PSV release

Tank overfilling

Tank overpressure

Rollover
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Table 4 — Typical accident scenarios for LNG export facilities (2 of 2)

Source of release Scenario Possible causes
Jetty Damage to piping Ship colliding with jetty or trestle
Loading arms Ship movement, ERC/PERC failure
leak/rupture List (loss of ballast)
Extreme weather
Line failures
Swivel joint failure R
. \&
Pressure surge during transfer (\'\
NS
External fire ,\‘q/
-
Earthquake O\Q
>4
RPT LNG spills Spill of LNG into water \Q)
Utilities Hot oil fires See general ,(%
o
8.4 Chdin of events following release scenarios \%
The develppment of the accident scenarios for hydrocarbon releases, i cl@img escalation, is illustrated

in Figure 9 to Figure 13. The illustrations are informative. For actua
bl plans, and safeguards should be reflected.
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Figure 9 — Possible outcomes of a flammable release
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Condition of Outcome
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Figure 11 — Continuation of event chain of Figure 10, Figure 12, and Figure 13
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Figure 12 — Outcomes from atmospheric vapour releases
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P@e 13 — Outcomes from pressurized liquid releases
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The risk picture including compliance/noncompliance with acceptance criteria is communicated to

and understood by decision makers and other stakeholders.

That risk-reducing measures and recommendations are clearly presented and understood by

decision makers.

That methodology, assumptions, and data are described in sufficient detail to enable traceability

and possible modifications. The study shall be auditable and traceable.

This requires that the results are presented and communicated in a consistent way reflecting

acceptance criteria and legislation, project decision criteria, and company phil

osophies.
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The minimum content of a QRA report is outlined by the following table of contents:

Executive summary
Description

Study methodology
Hazard/Top event ID

Flammable and toxic release scenarios

A T o

10
11

Th
an

Other hazards

i. Transport

ii. Structural

Risk presentation

Sensitivity studies

Results and Discussion
Conclusions and Recommendations
Appendices

i. System layout

ii. Assumptions register

iii. Frequency data

iv. Consequence modelling results
v. Action follow-up register

e documentation of input data, model assumptions, and selection of models should enable v
1 modifications, such thatthe'results can be reconstructed.

:2015(E)

brification
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Annex A
(informative)

Impact criteria

A.1 Acgidentimpactcriteria

A.1.1 Thermal radiation

Table A.1 presents the effects of thermal radiation on humans and structures.

Table A.1 — Effects of thermal radiation (Ref: UK HID SPC/Tech/@SD30)

Thermal Effect on humans Effect on structures

radiation

kW/m?2

1,2 Received from the sun at noon in summer.

2 Minimum to cause pain after 1 min.

<5 Will cause pain in 15 s to 20 s and injury
after 30 s exposure.

>6 Pain within approximately 10 s rapid
escape only is possible.

12,5 Significant chance of fatality for medium=~ | Thin steel with insulation on the side away from
duration exposure. the fire may reach thermal stress level high enough

to cause structural failure.

25 Likely fatality for extended exposure and |Spontaneous ignition of wood after long exposurg.
significant chance of fatality foriinstanta- |Unprotected steel will reach thermal stress tem-
neous exposure. peratures that can cause failure.

35 Significant chance of fatality for people Cellulosic material will pilot ignite within one min-
exposed instantaneously. ute exposure.

Concrete walls will spall.

A.1.2 Oyerpressure

People canp survivedairly strongblast waves and in accidents involving explosion, there are very few cages
in which the blasteffect has directly caused fatality. Typical injuries/fatalities following an explosjon
are caused by‘burns, flying fragments, buildings, or other structures falling down or being disintegrated
and persopsfalling or “flying” and subsequently hitting a solid object (whole body displacement). In rjisk
analysis, the most important effects are the following:

— flying fragments hitting personnel;
— whole body displacement resulting in impact damage;
— damage from impact caused by collapsed structures

Data for explosion effects on personnel for use in QRAs are given in Ref /14/ (OGP Report 434-14.1 Risk
Assessment Data Directory, March 2010) and Ref /15/ [HSE UK, 2010 SPC/Tech/0SD/30, rev 2013—
Methods of approximation and determination of human vulnerability for offshore major accident hazard
assessment. (http://www.hse.gov.uk/)]
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A.2 Simple risk calculations

Simple risk calculations are often useful to support decisions, particularly in the early stages of a
development when the information required to do a full QRA do not exist. An example of such calculations
is given below:

The event tree in Figure A.2 is an element of a single risk analysis. It develops the risk at an occupied
target location 100 metres from a single release scenario on the plant.

The intent is to illustrate a possible calculation mechanism that can be used. All the figures are fictional.

The example can be expanded to include other release and hazard scenarios and other targetdistances
anfl directions and other atmospheric conditions as shown in Figure A.1.

Theese can then be aggregated to produce levels of risk overlaid on a geographic mesh around|the plant.
A 1fisk contour plot can be produced from the mesh of risk values.

When an event tree model such as Figure A.2 is used, the maximum valué€s-that dominate dggregates
risk levels at particular points can be identified. This allows mitigation measures to be beneficially
fodqused on particular hazards.

Fufther information and similar event trees are given in SO 31016,

Observed
2014
154
104
54
% 04
54
104
15T
204
Dataset: 720 Wind speed (ms™)
Valid: 716 = 99.44% m >12.0
Calms: 33 =4.61% m 6.0-10.0
m 3.0-6.0
H 1.50-3.00
0.50-1.50

Figure A.1 — Wind rose for simple risk assessment
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Leak

Can

Vapour flammable Is wind
Gas Can jet Is leak Cloud vapour blowing  Ignition
Ignited at Jet Fire fire reach directed at Dispersion reach towards  probability Occupancy Risk Event
Hole Size  source Length target target Distance target target at Target at Target Calculator Risk
Distance Distance
Probability Probability to target ~ Probability Probability to target  Probability Probability Probability
A B C D E F G H I ] K
Imm Yes 5m No Yes Yes =AxBxD Ex] .
1 100E-03 [ 0.9 100m 0 0.25 033 0.00E+00
No 50m No Yes Yes Yes =AxBxGxHxIx] _
0.1 100m 0 0.15 0.9 0.33 0.00E+00
Methane S5mm Yes 5m No Yes yes =AxBxDxXEx]

1.00E-04 0.9 100m 0 0.25 0.33 0.00E+00
v No 110m Yes Yes Yes Yes =AxBxGxHxIx] P~
0.1 100m 1 0.15 0.9 0.33 4.46F~07
Y_100mm_ Yes 150m Yes Yes yes =AxBxDxEx] .
1.00E-05 0.3 100m 1 0.25 0.33 2,48E-07
No 200m Yes Yes Yes Yes =AxBxGxHxIx] _
0.7 100m 1 0.15 0.9 0.33 3.12E-07
Total Risk 1.00E-06

A.3 Fai

lure data

Figure A.2 — Sample event tree for a simple risk assessment

The frequlency at which failures can occur in a(system or equipment item is usually modelled throygh

an expong
constant g
of equipm|

MTTF =1
The failur

How to d¢

/A

all toget

appropri

the incidept-database is an important factor for obtaining dependable results.

ntial failure distribution that can-be-defined by a unique parameter, called failure rate, tha
ver time. In that case, the failure.rate, noted A, is linked with the mean time to failure (MTTF)
ent items with the following relationship:

e rate is usually given-“per year”, but other units may also be encountered (ex: “per hour”),

rive the information within an incident database into failure rates or MTTF is another iss
r as often <{he’ confidence of probabilistic failure calculations depends heavily upon
dependabljlity of good’'failure data. One should use the best available data to estimate the equipment
systems failure andtherefore should have data from a large panel of sources in order to ensure the m
e data-are used. Additionally, a thorough understanding of how information is presented

kis

ue
he
or
bst

Derivations of incident data into failure rates can include the following:

— alisting of failure modes whose criticality may be broken down into incident groups;

— the cause of failure may also be available and should be listed;

— the observed number of failures for each failure mode is calculated;

— the total population of the equipment item or system and the number of facilities it appears on;

— the total time in service of the equipment item or system in terms of calendar time, operational
time, and the total number of demands;

— the uncertainty range of the failure rates of each failure mode;
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— the mean time to failure (MTTF) estimate;
— the mean time to repair (MTTR) estimate.

Doing this, a number of factors should be taken into account. For instance, reflecting the clean service
of a system should incorporate modifying the failure rate to remove the downtime (associated with
equipment failures) of certain failure modes. The population should also be taken into account to ensure
an adequate range of data are analysed.

Ideally, the equipment failure frequency is estimated using data that has been collected from similar

eq

nipment that has been exposed to similar conditions — process, environment, mainten

ance, etc.

In

ap
ap
Ho
fai

practice, this will usually not be possible. Differences in the history of equipment may
blicability of the generic data. In practice, a judgment should be made trading-off the availz
blicability of generic data.

wever, when possible and additional resources can be assigned, it is often preferred to
ure rate data using techniques such as a failure, modes, effects, and criti¢ality analysis

especially for novel or improved systems or equipment.

AT
ing
Ap
thg
on

So

MECA study normally takes a group of operational personnel and steps through a system|
ividual equipmentitems as to the types of failure modes and the overall effect of failure on p
art from important reliability data in terms of MTTFs and MTTRS of equipment items, infor

criticality of equipment is determined (i.e. if this valve fails; will it fail safe? Will it cause
production?).

me references for failure rate data of equipment itemsare'listed below:

OREDA: Contains data for use in reliability, availability, and maintainability studies - fai
failure mode distribution, and repair times forequipment (Reference: OREDA, Offshore
Data Handbook 4th Edition, SINTEF, 2002);

Trondheim, Norway;

CCPS Process Equipment Reliability Database. The database is only open to CCPS me
some data are available in the book Guidelines for Process Equipment Reliability Data (C
Guidelines for Process Equipment Reliability Data, CCPS, 1989;

FMD-97, Failure mode(/ Mechanism Distributions, 1997, Reliability Analysis Center, Rom
NPRD-95, Nonelectronic Parts Reliability Data, 1995, Reliability Analysis Center, Rome, N

IEEE Std. 500))IEEE Guide To The Collection and Presentation Of Electrical, Electroni
Componenty And Mechanical Equipment Reliability Data For Nuclear-Power Generating
1984, IEEE, New York, NY;

Johiison, E.M. and Welker, |. R., “Development of an Improved LNG Plant Failure Rate D

limit the
\bility and

Hetermine
(FMECA)

assessing
roduction.
mation on
an impact

ure rates,
Reliability

Reliability Data for Control and Safety Systems, 1998, SINTEF Industrial Management,

mbers but
LPS 1989).
e, NY;

Y;

c, Sensing

v Stations,

ata Base”,

GR1-80/0093, Gas Research Institute, Chicago, IL, USA, 1980.

Some sources of data specific to LNG equipment items exist (cf. last item above) but they are of a limited
practical use in a risk assessment. Therefore, the main information mostly comes from the oil and gas
industry and the chemical industry.

Failure data also include leak frequency data, which allows to estimate the probability of leaks of
various sizes on pipes and equipment items (e.g. valves, pumps). These data can be derived from incident
databases or expert judgment as well.

Some references for leak frequency data are listed below:

Hydrocarbon Releases (HCR) Database, UK Health and Safety Executive, with the following
associated documents:
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Offshore hydrocarbon releases statistics and analysis, 2002, HID statistics report, HSR 2002 002,
February 2003, HSE;

Revised guidance on reporting of offshore hydrocarbon releases, 0TO 96 956, November 1996, HSE;

Supplementary Guidance for Reporting Hydrocarbon Releases, September 2002, UKOOA;

UK HSE failure data: “Failure Rate and Event Data for use within Risk Assessments, (28/06/2012)";

Handleiding Risicoberekeningen BEV], 3.0 RIVM;

E&P
direct

Lees
Lees,

Covo
Rijnm

Cox L

It should
available {

A4 Lis

General H
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ory, E&P Forum Report NO 11.8/250, October 1996);

Loss Prevention in the Process Industry”. Loss Prevention in the Process Industry,Fran
Pnd edition, 1996, ISBN 0750615478 (Note 3rd edition published 2005);

Study. Risk Analysis of Six Potentially Hazardous Industrial Objects in the ‘Rijnmond Ar
ond Public Authority, 1982;

bes & Ang, Classification of Hazardous Locations, 1990.

be noted that there are no publicly available incident databasés for LNG plants that can
o derive leak frequencies and therefore should rely on the above' more general data.

L of hazards to be considered (reflecting experience data)

AZID checklist as in Table A.2 can be found in mangsources, e.g. ISO 17776, Annex B.

pet

be
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Table A.2 — HAZID checklist external and environmental hazards

External and environmental hazards

Hazard type

Guideword

Expanders

Natural hazards

Extreme weather

Temperature extremes

Waves

Wind

Dust

Flooding

Sandstorms

Ice

Snow

Blizzards

Fog

)

A
Fast atmospll@\pressure changes

Lightning ¢ \(O
Climate change . »
Seismic activity Eg@uake
\S\?){l liquefaction
Erosion s\\ﬁ(\}round slide
\‘S\Q) Coastal erosion
n$ Riverbank erosion
Subsidence A\U Ground structure
\.O Foundations
'_&\(\}‘ Settlement
Extternal and third-party Third&n{r‘ty activities Farming
hafzards 3@ ‘ Fishing

Local industry

Helicopter/Aircraft crash

Ship collision

O Operator
\ .
Hyman err(%?~ Maintenance
é Inspection
S

R
S
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Table A.3 — HAZID checKklist, facility hazards

Facility hazards
Hazard type Guideword Expanders
Process hazards Process releases (LNG) Gas clouds

— unignited Cryogenic spills

Gas detection

Emergency response

Tgnited process releases (nat- | Fire

ural gas) Explosion
Heat
Smoke

Fire detection

Emergency response

Ignited process releases
(LPG, refrigerants, and other
hydrocarbons with different
burning characteristics than
natural gas)

BLEVE

Fire

Explosion

Heat

Smoke

Fire detection

Efnergency response

Process releases

Toxic gas detection

— toxic Emergency response
Flaring Heat
Ignition source
Location
Venting Discharge to atmosphere
Location
Dispersion
Draining
Sampling Operator error

Accommo}liation and-nen-pro-
cess area lhazards

Non process fires

Control rooms

Accommodation

Smoke ingress

Ingress to safe areas

HVUAC cht dosaza
TIVIIG SITacaoOvwir

Gas ingress

Ingress to safe areas

HVAC shutdown

Stacking and storage
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Table A.4 — HAZID checklist, health hazards

Health hazards
Hazard type Guideword Expanders
Health hazard Disease hazards Endemic diseases

Infection

Contaminated water/food

Social, e.g. HIV

Wi rking environment

Physical

Drinking water

Lighting

Noise

Temperature

Extreme hot/cold

Ventilation

Guarding

Cold burns

Atmospheres

Exhaust fumes

Confined\spaces

NJTE Hazards specific to LNG facilities not addressed in general checklists.

Table A.5 — HAZID checklist additional LNG and LPG hazards

LNG and LPG hazards
H3zard type Guideword Expanders
Prpcess Hazard Storage Roll-over
Temperature Metal embrittlement
Temperature shock
High thermal strain gradient
Shiipping Transfer RPT

A.b Risk assessmeént with respect to earthquake

In nternational LNG-plant design codes, two concepts of earthquake design criteria are used.

the following:

These are

— | OBE, @perating basis earth-quake. This is the maximum earthquake for which no ¢damage is

— | SSE, safe shutdown earthquake. This is the maximum earthquake event for which the ess

sustained and restart and safe operation can continue after examination of the plant.

ential fail-

safe functions and mechanisms are designed to be preserved. Permanent damage can be expected of
this lower probability event, but without loss of overall integrity and containment. The installation
will not remain in continuous service without a detailed examination and structural assessment at

the ultimate limit state.

When a plant is not designed to the relevant national earthquake requirements incorporating OBE and
SSE principles, it may be necessary to include risk arising from earthquake in the risk evaluation.
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A.6 Safety management

A.6.1 General

The risk assessment of any facility is based on the assumption that the plant is operated and maintained
in a systematic way by qualified personnel.

As a consequence, a fundamental assumption for the risk assessment is that procedures and programs
for training, maintenance, and operation exist and are implemented. This subclause addresses the basic
recommendations.

During e;Lgineering and construction, safety should be continuously scrutinised to guaranteehthe
appropriate safety level with regard to the hazard assessment.

The safety management, after design and construction, should include design considerations gnd
continuous reviews. Thus, QRA represents a tool to provide identification, priorities, and-guidancq to
develop operational documents and instructions concerning risk management.

For that r¢ason, preparation for plant operation should tackle the following points:
— develppment of plant operation, maintenance, and inspection procedures{operational procedurgs);
— personnel training;

— develppment of safety procedures, which integrate with thesgverall port emergency procedutes
[and international ship and port facilities security (ISPS) code, where relevant].

The Code|of Practice for LNG Facilities from the Nova Scotia, Department of Energy, as well as safety
managempnt system (SMS) for gas transmission infrasttucture and pipeline integrity management
system (P[MS) for gas transmission pipelines from the European Committee for Standardization (CEN),
may be referred to.

A.6.2 Operational procedures

After operfations and activities associated with hazards areidentified, the implementation of documented
procedurgs is necessary to manage the risks and to cover situations where their absence can lead| to
hazardous situations.

In additiop, it is advisable to implenient and maintain some controls, such as:
— operadtional controls, as.applicable to the organization and its activities;
— contrpls related topurchased goods, equipment, and services;

— contrpls related\to contractors and other visitors to the workplace.

The safety mahagement system (SMS) should include documents to ensure the effective plannipg,
operation
and safety ;
minimum required for effectiveness and efficiency).

Regarding the safety control system, itshould be designed and operated inaccordance with requirements
of IEC 61508 or IEC 61511. SIL requirements should be studied and evaluated to be consistent with the
required plant safety level.

The ESD signal processor should be SIL 2 or better.

A.6.3 Maintenance procedures

Each LNG terminal operator should have written maintenance procedures based on experience,
knowledge of similar facilities, and conditions under which the facilities will be maintained.
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Each LNGterminal operator should prepare awritten manual thatsets outaninspectionand maintenance
program for each component that is used in the facility.

Th

e maintenance manual for facility components should include the following:

The manner of carrying out, and the frequency, of the inspections and tests on every component and

its support system in service in the facility, to verify that the component is maintained in a

ccordance

with the equipment manufacturer recommendations, and in accordance with IEC 61508 for what

concerns safety integrity levels.

A description of any action that is necessary to maintain the facility in safe conditions.

Ea
fon

A.{
Th|

Op
pr¢

It g
on

Tra
an
ter
en

Op
WwW(Q

shguld take into account the backgreund of the individual. Re-training should be undertaken

1nt

Fo
du

All
LN
sit

A.(

All procedures to be followed during repairs on operating components while they are being
to ensure safety of people a property at the facility.

Ch facility operator should conduct the maintenance program in accordance with the writt
facility components.

b.4 Training

e plant should be operated in a safe efficient manner compliant with national healthand safety]|

bvention policy and the safety management system.

hould be ensured that any person developing tasks that can impact on health and safety is
the basis of appropriate education, training, or experience.

hining needs should be identified in order to provide training or take other actions to meet tk
] evaluate the effectiveness of the training or dction taken. Specifically, people engaged in
minal activities should be trained in the hazards and properties of LNG with particular af
ergency response procedures.

rk in a safe and competent manher under both normal and emergency condition. Initig

ervals and all records of training be kept.

Fmanagementand stafffraihing, schemes should be structured according to the individual e
Fies, and responsibilities within the organisation and should be independently validated.

people visiting@-gite for whatever purpose should be instructed in the hazards and prq
G; the depth to.which this training is undertaken should be appropriate to the level of invo
P operations.

h.5 Emergency for worst case scenarios

ThF

terminal operator is obliged by legislation to take all necessary measures to prevent majoj

F repaired,

bn manual

egislation.

erating practices and procedures should be compliant with theyrequirements of the majgr accident

ompetent

ese needs
any of the
tention to

eration and maintenance staff should-be trained in all aspects of their work to ensure that they can

| training
at regular

Kperience,

perties of
vement in

accidents

and to IImit thelr consequences 1or people and the environment.

It should be required that the operator draws up a document setting out his major-accident prevention
policy and ensures that it is properly implemented. The major-accident prevention policy established by
the operator should be designed to guarantee a high level of protection for people and the environment
by appropriate means, structures, and management systems.

Prior to starting operation, it should be ensured that the operator draws up an internal emergency plan,
including the measures to be taken inside the establishment, to supply to the competent authorities the
necessary information to enable them to draw up external emergency plans.
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The emergency plans shall be established with the objectives of:

— containing and controlling incidents so as to minimize the effects, and to limit damage to people, the
environment and property;

— implementing the measures necessary to protect people and the environment from the effects of
major accidents;

— communicating the necessary information to the public and to the services or authorities
concerned in the area;

— provifling for the restoration and clean-up of the environment following a major accident.

A.7 National regulations

National regulations, when available, should be prevailing and decide the framework for project
developmpnt. This annex (informative) gives basic principles criteria and/or main ‘requirement that
are of application for risk assessment studies in varied countries of the world, based on the versigns
available at the time this framework has been written (2011).

The reported information does not pretend to be exhaustive and only aims atilustrating with exampfles
different fequirements in definition of safety philosophy and risk criteria:;The examples listed belpw
are not td be reproduced/considered in an actual project. For an actual project, the full details of the
current rggulation should be adopted.

Tables A.{q to A.14 give some information from some regulationsylisted in alphabetical order.

Table A.6 — Regulations in Australia (1 of 2)

Australia Risk-based
New Southl Wales

ID/Referepce New South Wales Department of Planning
Risk contdur for Hospitals, schools, childcare, and elderly care facilities should be outside the 5 x 10-7
land use planning yT contour

Residential deyelopments including hotels and tourist resorts should be outside the
10-6/yr contour:

2

Commercial developments, offices, warehouses, and restaurants should be outside the
5 x 10<8/yr contour.

Sporting complexes and active open areas should be outside the 10-5/yr contour.

Industrial sites neighbouring hazardous sites should be outside the 5 x 10-5/yr contofr.

Societal
Other

Comment§
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