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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.

ISO collaborates closely with the International Electrotechnical Commission (IEC) on all m
electrotechnical standardization.

atters of

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria neede
d|fferent types of ISO documents should be noted. This document was drafted in accordance
eglitorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Aftention is drawn to the possibility that some of the elements of this documént'may be the s
pfatent rights. ISO shall not be held responsible for identifying any or all such patent rights. I
a
0

n the ISO list of patent declarations received (see www.iso.org/patents),

Ahy trade name used in this document is information given for thé.convenience of users and
c¢nstitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific te
expressions related to conformity assessment, as well\as information about ISO's adheren
World Trade Organization (WTQO) principles in the Technical Barriers to Trade (TBT), see www
ido/foreword.html.

This document was prepared by Technical Committee ISO/TC 46, Information and docuni
Stibcommittee SC 11, Archives/records managéinent.

This second edition of ISO/TS 16175-2 c€ancels and replaces ISO 16175-2:2011 and ISO 1617
which have been technically revised:tThe main changes compared to the previous editior
fqllows:

— functional requirements for' software that were previously provided in ISO 16175-2:7
[SO 16175-3:2010 have/been updated and consolidated;

— guidance on implementing software for digital records that was previously provided in
parts of the previaus edition of the [SO 16175 series has been updated and consolidated;

— in an updatedform, some generic content on implementing records systems (both di
analogue)ythat was previously provided in the now withdrawn ISO/TR 15489-2:2001 h
includedy

Allist ofall parts in the ISO 16175 series can be found on the ISO website.
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Anv-feedback or questions on this document should be directed to the user's national standar

body. A

complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

All organizations have at least one records system. Records systems are information systems which

capture,
elements

manage and provide access to records over time. Records systems can consist of technical
such as software, and non-technical elements such as policy, procedures and agents. Records

systems as a whole include the policy, processes, software and people that use and manage records.
Records systems exist in many variations: in paper systems, in software specifically designed to meet
functionality for managing records, or as business software which capture and manage records. This
document is focused on management of records in the digital environment, using software, but the

general

This doqument makes no distinction between software applications that are used for any businegs

purpose
the form

as one part of their functionality such as Contracts Management Systems, Case Management Systenjs
or transpctional systems. The term used throughout is therefore “software for managing recordg”,
which isfintended to encapsulate the totality of applications that manage records-as part of their usupl

function
evidence

and manpge records, whether within their own functionality or in combination with other application

Clauses 4 and 5 provide guidance on assessing the context of the organization and on scoping a project o
implemept software for managing records. Clauses 6 to 8 provide guidance on identifying requirements
for the fiinctionality of the software, including those for conversionf and migration. Clause 9 providés

guidancg

implemehtation review.

ISO 161
managi

rinciples and considerations apply whatever the environment.

and those applications specifically intended and designed to manage records. Exaniples pf
er include Enterprise Content Management Systems and applications which credte records

4

ng. Itis assumed that almost all business applications generates data thatis needed to serve as
of business activity for future reference and as such, among other things, need to create, stofe

n

on communication, training and change management:€lause 10 provides guidelines for pogt-

5-1 provides a set of model functional requirenments and associated guidance for software for
digital records.

Vi
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Information and documentation — Processes and
functional requirements for software for managing
records —

Part 2:
uidance for selecting, designing, implementing and
aintaining software for managing records

1] Scope

This document provides guidance for decision making and processes associated with the gelection,
design, implementation and maintenance of software for managing records, according to the principles
specified in ISO 15489-1.

This document is applicable to any kind of records system supported by software, includipg paper
ré¢cords managed by software, but is particularly focused on seftware for managing digital reqords.

his document provides guidance to records professionals charged with, or supporting the gelection,
psign, implementation and maintenance of systems forymanaging records using a variety of oftware.
can also provide assistance to information technology professionals such as solution arfhitects/
bsigners, IT procurement decision makers, business analysts, business owners and poftware
pvelopers and testers seeking to understand records requirements.

oo = a4

Normative references

2

The following documents are referied to in the text in such a way that some or all of their content
constitutes requirements of this decument. For undated references, the latest edition of the referenced
dpcument (including any amendments) applies.

140 30300, Information and,documentation — Records management — Core concepts and vocabulary

3| Terms anddefinitions
For the purpodses of this document, the terms and definitions given in ISO 30300 apply.
[0 and JE€/maintain terminological databases for use in standardization at the following addresses:

— _ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4 Assessing the organizational framework and context

4.1 General

Organizations have distinct cultures which usually affect their approach to managing records. These
cultures are part of the organizational context. Factors that impact the information culture of an
organization include:

— the values, attitudes and behaviours of organizational users;

© IS0 2020 - All rights reserved 1
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— the technical environment; and

— the societal and organizational requirements, including legislation and/or regulation, standards
and related policy containing requirements for managing records and outline compliance.

The organizational culture affects decisions on selection and implementation of systems and software
for managing records. Where an organization has a defined information governance framework, the
system for managing records should be integrated with the information governance framework.

Where software for managing records supports processes shared by multiple organizations,

informa

. T £ 4 1 1Jd 1 LA | Jq £ 1 H b Qo1 b P . | .
LU TUItUIrc 1dtiurs SHUUIU UC CUILISIUTTTU 1TUT T4AdUIl Ul 5dIIIZ4UIUIL - OCICULIUIL 4dlItd UCSIgIl

softward for managing records should be responsive to the needs of each organization. Responsibilif

and own|
insuchs

ership for managing cross-organizational systems and the rights in managing records.€reats
hared software environment should be clearly assigned.

Selectior} and design of software for managing records should be undertaken within an/rganization
framewdrk that defines the policies and responsibilities to be implemented, and the.records contr
elementq needed to scope the project. The following aspects should be considered during the plannir
stages oflany implementation:

— organizational records maturity;

— reco
— tech

— proj

rds controls;
hical environment; and

pCt scoping and resources.

4.2 Ornganizational records maturity

Assessin
of softw]

g organizational records maturity helps guide the selection, design and implementatic
bre for managing records. Undertaking-an assessment of organizational maturity enablg

benchmdrking of progress over time, and assessfnent amongst similar organizations.

The following elements contribute to assessing organizational records maturity:

— whe
resp|

— whe

ther strategic responsibilities for managing records are included in the senior manageme
pnsibilities;

ther records and their-management are considered explicit components of informatig

govgrnance,

— whe
arch

ther records funictionality is included as a core component of the enterprise informatig
itecture supporting technology development and deployment;

— the level at which responsibility is assigned to resource, enforce and monitor conformance wif
recoyds principles;

f

y
d

nl
bl

18

LS

nt

n

n

— the gvailability of trained users and operational users in designing, implementing and maintainir
software for managing records;

g

— the organizational culture and the extent of awareness of responsibilities for creating and managing

reco

rds within the organization;

— what policies, standards and guidance outlining records responsibilities and obligations have been
developed for the organization, whether they are current and whether they are compliant to the
relevant jurisdiction;

— whether records requirements have been incorporated into information governance frameworks
and all relevant organizational policies, standards and guidelines (for example privacy, information
security, or disaster recovery);

© IS0 2020 - All rights reserved
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— whether records have been linked to organizational and/or functional risk assessments;
— whether the key records controls are up to date and are available for use;

— what existing records systems are in place;

— links between existing records systems; and

— what support is available to users in understanding their records responsibilities.

[a i Y . | ’'. h |
43— Revcordscontrols

Records systems can be designed in many ways to support business, and more thafi\ohg records
system may exist within the organization as a whole. Records controls should be |devispd at an
organizational level whenever possible, so that they can be applied consistently to alltecordq without
constraining the organization to using a single software application. These records‘controls iflentified
irf ISO 15489-1:2016, Clause 8, should be developed prior to the implementation of a specific poftware
fdr managing records.

Records controls developed at organizational level can be used to develop more specific recordq controls
that can be supported by software to manage records which operate.at a smaller level - for pxample,
controls applying to a part of the organization, or relating to a specific function. The organfizational
r¢cords controls can form the design template from which the specific elements particularly puited to
the scope of the software implementation can be extracted, ordeveloped in further detail if ngeded.

4{4 Technical environment

4{4.1 General

The following subclauses address common: technical environments in which software for managing
r¢cords are deployed.

4.2 Paper environment

ganizational transactions<together in ways that reflect their formation. Paper files are [typically

4

Phaper records systems are often organized into files which physically group documents repifesenting
)

nlanaged and accessed through registers and indexes that are often automated using software.

4{4.3 Digital enviropnment

4|4.3.1 General

Many organizations now operate in a digital environment. While some paper records can still be
created ‘or*received, these are converted to digital form using digitization processes and the digitized
r¢cords are incorporated into the records system for processing. For guidance on digitizdation, see
I§0/7TR 13028.

In this environment, the main concern is to deploy software that supports the characteristics of
authoritative records (that is, authenticity, reliability, integrity and useability). It is also usually
important to enable the digital records (including their metadata) to persist beyond the lifetime of the
software application in which they were initially managed. At the same time, the resources to support
the management of digital records should be defined.

It is important that digital continuity be maintained. Software usually has a practical lifespan of about
5 to 10 years prior to major upgrade or replacement. Issues to be considered in addressing digital
continuity include:

— data which need to be considered as a record may no longer be stored and accessible in recognized
documentary form. Data fields in databases which provide evidence of transactions are records.

© IS0 2020 - All rights reserved 3
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Such

systems are often business applications which need to consider how to maintain the evidence

of business. On some occasions, structured metadata defined for particular industries can inform

thec
in th

onfiguration of metadata elements. Key to considering implementation of records requirements
ese environments is determining:

— what constitutes the evidence of the business;

— how to ensure that it is reproducible as presented to a user at a particular time;

— details of what changed; and

This|
1SO/

— Som

Docyments can be constantly changing, whereas records should be protected from unauthorisgd

chan

— docy
view
and

—  worl
and

thenpselves can be required as records, as can the results of those workflows - particularly approva

or ay

All proje
understg

— mec

— requ
anal

— juris
4.4.3.2

Cloud se
digital r
include S
the cloud
external
records

typically

when and who changed the data field contents.

should be done using the process of appraisal. For further guidance on apprdisal, s¢e
TR 21946.

g

e business applications enable storage of documents within their software boundarie

ges to ensure their evidential integrity.

ments can be composed of data, which can be stored separately anpd\represented as a sing|e
(document) when required. The capacity to store data and disaggregated content separately,
both separate to the media, requires implementing records contiols.

xflow tools may be used to support authorizations and approvals. Such tools often utilize links
bmail notifications, and act as connectors between specific'software. The workflow definitiorﬂs

S
[thorizations.

Cts which seek to implement fundamental change from paper to digital should comprehensively
nd the legislation, regulation and any rulings-on:

nanisms for asserting authenticity, such aselectronic signatures;

irements to define adequate processes to ensure the legal admissibility of digital copies pf
bgue records; and

dictional requirements to retain certain physical records after digitization.

Cloud computing environment

rvices are increasibgly being used to provide storage and flexible access to software arld
bcords. Multiple Options exist for procurement and deployment of cloud services. Options
oftware as a'service, software with a browser-based user interface and storage of records In
. For recor@s;this “as a service” approach usually involves storage of digital records on servefs
to the-organization. As products emerge which are designed for the cloud environment,
softwiare functionality is increasingly being made available as a service. At present this |is
aecess to a single proprietary set of functionality or software providing records functionalitly.

Over ti

e it is nn‘rir‘ipn‘rpd that smaller and smaller bundles of functionality will be made available as

services,

allowing clever implementations to build the required records processes and functionality

from multiple different service applications.

In this e

nvironment, in addition to the issues of authenticity and sustainability, organizations need

to consider jurisdictional rules around data sovereignty, network security and developing adequate
contractual and technical frameworks to guarantee an adequate level of service. Requirements relating
to the end of the service and migration from one platform to another need to be addressed when

initiaitin
services

g service agreements. Risk assessment tools supporting decisions on adopting cloud-based
are available in a number of jurisdictions.
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4.4.3.3 Web-based collaborative software

Software for managing records can be available as web-based software which organizations deploy
flexibly on demand as the organization size and requirements change. Such software can involve
multiple agents, including those external to the organization - for example, suppliers or providers
of services. Both parties use the same software to document transactions and communications.
Considerations for records in this technology environment include the following.

— Who is responsible for managing authoritative records?

XALL 1 1o
—t VVIIO OWIIS UIC I'CCOrdrs

—+ Who is the designated custodian of the system, to manage controls such as securitypérmissions,
access rights, etc.?

— Can the system support extraction of records that have to be incorperated into |different
organizational systems?

— What happens to the data at the end of contracts? Contracts may befor the software lidence, for
storage, for services or for the business activity.

Ak with cloud-based systems, issues around jurisdictional rules relating to data sovereignty,|network
s¢curity and adequate contractual and technical frameworks to ‘guarantee adequate levels of service,
should be considered.

4{4.4 Hybrid environment

Records are increasingly being "born digital". The option to print these documents to paper arfd return
tq the paper environment is sometimes advocated{as an interim stage on the way to more fully digital
nmanagement environments. Where records arereceived in paper form but the organization's responses
are created in digital form, the environment/s known as "hybrid" - simultaneously contairling both
ppper and digital records.

Diifferent approaches to this complextenvironment exist. There are compromises in each gpproach
which should be assessed against specific organizational needs. Approaches include the followjing.

— Maintaining separate systems for digital records and paper records (e.g. managing emails and their
attachments in the mailsystem and managing paper files in another system). If possible| uniform
records controls such as business classification schemes should be standardized acrosd the two
technical environments to minimize the pain of a user having to access two or more|discrete
systems.

— Creatinga'master"structureinthe software which establishesuniquelogical containersreferencing
both digitdl'and paper records with the location and format of the record referenced as aseparate
mediatype.

4{5 “\Project scoping and resources

Consideration of the issues discussed in 4.1 to 4.4 enable the project to be scoped. Software for
managing records may be implemented to serve different requirements, varying from supporting
records in specific business software, to software for managing records to support part or all of the
organization. The boundaries of the project should be identified.

Initially, the project should define its boundaries in relation to the business.

— Will the software support the whole organization or parts of the organization? Specify which
business functions, activities or organizational sections to be included in the project.

— Are the existing business processes to be automated, or is there opportunity to re-define business
processes impacting records creation and maintenance?

© IS0 2020 - All rights reserved 5
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How is the software going to be used? For example will it be a standalone software, or will records
be incorporated into an existing, or planned new, business system, or will an interface between
specific software for managing records and business systems be used?

Who will use and interact with the system? What constraints or opportunities does this present?

Once the boundaries have been established, knowledge of the business functions and activities
undertaken by those areas within scope is essential. This involves:

In definihg the scope of a project, an initial assessment of resources and capacity which may affect the
project ghould be undertaken. Where software for managing records are beifig-assessed, these mgy
include:

commencing an appraisal process with a scope defined by the project boundaries;

See |SO/TR 21946 for guidance on records appraisal processes. If applicable, results of previ01lls
apprtfaisal processes conducted within the organization may be reused.

identifying existing business or software for managing records currently in use which may require

Busjnesscontext: Someorganizationsmayberequiredtoconformto $trategicdirectionsestablishgd
by other parties, for example, government departments can be requited to follow jurisdiction-wide

in a predlctable manner when these variables change Estabhshmg approprlate software system
performance criteria will define the necessary technology resources for performance-critical
business processes to run smoothly. Performance criteria should be developed by taking into
account the functional requirements and metadata requirements of records processes and records
controls to meet organizational records requirements. (Further considerations are documented in
ISO/TR 14105).

Budget: All costs associated with implementing the software should be identified. This includes
costs for selection and initial configuration, in addition to change management and training
associated with initial implementation. Ongoing costs should be identified and assigned beyond a
specific project budget allocation. These costs include ongoing training and support.

© IS0 2020 - All rights reserved
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— SKill capability: Implementing software for managing records involves:
— organizational capability and skills in relation to business analysis;
— understanding the organizational context and records maturity;
— identifying and assessing the available technology products;

— technical skills to implement and administer the software;

— specialist records skills to design and implement records controls within the software; and

— significant change management resources.

5/ Determining a project methodology

5|1 General

Ithplementing a project to introduce software for managing records ¢an-be undertaken at
lgvels of complexity. An implementation methodology should be detérmined to suit the proj¢
and the scope of the software being implemented.

Alproject management methodology is commonly used to manage the project itself. The met
chosen should be appropriate for the scope of the project. Ferfurther information, see ISO 215

ost organizations have a well-established preference foxr. a particular project methodology.

M
Regardless of which technology implementation method is selected, each depends on si
amounts of prior work in:

— developing records controls (see ISO 15489-1);

- identifying configuration models (Clause 7); and

- defining training and change management needs (see Clauses 8 and 9)

wn

be Annex A for further information on this topic.

5|2 Defining stakehaolders

Pt
—

hplementing a software for managing records can involve many different professionals both
ahd external to amorganization. Identifying these stakeholders, their expectations, and det
their role is integral to successful implementation.

et

nternal stakeholders may include:

— project managers who may not always need specific records experience, but may spe

different
bct scope

hodology

00.

pnificant

internal
brmining

rialize in

project management itself;

— IT professionals who may be responsible for technical deployment of software, end-user

assistance, etc.;

— senior management who are concerned with strategic direction, project progress against timelines,

deliverables and budget;

— individual business unit managers who are required to assign user resources at particular stages of a
project, for example when requiring business inputinto the design of the records controls, determining

user requirements or when any technology implementation is affecting their business area;

— legal professionals who can be required to assist in contract negotiations as well as ensu
legal requirements for the business are adequately met in the software; and

© IS0 2020 - All rights reserved
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— user/business representatives who are required to interact with the software and be affected by its
implementation.

External stakeholders may include:

— clients or customers who may be impacted by changed user experience and technology use;

— Dbusi

ness service providers who may have their interaction with the organization changed;

— auditors or other professional service providers who may require independent access to systems; and

— exte

Fnal software vendors who may be involved in software development or configuration.

Strategids for engaging with stakeholders should be devised. These may include involvement inprodu
selectior], input into configuration decisions and user acceptance testing.

6 Detprmining and managing functional requirements

6.1 Daveloping functional requirements

Function

describe

Functional requirements should be developed, or selected, to reflect,business activities and end-us

services
analysis

in addition to technical requirements, as a tool to evaluate@nd select technology. Work proce
and business analysis may be required to establish.the broader organizational function

requirenpents which are appropriate.

al requirements specify the functionality that the selected software should provide. They
what should be done at present and what developments ake desirable into the futur

o

br
ES
hl

Functional requirements should be formally defined. They’should include key records concepts arjd
processes and may include technical requirements in terms of data, system performance, security arjd
maintairfability requirements for the system. All regutirements should be defined at a level of detdil

which is

sufficient for system design or selection-to proceed. All requirements should be measurab|

and testgble and closely linked to business needs-and records requirements.

Defining
that has

specific {
for mana
claimed

configur
meets th

Selecting
function
records,

6.2 C

plready been done which will minimize the time and effort required to develop organizatio

functional requirements. As organizations may have other requirements which need furth
htion or additional saftware functionality, it may be necessary to ensure that the software st
E certification critéria.

h] requirements. For a set of model and minimum functional requirements for managing digit
including digital records in business systems, see ISO 16175-1.

siderations for defining functional requirements

the functional requirements forian organization should reference any jurisdictional work

unctional requirements. Where a jurisdiction has a product certification scheme for software
ging records,. an organization can assume that any certified software product will meet the

software that)creates or manages digital records should be done in line with defingd

le

23
11

Software can be used to support records processes and principles in different ways. In some cases,
functionality to manage records can be built into key business applications. Alternatively, independent
software for managing records may be required in the organization. The type of software needed
should be determined strategically and should be conformant with a broader enterprise information
architecture.

Functional requirements should not only consider records specific requirements but also seek to assess:

— user interface or how the user experiences the software;

— capability of the software to interface or integrate with existing key organizational business
software;
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— capability to effectively manage import and export of records and metadata;

— capability to trace the development of the current state of the record over time, such as when it was
changed, by whom, what was changed and previous values; and

— where the software is positioned in relation to market trends.

Functional requirements are usually rated by importance - for example, as mandatory, conditional
or optional. The range, level of depth and level of obligation of functional requirements should be
determined according to the organizational records requirements.

6{3 Managing functional requirements

Il an organization, functional requirements for records may be formed as a standard, guidance or
anual. It is possible to re-use already existing functional requirements for differenttypes of Joftware.
Iinctional requirements can:

= 5

— be the source of criteria for evaluating software's capability to satisfy the organization'§ records
requirement;

— contribute to development of use cases tailored to organizational requirements;

— contribute to development of test cases or test scripts against which to evaluate the sofftware in
demonstrations;

— contribute to the enterprise information architecture\by providing a model that maps the|strategy
for implementation of software for managing records;including the migration paths and infegration
to existing software;

— Dbe expressed as a report recommending overall software design components;

— identify future requirements to enhance'interoperability between software; and

- identify implications for licensing and ongoing maintenance.

Flinctional requirements should he documented by records professionals and managed as a record and
r¢viewed regularly. They should be used by records professionals, IT experts, technicians, and other
stakeholders, in system design\and implementation.

Staff with professional records skills may not have the words "records professional” in their|job title.
Specialist staff of this kind may have a wide variety of different job titles. Where organizations do
npt have records professionals on their staff it is strongly recommended that external conpsultants
wjith professional records skills are engaged whenever organizations are embarking on prpjects to
ithplement soffwdre for managing records.

7| Defermining configuration

7 1 Conoral

Fay
x aCTICTOr

Software may be developed specifically to meet organizational requirements, or software which is
available “off-the-shelf” can be used. Many implementations will use software available “off-the-shelf”
which is then configured to reflect the records controls and business rules for records defined by the
organization.

Configuration decisions affect how the records controls and other features will operate within the
software for managing records.

Options for configuration can vary depending on the software implemented. Configuration decisions
determine how the organizational records controls and business rules are to be operationalized within
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the software for managing records. Configuration decisions may also affect whether software meets
certification requirements relevant to the organization.

If the software for managing records is intended to be available more widely than its initial
implementation, or if its scope of application is expanded in the future, then software should be
designed to enable this scalability. By planning for the possibility of further implementation at the
design stage, configuration decisions can be made that will enable expansion without compromising
the original data and project scope.

7.2 1 portance of documentation of conficuration decisions
(=g

Informatiion technology professionals have introduced the notion of configuration management to kedp
records pf changes to configurations introduced over time. A configuration plan should defing"what
specific ¢lecisions have been made at the initial implementation of the software for managing records
and shoyld track all changes and modifications to that configuration introduced to deal with particular
requirements over time.

Knowing what the records controls and business rules are and how the software has been set up ¢r
configurpd is critical for:

— the yser interface (what the user sees and how they interact with the software);
— stanfardization and consistency in applying rules;
— howlthe records controls and records requirements are implemented;

— identifying metadata dependencies (for example, when thepopulation of a metadata element religs
on information stored as a table elsewhere in the software);

— intefoperability (which requires standard configuration to enable consistent metadata mappirg
between different software);

— busihess continuity and being able to recreate'records controls in cases of software corruption; arjd

— defiing appropriate import and exporteapabilities for the software at various stages in its life, byt
partjcularly to support migration.

7.3 Configuration decisions & Areas of configuration

7.3.1 (General

"Off the |shelf" softwareyean come with a standard configuration, or require extensive set up ard
configurption. Configuration decisions are those that are required to establish the organizationpl
controls|and business rules. This is different to customisation which usually involves one-qgff
programming toxsupport functionality required by an organization. Every organization needs to do
configurption‘in-order to set up software for managing records. Each organization should determine ifs
own reqhirements, bearing in mind that the more software is specifically tailored to organization, the

1 FEaia e PN N Q B rad i I £ a3 Barad
more dlf u,uutu“) CarrotT \,u\,uuut\A COTIT appry g auxtvv arcapETautss

Specific software comes with its own requirements for configuration. Where configuration decisions are
required for software for managing records, these should be the responsibility of records professionals.
While outsourcing of configuration decisions to implementation partners is commonly undertaken,
the implementation decisions should be carefully reviewed and authorized by records professionals
within the organization to ensure that the appropriate decisions are made for the organization and are
consistent with professional best practice.

Records controls are instruments which should be developed to assist in meeting records requirements.
Core records controls have been identified in ISO 15489-1:2016, Clause 8. Records controls include:

— metadata schemas for records;
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— business classification schemas;
— access and permission rules; and
— disposition authorities.

Configuration should determine how the implementation supports all, or some, of the entities defined for
managing records, which have been defined in ISO 23081-2. Different options are available in different
software, so identifying how the software manages entities required for managing records is needed.

In pari—ir‘n]nr’ r‘nnfignrqfinn decisions about the Fnl]nv\ring records entities are needed:

— which entities will be managed within the software, and which by other organizational software;

— records aggregations: defining what records aggregations will be permitted or enabled by the
software;

— agents (both internal and external users): how agents will be managed within the softwarie;

— business processes: does the software assume that reflections of busift€ss process will be managed
as a business classification scheme, or is there another way of defining this;

— therelationship between the entities (for example, which agents.ereated which records usipng which
business processes); and

— optionally, the entity “Mandates” can be configured t6, document the authority for records, how
business processes operate (such aslegislation, regulation orlocal business rules), or resporlsibilities
of agents (such as delegations).

Typically, configuration is needed in the following.areas:
— user interface;

— the degree of automation that will becsupported;

— the use of workflow or other toeols;which enhance the routing of work through the organization;
— the automatic capture of records process metadata;

— integrations with other éxisting business software (if needed or cost effective); and

— application of recerds specific rules.

7|3.2 Records-aggregation

I1} paper-based records systems, individual records are typically linked together and toggther the
lihked set‘of records creates a file which is then managed as an aggregation. Software for managing
r¢cords,often allows management of individual records (commonly referred to as docujnents in
s¢ftware). The definition of relationships between records then becomes a matter to be detprmined.
Spmetimes software reflects the hierarchical notions of a file or a folder. Software may nof use the
notion of fixed aggregation known to records professionals, but provide alternative mechanisms for
grouping. Metadata tagging can enable many different ways of grouping records together. This needs
configuration depending on the capabilities of the specific software. Critical for ensuring records that
retain their core characteristics over time, is the ability to reconstruct linked actions and events.

Transactions within business software can be the record of action. How transactions are grouped into
aggregations determines how adequately the accountable history of action can be traced. This may be
done via many mechanisms, including common identifiers or linked transactions. If links are used, they
should be persistent over time and potentially outside the software itself.
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Determining how the specific software achieves appropriate grouping and aggregation, by fixing levels
of aggregation (files, folders, case, etc.), by defining the depth of a hierarchy and/or other means, should
be defined. Linked to aggregations should also be user permissions and functionality (see 7.3.7).

7.3.3 Agents (Users)

A common configuration decision involves how to manage users (a category of agents in ISO 23081-2)
within the software. Options can include decisions on whether to integrate the software for managing
records with other organizational software to manage users. Often this is an integration with tools

onal d a a ALD den management sg A e g

such as qrga thentication software

providing single sign on permissions to a range of organizational software.
Most agdnts given permissions within the software are internal to an organization. Where §oftwat
is shared beyond the organization, external agents may be given permissions within thé |softwar
Managinlg the registration and allocation of permissions to agents should be done acCording to
managed process and be monitored over time to ensure that permissions expire or aré\removed whe
appropriate.

5 o P oo

In softwjre for managing records, users need to be carefully managed to ensute that they are always
linked tq the appropriate organizational group, and that their roles are mdintained over time - thiis
means that once a user changes role within an organization, the software-naintains the permissiorlis
and role fhat was current when they were creating and using records.

The management of data on individual users should link those dndividuals to the dates they were
responsiple for performing particular roles. This data should‘niot be overwritten when the rolés
of indiviflual users change. The users are often configured with their roles and permissions defingd
within the software for managing records itself, to ensure this link between the records, permissions
and theif current role.

7.3.4 Business process

Knowing what business was being undertaken-at a certain point of time, by which user, is key to
interpreting and understanding the records-gver time. Different software employs different means pf
capturing this type of information.

It can befinherited from linked softwdre, for example, where the software for managing records is made
interopefable with case management software, or financial management software. The module nange
of the litked software may defihe the business being done. A workflow which automates a particular
process, [for example, processing requests for approval for agents leave, may provide the appropriafe
business|link.

Softwarg specifically-designed for managing records often uses a business classification scheme fo
provide this level oflinkage to business, particularly when the business process itself is not inherent]y
supportdd by the‘software for managing records.

Determihing how the system captures some level of detail about what business action is being
undertakemand how this is reflected in the software metadata are often a configuration decision.

7.3.5 Metadata schema for records

A metadata schema for records should always be maintained separately to the specific implementation
to enable the particular configuration to be understood and consistency to be applied when defining
how records are managed within multiple business software. A metadata schema defines key metadata
elements for all entities included within the organization and should be used as a key source document
for any configuration. A metadata schema will define mandatory metadata elements for each defined
entity and it will also define specific encoding schemes relevant to particular metadata elements
(for example, vocabulary controls to support identifying document or record types). For guidance on
developing metadata schema for records, see ISO 23081-2 and ISO 15489-1:2016, 8.2.
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While specific software may be able to manage metadata schema within their own discrete software,
this does not negate the need for a separate metadata schema as records are created in multiple
software. Defining how the software for managing records will use and deploy a metadata schema
defined is a core component of configuration.

7.3.6 Business classification schemes

Business classification schemes are a method of linking records to the business being undertaken as the
record is created. It is a core records control, particularly for paper-based records systems and software
S pr‘ifir‘nl]y dpcignpr‘] for managing records. Business classification schemes are often ::pp]ipd as a way
of defining hierarchies of records aggregations and ensuring consistency in naming. AS discussed
above, there are other options for identifying the business being done. Different software|will use
d|fferent methods to determine how to reflect the link to business which is critical to records fintegrity
ahd interpretation. Business classification schemes can support the development and/implenjentation
of disposition authorities (see 7.3.8).

3.7 Access and permission rules

7

N([)t all records should be available to all users. Determining the required degree of security and access
controls is specific to each organization and is a key records control;-Business classification|schemes
ay be used to help manage access and permission rules.

1]
The existing access and permissions rules (see ISO 15489-1:2016, Clause 8) can be configyred into
software for managing records in many ways. The core of\this is ensuring that the right ugers have
bgen assigned permissions suited to their current role and*that this is carefully managed as bpth roles
ahd organizations change. How, and where, this is defined will be specific to each software application.
Permissions are typically the ability to add record afiid/or records aggregations (that is folderg, etc.), to
change individual records, to restrict or permit 6thers to see or work on records, to share outside the
organization, or to delete records.

3.8 Disposition authorities

7

Aldisposition authority is a key recerds control which defines the range of processes associdted with
re¢tention, destruction and/or transfer of records. Software implements this in many differgnt ways.
Ope of the most effective metheds is to link this tool to a business classification scheme, so that|a default
d|sposal period is assigned-from the authorized disposition authority when the record is crepted and
assigned a business classification. Workflows defining an approval process for implementatipn of the
provisions of the dispesition authority can be configured. The rules for each organization shou|d reflect
thhe needs of that organization, so this is an area that should be configurable in an implementation.

713.9 User interface

Software for'managing records should support configuration of the user interface. This defermines
wihat aparticular user will see and how they will interact with the software itself. Views of the|data can
ofteri'be designed to support the business done by that user, by clever use of business classification and,
a¢cess and permissions. T

Different software has different capabilities to support how records are presented, through techniques
such as portals, links to home pages, or short cuts devised to make interaction with the software as
intuitive and non-invasive to working as possible. Designing and configuring good user interfaces
to software for managing records and making them easy to use is a critical determinant in how well
software will be accepted by end-users.

7.3.10 Supported automation

Associated with good end-user experience is the degree to which the software for managing records
can be configured to support maximum automation, and where in the records processes this can be
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introduced by the specific software. For example, maximizing automatic metadata capture on individual
records will minimize the need for end-users to fill in templates with required records metadata.

Much of the metadata needed for records purposes can be automatically assigned through configuration,
for example by linking users with business processes, by integration with records creating software,
by inheriting metadata values from software defaults, etc. Defining how a specific implementation of
software enables automation of various records processes is done during the configuration stage.

7.3.11 Supported automation tools

Many software for managing records products have integration to other supporting tools such as too|s
for workfflow management. Workflow technology helps to route business actions to the next steplin|a
work prqcess. Closely aligned are tools that support approval processes.

Where workflow or other automation tools exist, these need to be configured to support,the particular
implemeptation and local work practices - for example, the routing of documents to a supervisor after
an initia] assessment process can be configured into an automated routine. Definiig those routings
should He based on a work process analysis (see ISO/TR 26122). Building these routines into the
softward is usually done during the configuration stage.

7.3.12 Automated capture of records process metadata

Records [process metadata define the events and actions taken on the individual record and records
aggregatfion. The records process metadata are clearly defined in‘standards (see ISO 23081-2). These
requirenjents need to be identified early and techniques deployedito ensure that the appropriate event
metadatd are automatically created.

Many software applications consider this to be audit trail metadata. While there is a relationship,
audits trhils tend to record all events in a chronologicallog while records events need to be assigned fo
a specifi¢ entity or object. Records professionals should ensure that software manages records process
metadaty in ways that are appropriately linked te the specific entity and object, and which can be
isolated for investigation when needed, for alerting inappropriate use/access, and for export at the erld
of softwdre life.

7.3.13 Integration needed to other, existing business software

Specific [software designed to manage records can support other business applications. How the
organization regards software“for managing records in relation to the organization's enterprisge
architecfure defines what jntegrations, interfaces or transfer procedures are appropriate to deplqy
between| software. Software’for managing records may interact with other business software using
applicatipn programming-interfaces (APIs), etc.

Determining what ‘integrations are necessary, for example, essential to email applications, but npt
so essenfial to_the/financial management software, is part of the configuration as it is here that the
decision$ for integration are implemented.

HardwirpdJntegrations using software to software metadata mapping is quite common, but care |n
defining these is needed, as they may have to be rebuilt continuously with each software upgrade. More
flexible options in configuration for integration should be pursued.

7.3.14 Applicable records-specific rules

Many local business rules for records exist within each organization. These should already have been
identified, or, if not, organizational practice should be defined. Determining how local rules will be
implemented in the specific software for managing records is done at configuration. These include:

— Version control protocols (determining what, and how, versions will be identified and managed);
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— Defining document types (for example minutes, forms, letters, etc.). Document types are common
groups of records that have the same management requirements, or rules for version control, etc.;

— Naming conventions (for example, agreed use of abbreviations, control of synonyms, etc.);and

— Templates (identifying organizational templates and style sheets commonly used to produce various
document types and enabling them to be invoked as appropriate within the software).

8 Determining requirements to migrate and convert records

Records migration is the movement, usually by replication, of data (including documents,fegords and
nletadata) from one instance of software to another. Records conversion is the process\of dltering a
r¢cord's format. Common instances of migration and/or conversion include:

— Records may be migrated from one instance of software into another;

—+ Records may be migrated between an instance of software in one organization and the same, or a
different, instance of software in another organization, (for example, when organizations resfructure,
or when a business function is transferred between one organization'and another); and/or

— Records can be converted from one format to another for integration into the software, forjexample
by digitization.

Those records that are part of a continuing business action aré‘sometimes referred to as active records.
Stich active records should be migrated into any new systémto enable the business action to ¢ontinue,
or alternative arrangements for continued access to the old system may be needed to ernable the
completion of the business action. Where records are deemed inactive, that is, when the initial|business
a¢tion required has been completed, the appraisalptocess will guide decision making about migration
and/or conversion.

In} some cases, older software will cease operations. Appraisal processes will define business needs for
cdntinuing access to records in older software and disposition rules will define which record§ need to
b¢ retained. Decisions about what records to leave in older software, and which records to mligrate to
new software is a core part of implemeéntation planning.

Ifrecords are to be migrated from other software to the new software, this requirement neg¢ds to be
carefully documented and planned. Planning for migration and /or conversion processes should include
identification of locatiom; ‘\wolumes, classification schemes, metadata requirements, existgnce and
Idcation of duplicates, feriats, information security requirements and retention periods.

Flirther guidance oh.eonversion and migration is available in ISO 13008.

9 Commumication, training and change management

91 General

[90454891—+outlnesthe needtoranorganizationtoimplementatraininsand-changemadagement
readiness program for all agents who create records or use a records system. Such programs are
required for on-going purposes, but are also essential to support implementation of software for
managing records. The success or failure of a software implementation is often dependent upon the
user acceptance of new technologies and resulting changes in ways of doing their work.

The training and readiness for change management programs should ensure that the functions
and benefits of managing records are widely understood in an organization. In addition to specific
training on operating a technology based system, such training provides an opportunity to reinforce
organizational knowledge about records policies, procedures and processes, giving agents an
appreciation of why they are required. Training will be most effective when it is tailored to the needs of
particular groups of agents, or in some cases, individual agents.
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9.2 Communications

Implementing software for managing records changes the way people undertake their day to day work.
Strong, effective and clearly defined communications outlining intentions, progress and expected
timelines for software implementation project can engage end-users and assist in acceptance of change.

Different communications styles may be adopted to different stakeholder groups, and stakeholder
groups may be engaged at different points in the project implementation. Timely communication should
be devised to inform those affected about when to expect change.

9.3 Trpining program requirements

An organization should assign responsibility for implementing and managing its records(training
and chaijge management program to a manager at a suitable level and should resource the program
adequatdly.

The purpjoses and benefits of attending training include the following:
— to erjable agents to competently operate any software used in undertaking their work;
— to mpke agents aware of changes, threats and risks and how to work to-prevent them;

— to byiild awareness that records quality assurance and cyber security are more than just concermns
for the IT department;

— to understand the legal and policy context of records quality dssurance roles;
— to protect the organization and its records assets;

— toerfable all agents to be accountable for requirements; policies, practices, roles and responsibiliti¢s
for managing records;

— to erjable creation, capture and managementtxecords to be built into daily operation and business;
— to understand best practice and case studies from other organizations; and
— to sypport organizational learning.

An orgarjization may choose to us€ athird party supplier to provide some or all of its records training.

A formal training program should be linked to organizational policies and procedures to ensure
managerhent commitment.te-the program.

The traihing program<should be ongoing and include training on requirements, policies, practice
change management roles and responsibilities for managing records as core competence for all agents.

[72)
<

Training| on creation, capture and management of records should be built into existing training
programfs in relation to daily operations where possible and include all involved in management pf
records.

The training can be delivered in various ways and can be incorporated into existing programs. In all
options, training should be supported and promoted by senior managers.

9.4 Change management readiness
To implement effective change management, the following steps may apply.

— Gathering data and assessment of major changes specific to records system implementation. For
example:

— changes in the way the business create records;
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— changes regarding the ownership of records;

— changes regarding the operational policy and process;

— changes regarding the technology that supports the management of records;
— changes regarding the way records are managed; and

— changes on how agents need to understand records, and how to trust records.

— Identify areas of change and ensure that they are planned for and incorporated into the change
management program supporting a software implementation project. For example:

— disposition authorities are being reviewed and updated;

— the retention period associated with various records are updated;
— related metadata schema are reviewed and updated;

— technology configurations and settings are changed; and

— inform users of changes and offer training if required.

— Designate changes controls which ensure that changes are' introduced in a controlled and
coordinated way, review and approve the change management program, conduct changg¢ control
assessment, and review authorization for changes. For éxample:

— update the records metadata schema makingyit mandatory for users to populat¢ certain
metadata fields.

— reconfigure the software for managing records to ensure it can capture and manage|any new
metadata required; and

— train users on the new records system.

— Devise strategies to support software roll out (where necessary), which may include:
— nominating specific key, users to be a point of contact for assistance;

— scheduling regulap*help" sessions in workplaces; and

— floor walking by functional experts to support individual users.

— Evaluate and report the impact of a change management program and give feedback tp update
training.

— Reflect and adjust knowledge and skills to create adaptable agents.

95 ,Evaluation and review

This mceludac agaliation o d woavinag of beating santbhoade ~o oot e bhanafite oo chan e
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management readiness.

Evaluation of the program is based on subsequent successful operation of the implemented software.
This may require assessment of individual performance measurement against the level of training
undertaken, and operational audits of the software in business unit, or across the organization. The
program may also monitor and record agent's skills levels against the requirements set out in the
training program.

The effectiveness and efficiency of the records training, communication and readiness for a change
management program will be enhanced if they are regularly reviewed and reports provided to senior
management through the organization's usual channels.
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The level of trainee satisfaction with courses and other activities provided should also be assessed.

It is important that the result of evaluation and review of training programs are followed by any
necessary adjustments to the programs, and that updates are provided to those already trained.

10 Post-implementation review, monitoring and assessment

10.1 Post-implementation review

Evaluati¢n of implementation through post implementation review, monitoring and assessment of-the
operatiof of the software for managing records are key components of a successful project. Resgurcgs
should bg assigned beyond the immediate scope of the implementation to enable these procesSgs’to he
undertalen.

All software implementation projects should be reviewed after completion to assess.the success, ¢r
any shorfcomings of the implementation. Such reviews aim to identify what could be'done better, what
problem$ remain after the implementation is complete, and any improvements-which remain to he
implemehpted after the formal project closure.

The review process performs an analysis, comparing the software for _managing records with the
functionpl requirements as an established benchmark. When undertaking the review, it is important
to consider the broader system environment including business rules, ‘processes and related physicpl
or digita] systems, not just software functionality, as some recordstequirements may be satisfied vja
supportipg infrastructure mechanisms rather than by the softwdrpe itself.

All findings from the post implementation review should pro¥ide feedback into the next iteration of the
design sflage for implementation.

Post implementation reviews for software for managing records can be helpful if done at different
intervald. These may be:

— immlediately after the implementation of a fecords system;
— after a defined period of operation; and

— aftey a significant change to the records system.

10.2 M¢nitoring

Monitorihg is a continuousptacess of assessing the functionality of software for managing records and|a
way to identify success,problems or deficiencies in software. Monitoring can be undertaken at two levels:

1) Monjtoring as a,routine part of the overall records program. This type of monitoring is base
on an existing)records policy. Monitoring involves the assessment of a records system again
requirements of the existing policy and the determination of the compliance of the system wif
meeting'policy requirements.

>4 a

2) Monitoring the ongoing software upgrade, iIncluding:
— upgrade from physical (manual) records system to software for managing records;
— upgrade between versions of a software system; and
— upgrade from one application to another.

The monitoring during software upgrade should cover all the stages of software implementation
(planning, designing, installation, use, etc.). Any phase of the software implementation should have
key performance indicators (KPIs) that provide an indication of the success of each phase of software
upgrade.
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