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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical commlttees Each member body interested in a subject for WhICh a techmcal committee has been

established
non-gov nmental in liaison with 1SO, also take part in the work. 1SO collaborates cIoser W|th tr
Internatignal Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part'2.
The mair) task of technical committees is to prepare International Standards. Draft International Standarg
adopted py the technical committees are circulated to the member bodies for votingPublication as 4§
International Standard requires approval by at least 75 % of the member bodies casting-a vote.

In other [circumstances, particularly when there is an urgent market requirement for such documents,
technical [committee may decide to publish other types of document:

O Publicly Available Specification (ISO/PAS) represents an agreément between technical experts
O working group and is accepted for publication if it is approved by more than 50 % of the membe

— anl
an |

6O Technical Specification (ISO/TS) represents an agreement between the members of a technic
ittee and is accepted for publication if it is approved\by 2/3 of the members of the committee castir

An ISO/HAS or ISO/TS is reviewed after three years'in order to decide whether it will be confirmed for
further thyee years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS
confirmed, it is reviewed again after a further.three years, at which time it must either be transformed into §
Internatiognal Standard or be withdrawn.

Attention|is drawn to the possibility that'some of the elements of this document may be the subject of pate
rights. ISD shall not be held responsible for identifying any or all such patent rights.

ISO/TS 14907-2 was prepared by Technical Committee ISO/TC 204, Intelligent transport systems.

This secqnd edition cancels-and replaces the first edition (ISO/TS 14907-2:2006), which has been technica
revised.

ISO/TS 14907 consists of the following parts, under the general title Electronic fee collection — Tg
procedurgs forwser and fixed equipment:

and

IS

IS

9

is
n

ly

st

— Part 1. Description of test procedures

— Part 2: Conformance test for the onboard unit application interface

iv © 1S0O 2011 — All rights reserved
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Introduction

This part of ISO/TS 14907 describes tests that verify OBU conformance of implementations of functions and
data structures for EFC applications.

© 1SO 2011 — All rights reserved \"
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TECHNICAL SPECIFICATION ISO/TS 14907-2:

2011(E)

Electronic fee collection — Test procedures for user and fixed
equipment —

P

art 2:

IS

Gontormance test 1or the onboard unit application interrac

This part of ISO/TS 14907 describes tests that verify on-board unit (OBU) conformance of implemen
functions and data structures, as defined in the implementation coenformance statement 4

functions (C.1-C.2), an example is given for testing of a complete EFC. tranisaction (C.3).

The scope of this part of ISO/TS 14907 comprises definitions of OBU conformance assessment tests

Scope

0O 14906:2011, for electronic fee collection (EFC) applications. Aftercthe’tests of isolated data i

basic dedicated short-range communication (DSRC) L7 functionality,
EFC application functions,

EFC attributes (i.e. EFC application information),

tations of

ased on
ems and

of

the addressing procedures of EFC attributes and (hardware) components [e.g. integrated cir¢uit cards

(ICC) and man-machine interfaces (MMT1)],

the EFC transaction model, which defines the common elements and steps of any EFC transactipn, and

the behaviour of the interface so as to support interoperability on an EFC-DSRC application
level, see Figure 1.

©

ISO 2011 — All rights reserved
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RSE OBE

Application process Application process
Attributes (e.g. PaymentMeans, :___ | Attributes @E_Pa_yae_ntrlle_an_s_ _________ . _—I
VehicleDimensions, ...) | VehicleDimensions, ...) Scope of this |
‘ _ ADU | ‘ _ Technical |
ActionType (e.g. debit, set MMI, | ActionType (e.g. debit, set_MMI, S ificati |
transfer_channel, ...) I transfer_channel, ...) peciiicaton I
I I I o |
GET NotifyApplicationRSU GET NotifyApplicationOBU |
SET | SET |
ACTION EndApplication | ACTION RegisterApplicationOBU |
.request .confirm RegisterApplicationRSU | .response .indication DeregisterApplication |
DeregisterApplication L Jl
T-ASDU — T-ASDU
DSRC DSRC
applicafion I I-Kernel | | I-Kernel | application
laye layer
T-Kernel | T-APDU | T-Kernel |
Kernel Kernel
Figure 1 — The EFC application interface
The purppse of this part of ISO/TS 14907 is to define tests that
— asseps OBU capabilities,
— asseps OBU behaviour,

— serve as a guide for OBU conformance evaluation and type approval,

— achie

ve comparability between the -results of the corresponding tests applied in different places

diffenent times, and

— facili

Whereas
Annex C,
suite for 4
to be defi
the follow

— smal

ate communications between parties.

this part of ISO/TS14907 defines examples of test cases for DSRC and EFC functionality

it does not intend-to specify a complete test suite for a certain implementation. To compose a te]
specific EF€ implementation, the test cases may have to be modified and new test cases may ha
hed and added in order for the conformance test to be complete. It can be useful to take into accou
ing considerations when defining a complete test suite

range: “exhaustive testing” of critical interoperability/compatibility features,

n
st

e
nt

— large range: testing of boundaries and random values, and

— composite types: testing of individual items in sequence or parallel.

Figure 2 shows the overall procedure of conformance testing.

© 1S0O 2011 — All rights reserved
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Figure 3 gives a more detailed picture of the interface between the entity performing the conformance test and
the supplier of the Device Under Test (DUT). By the EFC application specification, the implementation
conformance statement pro forma and the implementation extra information for testing pro forma the supplier
is requested to provide the DUT (OBU), containing the Implementation Under Test (IUT), as well as the
documentation needed to perform the tests. More details on the content of the different documents are given
in Clause 5 on OBU and supporting information.

NOTE 1

The Device Under Test contains the Implementation Under Test.

DUT (OBU)

It is outsi
— perfd

— robu

Entity p_e_cf_o_rming
conformance test

rmance,

supplier

EFC application specification

Implementation conformance statement pro forma

Implementation extra information for testing pro forma

Personalized OBU (DUT)

User's manual for the OBU (DUJ)

Implementation extra informationfor testing (IXIT)

Figure 3 — Documentation DUT supplier

e the scope of this part of ISO/TS(14907 to define tests that assess

stness, and

— reliability of an implementation.

NOTE 2
of EFC eq

NOTE 3
circuits(s)

ISO/TS 1490%-1 defines test procedures that are aimed at assessing performance, robustness and reliabil
Llipment and\systems.

The ISO/IEC 10373 family of International Standards defines test methods for proximity, vicinity, integrate¢d
Cards\and related devices that may be relevant for OBUs that support such cards.

ty

Annex D provides an informative overview of Japanese OBE conformance tests that are based on

ISO/TS 14907 suite of standards, in order to illustrate how these can be applied in practice.

© 1S0O 2011 — All rights reserved
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2 Normative references

:2011(E)

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

ISO 14906:2011, Electronic fee collection — Application interface definition for dedicated short-range

communication

EN 12834, Road transport and traffic telematics — Dedicated short-range communication (DSRC) — DSRC

application layer

3| Terms and definitions
For the purposes of this document, the following definitions apply.

3N

access credentials

data that is transferred to on-board equipment (OBE) in order to establish the claimed identity of a
equipment (RSE) application process entity

[1I8O 14906:2011, definition 3.1]
NPTE The access credentials carry information needed to fulfil LacCess conditions in order to perform the

on the addressed element in the OBE. The access credentials\can carry passwords as well as cryptograg
nformation such as authenticators.

w

2
ction

nction that an application process resident at:th€ roadside equipment (RSE) can invoke in order to
n-board equipment (OBE) execute a specific operation during the transaction

oW

—

50 14906:2011, definition 3.2]

33
attribute

pplication information forméd)by one or by a sequence of data elements, and that is managed by
ctions used for implementation of a transaction

(O

—

50 14906:2011, definition 3.3]

w

4
ithenticator

ata appended to, or a cryptographic transformation of, a data unit that allows a recipient of the da
prove th&source and/or the integrity of the data unit and protect against forgery

o Q

[180~14906:2011, definition 3.4]

roadside

operation
hic based

make the

different

ta unit to

3.5
channel
information transfer path

[ISO/IEC 7498-2:1989, definition 3.3.13 and ISO 14906:2011, definition 3.5]

3.6
component

logical and physical entity composing an on-board equipment (OBE), supporting a specific functionality

[ISO 14906:2011, definition 3.6]

© 1SO 2011 — All rights reserved
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3.7
contract

expression of an agreement between two or more parties concerning the use of the road infrastructure

[1ISO 14906:2011, definition 3.7]

3.8
data inte

grity

property that data has not been altered or destroyed in an unauthorised manner

[ISO/IEC

3.9
element
(DSRC) g

[ISO 149

3.10

impleme
statemen
stating w

3.1

impleme
documen
an impler

3.12

impleme
statemen
informatiq
testing er

3.13

impleme
documen
informatiq

3.14
on-board
equipmer
the OBU
NOTE

3.15

/4938-2:1989, definition 3.5.271 and 15O 14906:2011, definition 5.10]

irectory containing application information in the form of attributes
D6:2011, definition 3.11]
htation conformance statement

I made by the supplier of an implementation or system claimed to conferm to a given specificatio
hich capabilities have been implemented

=}

htation conformance statement pro forma
, in the form of a questionnaire, which when completed for an implementation or system becomes
nentation conformance statement

htation extra information for testing
I made by the supplier or an implementer~of an IUT which contains or references all of the
n (in addition to that given in the implementation conformance statement) related to the IUT and its
vironment, which will enable the test laboratory to run an appropriate test suite against the IUT

htation extra information for testing pro forma
, in the form of a questionnaire, 'which when completed for an IUT becomes an implementation extfa
n for testing

equipment
t located within-the’vehicle and supporting the information exchange with the RSE, it is composed pf
and other subd-units whose presence are considered optional for the execution of a transaction

Adapted from ISO 14906:2011, definition 3.13.

on-boarg

unit

minimum
support 0

component of an on-board equipment (OBE), whose functionality always includes at least the
f the DSRC interface

[1ISO 14906:2011, definition 3.14]

3.16
roadside

equipment

equipment located at a fixed position along the road transport network, for the purpose of communication and
data exchanges with the on-board equipment (OBE) of passing vehicles

NOTE

Adapted from ISO 14906:2011, definition 3.16.

© 1S0O 2011 — All rights reserved
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3.17
service
(EFC) road transport related facility provided by a service provider, normally a type of infrastructure, the use of

W

hich is offered to the user, for which the user may be requested to pay

[ISO 14906:2011, definition 3.17]

3.

18

service primitive
(communication) elementary communication service provided by the application layer protocol to the

:2011(E)

a

[l

N
by

tqg
(H

of

[ g

te

ransaction model

pplication processes
50 14906:2011, definition 3.18]

DTE The invocation of a service primitive by an application process implicitly calls upon and ‘Uses servig
the lower protocol layers.

19

Il service provider
FC) legal entity providing to his customers toll services on one or more toll domains for one or mor
vehicle

50 14906:2011, definition 3.23]
DTE 1 In other documents the terms issuer or contract issuer may be used.

DTE 2  The toll service provider may provide the OBE or may.provide only a magnetic card or a smart card
th OBE provided by a third party (like a mobile telephone and,a SIM card can be obtained from different partie

DTE 3  The toll service provider is responsible for the\operation (functioning) of the OBE.
20

ansaction

hole of the exchange of information between the roadside equipment (RSE) and the on-board €
DBE) necessary for the completionof\an electronic fee collection (EFC) operation over the DSRC
50 14906:2011, definition 3.24]

21

nctional model describing the general structure of electronic fee collection (EFC) transactions

50 14906:2041 definition 3.25]

22

es offered

e classes

fo be used

5).

quipment

ster

C

ISO/TS 14907

mbination of equipment and processes which is able to perform conformance tests according to tTis part of

3.

23

user
entity that uses transport services provided by the service provider according to the terms of a contract

NOTE Adapted from ISO 14906:2011, definition 3.26.

©
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4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply throughout the document unless
otherwise specified.

41
ADU
Application Data Unit

4.2
APDU
Applicatign Protocol Data Unit

4.3
AP
Applicatign Process

4.4
ARIB
Associatipn of Radio Industries and Businesses

NOTE ARIB (www.arib.or.jp) is based in Japan.

4.5
ASCII
Americar| Standard Code for Information Interchange

4.6
AVI
Automati¢ Vehicle Identification

4.7
BST
Beacon Service Table

4.8
cf
confirm

4.9
DSRC
Dedicateql Short-Range €ommunication

4.10
DUT
Device Uhder, Test

4.1
EID
Element Identifier

412
EFC
Electronic Fee Collection

413

FTP
File Transfer Protocol

8 © 1SO 2011 — All rights reserved
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414
ICS
Implementation Conformance Statement

4.15
I-Kernel
Initialization Kernel

4.16
IID

ISO/TS 14907-2:2011(E)

Infvoker Tdentifier

a7
ind
indication

4118
Iyt
Implementation Under Test

[0 9646-1]

419
IXIT
Implementation eXtra Information for Testing

4120

Ll

Layer 1 of DSRC (physical layer)
4121
Lp
Layer 2 of DSRC (data link layer)

4[22

Ly

Application Layer Core of DSRE
23

D
bgical Link Control-Identifier

— s

24
| C
pgical Link.Control

— s

4125
LPDU

LLC Protocol Data Unit
4.26

Ma

ManufacturerID

[EN 12834]

4.27

MAC
Medium Access Control

© 1SO 2011 — All rights reserved
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4.28
MMI
Man-Machine Interface

4.29
n.a.
not applicable

4.30
OBE

On-Board Equipment

4.31
oBU
On-Board Unit

4.32
ORSE
Organization for Road System Enhancement

4.33

|:’a,b,c,d
Profile

[EN 1337)2, EN 12834]

EXAMPLHE Pg denotes Profile 0.

4.34
PDU
Protocol PData Unit

4.35
PoC
Point of Gontrol

4.36
PoO
Point of Qbservation

4.37
PPDU
Physical Layer Protocol’'Data Unit

4.38
PrwA
Private Window Allocation

[EN 12795]

4.39

PrWRq

Private Window Request
[EN 12795]

4.40

req
request

10
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4,

41

rs
response

4.

42

RSE
Roadside Equipment

4,

43

SAM

ISO/TS 14907-2:2011(E)

S

ECUre Application Module

44
APDU
ansfer-Application Protocol Data Unit

45
ASDU
ansfer-Application Service Data Unit

46
Kernel
ansfer Kernel

47
Il
affic and Traveller Information

48

ST
Ehicle Service Table

following:

OBU and supporting information

ne supplier shall provide the OBU,i.e. the DUT, and the associated information including:

= layer 7 services that are implemented in the OBU;

- OBUs personalized torbe-able to perform tests according to the ICS and IXIT as defined in 5.1 and 5.2,
respectively. At least,five samples shall be submitted for test. More samples may be needed [if several
different data structures and data contents are required in the tests;

- user's manualyfor the OBU, which shall include instructions how to handle the equipment, |and may
include further detailed information about the protocol functions;

- implementation conformance statement according to 5.1. The ICS shall include statements regarding the

©

— EFC functions (action types) that are implemented in the OBU,;

— whether or not data elements are used;

implementation extra information for testing according to 5.2. The IXIT shall, if applicable, include:

— a statement regarding which layer 2 services shall be used to transfer the L7 services (and EFC

services);

— a description of security calculations in the OBU including a specification of the encryption algorithm

used;

ISO 2011 — All rights reserved
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— values of the test Master Keys for calculation and verification of OBU security data such as
authenticators and access credentials.

The supplier should also provide configuration/personalization equipment for the OBU if that ensures effective
testing.

51 ICS

The ICS is a statement made by the supplier that claims conformance to a certain specification. The ICS
states which capabilities have been implemented in the specifications. It also states possible limitations in the
implementation of the specification.

This Techinical Specification describes testing of implementations according to the following standardss
— EN 12834;
— IS0 [14906:2011.

Annex A tontains the ICS pro forma that shall be used for the ICS.

5.2 IXIr
The IXIT fis a statement made by the supplier or an implementer of an IUT which contains or references all pf
the informpation, in addition to that given in the implementation conformangce statement, related to the DUT and
its testing environment. The IXIT enables the test laboratory to run an appropriate test suite against the DUT

In this Technical Specification, the IXIT specifies the services in the lower communication layers that shall he
used to perform the services to be tested. These services.are described e.g. in EN 12795, EN 12253 and
EN 13372.

The IXIT [shall also contain further information and describe algorithms and procedures that are not specifigd
in the abgve standards but are prerequisites to perform the testing. Example of such information is:

— cont¢nt of the ApplicationContextMark in the VST,

— calcylation of access credentials in.DSRC services;

— use ¢f ReturnCode in DSRC_LZservices and EFC functions; and
— calcylation of authenticators in EFC functions.

Annex B fontains the X1 pro forma that shall be used for the declaration of the IXIT.

6 Testing requirements

6.1 Conceptual test architecture

A remote test method shall be used for the conformance test of OBUs (DUT). Figure 4 shows the conceptual
testing architecture of tester and DUT. The conformance test is only related to the implementation of the DUT.

The PoC, which is the point where the test events are controlled, shall be implemented inside the tester on the
interface between the application layer and the application process.

The PoO, which is the point where the occurrence of test events is to be observed, shall be implemented

inside the tester on the interface between the application layer and the application process. The PoO must
also interface the data link layer since some tests require observation of the behaviour on this layer.

12 © 1SO 2011 — Al rights reserved
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The PoC and PoO are characterized by a set of ASPs, according to the specifications of the tests. The test
events observed at the PoO may be supplemented by information provided by other sub-units, e.g. MMI or an
IC card if available with the DUT.

Tester DUT (OBU)
Test Test control .
observation process PDU ImpIementaItL|Jo1[1 under test
process (IUT)
APDU
Application layer (L7) D — - Application layer (L7)
LPDU
Data link layer (L2) -~ — Data link layer-(L2)
Physical layer (L1) Physicaltayer (L1)
DSRC - Link

Figure 4 — Conceptual architecture ‘of the conformance test

6|2 Conformance test system

The conformance tests shall be performed under controlled conditions by using a test system acgording to
Flgure 5.

PaC/PoO
Test control and Application and @
observation proeess data link process
Beacon
Test
report Tester
DUT

Figure 5 — Test facilities
6.2.1 Functionality of tester

6.2.1.1 Reference beacon

The beacon shall be a transparent physical layer interface for DSRC according to European or International
Standards, which means it shall be able to operate standardized data profiles of DSRC links. A simple beacon
may be used which will only send and receive frames to or from the DUT. The communication is controlled by
the application and data link process of the tester.

© 1S0 2011 — All rights reserved 13
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Beacon parameters, e.g. the transmitting power, shall be adjustable by the tester.

6.2.1.2 Application and data link process
The tester shall be able to operate the communication link in real time according to data link layer functionality

of European or International Standards. The process shall provide the connection to the test control and
observation process and shall control the sending and reception of frames to and from the beacon.

6.2.1.3 Test control and observation processes

The test [control and observation processes shall be implemented on an appropriately equipped computer
system. The processes shall comply with the definitions of the application and data link layers defined by
Europearn or International standards and shall be able to generate test suites in reference to ISO 14906. The
control priocess shall provide functionality to configure the test-bed, to generate test suites and to perform test
suites.

EXAMPLHE Test suites may be generated in plain ASCII format and may be retrieved by the real-time control process
via FTP.

While thg tests are being performed, all events shall be observed by the PoO process. All results shall e
documented, visualized and be made available for detailed analysis.

6.2.2 Copnformance testing

The tests|performed by the tester shall be able to concentrate on ERC4communication protocol aspects, whi¢h
are:

— initiajization phase (BST-VST exchange);

— application layer services according to EN 12834;

— EFClJfunctions and services according to 1ISO 14906:2011;

— EFC|data and parameters used according+to ISO 14906:2011; and
— trangaction phase (logical sequence).

The DUT|shall be operated in a controlled environment according to the manufacturer's instructions.

All test stiites shall be generated corresponding to the specification of the manufacturer, which shall descrije
the behayiour of the DUT\in' terms of expected messages from the beacon and intended answers from the
DUT. Thg¢ communication'sequence shall be unambiguously defined. The test generation tool shall be able to
check the messages\against the European or International DSRC standards. All events of a DUT are storgd
by the tegter.

The test puites ‘generated shall strictly correspond to the European or International DSRC standards and fo
ISO 14906:2011

The results of the tests shall only be related to the IUT of the DUT. Only the correctness of the implementation
shall be tested, and any assessment of performance, robustness or reliability is excluded. The results of the
tests shall be able to provide confidence that the DUT works according to ICS, the underlying DSRC
standards and to ISO 14906:2011, within the scope of the performed tests.

6.3 Test documentation

The test documentation shall provide comprehensive information of the used tester, the DUT, the tests carried
out, and the gathered test results.
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https://standardsiso.com/api/?name=503b6be29a80f1014ebe975ca8357ed0

ISO/TS 14907-2

6.3.1 Tester
All relevant information and specifications of the used tester shall be documented in the test report.

The ICS and the IXIT shall be provided by the manufacturer or supplier of the DUT. The ICS and

:2011(E)

IXIT shall

describe all the capabilities and limitations of the DUT according to Annex A and Annex B, respectively.

6.3.2 Test methods and test cases

A test suite is required which covers all implemented and specified functions of the DUT to be tested

based on

between IUT and specification, including the referenced standards.

liite.

tgster.

6{3.3 Testresults

verdict shall be given: passed, inconclusive or failed. The results of all test cases shall form the con
tgst report.

the provided ICS and IXIT. Completeness and correctness of the test suite is required to verify, donformity

The test suite is separated in test groups; each test group consists of a number of test cases. The tgster shall
provide a tool which enables the user to specify the test suite and which provides documentation qgf the test
s

The user-defined test suite should be automatically translated in a computer form which is executalple by the

Epch test case carried out shall be documented by the test geheration equipment. For each test case, a

formance

© 1SO 2011 — All rights reserved
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Annex A
(normative)

Implementation conformance statement pro forma

The forms in this annex shall be completed by the supplier of the DUT (OBU) to state conformance to

applicablg-parts-in-EN-12834(DSRCLFstandard)-and+SO-14006:2044-

When thg forms are completed (i.e Tables A.1-A.44), this annex will form the ICS that shall be submitted fo
the test Igboratory before start of the tests.

A.1 Ildgntification of OBU supplier

Table A.1 — Identification of OBU supplier form

Company

Postal adfiress

Telephon

%

Contact person

E-mail address

A.2 ldentification of OBU

Table A.2 —'ldentification of OBU form

Brand

Type, Verlsion
ManufactLrerID

EquipmentClass

Serial numbers of supplied units

A.3 DSRC-application layer implementation

A.3.1 Declaration of application layer features

The EN 12834 (DSRC L7) implemented functionality shall be declared by completing Table A.3.
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Table A.3 — EN 12834 functionality

Feature(s) Status Implemented Restrictions or other
Yes/No/n.a. comments
T-KE Fragmentation/defragmentation optional/mand.
Concatenation/deconcatenation optional/mand.
Multiplexing/demultiplexing optional/mand.
Fragmentation 1 octet mand.
header 2 octets optional/mand.
3 octets optional/mand.
Service GET optional
Primitives SET optional
ACTION optional
EVENT-REPORT |mand.
INITIALIZATION mand.
HKE optional/mand.
Tlimer T (second) 255/0-255
UID for INITIALIZATION.req broadcast/ private
NPTE “/” means selecting any number or feature; “n.a.” means “not applicable”.

Al.3.2 Detailed L7 services statement

br each implemented L7 service, the corresponding table below shall be completed (i.e. Tables A.4-A.11).
ne information is used to control the tests*ofthe service.

=

Al3.2.1 INITIALIZATION

Table A.4 — INITIALIZATION.req, BST

Data Element Pata Type Used/Not used, Restrictions
rsu BeaconID

time Time

profile Profile

nmandApplications ApplicationList

nonmandApplications ApplicationList, OPTIONAL

profilel ist SEQUENCE (SIZE (0..127....)) OF Profile

Table A.5 — INITIALIZATION.rs, VST

Data Element Data Type Used/Not used, Restrictions
profile Profile

applications ApplicationList

obeConfiguration ObeConfiguration

© 1SO 2011 — All rights reserved 17
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A3.22 GET

Table A.6 — GET.req

Data Element

Data Type

Used/Not used, Restrictions

eid

Dsrc-EID

accessCredentials

OCTET STRING OPTIONAL

iid

DsrcEID OPTIONAL

attrldList

AttributeldList OPTIONAL

If access|credentials are used, the algorithm for how to calculate these shall be described in the IXIT,

Table A.7 — GET.rs

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

attributeligt AttributeList OPTIONAL

ret ReturnStatus OPTIONAL

A.3.2.3 (SET

Table A.8 —<SET.req

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

accessCrgdentials OCTET STRING_ OPTIONAL

attrList AttributeList

iid DsrcEID OPTIONAL

If access[credentials are-used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.9 — SET.rs

Data Element Data Type Used/Not used, Restrictions

eid Dsrc-EID

iid DsrcEID OPTIONAL

ret ReturnStatus OPTIONAL
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Table A.10 — EVENT-REPORT.req
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Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN
eid Dsrc-EID
eventType EventType
cessCredentials OCTET STRING (SIZE (0..127...))
OPTIONAL
gventParameter Container OPTIONAL
iig DsrcEID OPTIONAL

Iflaccess credentials are used, the algorithm for how to calculate these shall be described in the IXIT

Table A.11 — EVENT-REPORT.rs

Data Element Data Type Used/Not usedyRestrictions
elid Dsrc-EID

iid DsrcEID OPTIONAL

ret ReturnStatus OPTIONAL

A.4 EFC Functions

completing Table A.12.

Al4.1 Declaration of EFC functions implemented

Table A.12 — EFC Functions

The ISO 14906:2011-implemented EFC functions (DSRC L7 ACTION-services) shall be deglared by

HFC function
Yes/No

Implemented

Restrictions and remarks

ET_STAMPED

ET_STAMPED

ET_SECURE

ET_SECURE

ET_INSTANGE

ET_INSTANCE

ET_NONCE

laolonlaolnd ol o

=T AMAMOE
CT_INUNUL

TRANSFER_CHANNEL

COPY

SET_MMI

SUBTRACT

ADD

DEBIT

CREDIT

ECHO

© 1SO 2011 — All rights reserved
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A.4.2 Detailed EFC functions statement

For each implemented EFC function, the corresponding table below shall be completed. The information is

used to control the tests of the function.

A.4.21

GET STAMPED

Table A.13 — ACTION.rq (GET STAMPED)

| I°°d.ant useod—Restrictions

Data Elermpent

Data Tyunae.
ey P

mode BOOLEAN = TRUE
eid Dsrc-EID
actionType ActionType =0

accessCrgdentials

OCTET STRING OPTIONAL

actionParpmeter GetStampedRq ::= SEQUENCE {
attributeldList AttributeldList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
iid DsrcEID OPTIONAL

If access|credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.14 — ACTION.rs (GET.STAMPED)

Data Elerpent Data Type Used/Not used, Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL

responseParameter

GetStampedRs::= SEQUENCE{
attributeList  AttributeList,
authenticator OCTET'STRING }

ret

ReturnStatus OPTIONAL

The algotlithm for calculation of the_ authenticator shall be described in the IXIT.

A.4.2.2 (SET STAMPED
Table A.15 — ACTION.req (SET STAMPED)
Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN = TRUE
eid Dsrc-EID
actionType ActionType =1

accessCredentials

OCTET STRING OPTIONAL

actionParameter SetStampedRq::= SEQUENCE {
attributeList  AttributeList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
iid DsrcEID OPTIONAL

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

20

© 1S0O 2011 — All rights reserved



https://standardsiso.com/api/?name=503b6be29a80f1014ebe975ca8357ed0

ISO/TS 14907-2:2011(E)

Table A.16 — ACTION.rs (SET STAMPED)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responseParameter OCTET STRING
ret ReturnStatus OPTIONAL
The algorithm for calculation of the authenticator in the responseParameter OCTET STRING] shall be
déscribed in the IXIT.
Al4.2.3 GET SECURE
Table A.17 — ACTION.req (GET SECURE)
Data Element Data Type Used/Not used,Restrictions
nmpode BOOLEAN = TRUE
eid Dsrc-EID
actionType ActionType = 2
accessCredentials OCTET STRING OPTIONAL
actionParameter OCTET STRING
iid DsrcEID OPTIONAL
Iflaccess credentials are used, the algorithm for how to calculate these shall be described in the IXIT
Table A.18.— ACTION.rs (GET SECURE)
Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
résponseParameter OCTET,STRING
ret ReturnStatus OPTIONAL
The content in the~tesponseParameter OCTET STRING shall be described in the IXIT.
Al4.2.4 SETFSECURE
Table A.19 — ACTION.req (SET SECURE)
DataEterment DataType Used/Notused; Restrictions
mode BOOLEAN
eid Dsrc-EID
actionType ActionType = 3
accessCredentials OCTET STRING OPTIONAL
actionParameter OCTET STRING
iid DsrcEID OPTIONAL
If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.
©1S0 2011 — All rights reserved 21
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The content in the actionParameter OCTET STRING shall be described in the IXIT.

Table A.20 — ACTION.rs (SET SECURE)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING OPTIONAL

ret

ReturnStatus OPTIONAL

The contgnt in the responseParameter OCTET STRING shall be described.

A.4.2.5

GET INSTANCE

Table A.21 — ACTION.req (GET INSTANCE)

Data Element Data Type Used/Not used,-Réstrictions
mode BOOLEAN = TRUE

eid Dsrc-EID

actionType ActionType =4

accessCrgdentials

OCTET STRING OPTIONAL

actionParpmeter GetlnstanceRq ::= SEQUENCE {
posOfFirstinstance INTEGER(0..255),
posOfLastinstance INTEGER(0.:255),
attributeldList AttributeldList}

iid DsrcEID OPTIONAL

If access|credentials are used, the algorithm*for how to calculate these shall be described in the IXIT.

Table’A.22 — ACTION.rs (GET INSTANCE)

Data Element Data JFype Used/Not used, Restrictions
eid DsresEID
iid DsrcEID OPTIONAL

responseParameter

GetlnstanceRs::= SEQUENCE (0..127....) OF

SEQUENCE {
attributeld INTEGER(0..127....),
attributeValues Container::=OCTET
STRING }

ret

ReturnStatus OPTIONAL

22
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Table A.23 — ACTION.req (SET INSTANCE)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =5

accessCredentials

OCTET STRING OPTIONAL

actionParameter

SetinstanceRq::= SEQUENCE {
posOfinstance INTEGER(0..255),
attribute Attributes}

DsrcEID OPTIONAL

Iffaccess credentials are used, the algorithm for how to calculate these shall bé described in the IXIT

Table A.24 — ACTION.rs (SET INSTANCE)

Data Element Data Type Used/Not used, Restrictions
ed Dsrc-EID

ig DsrcEID OPTIONAL

responseParameter NONE

rgt

ReturnStatus OPTIONAL

Al4.2.7 GET NONCE

Tdble A.25 — ACTION.req (GET NONCE)

Data Element Data Type Used/Not used, Restrictions
npode BOOLEAN = TRUE

gd Dsrc-EID

actionType ActionType = 6

dccessCredentials

OCTET STRING n.a.

actionParameter

NONE

i

DsrcEID OPTIONAL

Table A.26 — ACTION.rs (GET NONCE)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING

ret

ReturnStatus OPTIONAL

© 1SO 2011 — All rights reserved
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A.4.2.8 SET NONCE

Table A.27 — ACTION.req (SET NONCE)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =7

accessCredentials

OCTET STRING n.a.

actionParpmeter

OCTET STRING

id

DsrcEID OPTIONAL

Table A.28 — ACTION.rs (SET NONCE)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

id DsrcEID OPTIONAL

responseParameter NONE

ret

ReturnStatus OPTIONAL

A.4.2.9 [TRANSFER CHANNEL

Table A.29 — ACTION.req (TRANSFER CHANNEL)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =8

accessCredentials

NONE

actionParpmeter ChanhelRq ::= SEQUENCE {
channelld ChannellD,
apdu OCTET STRING }
iid DsrcEID OPTIONAL

Table A.30 — ACTION.rs (TRANSFER CHANNEL)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responseParameter ChannelRs ::= SEQUENCE {
channelld ChannellD,
apdu OCTET STRING }
ret ReturnStatus OPTIONAL
24 © 1SO 2011 — Al rights reserved
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Table A.31 — ACTION.req (COPY)
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Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =9

accessCredentials

OCTET STRING OPTIONAL

actionParameter

CopyRq ::= SEQUENCE {
destinationEID INTEGER(0..127....),
attributeldList AttributeldList, }

DsrcEID OPTIONAL

flaccess credentials are used, the algorithm for how to calculate these shall b& described in the IXIT

Table A.32 — ACTION.rs (COPY)

Data Element Data Type Used/Not used, Restrictions
ed Dsrc-EID

ig DsrcEID OPTIONAL

responseParameter NONE

ret ReturnStatus OPTIONAL

Al4.2.11 SET MMI

Table A.33 — ACTION.req (SET MMI)

Data Element Data Type Used/Not used, Restrictions
nmpode BOOLEAN
elid Dsrc-EID
actionType ActionType = 10
accessCredentials NONE
actionParameter SetMMIRq ::= INTEGER {
ok (0)
nok (1)
contactOperator (2)
reservedForFutureCENUse (3..127)
reservedForPrivateUse (128..255)
} (0..255)
iid DsrcEID OPTIONAL

© 1SO 2011 — All rights reserved
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Table A.34 — ACTION.rs (SET MMI)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter NONE

ret ReturnStatus OPTIONAL

A.4.2.12 [SUBTRACT

Table A.35 — ACTION.req (SUBTRACT)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType = 11

accessCrgdentials

OCTET STRING OPTIONAL

actionParpmeter

SubRq::= SEQUENCE {
attributeld INTEGER(0..127....),
value INTEGER }

iid

DsrcEID OPTIONAL

If access|credentials are used, the algorithm for how to caleulate these shall be described in the IXIT.

Table A.36 — ACTION.rs (SUBTRACT)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

id DsrcEID OPTIONAL

responseParameter NONE

ret

ReturiStatus OPTIONAL

A.4.2.13 |ADD
Table A.37 — ACTION.req (ADD)
Data Elerment DataType Used/Not usedRestrictions
mode BOOLEAN
eid Dsrc-EID
actionType ActionType =12

accessCredentials

OCTET STRING OPTIONAL

actionParameter AddRq::= SEQUENCE {
attributeld INTEGER(0..127....),
value INTEGER }

iid DsrcEID OPTIONAL

26
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Table A.38 — ACTION.rs (ADD)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responseParameter NONE
ret ReturnStatus OPTIONAL
Al4.2.14 DEBIT
Table A.39 — ACTION.req (DEBIT)
Data Element Data Type Used/Not used,Restrictions
npode BOOLEAN = TRUE
ed Dsrc-EID
actionType ActionType = 13

ccessCredentials

OCTET STRING OPTIONAL

ctionParameter

DebitRq ::= SEQUENCE {
debitPaymentFee PaymentFee,
nonce OCTET STRING,
keyRef INTEGER(0..255)>}

DsrcEID OPTIONAL

access credentials are used, the algorithm for how to calculate these shall be described in the IXIT

Table A.40 — ACTION.rs (DEBIT)

debitResult  ResultFin,
debitAuthenticator OCTET
STRING }

Data Element Data'Type Used/Not used, Restrictions
ed Dsrc-EID

ig DsrcEID OPTIONAL

responseParameter DebitRs::= SEQUENCE {

bt

ReturnStatus OPTIONAL

The algorithm for calculation of the authenticator shall be described in the IXIT.

© 1SO 2011 — All rights reserved
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A.4.2.15 CREDIT

Table A.41 — ACTION.req (CREDIT)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN = TRUE

eid Dsrc-EID

actionType ActionType = 14

accessCrgdentiafs

OCTET STRING OPTIONAL

actionParpmeter CreditRq ::= SEQUENCE {
refund  PaymentFee,
nonce  OCTET STRING,
keyRef INTEGER(0..255) }
id DsrcEID OPTIONAL

If access|credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.42 — ACTION.rs (CREDIT)

Data Elerpent Data Type Used/Not used;-Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL

responseParameter

CreditRs::= SEQUENCE {
creditResult ResultFin,
creditAuthenticator OCTET

STRING }

ret

ReturnStatus OPTIONAL

The algofithm for calculation of the authenticator’shall be described in the IXIT.

A.4.2.16 [ECHO

Table A.43 — ACTION.req (ECHO)

Data Element Data.Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType = 15

accessCrgdentials NONE

actionParpmeter

OCTET STRING

iid

DsrcEID OPTIONAL

Table A.44 — ACTION.rs (ECHO)

Data Element Data Type Used/Not used, Restrictions

eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING

ret ReturnStatus OPTIONAL
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Annex B
(normative)

Implementation of extra information for testing

The forms in this annex shall be completed by the supplier of the DUT (i.e. OBU) to define extended

f notionalibz and naramatar cattinac that ara nacaccarns faor narfarmina thao tacte
ReHORAHYaRepPaiaeterSetRgsatare-He Fy—torpeHorRgtRetests:

When the forms are completed (i.e Tables B.1-B.11), this annex will form the IXIT that shall be sulmitted to
the test laboratory before start of the tests.

B.1 Identification of OBU supplier

Table B.1 — Identification of OBU supplier

ompany

ostal address

ontact person

d
=
Tlelephone
¢
B

-mail address

B.2 Identification of OBU

Table B.2 — Identification of OBU

rand

anufacturerlD

B
Tlype, version
N
B

quipmentClass

Yerial numbers on.supplied units

B.3 DSRC L1 Implementation

B.3.1 DSRC L1 standards / specifications

Table B.3 — DSRC L1 standards / specifications

Standard/Specification Restrictions and remarks
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B.3.2 DSRC L1 parameter settings

Table B.4 — DSRC L1 parameter settings

Parameter Setting

B.4 DSRC L2 Implementation

B.4.1 DBRC L2 standards/specifications

Table B.5 — DSRC L2 standards / specifications

Standard/fspecification Restrictions and remarks

B.4.2 DBRC L2 services implemented for transferring of \.7 APDUs

Table B.6 — DSRC L2 services implemented for transferring of L7 APDUs

L7 APDU DSRC L2 service implemented
INITIALIZATION.req
INITIALIZATION.rs
GET.req
GET.rs
SET.req
SET.rs
ACTION.1eq
ACTION.{s
EVENT_REPORT.req
EVENT_REPORT.rs

B.5 Security Implementation
B.5.1 Security standards/specifications

Table B.7 — Security standards/specifications

Standard/specification Restrictions and remarks
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B.5.2 Calculation of access credentials

Table B.8 — Calculation of access credentials in different L7 services

L7 service Algorithm for calculation of access credentials
GET.req

SET.req

ACTION.req
HVENT_REPORT.req

B.5.3 Calculation of authenticators

Table B.9 — Calculation of the authenticator in different EFC,functions

L7 service Algorithms for calculation of the authenticator
GET_STAMPED

ET_STAMPED
ET_SECURE
ET_SECURE
OEBIT

dREDIT

N

o

[0}

B.5.4 Test master key values

NOTE More than one keyRef may be applicable for each function.

Table B.10 — Test master keys

LJ7 service that uses access keyRef Test master key value
credentials

GET.request n.a.

SET.request n.a.

ACTION.request n.a.

EVENT "REPORT.request n.a.

HFRCAunction that uses authenticator
GET_STAMPED
SET_STAMPED
GET_SECURE
SET_SECURE

DEBIT

CREDIT
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B.6 Return Code

Table B.11 — Return code

Value

Description

Usage

noError:
The requested operation was performed
successfully.

accessDenied:

The requested operation was not performed
for reasons pertinent to the security system.

argumentError:

One or more attribute values were not
accessed because the identifier for the
specified attribute was not recognized or the
attribute value specified was out of range or
otherwise inappropriate for one or more
attributes, or the action or event-report
invoked was not supported by the receiving
entity.

complexityLimitation:
The requested operation was not performed
because a parameter was too complex.

processingFailure:
A general failure in processing the operation
was encountered.

processing:
The requested operation is being processed,
and the result is not yet available.

chainingError:

The requested operation was not performed’in
accordance with the rule defined in 6.3,8-on
concatenation with chaining) in EN 12834

32
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(informative)

OBU test cases

ISO/TS 14907-2:2011(E)

In this annex, examples of test cases for DSRC and EFC functlonallty are presented. The annex does not

cific EFC

i plementatlon the test cases may have to be mOdIerd and new test cases may have to be defined and

level;

standard).

aglded in order for the conformance test to be complete.

Tables C.1-C.4 below provide an overview of the OBU test cases:

— Table C.2 contains a test suite for testing the basic EFC functions as defined in ISO 14906:2011

Efhch test suite is specified in terms of test group, test case ID, test case name and remarks.

Table C.1 — Overview ofthe basic application layer test suite

— Table C.1 contains a test suite for testing the basic application layer features‘as defined in EN 12834
(Layer 7 standard);

—+ Table C.3 contains a test suite for testing an EFC transaction, on an-application and application| interface

—t+ Table C.4 contains a test suite for testing extended DSRCHEFC features as defined in EN 1279% (Layer 2

DSRC L7 TCO1-A Profile handling
INITIALIZATION
TCO1-B Application ID handling
TCO1-C Time handling
IC01-D Beacon ID handling
DSRC L7 TCO02-A OBU Register/De-register application
EVENT_REPORT
RELEASE
DSRCLY TCO03-A
GET
DSRC L7 TCO04-A
SET

© ISO 2011 — All rights reserved
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Table C.2 — Overview of the basic EFC functions test suite

Test Group Test Case [ Test Case Name Remarks
ID
EFC TC10-A
GET_STAMPED
EFC TC12-A
GET-SECURE
EFC TC13-A
SET-JECURE
EFC TC20-A
SET_MMI
EFC TC25-A
ECHO
NOTE The numbering of the test cases in Table C.2 has been made considering future, €xtensions to include tgst

cases for ll EFC functions defined in ISO 14906:2011.

Table C.3 — Overview of an EFC transaction test suite

functignality

Test Group Test Case [ Test Case Name Remarks
ID
EFC tfansaction TC30-A CARDME transaction As defined in Annex B of

ISO 14906: 2011

Table C.4 — Overview of the extended DSRC EFC test suite

Test Group Test Case [ Test Case Name Remarks
ID
DSRGC TC40.A Handling of INITIALIZATION.
INITIALIZATION PrWRq, /ST lost.
Recovery
DSRC TC41-A Fast*Access Recovery Functions:
ACn Recovery GET/SET-rs lost
TC41-B Slow Access Recovery Functions:
GET/SET-rs lost
DSRC TC42-A Communication Blocked — Recovery
Comnjunication
Blockgd — Recovery:
TC42-B Communication Blocked (300 s) — New
connection

The test cases (TC) associated with Tables C.1-C.4 are defined in the subsequent clauses.

Every test shall be repeated 10 times, unless otherwise explicitly specified.

34
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.1 Basic application layer test suite

.1.1 TCO01 DSRC (L7) INITIALIZATION

C.1.1.1 TCO01-A profile handling

C.1.1.1.1  Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

0

n

BUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include information 'con
layer 2 services that are used for transmission of the layer 7 APDUs;
the supported application(s); and
the supported profile(s).
this test case, it is assumed that the OBU:
contains at least an EFC application;
supports profiles P, and P,; and
does not support profiles P, and Py.
, is @ manufacturerld defined in the test system.

ne equipment shall be placed in such a way that optimal communication can be foreseen.
1.1.1.2 Main execution steps
ain execution steps comprise tests-eoncerning:

steps 1-2: Handling of profile P;

steps 3-4: Handling.of profile Py;

steps 5-6: Handling of multiple profiles P, P;

steps 7-8: Handling of multiple profiles P, Py;

steps 9-10: Handling of multiple profiles P, Py, P,; and

cerning:

— steps 11-12: Handling of profile P.

©

ISO 2011 — All rights reserved
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Table C.5 — Execution steps for TC01-A profile handling

Step Action Expected response Note
Configure the BST according to Annex A
in ISO 14906:2011 with:
mandatory application = EFC It is assumed that the OBU has
1 profile = P, not received any BST with this
beaconld beaconld during the last 255 s
manufacturerid = M,
—Hreividuatd—
Send BST every 5-10 ms until an VST accordin :
. . gto Annex A in )
2 initialization is performed and a VST is ISO 14906:2011, profile = P, Profile P, expected from\OBU
received
3 Same as step 1 except for: profile = P,
VST according to Annex A in )
4 Same as step 2 ; el Profile P,, expected from OBU
P ISO 14906:2011, profile = P, b
Same as step 1 except:
5 profile = P
profileList = P
VST according to Annex A in )
6 Same as step 2 ISO 14906:2011, profile =P Profile P, expected from OBU
Same as step 1 except:
7 profile = P,
profileList = P4
VST according to Annex A in )
8 Same as step 2 \ g Profile P,, expected from OBU
P ISO 14906:2011, profile = P, b
Same as step 1 except:
9 profile = P
profileList = Py, P,
VST according to Annex A in )
10 Same as step 2. ISO 14906:2011, profile = P, Profile P, expected from OBU
Same as step 1 except:
11 profile = P
Profile P_ not supported by the
12 Same as step 2 None " e upPp y
OBU
C.1.1.1.3| Acceptance criteria
Fable-€-6—TC081+-Aaceceptance-criteria
ltem Acceptance criteria Limit
1 INITIALIZATION.rs,VST depending on VST with profile P in steps
profile(s) in BST 2,6,10
VST with profile P, in steps
4 and 8
No VST in step 12
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C.1.1.2 TCO01-B application Id handling

C.11.21 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include information concerning:

— layer 2 services that are used for transmission of the layer 7 APDUs;

—t the application(s) supported; and

— the profile(s) supported.

In this test case, it is assumed that the OBU:

—t contains an EFC application;

— does not contain any TTI or AVI application; and

— supports profile P.
M, is a manufacturerld defined in the test system.

The equipment shall be placed in such a way that optimal communication can be foreseen.

sihgle application (EFC) or multiple applications.

Cl1.1.2.2 Main execution steps

The main execution steps comprise tests.concerning:

— steps 1-2: Handling of mandatory/application (= TTI);

— steps 3-4: Handling of mandatory applications (= EFC, TTI);
—t+ steps 5-6: Handling.of mandatory applications (= TTI, EFC);

— steps 7-8: Handling of mandatory applications (= EFC) and non-mandatory applications (TTI
and

— steps 9-10-Handling of mandatory applications (= TTI) and non-mandatory applications (EFC an

NOTE The OBU is expected to support at least the EEC'application. Furthermore, the OBU may be configyred with a

and AVI);

d AVI).

© 1SO 2011 — All rights reserved
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Table C.7 — Execution steps for TC01-B application id handling

Step Action Expected response Note
1 Configure the BST according to It is assumed that the OBU has
Annex A in ISO 14906:2011 with: not received any BST with this
profile = P, beaconld during the last 255 s
mandatory applications = TTI
beaconld
manufacturerlD = M,
trdividaatd—1
2 Send BST every 5-10 ms (until None The TTI application is not
nitialization is performed and a VST is supported by the OBU
eceived)
3 Same as step 1 except that mandatory
bpplications = EFC, TTI
4 Same as step 2 VST according to Annex A in
ISO 14906:2011 with:
applications = EFC
5 Same as step 1 except that mandatory
bpplications = TTl, EFC
6 Same as step 2 VST according to Annex A in
ISO 14906:2011 with:
applications = EFC
7 Same as step 1 except that mandatory
hpplications = EFC
non-mandatory applications = TTI, AVI
8 Same as step 2 VST according'to Annex A in
ISO 14906:2011 with:
applications = EFC
9 Same as step 1 except that mandatory
bpplications = TTI
hon-mandatory applications = EFC, AVI
10 Same as step 2 VST according to Annex A in
ISO 14906:2011 with:
applications = EFC
C.1.1.2.3| Acceptance criferia
Table C.8 — TC01-B acceptance criteria
1 NITIALIZATION.rs ,VST depending on |No VST in step 2
bpplication(s) in BST

VST wittrappticatiom EFCTTStep4;

step 6, step 8, and
step 10

C1.1.3

C.1.1.31

TCO01-C time handling

Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

38
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OBUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include information concerning:

— layer 2 services that are used for transmission of the layer 7 APDUs;
— the application(s) supported; and
— the profile(s) supported.

In this test case, it is assumed that the OBU:

— contains an EFC application;

— supports profile P,.
M, is a manufacturerld defined in the test system.

The time in the BST shall be UNIX-time. In the test, the time is instantly increased 'te a certain value {
OBU behaviour. This corresponds to a certain elapsed time and will shorten the-time for execution of

The equipment shall be placed in such a way that optimal communicatiop-can be foreseen.
Cl1.1.3.2 Main execution steps

Main execution steps comprise:

—t steps 1-4: Handling of time in BST = current UNIX-time;

— steps 5-7: Handling of BST time set to current UNIX-time + 255 seconds; and

— steps 8-10: Handling of BST for 100 seconds, no BST for 100 seconds, BST for 100 seconds.

Table C.9 — Execution steps for TC01-C time handling

o test the
the test.

tep Action . VJ Expected response Note

1 Configure the BST according to Annex A in It is assumed that the OBU has not
1ISO 14906:2011 with: received any BST with thig
profile = P4 beaconld during the last 2p5 s
mandatory applications = EFC
beaconld

manufaCturerid = M,
Individualld = 1

Timesin'BST = UNIX-time

2 Send BST every 5-10 ms (until initialization | VST according to Annex A |t-ref is the time in the BST that was
is performed and a VST is received) in 1ISO 14906:2011 answered by the VST

3 Send a GET/SET/ACTION request in Response to the request
confirmedmode{mode—=TRUE )} selectthe
L7 service according to the capabilities of
the OBU

4 Send BST every 5-10 ms until 3 BSTs have | None No answer shall be received from
been sent OBU

5 Configure the BST according to step 1
Time in BST = t-ref + 255

6 Send BST every 5-10 ms (until initialization | VST according to Annex A | Time in BST is now t-ref + 255 s;
is performed and a VST is received) in 1ISO 14906:2011 the OBU is expected to respond

since
Time — t-ref > 255 s
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Table C.9 (continued)

Step Action Expected response Note

7 Send a GET/SET/ACTION request in Response to the request
confirmed mode (mode = TRUE); select the
L7 service according to the capabilities of

the OBU
8 Send BST every 5-10 ms for 100 s None
9 Send no BST for 100 s None
10 Send BST every 5-10 ms for 100 s None

C.1.1.3.3| Acceptance criteria

Table C.10 — TC01-C acceptance criteria

Item Acceptance criteria Limit Note &%
1 INITIALIZATION.rs ,VST depending on time [ VST is sent in steps 2 and 6
in BST No VST is sent in steps 4, 8
and 10

C.1.1.4 |TCO01-D beacon ID handling

C.1.1.41| Equipment and set-up

The test $et-up shall be according to what is described-inv’Clause 6.

OBUs acgording to Clause 5 shall be used. The supplier's ICS and IXIT shall include information concerning;
— layen 2 services that are used for transmission of the layer 7 APDUs;

— the gpplication(s) supported;

— the profile(s) supported.

In this tegt case, it is assumed-hat the OBU:

— contains an EFC application; and

— suppprts profile .

M, and Mycare different values of manufacturerld defined in the test system.

The equipment shall be placed in such a way that optimal communication can be foreseen.

C.1.1.4.2 Main execution steps
Main execution steps comprise changing of Beacon ID according to the steps below:
steps 1-4: Handling of manufacturerlD (unchanged) and individual id (unchanged);

steps 5-8: Handling of manufacturerID (changed) and individual id (unchanged); and
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steps 9-10: Handling of manufacturerID (unchanged) and individual id (changed).

Table C.11 — Execution steps for TC01-D beacon id handling

Step Action Expected response Note
1 Configure the BST according to Annex A in It is assumed that the OBU has not
1ISO 14906:2011 with: received any BST with this
profile = P beaconld during the last 255 s
mandatory applications = EFC
b ald
manufacturerid = M,
Individualld = 1
2 Send BST every 5-10 ms (until initialization |VST according to Annex A
is performed and a VST is received) in 1ISO 14906:2011
3 Send a GET/SET/ACTION request in Response to the request
confirmed mode (mode = TRUE); select the
L7 service according to the capabilities of
the OBU
4 Send BST every 5-10 ms until 3 BSTs have |None No answer shall be received from
been sent OBU
5 Same as step 1 except that beaconld
manufacturerid = M,
6 Send the BST according to step 1; send VST according to Annex A | It is assumed that this step is
BST every (5-10) ms until an uplink frame is | in ISO 14906:2011 performed within the time P55 s
received from step 1
OBU responds to changed
beaconld
7 Send a GET/SET/ACTION request in Response to the request
confirmed mode (mode = TRUE); selectthe
L7 service according to the capabilities’ of
the OBU
8 Send BST every 5-10 ms untik3'BSTs have | None No answer shall be received from
been sent OBU
9 Same as step 1 except that beaconld
manufacturerid = M,
Individualld.= 2
10 Send the BSTaccording to step 1; send VST according to Annex A | It is assumed that this step is
BST every)5-10 ms until an uplink frame is |in ISO 14906:2011 performed within the time P55 s
received from step 6
OBU responds to changed
beaconld

C.1.1.4.3 Acceptance criteria

Table C.12 — TC01-D acceptance criteria

ltem

Acceptance criteria

Limit

Note

INITIALIZATION.rs, VST depending on
Beaconld

VST is sent in steps 2, 6
and 10

No VST is sent in steps 4
and 8

If a retransmission occurs during
the test, the test shall be restarted

© 1SO 2011 — All rights reserved
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C.1.2 TC02 DSRC L7 EVENT_REPORT RELEASE

C.1.21

C.1.211

TC02-A OBU register/de-register application

Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include information concerning:

layer]
— the g
— thep

In this teq

Supp;

M, isam

The equipment shall be placed in such a way that optimal communication can be foreseen.

C.1.21.2

Main exe

pplication(s) supported; and
rofile(s) supported.

t case, it is assumed that the OBU:

contains an EFC application; and

orts profile P,.

Main execution steps

anufacturerld defined in the test system.

2 services that are used for transmission of the layer 7 APDUs;

cution steps comprise the handling of EN 12834 EVENT_REPORT Request.

Table C.13 — Execution steps forTC02-A OBU register/de-register application

Step Action C)\\ Expected response Note

1 Configure the BST according to. Annex A It is assumed that the OBU has
in ISO 14906:2011 with: not received any BST with this
profile = P, beaconld during the last 255 s
mandatory applications =EFC
beaconld

manufacturerid =\,
Individualld =1

2 Send BST every-5-10 ms (until VST according to Annex A
initialization is"performed and a VST is in ISO 14906:2011
received)

3 Send\a GET/SET/ACTION request in Response to the request This step will test that the OBU
confirmed mode (mode = TRUE); select has registered the application and
the’l 7 service according to the capabilities that it will answer to a request
of the OBU

4 Send an EVENT_REPORT-(RELEASE). None Since the Release command is
request: sent in non-confirmed mode
without accessCredentials, mode = (mode = FALSE) no response
FALSE, eventType = RELEASE according shall be sent from the OBU; the
to Annex A in ISO 14906:2011 OBU shall de-register the

application

5 Send the same request as in step 3 None The OBU shall not answer to the

request
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C.1.21.3 Acceptance criteria

Table C.14 — TCO02-A acceptance criteria

ltem Acceptance criteria Limit Note

1 Answer to the GET/SET/ACTION.request | Response in step 3 If a retransmission occurs during
the test, the test shall be restarted

No response in step 5

C.1.3 TC03 DSRC L7 GET
C{1.3.1 TCO03-A basic DSRC L7 GET

C|1.3.1.1 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.
OBUs according to Clause 5 shall be used. The supplier's ICS and IXIT shalljinclude information congerning:
— set of correct (n1) and incorrect (n2) value for Eid;

— set of correct and incorrect values for accessCredentials (if implemented) and attributeldList in| the GET
request test frames;

— set of expected values and returnCode in the GET response test frames related to above| possible
correct/incorrect values for Eid, accessCredential§ and attributeldList;

— algorithms and master keys values related:t¢’secure services inherent in the protocol (if implemgnted);
—t layer 2 services that are used for transmission of the layer 7 APDUs.

The equipment shall be placed in such\a way that optimal communication can be foreseen.

C|1.3.1.2 Main execution steps

Main execution steps include:

— step 1: Initialization

— steps 2-3:°Eid; correct value, AccessCredentials; correct value, AttributeldList; correct values;
— steps-4~5: Eid; correct value, AccessCredentials; incorrect value, AttributeldList, correct values;

—t Csteps 6-7: Eid; correct value, AccessCredentials; correct value, AttributeldList; non-existing attribute; and

— steps 8-9: Eid; non-existing element, AccessCredentials; correct value, AttributeldList; correct value.
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Table C.15 — Execution steps for TC03-A basic DSRC L7 GET

Step Action Expected response Note
1 Perform initialization according to
TC-01 steps 1-2
2 Configure a GET.request in confirmed
mode (
mode = True Mode is always true
eid—h IGS-shalHndicate-a-correst-valug
for eid
accessCredentials = OCTET STRING If present, ICS/IXIT shall.indicatd
how to present a correct value fdr
accessCredentials
attributeldList ICS shall indicaté correct values
for attributelds
3 Bend GET.request Receive GET.response
containing;(
eid =n1 Same as in GET.request
Requested attributes
attributeL st ICS/IXIT shall indicate whether
returnCode OPTIONAL returnCode is present
)
4 Configure a GET.request in confirmed
]:ode (
ode = True Mode is always true
pid = n1 ICS shall indicate a correct valug
for eid
accessCredentials = OCTET STRING ICS/IXIT shall indicate how to
present an incorrect value for
accessCredentials
attributeldList ICS shall indicate correct values
for attributelds
5 Send GET.request Receive GET.response containing
(
GET.response Same as in GET.request
eid = n1 Requested attributes not present
ttributeList due to incorrect
atiributeLis accessCredentials
ICS/IXIT shall indicate whether
returnCode OPTIONAL \rlztltlJECode is present and the
)
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Table C.15 (continued)
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Step Action Expected response Note
6 Configure a GET.request in confirmed
mode (
mode = True Mode is always true
eid = n1 ICS shall indicate a correct value
for eid
accessCredentais = OCTET STRING TCSHXIT shattndfcate ow to
present a correct value.for
attributeldList accessCredentials
ICS shall indicate’how to request
an incorrect value for an
) attributeld
7 Send GET.request Receive GET.response containing
(
GET.response Same as in GET.request
eid =n1 The ICS shall indicate whether
tributeList attributes are present orfnot due
atiributeLis to an incorrect attributeld in the
request
ICS/IXIT shall indicate whether
returnCode OPTIONAL returnCode is present apd the
value
)
g Configure a GET.request in confirmed
mode (
Mode = True Mode is always true
eid = n2 ICS shall indicate an ingorrect
value for eid
accessCredentials = OCTET SFRING ICS/IXITshall indicate how to
present a correct value for
attributeldList accessCredentials
ICS shall indicate corregt values
) for attributelds
9 Send GET yequest Receive GET.response containing
(
GET.response Same as in GET.request
eid = n1 The ICS shall indicate whether an
attributeList is present of not
attributeList ICS/IXIT shall indicate whether
returnCode is present a hd the

returnCode OPTIONAL
)

value

© 1SO 2011 — All rights reserved
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C.1.3.1.3 Acceptance criteria

Table C.16 — TCO03-A acceptance criteria

ltem Acceptance Criteria Limit Note
1 GET.response is sent from the OBU with a complete attributeList in The returnCode shall be as used
step 3 according to ICS/IXIT

without any attribute values in
step 5

without or with an incomplete
attribute list in step 7

without any attribute values in
step 9

C.1.4 TC04 DSRC L7 SET

C.1.41

C.1.411

The test $et-up shall be according to what is described in Clause 6.

OBUs acgording to Clause 5 shall be used. The supplier's ICS and IXIT shall include information concerning:

The equipment shall be plated in such a way that optimal communication can be foreseen.

C.1.4.1.2| Main execution steps

Main exefution steps include:

46

set of correct (n1) and incorrect (n2) value for eid;

set of correct and incorrect values for eid, accessCredentials (if implemented) and attributeList in the SH

requ

set of expected values for returnCode (if irnplemented) in the SET response test frames related to abo
possjble correct/incorrect values for eid;-accessCredentials and attributeList;

algo
and

layen 2 services that are used for transmission of the Layer 7 APDUs.

step

TCO04-A basic DSRC L7 set

Equipment and set-up

bst test frames;

fithms and master keys values\related to secure services inherent in the protocol (if implementeg

1:- dnitialization:

T

e

~

steps 2-3: Confirmed mode, Eid; correct value, AccessCredentials; correct value, Attributelist; correct
values;

steps 4-5: Confirmed mode, Eid; correct value, AccessCredentials; incorrect value, AttributeList, correct
values;

step

s 6-7: Confirmed mode, Eid; correct value, AccessCredentials;

non-existing attribute; and

correct value, AttributeList;

steps 8-9: Confirmed mode, Eid; non-existing element, AccessCredentials; correct value, AttributeList;
correct value.
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Table C.17 — Execution steps for TC04-A basic DSRC L7 SET

Step Action Expected response Note
1 Perform Initialization according to
TC-01 steps 1-2
2 Configure a SET.request in confirmed
mode (
mode = True ICS shall indicate a correct value
. for eid
eid =n1
It present, ICS/TXIT shal] indicate
o how to present a cotreet value for
accessCredentials = OCTET STRING accessCredentials
ICS shall indicate’corregt values
attributeList for attribujas
)
3 Send SET.request Receive SET.response
containing;(
eid = n1 Same as in SET.reques|
ICS shall indicate whether
returnCode OPTIONAL returnCode is present
)
4 Configure a SET.request in confirmed
mode (
Mode = True ICS shall indicate a corrpct value
. for eid
eid =n1
If present, ICS/IXIT shalf indicate
o how to present an incortect value
accessCredentials = OCTET STRING for accessCredentials
ICS shall indicate corregt values
attributeList for attributes
)
5 Send SET.request Receive SET.response
containing;(
eid = n1 Same as in SET.reques|
ICS/IXIT shall indicate how this
returnCode OPTIONAL situation is handled and{how
) returnCode is used
6 Configure a SET.request in confirmed
mode (
mode = True ICS shall indicate a corrpct value
. for eid
eid=n1

accessCredentials = OCTET STRING

attributeList
)

If present, ICS/IXIT shal

how to present a correct value for

accessCredentials

ICS shall indicate how to present
an incorrect value for an attribute

| indicate

© 1SO 2011 — All rights reserved
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Table C.17 (continued)

Step Action Expected response Note
7 Send SET.request Receive SET.response
containing;(
eid =n1 Same as in SET.request
ICS/IXIT shall indicate how this
returnCode OPTIONAL situation is handled and how
\ returnCode is used
8 Configure a SET.request in confirmed
]:ode (
ode = True ICS shall indicate an incorrect
. value for eid
pid = n2
If present, ICS/IXIT shall indicate
o how to presenta correct value fdr
accessCredentials = OCTET STRING accessCredentials
ICS shall indicate correct values
attributeList for fytbutes
9 Send SET.request Receive SET.response
containing;(
eid = n2 Same as in SET.request
ICS/IXIT shall indicate how this
returnCode OPTIONAL situation is handled and how
) returnCode is used
C.1.4.1.3| Acceptance criteria
Table C.18— TCO04-A acceptance criteria
N
ltem \cceptance criteria (\S Limit Note
1 BET.response is sent from the OBU step 3 Check that the OBU handles the
ten 5 different cases and uses the
step returnCode according to ICS/IXIT
step 7
step 9
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C.2 Basic EFC functions test suite

C.2.1 TC10 EFC GET STAMPED

C.21.1 TC10-A basic EFC GET STAMPED

C.21.11 Equipment and set-up

:2011(E)

T

0

ne test set-up shall be according to what is described in Clause 6.

BUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include information-con

set of correct and incorrect values for eid, accessCredentials (if implemented), attributel
keyReference in the ACTION request test frames;

set of expected values for responseParameter and returnCode (if implemented) in the ACTION
test frames related to above possible correct/incorrect values for, “eid, accessCreden
attributeldList;

algorithms and master keys values related to secure services inherent in the protocol (if implems

layer 2 services that are used for transmission of the layer . Z APDUs.

ne equipment shall be placed in such a way that optimal cemmunication can be foreseen.

2.1.1.2 Main execution steps

ain execution steps include:

step 1: Initialization;

steps 2-3: Eid; correct value, AcgessCredentials; correct value, AttributeldList; correct values
correct value;

steps 4-5: Eid; correct-value, AccessCredentials; incorrect value, AttributeldList, correct values
correct value;

steps 6-7: Eid;-correct value, AccessCredentials; correct value, AttributeldList; non-existing
KeyRef; corréct-value;

steps 8=9¢ Eid; non-existing element, AccessCredentials; correct value, AttributeldList; corrg
KeyRefycorrect value; and

steps 10-11: Eid; correct value, AccessCredentials; correct value, AttributeldList; correct values

Cerning:

iList and

response
ials and

nted);

KeyRef;

KeyRef;

attribute,

ct value,

, KeyRef;

hearcact valuno
TCOTTCCrvarats
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Table C.19 — Execution steps for TC10-A basic EFC GET STAMPED

Step Action Expected response Note

1 Perform Initialization according to
TC-01 steps 1-2

2 Configure an ACTION.request in
confirmed mode (
mode = True Mode is always true
ald — n1 1CS chall indicata A carkact \valiio
[ foreid N
ctionType =0 GET_STAMPED
IccessCredentials = OCTET STRING If present, ICS/IXIT shall-indicate

how to present a cdrrect value fdr
accessCredentials

attributeldList ICS shall indicate correct values
for attributelds

ICS/IXIT shall indicate correct

eyRef = K4 valles for keyRef
3 Send ACTION.request Receive ACTION.response
containing;(
eid =n1 Same as in ACTION.request
requested attributes
attributel st ICS/IXIT shall specify how the
authenticator authenticator is calculated

ICS shall indicate whether
returnCode is present
returnCode OPTIONAL

)

4 Configure an ACTION.request in
confirmed mode (
mode = True Mode is always true
pid = n1 ICS shall indicate a correct valug
for eid
EctionType =0 GET_STAMPED
ccessCredentials 5°OCTET STRING If present, ICS/IXIT shall indicatd

how to present an incorrect valug
for accessCredentials

ICS shall indicate correct values
attributeldList for attributelds

ICS shall indicate correct values

£ Il Raf
TUT RTYINTI

keyRef = K,
)
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Table C.19 (continued)

Step Action Expected response Note

5 Send ACTION.request Receive ACTION.response
containing;(
eid = n1 Same as in ACTION.request
attributeList requested attributes not present

due to incorrect
accesscredentials

authenticator ICS/IXIT shall specify. the content
in the authenticator

ICS/IXIT shall indicate whether

returnCode OPTIONAL returnCode\is present and its
value
)
6 Configure an ACTION.request in
confirmed mode (
mode = True Mode is always true
eid = n1 ICS shall indicate a corrpct value
for eid
actionType =0 GET_STAMPED
accessCredentials = OCTET STRING If present, ICS shall indifate how

to present a correct valde for
accessCredentials

attributeldList ICS shall indicate an ingorrect
value for attributelds

ICS shall indicate corregt values

keyRef = K, for keyRef
)
7 Send ACTION.request Receive ACTION.response
containing;(
eid = n1 Same as in ACTION.request
attributeList The ICS shall indicate whether

attributes are present orfnot due
to an incorrect attributeld in the
request

ICS/IXIT shall specify hgw the
authenticator authenticator is calculatgd

ICS/IXIT shall indicate whether
returnCode is present and its
returnCode OPTIONAL value

)
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Table C.19 (continued)

Step Action Expected response Note
8 Configure an ACTION.request in
confirmed mode (
mode = True Mode is always true
eid = n2 ICS shall indicate an incorrect
value for eid
nr‘l’innTypo =0 f‘E |_s AMBED
ccessCredentials = OCTET STRING If present, ICS/IXIT shall indicate
how to present a correct value fdr
accessCredentials
attributeldList ICS shall indicate a\corfect valug
for attributelds
ICS shall indicate correct values
eyRef = K4 for keyRef
9 Bend ACTION.request Receive ACTION.response
containing;(
eid = n2
Same as in ACTION.request
attributeList The ICS shall indicate whether ap
attributeList is present or not
ICS shall specify whether the
authenticator authenticator is present or not
ICS/IXIT shall indicate whether
returnCode is present and its
value
returnCode OPTIONAL
)
10 Configure an ACTION.request in
confirmed mode (
mode = True
Lid = n1 Mode is always true
ICS shall indicate a correct valug
IctionType =0 for eid
ccessCredentials = OCTET STRING GET_STAMPED
If present, ICS/IXIT shall indicate
how to present a correct value fdr
Litributetdibiet accessCredentials
ICS shall indicate a correct valug
for attributelds
eyRef =K, ICS shall indicate an incorrect
) value for keyRef
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Table C.19 (continued)

Step Action Expected response Note
11 Send ACTION.request Receive ACTION.response

containing;(

eid = n1

Same as in ACTION.request

attributeList The ICS shall indicate whether an
attributeList is present or not

ICS shall specify whethgr the
authenticator authenticator is presentor not

ICS/IXIT shall.indicate whether
returnCode is present and its

value
returnCode OPTIONAL
)
Cl2.1.1.3 Acceptance criteria
Table C.20 — TC10-A acceptance'criteria
ltem Acceptance criteria Limit O\) Note
1 ACTION.response is sent from the OBU |with a complete attributeList and | The Return Code shall e is used

a correct authenticator in step 3  |according to ICS/IXIT

without\any attribute values in
stepb

without or with an incomplete
attribute list in step 7

without any attribute values in
step 9

without any attribute values in
step 11

C.2.2 TC12 EFC GET-SECURE
Cl2.21 TC12-A Basic EFC GET SECURE

Cl2.2.1.1 .S Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include information concerning:

— set of correct and incorrect values for eid, accessCredentials (if implemented) and actionParameter in the
ACTION request test frames;

— set of expected values for responseParameter and returnCode (if implemented) in the ACTION response
test frames related to above possible correct/incorrect values for eid, accessCredentials and
actionParameter;

— algorithms and master keys values related to secure services inherent in the protocol (if implemented);
and
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— layer 2 services that are used for transmission of the layer 7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.

C.2.2.1.2 Main execution steps

Main execution steps comprise tests concerning handling of:

— step 1: Initialization of OBU,;

— steps
— steps

— steps

4-5: Eid; correct value, AccessCredentials; incorrect value, ActionParameter; correct value;

6-7: Eid; correct value, AccessCredentials; correct value, ActionParameter; incorrect value;'and

8-9: Eid; correct value, AccessCredentials; correct value, ActionParameter; correct value.

Table C.21 — Execution steps for TC12-A basic EFC GET SECURE

Step Action Expected response N,Q@\
1 Perform Initialization according to
[C-01 steps 1-2
2 Configure an ACTION.request in
confirmed mode (
mode = True
bid = n2 Mode is always true
ICS shall indicate an incorrect
ctionType = 2 value for eid
EccessCredentials = OCTET STRING GET_SECURE
If present, ICS/IXIT shall indicatg
how to present a correct value fdr
actionParameter = Container accessCredentials
ICS shall indicate a correct value
for actionParameter
3 Send ACTION.request Receive ACTION.response
containing;(
eid = n2
Same as in ACTION.request
responseParameter PRESENT ICS/IXIT shall specify the content
of the responseParameter
returnCode OPTIONAL ICS/IXIT shall indicate whether
) returnCode is present and the
value
4 Configure an ACTION.request in
confirmed mode (
mode = True
eid = n1 Mode is always true
ICS shall indicate a correct value
actionType = 2 for eid
accessCredentials = OCTET STRING GET_SECURE
If present, ICS/IXIT shall indicate
how to present an incorrect value
for accessCredentials
actionParameter = Container ICS shall indicate a correct value
) for actionParameter
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containing;(

eid = n1

responseParameter PRESENT

returnCode OPTIONAL
)

Step Action Expected response Note
5 Send ACTION.request Receive ACTION.response
containing;(
eid = n1
Same as in ACTION.request
responseParameter PRESENT ICS/IXIT shall specify the content
of the responseParameter
returncode OP TTONAL TCSIXIT shall indicate whether
returnCode is present'and its
) value
6 Configure an ACTION.request in
confirmed mode (
mode = True
eid = n1 Mode jis“always true
ICS shall indicate a corrpct value
actionType = 2 Jor eid
accessCredentials = OCTET STRING GET_SECURE
If present, ICS/IXIT shall indicate
how to present a correct value for
. . accessCredentials
actionParameter = Container
ICS shall indicate an ingorrect
) value for actionParameter
7 Send ACTION.request Receive ACTION.response
containing;(
eid =qd
Same as in ACTION.request
responseParameter PRESENT ICS/IXIT shall specify the content
of the responseParameter
returnCode OPTIONAL ICS/IXIT shall indicate whether
returnCode is present and the
) value
8 Configure an ACTION:reguest in
confirmed mode (
mode = True
eid = n1 Mode is always true
ICS shall indicate a correct value
actionType = 2 for eid
accessCredentials = OCTET STRING GET_SECURE
If present, ICS/IXIT shalf indicate
how to present a correct value for
. . accessCredentials
actionParameter = Container
TCS shallindicate a correct value
) for actionParameter
9 Send ACTION.request Receive ACTION.response

Same as in ACTION.request

ICS/IXIT shall specify the content

of the responseParameter

ICS/IXIT shall indicate whether
returnCode is present
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C.2.2.1.3 Acceptance criteria
Table C.22 — TC12-A acceptance criteria

Item Acceptance criteria Limit Note

1 ACTION.response ‘0001'B

2 Eid According to C.2.2.1.2 and

ISO 14906:2011, 5.3.2

3 esponseParameter According to C.Z.Z.T.2 TCSTTXTT shall specify vand
responseParameter value limit

4 ReturnCode According to EN 12834 ICS/IXIT shall specify how
returnCode is implemented

C.2.3 T(

C.2.31

C.2.31.1
The test s
OBUs ac

— seto
ACT

— seto
test
actio

— algoilithms and master keys values related to secure services inherent in the protocol (if implementeg

and

— layer

The equipment shall be placed’in such a way that optimal communication can be foreseen.

C.2.31.2
Main exe

— step

13 EFC SET SECURE
TC13-A basic EFC GET SECURE

Equipment and set-up
et-up shall be according to what is described in Clause 6.
cording to Clause 5 shall be used. The supplier's ICS and {XIT shall include information concerning:

f correct and incorrect values for eid, accessCredentials (if implemented) and actionParameter in the
ON request test frames;

f expected values for responseParameter and returnCode (if implemented) in the ACTION responsge
frames related to above possible correct/incorrect values for eid, accessCredentials and
hParameter;

~

2 services that are used for transmission of the layer 7 APDUs.

Main execution steps
cution steps comprise tests concerning handling of:

1:Anitialization of OBU;

— steps 2-3: Confirmed mode: Eid; incorrect value, AccessCredentials; correct value, ActionParameter;
correct value;

— steps 4-5: Confirmed mode: Eid; correct value, AccessCredentials; incorrect value, ActionParameter;
correct value;

— steps 6-7: Confirmed mode: Eid; correct value, AccessCredentials; correct value, ActionParameter;
incorrect value; and

— steps 8-9: Confirmed mode: Eid; correct value, AccessCredentials; correct value, ActionParameter;
correct value.

56
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Table C.23 — Execution steps for TC13-A basic EFC GET SECURE

Step Action Expected response Note
1 Perform Initialization according to
TC-01 steps 1-2
2 Configure an ACTION.request in
confirmed mode (
mode = True
. confirmed mode
eid = n2
[CS shall indicate an indorrect
. value for eid
actionType =3
accessCredentials = OCTET STRING SET_SECURE
If present, ICS/IXIT shall indicate
how to présent a correcf value for
. . accessCredentials
actionParameter = Container
ICS'shall indicate a correct value
) for, actionParameter
3 Send ACTION.request Receive ACTION.response
containing;(
eid = n2
Same as in ACTION.request
responseParameter{OPTIONAL The ICS/IXIT shall specffy the
content of the
responseParameter
returnCode OPTIONAL ICS/IXIT shall indicate whether
returnCode is present and the
) value
4 Configure an ACTION.request in
confirmed mode (
mode = True
. confirmed mode
eid = n1
ICS shall indicate a correct value
actionType = 3 for eid
accessCredentials = OQCTET STRING SET_SECURE
If present, ICS/IXIT shalf indicate
how to present an incorfect value
for accessCredentials
actionParameter = Container ICS shall indicate a correct value
) for actionParameter
5 Send’ACTION.request Receive ACTION.response
containing;(
eid = n1
Same as in ACTION.request

responseParameter OPTIONAL

returnCode OPTIONAL
)

ICS/IXIT shall specify the content
of the responseParameter

ICS/IXIT shall indicate whether
returnCode is present and the
value
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Table C.23 (continued)

Step Action Expected response Note
6 Configure an ACTION.request in
confirmed mode (
mode = True
. confirmed mode
eid =n1
ICS shall indicate a correct value
nr‘l’innTypo =1 for eid
ccessCredentials = OCTET STRING SET_SECURE
If present, ICS/IXIT shallinhdicatd
how to present a correct value fdr
. . accessCredentials
actionParameter = Container
ICS shall indicaté an incorrect
value for actionParameter
7 Bend ACTION.request Receive ACTION.response
containing;(
eid = n1
Same as in ACTION.request
responseParameter OPTIONAL ICS/IXIT shall specify the content
of the responseParameter
returnCode OPTIONAL ICS/IXIT shall indicate whether
returnCode is present and the
) value
8 Configure an ACTION.request in
confirmed mode (
mode = True
. confirmed mode
pid = n1
ICS shall indicate a correct value
IctionType =3 for eid
ccessCredentials = OCTET STRING SET_SECURE
If present, ICS/IXIT shall indicate
how to present a correct value fdr
. . accessCredentials
actionParameter = Container
ICS shall indicate a correct valug
for actionParameter
9 Bend ACTION.request Receive ACTION.response
containing;(
eid = n1
Same as in ACTION.request
responseParameter OPTIONAL ICS/IXIT shall specify the content
of the responseParameter
returnCode QOPTIONAL ICS/AXIT shall indicate whether
) returnCode is present
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C.2.3.1.3 Acceptance criteria

Table C.24 — TC14-A acceptance criteria

Item Acceptance criteria Limit Note
1 ACTION.response ‘0001'B
2 Eid According to C.2.3.1.2 and
ISO 14906:2011, 5.3.2
ResponseParameter According 10 C.Z.3.T.2 [CSTTXTT shall_specify, cpntent of
responseParameter

C.2.4 TC20 EFC SET MMI
Cl2.41 TC20-A basic EFC SET MMI

Cl2.4.1.1 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier's ICS and{XIT shall include information con
— set of correct and incorrect values for actionParameter and in the ACTION request test frames;

— set of expected values for returnCode (if implemented) in the ACTION response test frames
above possible correct/incorrect value for the actionParameter; and

—t layer 2 services that are used for transmission of the layer 7 APDUs.

The equipment shall be placed in such a.way that optimal communication can be foreseen.

Cl2.4.1.2 Main execution steps

The main execution steps include:

— step 1: Initialization;

— steps 2-3: Non=Confirmed mode; ActionParameter “correct”;
— steps 4-5>Confirmed mode; ActionParameter “correct”;

— steps.6-7: Confirmed Mode; ActionParameter “not correct”.

Cerning:

related to
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Table C.25 — Execution steps for TC20-A basic EFC SET MMI

Step Action Expected response Note
1 Perform Initialization according to
TC-01 steps 1-2
2 Configure an ACTION.req in
non-confirmed mode
(
action DAa~ni~c
i GHes
Lode = False non-confirmed mode
pid =0
IctionType =10 SET_MMI
ctionParameter declaration shalkindicate a
correct value for-actionParameter
3 Bend frame as specified in step 2 None Check that'the OBU responds
correctlyto the EFC function
4 Configure an ACTION.req in confirmed
mode
Lction—Request
ode = True confirmed mode
pid = 0
IctionType =10
ctionParameter declaration shall indicate a
correct value for actionParameter
5 Bend frame as specified in step 4 ACTION.rs,
eid’=0,
returnCode ICS/IXIT shall indicate what
) returnCode is present
Check that the OBU responds
correctly to the EFC function
6 Configure an ACTION feqin confirmed
mode
Lction—Request
ode =<rue confirmed mode
pid =0
actionType = 10
actionParameter declaration shall indicate an
incorrect value for
) actionParameter
7 Send frame as specified in step 6 ACTION.rs,
eid =0,
returnCode
)
ICS/IXIT shall indicate what
returnCode is present
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C.2.41.3 Acceptance criteria

Table C.26 — TC20-A acceptance criteria

2011(E)

ltem Acceptance Criteria Limit Note
1 ACTION.response is not sent from the in step 3 The returnCode shall be
OoBU according to ICS/IXIT

the EFC function

The OBU shall react correctly on

2 ACTION.response is sent from the OBU [with a returnCode indication ICS/IXIT shall specify th

with a returnCode indicating error
instep 7

success in step 5 returnCode is implemented

"

C.2.5 TC25 EFC ECHO
C{2.5.1 TC25-A Basic EFC ECHO

C|2.5.1.1 Equipment and set-up

The test set-up shall be according to what is described in Clause\6.

— set of correct and incorrect values for actionParameter and in the ACTION request test frames;

—t set of expected values for responseParameter and returnCode (if implemented) in the ACTION
test frames related to above possible correct/incorrect value for the actionParameter; and

— layer 2 services that are used for.transmission of the Layer 7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.

Cl2.5.1.2 Main executian steps

Main execution steps inglude:

—+ step 1: Initialization;

— steps.2-3! Non-confirmed mode; ActionParameter “correct”;

— steps 4-5: Confirmed mode; ActionParameter “correct”;

— steps 6-7: Confirmed Mode; ActionParameter “not correct”.

© 1SO 2011 — All rights reserved
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Table C.27 — Execution steps for TC25-A basic EFC ECHO

Step Action Expected response Note
1 Perform Initialization according to
TC-01 steps 1-2
2 Configure an ACTION.req in non-
confirmed mode
(
action DAa~ni~c
H gHes
Lode = False non-confirmed mode
pid = 0
IctionType =15 ECHO
ctionParameter declaration shalkindicate a
correct value for-actionParameter
Bend frame as specified in step 5 None
4 Configure an ACTION.req in confirmed
node
Lction-Request
ode = True confirmed mode
pid = 0
IctionType =15
ctionParameter declaration shall indicate a
correct value for actionParameter
5 Bend frame as specified in step 4 ACTION;rs,
eid\=-0,
responseParameter same as actionParameter
ICS/IXIT shall indicate what
returnCode returnCode is present
)
6 Configure an ACTION.reg.in confirmed
mode
];ction—Request
ode = True confirmed mode
pid =0
actionType = 15
actionParameter declaration shall indicate an
incorrect value for
) actionParameter
7 Send frame as specified in step 4 ACTION.rs,
eid =0,
responseParameter
returnCode ICS/IXIT shall indicate what
) returnCode is present
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