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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for WhICh a technlcal committee has

been estabti et
and non overnmental in Ilalson with 1SO, also take part in the work. ISO coIIaborates closely with\(d
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part’2.
The mai
adopted py the technical committees are circulated to the member bodies for voting Publication as 3

International Standard requires approval by at least 75 % of the member bodies casting-a vote.

In other [circumstances, particularly when there is an urgent market requirement for such documents,
technical|committee may decide to publish other types of normative document:

O Publicly Available Specification (ISO/PAS) represents an agréement between technical experts
O working group and is accepted for publication if it is approved by more than 50 % of the membe

— anl
an |

bO Technical Specification (ISO/TS) represents an agreement between the members of a technid
ittee and is accepted for publication if it is approved by 2/3 of the members of the committee castir
a vote.

An ISO/RAS or ISO/TS is reviewed after three years\in order to decide whether it will be confirmed for
further thfee years, revised to become an International Standard, or withdrawn. If the ISO/PAS or ISO/TS
confirmed, it is reviewed again after a further thrée years, at which time it must either be transformed into ¢
International Standard or be withdrawn.

Attention|is drawn to the possibility thatisome of the elements of this document may be the subject of pate
rights. IS shall not be held responsijbte-for identifying any or all such patent rights.

ISO/TS 14907-2 was prepared by, Technical Committee ISO/TC 204, Intelligent transport systems.

ISO/TS 14907 consists of ¢he' following parts, under the general title Road transport and traffic telematics A
Electronig¢ fee collection.~) Test procedures for user and fixed equipment:

— Part|1: Descriftion of test procedures

— Part: Coriformance test for the onboard unit application interface

task of technical committees is to prepare International Standards. Draft International Standards

n

a
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Introduction

This CEN/ISO Technical Specification describes tests that verify OBU conformance of implementations of
functions and data structures for EFC applications.

© I1SO 2006 — All rights reserved \"
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TECHNICAL SPECIFICATION ISO/TS 14907-2:2006(E)

Road transport and traffic telematics — Electronic fee
collection — Test procedures for user and fixed equipment —

Part 2:
Gonformance test for the onboard unit application interface

11 Scope
This CEN/ISO Technical Specification describes tests that verify OBU conformance of implementations of
fynctions and data structures, as defined in the implementation conformanee, statement based on IO 14906,
fgr EFC applications. After the tests of isolated data items and functions (C.1-C.2), an example is|given for
tgsting of a complete EFC transaction (C.3).

The scope of this CEN/ISO Technical Specification comprises definitions of OBU conformance asgessment
tgsts of:

—t+ Basic DSRC L7 functionality;

—t+ EFC application functions;

—t EFC attributes (i.e. EFC application information);

—t+ the addressing procedures of EFC attributes and (hardware) components (e.g. ICC and MMI);
—t+ the EFC transaction model, which' defines the common elements and steps of any EFC transactipn; and

—t+ the behaviour of the interface so as to support interoperability on an EFC-DSRC application| interface
level.

© I1SO 2006 — All rights reserved 1
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RSE

OBE

Application process Application process
Attributes (e.g. PaymentMeans, Attributes (e.g. PaymentMeans, Scope of this
VehicleDimensions, ...) VehicleDimensions, ...) CEN/ISO
ActionType (e.g. debit, set_ MMI, ADU ActionType (e.g. debit, set MMI, Technical
transfer_channel, ...) transfer_channel, ...) Specification
GET NotifyApplicationRSU GET NotifyApplicationOBU
SET SET
ACTION EndAppIication ACTION RegisterAppIicationOBU
.request .confirm RegisterApplicationRSU | .response .indication DeregisterApplicatioh
DeregisterApplication
T-ASDU — T-ASDU
DSR{ BSRC
application | |Kernel | | | -Kernel | application
laye layer
T-Kernel | T-APDU | T-Kernel |
Kernegl Kernel

Figure 1 — The EFC application interface

The purppse of this CEN/ISO Technical Specification is to definetests that:

diffe

Whereas
Annex C,

to be de

asseps OBU capabilities;

asseps OBU behaviour;

facilifate communications between parties.

servg as a guide for OBU conformance evaluation and type approval;

achiive comparability between the resulis of the corresponding tests applied in different places pgt
ent times; and

this Technical Specification defines examples of test cases for DSRC and EFC functionality [in
it does not intend.to specify a complete test suite for a certain implementation. To compose a test
suite for T specific EFC_ilmplémentation, the test cases may have to be modified and new test cases may haye

ined and added in order for the conformance test to be complete. It may be useful to take info
account the following'considerations when defining a complete test suite:

Small range:“exhaustive testing” of critical interoperability/compatibility features;

Largerangetestingof boundariesandrandomvatues;

Composite types: testing of individual items in sequence or parallel.

Figure 2 shows the overall procedure of conformance testing.

© I1SO 2006 — All rights reserved
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Figure 3 gives a more detailed picture of the interface between the entity performing the conformance test and
the supplier of the Device Under Test (DUT). By the EFC application specification, the implementation
conformance statement pro forma and the implementation extra information for testing pro forma the supplier
is requested to provide the DUT (OBU), containing the Implementation Under Test (IUT), as well as the
documentation needed to perform the tests. More details on the content of the different documents are given
in Clause 5 on OBU and supporting information.

NOTE 1 The Device Under Test contains the Implementation Under Test.

Entity-performing DUT(OBU)

conformance test supplier

EFC application specification

Y

Implementation conformance statement pro forma

B>

Implementation extra information for testing pro forma;

Personalized OBU (DUT)

A

User's manual for the OBU (DUY)

A

Implementation extra informationfor testing (IXIT)

A

Figure 3 — Documentation DUT supplier

It is outsigle the scope of this CEN/ISO Technical Specification to define tests that assess:
— perfgrmance;

— robustness; and

— reliability of an implementation.

NOTE 2 | ISO/TS 149073 N\defines test procedures that are aimed at assessing performance, robustness and reliabil|ty
of EFC equipment and systems.

NOTE 3 | The ISOHEC 10373 family of International Standards defines test methods for proximity, vicinity, integrated
circuits(s) pards and related devices that may be relevant for OBUs that support such cards.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation

4 © I1SO 2006 — All rights reserved
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ISO/IEC 8825-2, Information technology — ASN.1 encoding rules: Specification of Packed Encoding Rules
(PER)

ISO/IEC 9646-1, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 1: General concepts

ISO 14906:2004, Road transport and traffic telematics — Electronic fee collection — Application interface
definition for dedicated short-range communication

ISO/TS 14907-1, Road transport and traffic telematics — Electronic fee collection — Test procedures for user
ahd fixed equipment — Part 1. Description of test procedures

§O/TS 17574, Road transport and traffic telematics — Electronic fee collection (EFC) — Guidelines for EFC
security protection profiles

m

N 12253, Road transport and traffic telematics — Dedicated short-range communication — Phygical layer
5ing microwave at 5,8 GHz

S

EN 12795, Road transport and traffic telematics — Dedicated short-range cammunication (DRSC) (— DRSC
data link layer: medium access and logical link control

EN 12834, Road transport and traffic telematics — Dedicated short-range communication (DRSC) (— DRSC
application layer

EN 13372, Road transport and traffic telematics (RTTT) — Dgdicated short-range communication - Profiles
fgr RTTT applications

3| Terms and definitions
For the purposes of this document, the following definitions apply.
1

3
access credentials
data that is transferred to OBE in ordento establish the claimed identity of an RSE application procesp entity

[

NDTE The access credentials carry information needed to fulfil access conditions in order to perform thg operation
on the addressed element-in.the OBE. The access credentials can carry passwords as well as cryptographic based
information such as authenticators.

50 14906]

32

agtion
function that,an application process resident at the RSE can invoke in order to make the OBE ¢xecute a
specific gperation during the transaction

[150714906]

3.3

attribute

application information formed by one or by a sequence of data elements, which is managed by different
actions used for implementation of a transaction

[ISO 14906]

3.4

authenticator

data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to
prove the source and/or the integrity of the data unit and protect against forgery

© I1SO 2006 — All rights reserved 5
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[ISO 14906]

3.5
channel

information transfer path

[ISO/IEC

3.6

7498-2 and ISO 14906]

component
logical an[d physical entity composing OBE, supporting a specific functionality

[1SO 149

3.7
contract

6]

expressign of an agreement between two or more parties concerning the use of the road infrastructure

[ISO 149

3.8

cryptogr
discipling|

D6]

aphy
which embodies principles, means and methods for the transformation of data in order to hide

informatign content, prevent its undetected modification or/and prevent jts:Unauthorized use

[ISO/IEC

3.9
data gro

7498-2 and ISO 14906]

ip

collection of closely related EFC data attributes which together describe a distinct part of an EFC transaction

[1SO 149

3.10

6]

data integrity
property fhat data has not been altered or destroyed in an unauthorized manner

[ISO/IEC

3.11
element

7498-2 and ISO 14906]

in the context of DSRC, adirectory containing application information in form of attributes

[ISO 149

3.12
impleme
statemen

D6]

htation conformance statement

ts

made hy the Qlllnlh“pl' of an implpmpnta’rinn ar system claimed to conform to a gi\/pn anpr‘ifir‘a’rin

stating which capabilities have been implemented

3.13
impleme

ntation conformance statement pro forma

document, in the form of a questionnaire, which when completed for an implementation or system becomes
an implementation conformance statement

© I1SO 2006 — All rights reserved
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3.14
implementation extra information for testing

:2006(E)

statement made by the supplier or an implementer of an IUT which contains or references all of the
information (in addition to that given in the implementation conformance statement) related to the IUT and its
testing environment, which will enable the test laboratory to run an appropriate test suite against the IUT

3.15
implementation extra information for testing pro forma

document, in the form of a questionnaire, which when completed for an IUT becomes an implementation extra

information for testing

3{16

oh-board equipment

OBE

equipment located within the vehicle and supporting the information exchange with the RSEY'it is con
the OBU and other sub-units whose presence are considered optional for the execution of'a transacti

[0 14906]
317

h-board unit
BU

o

erface

[150 14906]

ta exchanges with the OBE of passing vehicles
[0 14906]

319

service (EFC)

rqad-transport-related facility\provided by a service provider, normally a type of infrastructure, the usg
s| offered to the user for which the user may be requested to pay

[1BO 14906]

3{20

service primitive (communication)

elementary~communication service provided by the application layer protocol to the application proce

[150714906]

hposed of
on

inimum component of an OBE, whose functionality always inclddées at least the support of the DSRC

ation and

2 of which

bSes

NOTE The invocation of a service primitive by an application process implicitly calls upon and uses services offered

by the lower protocol layers.

3.21

service provider (EFC)

operator that accepts the user’'s payment means and in return provides a road-use service to the use

[1SO 14908]

© I1SO 2006 — All rights reserved
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3.22
session

exchange of information and interaction occurring at a specific EFC station between the RSE and the

user/vehicle
[ISO 14906]

3.23
transaction

whole of the exchange of information between the RSE and the OBE necessary for the completion of an EFC

operationover the DSRC
[ISO 14906]

3.24
transaction model

functional model describing the general structure of EFC transactions

[ISO 14906]

3.25
tester

combinatjon of equipment and processes which is able to perform conformance tests according to this

Technica| Specification

3.26
user

entity thaf uses transport services provided by the service provider according to the terms of a contract

[1SO 14906]

4 Abhreviations

For the purposes of this Technical Specification, the following abbreviations apply throughout the document

unless otherwise specified.

4.1
ADU
Applicatign Data Unit

4.2
APDU
Applicatign Protocol Data Unit

4.3
AP
Applicatign-Process

4.4
ARIB
Association of Radio Industries and Businesses

NOTE ARIB (www.arib.or.jp) is based in Japan.

4.5
ASCII
American Standard Code for Information Interchange

© I1SO 2006 — All rights reserved
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4.6
ASN.1
Abstract Syntax Notation One

[ISO/IEC 8824-1]
4.7

ASP
Abstract Service Primitives

ISO/TS 14907-2:2006(E)

[IFO 9646-1]

418
AVI
Alitomatic Vehicle Identification

9
tKernel
roadcast Kernel

W mw s

10
ST
bacon Service Table

W mw s

411
confirm

4012
DSRC
Dedicated Short-Range Communication

4113
DUT
Device Under Test
14

D
ement ldentifier

mmpd

15
FC
ectronic FeeCollection

mmb

4116
FIrP
Flle-Transfer Protocol

4.17
HDLC
High-level Data Link Control

418
ICS
Implementation Conformance Statement

4.19

I-Kernel
Initialization Kernel

© I1SO 2006 — All rights reserved
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4.20
11D
Invoker Identifier

4.21
ind
indication

4.22
T

Implemeifitation Under Test
[ISO 9646-1]

4.23
IXIT
Implementation eXtra Information for Testing

4.24
L1
Layer 1 of DSRC (physical layer)

4.25
L2
Layer 2 of DSRC (data link layer)

4.26
L7
Applicatign Layer Core of DSRC

4.27
LID
Logical Link Control Identifier

4.28
LLC
Logical Link Control

4.29
LPDU
LLC Protpcol Data Unit

4.30
Ma
ManufacturerlD

[EN 12834]

4.31
MAC
Medium Access Control

4.32
MMI
Man-Machine Interface

4.33

n.a.
not applicable

10
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4.34
OBE
On-Board Equipment

4.35
OBU
On-Board Unit

4.36
ORSE

ISO/TS 14907-2:2006(E)

rganization for Road system Enhancement

437

Ph.b,c,d
Profile

[BN 13372, EN 12834]
EKAMPLE P, denotes Profile 0.
38

DU
rotocol Data Unit

T os

39
ER
hcked Encoding Rules

T U

—

5O/IEC 8825-2]

40
pC
bint of Control

T U

41
pO
bint of Observation

T TUs

42
PDU
hysical Layer Protocel Data Unit

0o s

4/43
PrWA
Private Window Allocation

[EN-12795]

4.44
PrWRq
Private Window Request

[EN 12795]
4.45

req
request

© I1SO 2006 — All rights reserved
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4.46
rs
response

4.47
RSE
Roadside Equipment

4.48
RTTT
Road Transport and Traffic Telematics

4.49
SAM
Secure Application Module

4.50
T-APDU
Transfer-Application Protocol Data Unit

4.51
T-ASDU
Transfer-Application Service Data Unit

4.52
T-Kernel
Transfer Kernel

4.53
TTI
Traffic and Traveller Information

4.54
VST
Vehicle Service Table

5 OBU and supporting information
The supplier shall provide the OBU; i.e. the DUT, and the associated information including:

— OBUs personalized to-be able to perform tests according to the ICS and IXIT as defined in 5.1 and 5.2,
respegctively. At least.five samples shall be submitted for test. More samples may be needed if sevenal
diffefent data structures and data contents are required in the tests;

— userls manual for the OBU, which shall include instructions how to handle the equipment, and may
include farthér detailed information about the protocol functions;

H I bt £ ey 4 U H 4 L IVaYal | T el bt 4 UH 4
i |mp MeTnaturt CUTmutiTiaricc statcliteTit aLLUruirty 1o J. 1. Mo 1O O STidll MILIUUT StAlTITITTILS TTyalruiimg U e

following:
— layer 7 services that are implemented in the OBU,;
— EFC functions (action types) that are implemented in the OBU;
— whether or not data elements are used,;
— implementation extra information for testing according to 5.2. The IXIT shall, if applicable, include:

— a statement regarding which layer 2 services shall be used to transfer the L7 services (and EFC
services);

12 © IS0 2006 — All rights reserved
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— a description of security calculations in the OBU including a specification of the encryption
used;

— values of the test Master Keys for calculation and verification of OBU security data
authenticators and access credentials.

:2006(E)

algorithm

such as

The supplier should also provide configuration/personalization equipment for the OBU if that ensures effective
testing.

5.

1 ICS

T

T

A

T
th
itg

mec =5

n

A

ne ICS is a statement made by the supplier that claims conformance to a certain specification.
tes which capabilities have been implemented in the specifications. It also states possibleAdimitati
plementation of the specification.

- DSRC application layer; EN 12834;
- EFC application interface; 1ISO 14906.

hnex A contains the ICS pro forma that shall be used for the ICS.

2 IXIT

ne IXIT is a statement made by the supplier or an implementer of an IUT which contains or referer

e information, in addition to that given in the implementation conformance statement, related to the
testing environment. The IXIT enables the test laboratory to run an appropriate test suite against t
this Technical Specification, the IXIT specifiesithe services in the lower communication layers thg

bed to perform the services to be tested. These services are described e.g. in EN 12795, EN 1

N 13372.

ne IXIT shall also contain further information and describe algorithms and procedures that are not
the above standards but are prerequisites to perform the testing. Example of such information is:

- content of the ApplicationContextMark in the VST;

- calculation of access credentials in DSRC services;

- use of ReturnCode in DSRC L7 services and EFC functions; and
- calculation-of authenticators in EFC functions.

nnex B,contains the IXIT pro forma that shall be used for the declaration of the IXIT.

his Technical Specification describes testing of implementations according to the follewing standards:

The ICS
bns in the

(2]

ces all of
DUT and
he DUT.

t shall be
253 and

specified

6

— Testing requirements

6.1 Conceptual test architecture

A remote test method shall be used for the conformance test of OBUs (DUT). Figure 4 shows the conceptual
testing architecture of tester and DUT. The conformance test is only related to the implementation of the DUT.

The PoC, which is the point where the test events are controlled, shall be implemented inside the tester on the

in

©

terface between the application layer and the application process.

1ISO 2006 — All rights reserved
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The PoO, which is the point where the occurrence of test events is to be observed, shall be implemented
inside the tester on the interface between the application layer and the application process. The PoO must
also interface the data link layer since some tests require observation of the behaviour on this layer.

The PoC and PoO are characterized by a set of ASPs, according to the specifications of the tests. The test
events observed at the PoO may be supplemented by information provided by other sub-units, e.g. MMI or an
IC card if available with the DUT.

Tester DUT (OBU)
Test Test control .
observation process PDU Implemental’ﬂjqp under test
process (IuT)
PoO PoC f
APDU
Application layer (L7) < —> Application layer (L7)
LPDU
Data link layer (L2) - ———— —+ Data link layer (L2)
Physical layer (L1) Physical layer (L1)
DSRC - Link

Figure 4 — Conceptual architecture of the conformance test

6.2 Conformance test system

The confprmance tests shall be performed under controlled conditions by using a test system according fo
Figure 5.

RoC/PoO
Test control and Application and @
observation.process data link process
Beacon
Test .
I‘eport LS8~
\f DUT

Figure 5 — Test facilities

14 © 1SO 2006 — All rights reserved
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6.2.1 Functionality of tester

6.2.1.1 Reference beacon

The beacon shall be a transparent physical layer interface for DSRC according to European or International
Standards, which means it shall be able to operate standardized data profiles of DSRC links. A simple beacon
may be used which will only send and receive frames to or from the DUT. The communication is controlled by
the application and data link process of the tester.

Beacaon parameters e g the franemif’ring power shall he adjllefs\hln hy the tester

6{2.1.2 Application and data link process

The tester shall be able to operate the communication link in real time according to datadink“layer fupctionality
of European or International Standards. The process shall provide the connection-to) the test cdntrol and
observation process and shall control the sending and reception of frames to and fromi-the beacon.

6j2.1.3 Test control and observation processes

The test control and observation processes shall be implemented on.an appropriately equipped [computer
system. The processes shall comply with the definitions of the application and data link layers defined by
Elropean or International standards and shall be able to generate, test suites in reference to 1ISO 14906. The

control process shall provide functionality to configure the test-bed, to generate test suites and to pefform test
stiites.

EXAMPLE Test suites may be generated in plain ASCII forntat and may be retrieved by the real-time contiol process
vip FTP.

While the tests are being performed, all events-shall be observed by the PoO process. All resultg shall be
dpcumented, visualized and be made available\for detailed analysis.

6/2.2 Conformance testing

The tests performed by the tester shall be able to concentrate on EFC-communication protocol aspegts, which
afe:

—t initialization phase (BST*VST exchange);

—t application layersefvices according to EN 12834;

—t EFC functions’and services according to ISO 14906;

— EFC data and parameters used according to ISO 14906; and

—t ~transaction phase (logical sequence).

The DUT shall be operated in a controlled environment according to the manufacturer’s instructions.

All test suites shall be generated corresponding to the specification of the manufacturer, which shall describe
the behaviour of the DUT in terms of expected messages from the beacon and intended answers from the
DUT. The communication sequence shall be unambiguously defined. The test generation tool shall be able to
check the messages against the European or International DSRC standards. All events of a DUT are stored
by the tester.

The test suites generated shall strictly correspond to the European or International DSRC standards and to
ISO 149086.
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The results of the tests shall only be related to the IUT of the DUT. Only the correctness of the implementation
shall be tested, and any assessment of performance, robustness or reliability is excluded. The results of the
tests shall be able to provide confidence that the DUT works according to ICS, the underlying DSRC
standards and to ISO 14906, within the scope of the performed tests.

6.3 Test documentation

The test documentation shall provide comprehensive information of the used tester, the DUT, the tests carried
out, and the gathered test results.

6.3.1 Tlester

All relevant information and specifications of the used tester shall be documented in the test reportt

The ICS pnd the IXIT shall be provided by the manufacturer or supplier of the DUT. The ICS.and IXIT shall

describe pll the capabilities and limitations of the DUT according to Annex A and Annex B, respectively.

6.3.2 Tlest methods and test cases

A test suite is required which covers all implemented and specified functions of'the DUT to be tested based ¢n
the provifled ICS and IXIT. Completeness and correctness of the test suite\is required to verify conformity
between JUT and specification, including the referenced standards.

The test $uite is separated in test groups; each test group consists_of‘a number of test cases. The tester shall
provide g tool which enables the user to specify the test suite andywhich provides documentation of the tejst
suite.

The useridefined test suite should be automatically translated in a computer form which is executable by the
tester.

6.3.3 Tlest results

Each tes} case carried out shall be documented by the test generation equipment. For each test case,|a
verdict shall be given: passed, inconclusive or failed. The results of all test cases shall form the conformange
test repott.
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Annex A
(normative)

Implementation conformance statement pro forma

When the forms are completed, this annex will form the ICS that shall be submitted to the(test |
before start of the tests.

A.1 ldentification of OBU supplier

Table A.1 — Identification of OBU supplier form

aboratory

ompany

ostal address

ontact person

¢
R
Tlelephone
d
B

-mail address

A.2 Ildentification of OBU

Table A.2= Identification of OBU form

rand

lanufacturerlD

B
Tlype, Version
N
B

quipmentClass

Serial numbers of supplied units

A.3 DSRC application layer implementation

AL.3.1 Declaration of application layer features

The EN'12834 (DSRC L7) implemented functionality shall be declared by completing Table A.3.

© I1SO 2006 — All rights reserved
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Table A.3 — EN 12834 functionality

Feature(s) Status Implemented Restrictions or other
Yes/No/n.a. comments
T-KE Fragmentation/defragmentation optional/mand.
Concatenation/deconcatenation optional/mand.
Multiplexing/demultiplexing optional/mand.
Fragmentation 1 octet mand.
header 2 octels optional/mand.
3 octets optional/mand.
Service GET optional
Primitives SET optional
ACTION optional
EVENT-REPORT |mand.
INITIALIZATION mand.
I-KE optional/mand.
Timer T ($econd) 255/0-255

LID for INITIALIZATION.req

broadcast/ private

NOTE

A3.2 D

For each
to control

A3.21

btailed L7 services statement

the tests of the service.

INITIALIZATION

“/” means selecting any number or feature; “n.a.” means “not'applicable”.

implemented L7 service, the corresponding table below shall be completed. The information is use

Table A.4 — INITIALIZATION.req, BST

d

Data Elerment Data Type Used/Not used, Restrictions
rsu BeaconlD

time Time

profile Profile

mandApplfications

ApplicationList

nonmand

Ppplications ApplicationList, OPTIONAL

profileLis

SEQUENCE (SIZE (0..127

)) OF Profile

Table A.5 — INITIALIZATION.rs, VST

Data Element Data Type Used/Not used, Restrictions

profile Profile

applications ApplicationList

obeConfiguration ObeConfiguration
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Table A.6 — GET.req

Data Element

Data Type

Used/Not used, Restrictions

eid

Dsrc-EID

accessCredentials

OCTET STRING OPTIONAL

iid

DsrcEID OPTIONAL

attridList

AttributeldList OPTIONAL

=

access credentials are used, the algorithm for how to calculate these shall be described injthe IXIT

Table A.7 — GET.rs

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

gttributelist AttributeList OPTIONAL

pt

—

ReturnStatus OPTIONAL

Al3.2.3 SET

Table;A.8 — SET.req

Qata Element Data Type Used/Not used, Restrictions

mode BOOLEAN

qid Dsrc-EID

gccessCredentials OCTET.STRING OPTIONAL

gttrList AttributeList

iid DsrcEID OPTIONAL

Iflaccess credentialS-are used, the algorithm for how to calculate these shall be described in the IXIT

Table A.9 — SET.rs

Qata Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

ret ReturnStatus OPTIONAL

© I1SO 2006 — All rights reserved
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A.3.2.4 EVENT-REPORT

Table A.10 — EVENT-REPORT.req

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN
eid Dsrc-EID
eventType EventType
accessCredentiats OCTET—STRING—(SIZE—(6—12F)
OPTIONAL
eventPargmeter Container OPTIONAL
iid DsrcEID OPTIONAL

If access|credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.11 — EVENT-REPORT.rs

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

id DsrcEID OPTIONAL

ret ReturnStatus OPTIONAL

A.4 EFLC Functions

A.4.1 Degclaration of EFC functions implemented

The 1SO[14906-implemented EFC functions (DSRC, L7 ACTION-services) shall be declared by completing

Table A.12.

Table/A.12 — EFC Functions

EFC funclion
Yes/No

Implemented

Restrictions and remarks

GET_STAMPED

SET_STAMPED

GET_SEQURE

SET_SEQURE

GET_INS|TANCE

SET_INS[TANCE

GET_NONCE

SET_NONGE

TRANSFER_CHANNEL

COPY

SET_MMI

SUBTRACT

ADD

DEBIT

CREDIT

ECHO

20
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A.4.2 Detailed EFC functions statement

For each implemented EFC function, the corresponding table below shall be completed. The information is
used to control the tests of the function.

A.4.21 GET STAMPED

Table A.13 — ACTION.rq (GET STAMPED)

+ [l | + Dot I Ll lat A E PSP H
ot CICTITCTTC oata Type OSTUMYOT OSCOUT M\CSTCtOTTS

node BOOLEAN = TRUE
eid Dsrc-EID
dctionType ActionType =0
gccessCredentials OCTET STRING OPTIONAL
gctionParameter GetStampedRq ::= SEQUENCE {

attributeldList AttributeldList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }

iid DsrcEID OPTIONAL

=

access credentials are used, the algorithm for how to calculate these shall be described in the IXIT

Table A.14 — ACTION.rs (GET STAMPED)

Qata Element Data Type Used/Not used, Restrictions
qid Dsrc-EID
iid DsrcEID OPTIONAL

—

bsponseParameter GetStampedRs::= SEQUENCE {
attributeList( ,>AttributeList,
authenticator OCTET STRING }

bt ReturnStatus OPTIONAL

—

The algorithm for calculatian of the authenticator shall be described in the IXIT.

Al4.2.2 SET STAMPED

Table A.15 — ACTION.req (SET STAMPED)

Qata Element Data Type Used/Not used, Restrictions
r‘11ode BOOLEAN = TRUE
di_d Dsrc-EID
actionType ActionType =1
accessCredentials OCTET STRING OPTIONAL
actionParameter SetStampedRq::= SEQUENCE {
attributeList  AttributeList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
iid DsrcEID OPTIONAL

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.
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Table A.16 — ACTION.rs (SET STAMPED)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING

ret ReturnStatus OPTIONAL

The algqithmm—forcatcutationof the authenticator M the TesponseParameter OCTET STRING Shatt e

described in the IXIT.

A4.23

GET SECURE

Table A.17 — ACTION.req (GET SECURE)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN = TRUE

eid Dsrc-EID

actionType ActionType = 2

accessCrgdentials

OCTET STRING OPTIONAL

actionParpmeter

OCTET STRING

iid

DsrcEID OPTIONAL

If access|credentials are used, the algorithm for how to calgculate these shall be described in the IXIT.

Table A.18 — ACTION.rs (GET SECURE)

Data Elermment Data Type Used/Not used, Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL

responseParameter

OCTET STRING

ret

ReturnStatus OPTIONAL

The content in the responseParameter OCTET STRING shall be described in the IXIT.

A.4.2.4 |SET SECURE
Table A.19 — ACTION.req (SET SECURE)
Data Elerrent Bata Typc YsedNot uocd, Restrictions
mode BOOLEAN
eid Dsrc-EID
actionType ActionType = 3

accessCredentials

OCTET STRING OPTIONAL

actionParameter

OCTET STRING

iid

DsrcEID OPTIONAL

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

22

© I1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=dfba6abde2fc62d696b21f08073ae8bf

ISO/TS 14907-2:2006(E)

The content in the actionParameter OCTET STRING shall be described in the IXIT.

Table A.20 — ACTION.rs (SET SECURE)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING OPTIONAL

ret ReturnStatus OPTIONAL

Al4.2.5 GET INSTANCE

The content in the responseParameter OCTET STRING shall be described.

Table A.21 — ACTION.req (GET INSTANCE)

Qata Element Data Type Used/Net,used, Restrictions
mode BOOLEAN = TRUE

eid Dsrc-EID

dctionType ActionType = 4

dccessCredentials

OCTET STRING OPTIONAL

dctionParameter

GetlnstanceRq ::= SEQUENCE {
posOfFirstinstance INTEGER(0..255),
posOfLastinstance INTEGER(0..255),
attributeldList AttributeldList}

DsrcEID OPTIONAL

Iflaccess credentials are used, the algorithm for how to calculate these shall be described in the IXIT

Table A.22 — ACTION.rs (GET INSTANCE)

SEQUENCE {
attributeld INTEGER(0..127....),
attributeValues Container::=OCTET
STRING }

Qata Element Data\Type Used/Not used, Restrictions
eid Dsrc-EID

iip DsrcEID OPTIONAL

responseParameter GetlnstanceRs::= SEQUENCE (0..127....) OF

—
%4
—

ReturnStatus OPTIONAL

© I1SO 2006 — All rights reserved
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A.4.2.6 SETINSTANCE

Table A.23 — ACTION.req (SET INSTANCE)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =5

accessCrgdentials

OCTET STRING OPTIONAL

actionParameter SetinstanceRq::= SEQUENCE {
posOfinstance INTEGER(0..255),
attribute Attributes}

id DsrcEID OPTIONAL

If access|credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.24 — ACTION.rs (SET INSTANCE)

Data Elermment Data Type Used/Not used, 'Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter NONE

ret

ReturnStatus OPTIONAL

A.4.2.7 [GET NONCE

Table A.25~CACTION.req (GET NONCE)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN = TRUE

eid Dsrc-EID

actionType ActionFype = 6

accessCrgdentials

OCTET STRING n.a.

actionParpmeter

NONE

iid

DsrcEID OPTIONAL

Table A.2b — ACTION.rs (GET NONCE)

Data Element Data Type Used/Not used, Restrictions

eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter OCTET STRING

ret ReturnStatus OPTIONAL
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Table A.27 — ACTION.req (SET NONCE)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =7

dccessCredentials

OCTET STRING n.a.

dctionParameter

OCTET STRING

iid

DsrcEID OPTIONAL

Table A.28 — ACTION.rs (SET NONCE)

Data Element Data Type Used/Not used, Restrictions
did Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter NONE

ret

ReturnStatus OPTIONAL

Al4.2.9 TRANSFER CHANNEL

Table A.29 — ACTION.req (TRANSFER CHANNEL)

Qata Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

dctionType ActionType = 8

dccessCredentials

NONE

dctionParameter

ChannelRq ::= SEQUENCE {
channelldChannellD,
apdu OCTET STRING }

DsrcEID OPTIONAL

Table A.30 — ACTION.rs (TRANSFER CHANNEL)

channelldChannellD,
apdu OCTET STRING }

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter ChannelRs ::= SEQUENCE {

ret

ReturnStatus OPTIONAL

© I1SO 2006 — All rights reserved
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A.4.2.10 COPY

Table A.31 — ACTION.req (COPY)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =9

accessCrgdentials

OCTET STRING OPTIONAL

actionParameter CopyRq ::= SEQUENCE {
destinationEID INTEGER(0..127....),
attributeldList AttributeldList, }

id DsrcEID OPTIONAL

If access|credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.32 — ACTION.rs (COPY)

Data Elermment Data Type Used/Not used, 'Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter NONE

ret ReturnStatus OPTIONAL

A.4.2.11 [SET MMI

Table A.33~ ACTION.req (SET MMI)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN
eid Dsrc-EID
actionType ActionFype = 10
accessCrgdentials NONE
actionParpmeter SetMMIRq ::= INTEGER {

ok (0)

nok (1)

contactOperator (2)

reservedForFutureCENUse (3..127),

reservedForPrivateUse (128..255)

} (0..255)

iid DsrcEID OPTIONAL
26 © 1SO 2006 — All rights reserved
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Table A.34 — ACTION.rs (SET MMI)

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter NONE

ret ReturnStatus OPTIONAL

Al4.2.12 SUBTRACT

Table A.35 — ACTION.req (SUBTRACT)

Qata Element Data Type Used/Not used, Restrictions
mode BOOLEAN

did Dsrc-EID

dctionType ActionType = 11

dccessCredentials

OCTET STRING OPTIONAL

dctionParameter

SubRgq::= SEQUENCE {
attributeld INTEGER(0..127....),
value INTEGER }

DsrcEID OPTIONAL

Iflaccess credentials are used, the algorithm for how te' calculate these shall be described in the IXIT

Table A.36 = ACTION.rs (SUBTRACT)

Data Element Data Type Used/Not used, Restrictions
did Dsrc-EID

iid DsrcEID‘©PTIONAL

responseParameter NONE

ret ReturnStatus OPTIONAL

© I1SO 2006 — All rights reserved
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A.4.2.13

ADD

Table A.37 — ACTION.req (ADD)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType =12

accessCrgdentials

OCTET STRING OPTIONAL

actionParameter AddRq::= SEQUENCE {
attributeld INTEGER(0..127....),
value INTEGER }
iid DsrcEID OPTIONAL
If access|credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

Table A.38 — ACTION.rs (ADD)

Data Elermment Data Type Used/Not used, 'Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL
responseParameter NONE
ret ReturnStatus OPTIONAL
A.4.2.14 |DEBIT
Table A:39— ACTION.req (DEBIT)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN = TRUE
eid Dsrc-EID
actionType ActionFype = 13
accessCrgdentials OCTET STRING OPTIONAL
actionParpmeter DebitRq ::= SEQUENCE {

debitPaymentFee PaymentFee,

nonce  OCTET STRING,

keyRef INTEGER(0..255) }
iid DsrcEID OPTIONAL

If access credentials are used, the algorithm for how to calculate these shall be described in the IXIT.

28
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Table A.40 — ACTION.rs (DEBIT)

debitResult  ResultFin,
debitAuthenticator OCTET
STRING }

Data Element Data Type Used/Not used, Restrictions
eid Dsrc-EID

iid DsrcEID OPTIONAL

responseParameter DebitRs::= SEQUENCE {

pt

—

ReturnStatus OPTIONAL

Al4.2.15 CREDIT

The algorithm for calculation of the authenticator shall be described in the IXIT.

Table A.41 — ACTION.req (CREDIT)

Data Element Data Type Used/Not used,\Restrictions
mode BOOLEAN = TRUE

did Dsrc-EID

dctionType ActionType = 14

dccessCredentials

OCTET STRING OPTIONAL

dctionParameter

CreditRq ::= SEQUENCE {
refund  PaymentFee,
nonce  OCTET STRING;
keyRef INTEGER(0..255) }

DsrcEID OPTIONAL

Iflaccess credentials are used, the algorithm for how to calculate these shall be described in the IXIT

Table A.42 — ACTION.rs (CREDIT)

Qata Element Data ‘Type Used/Not used, Restrictions
did Dsrc-EID
iid DsrcEID OPTIONAL
responseParameter CreditRs::= SEQUENCE {

creditResult ResultFin,

creditAuthenticator OCTET

STRING }

ret ReturnStatus OPTIONAL

The algorithm for calculation of the authenticator shall be described in the IXIT.

© I1SO 2006 — All rights reserved
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A.4.2.16 ECHO

Table A.43 — ACTION.req (ECHO)

Data Element Data Type Used/Not used, Restrictions
mode BOOLEAN

eid Dsrc-EID

actionType ActionType = 15

accessCrgdentials

NONE

actionParpmeter

OCTET STRING

iid

DsrcEID OPTIONAL

Table A.44 — ACTION.rs (ECHO)

Data Elerment Data Type Used/Not used, Restrictions
eid Dsrc-EID
iid DsrcEID OPTIONAL

responseParameter

OCTET STRING

ret

ReturnStatus OPTIONAL

30
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Annex B
(normative)

Implementation of extra information for testing

The forms in this annex shall be completed by the supplier of the DUT (i.e. OBU) to define extended

f netionalibvand - pnarametar cattinace-that ara nacascary for nerformina-thae tactc
REHEHAH Y RGpaaeterSettgstwatare+H Hy—e-peHor g ete5ts-

When the forms are completed, this annex will form the IXIT that shall be submitted to the(test Ipboratory
before start of the tests.

B.1 Identification of OBU supplier

Table B.1 — Identification of OBU supplier

ompany

ostal address

ontact person

¢
R
Tlelephone
d
B

-mail address

B.2 Identification of OBU

Table B.2 — Identification of OBU

rand

lanufacturerlD

B
Tlype, version
N
B

quipmentClass

Serial numbers on.stpplied units

B.3 DSRC L1 Implementation

B.3.1 DSRC L1 standards / specifications

Table B.3 — DSRC L1 standards / specifications

Standard/Specification Restrictions and remarks
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B.3.2 DSRC L1 parameter settings

Table B.4 — DSRC L1 parameter settings

Parameter Setting

B.4 DS|RC L2 Implementation

B.4.1 DBRC L2 standards/specifications

Table B.5 — DSRC L2 standards / specifications

Standardfspecification Restrictions and remarks

B.4.2 DSRC L2 services implemented for transferring of L7/APDUs

Table B.6 — DSRC L2 services implementedfor transferring of L7 APDUs

L7 APDU DSRC L2 service implemented
INITIALIZATION.req
INITIALIZATION.rs
GET.req
GET.rs
SET.req
SET.rs
ACTION.||eq
ACTION.fs
EVENT_REPORT.req
EVENT_REPORT.rs

B.5 Security Implementation

B.5.1 Security standards/specifications

Table B.7 — Security standards/specifications

Standard/specification Restrictions and remarks
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B.5.2 Calculation of access credentials

Table B.8 — Calculation of access credentials in different L7 services

L7 service

Algorithm for calculation of access credentials

GET.req

SET.req

ACTION.req

HVENT_REPORT.req

B.5.3 Calculation of authenticators

Table B.9 — Calculation of the authenticator in different EFC,functions

7 service

Algorithms for calculation of the authenticator

L
GET_STAMPED

[ds)

ET_STAMPED

GET_SECURE

ET_SECURE

[d)s)

[ |

EBIT

Q.

REDIT

B.5.4 Test master key values

NDTE More than one keyRef may be applicable for each function.

Table B.10 — Test master keys

L7 service that uses access keyRef Test master key value
caredentials

GET.request n.a.

SET.request n.a.

ACTION.request n.a.

EVENT "REPORT.request n.a.

HFRC-function that uses authenticator

GET_STAMPED

SET_STAMPED

GET_SECURE

SET_SECURE

DEBIT

CREDIT
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B.6 Return Code

Table B.11 — Return code

Value

Description

Usage

noError:
The requested operation was performed
successfully.

accessDenied:

The requested operation was not performed
for reasons pertinent to the security system.

argumentError:

One or more attribute values were not
accessed because the identifier for the
specified attribute was not recognized or the
attribute value specified was out of range or
otherwise inappropriate for one or more
attributes, or the action or event-report
invoked was not supported by the receiving
entity.

complexityLimitation:
The requested operation was not performed
because a parameter was too complex.

processingFailure:
A general failure in processing the operation
was encountered.

processing:
The requested operation is being processed,
and the result is not yet available.

chainingError:

The requested operation was not performed’in
accordance with the rule defined in 6.3,8-on
concatenation with chaining) in EN 12834

34
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Annex C
(informative)

OBU test cases

ISO/TS 14907-2:2006(E)

In this annex, examples of test cases for DSRC and EFC functlonallty are presented. The annex does not

level;

standard).

plementatlon the test cases may have to be mOdIerd and new test cases may have to be deji
ided in order for the conformance test to be complete.

Bbles C.1-C.4 below provide an overview of the OBU test cases:

—t Table C.2 contains a test suite for testing the basic EFC functions as defined in ISO 14906;

Epch test suite is specified in terms of test group, test case ID, test case name and remarks.

Table C.1 — Overview of the basic application layer test suite

a-spegcific EFC

— Table C.1 contains a test suite for testing the basic application layer features'as defined in EN 12834
(Layer 7 standard);

—t+ Table C.3 contains a test suite for testing an EFC transaction, on an-application and application interface

— Table C.4 contains a test suite for testing extended DSRCEFC features as defined in EN 12795 (Layer 2

DSRC L7 TCO1-A Profile handling
INITIALIZATION
TCO01-B Application ID handling
TCO01-C Time handling
TICO01-D Beacon ID handling
DSRC L7 TCO02-A OBU Register/De-register application
EVENT_REPORT
RELEASE
DSRCLY TCO03-A
GET
DSRC L7 TC04-A
SET
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Table C.2 — Overview of the basic EFC functions test suite

Test Group Test Case | Test Case Name Remarks
ID
EFC TC10-A
GET_STAMPED
EFC TC12-A
GET-SECURE
EFC TC13-A
SET-JECURE
EFC TC20-A
SET_MMI
EFC TC25-A
ECHO
NOTE The numbering of the test cases in Table C.2 has been made considering future, €xtensions to include tgst

cases for @ll EFC functions defined in ISO 14906.

Table C.3 — Overview of an EFC transaction test suite

functignality

Test Group Test Case | Test Case Name Remarks
ID
EFC tfansaction TC30-A CARDME transaction As defined in Annex B of

ISO 14906

Table C.4 — Overview of the extended DSRC EFC test suite

Test Group Test Case | Test Case Name Remarks
ID
DSRG TC40.A Handling of AINITIALIZATION.
INITIALIZATION PrWRq, VST lost.
RecoVery
DSRG TC41-A Fast*‘Access Recovery Functions:
ACn Recovery GET/SET-rs lost
TC41-B Slow Access Recovery Functions:
GET/SET-rs lost
DSRG TC42-A Communication Blocked — Recovery
Comnjunication
Blockgd — Recovery;
TC42-B Communication Blocked (300 s) — New
connection

The test cases (TC) associated with Tables C.1-C.4 are defined in the subsequent clauses.

Every test shall be repeated 10 times, unless otherwise explicitly specified.

36

© I1SO 2006 — All rights reserved


https://standardsiso.com/api/?name=dfba6abde2fc62d696b21f08073ae8bf

ISO/TS 14907-2

C.1 Basic application layer test suite
C.1.1 TC01 DSRC (L7) INITIALIZATION
C.1.1.1  TCO01-A profile handling

C.1.1.1.1  Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

:2006(E)

OBUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include information(con
—1 layer 2 services that are used for transmission of the layer 7 APDUs;

—t the supported application(s); and

—1 the supported profile(s).

In this test case, it is assumed that the OBU:

—t contains at least an EFC application;

— supports profiles P, and P,,; and

— does not support profiles P, and Py.

M, is a manufacturerld defined in the test system.

The equipment shall be placed in such a way that optimal communication can be foreseen.
Cl1.1.1.2 Main execution steps

Main execution steps comprise testseoncerning:

— steps 1-2: Handling of profile P;

— steps 3-4: Handling.of profile Py;

— steps 5-6: Handling of multiple profiles P, P;

— steps Z-8: Handling of multiple profiles Py, P;

— -Steps 9-10: Handling of multiple profiles P, Py, P,; and

cerning:

— steps 11-12: Handling of profile Py.
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Table C.5 — Execution steps for TC01-A profile handling

Step Action Expected response Note
1 Configure the BST according to It is assumed that the OBU
Annex A in ISO 14906 with: has not received any BST
mandatory application = EFC with this beaconld during the
profile = P, last 255 s
beaconld
manufacturerid = M,
mdividuaiid ="t
2 Send BST every 5-10 ms until an VST according to Annex A in | Profile P, expected from
initialization is performed and a VST [ISO 14906, profile = P, OBU
is received
3 Same as step 1 except for:
profile = Py,
4 Same as step 2 VST according to Annex Ain | Profile P,, expected from
ISO 14906, profile = P, OBU
5 Same as step 1 except:
profile = P,
profileList = P,
6 Same as step 2 VST accordingto*Annex A in | Profile P, expected from
ISO 14906,.prefile = P, OBU
7 Same as step 1 except:
profile = Py,
profileList = Py
8 Same as step 2 VST according to Annex Ain | Profile P,, expected from
ISO 14906, profile = P, OBU
9 Same as step 1 except:
profile = P,
profileList = Py, P,
10 Same as step 2. VST according to Annex Ain | Profile P, expected from
ISO 14906, profile = P, OBU
11 Same as:step 1 except:
profile= P,
12 Sameasstep2 Nore Profite P ot supported by~
the OBU
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C.1.1.1.3 Acceptance criteria

Table C.6 — TCO01-A acceptance criteria

ltem | Acceptance criteria Limit Note
1 INITIALIZATION.rs, VST depending on | VST with profile P, in
profile(s) in BST steps 2, 6, 10
VST with-profilePrin
steps 4 and 8
No VST in step 12
C{1.1.2 TCO01-B application Id handling
C{1.1.2.1 Equipment and set-up
The test set-up shall be according to what is described in Clause 6.

— layer 2 services that are used for transmission of the layef 7 APDUs;
—t+ the application(s) supported; and

—t+ the profile(s) supported.

—t contains an EFC application;

—t does not contain any TTI or AVhapplication; and

DTE

ingle application (EFC) or multiple applications.

Cl11.2.2

this test case, it is assumed that the OBU:

- supports profile P,.
5 is @ manufacturerld defined in the test system.

he equipment shall-be placed in such a way that optimal communication can be foreseen.

BUs according to Clause 5 shall be used. The supplier’s ICS and. IXIT shall include information congerning:

The’OBU is expected to support at least the EFC application. Furthermore, the OBU may be configlired with a

Main execution steps

The main execution steps comprise tests concerning:

and

steps 1-2: Handling of mandatory application (= TTI);
steps 3-4: Handling of mandatory applications (= EFC, TTI);
steps 5-6: Handling of mandatory applications (= TTI, EFC);

steps 7-8: Handling of mandatory applications (= EFC) and non-mandatory applications (TTI and AVI);

steps 9-10: Handling of mandatory applications (= TTI) and non-mandatory applications (EFC and AVI).
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Table C.7 — Execution steps for TC01-B application id handling

Step |Action Expected response Note
1 Configure the BST according to It is assumed that the OBU
Annex A in ISO 14906 with: has not received any BST
profile = P, with this beaconld during the
mandatory applications = TTI last 255 s
beaconld
manufacturerlD = M,
mdividuaiid ="t
2 Send BST every 5-10 ms (until None The TTI application is ‘not
nitialization is performed and a supported by the OBU
VST is received)
3 Same as step 1 except that
mandatory applications = EFC, TTI
4 Same as step 2 VST according to Annex A in
ISO 14906 with:
applications = EFC
5 Same as step 1 except that
mandatory applications = TTI, EFC
6 Same as step 2 VST according to Anfex'A in
ISO 14906 with:
applications = EEC
7 Same as step 1 except that
mandatory applications = EFC
hon-mandatory applications = TTI,
AVI
8 Same as step 2 VST according to Annex A in
ISO 14906 with:
applications = EFC
9 Same as step 1 except that
mandatory applications 5 TTI
hon-mandatory applieations = EFC,
AVI
10 Same as step? VST according to Annex A in
ISO 14906 with:
applications = EFC
C.1.1.2.3—Acceptance—criteria

Table C.8 — TC01-B acceptance criteria

INITIALIZATION.rs ,VST depending [No VST in step 2
on application(s) in BST

VST with application EFC in
step 4, step 6, step 8, and
step 10

40
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C.1.1.3 TCO01-C time handling

C.1.1.3.1 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier’'s ICS and IXIT shall include information concerning:

— layer 2 services that are used for transmission of the layer 7 APDUs;

—t the application(s) supported; and

—t the profile(s) supported.

| this test case, it is assumed that the OBU:

—t+ contains an EFC application;

— supports profile P.

M, is a manufacturerld defined in the test system.

The time in the BST shall be UNIX-time. In the test, the time is instantly increased to a certain value {
OBU behaviour. This corresponds to a certain elapsed time and will shorten the time for execution of

The equipment shall be placed in such a way that optimal‘Cemmunication can be foreseen.

Cl1.1.3.2 Main execution steps

Main execution steps comprise:

—t+ steps 1-4: Handling of time in BST =\current UNIX-time;

—1 steps 5-7: Handling of BST time*set to current UNIX-time + 255 seconds; and

—1 steps 8-10: Handling of BST for 100 seconds, no BST for 100 seconds, BST for 100 seconds.

o test the
the test.
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Table C.9 — Execution steps for TC01-C time handling

Step Action Expected response Note
1 Configure the BST according to It is assumed that the OBU has
Annex A in ISO 14906 with: not received any BST with this
profile = P, beaconld during the last 255 s
mandatory applications = EFC
beaconld
manufacturerid = M,
Individualld = 1
Time in BST = UNIX-time
2 Send BST every 5-10 ms (until VST according to t-ref is the time in the BST that
initialization is performed and a VST is |Annex A in ISO 14906 was answered by the VST
received)
3 Send a GET/SET/ACTION requestin | Response to the request
confirmed mode (mode = TRUE);
select the L7 service according to the
capabilities of the OBU
4 Send BST every 5-10 ms until 3 BSTs |None No answer shall be received
have been sent from OBU
5 Configure the BST according to step 1
Time in BST = t-ref + 255
6 Send BST every 5-10 ms (until VST accordirig to Time in BST is now t-ref + 255
initialization is performed and a VST is | Annex A\in1SO 14906 s; the OBU is expected to
received) respond since
Time —t-ref > 255 s
7 Send a GET/SET/ACTION request in . | Response to the request
confirmed mode (mode = TRUE);
select the L7 service according tothe
capabilities of the OBU
8 Send BST every 5-10 ms for 100 s None
9 Send no BST for 100 s None
10 Send BST every 5:10/ms for 100 s None
C.1.1.3.3| Acceptance criteria
Table C.10 — TC01-C acceptance criteria
ltem |Acceptance criteria Cimit Note
1 INITIALIZATION.rs ,VST depending on | VST is sent in steps 2
time in BST and 6
No VST is sentin
steps 4, 8 and 10
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C.1.1.4 TCO01-D beacon ID handling

C.1.1.41 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier’'s ICS and IXIT shall include information concerning:

— layer 2 services that are used for transmission of the layer 7 APDUs;

—t the application(s) supported;

—t the profile(s) supported.

n this test case, it is assumed that the OBU:
—t+ contains an EFC application; and

— supports profile P.

M, and M, are different values of manufacturerld defined in the test system.

Cl1.1.4.2 Main execution steps

Main execution steps comprise changing of Beacon IR according to the steps below:
steps 1-4: Handling of manufacturerID (unchanged) and individual id (unchanged);
steps 5-8: Handling of manufacturerID (changed) and individual id (unchanged); and

steps 9-10: Handling of manufacturerlD(Unchanged) and individual id (changed).

The equipment shall be placed in such a way that optimal commuriication can be foreseen.
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Table C.11 — Execution steps for TC01-D beacon id handling

Step Action Expected response Note
1 Configure the BST according to It is assumed that the OBU has
Annex A in ISO 14906 with: not received any BST with this
profile = P, beaconld during the last 255 s
mandatory applications = EFC
beaconld
manufacturerid = M,
mdividuaiid ="t
2 Send BST every 5-10 ms (until VST according to
initialization is performed and a VST is |Annex A in ISO 14906
received)
3 Send a GET/SET/ACTION requestin | Response to the request
confirmed mode (mode = TRUE);
select the L7 service according to the
capabilities of the OBU
4 Send BST every 5-10 ms until 3 BSTs |None No answer shall be received
have been sent from OBU
5 Same as step 1 except that beaconld
manufacturerid = M,
6 Send the BST according to step 1; VST according to It is assumed that this step is
send BST every (5-10) ms until an Annex Alin'1SO 14906 performed within the time 255 g
uplink frame is received from step 1
OBU responds to changed
beaconld
7 Send a GET/SET/ACTION requestin |Response to the request
confirmed mode (mode = TRUE);
select the L7 service according to the
capabilities of the OBU
8 Send BST every 5-10’ms until 3 BSTs |None No answer shall be received
have been sent from OBU
9 Same as/step 1 except that beaconld
manufacturerid = M,
Individualld = 2
10 Sclld thG BST dbbUldilly tU DtU}J 1, ‘VIST dbbUldilly tU :t ia aoaunlcd thdt thlb btUP ;b
send BST every 5-10 ms until an uplink | Annex A in ISO 14906 performed within the time 255 s
frame is received from step 6
OBU responds to changed
beaconld
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C.1.1.4.3 Acceptance criteria

Table C.12 — TC01-D acceptance criteria

:2006(E)

be restarted
No VST is sent in steps

Iltem | Acceptance criteria Limit Note
1 INITIALIZATION.rs, VST depending VST is sent in steps 2, If a retransmission occurs
on Beaconld 6 and 10 during the test, the test shall

4 and 8

C.1.2 TC02 DSRC L7 EVENT_REPORT RELEASE

C{1.2.1 TCO02-A OBU register/de-register application

Ci1.211 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier’'s ICS and\XIT shall include information con
— layer 2 services that are used for transmission of the layer 7 APDUs;

—t the application(s) supported; and

—t+ the profile(s) supported.

n this test case, it is assumed that the OBU¢
—+ contains an EFC application; and

— supports profile P.
M, is a manufacturerld defined in the test system.
The equipment shalt be’placed in such a way that optimal communication can be foreseen.

Cl1.2.1.2 Mainexecution steps

Main execuition steps comprise the handling of EN 12834 EVENT_REPORT Request.

cerning:
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Table C.13 — Execution steps for TC02-A OBU register/de-register application

Step Action Expected response Note
1 Configure the BST according to It is assumed that the OBU has
Annex A in 1ISO 14906 with: not received any BST with this
profile = P, beaconld during the last 255 s
mandatory applications = EFC
beaconld
manufacturerid = M,
mdividuaiid ="t
2 Send BST every 5-10 ms (until VST according to
initialization is performed and a VST Annex A in ISO 14906
is received)
3 Send a GET/SET/ACTION request in | Response to the This step will test that the OBU
confirmed mode (mode = TRUE); request has registered the application
select the L7 service according to the and that.it-will answer to a
capabilities of the OBU request
4 Send an EVENT_REPORT- None Since the Release command ig
(RELEASE). request: sent in non-confirmed mode
without accessCredentials, mode = (mode = FALSE) no response
FALSE, eventType = RELEASE shall be sent from the OBU;
according to Annex A in ISO 14906 the OBU shall de-register the
application
5 Send the same request as in step 3 None The OBU shall not answer to
the request
C.1.2.1.3| Acceptance criteria
Table'C.14 — TC02-A acceptance criteria
Iltem || Acceptance criteria OV Limit Note
CA
1 Answer to the Response in step 3 If a retransmission occurs
GET/SET/ACTION.request during the test, the test shall
No response in step 5 be restarted
C.1.3 TCO3 DSRC L7 GET
C.1.3.1 TCO03-A basic DSRC L7 GET
C.1.3.1.1 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier’s ICS and IXIT shall include information concerning:

— set of correct (n1) and incorrect (n2) value for Eid;

46
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— set of correct and incorrect values for accessCredentials (if implemented) and attributeldList in the GET
request test frames;

— set of expected values and returnCode in the GET response test frames related to above possible
correct/incorrect values for Eid, accessCredentials and attributeldList;

— algorithms and master keys values related to secure services inherent in the protocol (if implemented);

— layer 2 services that are used for transmission of the layer 7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.
Cl1.3.1.2 Main execution steps

Main execution steps include:

— step 1: Initialization

—+ steps 2-3: Eid; correct value, AccessCredentials; correct value, Attributeldbist; correct values;
—1 steps 4-5: Eid; correct value, AccessCredentials; incorrect value, AttributeldList, correct values;
—1 steps 6-7: Eid; correct value, AccessCredentials; correct valug{ AttributeldList; non-existing attriqute; and

—t steps 8-9: Eid; non-existing element, AccessCredentials;.correct value, AttributeldList; correct value.
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Table C.15 — Execution steps for TC03-A basic DSRC L7 GET

Step |Action Expected response Note
1 Perform initialization according to
TC-01 steps 1-2
2 Configure a GET.request in
confirmed mode (
mode = True Mode is always true
bid = n1 ICS shall indicate a correet
value for eid
hccessCredentials = OCTET If present, ICS/IXIT' shall
STRING indicate how to_present a
correct value for
accessCredentials
httributeldList ICS shallindicate correct
values for attributelds
3 Send GET.request Receive GET.response
containing;(
eid = n1 Same as in GET.request
Requested attributes
attributeList ICS/IXIT shall indicate
returnCode OPRTIONAL whether returnCode is present
)
4 Configure a GET.request in
confirmed mode (
mode = True Mode is always true
bid = n1 ICS shall indicate a correct
value for eid
hccessCredentials = OCTET ICS/IXIT shall indicate how td
STRING present an incorrect value for
accessCredentials
ICS shall indicate correct
pttributeldList values for attributelds
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Step |Action Expected response Note
5 Send GET.request Receive GET.response
containing (
GET.response
eid = n1 Same as in GET.request
attributeList Requested attributes pot
present due totineorrect
accessCredentials
returnCode OPTIONAL ICS/IXkT-shall indicatg
whether returnCode i$ present
) and the value
4 Configure a GET.request in
confirmed mode (
mode = True Mode is always true
eid = n1 ICS shall indicate a correct
value for eid
accessCredentials = OCTET ICS/IXIT shall indicat¢ how to
STRING present a correct valde for
accessCredentials
attributeldList ICS shall indicate how to
request an incorrect Value for
) an attributeld
7 Send GET.request Receive GET.response
containing (
GET.response
eid = n1 Same as in GET.request
attributeList The ICS shall indicatg
whether attributes arg present
or not due to an incorfect
attributeld in the requpst
N ICSHXTshattindicate

4 Ol aop
ICwrmouUuc UTr

)

whether returnCode is present
and the value
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Table C.15 (continued)

Step |Action Expected response Note
8 Configure a GET.request in
confirmed mode (
Mode = True Mode is always true
eid = n2 ICS shall indicate an incorrect
value for eid
accessCredentials = OCTET ICS/IXITshall indicate how tg
STRING present a correct value for
accessCredentials
attributeldList ICS shall indicate correct
values for attributelds
)
9 Send GET.request Receive GET.response
containing (
GET.response
eid = n1 Same as in GET.request
The ICS shall indicate
attributeL.ist whether an attributeList is
present or not
ICS/IXIT shall indicate
returnCode OPTIONAL whether returnCode is presept
and the value
)
C.1.3.1.3| Acceptance criteria
Table C.16 — TC03-A acceptance criteria
Item Acceptanc@iteria Limit Note
A\

1 GET .response is sent from the OBU |with a complete attributeList | The returnCode shall be as
in step 3 used according to ICS/IXIT
without any attribute values in
step 5
without or with an incomplete
attribute list in step 7
without any attribute values in
step 9
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C.1.4 TC04 DSRC L7 SET

C.1.4.1 TCO04-A basic DSRC L7 set

C.1.41.1 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include information concerning:

The equipment shall be placed in such a way that optimal comMmunication can be foreseen.

Cl1.4.1.2 Main execution steps

Main execution steps include:

set of correct (n1) and incorrect (n2) value for eid;

set of correct and incorrect values for eid, accessCredentials (if implemented) and attributeList in the SET

request test frames;

set of expected values for returnCode (if implemented) in the SET response testframes related
possible correct/incorrect values for eid, accessCredentials and attributeList;

to above

algorithms and master keys values related to secure services inherent\in the protocol (if implgmented);

and

layer 2 services that are used for transmission of the Layer 7 APDUs.

step 1: Initialization;

steps 2-3: Confirmed mode, Eid; carrect value, AccessCredentials; correct value, AttributeLig
values;

steps 4-5: Confirmed modej\Eid; correct value, AccessCredentials; incorrect value, AttributeLig
values;

steps 6-7: Confirmied ‘mode, Eid; correct value, AccessCredentials; correct value, Attribute
existing attribute;‘and

steps 8-9.-Cenfirmed mode, Eid; non-existing element, AccessCredentials; correct value, Att
correct vajue.

t; correct

t, correct

ist; non-

fibutelList;
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Table C.17 — Execution steps for TC04-A basic DSRC L7 SET

Step | Action Expected response Note
1 Perform Initialization according to
TC-01 steps 1-2
2 Configure a SET.request in
confirmed mode (
mode = True
qid = n1 ICS shall indicate a correct
value for eid
dccessCredentials = OCTET If present, ICS/IXIT shall
3TRING indicate how to present a
correct value for
accessCredentials
gttributeList ICS shall-indicate correct
) values<orattributes
3 Yend SET.request Receive SET.response
containing;(
eid = n1 Same as in SET.request
ICS shall indicate whether
returnCode OPTIONAL returnCode is present
)
4 Configure a SET.request in
donfirmed mode (
NMode = True
did = n1 ICS shall indicate a correct
value for eid
dccessCredentials = OCTET If present, ICS/IXIT shall
3TRING indicate how to present an
incorrect value for
accessCredentials
dttributeList ICS shall indicate correct
) values for attributes
5 Send SET.reduest Receive SET.response
containing;(
eid = n1 Same as in SET.request
ICS/IXIT shall indicate how
returrCode—ORTHONAL this-situationis-handled-and
) how returnCode is used
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Table C.17 (continued)
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containing;(

eid = n2

returnCode OPTIONAL

)

Same as in SET.request

ICS/IXIT shall indicate how
this situation is handled and
how returnCode is used

Step |Action Expected response Note
6 Configure a SET.request in
confirmed mode (
mode = True
ete—=rt tES-shattindicatea—~coprrect
value for eid
accessCredentials = OCTET If present, ICS/IXIT shall
STRING indicate how!to preset a
correct value for
accessCredentials
attributeList I€S shall indicate how to
present an incorrect Value for
) an attribute
7 Send SET.request Receive SET.response
containing;(
eid = n1 Same as in SET.requpst
ICS/IXIT shall indicat¢ how
returnGode OPTIONAL this situation is handlg¢d and
how returnCode is uspd
)
8 Configure a SET.request in
confirmed mode (
mode = True
eid = n2 ICS shall indicate an incorrect
value for eid
accessCredentials = OCTET If present, ICS/IXIT shall
STRING indicate how to preseht a
correct value for
accessCredentials
attributeList ICS shall indicate corfect
values for attributes
)
9 Send SET.request Receive SET.response
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C.1.4.1.3 Acceptance criteria

Table C.18 — TC04-A acceptance criteria

Item | Acceptance criteria Limit Note
1 SET.response is sent from the OBU [step 3 Check that the OBU handles
the different cases and uses
step 5 the returnCode according to
ICS/IXIT
step 7
step 9

C.2 Babic EFC functions test suite
C.2.1 TC10 EFC GET STAMPED
C.2.1.1 |TC10-A basic EFC GET STAMPED

C.2.1.1.1] Equipment and set-up

The test get-up shall be according to what is described in Clause 6.

OBUs acgording to Clause 5 shall be used. The supplier’s ICS and IXIT shall include information concerning

— set of correct and incorrect values for eid, accessCredentials (if implemented), attributeldList and

keyReference in the ACTION request test frames;

— set df expected values for responseParameter and returnCode (if implemented) in the ACTION responge
test [frames related to above possible correct/incorrect values for eid, accessCredentials and

attriguteldList;

— algotithms and master keys values related to secure services inherent in the protocol (if implemented);

— layen 2 services that arerused for transmission of the layer 7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.

C.21.1.2] Mainexecution steps

Main exegution steps include:

— step 1: Initialization;

— steps 2-3: Eid; correct value, AccessCredentials; correct value, AttributeldList; correct values, KeyRef;

correct value;

— steps 4-5: Eid; correct value, AccessCredentials; incorrect value, AttributeldList, correct values, KeyRef;

correct value;

— steps 6-7: Eid; correct value, AccessCredentials; correct value, AttributeldList; non-existing attribute,

KeyRef; correct value;
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— steps 8-9: Eid; non-existing element, AccessCredentials; correct value, AttributeldList; correct value,

KeyRef; correct value; and

— steps 10-11: Eid; correct value, AccessCredentials; correct value, AttributeldList; correct values, KeyRef;

incorrect value.

Table C.19 — Execution steps for TC10-A basic EFC GET STAMPED

Step |Action

Expected response

Note

1 Perform Initialization according to
TC-01 steps 1-2

N

Configure an ACTION.request in
confirmed mode (

mode = True

eid = n1
actionType =0

accessCredentials = OCTET
STRING

attributeldList

keyRef = K4

)

Mode is always true

ICS shall indicate a c
value for eid

GET_STAMPED

brrect

If present, ICS/IXIT shall

indicate how to prese
correct value for
accessCredentials

ICS shall indicate cor
values for attributelds

ICS/IXIT shall indicaté correct

values for keyRef

Nt a

ect

[$%)

Send ACTION.requést

Receive ACTION.response
containing;(

eid = n1

attributeList

authenticator

Same as in ACTION.
requested attributes

ICS/IXIT shall specifyj
authenticator is calcu

ated

returnCode OPTIONAL

)

ICS shall indicate whether

returnCode is present

equest

how the
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Table C.19 (continued)

Step | Action Expected response Note
4 Configure an ACTION.request in
confirmed mode (
mode = True
Mode is always true
eid = n1
value for eid

bctionType =0
GET_STAMPED
hccessCredentials = OCTET
STRING If present, ICS/EXIT shall
indicate how.te@)present an
incorrect value for
accessCredentials

attributeldList ICS_shall indicate correct
values for attributelds

ICS shall indicate correct

eyRef = K| values for keyRef
5 Send ACTION.request Receive ACTION response
containing;(
eid = 1

Same as in ACTION.request

attributeList requested attributes not
present due to incorrect
accessCredentials

authenticator ICS/IXIT shall specify the
content in the authenticator

ICS/IXIT shall indicate

returnCode OPTIONAL whether returnCode is preser
and its value

)

—
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:2006(E)

authenticator

returnCode OPTIONAL

)

Step |Action Expected response Note
6 Configure an ACTION.request in
confirmed mode (
mode = True
Mode is always true
eid = n1
ICS shall indicate a-correct
value for eid
actionType =0
GET_STAMPED
accessCredentials = OCTET
STRING If present) ICS shall indicate
how te present a correct value
for accessCredentialg
attributeldList ICS shall indicate an incorrect
value for attributelds
ICS shall indicate corfect
keyRef = K4 values for keyRef
)
1 Send ACTION.request Receive/ACTION.response
containing;(
eid'=n1
Same as in ACTION.request
attributeList The ICS shall indicatg

whether attributes arg
or not due to an incor
attributeld in the requ

ICS/IXIT shall specifyj
authenticator is calcu

ICS/IXIT shall indicatg

whether returnCode i
and its value

present
rect
bst

how the
ated

5 present
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Table C.19 (continued)

Step | Action Expected response Note
8 Configure an ACTION.request in
confirmed mode (
mode = True
Mode is always true
eid = n2

ICS shall indicate an incorregt
value for eid
bctionType =0
GET_STAMPED
hccessCredentials = OCTET
STRING If present, ICS/AXIT shall
indicate how topresent a
correct value for
accessCredentials
pttributeldList
ICSshall indicate a correct
value for attributelds

eyRef = K| ICS shall indicate correct
values for keyRef

9 S5end ACTION.request Receive ACTION:response

containing;(

eid = n2
Same as in ACTION.request

attributeList The ICS shall indicate
whether an attributeList is
present or not

authenticator ICS shall specify whether the
authenticator is present or not
ICS/IXIT shall indicate
whether returnCode is present

returnCode OPTIONAL and its value

)
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containing;(

eid'=n1

attributeList

authenticator

returnCode OPTIONAL

)

Step |Action Expected response Note
10 Configure an ACTION.request in
confirmed mode (
mode = True
Mode is always true
eid = n1
ICS shall indicate a-correct
value for eid
actionType =0
GET_STAMPED
accessCredentials = OCTET
STRING If present) ICS/IXIT shall
indicate how to presept a
correct value for
aecessCredentials
attributeldList
ICS shall indicate a correct
value for attributelds
keyRef = K, ICS shall indicate an incorrect
value for keyRef
)
11 Send ACTION.request Receive(ACTION.response

Same as in ACTION.

The ICS shall indicats
whether an attributel
present or not

ICS shall specify whe
authenticator is prese

ICS/IXIT shall indicatg

whether returnCode i
and its value

equest

st is

ther the
nt or not

5 present
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C.2.1.1.3 Acceptance criteria

Table C.20 — TC10-A acceptance criteria

Iltem |Acceptance criteria

Limit

Note

OoBU

1. ACTION.response is sent from the

with a complete attributeList
and a correct authenticator in
step 3

The Return Code shall be is
used according to ICS/IXIT

without any attribute values in
step 5

without or with an incomplete
attribute list in step 7

without any attribute values in
step 9

without any attribute values in
step 11

C.2.2 TC12 EFC GET SECURE
C.2.2.1 |TC12-A Basic EFC GET SECURE

C.2.2.1.1| Equipment and set-up

The test $et-up shall be according to what is described in Clause 6.

OBUs acgording to Clause 5 shall be used. The.supplier’'s ICS and IXIT shall include information concerning

— set qf correct and incorrect valuesyfor eid, accessCredentials (if implemented) and actionParameter

the ACTION request test frames;

— set df expected values for responseParameter and returnCode (if implemented) in the ACTION respons
test [frames related toZ-above possible correct/incorrect values for eid, accessCredentials ar

actionParameter;

— algotnithms and master keys values related to secure services inherent in the protocol (if implementeg

and

— layern 2 sérvices that are used for transmission of the layer 7 APDUs.

The equi ment shall De placed In Such a way that optimal cormmuniCation Can be 1oreseen.

C.2.2.1.2 Main execution steps

Main execution steps comprise tests concerning handling of:

— step 1: Initialization of OBU,;

— steps 2-3: Eid; incorrect value, AccessCredentials; correct value, ActionParameter; correct value;

— steps 4-5: Eid; correct value, AccessCredentials; incorrect value, ActionParameter; correct value;
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— steps 6-7: Eid; correct value, AccessCredentials; correct value, ActionParameter; incorrect value; and

— steps 8-9: Eid; correct value, AccessCredentials; correct value, ActionParameter; correct value.

Table C.21 — Execution steps for TC12-A basic EFC GET SECURE

Step |Action Expected response Note

1 Perform Initialization according to
TC-01 steps 1-2

N

Configure an ACTION.request in
confirmed mode (

mode = True
Mode(s always true

eid = n2
ICS shall indicate an Incorrect
value for eid

actionType = 2
GET_SECURE

accessCredentials = OCTET
STRING If present, ICS/IXIT shall
indicate how to present a
correct value for

accessCredentials
actionParameter = Container
ICS shall indicate a correct

) value for actionParanjeter
3 Send ACTION.request Receive ACTION.response
containing;(
eid = n2

Same as in ACTION.request

responseParameter PRESENT [ICS/IXIT shall specify|the
content of the

responseParameter
returnCode OPTIONAL
ICS/IXIT shall indicat¢
) whether returnCode i$ present
and the value
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Table C.21 (continued)

Step | Action Expected response Note
4 Configure an ACTION.request in
confirmed mode (
mode = True
Mode is always true
eid = n1
ICS shall indicate a correct
value for eid
bctionType = 2
GET_SECURE

hccessCredentials = OCTET
STRING If present, ICSAXIT shall
indicate how to present an
incorrect-value for
accessCredentials

hctionParameter = Container ICSshall indicate a correct
value for actionParameter

5 S5end ACTION.request Receive ACTION.respohse
containing;(

eid = n1
Same as in ACTION.request

responseParameter PRESENT [ICS/IXIT shall specify the
content of the
responseParameter
returnCode OPTIONAL
ICS/IXIT shall indicate

) whether returnCode is preser
and its value

=3

6 Configure an ACTION request in

confirmed mode (

mode = True
Mode is always true

pid = n1
ICS shall indicate a correct
value for eid

hetionType = 2

accessCredentials = OCTET
STRING If present, ICS/IXIT shall
indicate how to present a
correct value for
accessCredentials
actionParameter = Container
ICS shall indicate an
) incorrect value for
actionParameter
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Step

Action

Expected response

Note

Send ACTION.request

Receive ACTION.response
containing;(

eid = n1

Same as in ACTION.request

responseParameter PRESENT

returnCode OPTIONAL

)

ICS/IXIT shall spegify the
content of the
responseParameter

ICS/IXIT shall indicate
whether.returnCode is present
and the value

Configure an ACTION.request in
confirmed mode (

mode = True

eid = n1

actionType = 2

accessCredentials = OCTET
STRING

actionParameter = Container:

)

Mode is always true

ICS shall indicate a gorrect
value for eid

GET_SECURE

If present, ICS/IXIT shall
indicate how to presgnt a
correct value for

accessCredentials

ICS shall indicate a dorrect
value for actionParameter

Send ACTION.request

Receive ACTION.response
containing;(
eid = n1

responseParameter PRESENT

returnCode OPTIONAL

Same as in ACTION/request

ICS/IXIT shall specify the
content of the
responseParameter

)

] QANIT ball 1l
TOONATT otidit i at

whether returnCode is present
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C.2.21.3 Acceptance criteria
Table C.22 — TC12-A acceptance criteria
Iltem | Acceptance criteria Limit Note
1 ACTION.response ‘0001'B
2 Eid According to C.2.2.1.2 and
1SQ14906. 5.3.2

3 esponseParameter According to C.2.2.1.2 ICS/IXIT shall specify valid
responseParameter value
limit

4 ReturnCode According to EN 12834 ICS/IXIT shall-specify how
returnCodé-is implemented

C.2.3 TC13 EFC SET SECURE

C.2.3.1 |TC13-A basic EFC GET SECURE

C.2.3.1.1] Equipment and set-up

The test get-up shall be according to what is described in Clause 6.

OBUs acgording to Clause 5 shall be used. The supplier!s)/ICS and IXIT shall include information concerning

— set qf correct and incorrect values for eid, accessCredentials (if implemented) and actionParameter |in

the ACTION request test frames;
— set df expected values for responseParameter and returnCode (if implemented) in the ACTION responge
test [frames related to above «possible correct/incorrect values for eid, accessCredentials and

actio

— algotnithms and master keys values related to secure services inherent in the protocol (if implemented

and

— layer

The equipment shall’be placed in such a way that optimal communication can be foreseen.

C.2.31.2

hParameter;

~

2 services that.are used for transmission of the layer 7 APDUs.

Main execution steps

Main execution steps comprise tests concerning handling of:

— step

1: Initialization of OBU;

— steps 2-3: Confirmed mode: Eid; incorrect value, AccessCredentials; correct value, ActionParameter;
correct value;

— steps 4-5: Confirmed mode: Eid; correct value, AccessCredentials; incorrect value, ActionParameter;
correct value;
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steps 6-7: Confirmed mode: Eid; correct value, AccessCredentials; correct value, ActionParameter;

steps 8-9: Confirmed mode: Eid; correct value, AccessCredentials; correct value, ActionParameter;

Table C.23 — Execution steps for TC13-A basic EFC GET SECURE

Step |Action Expected response Note
1 Perform Initialization according to
TC-01 steps 1-2
2 Configure an ACTION.request in
confirmed mode (
mode = True
eid = n2 confirmed mode
IGS shall indicate an |ncorrect
actionType = 3 value for eid
accessCredentials = OCTET SET_SECURE
STRING If present, ICS/IXIT shall
indicate how to present a
correct value for
actionParameter = Container accessCredentials
) ICS shall indicate a correct
value for actionParameter
3 Send ACTION.request Receive ’ACTION.response
containing;(
eid = n2
Same as in ACTION.request
responseParameter OPTIONAL | The ICS/IXIT shall spgcify the
content of the
responseParameter
returnCode OPTIONAL ICS/IXIT shall indicaté
) whether returnCode i$ present
and the value
4 Configuretan*ACTION.request in
confirmed/mode (
mode™= True
N\ confirmed mode
eid = n1
ICS shall indicate a correct
. _ value for eid
actionType = 3

accessCredentials = OCTET
STRING

actionParameter = Container

)

SET_SECURE

If present, ICS/IXIT shall
indicate how to present an
incorrect value for
accessCredentials

ICS shall indicate a correct
value for actionParameter
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Table C.23 (continued)

Step

Action

Expected response

Note

Send ACTION.request

Receive ACTION.response
containing;(

eid = n1

Same as in ACTION.request

1S /IINAT oball H 4

D et
TCOPUTTSTT ararotoT

returnCode OPTIONAL

)

LAYA™/AVANE I~ IR[-1]] OIJUUII_Y thU
content of the
responseParameter

ICS/IXIT shall indicate
whether returnCede is preser
and the value

=3

Configure an ACTION.request in
confirmed mode (

mode = True

bctionType = #

hccessCredentials = OCTET
BTRING

hctionParameter = Container

confirmed mode

ICS shall indicate a correct
value for eid

SET_SECURE

If present, ICS/IXIT shall
indicate how to present a
correct value for
accessCredentials

ICS shall indicate an
incorrect value for
actionParameter

Send ACTION.request

Receive ACTION.response
containing;(
eid = n1

responseParameter OPTIONAL

returnCode OPTIONAL

Same as in ACTION.request

ICS/IXIT shall specify the
content of the
responseParameter

)

ICS/IXIT shall indicate
whether returnCode is present
and the value
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Table C.23 (continued)

Step |Action Expected response Note
8 Configure an ACTION.request in
confirmed mode (
mode = True
confirmed mode
eid = n1
ICS shall indicate a-correct
value for eid
actionType =3
SET_SECURE
accessCredentials = OCTET
STRING If present) ICS/IXIT shall
indicate how to presept a
correct value for
aecessCredentials
actionParameter = Container
ICS shall indicate a dorrect
) value for actionParameter
9 Send ACTION.request Receive ACTIONesponse
containing;(
eid = n1
Same as in ACTION.request
responseParameter OPTIONAL [ICS/IXIT shall specify|the
content of the
responseParameter
returnCode OPTIONAL
ICS/IXIT shall indicatg
) whether returnCode i$ present

Cl2.3.1.3 Acceptance criteria

Table C.24 — TC14-A acceptance criteria

ftem Ac@ance criteria Limit Note
QO
1 ACTION.response ‘0001'B
2 Eid According to C.2.3.1.2
and ISO 14906, 5.3.2
3 ResponseParameter According to C.2.3.1.2 ICS/IXIT shall specify content of
responseParameter
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C.2.4 TC20 EFC SET MMI

C.241

C.2.4.11

The test set-up shall be according to what is described in Clause 6.

TC20-A basic EFC SET MMI

Equipment and set-up

OBUs according to Clause 5 shall be used. The supplier’s ICS and IXIT shall include information concerning:

— set @
aboVv

— layer
The equipment shall be placed in such a way that optimal communication can be foreseén.
C.241.2
The main
— step
— steps
— steps

— steps

seto

Main execution steps
execution steps include:

1: Initialization;

f correct and incorrect values for actionParameter and in the ACTION request test frames;

f expected values for returnCode (if implemented) in the ACTION response test frames, related fo
e possible correct/incorrect value for the actionParameter; and

2 services that are used for transmission of the layer 7 APDUs.

2-3: Non-confirmed mode; ActionParameter “correct’;
4-5: Confirmed mode; ActionParameter “correct”;

6-7: Confirmed Mode; ActionParameter “not-correct”.

Table C.25 — Execution steps for TC20-A basic EFC SET MMI

Step [Action . “}Expected response Note
N
1 Perform Initialization according to
[C-01 steps 1-2
2 Configure an ACTION.req in non-
confirmed mode
bction-Request
mode. = False non-confirmed mode
eid=0
actionType = 10 SET_MMI
actionParameter declaration shall indicate a
correct value for
) actionParameter
3 Send frame as specified in step 2 |None Check that the OBU responds
correctly to the EFC function
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Step |Action Expected response Note
4 Configure an ACTION.req in
confirmed mode
(
action-Request
mode = True confirmed mode
eid=0
actionType = 10
actionParameter declaration shall indigate a
correct value for
) ActionParameter
5 Send frame as specified in step 4 |ACTION.rs,
eid =0,
returnCode ICS/IXIT shall indicat¢ what
) returnCode is present
Check that the OBU responds
correctly to the EFC flinction
4 Configure an ACTION.req in
confirmed mode
(
action-Request
mode = True confirmed mode
eid=0
actionType = 10
actionParameter declaration shall indicate an
incorrect value for
) actionParameter
1 Send frame as specified in step 6 |ACTION.rs,
eid =0,
returnCode

)

ICS/IXIT shall indicate what
returnCode is present
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C.24.1.3 Acceptance criteria

Table C.26 — TC20-A acceptance criteria

Iltem [Acceptance Criteria Limit Note
1 ACTION.response is not sent from |in step 3 The returnCode shall be
the OBU according to ICS/IXIT

The OBU shall react r‘nrrnr‘fl)

on the EFC function

2 ACTION.response is sent from the | with a returnCode indication |ICS/IXIT shall specify how
DBU success in step 5 returnCode is implemented

with a returnCode indicating
error in step 7

C.2.5 TC25 EFC ECHO
C.2.5.1 |TC25-A Basic EFC ECHO

C.2.5.1.1] Equipment and set-up

The test get-up shall be according to what is described in Clause 6.

OBUs acgording to Clause 5 shall be used. The suppliers,ICS and IXIT shall include information concerning
— set of correct and incorrect values for actionParameter and in the ACTION request test frames;

— set df expected values for responseParameter and returnCode (if implemented) in the ACTION responge
test frames related to above possible correct/incorrect value for the actionParameter; and

— layen 2 services that are used for transmission of the Layer 7 APDUs.

The equipment shall be placed in such a way that optimal communication can be foreseen.
C.2.5.1.2] Main execution’steps
Main exegution steps\include:

— step|1: Initialization;

Step 22 Nlan canfirmad mada: AntinnD
O mNO-CoHH e oG /CnorT

— steps 4-5: Confirmed mode; ActionParameter “correct”;

— steps 6-7: Confirmed Mode; ActionParameter “not correct”.
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Table C.27 — Execution steps for TC25-A basic EFC ECHO

Step |Action Expected response Note
1 Perform Initialization according to
TC-01 steps 1-2
2 Configure an ACTION.req in non-
confirmed mode
(
action-Request
mode = False non-confirmed mode
eid=0
actionType = 15 ECHO
actionParameter declaration shall indicate a
correct value for
) actionParameter
3 Send frame as specified in step 5 [None
4 Configure an ACTION.req in
confirmed mode
(
action-Request
mode = True confirmed mode
eid=0
actionType = 15
actionParameter declaration shall indicate a
correct value for
) actionParameter
5 Seénd frame as specified in step 4 |ACTIONL.rs,
eid =0,
responseParameter same as actionParameter
ICS/IXIT shall indicate what
returnCode returnCode is present

)
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Table C.27 (continued)

Step | Action Expected response Note

6 Configure an ACTION.req in
confirmed mode

(

action-Request

mode = True confirmed mode
pid =0

bctionType = 15

pctionParameter declaration shall indicate an
incorréct-value for
actionParameter
7 Send frame as specified in step 4 |[ACTION.rs,
eid =0,
responseParameter
returnCode ICS/IXIT shall indicate what

returnCode is present

)

C.2.5.1.3] Acceptance criteria

Table C.28 — TC25-A acceptance criteria

Item \cceptance criteria () Limit Note

0

1 ACTION.response-is not sent from |in step 3 The returnCode shall be as
he OBU used according to ICS/IXIT
2 NCTION:response is sent from the |with a correct The returnCode shall be as
DBU responseParameter in step 3 |used according to ICS/IXIT

without a correct
responseParameter in step 7
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C.3 EFC transaction test suite

C.3.1 TC30 EFC TRANSACTION FUNCTIONALITY

C.3.1.1 TC30-A CARDME transaction

:2006(E)

The purpose of the test is to verify the OBU conformance to the CARDME transaction as defined in Annex B

of ISO 14906.

C{3.1.1.1 Equipment and set-up

The test set-up shall be according to what is described in Clause 6.

OBUs according to Clause 5 shall be used. The supplier's ICS and IXIT shall include infekmation con
—1 layer 2 services that are used for transmission of the layer 7 APDUs;

—t+ what profile(s) that are supported; and

—t the implementation of the CARDME transaction.

r this test case, it is assumed that:

—t layer 2 services according to CEN EN 12795 are impleménted in the OBU; and
— the OBU supports profiles P, and P,.

The equipment shall be placed in such a way that eptimal communication can be foreseen.
C{3.1.1.2 Main execution steps

Main execution steps comprise tests coficerning:

—t steps 1-2: Initialization phasg;

—+ step 3: Presentation phase;

—1 step 4: Presentation-phase for foreign OBEs;

—1 step 5: Receipt phase;

— step 67Echo phase; and

—t+ step 7: Closing phase.

cerning:

© I1SO 2006 — All rights reserved

73


https://standardsiso.com/api/?name=dfba6abde2fc62d696b21f08073ae8bf

ISO/TS 14907-2:2006(E)

Table C.29 — Execution steps for TC30-A CARDME transaction

Step Action Expected response Note
1 Configure the BST according to It is assumed that the OBU
Annex B.3.1.1 in prEN ISO 14906 has not received any BST
with: with this beaconld during the
profile = P, last 255 s
mandatory applications = EFC
beaconld
manufacturerid = M,
Individualld = 1
2 Send BST every 5-10 ms (until VST according to B.3.1.4 in t-ref is the time,in the BST
initialization is performed and a VST [ISO 14906 that was answered by the
is received) VST
3 Perform the presentation phase by Response to the request
invocation GET_STAMPED.request |[according to B.3.2.2 of
concatenated with GET.request in ISO 14906
confirmed mode (mode = TRUE)
according to B.3.2.1 of ISO 14906
4 Perform the presentation phase for Response to the request
foreign OBE by invocation of according to B.3.3.2 of
GET_STAMPED.request in ISO 14906
confirmed mode (mode = TRUE)
according to B.3.3.1 of ISO 14906
5 Perform the receipt phase by Response to the request
invocation of SET.request according to B.3.4.2 of
concatenated with and SET_MMI in  |1SO-14906
confirmed mode (mode = TRUE)
according to B.3.4.1 of ISO 14906
6 Perform the echo phase by Response to the request
invocation of ECHO.request’in according to B.3.5.2
confirmed mode (mode = TRUE) of ISO 14906
according to B.3.4.1 of 1SO 14906
7 Perform the closihg phase by No response
invocation of EVENT_REPORT
(Release) in-ion-confirmed mode
(mode =FALSE) according to B.3.5.3
of ISO<14906
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