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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Thle procedures used to develop this document and those intended for its further mainte

de

scribed in the ISO/IEC Directives, Part 1. In particular the different approval criterianeed

diffferent types of ISO documents should be noted. This document was drafted in accordanc

ed

torial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document'may be the

pa
an
on

fent rights. ISO shall not be held responsible for identifying any or all such patent rights.
) patent rights identified during the development of the document willk’be in the Introducti
the ISO list of patent declarations received (see www.iso.org/patents))

Anly trade name used in this document is information given for the convenience of users an
copstitute an endorsement.

For

an explanation on the meaning of ISO specific terms *and expressions related to c

asgessment, as well as information about ISO’s adherence to.the WTO principles in the Technic{

to

Th

©lI

rade (TBT) see the following URL: Foreword - Supplementary information

e committee responsible for this document is ISO/TC 215, Health Informatics.
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Introduction

Aging populations are driving the demand for healthcare in many countries. Extended life expectancy

will bring increased health issues for many people. Health systems are seeking to lower the demand

for

hospital beds by shortening the periods of hospitalization and providing more health care outside of the
acute sector. The acute sector can also be geographically concentrated in capital cities which increases

the potential demand for health services in primary care, community care settings, and preventat

ive

health care. Despite such measures, the demand for healthcare professionals and resources is likely to

increase across all these care settings.

The use of information and communication technologies (ICT) is growing within the healthcare ségtor.
The appli¢ations for ICT include devices and equipment that have embedded software. Originally, ICT

was mainlly used only within larger healthcare organizations, but has now spread throughout

healthcarg sector. Applications and devices that use many types of information and communicat
technologjes, including embedded software are now widely available for use in hospital clinics and

homes of patients or clients.

Healthcarg organizations and healthcare supporting organizations can provide{or support healthc
services ysing information and communications technologies (ICTs) to deliver health services 3
transmit health information over both long and short distances. The use of [CT in this way is known
telehealth or telemedicine services.

Although [the use of ICT applications to deliver health care in comniunity settings, in patient’s hom
and conngct healthcare professionals is seen as advantageous, thére are additional risks to the qual

he
on
he

hre
nd
as

es,
ity

of health fare services when delivered at a distance using ICT\This Technical Specification provides

guidelineg on the development of quality plans to manage these'risks. These guidelines are intended
use by healthcare organizations and healthcare supportingerganizations.

A quality|plan identifies the desired quality characteristics, related quality objectives, and qual
procedurgs. This Technical Specification provides\examples of generally applicable quality plg
applicabld to telehealth services.

for

ity
Ins
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of

Telehealth also includes ICT applications that support a wider set of activities including educ

ad

Th

an

(1
Th

tel

2

Th
ing
references,the latest edition of the referenced document (including any amendments) applieq.

IS(

3

debcribed as telehealth or telemedicine or m-health projects. It is not ye

ehealth is the use of information and communications technologies to deliver healthcare an
h1th information over both long and short distances. Telehealth is a form of careprovision th

reach of care, reduces the need for care recipient or client travel and mebility, supports
hlthcare service delivery, preventative care, individual self-care, and may also increase the

-scale, are
telehealth
ribed and

1 transmit
ht extends

choice in
efficiency

care. Currently telemedicine is seen as a providing a subset of a breader suite of telehealt

ministrative use.

is Technical Specification provides advice and recommendations on how to develop quality

services.
ional and

pbjectives

1 guidelines for telehealth services that that use information and communications tec
Ts) to deliver healthcare over both long and short,distances by using a risk manageme
e following key requirements are considered when developing quality objectives and gui
chealth services:

management of telehealth quality processés by the healthcare organization;
management of financial resources te Support telehealth services;

processes relating to people such.as workforce planning, healthcare planning, and respo
provision of infrastructureand facilities resources for telehealth services;

management of information and technology resources used in telehealth services.

Normative references

ispensablefor its application. For dated references, only the edition cited applies. Fo

31000:2009, Risk management — Principles and guidelines

J

hnologies
t process.
elines for

hsibilities;

g following deedments, in whole or in part, are normatively referenced in this document and are

I undated

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1 Quality characteristics

3.1.1
accessibility
usability of a product, service, environment, or facility by people within the widest range of capabilities

EX

AMPLE Accessibility of healthcare for recipients.

[SOURCE: Based on ISO 9241-20]

©lI
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3.1.2

accountability
responsibility of an organization for its decisions and activities, and state of being answerable to its
governing bodies, legal authorities, and, more broadly, its other stakeholders regarding these decisions
and activities

EXAMPLE
[SOURCE:
3.1.3

Accountability for healthcare activities delivered by a healthcare organization.

ISO 26000, 2.1, modified]

appropri
extent to

EXAMPLE
[SOURCE:
3.1.4

hteness
which healthcare activities enable care recipients to achieve specified objectives

Appropriateness of a healthcare activity for care recipients and healthcare organizations.

ISO/IEC 25010, modified]

competency

ability to
EXAMPLE
[SOURCE:

3.1.5
confident
extent to Y

Note 1 to
EXAMPLE

[SOURCE:

3.1.6

continuit|
componer]
coordinat

EXAMPLE
the deliver

[SOURCE:
3.1.7

pply knowledge and skills to achieve intended results
Competency to participate in healthcare activities of care recipients or healthcare professiong
ISO/IEC 17021:2011, 3.7]
iality
wvhich information is not made available or discloséd to unauthorized entities

entry: In this context, entities include individuals, processes, and healthcare actors.

ISO/IEC 27000:2014, modified]

y
t of patient care quality consisting of the degree to which the care needed by a patien

bd among practitioners@nd across organizations and time

Continuity of healthcare especially when several healthcare professionals or organizations sh
y of services to a single care recipient.

ISO/TR 18307%2001]

dependability

collective

tefm‘used to describe the availability performance and its influencing factors, reliabil
hce/maintainability performance, and maintenance support performance

Is.

Confidentiality of information to maintaiimrthe privacy of the care recipient in society or social life.

is

are

ity

performa

EXAMPLE
[SOURCE:
3.1.8

Dependability of healthcare for care recipients and healthcare organizations.

IS0 9000:2005, 3.5.3]

effectiveness
extent to which planned activities are realized and planned results achieved

EXAMPLE

[SOURCE:

Effectiveness of healthcare activities in improving the quality of life and health outcomes of care
recipients and their informal caregivers.

IS0 9000:2005, 3.2.14]

© ISO 2014 - All rights reserved
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3.1.9
efficiency
relationship between the results achieved and how well the resources have been used

EXAMPLE Efficiency of healthcare activities in improving the quality of life and health outcomes of care
recipients and healthcare providers.

[SOURCE: ISO/IEC 27000:2014, 2.14]

3.1.10

inclusivity
intlention or policy of including people who might otherwise be excluded or marginalized; sjich as the
handicapped, learning-disabled, or racial and sexual minorities

EXAMPLE Inclusivity of the care recipient in society or social life.
Nofe 1 to entry: Refer to ISO 26000 for further discussion of this concept.
[SOURCE: The Oxford Pocket Dictionary of Current English, 2009]

3.1.11
safety
frdedom from unacceptable risk or harm

EXAMPLE Safety measures that maintain the health of care recipients and healthcare professionals.
[SOURCE: ISO/IEC Guide 51:1999, modified]

3.1.12

trgnsparency
opgnness about decisions and activities that affect the care recipient, and willingness to compmunicate
these in a clear, accurate, timely, honest, and complete manner

EXAMPLE Transparency of healthcare aetivities.
[SOURCE: 1SO 26000:2010, 2.1.24, modified]

3.1.13

usability
extent to which a productan’be used by specified users to achieve specified goals with effdctiveness,
efficiency, and satisfaction-in a specified context of use

EXAMPLE Usability of the systems providing healthcare for care recipients and healthcare profegsionals.

[SQURCE: ISO 9241:2011]

3.2 Actoers

3.2.1

sos
carertecipirent

person seeking to receive, receiving, or having received healthcare

Note 1 to entry: Based on ISO 13940:—, 5.2.1 definition of subject of care

3.2.2
client
person seeking to receive, receiving, or having received healthcare

EXAMPLE A client may have a contract or agreement for the provision of healthcare using telehealth. If the
subject of care is not capable of engaging in an agreement, a subject of care proxy or a legally authorized proxy
may act on behalf of the client.

[SOURCE: Based on ISO 13940:—, 5.2.1]
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3.2.3
healthcare actor
organization or person participating in healthcare

Note 1 to entry: An individual person may be regarded as a legal entity in some situations depending on the
service being delivered and the relevant national legislation.

[SOURCE: Based on ISO 13940:—, 5.2]

3.2.4
healthcare organization
organizatjon whose healthcare personnel participate in the direct provision of healthcare

EXAMPLE A care team, a group practice, a hospital department, a self employed healthcare professional.
[SOURCE:|ISO 13940:—, 5.2.2.1]

3.2.5
healthcare professional
healthcarg personnel having a healthcare professional entitlement in a given jurisdiction

[SOURCE:|ISO 13940:—, 5.2.3.2]

3.2.6
healthcare supporting organization
healthcare third party having organizational role

EXAMPLE Public health organization; organization that focus eh wellness, fitness, and/or preventior, a
homecare $ervice organization, a health insurance fund, the operator of a telehealth service.

[SOURCE:|ISO 13940:—, 5.2.4.2]

3.2.7
healthcare third party
healthcarg actor other than a healthcare organization, professional, or the subject of care

EXAMPLE Spouse, neighbour, family members, and friends.
Note 1 to eptry: This Technical Specification may use the following term as a synonym: informal caregiver.
[SOURCE:|ISO 13940:—, 5.2.3, modified]

3.2.8
informalcare giver
healthcarg third partykaving person role

EXAMPLE A relative (family member), a neighbour.
[SOURCE:|ISO<183940:—, 5.2.3.1, modified]

3.2.9
organization
group of people and facilities with an arrangement of responsibilities, authorities, and relationships

[SOURCE: ISO 9000:2005, 3.3.1]

3.2.10
person
human being regarded as an individual

Note 1 to entry: An individual person is not intended to also be regarded as a legal entity for legislative purposes.

[SOURCE: The Oxford Pocket Dictionary of Current English, 2009]
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3.2.11
subject of care
person seeking to receive, receiving, or having received healthcare

Note 1 to entry: This Technical Specification may use the following terms as synonyms: subject of healthcare,
patient, client, care recipient

Note 2 to entry: In applying this Technical Specification, it is possible that the subject of care may be considered
to be a group of people.

[SOURCE: ISO 13940:—, 5.2.1, modified]

3.2.12
subject of care proxy
pefson having the right to take decisions on behalf of the subject of care

[SQURCE: ISO 13940:—, 5.2.3.3, modified]

3.3 Care

3.31
adyerse event
unjntended event that may negatively influence a healthcare process

[SOURCE: ISO 13940:—, 8.2.4]

3.3.2
authorization by law
provision in legislation that in certain circumstaneés'may overrule the need for informed corjsent

[SOURCE: ISO 13940:—, 11.2.7]

3.3.3

clipical guidelines
sefl of systematically developed statements to assist the decisions made by healthcare actors about
healthcare activities to be performed with regard to specified health issues

[SOURCE: ISO 13940:—, 9.2.4}

3.34
consent competence
capability of the subject of care and/or the subject of care proxy to give informed consent or dlissent

[SQURCE: I1SO_13940:—, 11.2.5.1]

3.3.5
gujideline
systematically developed requirements to assist decisions

Note 1 to entry: Guidelines should be structured and contain requirements that can be verified through the
provision of objective evidence.

[SOURCE: ISO 9000:2005, 3.8.4, modified]

3.3.6
health record
data repository regarding the health and healthcare of a subject of care

[SOURCE: ISO 13940:—, 12.2]

© IS0 2014 - All rights reserved 5
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3.3.7
healthcare
care activities, services, or supplies related to the health of an individual

[SOURCE: ISO 13940:—, 3.1.1]

3.3.8

healthcare activity

activity performed for a subject of care with the intention of directly or indirectly improving or
maintaining the health state of the subject of care

Note 1 to eptry: See ISO 13940:—, 6.2.1.1.2 for a detailed definition of health state.
[SOURCE:|ISO 13940:—, 7.2]

3.39
healthcare funds
funds proyided for healthcare delivery

[SOURCE:|ISO 13940:—, 5.2.4]

3.3.10
healthcare mandate
mandate [commission) based on a commitment and either an informed consent or an authorizatjon
by law, defining the rights and obligations of one healthcare actor-with regard to their involvement in
healthcarg processes performed for a specific subject of care

[SOURCE:|ISO 13940:—, 11.2]

3.3.11
healthcare needs assessment
healthcarg assessment during which a healthcare professional considers a subject of care’s health nged
and determines the needed healthcare activities

[SOURCE:|ISO 13940:—, 7.2.4.4.1]

3.3.12
healthcare plan
dynamic, [personalized plan including identified needed healthcare activities, health objectives, gnd
healthcarg goals, relating to oneor more specified health issues in a healthcare process

[SOURCE:|ISO 13940:—, 92]

3.3.13
healthcare process
set of intefrelatedor'interacting healthcare activities which transform inputs into outputs

[SOURCE:|IS013940:—, 8.2]

3.3.14
healthcare service
service that is the result of a healthcare process

[SOURCE: ISO 13940:—, 8.2.5]

3.3.15

informed consent

permission to perform healthcare activities, voluntarily given by a subject of care having consent
competence or by a subject of care proxy, after having been informed about the purpose and the possible
results of the healthcare activities

[SOURCE: ISO 13940:—, 11.2.5.1]
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3.3.16
procedure
specified way to carry out an activity or process

[SOURCE: ISO 9000:2005, 3.4.5]

3.3.17
process
set of interrelated or interacting activities which transform inputs into outputs

[SOURCE: ISO 9000:2005]

3.3

pr
he
sey

[S(
3.1
pr

cu

IS¢

3.4

3.4.

18

pfessional health record

h1th record held under the responsibility of one healthcare organization and maintained
reral healthcare professionals

URCE: Based on ISO 13940:—, 12.2.1]

19
ptocols
stomized guidelines

URCE: ISO 13940:—, 9.4.2.1]
L Quality
1

quiality

de
[Sq

3.4.

bree to which a set of inherent characteristics-of a product, fulfils requirements
URCE: 1SO 9000:2005, 3.1.1]
2

quiality characteristic

ink
No

[S(

3.4.

lerent characteristic of a product, process, or system related to a requirement
Fe 1 to entry: Refer to ISO 9001:2005 for definitions of subsidiary terms.

URCE: IS0 9000:2005;3.5.2]

3

quiality management

co

IS¢

3.4.

prdinated activities to direct and control an organization with regard to quality
URCE«IS© 9000:2005, 3.2.8]
4

quplil'y managem ent cycfpm

management system to direct and control an organization with regard to quality

[SOURCE: ISO 9000:2005, 3.2.10]

3.4.5

qu

ality manual

document specifying the quality management system of an organization

[SOURCE: ISO 9000:2005, 3.7.4]

© IS0 2014 - All rights reserved
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3.4.6

quality objective
something sought, or aimed for, related to quality

[SOURCE:
3.4.7

IS0 9000:2005, 3.2.5]

quality plan
document specifying which procedures and associated resources shall be applied by whom and when to

a specific

project, product process or contract

Note 1to erltry: Quality plans should be structured and contain requirements that can be verified using procedu|res
that provide objective evidence.

[SOURCE:

3.4.8

quality p
specified

[SOURCE:
3.49

IS0 9000:2005, 3.8.4, modified]

Focedure
vay to carry out an activity or process to manage quality

ISO 9000:2005, 3.4.5, modified]

requirenjent
need or eypectation that is stated, generally implied or obligatory

[SOURCE:

3.5 Ris
3.5.1

IS0 9000:2005, 3.1.2]

k

residual risk

risk rema
[SOURCE:

3.5.2
risk

ning after risk treatment

ISO 31000:2009, 2.27]

effect of uncertainty on objective§

[SOURCE:
3.5.3

[SO 31000:20009, 2(H

risk analysis
process td comprehend the nature of risk and to determine the level of risk

[SOURCE:
3.5.4

1S0,31000:2009, 2.21]

risk assessment
overall process of risk identification, risk analysis, and risk evaluation

[SOURCE:
3.5.5

ISO 31000:20009, 2.14]

risk criteria

terms of r

[SOURCE:

eference against which the significance of a risk is evaluated

ISO 31000:2009, 2.22]
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3.5.6
risk evaluation
process of comparing the results of risk analysis with risk criteria to determine whether the risk and/or

its

magnitude is acceptable or tolerable

[SOURCE: ISO 31000:20009, 2.24]

3.5.7
risk identification
process of finding, recognizing, and describing risks

[S(
3.5

rijk management

co
[S(
3.5

rigk management process

Sy

communicating, consulting, establishing the context, and identifyying, analyzing, evaluating

md
[S(
3.0

rigk treatment

pr
[S(

URCE: 1SO 31000:2009, 2.15]
.8

rdinated activities to direct and control an organization with regard to risk
URCE: IS0 31000:2009, 2.2]
9

tematic application of management policies, procedures, and~practices to the acf

nitoring, and reviewing risk
URCE: IS0 31000:2009, 2.8]
10

cess to modify risk

URCE: IS0 31000:2009, 2.25]

3.6
3.6.1

IC

information and communication technology, sometimes also referred to as information techn

3.6.2

te

inf
oV
EX
im

No

Telehealth

health

br both long d&nd/’short distances

AMPLE Telehealth may use information and communications technologies to transmit video,
hges, afid other forms of information.

feC1-t0 entry: Telehealth may be used to bridge short or long distances. It is also possible that differer]

ivities of
, treating,

ology

prmation and edmmunications technologies to deliver healthcare and transmit health information

voice, data,

cesintime

ar

1 - | a s 1 H 4oy
UT 1uscu, ualus ab_y TICIIT UIIUUS CUILIITIUITICAatiUlLS.

Note 2 to entry: It is possible that prior to, or following transmission, data or information is processed in order to
enhance the telehealth service.

3.6.3

tel

ehealth service

healthcare activity undertaken using telehealth

EXAMPLE Itis possible that the subject of care is not directly involved in a telehealth service, e.g.
of teledermatology where one physician consults another physician who is at a distant location.

in the case

Note 1 to entry: Telehealth services may support treatment, preventive (educational) and curative aspects of
healthcare, the performance of administrative functions.
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Note 2 to entry: A healthcare organization or healthcare supporting organization may use telehealth to provide
or support healthcare.

4 Conformance

This Technical Specification provides guidance and recommendations and is not intended to be used for
certification, regulatory, or contractual purposes.

The design and implementation of risk management, safety, and quality management frameworks
specific to telehealth should take into account the varying needs of a specific organization, its particular
objectiveyq, context, structure, operations, processes, functions, projects, products, services, or assgts
and specific practices employed. This Technical Specification provides generic quality objectives dnd
guidelineg for telehealth services that can be adapted as required for application across very differgnt
organizatjons and services.

This Technical Specification should be used to supplement existing international and ndtional standards
and guidelines for safety, quality, and risk management in the health sector. In particular, the use of other
standardg, when applicable in telehealth settings is encouraged including ISO 13485-and IEC/ISO 800p1.

In additioh to the below-mentioned standards, general legislation, quality and-safety practices that may
be applicgble in certain countries, whether or not specific to the domain of healthcare should be taken
into accoynt when implementing quality objectives and guidelines.

5 Quality and risk management

5.1 Telghealth risk, safety and quality assessment

Many healthcare organizations have put in place qualityymanagement systems to actively manage patient
safety anfl healthcare quality. These systems draw upon the quality management principles gnd
processes| described in ISO 9000, ISO 9001 and. ISO 9004. This Technical Specification recommends
the applicption of ISO 9000, ISO 9001 and 1S0*2004 processes in telehealth services. In particular, this
Technical|Specification adopts the recommendation in ISO 9004 to use ISO 31000 to help organizatigns
identify, apsess and manage risks when developing appropriate quality objectives for telehealth servides.

Organizatfional objectives, strategies;scope and parameters of the services provided by an organizatjon
shall be eftablished in accordangé with ISO 31000. The risks that may then prevent the achievement
of organizational objectives can -be identified by analysing factors external to and internal to the
organizatjon.

ISO 3100( guidelines require these risks to be analysed, prioritized, and risk treatments established| In
a quality management$ystem, these risk treatments can then become the basis for quality objectiyes
that are uped to contr'ol the identified risks.

[SO 9004 recommends that an organization should identify the internal and external resources that are
needed fof the*achievement of the organization’s objectives in the short and long term. This Techni
Specificattofr—suppe he—trse—of—thi 6 dati rhen—deriving—e te—guatity—ebjeet:
and guidelines for telehealth services. The objectives and guidelines in this Technical Specification
support quality and financial management, service planning, workforce planning, healthcare planning,
healthcare organization responsibilities, facilities, technology, and information management to deliver
healthcare and transmit health information. This Technical Specification does not provide advice for the
full implementation of ISO 9004 in a telehealth context.

cappPo Cl O V C 4 OO

5.2 Telehealth quality characteristics

Telehealth can support a broad range of healthcare activities that are not restricted to only to
recipients receiving health treatments. In general, telehealth services aim to support healthcare
quality characteristics that improve the quality of life and quality of care for care recipients. The
quality characteristics considered by this Technical Specification include: accessibility, accountability,
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appropriateness, competency, confidentiality, continuity, dependability, effectiveness, efficiency,
inclusivity, safety, transparency, and usability.

In general, the quality characteristics desirable for health services delivery without the use of telehealth
should also apply in situations where telehealth is used. Some quality characteristics can become more
important to consider when telehealth is used for delivering health services.

5.3 Management of quality characteristics

An organization should have a quality management system in place to define and monitor the required
quplity characteristics of telehealth Services.

The processes that impact quality and financial management, service planning, workforce|planning,
heplthcare planning, healthcare organization responsibilities, facilities, technology; and infformation
mgnagement should be analysed for identifiable risks that may impact a range of quality characteristics
su¢h as accessibility, accountability, appropriateness, competency, confidentiality, ¢ontinuity,
dependability, effectiveness, efficiency, inclusivity, safety, transparency, and usability.

Uspally only a small number of these characteristics will be relevant to the development of an jndividual
quplity guideline.

The process to derive quality objectives and guidelines for the-organization, people, facilities, and
information used in telehealth service provision should follow the risk assessment process described in
IS¢ 31000:2009, Clause 5 as shown in Figure 1.

4

«—Establishing.the context (5.3)

A
y

Rivs&lg;,zé':‘ssessment (5.4)
«— ' Risk identification (5.4.2) [
Communication-P| | Monitoring
and . . and
: Bl Risk analysis (5.4.3) —
consultation review (5.6)

(5:2)

«— Risk evaluation (5.4.4) 1

« Risk treatment (5.5) «

Figure 1 — Risk management process in ISO 31000:2009

© ISO 2014 - All rights reserved 11


https://standardsiso.com/api/?name=5e4e811a21893d0b29841dcc57c9d7e0

ISO/TS 13131:2014(E)

5.4 Establishing the context for telehealth services

The organization should establish the context in which a telehealth service will operate in the external
environment, in the internal organizational environment and the desired quality characteristics for the

service.

Telehealth refers to scenarios in which healthcare actors at various locations actively cooperate in a
particular health or healthcare process. Telehealth is concerned with processes and sub-processes in
which at least two healthcare actors are actively involved. It is also possible for one of the actors to
be the supervisor of a technical application, as in the case of a remote operation, or a digital analysis

system.

It is expe
healthcar
at the righ
can be md
a healthcg
education

5.5 Ris

Risk ident
achievemg
processes

Risk ident

‘ted that telehealth will improve the quality of health and healthcare, for example becaiise

e professionals will have health information about the care recipient available in the right pl
t time, and they will have easier access to support from medical specialists. The garerecipi
nitored in his or her home, and receive advice without the need to travel to a health advig
re professional or organization as well as having easier access to healthcare, information g
to support self-care.

k assessment — Identification

ification is the process of finding, recognizing, and identifying®he risks that can prevent
ent of the required quality characteristics for a telehealth seryice by analysing the healthc
external to and internal to the telehealth organization.

ification requires the analysis of the processes occurring in management of quality, strate

policy, and resources including financial management, serviceplanning, workforce planning, healthc

planning,
Some illug

5.6 Ris

Risk analy
the desire

[SO 3100(
their posit
that affect
and their
affect mul
account.”

5.7 Ris

Risk evald

healthcare organization responsibilities, facilities, technology and information manageme
trative examples are provided Annex A.

k assessment — Analysis

rsis is a process used to comprehend’the nature of a risk and to determine the level of risk
d quality characteristics of the telehealth service.

:2009, 5.4.3 states that: “risk analysis involves consideration of the causes and sources of r
ive and negative consequences, and the likelihood that those consequences can occur. Fact
consequences and likelihood should be identified. Risk is analyzed by determining consequen

likelihood, and other-attributes of the risk. An event can have multiple consequences and ¢

tiple objectives. Existing controls and their effectiveness and efficiency should also be taken i

k assessment — Evaluation

atién'is process of assessing the results of a risk analysis for the possible impact of a risk

hce
bnt
or,
nd

he
hre

8y
hre

nt.

to

prs
res
an
nto

on

the organ

zation in order to determine whether the risk and/or its magnitude is acceptable or tolerable.

The purpose of risk evaluation is to decide and identify, based on the outcomes of the risk analysis,
which risks need treatment and their priority.

When establishing the priority order of the risks that have been identified, the following factors should
be taken into account:

a) probability of a risk materializing;

b) conse

quences that can be expected for a desired quality characteristic if the risk materializes;

c) possible measures or processes to reduce the probability that the risk materializes;

d) expected effect of these measures or processes.

12
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5.8 Risk treatment and quality

Risk treatment requires the selection of one or more processes (risk treatments) to modify risks. Risk
treatment processes should manage the risks that have been identified and prioritized against quality
characteristics that can be documented in quality plans.

Risk treatment in ISO 31000:2009 involves a cyclical process of
— assessing a risk treatment,

— deciding whether residual risk levels are tolerable,

— | if not tolerable, generating a new risk treatment, and
— | assessing the effectiveness of that treatment.
Th resulting quality plan that will mitigate the prioritized risks should contain

a) | quality characteristics: describing which quality characteristicis affectedwhen the risk materializes
(e.g. safety),

b) | quality objectives: each quality characteristic should be supportédby at least one quality objective
(e.g. improved patient safety), and

c) | quality procedures: for each quality objective there should be at least one quality proc¢dure (e.g.
identify patients at an increased risk of harm)

5]

Eafh quality plan should include a statement of who should be responsible for implementing, monitoring,
anfl reviewing the plan. Quality plans should be structured and contain requirements that can e verified
through the provision of objective evidence. (Derived from ISO 9000:2005, 3.8.4.)

Qufality plans for telehealth services can relatée’ to the management of resources and/or acfivities by
a Healthcare organization, healthcare professional, healthcare organization, or healthcare supporting
organization. Each quality plan should be documented in a quality manual.

6 | Quality management of telehealth services

6.1 Quality characteristics

The quality characteristies relevant to the derivation of quality plans for the management of guality by
anforganization include accountability, effectiveness, safety, and transparency.

NOTE1  This €lause does not present comprehensive guidelines for telehealth quality planning.

NOTE 2 _Unless otherwise specified, the responsible organization is a healthcare organization or|healthcare
sulporting organization.
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Quality characteristic: transparency

Quality objective:

The telehealth services offered by the organization are described.

Quality procedure:

The organization defines in the quality manual the purposes of the services it offers, how those purposes can
be achieved and how to evaluate the extent to which the purposes are achieved.
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6.3 Processes description

Quality characteristic: accountability

Quality objective:

The healthcare processes that use telehealth are described by the organization.

Quality procedure:
The organization develops a document in that

a) describes the healthcare and telehealth processes, and

b) defines the responsibilities and mandates of the actors involved.

NOTE 1 This should be a complete process description, including all parties that are needed to establish the-teleheaflth
service as well as their relationships, both in terms of healthcare activity and the formal/legal aspects.

NOTE 2 Tglehealth services can include as actors one or more healthcare organizations, professionals, and‘a’care recipignt,
for examplg when telehealth is used for case conferencing there may be several health professionals involyed.

6.4 Quaglity planning

Quality chpracteristic: effectiveness

Quality objective:

The organjzation has a quality plan to improve the effectiveness of telehedlth'services.

Quality prpcedure:

The organjzation implements and maintains a quality management'system for telehealth services which
includes

a) adescfiption of organizational requirements, identified risks, prioritized risks and required quality plan
to treat eafch risk as outlined in Clause 5, and

12)

b) adescfiption of the objective evidence required to-verify that a quality plan has been implemented.

6.5 Risk assessment

Quality chpracteristic: accountability

Quality objjective:

The key rifks to telehealth servigesjhave been identified by the organization.

Quality prpcedure:
The organjzation impleménts an accountable process for risk assessment that

a) follows a documented risk assessment process such as that outlined in ISO 31000 for assessing the
priority rigks to manage, and

b) mpkegs explicit which factors influenced the assessed risks.

NOTE 1 TRisprocedure is based on the risk analysis and risk evaluation process in ISO 31000.
NOTE 2 One can use ISO 14971 and ISO 31000 as a guideline for the risk management.
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6.6 Risk treatment

Quality characteristic: effectiveness

Quality objective:

The organization has quality plans that contain effective risk treatments for managing risks to the quality
objectives of the organization.

Quality procedure:

Quality plans are derived systematically by the organization according to the processes outlined in Clause 5
and recorded in a quality manual.

6.7 Service improvement

Quality characteristic: effectiveness

Quality objective:

THe organization has effective healthcare processes that use telehealth.

Quality procedure:

THe organization ensures that it regularly reviews the description, quality planning and risk management of
heplthcare processes that use telehealth and revises its quality mantal and plans.

6.8 Safety improvement

Quality characteristic: safety

Quality objective:

THe organization has safety measures for all healthcare actors in the healthcare processes that use t¢lehealth.

Quality procedure:

THe organization documents a process fof the management of safety in a quality and safety manual that
ensures

a)| therisks to care recipient saféty have been considered for all telehealth processes and are documented in a
quiality manual,

b)[ mechanisms are in place.ahd documented in quality plans to identify care recipients at an increaged risk of
hajrm and take early actidn to reduce these risks, and

c) | systems exist and.ai'e documented in quality plans to escalate the level of care when there is an uhexpected
deferioration in health status.

7 | Financial management

7.1 cQuality characteristics

Healthcare organizations should provide sustainable funding for telehealth services.

The quality characteristics relevant to the derivation of quality plans for the management of financial
resources by the organization include accountability and transparency.

NOTE1 This Clause does not present comprehensive guidelines for telehealth quality planning.

NOTE 2  Unless otherwise specified the responsible organization is a healthcare organization or healthcare
supporting organization.
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7.2 Sustainability

Quality ch

aracteristic: accountability

The organ

Quality objective:

ization has provided sustainable funding for telehealth services.

Quality pr

The organ
benefit, af’

ocedure:

ization has developed a business case and implemented a financial plan that considers the costs,
fordability and sustainability of telehealth services

7.3 Hedlthcare funds

Quality ch

Aracteristic: transparency

Healthcar

Quality objective:

e professionals are familiar with the available healthcare funds applicable to telehealth services.

Quality pr

The organ
charges fo

bcedure:

zation regularly informs healthcare professionals about the available reimbursements, funding an
[‘ telehealth services.

o

8 Servjce planning

8.1 Qu

lity characteristics

Healthcarge organizations are responsible for the design of telehealth services, the establishment
service leyels and service durations.

NOTE 1

The plans described below refer to the delivery of care at a distance. For services that aim at deliv

of health advice at a distance, education of healthcare professionals, professional-to-professional consultati

education

f care recipients or informal caregivers, etc., similar plans can be derived.

The quality characteristics relevant ‘to “the derivation of quality plans for the management

organizat

onally related people resources by the organization include accessibility, appropriateng

continuity, dependability, effectiveness, and inclusivity.

NOTE 2

NOTE 3

This Clause does notpresent comprehensive guidelines for telehealth quality planning.

Unless otherwise)sSpecified, the responsible organization is a healthcare organization or healthc

supporting organization:
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8.2 Service design

Quality characteristic: accessibility, appropriateness, continuity, inclusivity

Quality objective:

The organization has accessible, appropriate and inclusive telehealth services.

Quality procedure:

The organization has included in a telehealth service design document consideration of

a) [The ability of a care recipient to travel, their family, Work and cultural situation wien determining the tele-
heplth services to be offered,

b)| appropriate clinical objectives and model(s) of care or shared care,

c) | the availability of specialists, local clinical staff and facilities required to provide service‘continujty when
defermining the telehealth services to be offered,

d)| potential barriers (such access to computers or telecommunications) to the inclusion of care recipients, and

e)| care recipients who may choose which healthcare services they consider appropriate to access, wihether
delivered using telehealth or not.

8.3 Service levels

Quality characteristic: continuity, dependability

Quality objective:

THe organization provides dependable telehealth services:

Quality procedure:
The organization has included in a telehealth seryice design document consideration of
a)| at what times of day the care recipient can‘expect to be able to access the service, and

b)| for a service operating 24 h a day and-#days a week, the expected duration of service outages.

8.4 Duration of care

Quality characteristic: apprépriateness, effectiveness

Quality objective:

THe total duration fer.the healthcare activities provided by the organization using telehealth are appfopriate
and enable the efféctive delivery of healthcare.

Quality procedure:

THe organization specifies in a telehealth service design document the durations of the healthcare activities
that arewrequired to deliver appropriate and effective healthcare to the care recipient.

9 Workforce planning

9.1 Quality characteristics

Healthcare organizations are responsible for workforce planning to support telehealth services.
The quality characteristics relevant to workforce planning include competency and inclusivity.
NOTE 1 This Clause does not present comprehensive guidelines for telehealth quality planning.

NOTE 2  Unless otherwise specified, the responsible organization is a healthcare organization or healthcare
supporting organization.
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9.2 Workforce skills and training

Quality characteristic: competency

Quality objective:

The organization has a workforce that is competent to deliver effective telehealth services.

Quality procedure:

The organization ensures that

a) the hepithcare professional, or Tealthcare third party 15 required to POSSESS The COMPETENcies that are
necessary(for providing healthcare by means of telehealth,

b) appropriate minimum professional standards are applied in the assessment of the required comp@étencie
for provid|ng healthcare by means of telehealth, and

c) opportunities to complete appropriate training courses in the provision of telehealth services.are made
available.

9.3 Consultation with workforce

Quality chpracteristic: inclusivity

Quality objective:

The organjzation has consulted with the workforce about the design of telehealth services.

Quality prpcedure:

The organjzation includes staff in consultations about changes to@workflow, workloads, required skills, train
ing or oth¢r changes a telehealth service may require.

10 Healthcare planning

10.1 Quality characteristics

Healthcare organizations are responsible.for healthcare plans that support healthcare activities baged
on clinica] guidelines and protocols,

The quality characteristics relevant to healthcare planning include accountability, appropriatengss,
continuity, effectiveness, safety-and transparency,

NOTE1 |This Clause doesnot present comprehensive guidelines for telehealth quality planning.

NOTE 2  |Unless otherwise specified, the responsible organization is a healthcare organization or healthcpre
supporting organization.

10.2 Hedlthcare processes

Quality characteristic: effectiveness, efficiency

Quality objective:

Healthcare processes for telehealth services are planned and coordinated by the organization.

Quality procedure:

The organization defines the clinical guidelines and protocols that support collaboration among healthcare
organizations and healthcare professionals and that describe, among other things

a) processes that are part of the care provision,

b) roles and responsibilities of the actors in each process, and

¢) which elements of the professional health record are required to support the collaboration.

18 © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=5e4e811a21893d0b29841dcc57c9d7e0

ISO/TS 13131:2014(E)

10.3 Healthcare plans

Quality characteristic: effectiveness, safety

Quality objective:

Healthcare delivered by the organization using telehealth is effective and safe.

Quality procedure:
The organization bases healthcare plans and healthcare activities on clinical guidelines and protocols

a) which demonstrate evidence of their effectiveness and safety, and/or

b)| are recognized by a professional society.

NQTE A healthcare organization may also define and maintain local clinical protocols for treatment|nursing,
angd care.

10.4 Healthcare continuity

Qdality characteristic: continuity, safety

Quality objective:

THe organization can continue to provide safe healthcare if there is a fajlure of information and communica-
tigns technology.

Quality procedure:

The organization has comprehensive and layered backup healthcare plan to enable continuity of healthcare if
there is a failure of information and communications technology.

10.5 Unavailable clinical guidelines and protocols

Quality characteristic: accountability, appropriateness, transparency

Quality objective:

THere are accountable, appropriate, and\clear procedures for the delivery of healthcare using telehealth when
clipical guidelines and protocols are not provided by the organization.

Quality procedure:

THe organization ensures wheijt healthcare is delivered using telehealth in situations for which there pre no
gulidelines or protocols, the following procedures should be used:

a)| ahealthcare plan.is established and healthcare activities are performed according to that plan;

b)| the healthcar€ organization is informed by the healthcare professional that a clinical guideline o1 protocol
is lacking for thatsituation;

c) | the cargrecipient is informed that no clinical guideline or protocol exists for the current situatios}.

10.6-Adverse event management

Quality characteristic: safety, transparency

Quality objective:

Any limitations or risks resulting from the use of telehealth that may increase the risk of adverse events have
been identified by the organization.

Quality procedure:

The organization clearly records in the healthcare plan any possible limitations and risks to healthcare activi-
ties due to the use of telehealth and takes measures to reduce such limitations or risks.

NOTE This quality objective is merely a statement of duty of care, which applies for any kind of care delivered
with or without the use of telehealth.
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10.7 Professional health record management

Quality characteristic: appropriateness

Quality objective:

Records that contain all appropriate information observed during a healthcare activity using telehealth have
been kept by the organization.

NOTE A healthcare activity may include a healthcare investigation and needs assessment for a care recipient.

Quality procedure:

The organfzation develops healthcare plans that include a description of the information arising from a health-
care activity and ensures that information is recorded in the professional health record during a healthcare
activity thiat uses telehealth.

NOTE The information that will be recorded during the healthcare activity should be based on clinical guide-
lines. The format in which it is recorded and transmitted should be based on appropriate technigal-standards.

11 Responsibilities

11.1 Quality characteristics

Healthcarg organizations, professionals and healthcare supporting afganizations are responsible [for
obtainingja mandate (agreement) from a care recipient based on a commitment and either an infornjed
consent of an authorization by law, to provide healthcare to the recipient.

The quality characteristics relevant to the responsibilities of healthcare organizations are: accountabiljty,
appropriateness, competency, transparency.

NOTE1 |This Clause does not present comprehensive gujdelines for telehealth quality planning.

NOTE 2  |Unless otherwise specified, the responsibleyorganization is a healthcare organization or healthcpre
supporting organization.

NOTE 3  |For further information on the congcept of responsibilities in healthcare and a healthcare mandate, fee
ISO 139403—, Clause 11.

11.2 Healthcare mandate

Quality chpracteristic: accountability, appropriateness, transparency

Quality objective:

A mandatq (agreement)ffom a care recipient to become involved in healthcare processes performed for the
care reciplent has beerfobtained by the organization and the healthcare professional.

Quality prpcedure:

The organ}tzation ensures that healthcare mandates from all care recipients considering healthcare provisior
using telellealth services are based on

a) informed consent from the care recipient giving permission to perform healthcare activities, voluntarily
given by a care recipient having consent competence, or by a subject of care proxy, after having been informed
about the purpose and the possible results of the healthcare activities, or

b) authorization by law under a provision in legislation that in certain circumstances may overrule the need
for informed consent,
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¢) ahealthcare commitment consisting of a promise by the care recipient to perform healthcare activities this
also means that the healthcare professional accepts and confirms the pending healthcare mandate contained in
the proposed healthcare plan, and

d) ahealthcare needs assessment during which a healthcare professional considers a care recipient’s health
needs and determines the required healthcare activities to be recorded in a healthcare plan.

NOTE 1 A healthcare mandate should be recorded in the professional health record.

NOTE 2 All applicable legal regulations for setting up a care provision relationship without telehealth between
a Healthcare professional and a care recipient continue to apply.

11.3 Informed consent

Qdality characteristic: accountability, transparency

Qality objective:

Informed consent from care recipients to perform healthcare activities has been obtained by the orggnization
and the healthcare professional.

Quality procedure:
THe organization and the healthcare professional obtains informed ¢onsent from the client that confirms

a)| permission to perform healthcare activities, voluntarily given by a care recipient having consent fompe-
telce, or by a subject of care proxy, after having been informed.about the purpose and the possible refults of
the healthcare activities,

b)| thatthe care recipient has understood the informatien’provided, and
c) | the care recipient has been given the option to read the provided information at a later time.

N(QTE 1 Where the procedures for care deliveryby'means of telehealth are the same as those for the[non-tele-
heplth based delivery of care - it may suffice te-have an informed consent statement (in writing or vegbal) that
the care recipient (or client) agrees with the use of telehealth.

NQTE 2 The use of common technologyshould not be taken for granted, e.g. a care recipient may never have
uspd a mobile phone or never have used'text messaging. Hence in most cases there will be a differencg between
cafe delivery by telehealth and without telehealth.

o]

11.4 Care recipient preférences

Quality characteristie:;"\accountability, appropriateness, transparency

Quality objectives:

Calre recipients’can make informed choices from the available options for healthcare whether or not delivered
by[telehealth from the options that have been provided by the organization and the healthcare profegsional.

Quality procedure:

Easy7access to information that is needed to make appropriate choices among the various options of healthcare
provision has been provided by the organization and healthcare professionals to enable the care recipient or
subject of care proxy to

a) expressinformed choices regarding the performance of certain healthcare activities,
b) requestthe performance of healthcare activities that do not use telehealth, and
c) refuse to permit specific healthcare activities to be performed including healthcare using telehealth.

NOTE Once a choice is made regarding a kind of service or service delivery, the recipient should be free to
change their preferences and switch to another mode of health care delivery.
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11.5 Care recipients expenses

Quality characteristic: accountability, transparency

Quality objective:

Care recipients are informed by the organization of the expenses to themselves for healthcare and how and by
whom these expenses will be met.

Quality procedure:

The organization clearly informs the care recipient using accountable procedures of the

a) financfalcostfor the provision of the healthcare to be delivered, and

b) providions under which reimbursements for the cost of care can be claimed from other organizations sudh
as insurarjce companies that may reimburse the costs of healthcare provision.

11.6 Appropriate healthcare services

Quality chpracteristic: appropriateness

Quality objective:

Appropriate healthcare using telehealth is provided by the organization and health¢are professionals.

Quality prpcedure:
The organjzation ensures that

a) provisfion of healthcare using telehealth is appropriate for the carexecipients based on documented incluf
sion or exdlusion criteria, and

—

b) assesgment of the appropriateness of healthcare provisionusing telehealth by the healthcare professiong
continues during the healthcare activity.

EXAMPLE[1 The quality objective may be assessed by the“ise of healthcare needs assessment.

EXAMPLE|2 The quality objective may be assessed,thtough assessing complaints in a complaint registry
about the ¢ffectiveness of healthcare that uses telehealth.

NOTE 1 The competency of the care recipient may be part of the assessment.

NOTE 2 Aspects of the physical environment and facilities available to the care recipient may be assessment
criteria.

11.7 Competence of care récipients

Quality chpracteristic: competency

Quality objective:

The organjzation and the healthcare professional can confirm that the care recipient and/or the informal
caregiver fire competent and motivated to perform the tasks that are part of their healthcare plan using tele-
health.

Quality prbcedure:

The organization ensures that the

a) carerecipient and/or informal caregiver have committed to perform their tasks required in the healthcare
plan using telehealth, and

b) healthcare professional regularly evaluates whether or not the care recipient and/or informal caregiver
are still able and motivated to perform their tasks using telehealth.

22 © ISO 2014 - All rights reserved



https://standardsiso.com/api/?name=5e4e811a21893d0b29841dcc57c9d7e0

ISO/TS 13131:2014(E)

11.8 Execution of healthcare plan

Quality characteristic: transparency

Quality objective:

A healthcare plan is available from the organization and healthcare professional that transparently explains
the roles, responsibilities, mandates, tasks and mutual expectations of all actors in the healthcare process.

Quality procedure:

The organization ensures that the

a) healthcare professional prior to the execution of the healthcare plan, informs the care recipi¢nt about
the actors that will participate in the provision of healthcare and the various roles they have,

b) healthcare professional prior to the execution of the healthcare plan, informs the client about which
actor is responsible and therefore accountable for each part of the healthcare to be supplied,

c) care recipients have been informed about how complaints about a telehealthrservice can be placed and
willl be dealt with, and

d) healthcare professional at regular intervals during to the execution ofthe care plan, asks carg recipi-
enlrs and possible involved informal caregivers whether they understood theadvice and instructions|given and
whether that advice and instructions are being followed.

12 Facilities management

12.1 Quality characteristics

Telehealth services depend on using adequate facilities, including buildings and accommodation. Since
the¢ use of facilities is part of the healthcare process, quality objectives should be establishled for the
fadilities required by healthcare organizations,hrealthcare supporting organizations, and care fecipients.

Thee quality characteristics relevant to facilities management for telehealth services by healthcare
organizations are: appropriateness, effectiveness, and safety.

NOTE 1 This section does not present comprehensive guidelines for telehealth quality planning.

NOTE 2  Unless otherwise specified the responsible organization is a healthcare organization or|healthcare
supporting organization.

12.2 Healthcare organization facilities

Quality characteristic: appropriateness, effectiveness, safety

Quality objéctive:

Copnsultations using telehealth take place in accommodation that is appropriate for the healthcare professional
toleffectively deliver healthcare.

Quaitty procedure:
The organization ensures that
a) adequate physical space is available to conduct consultations,

b) anappropriate level of comfort and privacy is available for the healthcare professional and if required a
care recipient(s),

c) equipment can effectively transmit and receive an appropriate quality of audio or video, and

d) equipment can be used in a safe manner.
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12.3 Care recipient facilities

Quality characteristic: appropriateness, effectiveness, safety

Quality objective:

Consultations using telehealth take place in accommodation that is appropriate for the care recipient to effec-
tively participate in healthcare.

Quality procedure:

The organjzation can demonstrate that

a) adequfte physical space is available to conduct consultations,

b) anappropriate level of comfort and privacy is available for the care recipient and an informal carégiver if
required,

o

c) equiprthent can be used effectively to transmit and receive an appropriate quality of information includin
audio or vldeo information, and

D

d) equipment can be used in a safe manner.

13 Technology management

13.1 Quality characteristics

Telehealth services depend on information and communications:technologies to deliver healthcare gnd
transmit health information over both long and short distances.

Since thege technologies are part of the healthcare process, quality objectives should be established
for information and communication technology service support, service delivery, infrastructyre
management, deployment management, operations niahagement, and technical support.

Some orghnizations providing health services using telehealth may rely on information technolggy
management services from an external ICT.provider or a large internal ICT provider. In these cagdes,
the quality procedures in this Clause shotGld'include definition of service level agreements with thgse
providers| For instance, the relationship between the healthcare organization and external ICT provigler
should bedefined in a service level agiteement that specifies that when a problem occurs with equipmgnt,
the healtljcare organization should-communicate this to the provider and the provider must havg a
system fof post market surveillance to detect deficiencies that occur after deployment of the equipment
or device.

General phirpose ICT infrastructure, including equipment, software, and communications can be uged
to suppoift telehealth‘services. In this case, the healthcare organization or healthcare supporting
organizatjon shoulddefine appropriate service level agreements with the relevant providers.

The quality choracteristics relevant to management of equipment, devices and technology uged
for telehdalth\services by healthcare organizations are: accountability, continuity, dependabiljty,

effectivenkess; prit‘innPy’ cnﬁnfy’ transparency, and ncahi]ify

NOTE1 This Clause does not present comprehensive guidelines for telehealth quality planning.

NOTE 2  Unless otherwise specified, the responsible organization is a healthcare organization or healthcare
supporting organization.

NOTE3  Further advice on information technology management can be found in ISO/IEC 20000-1:2011 that
provide guidance on the application of service management systems. ISO/IEC 20000-1:2011 is closely aligned
with the Information Technology Library (ITIL®) and provides guidance on their relationship. This Clause does
not provide guidelines on the application of (ITIL®) to achieve conformance with ISO/IEC 20000-1:2011.

NOTE 4  This Clause is intended to apply to equipment or software specifically intended by the manufacturer,
healthcare organization, or healthcare supporting organization to be used in the provision of telehealth services.
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NOTES5 Instruments that qualify as a medical device according to national legislation and regulations should
meet the requirements of such regulations, for example the Medical Device Directive in Europe.

NOTE6  1SO 13485 and IEC/TR 80001-2-1:2012 provide useful guidance for medical devices and medical IT
networks.

13.2 Service support

Quality characteristic: continuity, dependability

Quality objective:

Service support procedures are in place to manage telehealth.

Quality procedure:

THe organization ensures that procedures are in place to maintain telehealth continuity and‘dependability
usjng

a)| incident management to manage changes in services,

b)|[ problem management identify and resolve issues whose cause is unknown,
c) | change management to manage necessary alterations to services, and

d)| release management for the introduction of new services.

EXAMPLE When a problem occurs with the equipment that is nece§sary for the delivery of the care py tele-
heplth, procedures should specify how problems can be diagnosed, communicated and resolved.

NQTE Healthcare organizations should ensure that measures:are put in place to mitigate the impact|of failures
of jnformation and communications technology due to everits.beyond their control.

13.3 Service delivery

Qdality characteristic: accountability, continuity,"dependability

Quality objective:

Service delivery procedures are in placeto support telehealth.

Quality procedure:
THe organization ensures that,precedures are in place for

a)| service level agreements.specifying the levels of telehealth service required to support the agreefl continu-
ity of care,

b)| financial arrangemiénts that account for the costs and charges to users of telehealth,

c) | capacity management ensures that IT infrastructure resources are in place to effectively meet plgnned
demand for telehiealth,

d)| availability management to ensure systems are dependable and available for use in accordance with the
service level agreements provided to users of telehealth, and

e)| Seyvice continuity management to provide recovery plans for telehealth when there is a significant failure.

NOTE 1 The obligations of suppliers of equipment and devices to rectify deficiencies, provide maintenance
services in a timely manner and supply records of known problems are defined in service level agreements.

NOTE 2 The obligations of the healthcare organization to inform the supplier about deficiencies of equipment
and devices should be defined in service level agreements.

13.4 Infrastructure management

Quality characteristic: accountability, dependability, efficiency, usability

Quality objective:

Infrastructure is managed to support the longer term needs of telehealth services.

© IS0 2014 - All rights reserved 25


https://standardsiso.com/api/?name=5e4e811a21893d0b29841dcc57c9d7e0

ISO/TS 13131:2014(E)

Quality characteristic: accountability, dependability, efficiency, usability

Quality procedure:
The organization ensures that infrastructure used for telehealth

a) isbased on an accountable requirements analysis and planning process covering design, deployment, oper-
ations and technical support,

b) supports interoperability using appropriate standards with other telehealth services,

c) isusable and fit for purpose,

d) commuunicates dnppnr‘]ah]y aoverthe available telecommunications services and

e) isfinahcially efficient of the whole of the infrastructure life cycle.

NOTE Inffastructure can consist of equipment, software, telecommunications and computer networks,

13.5 Deployment management

Quality chpracteristic:, appropriateness, safety, usability

Quality objjective:

Deploymeht procedures are in place to provide telehealth.

Quality prpcedure:
The organjzation ensures that procedures are in place for

a) desigt, build, test and roll-out of equipment and devices for telehéalth using an appropriate project man-
agement njethodology,

b) confirmation that the equipment or software is usable by for'telehealth services,
¢) confirpnation that the equipment or software and is safeto operate,

d) installation of equipment and devices for telehealth-according to the guidelines of the manufacturer or
supplier, apd

e) removpl of the equipment and devices.

13.6 Op¢rations management

Quality chpracteristic: effectiveness, efficiency

Quality objective:

Effective dnd efficient operatignal management procedures are in place to support telehealth.

Quality prpcedure:

The organjzation ensuxes that ICT operations management can provide day-to-day technical supervision of the
ICT infrasfructureuséd for telehealth including

a) backup and restore services,

b) netwolrkemonitoring and management

c) system monitoring and management,
d) database monitoring and management,
e) storage monitoring and management,

f) astable, secure ICT infrastructure, and

g) management of technical diversity.
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