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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance_afe
describefl in the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor the
different| types of ISO documents should be noted. This document was drafted in accordance with the
editoriallrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document maybe the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details pf
any patept rights identified during the development of the document will be in the_Introduction and/¢r
on the ISP list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does npt
constitute an endorsement.

For an dxplanation on the voluntary nature of standards, the-meaning of ISO specific terms arnd
expressipns related to conformity assessment, as well as infermation about ISO’s adherence to the
World Trjade Organization (WTO) principles in the TechnicakBatriers to Trade (TBT) see the following
URL: www.iso.org/iso/foreword.html.

This dochment was prepared by Technical Committee ISO/TC 68, Financial services, Subcommittee SC|7,
Core banfing.

Alist of gll the parts in the ISO 12812 series canbe found on the ISO website.
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Introduction

The use of mobile devices to conduct financial services is occurring following the steady rise of the
number of customers using the Internet for these services. As an evolving market, mobile financial
services (MFSs) are being developed and implemented on various bases throughout different regions
of the world and also among the various providers of such MFSs (MFSPs). Given these conditions,
then, the purpose of this document is to facilitate and promote interoperability, security and quality
of MFSs, while providing an environment where all stakeholders can benefit from the evolution, and
MFSPs remain as commercially free and competitive as possible to design their own implementations
ir] pursuing their own business strategies.

The intentions of this document are:

] toadvance interoperability of MFSs globally by building an international vision-of this environment
and by defining requirements based on a common terminology and basic principles for the design
and operation of MFSs (see ISO 12812-1:2017, Clause 5);

b] to define technical components and their interfaces, as well as roles~that may be perfdqrmed by
different MFSPs (e.g. financial institutions, mobile network operators, trusted service managers).
These components and their interfaces, as well as roles, are defined according to identjified use
cases, although future use cases may be considered during the maintenance of the standard;

c] toidentify existing standards on which MFSs should be based, as well as possible gaps.
Standardization effort in this area is beneficial for a sound<evelopment of the MFSs market ag it will:

— facilitate and promote interoperability between the different components or functions ddveloping
and/or providing MFSs (see ISO 12812-1:2017-4"3 and 4.4), including consideration of thle impact
of new components and/or interfaces created by the introduction of a mobile device|into the
payment chain;

— build a secure environment so that.payers and payees (see ISO/TS 12812-4) and consumers and
merchants (this document) can trust MFSs and allow the MFSPs to manage their risks;

— promote consumer protectiofi mechanisms, including fair contract terms, rules on transparency of
charges, clarification of liability, and procedures for complaints and dispute resolution;

— enable the consumer to.choose from different providers of devices or MFSs, including the ppssibility
to contract with several MFSPs for services on the same device;

— enable the consunier to transfer MFSs from one device to another one (portability);

— promote @ censistent consumer experience among various MFSs and MFSPs, with ea$y-to-use
interfaces:

Tp achieve'these objectives, each part of the ISO 12812 will specify the necessary technical me¢hanisms
ahd,/when relevant, refer to existing standards in the area of each part.

The 1SO 12812 (att parts) provides a framework flexibte enougit to accommodate New mobtle device
technologies, as well as to allow various business models, while enabling compliance with applicable
national regulations (e.g. data privacy, protection of personally-identifiable data, consumer protection,
anti-money laundering and prevention of financial crime) (see ISO 12812-1:2017, 6.3.4).

It is not the intention of the ISO 12812 (all parts) to duplicate or to seek to replace any existing standard
in the area of MFSs (e.g. communication protocols, mobile devices). It is also not the intention of the
[SO 12812 (all parts) to drive technology to any specific application or to restrict the development of
future technologies or solutions. The ISO 12812 (all parts) does not define messages and data elements
to be exchanged at the interfaces between the different components or actors of the system; instead
identified messages and data elements are already specified (e.g. ISO 8583, ISO 20022) and are
referenced by the standard. Mobile devices have communication capabilities that are sufficient for
exchanging transaction data conforming to appropriate ISO standards (e.g. ISO 8583, ISO 20022), as
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well as delivering the required transaction authorization information to the POS via other formats (e.g.
bar codes, SMS).

The ISO 12812 (all parts) recognizes the need for unbanked or under-banked consumers to access MFSs.
It also recognizes that these services may be provided by MFSPs who are not financial institutions
according to the applicable regulation(s).

NOTE For this document, the terms and definitions from ISO 12812-1 apply; where a term is abbreviated in
this document, the abbreviation is associated with the initial use of the term.

F' Q 0 10 11 12 12 14 18 146 and 19 A o tthovroaf ara conrtacu oftho Baivanmans Dayrnaan
igures 8940 44213-1441516-and18-erpart-thereofare-courtesy-of the EuropeanPayments
Council.
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Core banking — Mobile financial services —

Part 5:
Mobile payments to businesses

2
T

a[Ithenticate and authorize the transaction].

Scope

» o«

his document focuses on mechanisms by which a person (“consumer”, “payer” or <busine
mobile device to initiate a payment to a business entity (“merchant” or “payee}’)."Such a
ay use the traditional merchant point of interaction (POI) system, where the-manner of set

r a consumer to make a payment to a merchant, using the mobile device to initiate, authd
rocess transactions outside of traditional payment networks using/eeure payment inst
rcordingly, this document supports both “push” and “pull” payments/(iye. transactions that ar

‘e initiated and/or confirmed by a consumer to purchase goods<and or services, including p
hyments, remote secure server payments, as well as mobile payments that leverage other tech
.g. cloud computing, quick response (“QR”) codes, biome€trics, geo-location and other me

e of the most important aspects of the MFS environment is mobile payments to buy

0 12812 provides a comprehensive standard, for using the mechanisms involved in mobil
ansfer of funds regardless of who is involved;in the process. This document is intended to bg
btential implementers of mobile retail payirient solutions, while ISO 12812-4 is intended for
hplementers of solutions for mobile payfments to persons.

DTE [SO 12812-1:2017, 5.4 explains the differences in the use of these terms. As such, the ISO
rts) seeks to support all possible techhologies and is not designed to highlight or endorse specific ted
the competitive marketplace.

[though this document deals with mobile payments made by a consumer or a business ac
nsumer, which transactiens are subject to a variety of consumer protection requirements, in|
le relationship to the\MFSP, the consumer (or business) is the customer of the MFSP. Neverthd
bcument will use-the’term “consumer.”

Normative references

he folowing documents are referred to in the text in such a way that some or all of theil

5s”) uses
payment
tling the

hyment follows well-established merchant services paradigms. Additionally,there are other ways

rize and
ruments.
e pushed

 transmitted from a mobile device into a POI or pulled or receivedinto a mobile device or PQ|I), which

roximate
nologies
thods to

sinesses.

here are many ways a consumer, or a business.as‘a consumer, can make a payment to a nperchant.

izing the
t used by
botential

12812 (all
hnologies

ting as a
terms of
less, this

' content

ctnstitutes requirements of this document. For dated references, only the edition cited apﬂ)lies. For

updated references, the latest edition of the referenced document (including any amendments] applies.

[SO 12812-1, Core banking — Mobile financial services — Part 1: General framework

ISO/TS 12812-2, Core banking — Mobile financial services — Part 2: Security and data protection for
mobile financial services

ISO/TS 12812-3, Core banking — Mobile financial services — Part 3: Financial application lifecycle
management

ISO/IEC 18004, Information technology — Automatic identification and data capture techniques — QR
Code 2005 bar code symbology specification

©
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ISO/IEC 18092, Information technology — Telecommunications and information exchange between

systems — Near Field Communication — Interface and Protocol (NFCIP-1)

ISO/IEC 21481, Information technology — Telecommunications and information exchange between

systems — Near Field Communication Interface and Protocol -2 (NFCIP-2)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 12812-1 apply.

ISO and |EC maintain terminological databases for use in standardization at the following addresse€s:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Qnline browsing platform: available at http://www.iso.or

4 Requirements of a mobile payments-to-businesses system

This clayise identifies a set of requirements that are common to the mobilization of any paymer]
regardleps of whether such a transfer of funds represents a payment toZaperson or to a busines
or whether it is a mobile proximate payment or a mobile remote payment. In other words, thes
requirenpents apply regardless of the nature of the parties involved in’the transaction and wheth
those pafties are physically present at the same or different locations:

NOTE Many of these essential requirements also are containéd in ISO/TS 12812-4, although there af

nuances {n how they operate when the payment is to a person ‘@s)compared with a payments-to-business
system, which has its own set of operating rules and technical specifications developed by the MFSP.

the MFSP shall document those requirements and determine which MNOs support the MFS. An MFS
shall permit a consumer to select'an MNO that supports the required mobile communications servicg

4.1.4

le

f—
<

LS

le
18

it

— an interface to register personal and payment instruments data (on the mobile device);
— adata repository to store the data (on the mobile device or a secured server);

— an interface allowing the consumer to select the payment instrument;

— an interface allowing the consumer to use the selected payment instrument (can be one interface

managing all payment means or different interfaces for different means);

— an interface for managing and updating stored data (e.g. update, cancellation).
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4.1.5 An MFSP shall provide a statement of account activity to the consumer,; in a manner appropriate
for the circumstances (e.g. mailing periodic paper statement, download file, online account).

NOTE In cases of billing accounts where the consumer has an obligation for regular payments, due dates can

be displayed on the mobile device by use of pop-up warnings (e.g. information regarding consequences of non-
payment).

4.2 Security requirements

: v v Pt 3 tons within
1 appropriate secure environment (e.g. using supplementary software, SE, TEE) in accordance with
I40/TS 12812-2.

4{2.2  An application, as well as any associated credentials, resident on the mobile device or jaccessed
through a mobile device, shall be managed in conformance with the requirements and/or guidance
provided in ISO/TS 12812-3.

4{2.3 A mobile device shall be able to authenticate a consumer using a user verification methad (UVM)
established by the MFSP as suitable for the particular application.

NPTE For implementation of authentication mechanisms, refer to 1SO/TS 12812-2.

4{2.4 A mobile device shall be equipped with a display and.a keyboard (physical or virtual) gnd other
equipment (e.g. a biometrics capture device) if needed, enabling the activation/selection of the [payment
iflstrument and the confirmation of the transaction by‘the payer using trusted paths.

4{2.5 A mobile device shall possess the capability to secure the communications channel usdd for the
nmlobile payment transaction in a manner that has been determined to be sufficient by the MFSP.

4{2.6 A mobile device should enable*the consumer to access a mutual authentication gateway for
exchanging the mobile payment transaction. If the application does not provide mutual authentication,
the MFSP should take alternative~security measures in order to protect the communication channel
against security attacks (e.g. man-in-the-middle, malware and viruses).

4{2.7 The MFSP shall ensure‘that, in establishing any mobile codes or similar authentication cfredential
dee ISO 12812-1), any, use it allows of a bank-issued PIN shall be done in conformance [with the
re¢quirements of 1SQ29564; a non-bank issued PIN/mobile code does not need to conform|to these
r¢quirements.

4|3 Loggingrequirements

4{3.1, VAn MFSP shall provide the means for a consumer to view the details of each mobile [payment
tifansaction. The transaction log shall, at a minimum, display the last 10 transactions handlpd by an

a hnlHcation o thn rncant trancantinne ~opanlatnd Avny tho oot 20 Aoy o d vaohichagae e 'ides the
PP eato - or—tnefecentttaiSatHoRS—eompretea-oover—ie-PpasStov—tay-peroa—wenever—pro

most information. When specifically requested by the customer and where it is possible and feasible, the
MFSP shall make available additional information to supplement the immediately available information
log of the transaction(s) under reasonable terms.

4.3.2 The transaction log should make available to a consumer the following data:
— transaction date;
— transaction time;

— transaction amount(s);

© IS0 2017 - All rights reserved 3
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— transaction currency code(s);

— transaction type;

— payee/payer information (e.g. name/device ID and location);

— transaction verification/integrity information (e.g. token, cryptogram).

4.4 Notice requirements

441 A
completg

4.4.2
status of

4.4.3 A
into its a

444 A
of comm

NOTE
verificati

4.5 Receipt requirements

451 A
printed 1

4.5.2 A
means) §

4,53 A
consume
transmit

In certai
system t

454 A
required

n MFSP shall notify a consumer that a payment has been authorized, approved and/(l)r
d (see 4.4.4 for notice delivery methods).

he customer’s MFSP, or in some cases the merchant’s MFSP, shall inform the merchant-about the
a payment (e.g. that a payment has been received into the merchant’s account),

n MFSP shall notify the merchant about the ability to access the funds that'were transferr¢d
ccount.

n MFSP shall accomplish the notice required by this subclause through an appropriate methqd
linication (e.g. through pop-up notice in the application, by text, by email, by paper statement)

Such notices and related communications can include value-added services (e.g. on-demand payment
n services, fully electronic long-term transaction records, special records for visually impaired user}

—

POI that is capable of printing a paper transaction receipt shall provide the consumer with|a
eceipt upon request.

POI that is capable of transmitting anrelectronic receipt (e.g. via email, text messaging or other
hall provide the consumer with an‘electronic receipt upon request.

POI that knows in advange‘that it cannot provide a transaction receipt should inform the
I, to the extent it is physieally capable of doing so, that no receipt can be printed or electronically
fed and offer the consunier the choice to continue or to cancel the transaction.

h low-value transaction environments (e.g. toll roads, subways), it may not be feasible for the
b provide a ree€ipt or to enable the consumer to cancel the transaction.

n MFSP.shall notify a consumer about the legal status of different forms of transaction record
by thegjurisdiction where the MFS is being used.

46 D

ta-privacy requirements

4.6.1 An MFSP shall ensure that each MFS it offers conforms to the data protection laws and
regulations of each jurisdiction in which the application is designed to operate (see related information
in ISO/TS 12812-2:2017, 14.1) In the furtherance of this requirement, an MFSP should conduct a privacy
impact assessment (see ISO/TS 12812-2:2017, 14.3).

4.6.2 An MFSP shall conform to the requirements and recommendations contained in ISO/TS 12812-
2:2017,14.2.

4.6.3 An MFSP shall ensure that parties involved in the processing of the mobile payment document

and impl

4

ement a security policy that addresses information security and acceptable uses.
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4.6.4 An MFSP shall ensure that third parties involve in the processing of mobile payments provide
the appropriate legal notice to the consumer and/or the merchant that the execution of a transfer across
borders entails transmission of the appropriate personal information according to their respective
jurisdictions.

5 Types of mobile payments

In general terms, there are two major categories of mobile payments to a business: (1) proximate
payments and (2) remote payments. Existing payment instruments may either be used in a proximate
of remote manner, whether the technology employed is contactless or some other mobile [payment
tgchnology, such as the QR-based mobile payments, mobile payments through mobile airtime| secured
s¢rver-based payment authorizations, etc. (see ISO 12812-1:2017, 7.2, 7.3 and Annex(G)~All|types of
nlobile payments rely on an application that either resides on the mobile device or istaccessed through
the mobile device. This clause identifies and describes such payment types as part of specific guidance
and use cases.

I} some implementations of mobile payments, the actual sensitive transaction data (e.g. thg PAN) is
ré¢placed by a payment token, a temporary surrogate which may also pésséss same data strycture as
the original data. Tokens may also be used as a mechanism to handlethe post-authorization sforage of
s¢nsitive data for security purposes.

1 Mobile proximate payments

5ing a mobile device where both parties are in the samelocation. Such transactions, for exanpple, may
e initiated by placing the device very close to the merchant’s POl equipment (i.e. in proximity to the
r¢ader) or by using a mobile payment app while¢the mobile device is located at the merchgnt retail
ldcation. These payments may rely on NFC techhology (see ISO 12812-1); other methods are hluetooth
and wireless (see IEEE 802.11). Although thi$/document does not relate exclusively to NFC as|the only
ppssible technology for proximate payments, the document cites NFC uses cases as one illustration of
this payment type, including the use of NE€ operations in host card emulation mode (see Annek A). This
approach permits potential implementers to better understand the issues faced by the curremt mobile
ppyments ecosystem. Other techfiologies or methods are available for initiating a mobile jpayment
tifansaction (see 5.2 to 5.3).

5
Mobile proximate payments to a business (MPPs) are consumer payments to a merchant that are made
u
b

NJFC technology has been ificluded in some mobile devices. Although there are many ways to donfigure
NFC communication protocols for various uses, a mobile device using NFC that conformf to this
dpcument shall followt ISO/IEC 18092 and ISO/IEC 21481 for communicating with the merchant POI
device. When a mobilé device communicates according to these standards, it is capable of exfhanging
the necessary transaction data to the POI so that a transaction is processed in a manner consistent with
the processingof’debit and credit cards in a card-emulation mode (e.g. ISO 8583, ISO 20022),Because
upe of the NFC protocol enables transactions to be processed quickly by bringing the mobile device
ir] proximity to the POI (“touching”, “waving” or “tapping” are terms that have been applied to this
process);the result is an effective transaction processing and a streamlined user experience. [t should
bg noted that in other MPPs, the payment might not be made in card-emulation mode and may require
a ifferentset of pavamnfnrc forthe transaction (a g har nnﬂnc, securedserver-based transact ons Wlth
or without the use of a token). In these latter situations, the mobile device is capable of exchanging
transaction data in appropriate formats (e.g. bar codes).

MPP transactions require a secure environment that is capable of protecting all sensitive transaction
and personally-identifiable data, as well as mitigating the risks usually handled by online risk
management. Such secure environment shall conform to the requirements of ISO/TS 12812-2, and may
take a variety of forms, including a supplementary software component (“security controls”), a secured
server, a UICC (a SIM-based SE), an embedded SE or a microSD card. The MPP shall also conform to the
requirements of 4.2 and 4.6. Additionally, in some NFC-based transactions, certain sensitive operations
are directly performed within an SE on the mobile device (e.g. data encryption, transaction validation
when the payment amount value is above a certain threshold amount).

© IS0 2017 - All rights reserved 5
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5.2 Mobile remote payments

Mobile remote payments to a business (MRPs) are non-face-to-face or online transactions, made using
a mobile communications network or Internet browser, independent of the business location, where a
consumer initiates a payment or transfer of monetary value that may or may not be card-based (e.g.
payment account, scrip, electronic money) in exchange for goods or services being acquired from a
merchant or other business entity. In a remote application on the mobile device, the most security-
oriented operations are consumer authentication/transaction validation and authorization of the
transaction.

it is acknowledged that some MRP transactions are made with purchasing cards arnd
business|/corporate cards, these transactions are nevertheless initiated and authorized in the 'sanje
way as ¢onsumer card transactions; thus, there is no need to develop distinct use cases €p¥ su¢h
scenariop. Similarly, all MRPs shall employ a secure environment to protect all sensitive transactign
and perspnally-identifiable data by conforming to the requirements of 4.2 and 4.6.

5.3 Other mobile payments technologies

Although other mobile payments technologies may be either mobile proximate or mobile remote
payments, those technologies are significantly different from traditional cakdnetwork or NFC mobi|e
paymentfs. Several mobile payments are discussed in this subclause, based-en the use of non-payment
network|transaction processing or on the use of traditional payment networks in non-traditional ways
response, short messaging service, mobile airtime and wallet).

uick response (QR) based payments

These afe mobile payments which are initiated by a consumer using a QR code conforming to the
requirenpents of ISO/IEC 18004. In some instances, the QR code is used through an application to obtain
a traditignal card payment authorization; in other situdtions, the QR code is used through an applicatign
to authenticate the consumer and provide the consumer with access to a payment instrument. QR cod¢s
may be displayed either on the screen of the mobile device or at the POI.

5.3.2 obile payments through short messaging service (SMS)

These mpbile payments, or components of a payment transaction, are made through the use of an SMS
text meskage. The text message maybe used to confirm payment information, account information ¢r
consumgr authentication sometimes through the use of a token. SMS does not use any data encryption.

This typg of mobile paymentis-used in some parts of the world (e.g. Asia, Africa and United States) arjd
may be ulsed to transfer funds (both in payments to persons and payments to businesses environmentg).

5.3.3 obile payments through mobile airtime

This typg of mabile payment is currently used in various parts of the world, especially in developing
markets| Mobile airtime is often used to supplant a lack of banking infrastructure and to afford access
to MFSs through specific applications enabling non-banked persons to gain access to financial service
A general scenario for the mobile payment through mobile airtime enables a consumer to pay for
goods or services using his/her mobile airtime units billed by the consumer’s/customer’s MNO, either
as a pre-paid or as a post-paid monthly contractual plan. Settlement requires a business relationship
between the MNO/MFSP and individual merchants.

5.3.4 Mobile wallet

A “mobile wallet” refers to use of a mobile device as a surrogate for a physical wallet. All relevant financial
information (e.g. bank or non-bank issued account numbers, credit-card numbers) may be stored either
on the actual mobile device or remotely (see ISO 12812-1); a consumer shall have the mobile device
present for the transaction to occur and be able to perform all the necessary authentications required
by the MFSP. Payments may be made using NFC technology embedded in the mobile device in card
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emulation mode; the device is waved over (tapped or touched to or passed over) a contact point-of-sale
terminal at a retail business location for payment. Other technologies for mobile wallet applications are
located remotely or cloud-based (i.e. using a secured server), where the application is accessed by the
customer using the browser on the mobile device.

For a mobile wallet payment, the consumer launches an application that has been installed or
downloaded to his/her mobile device, or accessed through the mobile Internet browser, when prompted
to make a payment at a POS or remotely. The application on the device interfaces with the application
that is preloaded with the consumer’s account/payment information. The transaction is processed via
a third-party MFSP/processor or merchant acquirer and settled over the respective payment network
(g.g. credit, debit, ACH, prepaid, other).

A]consumer then selects the desired form of payment (e.g. mobile money, card-based payment| secured
s¢rver-based payment, including QR) from the various applications that have been ¢revViously loaded
irfto the mobile device (or stored separately in the wallet in the mobile device), or which the consumer
hfs arranged to access through the Internet browser. The selected app/applet then instructs the SE or
the cloud provider to provide account information associated with that applicdtion accessible through
hls or her mobile device. In an NFC situation, when the consumer “taps” his/her mobile device of the POI,
the device’s NFC chipset enters a “secure card emulation mode”, which is\one of three operating modes
syipported by active chips. The NFC chipset then accesses the SE fof the consumer-selected account
irfformation. The NFC chipset transmits payment information to the-dwaiting payment terminal, where
itlis then communicated to the card processing network. In all cases, the payment transaction is then
r¢corded in the consumer’s mobile device wallet application.

Payment instruments

vided into the following three categories: direct debit, credit transfer (either bank or mpon-bank

6

From an “open” MFS program point of view, existifig payment instruments available for use can be
d

agcounts) and card-based (e.g. credit, debit, stored-value).

DTE All payment instruments discussed in this clause are existing forms of payment instrumerft that are
t unique to the mobile payment environment (see ISO 12812-1:2017, Annex C).

5 =z

From the other perspective, thereare “closed” MFSs that use the same standard payment instfuments,
blit are not interoperable with the open program options, unless two or more MFSPs contfactually
agree to cooperate and share their programs, which results in making them essentially “open” as
between the participating MFSPs (see ISO/TS 12812-4, which encourages such agreements).| Another
fqrm of payment instrument is the mobile wallet, which can function as its own payment ingtrument
(ile. mobile money) or be a container of any of the above payment instruments.

Il the world of-payment processing, the role of the data formats and messages used to ¢xchange
ifformation bhetween merchants, merchant acquirers and MFSPs can be compared with thle role of
lgqnguage in.communication between people. Every payment program contains a set of operatiing rules
ahd technical standards for the execution of payment transactions established by a MFSP, whiich rules
s'quall befollowed by others who are part of or participating in the payment program. These rules can be

r¢garded as instruction manuals which provide a common understanding on how to move fynds (e.g.

friomaccount A toaccount R)

As discussed in 5.1, if the mobile device is exchanging transaction data to the POI so that a transaction
is processed in a manner consistent with the processing of debit and credit cards in a card-emulation
mode (e.g. ISO 8583, ISO 20022), the mobile device possesses the capability of handling the exchange
of card transaction data. In the case of credit transfer or direct debit payment programs, some data
formats/messages are based on ISO 20022, the data repository standard that covers numerous types
of transaction messages in universal mark-up language (e.g. XML) for use in the financial supply chain,
designed to enable communication between parties across all financial markets. For example, in the
case of the European Union, the SEPA credit transfer (SCT) and SEPA direct debit data formats are
based on ISO 20022. However, in the United States and elsewhere, these payments may require data
and messages based on ISO 8583, or are transfers based on the NACHA Operating Rules governing the
US ACH Network (hereafter collectively referred to as “credit transfers”). For card-based payments,
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[SO 8583 and ISO 20022 specify the data/messages by which these transactions are authorized between
a merchant, acquirer and card issuer. In the case of the United States, numerous card processing
networks exist, some are open-loop systems (e.g. VisaNet, BankNet), closed-loop systems (e.g. American
Express, Discover, individual stored value card systems). In Europe, the SEPA Cards Framework enables
a consistent customer experience when making or accepting euro payments and cash withdrawals.

NOTE Open-loop systems are also referred to as “inter-MFS provider collaborative models” and closed-loop
systems are also known as “centric models” (see SO 12812-1:2017, Annex B).

This document leverages ex1st1ng standards when deflmng procedures for moblle payments to a
business[For r
online p rchases) this document 1dent1f1es and descrlbes 1nteroperable open systems using one
more stdndardized payments instruments (e.g. bank or non-bank account credit transfer, direct)deHfit
and credjit, debit cards or prepaid cards).

NOTE Payment instruments are defined in ISO 12812-1; all references to that term in this.document afe
consistent.

6.1 Direct debit

A direct|debit program is based on the following concept: “I request mon€y,from someone else, with
their prigr approval, and credit it to myself.” The payer (consumer) and the payee (business or merchant)
shall each hold an account with an MFSP (which may be a different MFSPfor the payer and for the payesg
unless tHe transaction is really a credit transfer (see 6.2). The direct'debit payment instrument allows
a busineps to collect funds from a consumer’s account, provided_ that the business obtains a digitally
signed apthorization granted by the consumer which authorizes the business to collect a payment.|A
consumdr may instruct its MFSP not to accept any direct debitcollections on his/her account.

<

6.2 Credit transfer

A credit|transfer program (CTP) is based on the-following concept: “I request money to be sent fo
someong, requesting money from myself and crediting it to the merchant.” The CTP enables the MFYP
to offer & core and basic credit transfer facilitating payment initiation, processing and reconciliatign
(e.g. SEPA CT, ACH). This scenario enables-a.consumer and a merchant to use different MFSPs to handle
the trangaction.

6.3 Payment card

Payments cards (e.g. debit-credit, prepaid, private account) enable a consumer (as the “payer”

“cardholfler”) to use general-purpose cards to make payments and withdraw cash and to enable
business|to receive payments (as the “payee”). Consumers benefit from wider acceptance of cards ar
merchais benefit from-a competitive acquiring market and are able to choose which card programs {

accept and from which acquirer (an MFSP that acquires card transactions that services card-acceptif
merchanits). MESPs issue cards to consumers, host the cardholder database and authorize and hand|
the settlement’of each transaction. MFSPs develop payment card programs based on various busines$s
models a1nd also benefit from expanded service offerings.

09 O Qv =

6.4 Other payment instruments

There are available solutions in the market that use other payment instruments and usually use
other communication channels and/or payment infrastructures. These solutions basically are based
on mobile billing accounts (pre-paid or post-paid) or in stored value cards (SVCs) and/or stored value
accounts (SVAs). Whether these solutions are interoperable depends on if they are part of an open
or closed loop processing system, and the level of security and fraud protection usually depends on
whether the particular payment instrument is identified with a specific consumer (e.g. if a gift card is
registered to a consumer or not).

NOTE As noted above, all payment instruments discussed in this clause are existing forms of payment
instrument that are not unique to the mobile payment environment (see ISO 12812-1:2017, Annex C).
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6.4.1 Mobile bill account

In the case of mobile bill accounts, the general business model is based on a consumer paying for
goods or services using the same system he uses to pay for his mobile communications service (e.g.
operator billing, carrier billing), although other similar business models may be offered by an MFSP
to its subscribers. In these situations, the MFSP shall recognize the requirements for logging, notices
and receipts (see 4.3, 4.4 and 4.5) to ensure that the consumer has access to all required information.
Depending on the type of service subscription that the consumer has with the MNO or other MFSP,
these payments can be either pre- or post-paid.

I} the case of prepaid MFSs, the consumer is able to "top up” his account to continue to use th¢ service.
Al consumer account can be topped up using various payment options available from the MFSP (e.g.
cash, credit transfer).

I} the case of post-paid MFSs, the MFSP periodically sends a bill to the consumer under the terms of the
s¢rvice subscription.

The MNO or other MFSP charges individual transactions to the consumer and'settles with the njerchant.
The business model is determined by the MNO or MFSP. At this time, no sétflement rules are cpntained
irf] this document, although transparency requirements for consumers-and merchants may suggest that
this could be addressed in the future.

4.2 Stored value account (SVA)

6

Al SVA is a deposit of funds that a consumer uses to payfor transactions or transfer pre-palid funds,
which deposit may be card-based, stored on the mobilerdevice or stored in an account the donsumer
agcesses through the mobile device. In this case, funds-are transferred from the consumer’s (payer’s)
a¢count to the merchant’s account, or to a MFSP’s.ac¢count, who then settles with the merchant. Several
bpisiness models are available for the MFSP who.issues and handles the SVA.

Use cases

7

Epsentially, all payment instrument§are potentially appropriate for use with all mobile pfoximate
phyments (MPP) types, as well as(for use with all mobile remote payment (MRP) types. Howeyer, there
nlay be factors that impact how an MFSP determines which payment instrument(s) are available for use
ir] its payment program. Depending on the type of payment, one or another payment instrunmient may
bg more appropriate. An“-MFSP of MPPs and/or mobile remote payments (MRPs) shall recognize the
r¢quirements for logging,notices and receipts (see 4.3, 4.4 and 4.5), so that the consumer has pccess to
all required informatiomn. Moreover, all of these requirements are potentially subject to nationdl or local
lqws and/or regulatjens.

NPTE Use‘cases included in this document are for illustration purposes only and do not fordclose the
potential to-develop other feasible use cases. As noted in the Introduction, it is not the intention of this locument
tq drive teehnology to any specific application or to restrict the development of future technologies or golutions.

71+ Proximate card payments use cases

7.1.1 User verification method

In many cases of MPPs, cards are understood as the payment instrument. Thus, to the extent that
proximate payments are card payments, including stored value and credit/debit cards, they are defined
in this subclause as a “mobile contactless card payment” (MCP).

The MPP environment offers a number of additional features which can be exploited for mobile
contactless card payments with respect to a user verification method (UVM), as compared with
contactless card payments using “physical” integrated circuit “chip” cards. In the latter case, for
security reasons, any UVM (such as “off-line PIN”) requiring off-line verification using the contactless
interface is not allowed at the POI. With mobile payments, certain features of the mobile device, such as
the keyboard, could be used to enter the UVM.
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Many mobile devices are considered to be a “personal” device, which is considered to be less vulnerable
to certain types of physical attacks than a “public” terminal. However, the overall security threats to

any mob

ile device are nevertheless similar to personal computers, including threats from malware,

phishing, etc. Accordingly, potential implementers of mobile payments-to-businesses solutions shall

conform

to the requirements of 4.2 and 4.6 and should review the requirements and guidance provided

in ISO/TS 12812-2.

As with other, a distinction between online and off-line transactions needs to be considered, leading to
the combinations which are represented in Table 1.

Table 1 — Distinction between an online and off-line transaction

No UVM Online UVM Off-line UVM

Online tn

Ansaction Yes Yes Yes

Off-line t

Fansaction Yes No Yes

The usag
risk man
applicati
the usag
Impleme
may wis
intereste

e of a UVM as an authentication credential (see [SO 12812-1) is mostly linked\to the transactidgn
agement and is currently for contactless card payments at the discretioirof the card paymept
pn MFSP or underlying card program/scheme. Typically, only high value transactions require
e of a UVM. For MCPs, other factors such as consumer choice may/mpact the usage of a UVM.
hters interested in how specific use cases are handled under, SEPA/EPC and EMV settings
h to review European Payments Council (EPC) Document 492.09 Version 4.0. Implementefs
d in how specific use cases are handled in the United States4nay wish to review an article titlgd

“New Person-to-Person Payment Methods: Have Checks Met Their Mdtch” by S. Bradford and W. Keatoh.
NOTE Each of the combinations of Table 1 will be analysed in Z1.2 and 7.1.3. The figures provided only focfis
on the pr¢cessing of the UVM and do not include the transaction processing (on- or off-line).

7.1.2 §ingle tap: Analysis of UVMs

With thi} MPP method, the consumer performs. so-called “single” tap with his/her mobile device to
conduct the MCP transaction, consisting of the following steps:

1) techhology selection (contactless card payment);

2) appljcation selection (MCP application);

3) MCP|data retrieval.

Based o the MCP/POI risk-analysis, an online or off-line transaction will take place which might
involve 4 UVM.
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7.1.2.1 Online transactions — No UVM

Mobile Point of Consumer
device interaction MFSP

Figure 1 — Online/no UVM transaction féw%

This payment method is typically intended for low value paymenté\%w following steps will t:

after the risk analysis (see steps 1 to 3 in 7.1.2): Q
4) online MCP application authentication/authorization,@
5) transaction completion. s\\§\

I this case (see Figure 1), the transaction flow %entlcal to an online MCP without UVM,
alsingle tap transfers data between the mobll%ﬁevwe and the POI. With the completion in st
dedicated response message will not be forw@

711.2.2 Online transaction — Onli%’ﬁlM

I this MPP case, the POI w1ll r \est the consumer to enter his/her mobile code (or any
afithentication credential as defined in ISO 12812-1) on the POI. The mobile code/PIN used i$
cpde associated with a “car plication (see 4.2.7).

The following steps will @carrled out after the risk analysis (see steps 1 to 3 in 7.1.2):
4) online MCP ap tion authentication/authorization;

5) onlinecar, der verification with mobile code entry at the POI;

6 trans@%n completion.

R

ed to the MCP application in the mobile devicsg.

ke place

whereby
ep 5, the

form of
5 the PIN

o)
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;g’ ;‘ Mobile Point of Consumer
: device interaction MFSP

In this M
whereby
5, the de

7.1.2.3
In this M

keyboard of the mobile device. For security reason
for which the verification is executed x@ough the MCP application in the appropriate secur

a MFSP,
environ

In the ca
code ver
POI thro

The following steps are exeCs.@gvith the payment transaction:

1) off-li
2) tech
3) appl
4) MCP]

O

Figure 2 — Online/online UVM transaction l\%

®)
PP case (see Figure 2), the transaction flow is identicalQ@n online MCP with online UV]
a single tap transfers data between the mobile device arid the POI. With the completion in stg

licated response message will not be forwarded to th§¢l P application on the mobile device
. . . %
Online transactions — Off-line UVM \‘{\

[PP case (see Figure 3), an off-line UVM X ed which is entered by the consumer via t}
, this UVM is a dedicated mobile code issued |

hent (see 4.2.7). ®)

N
se of a single tap, this mobile cq@s entered before the tap. In this way, the result of the mobi
fication is forwarded in th@ll‘ine authentication/authorization message to the MFSP via t}

igh the tap. O

ne cardholder v ation with mobile code entry on mobile device;

hology selec@
cation é@?&on;

=

IS

e

le
1o

da&?@trieval;
%)

5) onlir

e MUF application authentication/autnorization;

6) transaction completion.

12
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;" ;‘ Mobile Point of Consumer
' ' device interaction MFSP

R
Figure 3 — Online/off-line UVM transaction flow~

Again, with the completion in step 5, the dedicated response messa @\'ll not be forwarded to
application on the mobile device. @
S

711.2.4 Off-line transactions — No UVM Q

This MPP method is typically intended for low value pa;@glts. The following steps will take pl
the risk analysis (see steps 1 to 4 in 7.1.2.3): g\\}

5) off-line MCP application authentication/auth@gfltion;
6) transaction completion. . $
P \Z

In this case, the transaction flow is i ical to an off-line MCP without UVM, where a s
tijansfers data between the mobile de‘QQe and the POI.

N
711.2.5 Off-line transactions ,—bef-line UVM

Similar to 7.1.2.3, an off-lin@M is entered by the consumer via the keyboard of the mobile dg
s¢curity reasons, this U S a dedicated mobile code issued by the MFSP, for which the verif
xecuted through the @P application in the appropriate secure environment (see 4.2.7).

]

In the case of a “sidghe "tap (see Figure 4), this mobile code is entered before the tap, so that the
the mobile co rification can be forwarded to the POI with the tap.

The follov@y“steps are executed with the payment transaction:

1] 9{ e cardholder verification with mobile code entry on mobile device;

the MCP

ace after

ngle tap

vice. For
cation is

result of

2 o.tkchnologv selection (MCP):

3) application selection (MCP application);
4) MCP data retrieval;
5) off-line MCP application authentication/authorization;

6) transaction completion.
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Mobile Point of Merchant Consumer
device interaction MFSP MFSP

Figure 4 — Off-line/off-line UVM transaction flow %
o)
7.1.3 Double tap: Analysis of UVMs \%
S

7.1.3.1 | Online transactions — Off-line UVM Q
In this MPP case (see Figure 5), an off-line UVM is entered by the KQSumer via the keyboard of the mobi

device. Hor security reasons, this UVM is a dedicated mobi@
verification is executed through the MCP application in the a@ opriate secure environment (see 4.2.7).

In the case of a double tap, this mobile code is entere &s\fter the first tap and the result of the mobi
code verfification is forwarded in the online authe\@,l ation/authorization message to the consum
MEFESP vig the POI through the second tap.

The following steps will be executed after thagu\k analysis (see steps 1 to 4 in 7.1.2.5):

5) confjrmation of payment details, recGﬁed from the POI, by the consumer via the off-line cardhold
verification with mobile code elgy on the mobile device;

6) onlime MCP application autl@ation/authorization;

7) tranpaction completion(-oo )

de issued by the MFSP, for which the

le

le
br

38
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(ame
F Mobile Point of Merchant Consumer
device interaction MFSP MFSP

Figure 5 — Double tap online/off-line UVM t@saction flow

O
Again, with the completion of step 5, the dedicated message @(not be forwarded to the MCP application
il the mobile device. Q
Q
O
1.3.2 Off-line transactions — Off-line UVM Q

4

bvice. For security reasons, this UVM is a. icated mobile code issued by the MFSP, for w
erification is executed through the MCP ap{\}ication in the appropriate secure environment (s

O
In the case of a double tap, this mobi }Ode is entered after the first tap and the result of th
cpde verification is forwarded in t -line authentication message to the POI with the secon

The following steps (see Figur§ 6) will be executed after the risk analysis (see steps 1 to 4 in 7|

‘8.

6) off-line MCP a %Eation authentication/authorization;

7) transacti Qmpletion.

&

7
Ak discussed in 7.1.3.1, an off-line UVM is ent s@by the consumer via the keyboard of the mobile
d
\%

1 tap.
1.2.5):

v
S
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5) confirmation of payr@ etails received from the POI by the consumer via the off-line cajrdholder
verification with ile code entry on mobile device;
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7.1.3.3

If the res
addition

automat

The samje is valid for any life cycle management (e.g. isk management parameters) executed vja

NOTE 1 | The consumer can be given the option ;@ecide to always use a mobile code before the first tap,|if
supportedl by the MCP issuer. N~

NOTE 2 In each of the above scenarios, t@\}lobile code could be replaced by another off-line UVM, such as
biometrids. ..

Alternatjvely, some MFSPs mi l@tslpport the usage of a so-called “confirmation button” on the
mobile device for payments wit%:dut UVM to allow the consumer to acknowledge that a transaction fis
taking place. :

7.1.4 Mobile contac@ payment transaction

Table 2 shows a x of the possible MCP transaction types which could be carried out between|a
mobile dI[evice e POI. Implementers interested in how EPC handles use cases for various types pf
MCP tra

il tap would be required or the mobile device woulé

bd processing from the MFSP to the MCP ap

F’ Mobile Point of Consumer
device interaction MFSP

Figure 6 — Double tap off-line/off-line UVM transac@n flow

(( )
Additional remarks QQ

ult of the completion of an MPP transaction needs @ transmitted to the mobile device, gn
ed to be kept on the POL.

ation.

N

sa&f?n should refer to the EPC Document 492.09 Version 4.0.

o)
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Table 2 — Overview of transaction types versus UVM usage

Transaction
Off-line Online
UuvM Single tap Double tap Single tap Double tap

Online UVM X
(Pin on the POI)

Off-line UVM
(Mobile code on the Xa Xb Xa Xb
mobile phone)

No UVM X — X ~—
al  Pior to tap.

bl Between two taps.

7|11.4.1 Single tap — Off-line transaction flow — No UVM (optionally off-line UVM)

8 8 Mobile Point of Merchant Consumer
device interaction MFESP MFSP

Merchant Consumer

Optionally enters Check
mobile code

Enters the transaction amount on the POI X\C

H

' »
H L
H v

H H

H H

Taps the mobile phonk\'

The transaction amount is displayed

The POI automatically retrieves
the MCP application configuration

Receives

Payment
details

N
@%ves the mobile device from
O

the POI

Upon successful completion, the POI
displays an approval (or decline)

Payment transaction completed
(audible tone + visible signal)

Optionally
displayed on the
mobile device

Transaction info
is saved in the
MCP application

log file

Optionally

deliver receipt Inform merchant about result

Optionally .A
deliver receipt N

Figure 7 — Single tap — Off-line transaction flow/no UVM (optionally off-line UVM)

A

A receipt may be printed depending on the purchase
amount or request by the consumer

Inform consumer about result

Step 0 (Pre-requisite)

— Asan option, the consumer enters his/her mobile code to “open” the MCP application on the mobile
device before starting the transaction (known as manual mode).
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— Otherwise, the MCP application is chosen without any mobile code entry (known as automatic mode).

— The merchant enters the transaction amount on the POI.

Step 1

— The transaction amount is displayed on the POI.

— The POl requests a card payment.

Step 2

— The|consumer taps his/her mobile device on the contactless reader area. (The consumer hol¢
the nobile device close to the contactless reader area until an audible tone and/or a visible-sign
takefs place.)

— The POI selects the contactless technology.

— The POI checks the available applications and selects the appropriate MCP application through t
MPP(s secure environment.

— The [contactless reader and MCP application mutually determine appropriate processing for th
tranpaction, including analysing and applying relevant risk managenient parameters. In this cas
relatied to UVM, it is determined that no UVM is required.

— An dudible tone and/or visible signal then indicate that the.mobile device to contactless read
exchpnge is completed. After this, the mobile device can be reméved from the contactless reader are

NOTE Transaction processing at the POI might still continue,

— An off-line MCP application authentication/authorization is performed by the POL.

— Aftef processing the off-line authorization, the POI displays an approval or decline message.

— Information about the current transaction (e:g. transaction amount) is saved in the MCP applicatid
log f]le and optionally displayed on the mobile device.

Step 3

— The merchant is informed abatitthe result of the transaction.

— The fonsumer is informed-about the result of the transaction.

— Depé¢nding on the purchase amount, the POI features and consumer choice, a transaction recei]
may/|be printed.

NOTE See 4.4 and 4.5 for the requirements related to the issuance of receipts and notices to consumer

including|notices.about the legal status of a payment.

Is
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e

le
€,
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7.1.4.2 Single tap — Online transaction flow — No UVM

8 8 Mobile Point of Merchant Consumer
device interaction MFSP

MFSP

Merchant Consumer

Enters the transaction amount on the POI

»
P

‘The transaction amount is displayed

Taps the mobile device

Receives

Payment
details

The POI automatically retrieves
the MCP application configuration

Removes the mobile device from

the POI

Mobile device — POI i @tion
completed (audible‘ég visible signal)

=

Optionally
displayed on the

Request . for authorisation
N
>

Authorjsation . response
<
<

mobile device

Transaction info
is saved in the
MCP application
log file

A

Optionally

deliver receipt ' )
Upon successful completion, the POI

displays an approval (or decline)

Inform merchant about result

Inform consumer about resﬁ
R . )

Optionally
deliver receipt

amount or request by the consumer

A 4

A receipt may be printed depending on the purchase

Figure 8 — Single tap — Online transaction flow/no UVM

Step 0 (Pre-requisite)
— The merchant entérs the transaction amount on the POI.
Step 1

— The transaction amount is displayed on the POI.

- The POlrequests a card payment.

Step2

— The consumer taps his/her mobile device on the contactless reader area. (The consumer holds
the mobile device close to the contactless reader area until an audible tone and/or visible signal

take place.)

— The POI selects the contactless technology.

— The POI checks the available applications and selects the appropriate MCP application through the

MPP application’s secure environment.

— The contactless reader and MCP application mutually determine appropriate processing for the
transaction, including analysing and applying relevant risk management parameters. In this case,

related to UVM, it is determined that no UVM is required.
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— An audible tone and/or visible signal then indicate that the mobile device to contactless reader
exchange is completed. After this, the mobile device can be removed from the contactless reader area.

NOTE Transaction processing at the POl might still continue.
— An off-line MCP application authentication is optionally performed by the POI.
— An online MCP application authorization is performed by the POL.

— The consumer then removes the mobile device from the contactless reader area.

— Information about the current transaction (e.g. online transaction requested for transactign
amopnt) is saved in the MCP application log file and optionally displayed on the mobile devige.

— The fontactless reader transmits all transaction information to the POI.
Step 3
— Aftef processing the online authorization, the POI displays an approval or decline. message.
Step 4
— The merchant is informed about the result of the transaction.
— The fonsumer is informed about the result of the transaction.

— Depénding on the purchase amount, the POI features and constmer choice, a transaction receipt
may|be printed.

NOTE See 4.4 and 4.5 for the requirements related to the @ssuance of receipts and notices to consumerfs,
including|notices about the legal status of a payment.
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7.1.4.3 Double tap — Off-line transaction flow — Off-line UVM

@ @

Merchant Consumer

Mobile
device

Point of
interaction

Consumer
MFSP

Merchant
MFSP

Enters the transaction amount on the POI

A 4

Optionally
deliver receipt

The transaction amount is displayed

Taps the mobile device (1st Tap)

Payment
H details

Request the Costumer to enter his/her mobile
code to complete the contactless payment
transaction

Removes the mobile device from the POI

Enters mobile code

Taps the mobile device (2nd Tap)

Removes the mobile phone g@é POI

Optionally
displayed on the
mobile device

o}

Inform merchant about result

Transaction info is
saved in the MCP
application log file

Optionally
deliver roceipt

Inform consumer about result

&
l

The POI automatically retrieves
the MCP application configuration

v
“Half course" transaction compl%'n\

specific audible tone and visi al
( kU a )

The POI automatically retrieves
the MCP application configuration

Upon successful completion, the POI
display an approval (or decline)

Payment transaction completed
(audible tone + visible signal)

A receipt may be printed depending on the purchase
amount or request by the consumer

Figure 9 — Double tap — Off-line transaction flow/off line UVM

Step 0 (Pre-requisite)

Step 1

— The transaction amount is displayed on the POI.

— The POl requests a card payment.
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The merchant enters the transaction amount on the POI.
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Step 2

— The consumer taps (first tap) his/her mobile device on the contactless reader area. (The consumer
holds the mobile device close to the contactless reader area until an audible tone and/or visible
signal takes place.)

— The POI selects the contactless technology.

— The POI checks the available applications and selects the appropriate MCP application through the

MPP

application’s secure environment.

— The
tran
relaf

— A sp
and
tran

— The

Step 3

— The

contactless reader and MCP application mutually determine appropriate processing for'\th
caction, including analysing and applying relevant risk management parameters. In this, cas
ed to UVM, it is determined that an off-line UVM (mobile code) is required.

ecific audible tone and/or visible signal indicate that “half-course” transaction'is- completg
that the consumer is prompted to enter his mobile code to complete the proXimate payme
saction.

ronsumer then removes the mobile device from the contactless reader/area.

ronsumer checks the purchase amount and enters his/her mobile code on the mobile device.

— Upon successful verification of the mobile code, a message)is’ displayed on the mobile devig

requ
Step 4
— The

— An 4
exchl

NOTE 1
— Ano
— Afte

— Info
log f

Step 5
— The
— The

iring the consumer to again tap the mobile device on the contactless reader area.

Consumer taps again (second tap) the mobile device on the contactless reader area.

udible tone and/or visible signal then indicate that the mobile device to contactless read
ange is completed. After this, the mobile device can be removed from the contactless reader are

Transaction processing at the POI niight still continue.
ff-line MCP application authentication/authorization is performed by the POI.
- processing the off-line authorization, the POI displays an approval or decline message.

mation about the cufrent transaction (e.g. transaction amount) is saved in the MCP applicatid
le and optionally diSplayed on the mobile device.

merchantis informed about result of the transaction.

ronsumer is informed about result of the transaction.

— Depd

S

d
nt

24

lnding on the pnrr‘hncp amount the PQOI features and consumer choice a transaction recei

Dt

may

NOTE 2
including

NOTE 3

22

be printed.

See 4.4 and 4.5 for the requirements related to the issuance of receipts and notices to consumers,

notices about the legal status of a payment.

Double tap is implementation dependent. It can be considered as a two-step transaction or two
transactions, one as the initialization transaction and one as a payment transaction.
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7.1.4.4 Double tap — Online transaction flow — Off-line UVM

@ &

code to complete the contactless payment
transaction

Removes the mobile phone from the POI

Enters mobile code

Taps the mobil

e device (

N~

2nd Tap)\\)

Removes the(mbﬁ( device from the POI

—@
Cpiicnally

dizplayed on the
mobile device

Optionally

rieliver receipt Inform merchant about result

Inform consumer about result

Optionally
deliver receipt

”
<

Transaction info is
c. saved in the MCP
application log file

Mobile Point of Merchant Consumer
device interaction MFSP MFSP
Merchant Consumer
Enters the transaction amount on the POI i
. i The Transaction amount 1s displayed A
Taps the mobile device (1st Tap)
D
The POI automatically retrieves .(]/
Receives the MCP application configuration QD ¢
e Y
Payment
H : details
Request the Costumer to enter his/her mobile

v
“Half course” transaction.completed
(specific audible tonse @sible signal)

The POI automatically retrieves
the MCP application configuration

Mobile device — POI interaction
Completed (audible tone + visible signal)

'

Request . for authorisation

Authorisation . response
< <
<t <

Upon successful completion, the terminal displays an
approval (or decline)

A receipt may be printed depending on the purchase
amount or request by the consumer

Figure 10 — Double tap — Online transaction flow/off-line UVM

Step 0 (Pre-requisite)

— The merchant enters the transaction amount on the POI.
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— The transaction amount is displayed on the POL.

— The POl requests a card payment.

Step 2

— The consumer taps (first tap) the mobile device on the contactless reader area. (The consumer holds
the mobile device close to the contactless reader area until the audible tone and/or visible signal

occu
— The

— The
MPP,

— The
tran
relat

— Asp
— The

— The
com

— The
Step 3
— The

— Upon successful verification of the mobile-code, a message is displayed on the mobile devig

requ
Step 4
— The

— An 4
exchl

NOTE 1
— Ano

— Ano

rs )
POl selects the contactless technology.

POI checks the available applications and selects the appropriate MCP application thxetgh th
application’s secure environment.

contactless reader and MCP application mutually determine appropriate prnocessing for th
caction, including analysing and applying relevant risk management parameters. In this cas
ed to UVM, it is determined that an off-line UVM (mobile code) is required:

ecific audible tone and/or visible signal indicate that “half-course” transaction is completed.
consumer is prompted to enter the mobile code in response to the UVM condition.

consumer enters his code (on the mobile device or on tlie POI in response to the prompt {
plete the transaction.

ronsumer then removes the mobile device from the contactless reader area.

ronsumer checks the purchase amount and‘énters his/her mobile code on the mobile device.

iring the consumer to tap again thetobile device on the contactless reader area.

Consumer taps again (second tap) the mobile device on the contactless reader area.

udible tone and/or visible signal then indicates that the mobile device to contactless read
ange is completed. After this, the mobile device can be removed from the contactless reader are

Transaction ptocessing at the POI might still continue.
ff-line MGR'\application authentication is optionally performed by the POI.

nlinetMCP application authorization is performed by the POI.

1

1

T

— Infot

mation about the current transaction (e.g. transaction amount) is saved in the MCP applicatid

n

log file and optionally displayed on the mobile device.

Step 5

— After processing the online authorization, the POI displays an approval or decline message.

Step 6

— The merchant is informed about result of the transaction.

— The consumer is informed about result of the transaction.
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— Depending on the purchase amount, the POI features and consumer choice, a transaction receipt
may be printed.

NOTE 2  See 4.4 and 4.5 for the requirements related to the issuance of receipts and notices to consumers,
including notices about the legal status of a payment.

NOTE 3 Double tap is implementation dependent. It can be considered as a two-step transaction or two
separate transactions, namely, an initialization transaction followed by the payment transaction.

7.1.4.5 Single tap — Online transaction flow — Online UVM

8 8 Mobile Point of Merchant Consumer
device interaction MFSP MFSP

Merchant Consumer

Enters the transaction amount on the POI

i

The transaction amh,\l.hs,i;displayed
P

H
H
H
H
H
H
H
i

\J . )
The POI automatically retrieves

ICP application configuration

Receives

Payment
details

D)

H

Request the Costumer to enter-,
his/her PIN code on the PO
complete the contactless payime “Half course” transaction completed
U ; ion (specific audible tone and visible signal)

N

. Removes the mq@.?hone from the POI
. PANN

Optionally
clispiayed on the JH
mobile device

Transaction info
is saved in the
MCP application
: log file

Enters Authentication
credential

A4

Request for authorisation
> >
Authorisation . response
< <
= <
!

Optionally
deliver receiot

Upon successful completion, the POI displays an

Inform merchant about result approval (or decline)

A receipt may be printed depending on the purchase

Optionally Inform consumer about result
amount or request by the consumer

deliver receipt .

d

Figure 11 — Single tap — Online transaction flow/online UVM

Step 0 (Pre-requisite)
— The merchant enters the transaction amount on the POI.
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Step 1

— The transaction amount is displayed on the POL.
— The POl requests a card payment.

Step 2

— The consumer taps the mobile device on the contactless reader area. (The consumer holds the
mobile device close to the contactless reader area until an audible tone and/or visible signal occurs.)

— The POI selects the contactless technology.

— The POI checks the available applications and selects the appropriate MCP application through the
MPP|application’s secure environment.

— The|contactless reader and MCP application mutually determine appropriate processing for the
tranpaction, including analysing and applying relevant risk management paraméters. In this casp,
related to UVM, it is determined that an online UVM is required.

— A spgcific audible tone and/or visible signal indicate that “half-course” transaction is completed.
— The fonsumer is prompted to enter his/her mobile code in response to.the UVM condition.

— The fonsumer enters a mobile code (on the mobile device or on the POl in response to the prompt fo
complete the transaction; see 4.2.7).

— The fonsumer then removes the mobile device from the contactless reader area.
— An off-line MCP application authentication is optionally‘performed by the POI.
— An opline MCP application authorization is perforied by the POI.

— Information about the current transaction. (€.g. online transaction requested for transactign
amolnt) is saved in the MCP application log'file and optionally displayed on the mobile device.

— The fontactless reader transmits all gransaction information to the POI.
Step 3
— The fonsumer checks the purchase amount and enters a mobile code on the POI (see 4.2.7).
— Aftef processing the ontine’authorization, the POI displays an approval or decline message.
Step 4
— The merchantisinformed about result of the transaction.

— The fonsumer is informed about result of the transaction.

— Depé¢nding on the purchase amount, the POI features and consumer choice, a transaction receipt
may be printed.

NOTE See 4.4 and 4.5 for the requirements related to the issuance of receipts and notices to consumers,
including notices about the legal status of a payment.

7.1.5 Risk management in mobile proximate payments (MPPs)

The mobile environment offers a number of additional features which can be exploited for mobile
proximate card payments with respect to the transaction amount, compared with contactless card
payments using “physical” plastic chip cards. In particular, the mobile environment provides a user
interface (e.g. keyboard, screen) that enables the verification method (UVM), enabling transactions that
require the usage of a UVM (e.g. a customer verification method such as used by various card brands or
in EMV). In this latter situation, the UVM is referred to as the cardholder verification method (CVM);
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some of the controls described in this clause relate specifically to CVM examples, but the generic term
UVM is used. Similarly, over-the-air (OTA) is an additional channel available to the MFSP for managing
the application, including the risk parameters, which reduces its dependency on the POI capabilities.

As with other mobile contactless card payments, a distinction between online and off-line transactions
needs to be considered from a risk management perspective. Therefore, a number of risk parameters
are used. These parameters are set up by the MFSP or the acquirer according to the underlying MFS
payment program.

In addition, the application has a set of features for risk management, such as counters and limits
tifat will be used to make the decision for a particular transaction. The purpose of this subglduse is to
present these risk management parameters for MPPs.

oreover, any limits set should take into account risks as they may be perceived by ¢énsumers and
should therefore allow consumers to vary the limits downwards if they wish.

711.5.1 Form factor

Cgrtain functions might require the identification of functionality that{is{dinked to the typ¢ of form
dctor (e.g. physical card or mobile device) being used.

Therefore, the application will have a data element indicating this” functionality and, as far as this
ridication impacts the transaction, the data element shall be reliable and therefore authenticated.

—e

Independent of the functionality linked to specific form faeters, the application may also inclufe a data
element indicating the form factor. In so far that these data‘are not authenticated, it can only bq used for
irfformation (e.g. statistics) by the POI, the acquirer orthe MFSP.

7|1.5.2 Point of interaction risk parameters

1.5.2.1 UVM limit

7

The UVM limit is a risk management parameter indicating the maximum value of a transactipn which
dpes not require a UVM.
T

fansactions for which the value s less than, or equal to, the UVM limit are typically low risk jpayment
environments (e.g. low value} 'where convenience and speed are important and the usage qf a UVM
would not be appropriaté. Iransactions for which the value is greater than the UVM limit require the
upage of a UVM. This can be an online PIN or an off-line mobile code (see 4.2.7).

The value of the UVM limit is set in the POI application and defined by the MFS payment pr¢gram or
s¢heme (at countny/region/global level). It shall take into account the risk of fraudulent tragsactions
(d.g. in case ofdoss or theft of the mobile device), while preferably using, within a program orf scheme,
the same ¢ontactless UVM limit, independent of the form factor. In addition, for consistent consumer
ahd merchant experience (and education), the contactless UVM limit should ideally be the same for all
programs/schemes in a certain geography (e.g. a country, SEPA area).

A - 4=l LINAYL - - - Taolal Lo - 4=l 4 = £ I NAYNL o 1 oy La h
TUOVET VICW UII'LIIT UV USdgT IS5 SIVTIT TN IdUIT O T UHIT CUTITAT UL 41T LIVITV IHITPICTHITIITLAUTUTT Ll.e. where

use of the term CVM is appropriate).

Table 3 — UVM usage

Transaction amount <UVM limit >UVM limit
UvM Optional Mandatory

NOTE Optional in Table 3 means that the UVM can be used, depending on the outcome of other UVM-related
risk management.
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7.1.5.2.2 Floor limit

The floor limit is a parameter indicating the value of a transaction above which an online authorization
by the MFSP is required.

— Transactions for which the value is less than or equal to the floor limit may be approved off-line by
the MFS application.

— Transactions for which the value is greater than the floor limit which are not authorized online by
the MFSP will be handled under applicable operating rules.

The Valulc.- of the floor limit is set in the POI application and defined by the acquirer under the schenje
rules (it may depend on different factors, such as the Merchant Category Code or the payment producf

-

NOTE 1 | Information on the use of Merchant Category Codes is found in ISO 18245.

NOTE 2 | Even if the transaction value is less than the floor limit, the POI might require an online*authorizatio
due to thg random online transaction selection by the POI set by the acquirer, if this option is supported by the P(

..—.‘:S

7.1.5.3 | MPP risk parameters

The follgwing subclauses provide a description of possible MPP risk parame€ters. It is at the discretign
of the MKSP to make a choice on which parameters will be supported or tg.add any other risk parameter
that seerps to be appropriate.

7.1.5.3.1 Mobile code try limit and counter

Mobile cpde try limit is not only a parameter to indicate the-maximum number of consecutive incorreft
mobile cpde trials allowed, but also is one to be determinéd considering entirely a type of transactionls,
value amjount of transactions, and accumulated numbetk of incorrect trials. As such, a mobile code mgy
be used gsa UVM.

The numpper of mobile code trials is recorded and-the mobile code try counter represents the remaining
number [of trials allowed. The mobile code“try counter is reset to the mobile code try limit after
successflil mobile code verification by the-MFS application.

If the mqgbile code try counter is equal to zero, indicating no remaining mobile code trials are left, gll
further MPP transactions requiring'a:UVM, and optionally all mobile proximate transactions:

— are declined by the MFS application until the mobile code try counter is reset by the MFSP; or

— are1joutinely sent onlineto the issuing bank, indicating that the mobile code try counter has reachqd
zero| until the mobilé Code try counter is reset by the MFSP.

The valup of the mabile code try limit is set in the MFS application and defined by the MFSP.

7.1.5.3.2 Lonsecutive No-UVM Limit and Counter

Th C A AL LINNA L o 3z £ 2 acla A2 £l L £ A 'S A i h
e On-_ CLULIVU INUTU VIVI LIt Io a PCll dllliCitTl uluu,auus LIIU TTUIITUTT U LULISTLTULIVE LI dIISdallivulls Vilit

can be performed before a UVM (typically a mobile code) is requested to protect against fraud.

The total number of No-UVM transactions is recorded in the Consecutive No-UVM Counter, which is
managed by the MFS application.

When a transaction is performed and the resulting Consecutive No-UVM Counter is greater than the
Consecutive No-UVM Limit, then a UVM is required.

The Consecutive No-UVM Counter will be reset by the MFS application after the successful mobile code
verification.
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The value of the No-UVM Limit is set in the MCP application and defined by the MFSP, according to the
program/scheme rules, taking into account:

— the risk of fraudulent transaction (e.g. in case of loss or theft of the mobile device), and

— the convenience from the consumer perspective.

7.1.5.3.3 UMV-based risk management

Table 4 provides an overview on the risk management related to the UMV as discussed above in the
context of an EMV or branded card transaction.

Table 4 — UVM-based risk management

Transaction Consecutive No-UVM Counter < Consecutive No-UVM Counter >
Consecutive No-UVM Limit Consecutive No-UVM Limif
UvM Optional Mandatory

The Consecutive No-UVM Limit is the maximum number of consecutive fransactions without VM.

NPTE Optional in Table 4 means that the UVM can be used depending.eiithe outcome of other UVM-related
risk management.

711.5.4 Cumulative Off-line Limit and Amount Accumulator

The Cumulative Off-line Limit is a parameter indicating the maximum total value of transactions
(dmounts) which can be performed before an online authorization request is required to protedt against
frlaud or overdraft.

The total amount of off-line transactions is recorded in the Cumulative Off-line Amount Accymulator,
which is managed by the MFS application.

When an off-line transaction is performed and the resulting Cumulative Off-line Amount Accfimulator
r¢aches the Cumulative Off-line Limit; then an authorization request is required.

The Cumulative Off-line Amount Accumulator may be reset per definition by the MFSP in ope of the
fqllowing ways:

— via automated processing performed OTA; here two modes exist, the so-called “push”|(prompt
initiated by a MESP ‘host) and “pull” (prompt initiated by the MPA) modes. This reset may be
optionally confirmed by using the mobile code entered by the consumer;

— via automated processing of a message performed via the POI using NFC. This might rgquire an
additional-tap or placing the mobile device on the NFC interface of the POI.

The valte*of the Cumulative Off-line Limit is set in the MFS application and defined by the MFSP
a¢cording to the program/scheme rules, taking into account:

—threTiskof fraudutent tramsaction (e g-imcase of toss or theftof the mobite devices;
— the credit risk;
— the convenience of transaction processing from the consumer perspective.

The MFSP may decide to use two different values, namely an upper and a lower limit, instead of the
Cumulative Off-line Limit. In this case, if the total amount of off-line transactions is between the
two values, an online transaction will be requested, if possible. When the upper limit is reached, the
transaction shall be processed online. If this is impossible because of an off-line POI, the transaction
will be declined.
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7.1.5.4.1 Consecutive Off-line Limit and Counter

The Consecutive Off-line Limit is a parameter indicating the number of consecutive off-line transactions
which can be performed before an online authorization request is required to protect against fraud or
overdraft.

The total number of off-line transactions is recorded in the Consecutive Off-line Counter? which is
managed by the MFS application.

When an off-line transaction is performed and the resulting Consecutive Off-line Counter reaches the

Consecu

The Congecutive Off-line Counter may be reset per definition by the MFSP in one of the followingways:

tve Off-time it themamauthorization request s TequiTed:

— via gqutomated processing performed OTA; here two modes exist, the so-called “push” (prom

initi

hited by a MFSP host) and “pull” (prompt initiated by the application) modes. This reset may &

optipnally confirmed by using the mobile code entered by the consumer;

— via qutomated processing of a message performed via the POI using NFC. Fhis might require 3

addi

The valul
to the pr

Fional tap or placing the mobile device on the NFC interface of the POI.

e of the Consecutive Off-line Limit is set in the application and defined by the MFSP accordit
bgram/scheme rules, taking into account:

— the 1fisk of fraudulent transaction (e.g. in case of loss or theft of thie mobile device);

— the dredit risk;

— the donvenience of transaction processing from the consumer perspective.

The MFYP may decide to use two different values, namely an upper and a lower limit, instead of t}

Consecu

ive Off-line Limit. In this case, if the total?’number of off-line transactions is between t}

two valdes, an online transaction will be requested if possible. When the upper limit is reached, t}

transact
will be d

on shall be processed online. If this is\impossible because of an off-line POI, the transactia
bclined.

7.1.5.4.70 Overview risk management off-line/online transactions

Table 5 grovides an overview of the risk management related to online and off-line transaction mode :

D

Dt

g

IS
S
1
n

LS

discussef above.
Table 5 — Online/off-line risk management

. . > Floor limit

Xnount < Cumulative Consecutive or cumulative
Transagtion Floor limit Off-line amount < Off-line counter < off-line limit oy
Cumulative off-line limit | Consecutive off-line limit | consecutive offf

line limit
Mode Onlinefoff-lne Onlinefoff-line Onlinefoff-line Online

Floor limit is the maximum value of the transaction amount for an off-line transaction.

Cumulative off-line limit is the maximum amount of cumulative off line transactions.

Consecutive off-line limit is the maximum number of consecutive off line transactions.

In case of a reset, both the cumulative off-line amount accumulator and consecutive off-line counter will
usually be reset together.

1) The consecutive off-line counter counts the number of transactions since the counter was explicitly reset by the

MFSP. An

30

online transaction does not necessarily result in the counter being reset.
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7.1.6 Additional features

7.1.6.1 Transaction logging

Each application should have its own transaction logging function (see 4.3). While specific methods of
conforming to that requirement are left to each individual MFSP, it may be useful to discuss how such
functionality may operate.

The application should store the transaction details in a dedicated log file in the application. It is
recommended that, at a minimum, the last 10 transactions initiated should be displayable?) to the
cfnsumer or transactions over a 30-day period whichever is the longer, although eachMFSP has
the discretion to determine the maximum number of transactions stored in the log-file [remains.
Since online transactions may be declined by the MFSP, the transaction log may not‘match [with the
aftual transaction statement. However, this transaction log allows the consumer'to’ at ledst check

irldependently the last 10 transactions initiated. As indicated in 4.3, the MFSP should-adopt a procedure
tq give additional log information to a consumer upon request under reasonabléterms.

Eyery time a proximate transaction is initiated, a new record3) can be created and the trgnsaction
ldgging is updated in the application. Then the user interface can retrieye the appropriate infprmation
flom this log file to allow the consumer to view the details of the(tbansactions initiated. The user

iffterface shall, at a minimum, enable the mobile device to conform to the requirements of 4.4 (i.e.
splay the last 10 transactions per application, or the transactions over the past 30 days, whichever
rovides more information).

d

p

The ordering of the transactions are recorded so Record #1 is the most recent transaction and Record
#P is the transaction prior to that, etc.

T

he application updates the log file, which should¢contain the following log data, without|which a
consumer cannot adequately identify the specific transaction:

— transaction date and/or transaction time/application transaction counter (ATC);
— amount, authorized;

— amount, other (i.e. cash-back);

— transaction currency codé;

— cryptogram informafion data (token information);

— transaction type;

— merchant name and location.

Methods of présenting the transaction history within the user interface should be the choife of the
MFSP/MESP:. Transactions in the logging should be able to be sorted by:

- _date (from most recent to oldest);

— amount (ascending/descending);
— transaction type (debit/refund).

Depending on the MFSP’s business requirements, an access control for this transaction logging display
may be implemented. This control is performed by requesting mobile code verification. The MFSP may
also choose to provide the consumers the ability to enable or disable this access control themselves.

2) The MPP application will always have a user interface associated with it. The log data should be extracted from
the MPP application and stored within the user interface.

3) Considering the integrity and security data aspect, the data within the MPP application’s transaction log is not
considered to be secure (i.e. there is no guarantee that EMV transaction logging data originated from a transaction
with a secure terminal).
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7.1.6.2 Receipts

The transaction receipt is a requirement to provide a payment receipt intended for the consumer (see
4.5). While specific methods of conforming to that requirement are left to each individual issuer, it may
be useful to discuss how such functionality may operate.

The handling of transaction receipts for MPP should be identical to the ones for transactions performed
with physical cards. For POI capable of printing a transaction receipt, it provides a receipt upon the
consumer’s request. If the POl knows in advance that it cannot print a transaction receipt, it informs
the consumer that no receipt can be printed and offers the consumer the choice to continue or abort the
transactfon.

Because [mobile devices may offer additional capabilities, receipts may also be provided via other
channeld (e.g. electronic receipts) which are not yet defined. The MFSP should take reasonable steps to
inform cpnsumers about the different legal status of forms of transaction records (e.g. consumers may
find that|{they need a digital receipt if one cannot be printed).

7.1.6.3 | Data sharing between MPP applications from a single issuer

A given MFSP may want to provide multiple MFSs by loading different applications in an SE or other
secure epvironment. Mechanisms may be available to allow the sharing of)resources between thege
applicatipns, such as risk management counters and limits, and mobile éode. For example, this may he
to addre$s common business or security policies.

Data shafing may have advantages for both MFSPs and consumers? For example:

— sharjing risk management counters and limits between MPRapplications simplifies risk management
of thiese MPP applications by the MFSP;

— sharjing the mobile code and (some of) its attributes (mobile code try counter and limit and mobife
codg verification status) may improve the consumer experience;

— sharjing MPP application state information*(e-g. activated) may simplify administrative operations
and |ife cycle management of the MCP applications by the MFSP and MFS application choice by the
congumer.

7.1.7 Interoperability and MPP-Service availability

Some countries have chosen.to-systematically process payment transactions online, while other
countrief have opted for a mix/of online and off-line transactions, depending on the acquirer and the
MFSP rigk management cenfiguration.

As long ps MPP tramSactions remain domestic transactions, interoperability could be ensured. But
what will happen.ifia’consumer who uses an application based on an “online” tries to make an MRP
transactjon at a‘mnerchant using an “off-line” program (e.g. in different countries)? A transaction that
needs tolgo online in a pure off-line environment will be declined.

NOTE Asimilar problem exists for a physical card.

The card programs and the MFSPs should take appropriate actions to ensure the interoperability among
all use cases, with minimal impact on the consumer side and maximizing the service availability.

One other aspect which might have an important impact on the consumer is the usage of the single or
double tap. This situation might even get more complex if other contactless services, such as loyalty
and couponing, are performed in conjunction with the MPP transaction. Therefore, MFSPs that develop
and offer MPP applications are encouraged to ensure at least consistency among MFSPs in a given
geography. Moreover, MFSPs using MPP applications should appropriately educate their consumers in
this respect.
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7.2 Remote payments use cases

In the context of this document, the mobile remote payments (MRPs) are payments which are initiated
using a mobile device where the transaction is conducted over a mobile telecommunication network
(e.g. GSM, mobile Internet) and which can be made independently from the payer’s location (and/or this
means that the transaction is not dependent on physical contact with a POI, e.g. point of sale device).

7.2.1 Mobile remote card payments

71211 Card payment withrout am MRP
The use case can be described as follows.

The consumer uses his/her mobile device to navigate to a merchant website via)mobile|Internet
and selects the goods or services to be purchased.

b] After having accepted the merchant’s general purchase conditions, the)cansumer is prompted to
confirm the purchase.

c] The checkout section of the merchant website displays the tramsaction details, including the
amount and the payment options, via the mobile device to the corisumer.

d) The consumer is redirected to the payment section. Here; more than one alternative can e found
depending on the implementation:

1) the consumer enters the card details in the cheekout section of the merchant website;

2) the consumer enters the card details in the virtual POI (virtual POS in this casg¢) of the
merchant’s acquirer; or

3) the consumer selects a payment optién base on a digital wallet that is a card container) where a
card can be chosen from a menu orlist (in most cases, the consumer shall subscribe the wallet
service in advance).

e] The transaction summary is~displayed on the mobile device indicating the date, the herchant
reference, the amount and the'selected payment card and the consumer is prompted to confirm the
transaction.

f] The transaction is processed to obtain the authorization. Additional steps may be perf¢ormed to
satisfy requirements:for strong authentication to prevent fraud. When both card and viftual POI
require strongduthentication, then a dynamic authentication method is executed.

g) Once the pdyment is authorized, the consumer is automatically redirected to the merchant website
and receiyes a confirmation of the transaction, including transaction details.

h) A reeeiptis sent by the merchant to the consumer (see 4.5).

i) ~The merchant releases the goods or services to the consumer.

This use case is based on current infrastructure for card payments and follows the standard processes
for card payments in a four-corner model with the consumer, the card issuer the merchant, and the
acquirer.

— The consumer (cardholder) enters the PAN, expiry date and Card Security Check (CSC) (static
authentication) onto the payment page (which is transmitted in the authorization message via the
acquirer to the issuer), or

— the consumer is redirected to the MFSP’s authentication server (or its agent) to perform a static or
dynamic authentication (e.g. the so-called 3D Secure method).
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Card payment with an MRP

case can also be performed using mobile internet browsing via a mobile device. However, it is

often more convenient to use an MRP installed on the mobile device. The use case can be described as

follows.

a) The

consumer opens the MRP application of his/her MFSP on his or her mobile device. The

application can be a stand-alone application, a widget in the mobile wallet or an MRP application

that

is accessed through the mobile browser on the mobile device. Within the MRP application, the

consumer would have already configured a card as an active card to use for making transactions

and

dead
b) The
c) Oncg
d) The
e) The

(the
In this us
— The

for iglentifying the merchant, then the merchant may also ne€d t6 be subscribed to the MFS.

— Inte
sche

— Apld
alloyj
of th|

7.2.1.2.1

In this sd
to a mer(
scenario

y default, the transaction will be charged to that active card. The consumer can activate ¢r
tivate cards anytime using the application settings.

Fonsumer authorizes the transaction according to the security policies of the MFSP.
the transaction is authorized, the merchant’s account is credited.
fransaction is then confirmed and all transaction data are displayed on the mebile device screep.

merchant optionally receives a message from its MFSP with a notification of the transactiqn
consumer’s card account has been debited).

e case, the following requirements may need to be supported:

fonsumer may have an MNO subscription for the MFS. In casethat mobile phone number is usgd

rms of interoperability, in early stages, the consumetiand the merchant may use the same cards
Ine/program because it may well be that the cross@ard schemes may not be supported.

tformisrequiredtolinkthe mobile phone numberwiththe paymentcard details. Thisassociatign
vs the appropriate routing of the transactien’ During the consumer/payer enrollment proce
e service, this association of the mobile phohe number and payment/card number is performe

= a

MRP with no UVM

enario, illustrated in Figure 12, the consumer uses his/her mobile device to initiate a payment
hant for the purchase of goods or services (e.g. mobile content); however, no UVM is used. This
is also valid when the consumer is a business.
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*
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@
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saved or displayed on the
mobile device

A
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***Merchant may choose to use an MFSP for one or
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Pt

1) Figure 12, the fdggv)ving steps are illustrated:
Step 0 (Pre—r@u—nsite)

The
§< s the goods/service he/she wants to purchase.

Figure 12 — MRP card/no UVM

umer navigates using his/her mobile device to a merchant website via mobile intg

confirm the purchase.

Step 1 (Transaction details displayed)

rnet and

—-%fter accepting the general purchase conditions offered by the merchant, he/she is reqyested to

— The checkout section of the merchant website displays the transaction details including the amount
and the payment options, via the mobile device to the consumer.
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ard payment selection)

— The consumer selects the “payment by card” option via mobile internet and is requested to enter
his/her payment card details®). The consumer is redirected to the payment section under the control
of a payment gateway to proceed with the transaction under a secure connection (e.g. TSL).

— As a

n alternative to the entry of the payment card details by the consumer, there may be an

application stored in, or accessed through, the mobile device. The consumer is then redirected to
the user interface of this application to select the payment card to be used and the card details are
automatically transferred to the payment section.

— The
mer
conf]

Step 3 (B

— The
requ

Step 4 (7]
Once the

— The
the t

— The
Step 5 (]

— Tran
file 4

— Ane
7.2.1.2.2
In this sd

to a mer
authenti

transaction summary is displayed on the mobile device, typically including the date, the
thant reference, the amount and the selected payment card whereby the consumer is inyited fo
rm the transaction.

ayment process)

payment is processed as a remote card transaction. This may involve an online authorizatign
est by the merchant (see 4.3.2.7.1 in EPC[10]).

ransaction finalization)
payment is authorized:

consumer is automatically redirected to the merchant website and receives a confirmation pf
ransaction.

erchant releases the good/service to the consumer
ransaction information)

saction information (such as the transactienrzamount) may be saved in an MRCP application lgg
nd/or optionally displayed on the mobile device.

lectronic receipt may be sent by the mierchant to the consumer.

MRP with strong dynamic authentication

enario, illustrated in Figuré 13, the consumer uses his/her mobile device to conduct a payment
chant, which is providing goods or services (e.g. mobile content), using a “strong dynamjic
cation method.” This(scenario is also valid when the consumer is a business.

4) Depending on the implementation, the card details may be entered in the checkout section of the merchant
website or alternatively, by use of a third-party merchant MFSP.
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Enters payment card details
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. Transaction info
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: *Authorisation request at merchant / card scheme choice
rOCOIpL 10 the CONSUMEr : : **Depends on implementation

Figure 13 — MRP (strong dynamic authentication)

In Figure 13, the following steps are illustrated:
Step 0 (Pre-requisite)

— The consumer navigates using his/her mobile device to a merchant website via mobile internet and
selects the goods/service he/she wants to purchase.

— After having accepted the general purchase conditions, he/she is requested to confirm the purchase.
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Step 1 (Transaction details displayed)

— The checkout section of the merchant website displays the transaction details including the amount
and the payment options, via the mobile device to the consumer.

Step 2 (Card payment selection)

— The consumer selects the “payment by card” option via mobile internet and he/she is invited to
enter his/her payment card details®). The consumer is redirected to the payment section under the
control of a payment gateway to proceed with the transaction using a secure connection (e.g. TLS).

— As aln alternative to the entry of the payment card details by the consumer, there may b€\ gn
appljcation stored in, or accessed through, the mobile device. The consumer is then redirected to
the yser interface of this application to select the payment card to be used and the card details ate
automatically transferred to the payment section.

— The [transaction summary is displayed on the mobile device, typically including the date, the
mer¢hant reference, the amount and the selected payment card whereby the consumer is invited {o
confjrm the transaction.

Step 3 (Authentication)

The congumer and the relevant data are subsequently authenticated® by“his/her MFSP according to
one of the following typical processes:

— In cqse of a payment card via mobile internet, the consumer afid'the relevant data are authenticatqd
by ifs MFSP via a strong dynamic authentication method.\\Various methods may exist involving
the psage of an additional authentication device. The*Cenhsumer inserts his/her payment caygd
into [the additional device; the consumer’s MFSP provides the consumer with a “challenge” to e
entefed/transmitted (on)to the additional device, followed by the consumer’s mobile code entry.
The puthentication device then generates a “respense” which the consumer is requested to enter at
agivien time during this process on his/her mohile device. The response is subsequently transmittgd

to the consumer’s MFSP via the authenticatigh response for verification?).

— In cgse an authentication application;is_present on the mobile device, a dynamic authenticatign
method (e.g. challenge/response method) is initiated by the consumer’s MFSP and is handlgd
automatically by the authenticatien application in a secure environment. The consumer is requestgd
to enter his/her mobile code®8~{UVM) only once during the MRP transaction process. The mobi|e
codqis checked either locally (off-line UVM) by the authentication application or by the consumei|’s
MEFSP (online UVM).

Step 4 (Hayment process)
— The fonsumer isinformed by his/her MFSP about the result of its authentication.

— The merchantjs informed (possibly involving its payment gateway) by the consumer’s MFSP abofit
the 1jesultiofithe authentication of the consumer.

— Subjgctto successful authentication by the consumer’s MFSP, the payment is further processed as|a
MRP. This may involve?) an online authorization request by the merchant to the consumer’s MFSP
(see 4.3.2.7.1 in EPCI10]).

5) Depending on the implementation, the card details may be entered in the checkout section of the merchant
website or alternatively by use of a third-party merchant MFSP.

6) This authentication may involve transaction details.
7) The authentication process is very similar to the one used in a MRP.

8) Use of the mobile code in combination with the dynamic authentication effectively results into a strong dynamic
authentication.

9) In particular cases, the authorization request could be optional, depending on the type of payment card and the
merchant’s decision. But, in any case, the capability to do an authorization request shall be present.
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Step 5 (Transaction finalization)
Once the payment is authorized:

— The consumer is automatically redirected to the merchant website and receives a confirmation of
the transaction.

— The merchant releases the good/service to the consumer.

Step 6 (Transaction information)

— Transaction information (such as the transaction amount) may be saved in an MRP applidation log
file and/or optionally displayed on the mobile device.

- An electronic receipt may be sent by the merchant to the consumer.

712.2 Mobile remote credit transfer

The following use cases are based on a credit transfer as the underlying payment instrumentwhereby
fynds are transmitted from the consumer’s (payer’s) account to the acCount of the merchant (payee).
Mobile remote credit transfers (MRCTs) will use the same rules that‘are applied in currept credit
tjansfers via other channels (e.g. maximum processing time, accountformats, etc.). The consymer and
the merchant may be, and frequently are, customers of different MFSPs. Generally speaking, in the case
of a credit transfer for a consumer to merchant payment, two<ategories may be considered:

— a first family whereby the merchant (business) requests the payment and the congumer is
subsequently requested to confirm the payment according to the current credit transfer jpayment
processes using their mobile device;

— asecond family whereby the consumer initiatés the payment to a merchant (business) uding their
mobile device (e.g. the payment of an invojce, possibly by scanning for instance a QR code)

For a payment to a business transaction,ythe “confirmation of credit transfer request accepftance” is
ithportant for the merchant to have a sufficient degree of assurance about the execution of the jpayment
before delivering its goods or services.

Iy} this clause, the following use cases are illustrated:

— a consumer to merchaht MRCT whereby the consumer initiates the transaction for the payment of
an invoice (see 7.2.2.1);

— aconsumer to mierchant MRCT whereby the merchant initiates the transaction and the corfsumer is
redirected to.their MFSP for the authentication (see 7.2.2.2);

—+ aconsumer to merchant MRCT whereby the merchant initiates the transaction and the corjsumer is
redirécted to a TPP for the authentication (see 7.2.2.3).

The uMs€ cases remain also valid for business-to-business payments, in particular when the gayer is a
51|na11 business.

7.2.2.1 MRCT — Consumer payment of invoice to merchant

In this use case, illustrated in Figure 12, a consumer uses a mobile device to pay an invoice using an
MRCT from his/her own payment account to the payment account of a merchant (payee). In these
situations, a dedicated MRCT application on the mobile device is used.

Furthermore, a merchant QR code, including the name, an account identifier (e.g. routing number, IBAN)
of the merchant and the transaction amount may be provided on the invoice, making the input of the
merchant details considerably more convenient for the consumer.
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Qv Figure 14 — Mobile remote credit transfer
In Figurg 1£];<t?€following steps are illustrated:
Step 0 (P“@equisite)

TC=T

— The merchant sends an invoice to the consumer containing a QR code, which includes the merchant

name, the transaction amount and the account identifier.

Step 1 (Payment application selection)

— The consumer selects and opens the MRCT application on his/her mobile device which possibly
involves the entry of a mobile code. Subsequently, the consumer scans the QR code from the merchant

invoice using his/her mobile device.
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Step 2 (Transaction details entry)

— Once the MRCT application is selected, the consumer selects the account identifier he/she wants
to use in case there are several eligible payment accounts, while the transaction amount and the
merchant’s account identifier is automatically retrieved from the QR code.

Step 3 (Credit transfer request)

— The credit transfer request is provided to the consumer’s MFSP.

Step 4 (Authentication reguest)
r \S 1 J

—+ The consumer’s MFSP checks the completeness of the transaction related data entries.and[sends an
authentication request (possibly including a challenge) to the MRCT application in thé mobile device
of the consumer.

Step 5 (Authentication response)

- The authentication request is handled automatically by the MRCT application in the copsumer’s
mobile device. The consumer is typically requested to enter his/het, mobile code once d;I:ring the
transaction (see 4.2.7). If the mobile code verification is successfully performed by the MRCT
application, it calculates an authentication response which is provided to the consumer’s MFSP.

Step 6 (Authentication verification)
— The consumer’s MFSP verifies the authentication response and the data received.
Step 7 (Payment process)

—+ The consumer’s MFSP checks on the availability-of funds on the consumer’s account, prepares and
submits the credit transfer instruction to the merchant’s institution.

Step 8 (Transaction finalization)
— The merchant’s Institution creditsithe merchant’s account with the transaction amount.

Step 9 (Transaction information)

The merchant optionally receives a message from its institution that its account has been credjited. The
consumer optionally receives a message from his/her MFSP informing that the selected account has
been debited. If such notification procedures are used, the following requirements shall be followed.

—+ A “Confirmation©f Payment” service is established.

—+ The consumer’s MFSP and the merchant’s MFSP shall participate in the “Confirmation of Hayment”
service.

— Thewmerchant has registered with a notification service with its MFSP.

— CThe consumer shall have the capability to instruct his/her MRSP to make the “Confirmation of

D £ o lalal
AdyHICIIt ST VILT dvVdIldUIT,

7.2.2.2 MRCT — Consumer to merchant transaction with consumer redirection to his/her
MFSP for authentication

In this use case, illustrated in Figure 15, the consumer uses their mobile device to pay for goods or
services delivered by a merchant (payee). An MRCT is used from the consumer’s payment account to
the payment account of the merchant using a mobile browser.

Furthermore, the consumer is redirected from the merchant’s website to its MFSP’s mobile service (e.g.
a mobile banking system) where an authentication is performed.
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In Figure 15, the following steps are illustrated:
Step 0 (Pre-requisite)

— The consumer navigates using the browser of his/her mobile device to a merchant’s website and
selects the goods or services he/she wants to buy. After having accepted the general purchase
conditions, he/she is requested to confirm the purchase.
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— The checkout section of the merchant website displays the transaction details, including the amount
and the payment options to the customer. The customer selects his/her preferred TPP in this
checkout section.

Step 1 (Customer redirection to e-Payment Scheme)

— Thecustomerisredirected with the transactions detail,including the beneficiary’sname, transaction
amount and account identifier to the e-commerce program/scheme/TPP portal.

Step 2 (Consumer selection of MFSP)

— The consumer is invited to enter his/her preferred MFSP on this portal for this transaction.
Step 3 (Credit transfer request)

— A credit transfer request including the transaction amount, the merchant’s)game and| account
identifier are forwarded to the consumer’s MFSP.

Step 4 (Consumer redirection to their MFSP)

—+ The consumer is redirected with the credit transfer request\reference by the e-payment
program/scheme portal to the mobile service of his/her MFSP.

Step 5 (Consumer identification)

- The consumer is requested to enter his/her user ID and identification data in accordance|with the
security policy of his/her MFSP. After successful idenfification, the credit transfer refergnce with
the transaction details, including the transaction@mount and merchant information, are displayed
to the consumer.

Step 6 (Authentication request)

- The consumer’s MFSP sends an authentication request, possibly including a dynamic authgenticator
(e.g. using a one-per-transaction numiber) to the consumer (e.g. via SMS).

Step 7 (Authentication response)

— The consumer is subsequently requested to enter the authentication response (e.g. copy the[dynamic
authenticator) into a dedicated authentication page to authorize the credit transfer request which is
provided to his/her MFSP.

Step 8 (Authenticationwerification)

- The consumer’s MFSP verifies the authentication response and the data received.
Step 9 (Custonier redirection to merchant)

— Thewonsumer is redirected based on previously received referral information by his/her MFSP via
thele-commerce program/scheme or the TPP portal to the merchant.

S 10 (O o £ i )
(CP LU (LITUIT T AIISITCT dLLTPLAIILT]

— The consumer’s MFSP checks the availability of funds in the consumer’s account and sends a
confirmation of credit transfer acceptance to the e-payment scheme/TPP portal.

Step 11 (Payment confirmation to e-merchant)

— The merchant is informed by the e-commerce program/scheme or the TPP about the payment
confirmation possibly by a forward of the MFSP’s confirmation of credit transfer acceptance which
enables the release of the goods or services to the consumer.

Step 12 (Delivery of goods or services)

— The consumer receives confirmation from the merchant on the delivery of goods or services.
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