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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.

ISO collaborates closely with the International Electrotechnical Commission (IEC) on all m
electrotechnical standardization.

atters of

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteriayneede
d|fferent types of ISO documents should be noted. This document was drafted in acecordance
eglitorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Aftention is drawn to the possibility that some of the elements of this documént’may be the §
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. I
a
0

n the ISO list of patent declarations received (see www.iso.org/patents),

Ahy trade name used in this document is information given for thé.convenience of users and
c¢nstitute an endorsement.

For an explanation on the voluntary nature of standards,/the meaning of ISO specific te
expressions related to conformity assessment, as wellas information about ISO’s adheren
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the f
URL: www.iso.org/iso/foreword.html.
T
C
A

his document was prepared by Technical Committee ISO/TC 68, Financial services, Subcommi
pre banking.

list of all the parts in the ISO 12812 series can be found on the ISO website.
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Introduction

The ISO 12812 series is a multi-part standard addressing interoperable and secure systems for the
provision, operation and management of Mobile Financial Services (MFSs).

This document addresses how a payer interacts with a person to initiate and complete a mobile
payment. A “person” can be either a natural individual or a small business entity legally recognized
as a “person” but where the payment is casual in nature (e.g. where the purpose is to transfer funds
between people who know each other, such as family members, friends or neighbours, or where the
relationghip between two people 1s casual, Such as to pay the babysitter, nanny, handyman, etc.).

instruments used for mobile payments-to-persons are rendered by appropriatey MKS
applicatipns that are available in or accessed through a mobile device. This mobile device, using gn
approprifate secure environment, stores or provides access to sensitive data. Such sensitive data
include gpplication configuration information, personal account data and user authentication data
(authent]cation credentials), including cryptographic keys.

This dodqument includes a set of requirements and some recommendations inténded to facilitate the
interoperability of mobile payments-to-persons. This document also outlines\the need for consumer
protectign mechanisms (e.g. including fair contract terms, rules on transpareney of charges, clarificatign
of liabilifly, complaints mechanisms and dispute resolution).

The objeftive of this document is to provide MFSPs with technical prévisions to enable the development
of interdperable mobile payments-to-persons services, where either the payer or the payee uses|a
mobile device to transact a payment to a person.

Mobile ppyments-to-persons may require the payer to inputa‘unique identifier of the payee. The pay¢e
of a mobjile payments-to-persons transaction (e.g. family{member, friend) should be able to verify the
received[amount and the reason for the payment. Although the standard focuses on mobile payments
to-persohs resulting in account-to-account payments; mobile payments-to-persons systems have al§o
been deployed in scenarios where payer and/or payee are unbanked. From a wider perspective, then
mobile gayments-to-persons and especially rémittances may facilitate later financial inclusion (sg¢e
Annex A].

This doqument differentiates between proximate mobile payments-to-persons and remote mobi|e
paymentfs-to-persons:

— Proxyimate mobile payment§-to-persons refers to a payment conveyed from one mobile device
another mobile device, where the payer and the payee are physically present in the same locatio
In tHis document, such.niobile devices are assumed to enable a contactless or other communicatiq
charjnel to be establishied. One example is the Near Field Communication Interface (see ISO 18092
present on an NF€/enabled Mobile Device. NFC technology in the mode called peer-to-peér
estaplishes such~a contactless channel between the two communicating devices. This document
doegnot preclude the use of other proximity technologies like (e.g. bluetooth low energy, QR codes

S P 0o

%

Nl

— Remlpte<mobile payments-to-persons refers to payments in which both the payer and the payg¢e
may|be’not physically present at the same location, meaning that the mobile device establishes|a
communication channel using a wireless network.

Regarding the implementation of mobile payments-to-persons, the following factors should be
considered:

— Technology innovation is dynamic, especially for mobile devices and their operating systems, mobile
wallets and payment infrastructures. Thus, requirements should be flexible to handle current and
future technologies.

— Regulatory and policy issues should be addressed for the operation of payment systems by ensuring
conformance with national and multi-national legislation and regulation, (e.g. Know Your Customer
(KYC), Anti-Money Laundering (AML), the U.S. Office of Foreign Assets Control (OFAC) and Combating
the Financing of Terrorism (CFT), data protection/privacy and customer protection).

vi © ISO 2017 - All rights reserved
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— Global utilization of mobile payments-to-persons in the two following areas:

b)

re

The deployment of mobile devices in developing countries that are often challenged by geo

graphical

boundaries, a lack of a centralized banking infrastructure, and a need for the provision of MFS to

under-banked and/or unbanked individuals.

Social networks are used by millions or even billions of people in systems relying on interpersonal
services (e.g. music, games, relationships). Many of these services generate direct payments-to-

persons relationships which may involve the use of mobile payments-to-persons.

UTTC pPdy =LU-pPtT

lated with other parts of the standard. Potential implementers of mobile retail payment

[SO 12812-1 describes the general framework and definitions for the standard;

[SO 12812-2 specifies requirements and recommendations for secufity and data protection;

ISO 12812-3 specifies requirements and recommendations for-thie management of mobile
applications.

gures 1 to 6 or part thereof are courtesy of the European Payments Council.

e closely

solutions

should look at part 5. Both parts 4 and 5 of ISO 12812 seek to support all possible technoldgies and
are not intended to favour any specific technology. Therefore, individual implementations of[a mobile
phyments-to-persons service may be highly dependent upon or require the application of othe
the ISO 12812 standard. In particular:

" parts of

financial

© IS0 2017 - All rights reserved
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Core banking — Mobile financial services —

Part 4:
Mobile payments-to-persons

[y

C4

Scope

his document provides comprehensive requirements and recommendations, as well.ds spg
ises for implementation of interoperable mobile payments-to-persons.

he emphasis is placed on the principles governing the operational functioning &f mobile pay
brsons systems and processes, as well as the presentation of the underlyingtechnical, organ
1siness, legal and policy issues, leveraging legacy infrastructures of existing payment inst
ee [SO 12812-1:2017, Annex C).

his document includes the following items:
requirements applicable to mobile payments-to-persons;

recommendations regarding mechanisms involved“dn the operation of interoperabl
payments-to-persons;

a description of the different use cases for mobile' payments-to-persons;

recommendations for the technical implementation of the generic architectures for th
payments-to-persons program;

recommendations for mobile remittances;
use cases with the correspending transaction flows;
discussion of the findngfal inclusion of unbanked and underbanked persons (Annex A);
some legal aspectsto consider for mobile payments-to-persons (Annex B).
he document is Structured as follows:
Clause6'gets forth the requirements that a mobile payments-to-persons program must com

Clauses 7, 8 and 9 provide the different levels of implementation for the interoperability
payments-to-persons.

a generic interoperability model for the prevision of different mobile payments-to-persong;

cific use

hents-to-
zational,
ruments

b mobile

)

e mobile

ply with.

f mobile

— Clause 7 describes the interoperability principles for mobiles payments-to-persons.

— C(Clause 8 describes:

©

1) athree-layer high-level architecture for mobile payments-to-persons programs;

2) payments instruments sustained by these programs;

3) processing details for a series of significant use cases of mobile payments-to-persons using

these payment instruments.

implementations: bank-centric, non-bank centric and card-centric. They can be mapped

ISO 2017 - All rights reserved
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processing use cases of Clause 8, where abstraction is made in the nature of the payment service
providers.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

EaY = Pal L L= AL 1.1 Vall L] L L] D 4 Pal 1L L
[SO 12812=t€orebumking — Muobite fimarciut services — Part 1 Gemeral frarmework

[SO 12812-2:2017, Core banking — Mobile financial services — Part 2: Security and data protection for
mobile fihancial services

ISO 12812-5, Core banking —Mobile financial services — Part 5: Mobile payments to businesses

3 Terms and definitions
For the plurposes of this document, the terms and definitions given in ISO 12812-1'and the following apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Qnline browsing platform: available at http://www.iso.org/obp

31
agent
entity that transfers funds to an MFSP on behalf of the payer or disburses funds from an MFSP to the payg¢e

Note 1 tojentry: The definition applies especially to remittance and covers both three- and four-corner systemsg.

3.2
mobile payments to person
mobile ppyment where the payee is a person

3.3
mobile femittance
transfer pf money through mobile’device between two persons located or not in the same country

3.4
mobile ffemittance service provider
entity thpt provides asnobile remittance service

3.5
mobile payments-to-persons program
operatiohal network, governed by laws, rules and technical specifications, standards, providing mobije

paymen c-fn-pnrcnn s services

3.6
payee identifier
information enabling a MFSP to identify the beneficiary of a mobile payments-to-person

3.7

unbanked

individual who does not have access to a bank account or who has no contract with a financial institution
for banking services

2 © IS0 2017 - All rights reserved
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Abbreviated terms

ACH Automatic Clearing House

A

ML Anti-Money Laundering

BIC Business Identifier Code

CFT Combating the Financing of Terrorism

5

Consumers International
SM Clearing and Settlement Mechanism
AN International Bank Account Number
YC Know Your Customer
FS Mobile Financial Service
FSP Mobile Financial Service Provider

NO Mobile Network Operator

Specific characteristics for mobile payments-to-persons

1 General

he content in this clause is generic in naturetand can be applied across a wide variety (
hyments-to-persons. The objective is to cantribute to a common understanding on how thg
obile payments-to-persons programs werk.

pgether, the different sections of thisclause propose a flexible framework for mobile payn
brsons programs which includes:

functional and technical commonalities between different mobile payments-to-persons as ¢
in Clauses 8 and 9;

functional architectures suitable to mobile payments-to-persons;

provisions toCepver regional requirements and/or constraints, in particular, those of 4
regulatory.hature.

2 Mobile payments-to-persons concepts

D

pending upon the nature of the mobile payments-to-persons system, the transfer may iny

f mobile
b various

hents-to-

lassified

legal or

olve any

combination of:

— adeposit account or a credit account associated with the payer and/or the payee;

including cash;

— electronic money held by the payer or payee, either resident in a server or stored in a mobi

©

using an appropriate secure environment (see [SO 12812-2).

ISO 2017 - All rights reserved
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er expectations

The next list (not exhaustive) precises some expectations of users (payers and payees) of mobile
payments-to-persons systems:

a) payee availability of funds at all times;

b) easy to use service;

c) quick transfer and confirmation;

d) incrq
e) resis

f) tran

g) clariffication of liability;

h) avai

5.4 Stakeholders involved in a mobile payments-to-persons program

pasingly seek transferability of funds with persons enrolled by different MFSPs;
tance against attacks (theft, skimming, etc.);

sparency of charges;

ability of complaint and dispute resolution mechanisms.

5.4.1

The MFSP contracts the customer for a mobile payments-to-personsservice provided in the framework
of an MFS program. An MFSP directly operates the mobilexpayments-to-persons service or mgy
subcontifact some elements of the program to a third party:.

A primary role of the MFSP is the issuance of mobile payments-to-persons applications to be usdad
during the transaction. The MFSP also implement risk prevention and technical controls that ensuye
the security of the transaction in conformance with the rules of the MFS program. In particular, the

MFSP co|
authenti

An open] MFS program involves at least)one business agreement between two or more different
MFSPs i order to offer customers services according to mutually contracted governance rules (sg¢e
[SO 12812-1:2017, B.3).

NOTE In this document, the.actonym MFSP refers to a “payments-to-persons MFSP”.

5.4.2 Mobile networkieperator

The MN
person t
may also

obile financial service provider

trols the access to mobile payments=to-persons services to their enrolled customers using
ration mechanisms.

operates the wireless network that may be required to proceed to a mobile payments-tp-
Fansactieny‘The MNO provides access to the network after authenticating the user. The MNO
act astthe distribution channel for the mobile device and associated authentication means.

5.4.3 Agent

The agent is the entity entitled by contract with an MFSP to disburse cash to the payee (cash-out) or to
accept cash (cash-in) from a payer to proceed to a mobile payments-to-person to a designated payee. An
agent may be a regulated entity.

5.4.4 Electronic money service provider

The electronic money service provider is an entity (that may be regulated based on national laws or
regulations) that is authorized to issue and exchange electronic money between their customers.

© ISO 2017 - All rights reserved
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6 Requirements for mobile payments-to-persons

6.1 General

This clause identifies a set of requirements that are common to both proximate and remote mobile
payments-to-persons.

These requirements are similar to those covering the payments to a business environment. Where in
particular receipt delivery is needed, printed or in electronic form, the requirements of ISO 12812-5 apply.

device of the payer and an MFSP after the selection of an application by the payer. Upon the payer

Almobile payments-to-person transaction involves typically an initial connection between tiEe mobile
lishes a

afithentication and the retrieval of payee’s routing information, the MFSP of the payer, esta
s¢cond connection with the MFSP of the payee to instruct the payment.

The requirements set out in this clause shall apply to:
— the implementation of the mobile payments-to-persons application;

— the protocols executed between the MFSPs involved in the transaetion, as well as to the protocols
between the payer/payee and their MFSP. In particular, these prnotecols shall convey data rleeded to
conform to 6.3, 6.4 and 6.5.

NPTE Security and data protection requirements are addresséd in ISO 12812-2.
6{2 Device, network, and application selection requirements

6/2.1 General

These requirements are intended to ensure that a customer has the freedom to choose under certain
conditions the mobile device and MNO for aecess to MFSs that will be used.

6/2.2 Requirements

6/2.2.1 An MFSP shall permit customers (e.g. payer or payee) to select the mobile device they desire
fdr the access to the mobile-payments-to-persons service, provided that the mobile device sypports a
s¢cure environment compatible with the MFSP requirements and is consistent with ISO 12812-P.

6]2.2.2 An MFSP shall facilitate the selection of the MNO which the customer desires to handle mobile
¢mmunications-se€rvices, provided that the MNO supports a secure environment compatible|with the
FSP requirements.

=z Q

6(2.2.3 _“Aymobile device shall permit a customer to:

—t ~select the appropriate mobile payments-to-persons application(s) including a mobile wjallet, for
hnnd]ing any pnrfir‘n]nr mabile payments-to-persons transaction;

— permit a customer to disable an MFS application (see ISO 12812-3:2017, 7.1).

6.2.2.4 An MFSP shall ensure that when a mobile wallet is used for mobile payments-to-persons, it is
capable of providing, at least, the following functionality:

— atrusted user interface to:
a) manage (register, update, delete) data that may be used for the service;

b) allow the user to select and use the payments-to-persons service (can be one interface managing
all payment means or different interfaces for different means);

© IS0 2017 - All rights reserved 5
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— adata repository (on the mobile device or a secure remote server).

6.3 Lo

gging requirements

6.3.1 General

These re
to verify

quirements are intended to facilitate the traceability of transactions and enable the customer
that these transactions have been performed correctly.

6.3.2 Requirements

6.3.2.1

transacti
payment
whicheve

arrange fo provide additional information to a customer upon request under reasonablée’terms.

6.3.2.2

— tran
— tran
— tran
— tran
— tran
— tran
— pays
— tran

NOTE
canbead

6.4 Nd

6.4.1 (
These re

— redu
so th

An MFSP shall provide the means for a customer to view details of each mobile . payment
pn. The transaction log shall, at a minimum, display the last 10 transactions handled by a mobi|e
5-to-persons application, or the recent transactions completed over the past 80:day perio(d,
br provides the most information. Beyond the immediate logging information;{the MFSP shall

The transaction log shall make available the following data:
saction identifier;
saction date;
saction time;
caction amount(s);
caction currency code(s);
caction type (e.g. debit, credit);
e/payer information (e.g. name/device‘identifier and location);
caction verification/integrity inforimation (e.g. cryptogram).

A parallel requirement to pro¥idé a transaction log to a payee may not be practical because the payge
ustomer of a different MFSE:

tice requirements

heneral

gquirementsare intended to:

cona

ce the,risks and consequences of unauthorised or incorrectly executed payment transactions
atthe'payer and the payee may inform their MFSPs as soon as possible about any contestatio;Fs

— accelerate the availability of the funds by the payee.

6.4.2 Requirements

6.4.2.1 The payer MFSP shall notify a payer that a payment has been authorized, approved, or
completed.
6.4.2.2 The payee MFSP shall notify the payee about the status of a payment (e.g. that a payment has

been received into the payee’s account).

© ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=98500e9273000962d6aa8113e5061976

ISO/TS 12812-4:2017(E)

6.4.2.3 The payee MFSP shall notify the payee about the ability to access the funds that were transferred
into the payee’s account.

6.4.2.4 The MFSP shall accomplish the notice required by this section through an appropriate
method of communication (e.g. through pop-up notice in the application, by text, by email and by paper
statement).

6.5 Authentication and authorization requirements

6/5.1 General

These requirements are intended to reduce risks and consequences of unauthenticated o6r unaythorized
ppyment transactions using preventive measures to authenticate and authorize the payer and the payee.

6/5.2 Requirements

6|5.2.1 The payer MFSP shall authenticate the payer to verify the identity of the payer and his/her
obile device and shall authorize the transaction after validating the availability of funds and accprding to
5 internal risk management procedures. For authentication and autherization methods, see [SP 12812-
For payment-to-person transaction authentication, authorizatién ‘and acceptance discussior] and use
cases, see 9.2, 9.3 and 9.4.

N =g

6|5.2.2 The payee MFSP shall authenticate the payee towerify the identity of the payee and his/her
nlobile device and shall authorize the transaction according to its internal risk management pr¢cedures.
For authentication and authorization methods, see-1SO 12812-2. For payment to person trgnsaction
alithentication, authorization and acceptance discussion and use cases, see 9.2, 9.3 and 9.4.

7| Scenarios for interoperability

711 General

p—

nteroperability of a mobile payments-to-persons program refers to the ability of a payer|enrolled
with an MFSP to execute a mobile payments-to-person transaction with a payee who is not necessary
enrolled with the payer MFSP. Both MFSPs must have access to a mobile payments-to-persons gystem.

This document describes two interoperability scenarios:

Scenario 1, where the transaction is processed within a single mobile payments-to-person$ system;

— Scenarie-2, where the transaction is processed through different mobile payments-tg-persons
systems and interoperability models for payment facilitation.

Ithplementers interested in specific examples of how interoperability between MFSP has been handled
ir] SEPA/EPC situations may refer to documentation in EPC 492.09 version.

NOTE The figures in Clauses 7 and 8 are inspired from the EPC document.
7.2 Scenario for interoperability 1

7.2.1 General

In scenario 1, MFSP(s) are members of the same mobile payments-to-person system. This scenario
covers two models described in 7.2.2 and 7.2.3.

© IS0 2017 - All rights reserved 7
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In both models, the MFSP(s) participating in the transaction:

— implement common protocols to connect to the payment system for the execution of payments

usin

g a given payment instrument;

— have access to a common clearing and settlement facility;

— enrol their customers for a mobile payments-to-persons service;

— provide their customers with a mechanism (e.g. a mobile payments-to-persons application, a mobile

wall

7.2.2 Three-corner model

In a thrge-corner model, both the payer and the payee are customers of the same MFSP. The thre
corner nodel is also called closed-loop or MFSP centric (see ISO 12812-1:2017, Annex B).

The fact
as the i
immedi

7.2.3

In this nodel, the payer and the payee are customers of the differentMFSPs. The four-corner model jis
also call¢d open-loop or inter-MFSP collaborative (see [SO 12812:14:2017, Annex B).

In this m|

for paynjent initiation, processing and settlement.

7.3 Sc

Scenario

system A to transfer funds to a payee enrolled*with an MFSP of a different system B. The busine$s
rationald for scenario 2 is the need for a MESP to boost the volume of transactions and to extend the

mobile p
Possible
— Bilat

— The

payr
to th
exist

— The
insta

31') totransmit payment orders fhrmlgh wireless communication networks

W
]

that only one MFSP is involved may result in a simplified implementation ofith€ use cases, su¢h
entification of the payee (which is known to the MFSP), the payment €onfirmation and the
y of the funds availability by the payee.

our-corner model

ppdel, MFSPs have implemented common protocols and'access to shared system infrastructurgs

pnario for interoperability 2 (cross-systém payment)

2 refers to interconnectivity options te enable a payer enrolled by an MFSP member of|a

hyments-to-persons service to allarger number of payees.
Solutions include:
eral or multilateral agreements between systems.

Creation of a common infrastructure (e.g. a hub) to support cross-system payments-to-persoms
hents and develop’a common directory shared between systems and similar in functionalify
e one designed/in 7.4. This cross-system directory may be implemented as the federation pf
ing comman-directories and be accessible using a common protocol.

hub miay offer different levels of service, depending in the investment effort decided. For
incé, the hub may:

a) pro

tdeaservice for prorocoi conversioin, or

b) require the implementation of a specific protocol to be supported for the PSPs, or

c) provide APIs for the service to be offered (e.g. access to a Common Directory).

NOTE

Future versions of the standard can provide technical solutions for cross-system interoperability.
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F|
tf
5)

PAYER PAYEE
Bank Account Bank Account
Card Number Card Number
Alias / Phone Number Alias / Phone Number
Account Number Account Number
PAYER PAYEE
MFSP MFSP

INTEROPERABLE INFRASTRUCT\DE
raN

Figure 1 — Interoperability model for scenario 2

gure 1 describes the interfaces required for the-transmission of the payment instructions
le different stakeholders. For scenario 2, the routing of the payment instruction requires {
stems implement an interface for access of the respective system’s MFSP to a common infras

4 Interoperability models for payment facilitation

4.1 General

first concern for the mobilespayments-to-persons program is to facilitate the initiation of the
bing an identifier (e.g. alias) of the payee easy to handle by the payer, but sufficient to ret
hyee routing information-

and deljvers direct interoperability between payers and payees, as described in 7.4.2.

his document proposes two interoperability models for the facilitation of payments to persons:

between
hat both
tructure.

payment
rieve the

The directinteroperability model, where the payer provides to his/her MFSP the information needed
to route'the payment instruction to the payee MFSP. It is based on the use of existing infradtructure

Theé common infrastructure model, which involves the implementation of a common infradtructure

(CI) to which each MFSP participating in a system has access to. The payer MFSP sends ar

pquest to

the CI using the payee identifier provided by the payee (e.g. an alias) and receives as a response the
appropriate routing information for the payment transaction (e.g. to the payee’s payment account

through IBAN/BIC for credit transfers/ACH transactions). This model is described in 7.4.3.

NOTE Multiple versions of the common infrastructure model exist.

7.4.2 Direct interoperability model

The direct interoperability model is dependent on the payer’s/payee’s ability to forward all relevant
payment information (BIC, IBAN, PAN, name, address, etc.)) to his/her MFSP. The information for
the payment transaction is directly provided by the payer to its MFSP. Implementing the direct

©
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interoperability model in a mobile payments-to-persons system means that the payer MFSP does not
need to collect additional information in order to generate the payment instruction.

In this way, the mobile payments-to-persons transaction may be performed in four steps:
— payment initiation by the payer including payee information;
— generation of the payment instruction by the payer MFSP;

— debit of the payer account and credit of the payee account;

— notification to the payee of the funds availability.

7.4.3 (Common infrastructure

In this model, interoperability is achieved by the usage of a centralized common infrastructure whigh
may have many shapes and purposes and which could even be implemented in a distrfibuted way. The
primary [purpose of this infrastructure is to act as a directory service or switch for rduting purposeés
as described in Figure 2. This centralized infrastructure could also offer varioussvalue added servicgs
such as delivery services which are, however, beyond the scope of the ISO 12812 standard.
Pre advice of

Payment
(optional)

1. Send i
: 2. Translate Alias 5. Notification of

payment into account or card payment

instruction reference

using

payee’s

Alias
3. Payment 4. Payment
Transaction Settlement (-

< CPAYMENT
SYSTEM

PAYEE MFSP

PAYER MFSP

Figure 2 — Common infrastructure model

Figure 2 pdds an additional Step prior to the generation by the payer’s MFSP of the payment instructioh.
The infofmation for the payment transaction is to be retrieved by the payer’s MFSP from a central data
server bgsed on the payee’s alias provided by the payer to its MFSP.

The cofjumon intéroperability model presents two advantages compared with the direft
interopefability-model:

— itavpids the inconvenience to payers of having to obtain the payee’s account information;

— it avoids the payee to disclose his/her own account information to the payer.

The model relies on the enrolled users trusting the CI directory. In particular, the CI directory
management shall comply with the data protection requirements set out in ISO 12812-2:2017, 6.3.
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8 Implementation models

8.1 General

A mobile payments-to-persons program’ refers to a formal arrangement between MFSPs either members
or having access to payment systems on common governance rules for the processing, clearing and/or
settlement of mobile payments-to-persons.

A great number of mobile payment programs exist in the marketplace having in common the use of the

mobile-device toinitiate apavment from pavertopavee regardlessof whetherthe naver and the payee
ey r=J r=J r=J 4 ts) il r=J b

afe present in the same location or not.

This diversity of models for the provision of mobile payments-to-persons may be considergd as the
r¢sult of three different market trends:

— the emergence of new technologies enhancing the ability of the individuals te,communicate;

— the need to provide methods to enable better control by users of their-account balances (bank and
non-bank accounts);

— the openness of the mobile payment market to new stakeholders.

In} a consistent way with the other parts of this document, this clause uses the term MFSP for the entity
d|rectly in relationship with either the payer or the payee. However, in the real world, the infprmation
exchanges between the entities participating in a mobile-payments-to-persons program will actually
depend on the nature of the MFSPs involved (e.g. if the MESP is a financial institution or not). Therefore,
when required by a specific mobile payments-to-petsons scenario, the nature of the MFSP is to be
specified.

This document proposes a high-level architecture for the provision of mobile payments-to-persons
uping three functional layers.

8{2 High-level architecture and-network technologies

8(2.1 Layer 1: Infrastructure used to convey payment initiation and authorization messages

Layer 1 refers to the transporntlevel networks required for the users of the mobile payments-to-persons
ystem, the payers and the payees, to agree, initiate and confirm the payment using mobile devices.
For example, users of the 3G+ or 4G mobile networks have access to connectivity functjonalities
lharacterized by:

%)

o

— arelativelyfast establishment of data connection;

— relatively higher data speeds, dependent on the technical implementation, available Qo and the
availability of the network service (or a fall-back access);

— ccapability of being constantly connected, without the need to re-establish the connection;

— capability to use voice and data connections simultaneously;
— fast speed and safe download for mobile payments-to-persons applications and services.

Depending on the mobile device technology and the payer’s contractual relationship with the MFSP,
layer 1 may be implemented over different wireless carriers.

Regardless of the carrier communication technology used (e.g. wireless, Internet), the messaging
between the various parties to a remote payment transaction is crucial. The payee should also be
notified to know that he/she has access to the transferred funds. Requirements regarding notice are set
outin 6.4.
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8.2.2 Layer 2: Common infrastructure used for payment facilitation

The payment facilitation component is intended to:

8.2.3 layer 3: Value transfers and funds movement
The actupl transfer of value or movement of funds will take place using existing payment instrumentg.

Both the| payer and the payee MFSPs are assumed to have access to clearing and-settlement faciliti¢s
(CSM) of|a payment system, either directly or indirectly (through a bank having'direct access to CSM
CSMs support functionalities such as:

NOTE The term CSM does not necessarily connéte one entity (e.g. it is possible that the clearing function and
the settlement functions are performed by separate entities).

8.3 Classification of mobile payments-to-persons

8.3.1 (eneral

The prinfiples governing thisyclassification are the following:

12

identify the payment instruments used by the two parties. Various models are available. The two
parties may voluntarily disclose payment instrument details (e.g. account references) to each other;
they may rely on some form of linkage (through a shared common infrastructure) between mobile
identifiers and payment instruments belonging to the MFSPs handling the transaction;

establish unambiguously the identifiers required for the routing of the mobile payments-to-persons
tranpactionto the payee desigmated by the payet;

estaplish the corresponding payment instruction order by the payer’s MFSP.

L—

recejving transactions for clearing from the payer MFSP, either direetly or indirectly;

cleafing and forwarding them to the payee MFSP ensuring that all transaction data transmitted by
the payer MFSP are transmitted in full and without alteration;

exception handling (e.g. returns, rejects and recalls);
makjng arrangements such that settlement can be achieved between the MFSPs;

proviiding any required risk management procedtires and other related services.

The flassification ef wrobile payments-to-persons is not exhaustive;

Mobjle payments=to-persons in this documentrely on the use of three existing payment instruments:
credjit transfers, cards and electronic money. Therefore existing payment systems can be used for
the gProceSsing of mobile payments-to-persons;

The pxact transaction flows for these pavment instruments may vary in different world regions, biit
they share a common set of messages to provide the core functionalities;

Mobile payments-to-persons can be made in either proximate (physical proximity between the payer
and the payee using, e.g. mobile devices with a contactless interface type NFC) or remote modes;

A given MFSP may offer several mobile payments-to-persons services which may differ, amongst
other factors, in terms of (1) settlement immediacy, (2) control by the payer of the debit on his/her
account, (3) the fact that the funds to be transferred are in some time in possession of the MFSP or
not and (4) in the security policy;

The mobile remittance case has been addressed as a separate subclause (8.4) because of their
specificities in terms of payment processing. Remittances are often intermediated by specific
agents not found in other categories of mobile payments-to-persons.
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8.3.2 Mobile credit transfer payment

The payer uses his/her mobile device to initiate a credit transfer to the payee account. This mode is also
known as a “push” process. Once the credit transfer is authorized, the payer account is instantly debited
and the payee account is credited and therefore given access to the funds transferred. These accounts

may be a bank account or a payment account held by an MFSP, which is not necessary a

financial

institution. The funds transfer between the bank accounts of the MFSPs are usually settled later.

8.3.3 Mobile card payment

The customer uses his/her mobile device to initiate a card payment to another person’s card
and the transaction is transmitted over a card network. The specific processing modalities ma
oh the type of card (debit, credit, prepaid) used to fund the payment. Depending on the'busine
irfvolved, the payer is required to furnish the card details to make the payments or’the payj
details are registered with the MFSP upfront.

I1} some implementations of mobile card payments, the actual sensitive transaction data (e.g. 4
i§replaced by a payment token, a temporary surrogate which may also possess the same data {
a$ the original data. Tokens also constitute a mechanism to handle thé‘\post-authorization s
s¢nsitive data. Tokens may also be used for mobile payments-to-persans.

o)

3.4 Electronic money transfer

The electronic money amount to be sent may be either:

- locally stored in the mobile device of the payer, or

- stored in a prepaid account held by the MFSP.Thé issuance and operation of electronic mg
be operated by specific institutions that may be the object of specific regulatory provision

4 Mobile remittances

specific scenario of mobile remote‘transfer, frequently cross-border and recurrent, is w

currency conversion that is executed by transferring either script or electronic money bet)
rcounts of the payer and thepayee. The conversion issue (e.g. devaluation and currency conve
eans that specific risks afe associated with these remittances.

he flow of funds from persons living in two different countries impact the MFS in both counf]
ithportance of remittdances, and the difficulties that can be associated with them, have been inc}
r¢cognized in recent years. Traditionally, remittance services have been provided by specif
aking up a market independent of traditional payment networks; however, additional busines
hve been identified in recent years which involve the use of new financial instruments.

1]
h
There afe*a number of reasons why mobile remittances have taken on a significant role, a
provid€ important features in their use:

8
A
payer is often a migrant worker. Unlike domestic remittances, cross-border remittances usually involve
a
a
1]
T

account
y depend
ss model
er’s card

he PAN),
tructure
forage of

ney may
S.

here the

ween the
rtibility)

ries. The
reasingly
¢ MFSPs
s models

s well as

—  Te Temittance payment market 15 giobal in SCopE;
— Remittances are large in aggregate volume;

— They are the largest single source of external financing in many developing countries;

— They are counter-cyclical, and lend themselves to a wide variety of uses. They are better targeted to

the needs of some individuals than official aid or foreign direct investment;

— Individual business cases can provide services useful to the development of emerging economies;

— The market opportunity for MFSPs is increasing as the flows are shifting from informal to formal
channels, and in the long-run, international migration, trade and investment flows also are likely to

increase;
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— Besides providing remittance services for unbanked or under banked persons on an international
or domestic basis, MFSPs can also provide remittance services for casual transfers (e.g. payments
among individuals who know each other or for casual services);

— Providing remittances may attract new customers for other services (e.g. deposit, loan and insurance
products). At the same time, this process will encourage account-to-account transfers rather than
cash-to-cash transfers. This process could encourage increased customer savings;

— There is a need for transparency in the advance disclosure of all charges to customers, whenever

such

charges occur in the chain, including variable exchange levels at both ends of the transaction.

For 4

8.5 Hi

8.5.1 ¢

This clay
for mobi

(e.g. pquished by the European Payments Council), they are generic enough*to be considered as

represe
payment]
intereste
may refe

A more
Clause 9,

8.5.2 Mobile payments-to-persons by card

Figure 3
a mobile

(payee) wsing his/her mobile device and a card.

In this u
payment
processe
with the
necessar
applied

scope toluse an alias (e.g-mobile phone number) and there may also be alternative options to identif
and pay § payee (e.g. payment account).

A prerequisite for. this scenario is that the payer has subscribed to a (possibly, but not necessarily,
mobile specific) ‘payments-to-persons card system with his/her card issuer. Many of the major card

progra

to achieye,open program interoperability for generalized acceptance.

dditional information, see Annex A.
gh-level description for significant use cases

heneral

se provides some general information on the transaction flow for some significant use cas¢s
e payments-to-persons. While these use cases have been inspired fromregional specifications

tative of similar payment methods used in other world regions. This'clause covers two types pf
s instruments used for mobile payments-to-persons: cards and credit transfers. Implementers
d in a specific example of how these use cases have been implemmented in EPC/SEPA situations
I to documentation in EPC Document EPC 492.09 Version 4.0«

romplete detailed description including requirements_and recommendations is available |n

illustrates an example of user experiencé’for a mobile payments-to-persons initiated Ry
device where a customer (payer) wants to make a personal payment to a second customer

ke case, the primary difference petween this mobile payments-to-persons and a regular cayd
is that the transaction is initiated by the payer, rather than by the payee. The payment fis
d over the card network(s}:and charged to the payer’s payment card account in accordange
terms of the customer’s-arrangement with the card issuers. The payee will typically (but npt
ily) be identified by his/her payment card details and the proceeds of the payment will he
o the relevant underlying payment account. Depending on card program rules, there may be

y

alréady offer some proprietary mobile payments-to-persons services, but these would negqd

In Figure 3, the following steps are illustrated:

a) The payer decides upon the amount to be paid.

b) The payer selects his/her card mobile payments-to-persons application.

c) Payment data retrieval:

1) The payer enters the amount.

2) The payer enters the unique identifier of the payee (i) manually or (ii) in proximate mode the
identifier may be automatically retrieved using a contactless or other local interfaces or (iii)
the identifier may be stored in the mobile device or in a wallet.

14
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d) The payer resolves the payee’s identification details based upon the unique payee identifier.

e) The payer sends the payment to the payee’s MFSP.

f) The payee then applies the payment to the underlying payee’s payment account (optionally with a

notification).

Another variation or extension of this use case would feature the ability to send an ‘urgent’ or ‘fast’

payment and would sunnort the fol
J rr

Inmling scenarios:

— The payee needs use of funds for an emergency.

1. PAY 20

— The payee needs certainty of receipt to proceed with an underlying transaction (é.g:'a sale|
or rendering of services between persons with no formal relationship).

2. SELECT Mobile
payments-to-persons

application ————>
PAYER MFSP

Payment Details (20)
Payee ID (phone

®

PAYER MFSP

PAYEE MFSP

Figure 3 — (Urgent) card payment scenario

number, card number) é
Source of funds (card .
number payer X, payee 4. Retrieve payee
1d) account details
:-—°K Payee |d issuer
3. PAY 20 to + 32 44... ' . Bank
with Card Y ; Payee |AEHE
+ Account Directory
h Request Response
PAYER MFSP : 5. Authorizationyrequest
: N Card
1 _ 6. Authorizati
Payment :< uthorization response Network 8. MOBILE PAYER MFSP
Authorized .\ 7’RAYMENT INSTRUCTION s NOTIFICATION
i( r e 20 sent to
I- s (9. PAYMENT CONFIRMATION) Account
OK
(10. Payer
Confirmation)

Table 1 — Mobile payments-to-persons by card

of goods

Payments to persons by card

(ategory

Primarily payments-to-persons and some scenarios for payme
casual business setting (e.g. small business or sole proprietary). Mes-

htsto a

Sage flow according to Figure3:

Communication type

Remote

Payment instrument

Payment card

Prerequisites

essarily, a payment card.

— Payee is identifiable with a unique identifier, generally, but not nec-

— The payee or the payee’s MFSP has registered his/her identification
account details in a common infrastructure (e.g. routing directory).

— Payer has a payment card and is subscribed to a mobile pay-
ments-to-person card program by his/her MFSP (card issuer).
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Table 1 (continued)

Payments to persons by card

Payment initiator Payer: steps 1 to 3

Payment facilitated by Payer and Payee MFSPs: steps 4 to 5 and 7 to 10. Card Issuer: step 6.

Optional payment confirmation determined by the payee MFSP to the
payer MFSP: steps 9 to 10.

Payment settlement See 9.5.

8.5.3 FPayments-to-persons by credit transfer

8.5.3.1

Through
Transfer
(8.5.3.3)
flows res

8.5.3.2

Figure 4
device W

account
different

This use
receive t
applicab
have a ¢
following

a) The
infor

b) The
This|
typi

c) The
with

d) The

crediits the payee;

e) Opti
indig

General

put this sub-clause, the term “credit transfer” refers to any such transaction (e,g.)SEPA Credit
ACH). Three modalities for credit transfer, “core” (8.5.3.2), “urgent” (8.53.2) and “aliap”
are differentiated. The mapping of these credit transfer modalities into detailed transactidn
ulting in the payee payment account settlement is described in Clause 9.

Credit transfer — Core

illustrates a possible core example of a user experience for a payment initiated using a mobile
here a customer (payer) makes a payment from his/her own.payment account to the paymept
of another customer (payee). Payer and payee may be)and frequently are, customers pf
MFSPs (four-corner model).

case does not assume upfront confidence between payer and payee. Both payer and payee will
he same level of services from their respective MESP. In many circumstances, this use case fis
e for payments-to-persons where small business entities are involved or where the individuals
asual working relationship (e.g. paying a. babysitter, a handyman). Figure 4 illustrates the
p steps:

payee provides all the necessary a¢deunt information to the payer; in proximate mode, thijis
mation may be automatically retrieved using a contactless or other local interfaces;

payer provides all the payeeraccount information to his/her MFSP via his/her mobile devide.
information can be inputhy the payer in full or by accessing a pre-registered payee. This |is
fally done by using a spécific application or by accessing a mobile browser;

payer, once authenticated by his/her MFSP, authorizes the payment instruction in compliang¢e
the usual security requirements set out by that MFSP;

payer’s MFSR/then processes and submits the credit transfer to the payee’s MFSP which in tufn

bnallythe payee’s MFSP sends a payment confirmation message to the payer MFSP. This fact|is
ated-by putting this message between brackets in Figure 4.

NOTE

16

In some implementations, the immediate payment confirmation to the payer may not be possible.
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PAYEE
1. YOURPART IS 5

2. MY PAYMENT DETAILS ARE 1234 5678 9123 4567

e

3. SELECT Mobile

payments-to-persons

application

PAYER MFSP

N

Identification of

The Payee +
Amount

—OoR—jCancety

4. PAY 5to

1234 5678 9123 4567

PAYER MFSP

Authentication
Payment
Authorized

oKk peancel

(7. Payer

\ 4

-

Confirmation)

Figure 4 — Mobile payments-to-persons credit transfer

Table 2 — Mobile payments-to-persons credit transfer - core

PAYEE MFSP

Payments-to-persons Credit transfer - core

(ategory Payments-to-persons
NOTE"™ This method of transfer could also be applicable to pther
niessage flows according to Figure 4.

(Jommunication type Remote

Hayment instrument Credit transfer

Hrerequisites Payer subscribes to mobile remote payment service

Hayment initiation by Payer: steps 1,3 to 4 . Payee: step 2.

Hayment facilitated by, Payer and Payee MFSP: step 5. Optional payment confirmatjon

by the payee MFSP: steps 6 to 7. For details, refer to Clause 9. The
detailed data flow may depend on the model followed by the system
(bank-centric or non-bank-centric).

Hayment settlement See 9.3 and 9.4.

8(5.3.3_< Credit transfer — Urgent

This-document recognizes a variant of the credit transfer that may be implemented in mod¢ “urgent

tramsfer

a) The payee provides all the necessary account information to the payer.

b) The payer provides all the payee account information to his/her MFSP via his/her mobile device.
This information can be input by the payer in full or by accessing a pre-registered payee. This is
typically done by using a specific application or by accessing a mobile browser.

c) The payer, once authenticated by his/her MFSP authorizes the credit transfer instruction in
compliance with the usual security requirements set out by that MFSP.

d) The payer’s MFSP then processes and submits the urgent payment to the payee’s MFSP which in

turn will credit the payee.
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e) The payee will be able to confirm with his/her MFSP (almost instantly) that the payment has been
received (e.g. mobile notification) and have access to the funds.

f) Optionally, the payee’s MFSP sends a payment confirmation message to the payer MFSP. This fact is
indicated by putting this message between brackets in Figure 5.

1. YOUR PART IS 5

2. MY PAYMENT DETAILS ARE 1234 5678 9123 4567

3. SELECT Mobile

Payments-to-person

application

PAYER MFSP

Identification of

the Payee +
Amount

ok jeancell

4. PAY 5 to

+32 443 123 789

5. Urgent

PAYER MFSP

Authentication

Payment
Authorized

ok jeancen

.
N CREDIT INSTRUCTIOM

(7. PAYMENT
CONFIRMATION)

7,
6. MOBILE
Notification

Your

(8. Payer

Confirmation)

PAYER MFSP

PAYEE MFSP

PAYER MFSP

account
has been
credited

~

OK

Figure 5 — Payments-to-persons urgent credit transfer

Table 3 — Payments-to-persons urgent credit transfer

Payments-to-persons urgent credit transfer

Category Payments:te-persons, also applicable to payments to small business

Communication type Remote

Payment instrument Credit transfer

Prerequiisites The establishment of an urgent credit transfer system

Payment Initiated by Payer: steps 1, 3 to 4. Payee: step 2.

Payment facilitated by Payer and payee MFSPs: steps 5 to 6. Optional payment confirmation: stepjs
7 to 8 by the payee MFSP. For details, refer to Clause 9. The detailed data
flow may depend on the model followed by the system (bank-centric or
non-bank-centric).

Payment settlement See 9.3 and 9.4.

8.5.3.4

Credit transfer — Alias

A third scenario for payments-to-persons credit transfers makes use of a payee alias (e.g. payee mobile

phone number) making the input of the payee details considerably more convenient for the payer.

It is assumed that:

— the payee shall have his/her identification details ‘registered’ against his/her alias;

— the payer’s MFSP shall facilitate the use of aliases in its mobile payment instruction;

— the payer’s MFSP shall be able to identify the payee’s MFSP and payment account details from the
payee’s alias via a common infrastructure.

18
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In Figure 6, the following steps are illustrated:
a) The payee provides his/her identification details to the payer, using a payee’s alias.

b) The payer provides the necessary information (amount, payee’s alias, etc.) to his/her MFSP via
his/her mobile device. This is done by using a specific mobile application or by a mobile browser.

c) The payer, once authenticated by his/her MFSP, authorizes the credit transfer instruction in
compliance with the usual security requirements set out by that MFSP.

d)—_The pnypr'c MESP establishes the pnyﬂp'c identification details and identifies the paypa's MESP
using the payee’s alias through a common infrastructure.

e] The payers MFSP submits the credit transfer to the payee’s MFSP to credit the payee.

PAYER
1. YOUR PART IS 5

2. MY PAYMENT DETAILS ARE 1234 5678 9123 4567 (« Alias »)

le

3. SELECT Mobile

payments-to-persons
application
PAYER MFSP

Identification of
the Payee
(« Alias ») +
Amount
I— 5. RETRIEVE PAYEE
,ACCOUNT DETAILS
4. PAY 5 to = AN common
1234 5678 9123 4567 :,Payee Accolnt.Details |t eiie
N

PAYER PSP

Authentication
Payment
Authorized

ok jeancm

(8. Payer
Confirmation)

.
1 6. CREDIT INSTRUCTION

.
27. PAYMENT CONFIRMATION)

v

PAYER PSP PAYEE PSP

Figure 6 — P2P credit transfer - alias

NPTE In some implementations, the immediate payment confirmation to the payer may not be pogsible.

Table 4 — Mobile payments-to-persons credit transfer-alias

Payments-to-persons credit transfer-alias

(ategory, Payments-to-persons
(ommunication type Remote
Hayment instrument Credit transfer
TETEQUISItes —Thepayeeorthe payee s MFSPasTegistered s/ erfdemtification

details in a common infrastructure.
— The payer’s MFSP has access to the common directory infrastructure.

— The payer’s MFSP offers the alias-based mobile payment service.

Payment initiated by Payer: steps 1, 3 to 4. Payee: step2.

Payer and Payee MSFPs: steps 5 to 8. Optional payment confirmation by
Pavment facilitated b the payee MFSP: steps 7 to 8. For details, refer to Clause 9. The detailed
y y data flow may depend on the model followed by the system (bank-cen-

tric or non-bank-centric).

Payment settlement See 9.3 and 9.4.
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9 Detailed payments-to-persons transaction flows

9.1 General

Clause 7 describes two high-level interoperability modes. Clause 8 provides some use cases for mobile
payments-to-persons using credit transfers (both with directand common infrastructure interoperability
models) and cards as payment instruments and precising the basic messages to be exchanged. However,
depending on the nature of the MFSP, a transaction generated with the same payment instrument (e.g. a
credit transfer) may be processed in slightly different ways. This clause is intended to provide standard

solutions
payment]

In turn,
the acco
instituti

For impl
United S

9.2 Models for the processing of mobile payments-to-persons

Clause 9

Regardlgss of the model used by.the mobile payments-to-persons transaction, a mobile payments-t
persons

a)

b)

20

enrg
pers

som
poss

the 4
the

bank-centric;
non-pank-centric;

cardfcentric.

Initi
appl
MFS

Payrpent facilitation phase: Authentication, authorization and optionally acceptance during whic
the payment instruction is processed. It includes:

models. As with Clause 8, the starting point is the payer having:

pns model) or a non-bank institution (non-bank-centric payments-to-persons model);

e sort of identifier of the account of the payee sufficient for the MFSP to routifig the paymer
ibly with the support of a common infrastructure (e.g. a common directory);

ayment is executed.

the payee has been enrolled by an MFSP to collect valid payments which are transferred {
int designated by the payee, either a bank account or a payment account held by a non-bar
n.

ementers interested in specific example of how these use cases have been implemented in tk
ates, see Reference [2].

differentiates three models for mobile payiments-to-persons systems:

fompliant with this.-do¢ument take place in three phases:

htion or setup, phase: The payment instrument is selected by the payer (e.g. by selecting 4
cation in a wallet), then the mobile device establishes a wireless communication with his/h
P to transfér-a payment order along with an identifier of the beneficiary of the payment.

1y

c 1 et . 1 g — 4 1 c :
10T ITIODIIC Pdy HICIILS=LO=PCT SUILS PIOCESSIILE, DY SCULIIZ OULl LIdIISAdCLIOIT Udld 1TOWS 101N d SCTIES Jf

lled a payment instrument with an MFSP, which may be a bank (bank-centric payments-tp-

mount to be transferred, which may optionally be agreed and confirmed by the payee befor

1

n
T

h

Specific authentication Mecanisms to be [MpIemented by the payer s MFSP{of the payme
instrument, the payer and the payment data) are discussed in ISO 12812-2;

2) Authorization of the payment results from the verification by the payer’s MFSP of (i) the
availability of funds in the payer’s account and (ii) the existence of the payee’s account possibly

using a common directory.

Clearing and settlement phase: The MFSP proceeds to the transfer of funds between the payer
account and the payee’s account, using a clearing and settlement mechanism in one or more steps.
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9.3 Bank-centric payments-to-persons models

Bank-centric mobile payments-to-persons allow for the transfer of funds from the bank account of the
payer to the bank account of the payee over the ACH network. In bank-centric models, the customer
is directly enrolled by a bank participating in the system. The payer initiates the payment by logging
on to his/her bank’s website or mobile payment application and opting to use the mobile payments-
to-persons service. As in other methods, the payer provides the alias, email address or mobile phone
number of the payee. The payment request is directly addressed by the payer to his/her bank. If the
funds are available, the payer’s bank forwards the payment request to an MFSP.

The MFSP verifies the existence of the payee’s bank account (e.g. using a common infrajtructure
d|rectory) and transmits the payment instruction message to the payee’s bank. As an\option, the
phyment may be subject to acceptance by the payee. In this case, the payee’s bank transmits a payment
confirmation back to the payer’s bank through the MFSP.

After that point, the processing of the payment depends on how the payment is gleared and seftled:
— through a split payment over the ACH system (see 9.3.1), or

— asingle ACH payment from the payer to the payee (see 9.3.2).
9!3.1 Split payment over the ACH system

9(3.1.1 Main characteristics
The settlement takes place in two separate steps (also referred to as “legs”):

— In the first leg of the processing, the MFSP instfucts its bank to pull funds from the paygr’s bank
account using an ACH debit. The account information for the debit pull is provided to the payments-
to-persons service by the payer at registration.

— Inthe second leg, the MFSP tells its bank to send funds to the payee’s account using an ACH credit:

a] The accountinformation for the eredit push is provided to the MFSP by the payee at registiration (if
he has a registered account at’a,participating bank), or

b] Itisobtained directly from'the payee (if he does not have a registered account at a participatihg bank).

NPTE The ACH credit ¢an sometimes be initiated before the ACH debit has been completed.

3.1.2 Detailed data flow description

hyee, (2) both the payer’s bank and the payee’s bank participate in the mobile payments-to-persons

9

The assumptions/for this scenario are: (1) the payer uses the mobile device to send, e.g. 10(J units to
p

program-and (3) both banks use the same clearing operator for their ACH processing.

Initiation or setup phase

2 D 2 ACTIVATES bA z s send 100
units to the payee using the payments-to-persons service and provides the payee’s email address
and/or mobile phone number.

Payment facilitation phase: Authentication, authorization and acceptance
b) The payer’s bank verifies that the payer has sufficient funds.
c) The payer’s bank transmits payment information to the MFSP.

d) The MFSP ascertains from payee’s email address or mobile phone number that he/she has a
registered account at a participating bank, (e.g. using a common directory infrastructure). Then, it
transmits the payment information to the payee’s bank.
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e) The MFSP sends an email or a text message to payee informing him/her of payment.

The protocol then proceeds as follows:

— If the payment does not require the acceptance by the payee to proceed, then step i) applies just
after step e).

— Ifthe payment requires the acceptance by the payee, then steps f) to h) apply.

f) The payee logs on to his/her bank’s mobile website or an application on mobile device and is

informed _that payment is waiting The payee agrees to receive payment and chooses which

regis
g) The
regis
h) The
the t
Clearing
i) The
banl
i) The
prov
k) The
1) The
m) The
MFS
n) The
Clearing
o) The

tered account to use for deposit.

payee’s bank tells the MFSP that the payee has accepted payment and indicat€s whig
tered account he wants to use for deposit.

MFSP sends an email or a text message to payer telling him/her that the payee has acceptsg
ayment.

and settlement phase: Payment from payer to MFSP

MFSP informs its bank that it has been authorized to pull 100 units-of currency rom payer|’

L account at payer’s bank.

bank sends ACH file to operator with debit to payer’s bank decount, using account informatig
ided by payer to the MFSP during the registration.

pperator sends the ACH file to the payer’s bank with.debit to payer’s bank account.
payer’s bank posts debit to payer’s bank account\(eould occur earlier).

operator debits the reserve account of payer’s bank and credits reserve account of t}
P bank.

MESP bank posts credit on to the MESP bank account.
and settlement: Payment from payments-to-persons provider to payee

MFSP tells its bank that it has been authorized to push 100 units of currency to payee’s bar

account at payee’s bank.

p) The
q) The

MFESP bank posts dehit)on to the MFSP bank account.

MFSP bank sends the ACH file to the operator with credit to payee’s bank account, usiy

accopnt informationprovided by the payee to the MFSP during registration.

r) The
s) The
of th

Clearing operator sends the ACH file to the payer’s bank with credit to payee’s bank account.

Clearing operator debits the reserve account of the MFSP bank and credits the reserve accou
eayee’s bank.

h

n

IS

k

18

Nt

t) The payee’s bank posts credit on to payee’s bank account (could occur earlier).

Figure 7 illustrates the flow of messages to execute the mobile payments-to-person bank-centric in
split mode.
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ACH
Operator

Payer’'s

............... accounts

Authorization & Information flow for tS\Id credits to
authentication clearing & settlement &

Figure 7 — Split bank-centric mé)

O
9{3.2 Bank-centric single payment over the ACH systeléﬁnsortium model

913.2.1 Main characteristics 5\0\\

I1} the second type of bank-centric mobile payrr%@ -to-persons, the funds are transferred b
of a single credit transfer from the payer’s ba &a count to the payee’s bank account. The ser
bg operated either by individual banks or @consortlum The consortium refers to a multi-b
program to provide mobile payments-to- ’&sons services in one single payment. The payee’s
npt necessarily a member of the consorﬁ&Sn

L When the mobile payments- t\ap%}sons service is operated by an individual bank, the p
receive the payment using an-account at any bank. The bank operating the mobile payn

asking for hls/her ban unt information. The bank uses the information to send an A
to the payee’s accou t the account is held by another bank, or to make a book transf
payee’s account i account is also held by the payer’s bank.

- When the m @ payments-to-persons are processed through a mobile payment bank con
a payee with/an account at a member bank can go directly to his/her bank’s website t
the pa t instead of providing his account information to the payments-to-persons
Spe@ ly, the consortium would use the payee email address or mobile phone number
by payer to determine if the payee was signed up for the mobile payments-to-person

a member bank:

y means
vice may
ank MFS
5 bank is

ayee can
hents-to-

persons service sends t]%payee an email or text message informing him/her of the payment and

CH credit
er to the

sortium,
D receive

service.
provided
S service

a) lt the payee was signed up, the consortium would transmit the payment information to th
bank, after which the payee optionally connects to his/her bank’s website to accept the pa

e payee’s
yment.

b) If the payee was not signed up with a consortium bank, he/she would be asked to go to the

consortium’s website to provide his/her account information.

Clearing and settlement would likely consist of a single ACH credit pushed from the payer’s bank

account to the payee’s bank account. Two scenarios can be identified:

— If the payee was signed up with a member bank, he/she would indicate the account into which
he/she wants the payment deposited. After the payee has made this choice, his/her bank would
transmit the account information to the payer’s bank through the consortium. Figure 8 provides the

data flow for this case.
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If the payee was not signed up with a member bank, he would be asked to provide his account
information on the mobile payment consortium website, and the consortium would pass the
information on to the payer’s bank. In both cases, the payer’s bank would use the payee’s account
information to send him an ACH credit.

9.3.2.2 Detailed transaction flow

The assumptions for this scenario are:

the payer uses a mobile device to send 100 units to the payee;

— both the payer’s bank and the payee’s bank belong to the consortium;

— theyluse the clearing operator for their credit/transfer/ACH processing.

Initiati

Phase

a) The payer logs on to his/her bank’s mobile website or selects a mobile application, indicates th
he/she wants to pay 100 units of currency to the payee using the payments-té-persons service, ar
provlides payee’s email address or mobile phone number.

Payment facilitation phase: Authentication, authorization and acceptance

b) The
c¢) The
d) The
an a
e) The
The prot
— Ifth
aftel
— Ifth
f) The
wait]
depd
g) The
payn
h) The
i) The

payer’s bank verifies that payer has sufficient funds.
payer’s bank transmits the payment information to consortium.

Consortium ascertains from the payee’s email address.or mobile phone number that he/she hj
ccount at a member bank and transmits the paymefit information to the payee’s bank.

ronsortium sends an email or a text message te.the payee informing him/her of the payment
pcol then proceeds as follows:

e payment does not require the acceptance by the payee to proceed, then step j) applies ju
step e).

b payment requires the acceptance by the payee, then steps f) to i) apply.

ing for approval. The-payee agrees to receive payment and chooses which account to use f
sit.

payee’s bank sénds a message to the consortium indicating that the payee has accepted t}
hent and providing the payee’s account information.

Consortium passes the message from payee’s bank to payer’s bank.

corfsortium sends an email or a text message to the payer informing her that the payee hj

payee logs on to his/hephank’s mobile website or mobile app and is informed that payment |

LS

t

121

r

1S

acce

téd the payment.

Clearing and settlement

j)
k)

D)

24

The payer’s bank posts the debit to the payer’s bank account.

The payer’s bank sends an ACH file to the clearing operator with credit to payee’s bank account,
using account information sent by the payee’s bank.

The clearing operator sends ACH file to payee’s bank with a credit to payee’s bank account.

The clearing operator debits the reserve account of the payer’s bank and credits the reserve account

of th

e payee’s bank.

© ISO 2017 - All rights reserved


https://standardsiso.com/api/?name=98500e9273000962d6aa8113e5061976

ISO/TS 12812-4:2017(E)

n) The payee’s banks posts credit to payee’s bank account.

NOTE Depending on the risk policy of the payee’s bank (e.g. if urgent payments-to-persons service is
provided), the payee’s account could be credited earlier (after step f)).

Figure 8 illustrates the flow of messages to execute the single mobile payments-to-persons bank-
centric.

ACH

Payer’'s
Bank

Authorization & Information fl fo; __________ Debits and credits to
authentication clearing &0 lement accounts

Figure 8 — Single banlg&@’ltric consortium model

N

. R
914 Non-bank-centric models 3
O
914.1 General . (\}"
N
The payer’s MFSP often provides ggeapplication managing a payment instrument associated tofa payer’s
ppyment account.
The non-bank-centric nﬁbile payments-to-persons models generally require the payer t¢ have a
p

hyment account Wi‘%(@é intermediary non-bank MFSP before initiating the payment. Many npn-bank-
éntric solutions equire that the payee either already has an account or establishes an account
@ receive the p ent (viral business model). Establishing an account in a non-bank MFSP generally

eptails: Q..

—+ Cre@?; user ID and password and providing the non-bank MFSP personal details| such as
h ddress, email address and phone number. The nature of these data may be subjec} to local

lation;
S

— Designating a source from which payments can be funded, the main alternatives being a bank
account or a payment card.

[ )

In all cases, the payer initiates the payment by logging on to the MFSP website or the mobile payment
application of the non-bank intermediary. The payer’s and the payee’s MFSPs intermediate the overall
transaction, using the bank system infrastructure when needed.

This document recognizes different scenarios for the processing of non-bank centric payments-to-
persons, depending on whether:

a) the mobile payments-to-persons is funded using a bank account or an account held by the non-
bank MFSP;
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b) the MFSP stores value in an intermediate stage of the payment transaction;

<)

the mobile payments-to-persons system follows a three-corner or a four-corner model;

d) the MFSP has direct or indirect access to clearing and settlement facilities.

How non-bank-centric payments are cleared and settled depends on a variety of factors, including
the funding source used by the payer and the way funds are received by the payee. This standard
differentiates four different scenarios, which are described in 9.4.2, 9.4.3, 9.4.4 and 9.5 respectively.

9.4.2

9.4.2.1

The pay

the paye

hree-corner non-bank-centric methods ftunded by non-bank account

Main characteristics

ment is executed by account transfers on intermediary books. This method reduires bof
 and the payee to hold a payment account with the same MFSP before initiating the mobi

payments-to-person. The payer’s account is to be prefunded before initiating the payment.

9.4.2.2

Detailed transaction flow

Initiation Phase

a) Paydr logs on to MFSP’s mobile website or an application, indicates-he/she wants to pay 100 uni
of cyrrency to the payee from his/her linked bank account andyprovides to the MFSP the payee

ema
Paymen
b) MFS
The prot
— Ifth
— Ifth
c¢) The
he/s
d) The

| address, text, or mobile phone number.

[ facilitation phase: Authentication, authorization.and acceptance

P sends an email or a text message to the payee informing him of payment.
pcol then proceeds as follows:

e payment does not require the acceptance by the payee to proceed, then step e) applies ju

after step b).

acce

e payment requires the acceptanee by the payee, then steps c) to ) apply.

payee logs on to MFSP’s miobile website or a downloadable application and indicates th
he wants to receive the payment in his/her linked bank account.

MESP sends an endail”or a text message to the payer informing him/her that the payee h:
pted the payment:

Settlement phase

e) MFSP debits.100 units of currency from the payer’s payment account and credits 100 units
currgncy on'to the payee’s payment account.

26
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Payer Payee
Account Account

9
9
S]

S
a

(ﬂ

[e—

1

9

7

a

P

P

Initiation Phase

Authorization & Debits and credits to

authentication accounts

Figure 9 — Three-corner non-bank-centric model

4.3 Split non-bank centric model funded by bank account

4.3.1 Main characteristics

blit non-bank centric mobile payments-to-persons funded by bank account are processed

d credit (“push”) orders originated from the MFSP. The{settlement takes place in two separ
Iso referred to as “legs”):

In the first leg of the processing, the MFSP instructs its bank to pull funds from the pay
account via an ACH debit, using the accounttinformation provided by the payer. These f|
transferred to the payment account held by:the payer in the MFSP.

In the second leg which may begin before the first leg is completed, the MFSP instructs
to push funds to the payee’s accountwia an ACH credit, using the payee bank account inf
available to the MFSP.

most of these systems, both payments are executed over the ACH network.

4.3.2 Detailed transaction flow

The payer logs-on to the MFSP’s mobile website or an application, indicates he/she wants

phone ntimber.

ayment facilitation phase: Authentication, authorization and acceptance

in a way

fmilar to bank-centric methods. The MFSP’s bank transmits-to the ACH two consecutive debit (“pull”)

ate steps

br’s bank
unds are

its bank
brmation

to pay to

the payeefrom his/her linked bank account, and provides the payee’s email address, text, ¢r mobile

b)

The MFSP sends an email or a text message to the payee informing him/her of the paymen

[

The protocol then proceeds as follows:

after step b).

— Ifthe payment requires the acceptance by the payee, then steps c) to €) apply.

If the payment does not require the acceptance by the payee to proceed, then step e) applies just

The payee logs on to the MFSP’s mobile website or an application and indicates that he/she wants

to receive the payment in his/her linked bank account.

d) The MFSP sends an email or a text message to the payer informing him/her that the p

©

accepted the payment.
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Clearing and settlement phase: Payment from payer to MFSP

e) The MFSP tells its bank that it has been authorized to pull 100 units of currency from the payer’s
bank account.

f) The MFSP’s bank sends the ACH file to the clearing operator with the debit to payer’s bank account,
using the account information provided by the payer to the MFSP.

g) The clearing operator sends an ACH file to payer’s bank with debit to payer’s bank account.

h) The aypr'c bank posts debit to pnyﬂr’c bank account
i) The flearing operator debits the reserve account of the payer’s bank and credits the reserve %E&l ht

of the MFSP bank. [

NS

j) The MFSP bank posts the credit to MFSP bank account. '\('1/’
Clearing and settlement: Payment from MFSP to payee '\(f/b
k) The MFSP tells its bank that it has been authorized to push 100 units of curl;{@/ to payee’s account

at thle payee’s bank. O\
1) The MFSP bank posts debit to MFSP bank account. \\%
m) The [MFSP bank sends ACH file to the clearing operator with tKe Qedit to payee’s bank accourt,

using account the information provided by the payee to the during the registration.
n) The flearing operator sends the ACH file to payee’s banka\@*n the credit to payee’s bank account.
0) The flearing operator debits the reserve account oft.l@VIFSP bank and credits the reserve account

of thie payee’s bank. \$\
p) The payee’s bank posts the credit on to the pa{@& bank account.
NOTE Depending on the risk policy of th §9ee's bank (e.g. if urgent payments-to-persons service [is
provided], the payee’s account could be credit d rlier (after step c)).

ACH
Authorizaton & Information flow for Debits and credits to
authentication clearing & settlement accounts
Figure 10 — Split non-bank-centric model funded by bank account
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