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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.

ISO collaborates closely with the International Electrotechnical Commission (IEC) on all m
electrotechnical standardization.

atters of

The procedures used to develop this document and those intended for its further mainten
described in the ISO/IEC Directives, Part 1. In particular the different approval criteriayneede
d|fferent types of ISO documents should be noted. This document was drafted in accordance
eglitorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Aftention is drawn to the possibility that some of the elements of this documént’may be the §
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. I
a
0

n the ISO list of patent declarations received (see www.iso.org/patents),

Ahy trade name used in this document is information given for thé.convenience of users and
c¢nstitute an endorsement.

For an explanation on the voluntary nature of standards,/the meaning of ISO specific te
expressions related to conformity assessment, as wellas information about ISO’s adheren
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the f
URL: www.iso.org/iso/foreword.html.
T
C
A

his document was prepared by Technical Committee ISO/TC 68, Financial services, Subcommi
pre banking.

list of all the parts in the ISO 12812 series can be found on the ISO website.
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Introduction

ISO 12812 is made up of ISO 12812-1, an International Standard, and ISO/TS 12812-2 to ISO/TS 12812-
4, published as Technical Specifications addressing interoperable and secure systems for the provision,
operation and management of Mobile Financial Services (MFS).

This document is intended to assist MFS developers and MFS providers (MFSPs) to evaluate and select
security mechanisms for an MFS to be managed according to a pre-established security policy. It is also
important for users of MFS to understand how security requirements and considerations come into
play in tlfe mobile environment.

Security|is a central requirement for any MFS. Institutions increasingly seek to mitigate the(risk pf
fraud in forder to protect their customers and hence their own business. Security objectives: focus gn
risk mitigation of identified threats against the integrity and confidentiality of data. Any, suStainable
MEFS busfness model relies on security and fraud prevention. Consequently, the MFSP needs to define
the confidentiality and availability of data prior to implementing any MFS.

Mobile technology has security-specific concerns due to the proliferation and. ease of availability pf
mobile devices and the observed hacking of mobile applications. The experience*with traditional card
payments is different than that with the mobile device and the wireless channel and requires that risks
and confrols be reassessed and re-implemented where necessary. Hence,"MFSPs require a commqn
understdnding of the risks faced by the ecosystem and the suitability(of existing security standardls
(architedture, devices and mechanisms) to address them. This document assumes that when the
MFSP is feciding on the security policy to be implemented, the ppinciple of proportionality applies. In
other wqrds, security countermeasures should be proportional to the potential risk of financial arnd
reputatignal damage of a particular MFS.

MFS are|initiated from a mobile device which is able *te 'support different wireless communicatiqn
protocol§ for different modes of operation. The mobile device can leverage various technologies to
deliver MIFS, including but not limited to near-field\¢émmunications in conjunction with the presenge
of an appropriate secure environment (e.g. SE, FEE, software with supplementary security controlk)
resident|in the mobile device or accessible from a remote/cloud-based back-office. Both types pf
technology offer different methods for securing financial data, financial applications, and personpl
data. In ¢rder to define security requirerents for MFS, this document differentiates between:

— a prjoximate mode of operation; appropriate for various forms of payments where the mobije
devife directly communicates'with another mobile device (i.e. a payee’s mobile device) or a payment
ternjinal located at a merchant. Proximate payments are defined as those occurring where the payer
and the payee are physieally present in the same location (see ISO 12812-1).

— a mpbile remote mode of operation, where the mobile device uses a mobile communicatign
network which enable MFS to operate where the payer and the payee are not physically locatdd
in the same place (see ISO 12812-1). In remote mode, the wireless communication channel fis
estaplished aceording to a specific set of standard protocols (e.g. GSM, CDMA, WiFi) which includ¢s
authlentication procedures to grant access to the network services. A second authentication process
of the mobile financial application enables the connection with the corresponding peer applicatiqn

in a remote p]affnrm

This document analyses the various security issues that may arise from the choice of platform
and technologies for the operation of MFS. This document also identifies various mobile malware
vulnerabilities (e.g. worms, viruses, trojans) specific to mobile devices.

ISO/TS 12812-2 objectives include
a) defining the minimum security requirements, recommendations and guidelines as appropriate,

b) facilitating a generic security framework for the provision and execution of MFS with sufficient
flexibility to accommodate different security policies,

c) establishing a generic model for managing security of MFS,

vi © ISO 2017 - All rights reserved
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d) providing references for implementers to use in evaluating risks of MFS, and

e) identifying security management practices for the operation of MFS, including reference to specific
national legal requirements to combat criminal activities (e.g. anti-money laundering) and to

enhance data security through the use of proven cryptographic methods.

This document is structured as follows.

Clause 5 categorizes the technical content of the clauses of the document as types of materials:

descriptive, recommendations or requirements.

Clause 6 introduces the concept of security management, addressing all different aspecty
s¢curity including risk management. Insight into risk analysis is found in Annex A.

[l

gchnologies for a secure mobile application system design.

@)

ause 8 sets out requirements for those components specifically designed to create
environment in the mobile device, as well as cryptographic modules-~used for MFS tra
Focessing.

p
Clause 9 provides insight and sets out requirements for secure evaldation and certification me

ause 10 through Clause 12 discuss more in depth the concefts outlined in Clause 7, by p
rther requirements for security services needed to balance-the vulnerabilities and threats of
ireless networks both in proximate and remote modes.

0 = 206

ause 13 is specific to electronic money security requirements.

ause 14 provides information relevant for selec¢ting countermeasures to mitigate the lega
fringement of data protection laws.

= O

hnex A focus on risk analysis including prineiples to establish a security management program

nnex B provides insight into regulatoty constraints that are taken into account when designin
perating an MFS.

o> >

Apnex C is a list of ISO recommended cryptographic standards and implementations to dg
s¢curity services set out inthis document.

Aphnex D elaborates onvulnerabilities and threats for different communication channels used

For additional information on the security of mobile payments, please refer to the Bibliographj

of MFS

Clause 7 describes the minimum set of security requirements for MFS, starting with ‘challenges and

h secure
nsaction

thods.

roviding

different

risks of

for MFS.

g and/or

sign the

for MFS.

o
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Core banking — Mobile financial services —

Part 2:
Security and data protection for mobile financial services

[y

Scope

This document describes and specifies a framework for the management of the security of MFS. It
irfcludes

— ageneric model for the design of the security policy,
— aminimum set of security requirements,

—+ recommended cryptographic protocols and mechanisms for mobile device authentication, ffinancial
message secure exchange and external authentication, includingthe following:

a) point-to-point aspects to consider for MFS;

b) end-to-end aspects to consider;

c) security certification aspects;

d) generation of mobile digital signatures;

— interoperability issues for the secure certification of MFS,
— recommendations for the protection of sensitive data,

— guidelines for the implementation’of national laws and regulations (e.g. anti-money laundering and
combating the funding of terrorism (AML/CFT), and

— security management censiderations.

In} order to avoid the duplication of standardization work already performed by other orgarfizations,
this document will reference other International Standards as required. In this respect, usefs of this
dpcument are directed to materials developed and published by ISO/TC 68/SC 2 and ISO/IEC]T( 1/SC 27.

2| Normative references

The folowing documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
ed refere e iti e refe ent (i ' e e applies.

[SO 9564 (all parts), Financial services — Personal Identification Number (PIN) management and security
[SO 11568, Financial services — Key management (retail)
[SO 12812-1, Core banking — Mobile financial services — Part 1: General framework

ISO/TS 12812-3, Core banking — Mobile financial services — Part 3: Financial application lifecycle
management

[SO 13491 (all parts), Financial services — Secure cryptographic devices (retail)

ISO 19092, Financial services — Biometrics — Security framework

© IS0 2017 - All rights reserved 1
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ISO 22307, Financial services — Privacy impact assessment

ISO/IEC 15408 (all parts), Information technology — Security techniques — Evaluation criteria for IT
security

ISO/IEC 19790, Information technology — Security techniques — Security requirements for
cryptographic modules

ISO/IEC 29192 (all parts), Information technology — Security techniques — Lightweight cryptography

3 Terms and definitions
For the pjurposes of this document, the terms and definitions given in ISO 12812-1 and the followingapply.
ISO and JEC maintain terminological databases for use in standardization at the followingaddresses:

— ISO Qnline browsing platform: available at http://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
applicatfon isolation
security[property of the operating system whereby applications are isolated from one another both
during execution and in terms of data they store and/or access

3.2
attack ppttern
abstract¢d approach utilized to attack an MFS asset

3.3
attack pptential
measurefment of the effort to be expended in attacking an MFS asset, expressed in terms of an attacker’s
expertisg, resources and motivation

34
attack syuirface
set of attack points that an attacker can use in order to enter or capture data in an information system

3.5
certificdte revocation list
signed data structure contdining a time-stamped list of revoked certificates implemented in public k¢y
infrastryctures

3.6
commor) criteria

security| evaluation methodology for Information Technology components standardized by
ISO/IEC 115408

3.7
cryptographic module
set of hardware, software and/or firmware that implements approved security functions

3.8

data breach

loss of control, compromise, unauthorized disclosure, unauthorized acquisition or access where
persons other than the legitimate ones have access to personally identifiable information (PII) or any
other sensitive information (e.g. authentication data, keys)

3.9
end-to-end security
data encrypted at the source so that only the final recipient has access to the data

2 © IS0 2017 - All rights reserved
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3.10
external authentication
process by which a mobile payment application authenticates an entity

3.11

information security management system
part of the overall management system, based on a business risk approach, used to establish, implement,
operate, monitor, review, maintain and improve information security

3.12

n
al

T W T UTW W ot Ww TB W I

wn
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3
1]
a

3
S
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3
S
1]
a
1]

—

obile device integrity
bsence of unauthorized or unintended changes in the hardware, firmware and softw
obile device

13
prsonalization
Focess of storing on the mobile device the user application data required to exeetite an MFS

14
pint-to-point encryption
hta encrypted between two nodes, where at least one of the two nodes is neither the sourc

inhal recipient of the data

15

rotection profile

bt of security requirements that are specified with .the aim of countering identified thr
hrticular environment

16
seudo-anonymity
bcurity traits whereby the true identity of thié/person (e.g. payer, payee) is masked

17

rooting

anipulation by which the usep-ofa mobile device gains access to privileged operating
Iministration rights

18
pcure element provider security domain

19

pcurity controls

anagemeént, operational and technical controls (i.e. safeguards or countermeasures) presc
1 inforfiration system to protect the confidentiality, integrity, and availability of the syster
forfation

are of a

b nor the

pats in a

y system

p

$nfined physical and/or logical unit within the secure element where a security policy under the
control of the secure-€lement provider is applied

ribed for
n and its

3.20
security encapsulation
layered security where one protocol (e.g. PIN encryption) is embedded inside another (e.g. SSL,TLS)

3.21
sensitive data
data which is required to be protected by security controls for a given MFS

EXAMPLE Authentication credentials, payment and banking credentials, cryptographic keys.

3.22
session key
temporary cryptographic key used to protect data for the current session only

©

ISO 2017 - All rights reserved
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3.23
time stamp

security mechanism providing the digital proof that an electronic document or message was created or
signed before a certain time

3.24

trusted mobile device
mobile device that has been certified to conform to certain industry practices that can supporta known
risk profile (e.g. generation of electronic signatures)

3.25

unlinkability

security[property of a protocol that protect it against an unauthorized party being able to dink two
executions of the protocol to a specific mobile device

4 Abhreviated terms

AES Advanced Encryption Standard

AML Anti-Money Laundering

CBC Cipher Block Chaining

cC Common Criteria

CSp Critical Security Parameters

Ccvv Card Verification Value

ECC Elliptic Curve Cryptography

GCM Gallois Counter Mode

HCE Host Card Emulation

HMAC Keyed-Hash Message Authentication Code
HSM Hardware Security Module

IMSI International Mobile Subscriber Identity
ISMS Information Security Management system
KEK Key Encryption Key

MAC Message Authentication Code

MFS Mobile Financial Service

MFSP Mobile Financial Service Provider

OEM Original Equipment Manufacturer

0S Operating System

0SI Open System Interconnection

OTA Over the Air

PCD Proximity Coupling Device

4 © IS0 2017 - All rights reserved
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PCI-DSS Payment Cared Industry Data Security Standard

PET Privacy Enhancing Technology
PEF Privacy Enhancing Feature
PII Personally Identifiable Information
PIN Personal Identification Number
RFA Rivest Shamir Adleman
RING Random Number Generator
SE Secure Element
SMS Short Message Service
SMSC Short Message Service Center
SSL Secure Sockets Layer
TEE Trusted Execution Environment
TLS Transport Layer Security
TEM Trusted Service Manager
USSD Unstructured Supplementary Service-Bata
UvM User Verification Method
5/ Summary of the technical nature of the clauses
Table 1 describes the technical mature of the clauses, classified as requirement, recommengation or
descriptive material.
Table @ = Classification of the technical nature of the clauses
Clause Title Descriptive | Requirements | Recommenglations
(lause 6 Security maitagement considerations
6.2 Three-layermeodel to manage security for mobile financial services
2.1 Proeess layer X
q42.2 Application layer X
q.2.3 Infrastructure layer X
(lause 7 Security principles and minimum requirements for mobile financial services
Security architecture aspects to be consid-
71 X
ered
7.2 Mobile financial services hardening techniques
799 Mobil(? device hardening techniques X
E— overview
793 Wireless networks hardening techniques X
— overview
Secure remote management of mobile de-
7.2.4 - . X
vice components using OTA
795 Mobile financial applications hardening X

techniques

© IS0 2017 - All rights reserved 5
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Table 1 (continued)

Clause Title Descriptive | Requirements | Recommendations
7.2.6 Platform security services X
727 Appli_catior_l-level s:ecu_rity services for mo- X
bile financial applications
7.2.8 Application management security services X
7.3 Minimum set of security requirements for mobile financial services
7.3.2 if;i?:g;ﬁ;k?g}e financial services access 3 =
7.3.3 Transaction processing requirements X ,\(\'\ i
734 Protection of sensitive data X n).l/v
7.3.5 Mobile device requirements X a4 v
7.3.6 Customer education nQi\ X
7.4 Minirhum set of security requirements for mobile application management B '\'V
741 S:;ltl(i)zgre;eirgolment and provisioning X nélo
74.2 Key management X\%V
743 Mobile financial service provider and trust- é )
— ed service manager exchanges &
74.4 Application downloading O\)‘ X
74.5 Application deactivation \\\>\ X
75 Summary:'Requirerpents fqr se_curity servic- Q)\V
es for mobile financial applications and data s‘\(\
Clause 8 Security requirements for cryptographic compon@ts used for MFS
8.1 Mobile device secure environments \\\
8.1.1 Mobile device requirements for MFS e X
8.1.2 Software based secure environment, (.\‘J: N X
8.1.3 Trusted Execution Environment ("(Eﬁv X
8.1.4 Secure element requirements ¢ " - - X
8.15 S:agc#;ti(;lee;neir;fcreequ1reme1®§8r digital X
8.2 Secufity requirements for,g@)tographlc modules used for MFS
8.2.1 List of requir dé.%&%r cryptographic X
hardware mo
8.2.2 Requiremeﬁgﬁ)r cryptographic software X
modules~
Clause 9 Secur‘if\ﬁ}/’aluation and certification aspects
9.1 (;eﬁgxal recommendation | | | X
9.2 Comr'\nr)cnr‘nrlfn evaluation regquirements

Security evaluation of the TEE | | X |

|

9.4 Security evaluation and certification of secure elements

9.5 Security evaluation of cryptographic hardware and software modules

Clause 10 Security requirements for mobile proximate payments

10.2 Common security requirements

10.2.1 |Integrity of sensitive data and applica- X
tions at rest

10.2.2 |Authentication X

10.2.3 |Data protection at rest X

6 © IS0 2017 - All rights reserved
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Table 1 (continued)

Clause Title | Descriptive | Requirements | Recommendations

Clause 11 Security requirements for mobile remote payments

11.2 Security requirements

11.21  |Authentication X
11.2.2  |Proof of consent X
11.2.3 |Payment gateway processing requirements X
(Gtauset2-Seeurityreqiirementsfor-mebie banking
12.2 Authentication considerations X
12. Security requirements X
(lause 13 Electronic money security properties
13.2 Anonymity requirements X
13.3 Security requirements X
(lause 14 Data protection requirements
M1 General considerations and legal frame- X
work for compliance
.2 Requirements and recommendations for data protection
14.2.1 |Requirements X
14.2.2 |Recommendations for data protection X
M3 Privacy assessment X
Annex A Risk analysis guidelines X
Annex B Mobile financial system implementation of X
Know-Your-Customer requirements
Annex C Cryptographic mechanisms for mobile X
fInancial services
Annex D Vulnerabilities and attacks on mobile finan- X
cial services
6/ Security management considerations
6{1 General
Clause 6 establishes'a framework for the management of the security of MFS. MFSPs are very gensitive
tq the possibility)of a loss of reputation and therefore strive to ensure that MFS are secure|for their
clistomers. Thas, all MFSPs take care of managing their customer relationships and maintajning the
ifftegrity and'security of their MFS lest they suffer reputational, monetary, and legal damages| that can
r¢sult frem‘data compromise and fraud.
NPTE Refer to Annex A for further details on risk analysis.

It is thus fundamental to establish a security policy for the MFS program in which

— roles and responsibilities are assigned,

— securityissues are governed and incentive exists to implement and maintain security best practices,

— transactions are secured and reliable,
— privacy is ensured, and

— security management systems of the involved parties are comparable and credible.

© IS0 2017 - All rights reserved
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One of the objectives of this document is to provide implementers, with both requirements and
recommendations to establish a security policy for the MFS related operations. According to
[SO 12812-1:2017, Clause 5, the objective of the standard is technical interoperability. This document
provides with references to ISO cryptographic standards, whose implementation facilitates the
interoperability of protocols and applications for MFS.

6.2 Three-layer model to manage security for mobile financial services

This document establishes a generic model for security management to reduce the potential risk
associated-with-MES-ThismedeHsbased-entheimplementationofsecuritycontrolsonthree-different
functiongl layers required to provide MFS, namely the (1) process layer, the (2) application layer’and
(3) the injfrastructure layer. MFSPs are responsible to identify and mitigate the specific risks assoeiatgd
with each layer.

— The [process layer is made up of the organization and associated policies designed [by the MKS
program and implemented by the MFSP in order to minimize the risks during the-MES.

— The ppplication layer refers to the distributed software under the direct control of the MFSP or pf
its pprtners embedded in the different processing computers and communication links required to
initiate and process MFS (e.g. an application stored in the secure environment of the mobile devide,
a kernel in a point-of-interaction).

— The|infrastructure layer is made up of the computing and metworking facilities generating,
storing, processing or transporting MFS data (e.g. a mobile deyice, a wireless network, databasels,
cryptographic modules).

Figure 1|describes the three layers of the generic model and‘provides examples of security standards
that implementers may find useful for the design of the seetf*ity architecture for MFS.

SECURITY PROCESSES and POLICIES - 180 27000
PROCESS LAYER - 1SO 27001
- 1SO 27005
USE CASE SECURITY and - 1S0O 27000
APPLICATION LAYER SECURITY GUIDELINES - PA-DSS

SECURITY MEASUREMENTS and CONTROLS - ISO 27000

FRASTRUCTURE
I:JD\YEP& INCLUDING KEY MANAGEMENT - 1SO 13491
- 150U TTobs

Figure 1 — Three-layer approach

Depending on the results of the risk assessment, further risk-driven measurements should be
implemented in addition to the best practices aligned with the security requirements. Similarly, the
attack surface can be effectively analysed and the appropriate countermeasures can be put in place, if
the specific implementation vectors are known.

8 © IS0 2017 - All rights reserved


https://standardsiso.com/api/?name=ef52633cf9abf0bd4300af4674012849

ISO/TS 12812-2:2017(E)

Implementers may wish to reference available resources in determining how to architect and implement
their security measures. Among such resources are the FFIEC IT Examination Handbook, the NIST
Guidelines (often used by various payment system participants) and the PCI-DSS

The Open System Interconnection seven-layer model (ISO/IEC 7498-1) may be mapped in to the
Application and Infrastructure Layers described in 6.2.3 and 6.2.3.

6.2.1 Process layer

At the process (operational) layer, every party in the MFS program that provides or contributes to the
provision of MFS shall have an information security management system (ISMS) in place consipting of a
defined set of policies, processes, and systems to manage risks to information assets. In spiie instances,
other than as a consumer, entities that consume MFS information (e.g. cloud providers) also shall have
a
0
p

1 information security management system in place. The respective party shall proyide infprmation
h its ISMS upon request to anyone for whom that information is relevant (e.g.,auditors, contractual
hrtners), or in appropriate situations, even to customers. Any party who is required to have an ISMS
shall periodically review (e.g. annually) and update it so that it is current.

The ISMS shall contain at least methods and procedures to monitor and mianage relevant risks iflentified
by the party and shall assign the appropriate resources and responsihilities to mitigate these fisks.
E

very participating party except a consumer shall define their résponsibilities and the valualhjle assets
tq protect in their sphere of responsibility.

The minimum set of control objectives that shall be mandged and documented by every participating
party, except a consumer, are

— asecurity policy,

— theorganization ofinformation security (e.g-a hierarchical IT structure, atiered secure marjagement
structure),

— anasset management plan, includingaccess controls, and
— where appropriate, the party hasthuman resource security and related training in place.

Depending on their supplied services, additional control objectives should be part of the infprmation
s¢curity management systemjincluding but not limited to the following:

— physical and envigeninental security;

—+ communications:and operations management;

— access confrol;

— informhation systems acquisition, development and maintenance;

— information security incident management;

‘uuoiucoo \,uutiuuity uu:ulasculcut,
— conformity or compliance mechanism(s).

Although the MFSP has the ultimate responsibility for achieving and maintaining security, if some
services are outsourced or delivered through other contractual partners of the MFSP, some or part of any
area of responsibility may be delegated to those other entities, even though the ultimate responsibility
remains with the MFSP. The MFSP shall monitor its vendors and/or agents with whom it has outsourced
any security requirements, to verify the existence of the security service level periodically to ensure
the security issues are being handled in conformance with the requirements of this document.

Some implementers may find it useful refer to ISO 27001, which defines ISMS. It should be noted,
however, that this document was not developed specifically for use by the financial services industry.
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6.2.2 Application layer

At the application layer, software components shall comply with the information requirements outlined
in this document.

The threats and risks related to a particular MFS can be described depending on the devices used,
expected customer behaviour, attack patterns and application environments.

The risk

assessment can then be conducted and the security measures can be evaluated following the

use cases. This applies to the roles and responsibilities of each party in an MFS including the MFSP,

custome
is not us

the mobjle device to a processing infrastructure. This connection is performed through a‘mobile

telecomr

As a min
applicati

— unad
—  misy
— prey
— intet
— inst4

Specific
resulting

— authlentication of applications,

— acce
— appl
— appl

samnd third parties: The wiretess retwork; which provides the infrastructure tayer see 6:2-3),
hally under the direct control of the MFSP. Different wireless protocols can be used to conneft

hunication network or an Internet connection, provided by an MNO or a third entity:

imum, MFSPs shall identify, document, assess and mitigate the impact of specifi¢’threats for
pns associated with the following attack patterns:

thorized access to payment application and data (e.g. key disclosure, code-breaking);

se of applicative data generated during the MFS (e.g. relay/replay attacks, skimming, sniffing);

P

ent the access to the application by the legitimate user (e.g. denial of service);
ception and capture of authentication data (e.g. mobile code);
|llation of rogue applications in the mobile device that:may facilitate any of the above.

becurity control objectives shall be set out to protect the customer and the MFSP from risks
from potential successful attacks. Such controhkobjectives apply to

ks control of applications,
cation maintenance, and

cation life cycle control.

6.2.3

At the infrastructure layer;the software, network management, operating systems, firmware ard

hardwa

document.

The choife of the security controls and performance measurement to be put in place depends primarily
on the tdchnical-solution and the MFS program environment. In the infrastructure required to secufe

MFS, cr

(all partg)@nd ISO 11568 are largely used by the financial industry for implementation purposes.

nfrastructure layer

components shall comply with the information security requirements set forth in this

tographic devices and key management processes constitute central components. ISO 13491

Depending on the results of the risk assessment associated with the threats to the infrastructure, further
risk driven measures should be implemented in addition to the best practices aligned with the security
requirements. Similarly, the risks associated with the attack surface for the overall infrastructure can
be analysed if the vectors are known enabling to design proportionate security controls.

A minimum set of control objectives for the infrastructure necessary to deliver the MFS, includes

— physical and environmental security,

— access control to databases,

— capacity management,

10
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— business continuity management, and

— information security incident management.

7 Security principles and minimum requirements for mobile financial ser

7.1 Security architecture aspects to be considered

Within the three-layer model described in 6.2, MFS and related applications are deployed over a

vices

wireless

network, provided that security requirements defined by the MFSP can be fulfilled over that
Ehch of 7.2 to 7.4 are tied to and shall operate within the model; 7.5 summarizes the requireme
edqrlier subclauses.

The security architecture is a design of how security controls are positioned and "used td
threats against mobile financial applications and sensitive data and how thesg ‘relate to th
nlobile financial system architecture. Sensitive data include data used to carrty,out fraud, dat
itiate a mobile payment, data used for authentication purposes and any other data that if
ould compromise the security and/or privacy of the transaction.

his security architecture is intended to enable the MFS system to achieve a series of security o
5 set forth by the security policy of the system. These objectives depend on the nature of
[fered by the system. However, there exist significant objectives'shared between different MF]

o ==

to those applicable to other personal devices (e.g. corporate laptops),

to the one provided by legacy infrastructures,

— preserving user privacy,

— offering a trustworthy user interface\for high-risk financial services, including features su
a) whatyou see is what you sigh;

b) integrity and confidentiality of entered UVM data;

c) secure service forapplication activation/selection;

— implementing effective countermeasures against open network threats (e.g. denial of
phishing, spamming),

— preventingmoney laundering and other financial crimes, and

—+ complying with requirements imposed by regulations associated with the MFS related tran|

channel.
hts of the

counter
e overall
h used to
modified

bjectives
the MFS
b, such as

- achieving a level of protection when executing a mobil@application with a mobile device, equivalent

— protecting MFS transactions with an appropriate and effective level of security at least equivalent

ch as:

service,

sactions.

Evencificryptography is an important tool to protect mobile financial assets, secure systej
encompasses many other aspects espec1ally the correct 1mplementat10n of the crypt]
e : T , T

design
ographic
ic keys.

Thus, the securlty architecture depends on the level of security of the devices able to establish secure
communication links. A platform able to store multiple applications, whose life cycle may be managed

in an independent way, raises specific concerns that are addressed in Clause 8.

The MFSP may also take into consideration, the non-technical requirements with special emphasis on
the liability allocation decided as a result of the business model(s) supported and the risks identified.
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The protection of an MFS transaction brings specific challenges, which are discussed here to provide
additional guidance to MFSPs.

12

The

complexity and heterogeneous nature of MFS systems

MEFS infrastructures are complex information systems. Access points and interfaces to the system
are multiple and under the control of different stakeholders/customers, and the range of mobile
devices capabilities available is high (and increasing). Therefore, it makes it difficult to monitor

how
The

The
clou
tran

charnel or network (e.g. wireless or other unsecured network, Internet) and considering that M}

appl
The

In t

finamcial institutions. In MFS systems, the components are supplied, owned and controlled by
varig¢ty of stakeholders. These stakeholders have different practices in terms of security that ar
the rlesult of their main business activities.

The
The

enalbles impersonation and fraud, especially for mobile payments-to-persons transactions. Thes
hts may be mitigated by the implementationtof appropriate Know-Your-Customer (KYC; s¢e
Annegx B) rules to comply with local laws for the'prevention of money laundering and financial crim|

thre

The

Messages containing payment datd sent to the mobile device (e.g. for authentication and/
notification purposes) related to MFS transactions may constitute a valuable digital asset, neediy
to bg protected in terms of integrity, confidentiality and availability.

Secyre Environments and'the mobile devices are shared and open platforms

Part|of the security architecture of the system will be supported by the mobile device which sha
inclyde at least one Security environment (e.g. SE, TEE, supplemental software subject to ris

anal
mob
stan|

a)

each stakeholder is conforming to the requirements of the standard.

Ja i g Ja H 1 AT aad 'y Y
LI TS PUSTU UY WIITITSS AIIU HITTT IITU CUIIIICCLIUILS

expansion of a broad-based mobile ecosystem has led to the use of new technologies (e.
l computing) using open communication networks. An MFSP should maintain the security
cactions when using these emerging technologies, especially where there may be an unsecurg

cations may be loaded in the secure environment of the mobile device over theair.

threats involving the identification of MFS users and servers

confidentiality, integrity and availability of exchanged information

ysis). Mobilefihancial applications issued by different MFSP are likely to coexist on the sanj
le device, tise common resources and share the same secure environment. From the securif
dpoint, this has multiple consequences.

[he‘provisioning of a new MFS application should be transparent to applications possib

wna =W

different levels of involvement and control of the stakeholders diiring both the MKS
development and the system operation

raditional payment card systems, almost all components are-controlled/managed by the

ack of common and robust identification and authiéntication procedures for users and servers

a

e

g

11
k
le

y

y

brésent on the mobile device. The new application should not induce any security breach to t}

L

other applications during the provisioning, storage, and/or execution phases.

b) Stakeholders involved in the downloading process should protect exchanged data with the

appropriate cryptographic mechanisms, in order to
protect the integrity of the application when loaded over the air, and

protect against the simultaneous loading of malicious software.

c) The security of an application should be evaluated and certified on the platform on which the

application will be provisioned.
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Annex D describes common security threats observed for MFS related activities: mobile proximate
payments, mobile remote payments and mobile banking. However, information security issues need to
be examined individually for each MFS.

7.2 Mobile financial services hardening techniques overview

7.2.1 General

7.2 describes different hardening techniques for components, devices and networks required for MFS,
operating in the appiication and/or INfrastructure 1ayers.

- 7.2.2 and 7.2.3 refer to components of the infrastructure that are not necessary undef the dontrol of
the MFSP and can therefore be considered as untrusted from the MFSP prospectiveimobifle device
and wireless networks.

—+ 7.2.4 to 7.2.7 refer to hardening techniques for applications and MFS databused by the [MFSP to
minimize the risks.

7|2.2 Mobile device hardening techniques overview

The mobile device usually includes a user interface and a secure.environment for the exegution of
the mobile financial service. Mobile devices may be able to initiate some forms of mobile [financial
tjansactions without an SE, provided the MFSP has issued, an alternative form of security jpntrol. In

o8]

Idition, the mobile device may contribute to the implementation of functionalities in benefit of the
njobile financial services such as: (1) support of differentUVMs; (2) user interfaces for payer a
s¢lection and consent; and (3) remote block of the mobile device if it is lost or stolen.

lication

Ak far as the security is concerned, the mobile<device may be viewed as a vulnerable component.
Therefore, there is a need for isolation and secutity principles to be utilized by application deve]opers so
that any specific issue with the operating systém of a mobile device is addressed. Detailed requjrements
fdr secure environments of the mobile deywice are set forth in Clause 8.

~

2.3 Wireless networks hardening techniques overview

Wireless networks complye with different standard security requirements, which| include
ithplementation options.

NPTE Various standards’bodies have adopted existing standards that can be useful to implementers of the
infrastructure layer for MFS (e.g. IEEE, [UT-T, Bluetooth, WAP, ETSI).

Almobile device-can be configured to operate on different networks using different protocals. Some
of these networks may not be implemented in a safe environment. Therefore, this document|assumes
that the wireless communication channel is unsecure. The main security controls in the inferaction
between the application in the mobile device and the MFSP shall be transparent (i.e. invisible) to the
wjireless.ecommunication channel. They typically include

— “the confidentiality and integrity protection of data and mobile application at rest anfd during
transmission,

— the non-repudiation of transactions authorized by the user,
— the protection against replay attacks, and

— different authentication mechanisms for the user, the MFS application and the remote server
facilities of the MFSP.
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7.2.4 Secure remote management of mobile device components using OTA

7.2.4.1 OTA technology description

Over-The-Air (OTA) is a technology used to communicate with, download applications to, and manage
devices such as UICCs and other secure environments across all wireless networks, including mobile
networks and Wi-Fi.

OTA is based on client/server architecture where at one end there is an operator or its agent back-
end system (e.g. customer service, billing system, application server) and at the other end there is a
compongnt embedded in a mobile device.

OTA marjages and delivers connectivity to each mobile device and its secure environment, regandless pf
the chanpel (SMS, http or both) or network technology is used. The information exchange isprotected
by usingfa secure end-to-end communication link from the MFSP Trusted Service Manager (TSM) to the
secure efvironment. The end-to-end security is achieved using cryptographic keys shared between the
TSM and|the secure environment.

In order fo implement the OTA technology, the following components are used:
— abagk-end system to send requests to the target mobile device component;
— an O[TA gateway to process these requests;

— an SMSC server to transport requests over a bearer (e.g. the SMS)bearer);

— a m¢bile device to receive the requests and transmit, them to the secure environment in the
mobijle device;

— asequre environment to receive and execute the request;

— aTSMin arole similar to a card personalization'system.

7.2.4.2 | Trusted service manager on OTA
The TSM|play a critical role to provide andthanage MFS applications, using the following functionalities:

— interfface between MFSP, MNO and'for some scenarios the manufacturer of the mobile device (usually
refefred to as the Original Equipment Manufacturer or OEM);

— end-fo-end security forprovisioning to secure environment of the mobile device;
— appljcation lifecyclesmanagement including activation and deactivation of MFS on mobile devices

— manpgement ofikeys from the MFSP, the MNO and the provider of secure environment.

7.2.4.3 | Security requirements

The TSM_shall use a secure OTA communication channel to avoid the possibility of intercepting
sensitive data as it is transmitted over the air. In particular, the integrity and the confidentiality of the
applications to be personalized in the secure environment shall be protected during their transmission
over the OTA channel. For security requirements applicable to the key management to secure the OTA
channel, refer to 7.4.

7.2.5 Mobile financial applications hardening techniques

The following security services are available to MFS client applications in order to secure a transaction
which is performed through vulnerable components and networks out of the control of the MFSP:

— Platform security services (see 7.2.6) are those provided by the mobile device itself to be shared by
all the applications and do not necessary require cryptographic mechanisms. They include services to
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a) protect and filter suspicious data (e.g. whitelisting, anti-virus),
b) protect the mobile financial application during its execution,
c) deactivate the components used during the transaction (e.g. an NFC module), and
d) protect the MFS applications in case the mobile device is lost or stolen.
— Application level security services (see 7.2.7) are provided by the MFSP using the cryptographic

resources (e.g. cryptographic libraries) offered by both a tamper-resistant component (e.g. a SE)
where the applir‘afinn is resident and another remote r‘rypfngrnphir‘ component as-a ardware

Security Module (HSM). These services protect the application and application data both in rest
and in transit.

—+ Application management (see 7.2.8) security services are activated during opérations rlated to
the lifecycle management of the application according to ISO/TS 12812-3.

N

2.6 Platform security services

The MFSP shall use the following platform security measures provided by the mobile deyice as a
baseline for the security management of MFS.

— Protection against malware

he mobile device has the ability to execute all types of d@pplications which extends to virpses and
alware. Remote MFS often rely on software-based security which is susceptible to many thr¢ats.

berating systems evolving rapidly, making difficult a fit-in-all single antivirus solution, myltiplicity
 modes of communication) and the way the mobile device is used (permanent connectiorn] to open
pbtworks) make the mobile device more vulnerable to attacks compared with other personal gomputer
bvices. Stakeholders such as mobile devige manufacturers or OS providers should include mobile
s¢curity software (e.g. mobile antivirus)(as part of the default suite of applications loaded dnto new
nlobile devices.

T
]
The innovation pace of the technology (great heterogeneity on underlying computing platfqrms and
0
0
n
d

— Secure Environment for application execution

The creation of a secure environment for the execution of the mobile financial application is pased on
tyvo principles:

a] isolation of the application in one or more secure computing environments, over the mobifle device
itself (SE, TEE;mebile OS security controls);

b} securing «£he’ user interface by the creation of a trusted channel between the inpyt/output
periphetals of the mobile device and the secure computing environment.

— Deactivation of proximate interfaces

Thée~-mobile device OS may feature functionalities to deactivate the communication intefface for
proximate payments, when no external active communication protocol 1s detected and/or oifering in
the user interface the possibility to cut-off the communication link between the secure element and the
external radiofrequency module. The consumer has full control over when to enable an interface for
the transaction, leaving it largely disabled when the mobile device is not used for proximate payments.
Otherwise, payment data could be read out by an attacker and be used for instance during a relay attack
(Annex D).

— Remote deactivation of the mobile device

In case of a customer reporting that the mobile device has been stolen or lost, the MFSP should be in a
position to remotely deactivate all of its resident mobile financial applications on that mobile device,
using specific messages. The risk of financial losses is also reduced by the fact that the loss of the mobile
device is quickly reported.
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7.2.7 Application level security services for mobile financial applications

7.2.7.1 General

This clause focuses on security mechanisms at the application level. These mechanisms use
cryptographic algorithms and keys to achieve different levels of protection on the data exchanged
during the MFS. MFS application data are to be protected during their personalization, storage and use
in the mobile device. In particular

— mechanisms are needed to ensure that no sensitive payment data and personal data are accessed or
modjfied by an authorized party through any communication interface of the mobile device, and

— clear text sensitive payment and personal data are to be stored and managed in an appropriate
secufre environment.

Often, the execution of a mobile financial application will require the security serviees. provided Qy
several grotocols, mechanism known as security encapsulation. For example,

— the flirst protocol may support access control to the mobile financial service, for instance, by using
an ekternal authentication mechanism and the exchange of data necessary ‘to generate a sessign
key, pnd

— a sefond protocol might provide a service of confidentiality for the exchanged messages, using
the pgreed session key/s, as well as a service of integrity of the exchanged information. Thege
protpcols might also protect against other types of attacks that/are intrinsic to wireless channels
(e.g.|contactless skimming, replay and eavesdropping; see Annex D).

7.2.7.2 | Security properties featured by mobile finangial applications

The secyrity services of the system provide various*security properties for application data arjd
transactjons generated by applications. Amongst such properties are

a) userfauthentication,

b) confljdentiality of sensitive data at rest,in transit and during execution to ensure that data can only
be a¢cessed by authorized parties,

c) integrity of dataatrest,in transitand during execution maintained by using message authenticatign
codgs, and

d) non-repudiation when.&message conveys a confirmation by the user.

The MF{ may also usg additional safeguards (e.g. time out) which are not based on cryptographijic
mechanipms.

7.2.7.3 | Point=to-point encryption

Pont-to-point encryption is a special case of application-level encryption, where encryption is appligd
selectively within the processing chain of a MFS application. It defines a cryptographic process for data
encryption between any two communicating nodes during the payment processing:

a) original data is encrypted at the point of capture;

b) data is decrypted only when it is needed by specific processing nodes that have no choice but to
access the original data.

Point-to-Point encryption requires a strict control on the keys needed to decrypt data, to ensure that
only authorized nodes may gain access to the original data.
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7.2.7.4 End-to-end security

End-to-end security, similar to end-to-end encryption, defines a cryptographic process for data
encryption at the source of confidential data, so that the corresponding decryption only occurs at
the final destination of the message. In this case, a given message is to be encrypted in the secure
environment using for instance a shared key with a remote Hardware Security Module (HSM), under
control of the MFSP. HSMs are widely used to manage and protect cryptographic keys and to support
secure processing in order to achieve the cryptographic protection required when data are encrypted
by remote MFS.

Regardless of the fact that the message may transit through vulnerable networks, 1throperly

ithplemented, end-to-end encryption protects data against eavesdropping and brute force attdcks.
NPTE Point-to-point encryption between the source and the final recipient correspends” to ehd-to-end
s¢curity.

2.8 Application management security services

7

These security services are intended to protect application-level assets thtoughout the lifecytle of the
MFS application. Management operations provide applications with confidentiality and authenticity,
diiring their personalization, ensuring that mobile applications afe,-only downloaded fron] trusted
sgurces.

Security requirements for application management are set forth in 7.4.
7t3 Minimum set of security requirements for mobile financial services

3.1 General

7

The minimum requirements for MFS apply to&he MFSPs who may implement them with the syipport of
MEFS schemes and other MFS vendors/suppliers.
N

DTE The term “session” refers in this subclause refers to a process opened with a successful connection
wlith a MFSP with the purpose to run,oxe-or more transactions.

713.2 Remote MFS accessarequirements

The requirements in this.subclause and 7.4 apply differently to the three different access me¢hanisms
tg remote MFS.

713.2.1 For MFS-accessed through a mobile browser, the security considerations closely resemble
those applicable-to financial services accessed through a traditional desktop personal compyter (PC).
The MFSP shall provide means for the customer to verify the authenticity of the website at the time of
rcess (e.g.by using Extended Validation certificates or similar mechanisms).

5]

7|32.2 For MFS accessed through a dedicated functionality on the mobile device (e.d. a MFS
application), the relevant requirements set forth In this subclause and 7.2 shall apply. In particular, the
MFSP shall provide means for the customer to verify the authenticity of the mobile financial application
(e.g. use of software signing, out-of-band communication).

7.3.2.3 For MFS provided using the MNO’s channels (e.g. SMS, USSD) without a specific mobile financial
application previously downloaded onto the customer’s mobile device, the relevant requirements set out
in this subclause shall apply.
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7.3.3 Transaction processing requirements
7.3.3.1 Customer and MFS data authentication

7.3.3.1.1 A customer authentication mechanism shall exist to ensure that only the legitimate account
holder is authorized to carry out financial transactions.

7.3.3.1.2 The MFSP shall provide the customer with a UVM (e.g. a mobile code) to prove his/her
presence during the MFS transaction.

7.3.3.1.3 Prior to providing a new customer with authentication credentials, an MFSP shall proceqd
during the enrolment to a KYC verification according to applicable regulation (see Annex B).

7.3.3.1.4 Customer authentication may have various strengths (strong or basic). The devel of strength
corresponding to strong customer authentication refers to an authentication procedure/implemented hy
the MFS provider or its agent which complies with the three following conditions:

a) the guccessful verification shall consist of at least two personal independént authenticators from
the pecurity prospective, meaning that the compromise of one of the-authenticators does npt
compromise the other;

b) atlepst one of the authenticators shall be dynamic with perfectférward secrecy, non-reusable and
not feplicable;

c) atlepst one of the authenticators shall be a UVM.

7.3.3.1.§ The verification process shall be designed-iin a way that the authenticators remajn
confidential:

a) if bigmetrics is used as a UVM, the security ¢ontrols required in ISO 19092 shall be met;

b) ifthe¢ PIN code is used as a UVM, the PINcshall be managed according to ISO 9564 (all parts);
c) ifarobile code is used as a UVM, the'mobile code shall be encrypted.

The tern strong authentication mayyhave a legal definition under individual national laws.

Basic Cystomer Authentication-is either a one factor authentication or an authentication basqd
exclusivgly on static data.

7.3.3.1.4 Additionally;the MFES application shall be protected (e.g. by the use of encryption, MAL,
HMAC, digital signature), recognizing that there are various degrees based on the security of the
operating systenhor security of where the application is stored (e.g. SE, TEE, or in software with
supplempntany,.security controls). Both aspects contribute to a level of security assurance originating
from a cTstomer authentication. Other factors (e.g. device identification, analysis of spending pattern§)
may contribute as well

7.3.3.1.7 The level of security assurance shall be taken into account when determining the types
and/or levels of transactions and environments to be permitted. This includes allowing only low-value
transactions or transfers between accounts owned by the same individual, for example, when a low-
assurance authentication has taken place, while, on the other hand, allowing higher-value transactions
when a high level of assurance has been achieved.

7.3.3.1.8 It is important for the MFSP to take into account that, whereas a mobile device might be a
second channel for payments initiated from a PC or with a chip card, when a transaction is initiated from
a mobile device, that mobile device may now be the same channel. In this situation, then, the MFSP shall
implement second-channel security mechanisms using a different device (e.g. a tablet, a second mobile
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device) so that the mobile device cannot inadvertently serve as both the first and the second channel.
Thus, for example, in this case SMS shall not be used to communicate a one-time-password.

7.3.3.1.9 Mechanisms such as timing out customer authentications (i.e. requiring a new authentication
after a session has lasted a certain time since the last successful authentication) and limiting the allowable
number of retries in case of unsuccessful authentications should be utilized by the MFS provider

7.3.3.1.10 The MFSP shall use mechanisms to authenticate the MFS application.

7|3.3.2 Transaction monitoring

7|3.3.2.1 The MFS provider shall use security mechanisms that mitigate or protect against brjute force
attacks (e.g. exhaustion attacks on UVM) and other attacks that fit known fraud patterns:

713.3.2.2 Prior to providing a customer with mobile financial services, arf MFSP should det limits
applying to those services, (e.g. a maximum amount for each individual payment or a cumulativ¢ amount
oYer a certain period of time) and should inform customers accordingly.

713.3.2.3 An MFS provider shall, to the extent it has the physical capabilities, log significarlt events,
iflcluding

a] failure to authenticate;

b) failure to validate a message;

c] datarequired for solving the repudiation of a.payment;
d) startof session;

e] end of session.

713.3.2.4 Sensitive data shall not bellogged. Other error conditions may be logged.
7|3.4 Protection of sensitive data

7|3.4.1 General

3.4.1.1 An MESPvshall employ security mechanisms that prevent unauthorized access to |sensitive
hta at rest or in transit.

[T

N

3.4.1.2.8 A'trusted user interface may be used in order to limit the exposure to malware masquerading
a legitimate mobile financial application or customer authentication prompt.

o8]

713413 The cfrpngfh of the sensitive data protection prnvir‘lpr‘] should be taken into account when

considering what types and/or levels of transactions are permissible, and which kinds of data can be
stored on the mobile device or in a secured server.

7.3.4.2 Data protection during storage

7.3.4.2.1 The confidentiality and integrity of sensitive data shall be protected on the mobile device.
Sensitive data shall be stored in the secure environment of a mobile device, and it shall be encrypted
and its integrity shall be cryptographically protected. The cryptographic algorithms used shall be among
those specified in Annex C.
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7.3.4.2.2
standard

7.3.4.3

7.3.4.3.1

The integrity and authenticity of public keys used for MFS generated using recognized
s (see Annex C) shall be protected using digital certificates.

Data protection during transmission

If the MFS application is not residing in a secure environment, then other effective security

measures be taken to limit the exposure of the customer account in case of a compromise. Such measures
may include the use of one time tokens or the use of mobile device only for authentication purposes. PIN
data shall be entered and transmitted only in conformance with ISO 9564 (all parts). In these cases, no

sensitive|
a comprg(

NOTE

7.3.4.3.2

processifpg. Similar to PIN translation, to avoid exposure of keys and sensitive data, cryptographiic

hardwar
authenti
to an apy

7.3.5 Mobile device requirements

7.3.5.1

unauthol
checks th
breaking

7.3.5.2
mobile d

7.3.5.3
between

7.3.5.4

protectign mobile device securityland application security should be taken into account when determining

which tr{
supports
security

7.3.6

An MFSH
relating

data shall be stored in the mobile device and the authentication mechanism is not vulnerable to
mise of the mobile device.

Code obfuscation is not considered sufficient on its own.

Sensitive data shall be encrypted when transmitted between any two points invthe transactign

e is required for decryption, or only non-sensitive data is allowed. Sensitive data should he
rated and it shall be protected against substitution and modification. Wheh.these data corresporld
lication to be downloaded, then in addition, the requirements set out(in) 7.4 shall apply.

An MFSP shall use security mechanisms that protect €ie“mobile financial application from
ized modification and/or substitution. These mechanisms should include device security
at verify patch and versions of the operating system,‘detect malware or rooting (so-called “ja
" of device).

—
1

MFS implementations shall provide countérmeasures against threats arising from the use pf
pvice input and output interfaces, including*NFC, Bluetooth and 2D barcode scanning.

Mechanisms to protect MFS shall take into account the potential vulnerability of the connectiqgn
the mobile device and servers.

The aggregate strength of the security mechanisms provided by customer authentication, data

insactions are permissible and which kinds of data can be stored in the mobile device. MFS that
exclusively lower‘value transactions requiring no storage of sensitive data may require less
han MFS that cairbe used for higher-value transactions or store sensitive customer data.

fustomer-education

should ensure that the prior information supplied to the customer contains specific details
othe MFS. These should include, as appropriate:

— clearinformation on any requirements in terms of customer equipment, software or other necessary
tools (e.g. compatible Operating Systems/versions/mobile device);

— guidelines for the proper and secure use of credentials;

— a detailed description of the procedure for the customer to submit and authorize a transaction
and/or obtain information, including the consequences of each action;

— guid

elines for the proper and secure use of all hardware and software provided to the customer;

— the procedures to follow in the event of loss or theft of the credentials or the customer’s hardware
or software for logging in or carrying out transactions;
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— the procedures to follow if an abuse is detected or suspected;

— adescription of the responsibilities and liabilities of the MFSP and the customer respectively with
regard to the use of the MFS.

7.4 Minimum set of security requirements for mobile application management

7.4.1 Customer enrolment and provisioning requirements

should use multiple factors and/or channels providing independent security assurance in the sgnse that
alcompromise of one factor (e.g. a compromised password) or one channel (e.g. malware)on a
uhlikely to coincide with a compromise of another factor or channel.

7|14.1.1 For any enrolment, the customer shall be authenticated by the MFSP. This autheEtication

evice) is
7|4.1.2 Mobile financial applications shall be bound, at the time of installation, to the particular mobile
device, and at the time of activation, shall be associated with a unique authénticated customer and/or
0

her persons of his/her choice. Accordingly, the application shall be used.éxclusively for transactions by
that customer and/or other persons of his/her choice.

7|4.1.3 The MFSP shall provide means for the customer, to verify the successful installation and
personalization of any downloaded mobile financial application.

7|4.1.4 The MFSP shall manage a directory of all the MESprovided by the mobile device.
714.2 Key management

7|4.2.1 The MFSP or its agent shall operate a-key management system to derive unique keys specific to
s¢cure environments or mobile devices.

7|14.2.2 All keys used for mobile, financial data encryption/decryption shall be generated using a
rgndom or pseudo-random generatoi-certified against recognized standards.

7|4.2.3 The personalizatiofivof keys shall incorporate a validation mechanism to verify that|the keys
wlere effectively personalized/for the device they were intended to and that these keys are authgntic.

4.2.4 The MFSP.shall document the procedures used to secure the administration of the crypfographic
bys used by the ¢emiponents of the mobile system, during the personalization and in-field opgration of
the component;

N

7|4.2.5 _“The MFSP shall use encryption algorithms to secure data transmission over OTA.

NPTE Refer to Annex C for guidance.

7.4.2.6 Cryptographic keys shall be transported securely using exclusively Key Exchange Keys (KEK)
with high entropy, meaning, having at least the entropy of the key being transported.

7.4.2.7 In-clear components of cryptographic keys to be used by the mobile system shall be stored
in a tamper resistant security module and/or, where applicable, in a device using a tamper evident
mechanism.

NOTE Implementers can find guidance on security requirements for HSM in PCI-SCC technical specifications.
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7.4.3 Mobile financial service provider and trusted service manager exchanges

7.4.3.1 All applications provided by the MFSP to the TSM shall be stored in an encrypted form with

integrity protection.

7.4.3.2 Once encrypted, the TSM shall not allow any MFS application or other sensitive data to be
decrypted except for the purpose to re-encrypt them with a device-specific key before sending them to
an end user device, or transmitting them in the payment processing system.

7.4.4 Application downloading

7.4.4.1

7.4.4.2

7.4.4.3
downloafling process.

7.4.4.4
7.4.5

7.4.5.1
mobile fihancial application.

7.4.5.2

Application deactivation

deactivafe, partially or completely, the mobile financial application

The MFSP shall ensure end-to-end encryption between the TSM and the mobile devijce.

Mobile financial applications shall only be provisioned after the establishment of a secufe
channel between the mobile device and the distributor of the application.

The secure channel shall protect the integrity of the MFS application throughout the

The MFSP shall provide the means to authenticate the application downloaded.

The MFSP shall provide means for the customep,to deactivate, partially or completely, the

When compromised or upon customer request, the MFSP shall provide the means to remotely

7.5 Summary: Requirements for security services for mobile financial services
Security Service Implementation Mechanisms Clause
Confidenftiality protection of |—~encrypt application data stored in MFSP, |7.2.5
data at r¢st TSM and mobile device
7.3.4.2
— store data in a tamper resistant modul.e If stored in an SE: 8.1.4
in-the-clear or encrypted using key material —
located in the tamper resistant component
Confidenltiality protection of  |apply transport encryption (e.g. TLS) and 7.2.7.3
data in tansit encryption of sensitive data in messages
exchanged
Integrity|protection of data at |by means of an application of digital signa- 7.2.5
rest ture data stored on mobile device or tamper |, . , ,
resistant component with key material locat- |~
ed in tamper resistant component
Integrity protection of datain |Use encryption mechanisms for transport 7.3.3.2
transit encryption which also provide integrity 2341
protection (e.g. AES with GCM) or sign mes- =
sages exchanged. Refer to C.3 for relevant ISO |7.3.4.3
standards providing a detailed description of
these cryptographic mechanisms.
Integrity protection of applica- |sign messages exchanged 74
tion during provisioning
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Security Service Implementation Mechanisms Clause

at

Integrity protection of applica- |validate the application signature client side |7.2.
tion at rest using key material located on the tamper

X 7.3.4.1
resistant component

7.3.4.2

Integrity protection of applica- |isolated environment for execution 7.3.5

tion during execution Executed in TEE: 8.1.3
Executed in SE: 8.1.4

Non-repudiation of transac- sign transaction data after customer authen- |7.3.5.1

tlons approved by the user tication 815

Y

uthenticity (integrity and or- |Data origin authentication using e.g. Message |7.4
pin authentication) of mobile |Authentication Codes (MAC), Hash-based

ata or application Message Authentication Codes (HMAC) or
Digital Signature. Refer to C.3 for relevant ISO
standards providing a detailed description of
these cryptographic mechanisms.

o, =

8 Security requirements for cryptographic components used for MFS

8l1 Mobile device secure environments

8[1.1 Mobile Device requirements for MFS

This document considers the mobile device as a_ potentially vulnerable environment. The f
clauses focus on security requirements for sectire environments in mobile devices, under
desired properties that enhance the integrity-of mobile financial applications. This document
that operating systems of mobile devices\pose security risks, specially where they exed
applications owned by a third party.

A|mobile device compliant with this document shall support appropriate security services w
irfclude one or more of the following:

a] toensure the secure execution of the mobile financial applications;

b] toidentify and authenticate the legitimate user of the mobile financial application;

c] toprovide secure communication interfaces;

d) to supportappropriate security controls for storing the mobile financial applications;
e] to encrypt sensitive data where required by the MFS;

f] toprovide the customer with mechanisms for managing the available mobile financial app

ollowing
stood as
assumes
ute MFS

hich may

ications,

including when relevant, secure enrolment, application installation, application activatigln, listing

g) toprovide either an authorization request to an MFSP or the data needed to build this authorization

request (i.e. when the authorization is requested by the POI);

h) to support optional functionalities such as the generation and verification of mobile digital

signatures or other security services offered by the MFSP.

In particular, a mobile device shall implement at least one secure environment for the storage and/or

the execution of mobile payment applications.
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This document identifies five security levels for secure environments. They may be combined:

— Two

levels are purely software security solutions:

L1: Software Security Controls: Rely usually on code obfuscation or diversification and generic

oper

ating system security architecture;

L2: Trusted Execution Environment (TEE) as pure software solution.

— L3 secure environment uses extended hardware

L3:
dedi

— L4a
puryg

L4: §

L5: §
Trus

Neither he implementation of the TEE nor of the SE is mandatory. However-if the MFSP decides to use

them, th
8.1.2 §

8.1.2.1

Softwarg
applicati
mobile p

8.1.2.2

8.1.2.2.1
data are

8.1.2.2.2
methods

8.1.2.2.3
instead g

8.1.3

[rusted Execution Environment (TEE) with specific hardware support (e.g. by managing
rated execution contexts).

nd L5 secure environments require specific secure certified hardware for storage andgxecutiqn
oses:

ecure Element (SE);

ecure Element and Trusted Execution Environment (SE + TEE) usually ‘désigned to provide|a
ted User Interface.

en compliance with 8.1.3 and 8.1.4 respectively is required.
oftware-based secure environment

Definition and core functionalities

based secure environment refers to pure_software used to protect MFS data and ryn
pns using the mobile device OS resources. The‘technology Host Card Emulation (HCE) used for
Foximate payments is an example of software-based secure environment.

Security requirements

Static MFS sensitive data shall not be stored in a software secure environment, unless thege
brotected by a TEE.

Code and data stored in software secure environment shall be protected using specific
such as code obfuseation and white box cryptography.

Transactigns+initiated from a software secure environment shall make use of a payment tok¢n
f the realpayment account identifier.

[rusted execution environment (TEE)

8.1.3.1

Definition and core functionalities

The trusted execution environment (TEE) is a protected environment that runs a secure operating

system i

n the main processor of a mobile device. The TEE includes key-storage and management

functionalities, which shall conform to ISO 11568. It also includes secure storage, which can be used to

store tra

nsaction logs and authentication credentials in a private area.

Generally, the TEE

— impl

ements an isolated computing resource in the mobile device,

— takes control over mobile vulnerable resources, particularly peripherals,
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— provides security properties to the executing mobile financial application so that the application is
immune to malicious software threats, and

— complements the security execution environment offered by an SE, including the provision of any
encryption functionality that the MFSP requires by

a) all sensitive mobile financial application code should be executed in this isolated and protected
environment, and

b) sensitive data stored in this area should be encrypted.

X\

)V

—
°
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Attack Financial

Path Trusted Execution Server
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Mobile Financial Secure
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Figure 2 — Logical Inte@ées for the integration of the TEE in mobile device architegture

The TEE includes crypto&zlphic as well as key-storage and management functionalities. It alsoincludes
s¢cure mass storage‘%@fch can be used to store transaction logs and authentication credentials in a

private area. %\

1.3.2 Tr@e user interface: TEE and secure element implementation

bve ents on the mobile operating system with a low level of security and the low flexiljility and

8

Dependi n the use cases, the TEE provides a trade-off between the high flexibility gnd easy
d

d "4%1 constraints of development on a Secure Element with a high level of security.

The TEE is intended to complement the Secure Elements in the mobile device, jointly implementing
a trusted user interface (TUI). This TUI provides a secure communication channel between the User
Interface and a security environment either in the mobile device or in a remote server.

The TUI controls the screen and keyboard and/or touchpad, isolating them from the operating system,
therefore ensuring the following security services.

— Secure authentication: protected entry of authentication credentials which can then be securely
transferred through a private communication channel to a Secure Element, or to a server for online
verification.

— Non-repudiation: critical transaction information is displayed on mobile device screen in such a
way that it cannot be tampered with. Access controls to authenticate the legitimate user requires
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the presence of a software module executing either on the mobile device or within the Secure
Element itself.

The security properties of TEE implementations should be demonstrated through a security evaluation
and certification process. 9.5 introduces guidance for TEE certification.

8.1.4 Secure element requirements

8.1.4.1 Hardware-level security

8.1.4.1.i$ecure elements shall provide storage and processing of sensitive data in a physically separatgd
computing module. Confidential data shall also be protected against disclosure-attacks even if the-atta¢k
causes the physical destruction of the SE.

8.1.4.1.7 Secure elements shall provide an isolated execution environment for MFS, meaning the ability
to run application software in complete isolation from other code in the secure element itself or |n
another fomponent in the mobile device.

8.1.4.1.3 Secure elements shall be designed with physical security mechanisnms’in order to have built-In
tamper-ijesistance capabilities.

8.1.4.1.4 Secure elements shall verify the integrity and authenticity of firmware and softwafe
downloafed prior to installation, as well as provide a mechanism(to validate the installed firmware ¢r
software|versions (e.g. release numbers, dates).

8.1.4.1.5 Secure elements shall be able to dynamically authenticate themselves to the SE provider.

8.1.4.1.4 Secure elements shall be designed so that-an attacker shall not be able to impersonate the
secure element.

8.1.4.1.7 The production and personalisation of secure elements shall take place in an environment that
prevents|any of the following:

— compromising keys during perSonalisation;
— abudive or unauthorized personalisation;
— unaythorized uploadofsoftware and data;

— the theft of secure’elements.

8.1.4.2 | Proteection and use of sensitive data

8.1.4.2.1 “Protection of authentication data

8.1.4.2.1.1 The secure element shall implement a secure mechanism for the personalization of
authentication data.

8.1.4.2.1.2 Secure elements shall support a security architecture made up of an SE provider security
domain with its own authentication credentials and optionally supplemental security domains.

8.1.4.2.1.3 If any, supplemental security domains shall store independent authentication credentials.

8.1.4.2.1.4 Secure elements shall be designed to generate dynamic data for authentication.
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8.1.4.2.1.5 Secure elements shall provide tamper-responsive mechanisms (e.g. zeroization) for stored
authentication credential.

8.1.4.2.2 User verification data

8.1.4.2.2.1 Secure elements shall be able to store reference user verification data and make its
comparison against the user entered data.

8.1.4.2.2.2 Secure elements shall support a mechanism so that the user verification data cannot be
re¢played.

8(1.4.2.3 Management and protection of cryptographic keys

8[1.4.2.3.1 The secure element provider shall implement a policy for the deployment, marflagement
and possibly the periodically change and renewal of cryptographic keys.

8(1.4.2.3.2 Cryptographic keys shall be exclusively used with cryptographic algorithms compliiant with
[0 standards by Annex C.

8(1.4.2.3.3 The secure element provider security domain shall’store and manage cryptographic keys
fdr the following:

— over-the-air secure provisioning;
— secure element content management;

— supplemental security domain creation and:management.

8{1.4.2.3.4 The secure element provider Security domain shall exclusively use specific keys for the
s¢cure transport of other cryptographic keys.

1.4.2.3.5 Supplementary secukity domains may rely on the secure element provider security domain
by manager for loading applications or shall have their own key manager.

~ &

=)

1.4.2.3.6 Secure elements shall provide identity-based authentication for usage of syminetric or
ymmetric private ke§s)

o8]

8(1.4.2.3.7 Secure elements shall provide tamper-responsive mechanisms (e.g. zeroization) fpr stored
cryptographicikeys.

8/1.4.2.3:8" Secure elements should provide tamper-detection and zeroization of cryptographic keys.

8|14.2.3.9 Secure elements shall provide the mechanisms to detect and prevent any attempt to reuse
zeroized cryptographic keys.

8.1.4.2.4 Application data integrity and secrecy

8.1.4.2.4.1 The secure element shall provide application’s data secrecy and integrity both at rest and
when processed.

8.1.4.2.4.2 MEFS applications and other applications resident in the secure element shall be isolated by
using a firewalling mechanism.

8.1.4.2.4.3 The secure element shall authenticate any application attempting to use the secure element.
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8.1.4.2.4.4 Application data stored and/or processed by the secure element shall be protected against
unauthorized manipulation.

8.1.4.2.4.5 Whenasecuredomain orresidentapplication uses a digital signature for data authentication
and non-repudiation purposes, the requirements of 8.1.5 shall apply.

8.1.4.2.4.6 When protecting data in transit, the secure element shall use separate keys for
confidentiality and integrity.

8.1.4.2.4.7 The encryption, decryption, verification and generation of authentication related data shdll
be procepsed inside the secure element.

8.1.4.2.§ Transaction logging
8.1.4.2.5.1 The data related to transactions processed by the secure element shall bé logged.
8.1.4.2.53.2 The log processing shall be secured.

8.1.4.2.5.3 Stored log data shall be protected against unauthorized dis¢losure and manipulations arjd
securely fransmitted only to an authorized entity.

8.1.5 S$ecure element requirements for digital signature services

8.1.5.1 | Rationale

Mobile djigital signature is a functionality that might he needed when accessing MFS whose executign
requires|a non-repudiable proof of consent by the (egitimate user. This subclause assumes that the
communlication between the user and the server-may take place with both trusted (“agreed”) arld
vulnerahle mobile devices.

8.1.5.2 | Trusted mobile device for digital signature generation

8.1.5.2.1 A trusted signature mobile'device shall guarantee that the displayed information is includgd
in the signed data.

8.1.5.2.7 A trusted signature mobile device shall guarantee the not-recording and not authorizgqd
disclosute of data entereddy the customer.

8.1.5.2.3 A trusted signature mobile device shall pass an evaluation and certification procedufe
according to a<protection profile [in accordance with ISO 15408 (all parts)] taking into account the
nature of the financial services to be accessed and the environment in which it is operated.

8.1.5.3 Requirements applying to digital signatures generated by a mobile device

8.1.5.3.1 An application generating digital signatures resident in a secure element may be run in either
exclusively trusted mobile devices or on a less secure mobile device, depending on the degree of security
required by the MFSP.

8.1.5.3.2 A trusted mobile device shall authenticate to the signing secure element or to the external
environment.

8.1.5.3.3 A signature produced by the application resident in a secure element using a trusted mobile
device shall include the proof that the mobile device is authentic.

28 © IS0 2017 - All rights reserved


https://standardsiso.com/api/?name=ef52633cf9abf0bd4300af4674012849

ISO/TS 12812-2:2017(E)

8.1.5.3.4 When the signing secure element is used to authenticate a mobile device and/or MFS, the
user shall be provided with a proof of the authentic nature of the mobile device and/or MFS.

8.1.5.3.5 The use of the signing secure element in any mobile device shall not undermine the security
of the trusted mobile device. For instance, the signing secure element should support two different
authentication credentials in order to authorize the digital signature in an agreed or not-agreed terminal.
The goal is not to compromise the first authentication credential used for highly sensitive applications,
at the MFSP disposal because of the use of the signing secure element in a not-agreed and eventually
tampered mobile device.

8/1.5.3.6 Time stamping servers shall be put in place under the responsibility of a time' $tamping
ptrovider. When the MFS requires a time-stamp, the digital signature produced by theysignirlg secure
element should include a proof of the identity of the time stamping server.

8]1.5.3.7 Digital signature algorithms to be supported by the signing secure elément shall comply with
40 standards by Annex C.

[

8/1.5.3.8 Upon request by the trusted mobile device and according.to the associated access rules,
the signing secure element shall generate a pair of asymmetric keys,-one private for digital gignature
phrposes and the other public for the verification of the signature purposes.

[=e)

1.5.3.9 The signing Secure Element shall authenticate<tiwo types of servers: those mangging the
¢rtificate revocation lists (CRL), or online certificate status protocol (OCSP) services as alternative to
RL, and those providing time-stamping services.

[eoXe)

=)

1.5.3.10 Beyond the algorithms and formats<required to support the above functionaljties, the
teractions between the mobile device and the‘signing secure elements shall conform to the| relevant
40 standard (e.g. ISO/IEC 7816).

e
yallien

e

1.5.3.11 Signing secure element interoperability requires conformance with standards specifying
syntax for the interoperable processing of the transferred data. In particular, the syntax for| digitally
ilsned messages (including certificates) should be independent from the signature algorithm uged.

20"

NPTE W3C has specified airXML signature syntax and processing. European standardization orggnizations
CEN and ETSI have developed ;a-number of standards for electronic signature products. In the US, the X9standard
is|X9.31, which is based on NIST FPS 186-2.

8]1.5.3.12 The signing secure element for financial applications shall be able to process ppblic-key
algorithms. Thé\signing secure element shall also be able to support several applications, yequiring
a|digital signdture for authentication and non-repudiation purposes with special needs (founting,
signature {og). Each financial application in the signing secure element may have its own pair of|keys and
alspecifiedigital certificate corresponding to that application.

8l1.5.3.13 The signing secure element shall support the two following methods for the generation of
pair of asymmetric keys for the generation of digital signatures:

— generation by the secure element of the pair of keys and certification of the public key by the
certification authority (CA);

— generation by the CA of the pair of keys, then personalization into the secure element of these keys
along with the public-key certificate. This personalization process shall take place using a highly
secure end-to-end channel, between the CA server and the signing secure element.
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8.2 Security requirements for cryptographic modules used for MFS

8.2.1 General

MEFS programs makes extensive use of cryptographic modules to protect messages, cryptographic
keys and other sensitive data used by MFS. A cryptographic module is defined as the set of hardware,
software, and/or firmware that implements approved security functions within the cryptographic
boundary specified by ISO 19790 (including cryptographic algorithms and key generation).

The sec

Four staphdard security levels for cryptographic modules are defined in ISO/IEC 19790. Each security

— Security Level 1 provides the lowest level of security with specific physical securitymechanisms
required and allows the software and firmware components of a cryptographic. module to Qe
execjuted on a general purpose computing system using an unevaluated operating system.

— Security Level 2 enhances the security mechanisms of a Security Level 1 cpyptographic module by
addipg the requirement for tamper-evidence and at a minimum, role-based‘\authentication.

— Security Level 3 improves the lower security levels by requiring-detective and preventiye
mechanisms to thwart an intruder from gaining access to any critical security parameters (CSP)
suchfas symmetric key or asymmetric private keys, and authentication credentials. Authenticatidn
is infreased by requiring identity-based (versus role-based))mechanisms. Further, separation pf
data|ports for CSP from other types of information is also required.

— Security Level 4 provides the highest level requiring a complete envelope of protection around the
cryptographic module with the intent of detecting and responding to all unauthorized attempts at
phydical access. The detective and preventive mechanisms require zeroization of CPS.

Generally speaking, Security Level 1 is a softwaie module running on a general-purpose compute
Security|Level 2 can be a software module or a hardware module. Security Level 3 is a hardware moduje
or mightl be a software module running on-a dedicated-purpose computer which has formally beg¢n
evaluatefl per the Common Criteria at anEvaluation Assurance Level (EAL) 3 or higher. Security Level|4
is alwayd a special purpose hardware module. Most special purpose hardware security modules (HSM)
are Secufity Level 3, but some are certified at Security Level 4 when operating in ISO/IEC 19790 mode.
Type 1 dryptographic modules used by military and some government agencies are certified using|a
different| formal evaluation process. Other cryptographic modules that are not formally certified as
Type 1 of Type 2 are referred'te as Type 3 modules.

=

8.2.2 List of requireéments for cryptographic hardware modules

8.2.2.1 | The hardware cryptographic module shall be designed for compliance with ISO/IEC 19790. In
particuldr, theimodule shall be designed in such a way that any attempt to tamper with it shall destroy gl
stored criyptographic material.

—_—

8.2.2.2 The hardware cryptographic module shall at least implement one of the security functions as
per ISO/IEC 19790:2012, Annex C. The MFSP may in addition specify a security function not included in
Annex C but required by the MFS.

8.2.2.3 Ifthe application is deleting keys, it shall make sure that the module is fully operational when a
key is deleted. Otherwise, the deleted key might reappear when the module is recovered.

8.2.2.4 In addition to the requirements set out in ISO/IEC 19790, the MFSP may decide to have
additional procedures and policies for high availability functionality of the services provided by the
module. In particular, the MFSP shall implement and document a recovery policy in case of an outage.
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8.2.2.5 The MFSP shall precise the nature of the cryptographic services, if any, that may still be
provided by the cryptographic module in degraded mode of operation.

8.2.3 Requirements for cryptographic software modules

A software module can achieve an ISO/IEC 19790 Security Level 2 by supporting role-based
authentication and providing a tamper-evidence mechanism. For software, this implies the detection
that the executable (binary) code has been altered in some fashion, such that the module is no longer a
legitimate copy of the original code. This is a type of malware vulnerability that while not necessarily

p
1]

V-CTTrcerioT P of orer Trortr TIToCor e

odules. Code signatures can be used to verify software prior to execution, periodic scans, of at
downloading newer code as part of an overall vulnerability lifecycle management system (V

bde signatures rely on cryptographic algorithms such as hashes, digital signatures,or trug
amps. A single hash is insufficient to detect a code modification as collisions |(the same h3
derived from more than one string of binary bits) can occur. Secure hash (see Annex C) af
be of cryptographic keys can severely deter an intruder’s ability to modify ox ¢feate another
odule that will generate an existing hash.

Security evaluation and certification aspects

1 General recommendation

hch component of mobile payment systems should undergo a security evaluation and cer
rocess by an independent third party. The evaluation of physical components such as crypt
odules can be largely carried out using standard;procedures. Considering the strongest
lversaries and taking advantage of the latést cryptanalytic progresses during evalug
yptographic hardware appears important in-ziew of the difficulty to fix security breaches.

his clause provides an overview of different'security evaluation methodologies based on ISO s
lat may be used for the certification of components required by the MFS.

2 Cryptographic modules

cryptographic module is déefined as the set of hardware, software, and/or firmware that im
pproved security functiens-within the cryptographic boundary specified by ISO/IEC 19790 (i
yptographic algorithmsand key generation). Four standard security levels for cryptographic
‘e defined in ISO/IEC-19790. Each security level offers an increase in security compared
recedent one.

- Security Level 1 provides the lowest level of security with specific physical security meq

exeeuted on a general purpose computing system using an unevaluated operating system.

- ~Security Level 2 enhances the security mechanisms of a Security Level 1 cryptographic m

software
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required{and allows the software and firmware components of a cryptographic modile to be

odule by

adding the rnnlnirnmnnf for fnmpnr-nviﬂnnr‘n and.ata minimnm’ role-based authenticatio

Security Level 3 improves the lower security levels by requiring detective and preventive

mechanisms to thwart an intruder from gaining access to any critical security parameters (CSP)
such as symmetric key or asymmetric private keys, and authentication credentials. Authentication

is increased by requiring identity-based (versus role-based) mechanisms. Further, sepa
data ports for CSP from other types of information is also required.

— Security Level 4 provides the highest level requiring a complete envelope of protection ar
cryptographic module with the intent of detecting and responding to all unauthorized attempts at

©

physical access. The detective and preventive mechanisms require zeroization of CPS.
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Generally speaking, Security Level 1 is a software module running on a general-purpose computer.
Security Level 2 can be a software module or a hardware module. Security Level 3 is a hardware module
or might be a software module running on a dedicated-purpose computer which has formally been
evaluated per the Common Criteria at an Evaluation Assurance Level (EAL) 3 or higher. Security Level 4
is always a special purpose hardware module. Most special purpose hardware security modules (HSM)
are Security Level 3, but some are certified at Security Level 4 when operating in ISO/IEC 19790 mode.
Type 1 cryptographic modules used by military and some government agencies are certified using a
different formal evaluation process. Other cryptographic modules that are not formally certified as
Type 1 or Type 2 are referred to as Type 3 modules.

9.3 Solftware modules

A softw
authenti
that the

hre module can achieve an ISO/IEC 19790 Security Level 2 by supporting rele-basg
Fation and providing a tamper-evidence mechanism. For software this implies the ldetectid
bxecutable (binary) code has been altered in some fashion, such that the modulé.is'no longer

legitimafe copy of the original code. This is a type of malware vulnerability that whitetot necessari
preventdble is detectable. Anti-virus products can detect, alert and quarantine modified softwal

modules

Code signatures can be used to verify software prior to execution, periodiCscans, or at the tinj

of downlpading newer code as part of an overall vulnerability lifecycle management system (VLMS).

Code sig
stamps.
is derive
use of cr

hatures rely on cryptographic algorithms such as hashes, digital.signatures or trusted tinj
A single hash is insufficient to detect a code modification as collisions (the same hash valy
d from more than one string of binary bits) can occur. Sectare hash (see Annex C) and/or t}

module that will generate an existing hash.

9.4 In

The cert
mutual
applicati

In this cl

feroperability of security certifications

fication of mobile financial applications raises:several interoperability issues with regards t}
ecognition of the security certificates issued by different certification bodies. Mobile financi
pns should be built on certified platfornds.

huse, the term platform refers to a:hardware and software device, within a mobile device mag

up of a c¢rtified integrated circuit, hosting

— ano

perating system,

— aninjterpreter or virtual machine, and

— one

This doc

br more mobile financial applications.

iment differentiates between the two following scenarios.

— When the platform has been issued by an institution which is responsible of the certification of bof
the glatform-and the applications, legacy certification process can be used. In that case, the securit

eval
be a

hation’and certification methodologies used, for example, by traditional payment cards are

yptographic keys can severely deter an intruder’s abilitytounodify or create another softwar
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— When the platform has been issued by a third party, responsible for the platform certification, and
according to the system rules, an institution wants to download its own application in this platform,
using a mechanism according to ISO/TS 12812-3. In this case, several interfaces for interoperability
are involved.

In this scenario, from the financial industry prospective, the problem is the degree of trust offered
by a platform which is issued by a third party (e.g. a MNO), to execute a mobile financial application

own
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ed typically by a financial institution.
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A second great difference with the traditional card certification relies on the fact that the mobile
financial applications may be downloaded in the SE after the issuance of the SE. In this case, a given
application can be downloaded over several platforms from the same or different vendors.

— This application has in turn been certified over a platform, which in a general case is different from
the target platform in a system and using a given security evaluation methodology. Because at the
time, the application has been certified.

a) The application provider ignores in which platform it will be downloaded and executed.

Lank} +lal 1 Joalots £l 1. b Lol A | b 4] ) Y
UJ I'TIT lJUbblUlC VUIIICI dUIIILITS Ul LIIT dppllLdLlUll IT TCTSIUCTITIU 1IT dITULUIICTT lJldLlUl II1.
c¢) The possible vulnerabilities of the platform revealed.

In) a generic case, these platforms have been evaluated by different security laboratories, not necessary
uping the same methodology.

The following scenarios can be differentiated for certification.

— When both the platform and the applications are owned by the institatien, the certification process
is similar to the one for a mono or multi-applicative payment card:

—+ When the platform is owned by a third party, and the application is owned by an institytion, the
scope of the certification includes the platform personaliZed with at least one mobile [financial
application.

Opne concrete example is the security evaluation and certification of a Secure Element for mobile[financial
applications. Once a mobile application has been certified over a platform (SE) provided by yendor A
uping a security methodology of a Laboratory A, it would be rational to reuse part of these eyaluation
r¢sult if the same application is to be executed ovéra platform (SE manufactured by vendor B).

This case leads to the need to harmonize the security and functional properties of those glatforms
that are suitable for the storage and execution of a given application. The provider of an SE therefore
will dispose of a series of mobile financial’applications and has also provisioned secure elements from
d|fferent certified hardware tamperesistant platforms offered by different vendors. The application
vendor will not need to certify its@pplication with all certified platforms.

9{5 Guidance for TEE security evaluation and certification

Aphy TEE implementation.should be capable of providing evidence of its “trusted” capacity thfough an
eyaluation of the praduct in order to determine its security properties.

Gfeater assuranCe results from a greater evaluation effort, through a broader scope, a greater attention
tq fine details‘er-a more formal evaluation process.

- If the\Common Criteria (CC, ISO/IEC 15408) methodology is selected by the MFS, the assurgnce level
should be equivalent to the assurance package defined as EAL2+ extended AVA_VAN.2 in the CC
methodology

— In case FIPS 140-2 is preferred, the security evaluation should conform to at least FIPS 140-2 Level
3 or better assurance.

10 Security requirements for mobile proximate payments

10.1 General

The secure implementation of mobile proximate payments requires the mobile device to implement
a security architecture, isolating trusted and untrusted components for sensitive data storage and
processing purposes and preventing the unauthorized activation of the mobile device (e.g. activating
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the NFC module). Requirements in this clause are divided into those common to proximate payment
and those specific to a contactless implementation.

10.2 Co

10.2.1 1

mmon security requirements

ntegrity of sensitive data and applications at rest

10.2.1.1 Mobile devices shall notify the user when the mobile proximate payment interface of the mobile

device is

active,

10.2.1.2
the payn{
of the mq

10.2.1.3
isolated

10.2.2 Authentication

10.2.2.1
transacti

10.2.2.2
mobile ¢

10.2.2.3
of the trd

user veriffication necessary.

10.2.2.4
as those

10.2.3 1

10.2.3.1
impleme
mobile d

10.2.3.2

10.2.3.3

Mobile devices shall implement a mechanism to prevent unauthorized capture of data‘whe
ent application is at rest (e.g. deactivating the communication interface for proximate paymen
bile device).

Sensitive data used for proximate payments shall be stored and processed exclusively in 3
ecure environment.

The MFSP shall employ a dynamic authentication element for éach mobile proximate payme
on.

The mobile proximate application shall support at least-one UVM based on the knowledge of]
pde. When required, the mobile code shall be entered by the customer and verified.

The MFSP shall configure parameters managing the risk of the transaction (e.g. amount mz
nsaction without requiring an UVM to be entered) and in particular the conditions making tk

If a mobile code is used as UVM, it:shall be protected using the appropriate requirements sugq
defined in ISO 9564-2.

Data protection in transit

The establishment-0f/a secure channel for a proximate mobile payment is not mandatory:.
nted, the secure~channel shall only be established upon the successful authentication of t}
pvice application,

Cryptogtraphic mechanisms shall be designed to optimize the security/transaction time ratio.

For\low risk and fast transactions, standard lightweight cryptography compliant wif

n
LS

Nt

a

X
S

h

IS

h

ISO/IEC

9192 (all parts) may be considered. ISO/IEC 29192 (all parts) shall be implemented in such

a

way that no attacker should be able to recover the session key of an eavesdropped encrypted transaction.

11 Security requirements for mobile remote payments

11.1 General

This clause sets forth additional requirements in order to achieve two security objectives:

— toreduce fraud;

— to avoid repudiation of legitimate approved remote transactions.

34
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11.2 Security requirements

11.2.1 Authentication

11.2.1.1 The MFSP shall implement at least one dynamic customer authentication for each mobile

remote payment transaction.

11.2.1.2 The authentication mechanisms to be used shall be proportionate to the risk assessed for a

particular mobile remote payment

101.2.1.3 The acquiring entity shall provide mechanisms for the authentication of the payment
by the mobile device (e.g. by the mobile financial application).

[y

[1.2.1.4 If a mobile code is used as UV, it shall be protected using the appropriate requiremg(
those defined in [SO 9564-2.

o8]

1/1.2.2 Proof of consent

1/1.2.2.1 The remote mobile payment service provider shall provide.the payer the technical m
ctyptographic based) required to generate a non-forgeable evidefice of the user consent on the
tdrms, when the payment exceeds a certain amount. ThisAechanism shall also be provide
enrolled retailers accepting the mobile remote payments.

11E.2.2.2 The MFSP shall provide the payer with a proof that the remote payment has taken
all notify the payer that the authorization has been-denied.

fdrgeable nor reusable.
1/1.2.2.4 The MFSP shall authorize the’mobile remote transaction.
1[1.2.3 Payment gateway processing requirements

101.2.3.1 The paymentgateway shall support the risk parameters of the acceptor of the transac

trlansaction data.

ey

[1.2.3.3 <Fhe MFSP shall authenticate the payment gateway.

Z.

DTE If a card payment instrument is used for the mobile remote payment, the MFSP is the acqu

gateway

bnts such

pans (e.g.

payment
d to the

place or

101.2.2.3 A message proving the user conséen? for a mobile remote payment transaction shall not be

tion.

1/1.2.3.2 The payment gateway and the MFSP shall guarantee the integrity of authentication and

rer of the

trfanSaction.

12 Security requirements for mobile banking

12.1 General

Access to mobile banking services requires at least the three following conditions:
— the customer has registered for this particular service (enrolment);

— the customer is to be authenticated;

— the mobile device is connected to a server controlled by the Financial Institution.
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12.2 Authentication considerations
It is commonly accepted that at least a two-factor authentication process is needed for a robust process.

Authentication levels of assurance refer to the pre-established levels of confidence in the verification
of the claimed identity. These levels are defined in terms of severity of loss, either financial or in the
bank reputation that could occur from fraud during the authentication process. Any level of confidence
involves specific technologies and processes for authentication factors integrated in a security system
operated by the financial institution itself or by a third party. The security system is built upon a
security policy as a result of the financial institution analysis in terms of system threats, incurred
potential losses and associated cost for countermeasures.

A good pecurity system is one where the security requirements are aligned with the financipl
motivatipns of those liable if the system fails. High-risk mobile banking applications should.require
at least, |integrity and authenticity of the sensitive messages exchanged. This means that’a secufre
channel {s to be established before the transaction takes place. In addition, and due to legal constraints
confidentiality and non-repudiation services to protect the financial institution and the’customer may
be suppdrted.

~

Because [a successful entity authentication opens the door to banking serwices, it is assumed that
security [attacks will likely target the authentication processes. Therefore;-the Security Policy of the
system Has to carefully address the authentication issues to minimize threats including:

— Authentication credentials: Static credentials are weaker than onestime credentials, and a hardware
authlentication token is better than a software one;

— AutHentication protocols: A protocol known to be securejagainst man-in-the-middle attacks is|a
basi¢ requirement for remote banking. A proof of segurity for the protocol provides additionpl
guarfantees against certain attacks;

— Entities to be authenticated (e.g. mutual authentication and/or multi-factor user authentication):
User} mobile device, mobile financial application and financial institution server;

— Hardware Authentication Token: A deditated tamper resistant device able to store cryptographiic
keys|is able for instance to execute a mutual authentication protocol with a bank server;

— AutHentication Environment: It may be secure, using for instance a certified card reader or unsecurg;

— Authentication Data Carrier: Between the entity being authenticated and the server providing
authlentication and/or granting access to mobile banking services;

— Authentication Datasand their strength against manipulation by an attacker: It is important to
asseps the risk assgciated with the compromise of cryptographic keys or with undue practices for
the yerification of‘atithentication data;

— AutHenticatiow’ Infrastructure integrating front-end servers, authentication and mobile banking
servers and-different databases;

— Lifeqyclé management of authentication-related information.

The order in which the authentication of the entities is executed has an impact on the risk level faced
by the financial institution and the customer. If the first stage for the transaction is the Authentication
of the financial institution, it may be followed by the establishment of a secure channel between the
client and the authenticated financial institution. While customer authentication takes place locally, the
mobile device authentication may take place remotely over this secure channel.

Beyond authentication methods, a strong financial institution Security Policy should also include
other factors, such as recognition of the Mobile Device, fraud monitoring, and use of multi-channel
notifications to customers.
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12.3 Security requirements
12.3.1 An authentication process shall be implemented.

12.3.2 A secure process for the enrolment of the customer and the delivery of identification and
authentication credentials shall be implemented.

12.3.3 A secure process to download in the mobile device authentication credentials shall be
implemented

—

1R.3.4 A secure environment for identification and authentication credentials shall be,avgilable in
the mobile.

1R.3.5 An access control mechanism for identification and authentication credentials, including a UVM
hall be implemented.

%)

1P.3.6 A secure transmission mechanism for authentication-related messages shall be availabl

D

[y

3 Electronic money

1B.1 General

This clause details requirements for electronic money(e-Money) stored locally in a secure element in
the mobile device or remotely accessed by the consumer in an account stored in a server.

The security requirements for e-money represent a trade-off between the need to emulate a trjansfer of
physical cash, protect the users and ensure thié’security of the e-Money system.
T
a

his clause includes requirements intended to provide electronic money with some anonymity|features
nd those intended to reduce fraud and-generating trust in the electronic money system.

1B.2 Anonymity requirements

1B.2.1 e-money solutions jconforming to this document shall not reveal any personal identification
irfformation (PII) otherthan a pseudonym. This feature is sometimes referred to as “weak anonymity”. In
other words, it will beimpossible for a criminal (no attack pattern) or for the legitimate payee t¢ retrieve
the identity of the{payer from any attribute of the received e-money. However, this document rgcognizes
that legal prospects may require full traceability by authorized persons.

NPTE {f\the payer and the payee know each other, the payee already knows the identity of §he payer.
Hpweversiticould try to prove to a third person that this particular payment was generated by the paygr. In that
c3se, thisrequirement prevents the e-money transaction from generating data linking the identity of the payer to
tHatparticular transaction.

13.2.2 e-money units shall guarantee the unlinkability of the e-money payment operations unless they
correspond to an individual creation and subsequent downloading in the mobile device.

13.3 Security requirements

13.3.1 The e-money system shall be designed so that the e-money issuer, even cooperating with
malicious users, cannot falsely accuse (with a fake proof) an honest user of having double-spent an
e-money unit.
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13.3.2 The mobile application managing e-money shall provide the user with a means to check that an
e-Money payment transaction has been correctly executed.

13.3.3 The e-money shall enable the detection of double-spending and the identification of double-
spender.

13.3.4 The e-money shall not be forgeable. It shall not be possible to create e-money units without the
authorization of the e-money issuer and the secure environment storing the e-money.

13.3.5 The e-money transaction shall provide information enabling the payee to identify/the
e-money| issuer.

13.3.6 If shall be possible to verify the e-money authenticity off-line, meaning, that it was effectively
created By the claimed e-money issuer.

Additionpl information on e-money security can be found in the bibliography.

14 Datp protection requirements

14.1 Gegneral considerations and legal framework for compliance

MFSPs should ensure effective customer control of personal datas€oHection of personal data (including
internet [usage information and IP addresses) should be made_through free, informed and positiye
consent [(opt-in), and only when strictly necessary, in an‘open and transparent way. Confidentipl
personall data should be protected against unauthorized?use, and in any event, its use should be
minimize¢d. Those affected by any personal data breach’shall be promptly notified of the details of the
breach apd of the available means of redress. This doéument recognizes that a balanced solution mgy
be requifed when the operational and even legal requiirements may potentially be in conflict with data
protectign concerns. Therefore, communication protocols shall balance access control with protecting
client’s grivacy. The liability arising from any breach of privacy should extend beyond actions taken
directly by the MFSP and include other handlérs of the information including authorized agents. MFSIs
should put in place an effective mechanism guaranteeing the security of customer information ard
accepting liability for breaches even when attributable to their authorized agents.

For instance, records are needed-for dispute resolution, auditing and other privacy management
purposes. In that case, it matters;that records be only generated when explicit consent is obtained from
the user pf the signing secure.element. The digital signature functionality of the signing secure element
may serye that purpose. These records shall be protected against unauthorized access, alteration, and
deletion.|A good means to conciliate these requirements could be that such records are locally storgd
in the sefure elementybut that raises memory capacity storage issues, or be stored in a secure way infa
remote database With the mobile device enabling access under the only control of the user.

MFSPs should'seek cooperation with statutory bodies charged with consumer protection in this domajn
to oversge'the development and effective application of data protection practice.

The recommendations set forth in the next clause are intended to be compatible with other
standardization efforts and, in particular, with ISO/IEC 29100.

This document provides examples for the choice of the signing secure element functionalities for
privacy safeguarding.
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14.2 Requirements and recommendations for data protection
14.2.1 Requirements

14.2.1.1 Mechanisms of authentication shall be provided, so that only duly authorized reques
government officers) gain access to the personal data of the consumer.

ters (e.g.

14.2.1.2 The authorized requester shall obtain the needed information without disclosing it, either

intentionally or unintentionally.

1#.2.1.3 The authorized requester shall destroy or dispose the information when no longey ne
1#.2.2 Recommendations for data protection
1#4.2.2.1 The customer and the duly authorized requester identities should net be divulged.

1#.2.2.2 The MFSP should take steps to ensure that a third party cannet easily determine that

should not be computationally bounded.

1#.2.2.3 It shall be unpractical to decipher transmitted enCrypted information unduly capty
third party.

1.3 Privacy assessment

I40 22307 defines a methodology to help organizations in private and public sectors identify
igsues and mitigate risks associated with pr@cessing the financial data of customers and co
blisiness partners and citizens.

Rppid advances in the performance of-computer systems and networking, along with a red
their cost, allow financial institutiensto record, store and retrieve vast amounts of data faster ¢
efficiently than ever before. Advanced data processing, storage, collection, and retrieval tech
npw available to all sectors of business and government.

The privacy impact assessment (PIA) should be carried out by the MFSP at the onset of the dev{
of a proposed MFS. The)PIA provides a way to ensure the system complies with applicable
r¢gulations governing customer and consumer privacy as well as identify optimal privacy
and solutions. When used effectively, the PIA can identify risks associated with privacy
organizations/plan to mitigate those risks.
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Annex A
(informative)

Risk analysis guidelines
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To mininpize risks it is necessary to combine different cothtermeasures intended to

a) redu

b) minimize the consequences of an attacker, intercepting MFS data during a transaction,

c) prot
d) com

MFSPs s
should i1

— an 4
iden

— thei

inciples for a security program for an MFS

inability of the business model and may undermine the confidence of the customer:

rity of an MFS is the direct result of the complex and multiple interactions' of all the entiti
in the related operations. Each MFS program will have its own set of gperating procedursg
equirements (e.g. “membership rules”) that govern how the parties”will interact, ho
ons will be handled, and what recourse each party has if a transaction fails or is the subject
y breach, including what authentication mechanisms are available‘op shall be used.

Ly risk is the potential that a given threat will exploit the MFS vulnerabilities. Individu
‘e responsible for the identification, assessment and mitigation of security risks. The objectiy
rity program is to minimize the adverse impact on thé MFS of the identified security risk
hore, in order to optimize risk-reduction improvement:efforts, it is essential to understand t}
e of risks related to fraud, misuse and data security breaches for the MFS.

ce the attack surface of MFS infrastructuress

bct MFS application and data at pest; and
bensate service failures by using redundant components.

hould develop, adopt, afid-evaluate a risk evaluation and a security program. The progra
clude the following items:

ssessment of the security risks associated with the MFS, their relevance, and the ear
[ification of seCurity mechanisms to mitigate them;

dentification of MFS data valuable for fraudsters:

bersonal identifiable information (PII) with commercial value;

nting an MFS requires the adoption of a suitable business model and interoperable techinotogi¢
a number of different stakeholders (see ISO 12812-1). Fraud and misuse of MFS willjeopardiz

bS
bS
W
hf

e

v

L

m

y

huthentication credentials;

— information facilitating access to the bank accounts;

— information allowing access to the electronic money accounts.

— the identification of MFS data that may be used to track customers;

— the financial losses resulting from a successful attack and a calculation of the probability of such
attack to succeed. Then an assessment as to whether the risk is acceptable or not along with an
evaluation of the investment in security required to minimize the risk. Methodologies can be found
in bibliography;
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— the analysis of the impact in terms of customer inconvenience if the MFS is successfully attacked.
For example, if customers will be forced to deactivate the application or if they will be unable to
access their accounts until the security incident is fixed;

— the individual contribution of each MFSP to the global cost for implementing the MFR program risk
mitigation policy.

The implementation of a successful security program requires that
— the MFSPs involved in the program know and fulfil their obligations in terms of security policy

PR B 4] H b LA | L e 1 b 1 b s b £ d
ITUUCSLITU LU LTI TTSPTULIVE PIUVIUCTS (C.5. STLUTILY TVAIUdLUIUIL dIIU CTIUTICAUIUIT TUT ro uCtS

involved in the MFS);

— the MFSP implementers have sufficient training and the MFSP customers haye [been |properly
educated in good practices in terms of risk prevention, and

—+ the MFSP and their subcontractors have the technical and operational theans to monitor and
if necessary to enforce the fulfilment of these security obligations (e.grassignment of al “system
supervisor”).

A.2 Structure of the risks for mobile financial services

Epch MFSP program is expected to implement the processes required for the proper management of the
fdllowing risks:

— settlementrisk, or risk that a participant in the MFSP.program becomes insolvent;

— business risk, or risk that one of the participants in the MFSP program can no longer coptinue to
operate the MFS (e.g. recurrent financial losses);

— operational risk or risk that MFS is distupted for any reason: component or network failure of
successful attack (e.g. denial of service attack);

— financial losses for different reasens including

a) unexpected level of fraud;

b) costs to investigate-and fix technical incidents,
c) reputational less.due to poor MFS availability,

d) costs duetolegal suits by customers or fines due to the improper implementation of rggulatory
provisions;and

e) evolution of exchange rates;

— legalrisks, or risks resulting from unstable regulatory frameworks that may constrain or modify
the'roles and responsibilities of the MFS program (e.g. by imposing a liability shift). Legal tfisks also
arise because of the difficulty to comply with new regulatory requirements such as anfti-money
laundering provisions or data privacy.

MFSPs are susceptible to operational, legal and operational risks, due to the intrinsic complexity of MFS.
Tighter interdependencies among systems, however, change the nature of risks for the MFSPs and they
also create new challenges for achieving effective overall risk management. One example is when the
MFSPs share common infrastructures, whose disruption provokes loss of transactions for all the MFSPs
and increases the probability of the other types of risk to arise (business, settlement). In that case,
operational risks may be minimized by using redundant infrastructures, which requires investment
the corresponding cost vs benefit analysis.

Additional information on methodologies for risk assessment and control can be found in the
bibliography.
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A.3 Security, data protection and MFS misuse risks

Refer to Annex B for additional information.

From thg MFSP’s prospective, threats arise specially-from the vulnerabilities of those parts of the MKS
infrastrycture that are not under its direct contfol, including the mobile device, wireless and internet
networks.

a)

b)

d)

f)

g)
h)

42

The foll:[/ving list consists of a series of récommended “security management good practices” for MFSPs.

Data security risks, including the unauthorized modification, destruction or disclosure of data used
in support of a MFS. These risks are minimized by the use of mobile financial application security
countermeasures, tamper-resistant secure environments and certified cryptographic modules.

Mobile devices introduces new privacy risks. The mobile device includes technical features such
as GPS and location-based services, camera technology, etc. that can potentially expose sensitive
consumer PII to be used without the consumer’s explicit consent (“i.e. opt-in) and could lead to
potential harm and unintended consequences. Mobile financial applications installed on the mobile
devife often draw on location, contact lists and other personal data, raising the need for additianpl
safeguards for how data is appropriately collected and used. MFSPs shall use data only for the
purposes of processing and settling transactions, and not any other purpose without theexplidit
consent of a customer.

MFSP should be aware that there are risks both to themselves and to customerscassociated with
the qver-collection of personal data, particularly if such data are stolen or lost;

mongy laundering or financing terrorism. In order to mitigate them, three\major countermeasures

IlliciE use risk, related to the misuse of mobile financial service for financial €rime, for instance pf
are legally enforced:
— the Know-Your-Customer (KYC) rules, that MFSPs must apply;

— the obligation for the MFSPs to identify sufficiently thepayer and the payee involved in|a
ransfer of funds;

— the MFSP report to the financial supervision authority of suspicious transactions.

Emplloy appropriate risk management practices already implemented and extend these practices,
as available, to any wireless eommunications protocol employed by the MFS (e.g. wireless channels,
clougl, NFC) by

— hising robust standard cryptography, and

— elaborating agomplete security evaluation and certification program, covering mobile financipl
hpplications;~mobile devices, platforms, and other related components that participate |n
fransaction processing.

Estaplish a customer protection program.

Provide appiicationm Mammagemnent to Comntrot mobite fimanciat appiications (pre-) mstattatiom and
lifecycle management in the mobile device.

Advise and/or to provide to the end-user mobile device security software (e.g. mobile device anti-
virus regularly updated).

Adapt security methods to ensure fraud prevention and detection at mobile financial application
level and in the back-office infrastructures.

Provide with appropriate customer authentication means.

Comply with the applicable rules related to Anti-Money Laundering and prevention of Financial
Crime (i.e. know-your-customer).
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i) Educate and inform users for the proper use and risks of MFS, including what to do in case the
mobile device is lost or stolen or a suspicious transaction has been detected. However, it shall be
recognized that consumers’ possible actions are limited to measures such as choosing a strong
mobile code, keeping the mobile code secret and reporting loss of a device.

j)  Develop products and application compliant with ISO 12812 as contractually agreed with the MFSP.
k) Use exclusively components duly evaluated according to the certification program.

q) Ensure that security controls (e.g. one or more secure elements) are correctly powered up for

WU =Ld U O 9, U d OS(C.2. Ia CU U Ul d VPLUZT dP d

This document assumes that any MFSP may be the provider of security controls. Althoughthe document
lqrgely assumes that a secure element should be used to protect the commercial assets related to an
FS, mobile devices that do not contain an SE may be able to perform some mobile payments. Therefore,
the document should not be read as an absolute requirement that an SE be employed/in protecting more
s¢phisticated mobile banking services, given the present landscape of mobile.

A.4 Guidelines for establishing a liability policy

Upauthorized charges, legal protection, industry protection and’ mobile payment liabiljties are
described in Reference [14], pp 20-22. Extracts are given hereaften:

authorized charges
Upauthorized charges in online and mobile payments in¢clude

— charges debited from an online consumer’s accaunt following misuse of financial or other |personal
information (such as a password enabling access to an online account, or credit/debit card number
processed online), and

— charges that are otherwise debited from an online account without consumer consent. They may
result from fraud, but this is not always the case. For example, they may arise through a jpayment
being processed by a child in the@bpsence of parental knowledge and/or consent.

Upauthorized charges occur whena third party uses the customer’s financial information to purchase
ohline without the consent and/or the knowledge of the customer. Stakeholders indicate that this type
of fraud remains a major issue for online and m-payments. In many instances, such fraud is committed
wihen a fraudster acquires-and uses the personal data that a consumer has disclosed previously online;
his is referred to as,inline identity theft.

(=

DEspite efforts te ehhance security, most online payment systems remain vulnerable to the|problem
of unauthorized -eharges. The types of vulnerability vary according to the payment means. Credit and
debit cards, for example, were not originally designed for Internet use; those who steal credit card
details canwdse the information to purchase an item without the need to physically possess the card.

L

poal protection

Substantial efforts have been made by regulators to address concerns through the implementation of
chargeback mechanisms.

Industry protection
Industry has also taken steps to provide consumers with protection through chargeback mechanisms.
Mobile payment liabilities

As regards mobile payments, some have called for enhanced protection of consumers against
unauthorized charges. While incidents of theft and unauthorized charges are frequent, in a number
of countries, consumers in most cases bear liability for potential financial loss. Under most countries’
frameworks, if a consumer makes a mobile payment using a credit card or debit card (through a remote
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mobile payment), the consumer is entitled to the protections attached to the card. However, if a payment
service is provided directly by a mobile operator and the charges appear on the consumer’s mobile
phone bill, there may be no legal protections. Moreover, if a mobile operator asks a consumer to make a
prepaid deposit to cover future charges, protections may also be absent.

OECD Recommendation on limitation of liability in e-commerce
The 1999 OECD e-commerce guidelines make the following recommendation:

“Section V Payment: Consumers should be provided with easy-to-use, secure payment mechanisms and

3 - 1 1 1 £ H 1 1 H £L |
informatiorronthetevetofsecur 1t_y sucnm nreciantsnNIs arror:

Limitatigns of liability for unauthorized or fraudulent use of payment systems, and chargeba¢k
mechanipms offer powerful tools to enhance consumer confidence and their development'and use
should bg encouraged in the context of electronic commerce”.

These orfiginal guidelines were further confirmed in 2014 by the OECD policy guidanceyon Mobile ard
Online Payments and by the revised E-commerce guidelines issued in March 2016.
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