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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

lectrotechnical standardization

The procedures used to develop this document and those intended for its further maintengnce are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeeded for the
different types of ISO documents should be noted. This document was drafted in accopdance yith the
gditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such“patent rights. Details of
dny patent rights identified during the development of the document wilkbe in the Introductiorn and/or
on the ISO list of patent declarations received (see www.iso.org/patents):

Any trade name used in this document is information given for the_.¢onvenience of users and dloes not
donstitute an endorsement.

For an explanation of the voluntary nature of standards,)the meaning of ISO specific tefms and
gxpressions related to conformity assessment, as well ‘as information about ISO's adherencg to the
World Trade Organization (WTO) principles in the Techhical Barriers to Trade (TBT), see wwwliso.org/
iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 159, Ergonomics, Subcommittee SC 4,
Ergonomics of human-system interaction.

Alist of all parts in the ISO 9241 series can be found on the ISO website.

Any feedback or questions on this dgcument should be directed to the user’s national standardq body. A
domplete listing of these bodies ¢an‘be found at www.iso.org/members.html.
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Introduction

Product development of systems with robot, intelligent and autonomous characteristics is rapidly
progressing. Given the human-system issues of such systems, timely guidance covering these issues
is necessary to help all sectors of industry to design, field and operate first-time quality robotic,
intelligent, autonomous (RIA) systems, and build appropriate trust in products and services that use
these systems.

—_

There is an urgent need for a Technical Report from ISO explaining the existing, emerging and potentia
human-fystem issues and consequences for use and users associated with systems that have robaef
intelliggnt and autonomous characteristics. This document explains the existing, emerging. an
potentigl human-system issues and consequences for use and users associated with systems that-hav
RIA chajracteristics. It identifies the potential risks and priorities for standardization to address thes
issues. Jolutions will be the subject of future standards.

U (U = o

This dofument reviews the ergonomics for a range of RIA systems. It describes thexhuman-systen
issues that should be considered in the application of these technologies and identifigation of prioritie
for future standardization work. The purpose of this study is to identify and explore the ramification
of a catggories of issues involving RIA systems that suggest a need to reset the-boundaries of what i
called efgonomics. The conclusion is that to make an ergonomic RIA system,the practice of ergonomic
will negd to do more, working together with new disciplines, and can require new tools, methods an
approadhes to support the design and integration of these types of systerms into working environment
and organizations. Ergonomics will also need to identify relevant(research from a wide variety o
scientific disciplines, as well as conducting our own research to ensure we have a robust evidence bas
to guidg the development of these systems.

U~ =—n Ul == Ul Ul Ul Ul =

The pafadigm behind human-systems interaction standards so far has been that of tool use. Th
ISO 9241 series is for interactive tools and the physical environment within which they are used.
RIA systems necessitate a new paradigm. Agents developed using these technologies will be mor
connectied, complex, probabilistic and non-detetmiinistic, social, and augment human capabilitie
well beyond merely replacing physical work. Interaction with these agents can become a relationship
their interface a personality, and users and agents can form complex human-machine teams, workin
together towards a shared goal.

W
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The evaglution of RIA systems will significantly alter the nature of tasks users perform. The design o
work will likewise be altered. Applications of RIA systems represent a significantly more complet
and impactful replacement of human activity than has been seen with any other form of technologica
labour-4aving device. For example, when working with another person on a common task, how do yo
diagnos a failure state inyour interactions? How are you to interpret the off-nominal behaviour of
team meémber? How are yow'to interpret and predict the behaviour of other people who are operatin
within the same environment as you are but are otherwise not directly coordinating activity? Wh
is the sqfe state youlean fall back on in the event of a failure in your interaction with another personf
Now, replace that-person or team member with an RIA system. The changes in the nature of tasks angl
the design of work to accommodate the complex, social human-machine interaction of an RIA system ip
fundamgntalfor ergonomics, but will require that the ergonomics community adapt its best practicep
and exppnd into areas of psychology and sociology that few ergonomists deal with on a regular basis.

o= — s

The focus of this document is breadth not depth, and issues not answers. The emphasis is on describing
general issues and the consequences of not addressing them, even though not all will/can be relevant to
all types or applications of RIA systems covered by this document. But be sure that this is the case for
your application, and that you take account of the categories of issue and context that do apply.
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Ergonomics of human-system interaction —

Part 810:
Robotic, intelligent and autonomous systems

1 Scope
This document addresses:

+ physically embodied RIA systems, such as robots and autonomous vehiclesywith which us
physically interact;

+ systems embedded within the physical environment with which users do not consciously
but which collect data and/or modify the environment within which*people live or work
smart building and, mood-detection;

interface;

+ intelligent software agents which act without activeQasér input to modify or tailor the sy{
the user's behaviour, task or some other purposeyincluding providing context specific (
information, tailoring adverts to a user based on fnformation about them, user interfaces th|
to the cognitive or physiological state, "ambientintelligence";

+ theeffectonusersresulting from the combined interaction of several RIA systems such as cof
behaviours between the RIA systems under the same circumstances;

-+ the complex system-of-systems and-sociotechnical impacts of the use of RIA systems, partf
on society and government.

This document is not an exploration of the philosophical, ethical or political issues surrounding 1
drtificial intelligence, machine learning, and intelligent machines or environments. For md
dthics and political issues)see standards such as BS 8611 and IEC P7000. However, this docum
identify where and whyethical issues need to be taken into account for a wide range of systd
dontexts, and as such'itprovides information relevant to the broader debate regarding RIA syst

This document-hras a broader focus than much of the early work on autonomy that relate
dqutomation of )control tasks and mechanization of repetitive physical or cognitive tasks, and ce
levels of automation.

\Ithough this document addresses a wide range of technology applications, and sector and sta¥

ers will

nteract,
such as

+ intelligent software tools and agents with which users actively'interact through some forn of user

tems to
ontent/
At adapt

nflicting

icularly

obotics,
tters of
bnt does
bms and
ems.

5 to the
htres on

teholder
y varied

4
yiews on the issues, the treatment of each can be incomplete due to the diverse and increasingl
dpplications of RIA systems.

2 Normative references

There are no normative references in this document.

3 Terms and definitions

No terms and definitions are listed in this document.
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

4 Symbols and abbreviated terms

Al artificial intelligence

CRM crew resource management

DM decision making

GPS global positioning system

HCD human-centred design

HCI human-computer interaction

HCQ human-centred quality (see [SO 9241-220)

HF human factors

IA intelligent agent

ICT information and communications technology:

IVR interactive voice response

ML machine learning

0OO0DA observe-orient-decide-act

RIA robotic, intelligent, autonomous

RPA robotic process automation

UxV unmanned (Where x’= space, air, ground, surface, sub-surface) vehicle
Ul user interface

UX user experience

5 Report contents and structure

The target’audience for this document is decision-makers, designers and engineers who would benefi
from thie consideration of human-systems issues of RIA systems. Futurists, researchers, technologt

developers, regulators and legislators can also find this document useful.

The target audience for this document is the standards development community and ergonomists
involved in developing, acquiring and/or commissioning RIA systems.

This document is based on an analysis that projects forwards from current applications of technology
to more connected, complex, probabilistic and non-deterministic, social systems/entities/agents, and
human augmentation. Social in this context also includes physical interaction. Applications considered
include robots, intelligent systems and environments such as smart buildings that control or otherwise
influence an environment, and autonomous agents/systems. The analysis considers views and concerns
of: RIA system users and stakeholders from various industry sectors regarding the impact on future
job roles, human tasks and organizational structures, safety, system trust, rights and culture. The

2 © IS0 2020 - All rights reserved
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limits for ergonomics are considered together with an initial identification of potential areas of change.
A broad range of published sources and expertise was drawn on during the creation of this document. It
includes the futurology literature, regulatory work, input from astute observers and reports of current
and planned products. Extensive discussion and analysis by the project team is also included.

— Clause 6 discusses relevant concepts in Al and ergonomics.
— Clause 7 describes the groups of identified issues.

— Clause 8 describes the hazards and possible harm that can result if Ergonomics is not applied.

+ Clause 9 describing how various existing ergonomics standards address the issues.

+ Clause 10 describes the changes in ergonomics standards required to better address’RIA fystems
technology.

N

Annexes A to E are written for:

+ the ergonomics community — to give their input to RIA system projectsjdiscussions face [alidity,
provide food for thought regarding how ergonomics can be appliéd/should evolve/needs to be
supported, gives a framework for issues to raise if involved with such projects;

-+ those developing, acquiring, commissioning or approving RIA systems — providing p set of
considerations and potential issues to think about for those invany executive, project, design or legal
and regulatory role;

+ developers and users of standards who need to understand how the ergonomics aspectf of RIA
systems affect their activities — alerting those who have not so far included human or ergonomic
requirements in relation to RIA systems in their,domains to new or emergent human-systei issues
or needs.

Annex A elaborates the human-system issuegwithin each category. Annex B presents examples of RIA
ystems, illustrating the issues, hazards, and ergonomics considerations. Annex C provides a tWo-stage
eview of the areas in which ergonomics’needs to develop to address these issues. Annex D ¢ontains

more detailed description of the analysis and notes on the necessary extensions to ergonomics and
tandards. Annex E describes the-analysis on which this document is based.

ooy = (A N

6 Concepts

6.1 General

There are many, technologies used to implement RIA systems, various combinations of which are
gmployed acr0ss’a huge range of applications with which humans will interact. This has led to ageneral
lack of agreement and precision in definitions and terminology, including those within sthndards
Wwhere RIA/system technologies and applications are defined in various ways according to |specific
lequifements of the given context. As it is not possible to fully predict the different ways ipn which
quehtechnologies will be developed and applied in the future, this document does not refer to xisting
efinitions from other standards Instead this document uses generic and rnmmnnly used terms
because, although these can still invoke different individual interpretations and opinions, they are
more generally and widely understood.

This document uses the most common generic terms in the title (robotic, intelligent, autonomous) with
the understanding that they can trigger a range of associations and differences of opinion. These are not
conceptually independent. Furthermore, this document focusses on their use by humans as collective
descriptions for characteristics of types of intelligent agent. These agents are often qualified as to type
or context of use (for example, autonomous car, intelligent building, care robot).

© IS0 2020 - All rights reserved 3
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6.2 IT concepts

6.2.1 Intelligent agent

An intelligent agent is an entity which observes through sensors and acts on an environment using
actuators. It directs its activity towards achieving goals. Intelligent agents can learn or use knowledge
to achieve these goals. They can be very simple or very complex.

W tato1o y, a1rc O—CGOE; PTOY—SO

knowledlge or representation of the user's goals or desires. For example, autonomous programs used\fo
operatof assistance or data mining (sometimes referred to as bots) are also called "intelligent agents".

6.2.2 |Autonomous agent

=

An autdnomous agent is an intelligent agent operating on an owner's behalf with_ayhigh degree g
independence.

Such anfagent is a system situated in, and part of, a technical or natural environinent, that senses any of
some stptus of that environment, and acts on it in pursuit of its own agenda.The agenda evolves from
drives (pr programmed goals). The agent acts to change part of the environment or of its status and
influendes what it sensed.

Non-bioJogical examples include intelligent agents, autonomous robots and various software agentg
including artificial life agents, and many computer viruses. Biglogical examples are not yet define
(apart from living organisms).

=

NOTE Autonomy is a system property; it does not necessarily imply artificial intelligence.

The terﬂ:l machine learning is often used in conjunctieh with intelligent agents and some definitions gf
an autohomous system include the ability to learn as‘a characteristic of such systems.

6.2.3 |Machine learning

Maching learning (ML) is a field of artificialintelligence that uses statistical techniques to give computef
systemd the ability to "learn" (e.g. progressively improve performance on a specific task) from datd,
withoutjbeing explicitly programmed.

6.2.4 [Autonomous robot

An autopomous robot is@i'obot that performs behaviours or tasks with a high degree of independencs.
This fedture is particularly desirable in fields such as spaceflight, household maintenance (such ap
cleaning), waste watér treatment and delivering goods and services.

Some modern«factory robots are autonomous within the strict confines of their direct environment.
It may not besthat every degree of freedom exists in their surrounding environment, but the factory
robot's [workplace is challenging and can often contain chaotic, unpredicted variables. The exaqt
orientatiomamdpositiomof the rext objectof workamd{imtire more advanced factories)ever the type
of object and the required task is determined. This can vary unpredictably (at least from the robot's
point of view).

One important area of robotics research is to enable the robot to cope with its environment whether
this is on land, underwater, in the air, underground or in space.

NOTE An autonomous robot is an embodied intelligent agent.
A fully autonomous robot can:

— gain information about the environment;

4 © IS0 2020 - All rights reserved
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— work for an extended period without human intervention;

020(E)

— move either all or part of itself throughout its operating environment without human assistance;

— avoid situations that are harmful to people, property or itself unless those are part of its design

specifications;

— an autonomous robot can also learn or gain new knowledge like adjusting for new methods of

accomplishing its tasks or adapting to changing surroundings;

-+ tike other nraciies, autonmomous TODOtS Tal TeqUITE Tegutar TaiteTarce.

6.2.5 1SO robot

The use of the term “robot” in this document is intended to include devices covered\by the d¢
provided in ISO 8373:2012, 2.6.

The broader use of this term in this document is intended to accommodate-variations and ove
he conceptualization, design and application of robots/robotics, and to avoid more specific de
like the definition in ISO 8373) that can pertain only to individual models and applications of
dapabilities continue to evolve.

=t

6.3 Ergonomics concepts

o

).3.1 Ergonomics concern for RIA systems

here is a diverse range of interacting influences to be’considered in the design of work involy
ystems. Adaptation/evolution of ergonomics andvits standards are required to better addr
ystem issues/problems. Some of these topics ‘are presently not within the scope of ergond
ddress. Ergonomics has traditionally concerned itself with physical and cognitive acts in a

vorld. It is now addressing interactive systems and the digital world that extends to informati
bout the physical world and of itself including science, business information systems, entert
nd knowledge. With RIA technology,ergonomics can also need to consider social ergonomics

0 assess and assist user experierice; accessibility, usability and avoidance of harm. Ergonon
jeed to extend its scope to take account of the effect of social interaction with and through RIA
ncluding social media, human-machine teaming, and adaptive interfaces and environments. L
rgonomics can need to explore the impact to non-users of RIA systems who are in the envii
n which the RIA systends atre operating but are not using the RIA systems. Ergonomics can a
0 take account of legal, regulatory and governance requirements that are being set by other
prgely or even completely without ergonomics input.

— o e D e~ e~ O) O) =t Oy (A (A e

6.3.2 Designapproaches for RIA systems

There is\a pange of design approaches that can be taken when designing the relationship bety

bfinition

rlaps in
initions
robot as

ring RIA
ess RIA
mics to
physical
bn, both
hinment
in order
hics can
systems
kewise,
onment
so need
parties,

veen an
| 1. They

A system and its users, both human and other RIA systems. These are described in Table
avé.ergonomic, sociotechnical, ethical and possibly political implications. Ergonomics applie

1 to RIA

ystems should consider the most suitable paradigm for an application and the effect on indjividuals

and society.

Table 1 — Design approaches for RIA systems

Design approach Description Benefit/Caution
Augmentation The system improves human performance (including |Extends human performance and capability.
decision aids, exoskeletons, physical and/or cognitive
prosthetics). phy / J Possible health and ethical issues regarding elective
use of augmentation for some advantage either to
individual or society.
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Table 1 (continued)

Design approach

Description

Benefit/Caution

Replacement

The system replaces human functions and/or entire
human jobs.

Good for disliked, hazardous, repetitive or mundane
jobs and those where there are skill shortages in the
labour pool and where productivity can be improved.
Unthinking application of replacement for specious
purposes (such as unsupported safety and financial
benefits).

as social media chatbots.

Remoting Allows the user to act on the physical environmentat |Good for safety, enabling a single user to control or
distance. interact with multiple physically distributed systems.
ALSO, TOTI"USC dU uideuu: T0T"OUINET TE€AS0I1S UIdIT SdICLy,
such as time to gain access, scale, extended observa-
tion or cost (such as extra-terrestrial, microscopicand
marine exploration).
Potential ethical issues of separation of opexator from|
consequences of action and actions oceurxing under
different legal regimes.
Teaming The human and machine work together for a common | Beneficial goals are facilitated (stich as emotional
goal (need be social). components of user experience, lefficiency and safety)
Symbiosig The human and the system are closely linked working | Mutual benefit provided that both parties are aware
together for mutual benefit such as open, online cours- |of the agreements thatt¢héy are entering into and do
es and games in which the users get excitement and not abuse the relationship.
knowledge, and the system gets training.
Parasitic The human is a source of data collected by the system, |Notnecessarjlysharmful but human not necessarily
but with little or no benefit to the human. aware of RIASystem action.
This cai e an issue that certain financial, political
and organizational preconditions can foster, and that
ergonomics should warn against. For example, design
ihg an informed consent procedure.
Influence Intelligent systems influencing human behaviour such® MBehaviour can be influenced for the better. For exam-

ple, safer.

Regulation and licencing of pervasive, intelligent,
automated propaganda and advertising.

Unknownlalternatives

As yet undefined paradigms relating to ongarization-
al, social/cultural, societal relationships with RIA
systems.

This is where the ergonomists need to cooperate with
the experts on developmental psychology, sociology,
business studies, law, etc.

Benevoleijt governance

Humans/humanity passing goverhance to Al

For safety, collective benefit, reduction of hazards
beyond human action. Agency is benevolent, having
the best interests of society as the guiding principle.
Agency provides governance: monitoring, evaluating,
and directing plans and policies.

Authority and safeguarding.

6.3.3

From a
should

Perceived autonomy

human-centred point of view, apparently autonomous behaviour is a human-system issue an
be addressed(in design. Indeed, from the human-system interaction perspective the degre
to which systembéhaviour is perceived as autonomous can be a more important measure than th

technical degree:of autonomy of a system.

autonomous behaviour. This usage is so widespread

D15, the terms "autonomous" and "autonomous system" have been widely used in marketin

" non Nl

iti

U (U =

Uy

s not possible to assume any more precise

meaning even in technical literature or regulation. As a result, behaviour that is perceived by a user as
"autonomous" is a more common phenomenon than an autonomous agent.

6.3.4 Control loop

The control loop consists of the fundamental control functions, supporting information, affecters and
effectors necessary for making adjustments in a process. A user, autonomous agent or other component
of a system is said to be in the loop if that user, autonomous agent or component is in the process flow
for making adjustments to the process. With the advent of RIA system agents, finer descriptions of
where in the loop the user is located are emerging. For example, users who are in the loop during the
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execution of an automatic or autonomous process have interactions of a predominantly supervisory
nature. An example of a less prevalent change in the use of in the loop is users who are before the
loop. Such users have interactions prior to execution of an automatic or autonomous process but have
no responsibilities for monitoring or making adjustments during the execution of the process. For a
discussion of the decision/action cycle (OODA loop), see 10.3.

7 Categories of human-RIA system issues

I —Generat

The identified human-RIA system issues (problems) fall into six categories. These are siummdrized in
Figure 1 and described in 7.2 to 7.7. Examples of ISO standards that can be related to-theSe cafegories
dan be found in Clause 9.

This clause presents data for analysis, not conclusions. It describes human+system issues that are
dpecific or particularly relevant to RIA systems rather than those that are common to non-RIA gystems.

7.7 Emergent societal

7.6 Social/ cultural/ ethical

7.5 RIA system - organizational

7.4 Multiple RIA systems
interacting* effects on humans

753 Human-RIA system
interaction
7.2 RIA system - effects on
humans

Figure 1 — The six categories of RIA system issues identified

.2 “RIA system — effects on a human

This first category represents the impact that the characteristics of an RIA system have on individual
humans who are in the environment where it is operating. This includes physical, cognitive, affective,
behavioural and motivational responses.

It should be stressed that the issues in this category are not limited to those experienced by users
(those interacting with the RIA system or for whom its effects are intended). Unless an RIA system is
totally unobtrusive, it impacts non-users as well, who have no vested interest in what it is doing. With
respect to the non-users, an obtrusive RIA system in their environment can alter the way they perceive
their environment, prompt an emotional response and alter their behaviour. For example, the mere
presence of an RIA system can be perceived as a distraction or as an invasion of privacy or personal
space. Therefore, one cannot expect the same effects to occur for users and non-users.
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See A.2 for more examples of issues associated with how RIA system designed characteristics affect
humans.

7.3 Human-RIA system interaction

Unless an RIA system is completely autonomous, humans interact with it directly at some level or to
some degree. The humans in this category constitute users of the RIA system. This category is where
most ergonomics resides today. It addresses the nature of tasks and the design of work to ensure that
users are able to accomplish their intended tasks. The issues in the category specifically cover the
conseqUyences and impact of the design ol the USer Intertace on user (I.e. individual or team) interactionp
with the RIA system.

See A.3 for more examples of issues associated with human-RIA system interaction.

7.4 Multiple RIA systems interacting — effects on humans

One can anticipate that the time will come when multiple RIA systems operate, within the samge
environment, coordinating activity and interacting without human interventiefi. Interactions can bg
obvious| to the user, in the case of a physically embodied RIA system, or hidden, as can be the cas¢
with software agents, where the user only perceives a single system rather than its constituenit
elementls. Where RIA systems from different suppliers or organizations-interact, compatibility and
communication issues between one RIA system and another are forgeseeable, as well as with the
humang present in environments where multiple RIA systems are{eperating. It is difficult to predidt
what empergent behaviours will result and their effect on users.

See A.4 for more examples of issues associated with the effects’on humans of interacting RIA systems.

7.5 RJA system — organizational

The RIA|system islikely to affect the activities such aswork that occur in the organization, organizationa
processgs, and the roles that people in the organization play. These issues raise the question of how w
can optjmize the existing organizational structures/working practices, etc., to make best use of a ney
RIA system in an existing organization. Although the issues in this category may not arise for every RI4
system,|they are likely to arise for any RIA'system that is implemented at the level of an organization.

o~ (D —

See A.5 for more examples of issues.associated with RIA systems at the organizational level.

7.6 Social/cultural/ethijeal

RIA systems will not operate in isolation, but within a social and cultural context. An effective RI{
system will seamlessly integrate within that context, as a familiar member of the team or a cooperatin
entity. Behaviours_of/an RIA system should be expected, fitting social and cultural norms. The issue
in this ¢ategory.describe how the design of an RIA system can impact the social interactions, grouj
attitudes and motivation, and collective group behaviours positively or negatively, depending on hoy
seamlegsly the'system fits within the social and cultural context.

o

= &

See A.6 or-more pvamp]nc nf Cn{‘lﬂ], [‘ll]f]]l"ﬂ]' Ql’\fl ﬂf]"llr‘ﬂ] l1SS1les

7.7 Emergent societal

The widespread or strategic use of RIA systems will re-define humanity's relationship to technology.
In the longer-term, intelligent agents can be employed to make important decisions about governance.
Assurances about the data and algorithms used, and how they are governed is likely to be a concern.

There will be sociotechnical issues related to how responsibility is allocated when large-scale intelligent
agents are introduced. It is possible that humans will only be assigned work that compensates for
incomplete autonomy, possibly resulting in roles that are not enriching, engaging, etc., and in which
humans are not maintained sufficiently in the loop to be effective to step in if needed. There can be
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changes in employment brought about by the replacement of knowledge-based jobs with automated

systems, in a similar manner to industrialization replacing skilled manual workers in the 19th a
centuries, but with the additional consequence that the higher-level cognitive skills that are
take generations to reproduce, should the need arise.

See A.7 for more examples of emergent societal issues.

8 Ergonomics and RIA systems

nd 20th
lost can

.1 General

his clause introduces ergonomics as a way of tackling human-RIA system issues. RIA system
ore connected, complex, probabilistic and non-deterministic, social, and augment human cap
ell beyond merely replacing physical work. Interaction with these agents can become a relat
heir interface a personality, and users and agents can form complex human-machine teams,
ogether towards a shared goal.

he benefits and problems identified in 8.2 and 8.3 will exist in the contextof humans interact

b will be
abilities
ionship,
orking

ng with

on-human systems. Ergonomics continues to be relevant, but with ehanging proportions of methods

nd techniques appropriate to these new RIA systems (see Clause 7).

IA systems require consideration of the entire system design.(Fhe changes in the nature of t3
he design of work to accommodate the complex, social hiimhan-machine interaction of RIA
re fundamental for ergonomics. These changes will require that ergonomics addresses the
pproach, adapts its best practices and expands into areas of psychology and other social scien
rgonomists do not deal with on a regular basis at préesent.

Qo) Q) o+

8.2 Benefits of ergonomics applied to RIA“systems

Ergonomics has improved the usability of 'mechanical and computer controlled automatic s
There are benefits to be had if an ergonomic approach is taken in support of the design and intrd
of RIA systems. Systems and produdts with high levels of human-centred quality tend to 1
quccessful both technically and cominercially. RIA systems developed and introduced following
dentred principles will offer several more benefits. These include:

+ improved ability for user/human to take control when required;

-+ increased accessibility for people with a range of capabilities;

+ improved userexperience;

+ improvedacceptance and integration of RIA systems in human teams;
+ improved integration and support of human tasks and activities; and

+ Amproved system performance across all RIA system states [primary/normal, degraded, em
and reversionary (when the system is unavailable)] and during the transitions between the

sks and
systems
systems
ces that

ystems.
duction
he more
human-

Ergency,
e states

WITere particular 1SSues camn arise.

That can lead to:

— increased acceptance of the product/system/service;

— increased confidence and trust in the product/system/service;
— reduced supporting costs;

— acompetitive advantage; and
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— reduced risk of human errors and human machine teaming errors, unintended system use by users,

and

systems performing sub-optimally or entering unsafe or undesirable modes of operation.

8.3 Hazards if ergonomics is not applied to RIA systems

RIA systems present hazards for the individual and for society. The potential is high for negative
impacts on the performance of individuals using the system and the behaviour of those otherwise
affected by the system. These negative impacts include:

be |
crit

loss
disg
ove
incy
gen

deg
and|

incy

per
and|

ore reliable in some situations than in others, and the ability of a user to understand €his i
ical, through transparency/predictability of system behaviour, etc.):

under-trust can lead to: increases in workload due to additional checking and-supervisor
activities, users not adopting the system (if they have a choice) or being reluctant to operate if
and anticipated benefits of the RIA system not being fully realized;

over-trust can lead to errors being made or missed, task disengagemént; and dissatisfactio]
with the system when it does not perform as expected;

of situational awareness;

ngagement from a task;

[-reliance on the RIA system to complete tasks;

eases in mental workload;

pralized stress due to uncertainty created by thépresence of an RIA system;

radation of knowledge, skills and abilities:which can be required in reversionary, emergenc
degraded system states or in the absence of the system;

eases in training needs;

ceived loss of control over one’s werk or one’s environment, which can impact on job satisfactio
staff retention;

po

These n

incy

incy

amjziguity or loss of accountapility and responsibility; and

r usability.
pgative impactS'on the performance of individuals, in turn, can compromise safety by:
easing use'error, leading to accidents and injuries;

easingthe time taken for users to re-engage with a task (re-entering the loop) when they ar

req

1iréd to do so, potentially delaying corrective action in time to prevent an unsafe state or actio}

w

from 0écurring; and

causing users to deliberately (or unknowingly) develop ways of working around the RIA system and

viol

ating processes in order to complete tasks satisfactorily.

Similarly, when the human element is not sufficiently considered, there are negative social impacts for
groups of people using an RIA system or functioning within the context of an RIA system. These include:

10

general dissatisfaction with the social aspects of the environment;

disruptions in the functioning of teams using the system, or aberrations in social interactions due
to the presence or functioning of the RIA system;

general diffusion of responsibility in the case of negative events related to the system;
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— perceived invasion of privacy by social groups and/or user teams;
— perceived decrease in security by social groups and/or user teams;
— generalized stress due to uncertainty created by the presence of an RIA system; and

— degradation of knowledge, skills and abilities which would take considerable time for a society to
recover should the need ever arise such as electromagnetic or geomagnetic pulse.

These negative social impacts, in turn, can result in rejection of the RIA system, negatively impacting
poth—the—SysStenT Tmanufacturer's and USer OrgaliZation s TepUutation, product Saies oI service
performance and ultimately its bottom line or efficiency. They can also serve to create a dysfuhctional
vorkplace, with all the difficulties and costs that this entails.

=

'herefore, it is essential that a human-centred approach (human enhancement) be considered at all
evels (of a system, organization and scale of system), where RIA system and overall system design
5 focused around the decisions and tasks that retained by the human user (across all potential use
ases: optimal, degraded, reversionary and emergency) with the RIA system supporting these. The
juman should be kept in the loop to the extent that is needed to achieve required levels of perfgrmance
nd safety across all system states. This is particularly important whén“systems transition between
tates such as from normal operation into an emergency state. Determining the needed extent i part of
ystem risk assessment.

AN Q3 === o s ol

imilarly, it is critical to seamlessly integrate the RIA system with the social context in which it
perates, to ensure that its operation does not disrupt the social and cultural fabric of the envirpnment.
'hus, it is important that effective change management procedures are implemented whenevef an RIA
ystem is introduced into an environment that includés:teams or other groups of people whoge social
hteractions can be affected. Although change management is important during the introductign of any
lew or modified system, it is especially important“for these systems to help ensure their acdeptance
nd minimize disruptions of group activities in\the environment.

Q) = = (e O LA

9 Areas of RIA systems addressed by ergonomics standards

9.1 General

§tandards for ergonomics provide information that is useful in addressing many of the issues d¢scribed
in Clause 7 and hazards described in Clause 8, particularly those related to user interface, organigational
issues and lifecycle processes. Although these standards may not adequately cover the emergjng/new
lequirements of RIA §ystem characteristics, this clause summarizes how these standards can|be used
tlo address RIA systems.

9.2 Principles of ergonomics

SO 26800-describes the general ergonomics approach and specifies basic ergonomics principles and
doncepts applicable to the design and evaluation of tasks, jobs, products, tools, equipment, §ystems,
d

in [SO 26800 are fundamental to the design process wherever human involvement is expected, in order
to ensure the optimum integration of human requirements and characteristics into a design.

There are standards on ergonomics and human factors based on these principles and concepts which
can be used by executives, managers, engineers and designers in selecting, designing and managing
systems and equipment to ensure that they are effective, efficient and satisfying to use. These are
outlined below.

ISO 27500 draws on that extensive body of ergonomics and human factors knowledge and presents the
rationale and general principles of human-centeredness in a concise form for executive board members
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and policy makers. It explains the principles which characterize a human-centred organization. These
principles are as follows:

— capitalize on individual differences as an organizational strength;
— make usability and accessibility strategic business objectives;
— adopt a total system approach;

— ensure health, safety, and well-being are business priorities;

— Vahlle employees and create a meaningful work environment;
— be gpen and trustworthy; and
— act|n socially responsible ways.

They provide a framework for organizational behaviour when RIA systems aréxconsidered of
implemented.

ISO 27501 outlines the responsibilities of managers in supporting a human-Centred organization, ip
fulfilling each of the seven principles with reference to internal, external, and societal stakeholders.

9.3 Hupman-centred design process

Human-centred design is an approach to interactive systems\ development. By applying humal
factors/ergonomics, and usability knowledge and technigqués, human-centred design aims t
make systems usable and useful by focusing on the users'\heeds and requirements. This approacl
enhancgs effectiveness and efficiency, improves human well-being, user satisfaction, accessibility an
sustaingbility; and counteracts possible adverse effects @fiise on human health, safety and performancg.

L= =T v Ry

ISO 924{1-210 provides requirements and recommendations for human-centred design principles an
activitigs throughout the life cycle of computer-based interactive systems. It is intended to be use
by thos¢ managing design processes. It is con¢erned with ways in which both hardware and softwar
compongents of interactive systems can enhance human-system interaction. The approach describe
complemments existing systems design approaches. It can be incorporated in approaches as diverse a
object-ariented design, and waterfall, agile, and other rapid application development processes.

UT = (U e =

The principles and activities of & human-centred approach to design are elaborated in two humant
centred| design process models.)ISO 9241-220 describes the processes that ensure human-centred
quality |of interactive systetns.” ISO/TS 18152 describes the processes that address human-system
issues in the engineering ef’systems. The processes in these standards go a lot further than the current
norm infHCD practice (ie_specifying processes to support HCD in governance and project management,
saying that HCD peoplée get involved early, defining the user requirements and then driving the system
technical/platform\level requirements) and will apply to RIA systems as much as to other types o
system pnd any.set of human-systems issues. ISO 9241-220:2019, Annex F, provides guidance on risk
managementiaiid human-centred design.

=)
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ISO 9241-110, I1SO 9241-112, ISO 9241-13, ISO 9241-129 and ISO 9241-154 set general design principles
for the ergonomic design of interactive systems, and the information is presented without reference to
situations of use, application, environment or technology. They provide a framework for applying those
principles to the analysis, design and evaluation of interactive systems. While they are applicable to
all types of interactive systems, they do not cover the specifics of every context of use such as safety
critical systems and collaborative work. The principles are generally independent of any specific design
style or application. ISO 9241-129 specifically addresses adaptive dialogues. Other parts address novel
and multiple modalities.

A dialogue is the “interaction between a user and an interactive system as a sequence of user actions
(inputs) and system responses (outputs) in order to achieve a goal”, where user actions include not only
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entry of data but also navigational and other (control) actions of the user. Principles relating to dialogue
and individualization help prevent usability problems including:

— additional, unnecessary steps not required as part of the task;
— misleading information;
— insufficient and poor information about the user interface;

— unexpected response of the interactive system;

+ navigational limitations during use; and
+ inefficient error recovery.

Frinciples related to information and guidance provide a variety of benefitsoto users imcluding
improvements in speed, accuracy, mental effort and user experience. They also help prevent usg¢rs from
gxperiencing usability problems with presented information. Examples of sucht problems include the
following:

+ notdetecting information despite it being present;

-+ other information distracting from information the user is foectising on;

+ notdiscriminating between pieces of information, since they’appear to be identical;
+ misinterpreting information, since the meaning of théinformation is ambiguous;

+ expending unnecessary time in understanding information, since the information presentation is
unnecessarily lengthy;

— unfamiliar content and format leading to lack of understanding of information.

SO 9241-154 gives guidance on, and requirements for, the user interface design of interactije voice
esponse (IVR) applications. It covers both IVR systems that employ touchtone input and thofe using
utomated speech recognition (ASR)-as the input mechanism. It is equally applicable to cases in which
he caller or the IVR system itself\such as in some telemarketing applications initiates the dall. It is
htended to be used together with’ISO/IEC 13714, which covers voice messaging specifically. Although
SO 9241-154 covers many of.the same topics as do the other standards cited in this clause, ISO 9241-154
5 application-specific, and provides guidance that extends beyond general principles.

T R L

9.5 Accessibility

The ergonomies definition of accessibility adopted by ISO focuses on broadening the range pf users
of products, Systems, services, environments and facilities by taking into account the widest range of
yser needs; characteristics and capabilities to enable as many users as possible to achieve their|goals in
particularcontexts of use.

[SO"9241-171, ISO/IEC 29136, ISO 9241-129, ISO 9241-971Y), and ISO/TR 22411 provide guidance on
npmflr‘ aspects of the dpclon of an interactive system that take account of the widest nncmhlp ange of
users. The appllcatlon of the specific guidance takes place within the application of the human-centred
approach to design, as described in 9.3. EN 17161 describes an approach to design taking account of
accessibility, which focuses on the inclusion of the widest possible range of users.

[SO 9241-171 provides ergonomics guidance and specifications for the design of accessible software for
use at work, in the home, in education and in public places. It covers issues associated with designing
accessible software for people with the widest range of physical, sensory and cognitive abilities,
including those who are temporarily disabled, and the elderly. Most of the provisions in ISO 9241-171
apply to any part of the software that implements or contributes to the software user interface.

1) Under development. (Stage at the time of publication: ISO/DIS 9241-971.)
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[SO 9241-171 points out that in addition to adopting a human-centred approach to design, the capacity
to provide individualization is an important tool in increasing the accessibility of a human-system
interface. This enables diverse user needs, characteristics and capabilities to be met by adaptation
and tailoring to specific requirements. This can include automated identification and adjustment of
interface and interaction characteristics in response to specific user behaviours. ISO 9241-129 dealing
with individualization is therefore discussed here, as well as in 9.4. In addition to describing specific
implementation features, ISO 9241-129 provides general recommendations on when and how it is
appropriate to adopt individualization.

ISO/IEC 2913646 prnvir‘nc vnqnirnmnnfc and recommendations forthe 'Jt‘r*nccﬂ’\i]ify of pnrcnha] anpnfn

hardware, to be used when planning, developing, designing and distributing these computers.

ISO 9241-971 provides ergonomic guidance focused on ensuring the accessibility of tactilé/haptig
interactfions with ICT systems. This includes both general and specific guidance for the‘design df
accessiljle tactile/haptic interactions. This document deals with modality shifting andCaccessibility
guidande for haptic/tactile modalities such as gestures, vibration and force feedback.

ISO/TRR2411 does not provide guidance on design, but provides data sets which describe the functional
characteristics, capabilities and responses of diverse users. In particular, it has.extensive amounts of
data relpting to older users. The data can be used to determine applicable valuesand dimensions which
are appfopriate when designing for the widest possible range of users taking account of variations if
the spedific contexts of use.

9.6 Workspace and workload

ISO 6395, ISO 9241-2 and the ISO 10075 series provide ergonemic principles for the design of taskg
work and work systems. They encourage attention to human, social and technical requirements in a
balancef manner during the design process.

~

The sygtems approach in these standards assistsiin both existing and new situations, such ap
introdu¢tion of an RIA system. Ergonomic evaluations of existing or new work systems will show th
need for, and encourage attention to, workload and the role of the worker with/within those systems.

W

Work system covers a large variety of working and leisure situations, including permanent and flexibl
work places. Work systems involve conibinations of people and equipment, within a given space an
environment, and the interactions between these components within an organization. Work system
vary in fomplexity and characteristies.

Vi = U

The principles specified in these.standards support design of optimal working conditions with regard
to task jperformance, workload, human well-being, safety and health. This includes the developmenit
of existing skills and the-acquisition of new ones, while taking account of technological and economig
effectiveness and efficieney.

1 ="=]

Technolpgical, ecoftemic, organizational and human factors affect task performance, behaviour an
well-being of people as part of a work system. Applying ergonomic knowledge in the light of practica
experiehce in-the design of a work system is intended to satisfy human requirements consideration gf
worklodd.dnd'its measurement.

—

9.7 Context and environment

ISO 9241-11 provides a framework for understanding the concept of usability and applying it to
situations where people experience or use interactive systems (including RIA systems), and other types
of systems (including built environments), and products (including industrial and consumer products)
and services (including technical and personal services). Usability is a scalable, task-based measure
of the degree to which users are enabled to achieve goals effectively, efficiently and with satisfaction,
taking account of the context of use. ISO 9241-11 explains how usability can be interpreted in terms of
human performance and satisfaction. It emphasizes that usability is dependent on the context of use
(the specific circumstances in which a system, product or service is experienced or used).
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Control and control centres present an early and widespread application of RIA systems. The overall
strategy for dealing with user requirements in control centres is presented in ISO 11064-1. ISO 11064-2
provides guidance on the design and planning of the control room in relation to its supporting areas.
Requirements for the layout of the control room are covered by ISO 11064-3. Ergonomic requirements,
recommendations and guidelines for the design of workplaces in control centres are established in
[SO 11064-4. Displays and controls, human computer interaction and the physical working environment
are presented in ISO 11064-5 and ISO 11064-6. Evaluation principles are dealt with in ISO 11064-7.

ISO sets standards for modelhng, measurlng and assessmg the 1mpact of propertles of the physical

a a an a Amen aa C a a ly When
ontrolhng dynamlc 1ntegrated env1r0nments personal capablhty, comfort and safety w1ll incyeasingly
depend on machine application of these standards and correct interpretation of the integrated effect of
gnvironmental factors.

0 Changes in ergonomics standards required to better address'RIA system
echnology

10.1 General

'he human-computer interaction (HCI) paradigm (inherited fromZergonomics) is largely task-based.
[asks are defined by action steps or goal achievement. So far, HChhas focussed on task suppor{ such as
ffordances of an artefact. This is because focus on action leads to focus on supporting that actjon with
ools. Considering RIA systems, we need to shift focus from supporting users of tools to fadilitating
eams achieving goals (teams include single or multiple users and single or multiple intelligentfagents).
urthermore, rather than an emphasis on completing a‘task, the focus is shifting to engaging the user
nd shaping behaviour, on shaping the nature of werk. Human-centred quality (HCQ) still applies as a
heasure.

L S« B W Y e Y e N o W, (PO, |

Risk and goal-based approaches to standardization are likely to work better than prescription. [This fits
ith the approach to specification for the SO 9241 series. But experience tells us that they ar¢ harder
o explain and implement and their use’catries a level of uncertainty with which many stakeholders are
ncomfortable.

0.2 Type of guidance needed and for which readerships

frgonomics traditionally \involves the design and evaluation of the user interface and its [context.

he ergonomist develops-and studies the concept of operations for a system, defines the tasks to be
performed, and alloeates those tasks to the user, the machine, or some combination of user and rhachine.
he physical presentation and layout of controls, the content and format of information displayed to the
ser, and the plhiysical workspace are of interest to the ergonomist to ensure accessibility and ysability
of user interfaces. Sensation and perception, cognition, learning and memory, social and organigational
interaction,dand teaming, human performance assessment, ergonomics and biomechanics are|general
g¢xamples.of knowledge, skills, and abilities common to ergonomists.

he toolbox of pr1n01ples and technlques apphed by the ergonomlst to develop user 1nterf

w1th englneered models of the env1ronment in Wthh the system is to be operatlng Automatlon runs on
such models, often following scripted logic for performing tasks the user would have otherwise had to
perform.

Ergonomists need to continue to be the advocate of the user by applying a broader range of tools/
approaches, from, for example, sociology, anthropology, social and organizational psychology, emotional
design and user experience (UX). The toolbox of principles and techniques applied by the ergonomist
will need to be modified to address the unique interaction challenges autonomy presents. As automation
extends to become more complex autonomous, dynamic, probabilisticand non-deterministic behaviours
that are more adaptive to the operational needs of a system will be necessary. Merely focussing on the
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design and layout of control panels will be insufficient to define the user interaction with the system.

Human-

centred design approaches are needed, that:

— are consistent with, and linked to the wider systems engineering and design processes for RIA
systems;

— are capable of dealing with the increased complexities of systems-of-systems — and the implications
that they have for users;

— account for appropriate calibration of trust in the RIA system, and assist the users in deciding when

and

— faci
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commaid and control that can apply. Likewise, the management of abnormalsituations can also provid
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to consider and control for in their designs. This can be as simplevas ensuring the proper use of turi
n an auto-driving car, or as complex as deciding the level of medical care to be given to an elder.
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that it performs in the @ctivity being conducted and predict the behaviour of the user under givel

circumg
task, us
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litate HF requirements identification, architecting, modelling, design, human in the loop.tests
eptance processes, etc., for RIA systems.

ion with engineering, management and design, and user requirements management, ar
addressed in ISO/TS 18152 and ISO 9241-220.

vanced autonomy that functions like another person or team, collaborative awareness an
source management are examples of constructs and techniques from teaming and supervisor

guidance.

current use of stereotypes and affordances, understanding biases in social expectations an
ntracts of a specific user population will be essential for the developers of autonomous system

hics standardization consideration of issues, principles and techniques relevant to ergonomist
with the development of autonomy needs to address that middle ground between what we knoy
bw to design effective interfaces between people and automatic systems, and the industrial an
sychology of system implementation, teamifg, and supervisory command and control. Othe
5, like sociology and anthropology, can have principles and techniques that can prove useful t
hists dealing with autonomy; as can computer science.

ransparent interaction and transparent users

ans and RIA systems to werk together via transparent interactions in the future, not only wil
' need to understand a(System’s current state, but also the functions that it performs in th
being conducted, anpdyalso predict the behaviour of the system under given circumstances
ns. Likewise, the Gystem will need to “understand” the users’ current state, the function

tances/conditions. This implies that both user state monitoring sensors and models of th
br goals and,human behaviour have been built into the system. This is likely to be complex du
vide variation in human characteristics, behaviours, cultures, experience, physiological an
e state;personality, etc. Without accurate (or at least appropriately accurate) models of human
Fends, it is possible that a human will have to adapt to, accommodate and compensate for sub|

to what degree 1s necessary to over-ride the RIA system and subsequently taking on such tasky;

)
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optimal

system behaviour/decisions resulting from inadequacies in the machine models. If the RI/

\

system is designed to learn (i.e. to modify its models of humans and systems), care should be taken
regarding how what was learned is (or is not) to be incorporated into the system and applied. Humans
are not always free to change how they perform a task when they discover what can be a more efficient
or otherwise superior process for performing the task, particularly when functioning on teams or

otherwi

16

se interoperating with others, e.g. Figure 2.
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Learn and adapt

HUMAN

Observe Understand the situation Decide Act

Collect data Analyse the situation Select course of action Act

AGENT

Learn and adapt /

Figure 2 — Human-agent teaming dual Observe-Orient-Decide-Act (0ODA) loops

To optimize human-machine teams, it will be important that both the’human and the machine glements
dre working towards a common goal with a shared understanding of the current situation and|desired
dgnd state. Without a shared understanding of both the goal’and the current situation, it is possible
that the human-machine team will become inefficient oryeven have human and machine wopking in
donflict with each other. It can be necessary to develop.complimentary task models to help faciljtate the
development of these transparent interactions betweenrhuman and machine in RIA systems.

10.4 Safety aspects of RIA systems

RIA systems can introduce new safety issues. For example, something that temporally is too|fast for
jumans to address in real-time, or something that is otherwise not directly observable such ajs online
ctivity. Latency, the time that humans have to take over from an RIA system that detects thpt it has
pst control, is another factor. Or;at’a societal level, there is the "Frankenstein issue": the dystemic
onsequences when the inventor.(human or humanity as a whole) does not take timely respopsibility
or a created entity. Safeguards are necessary, but what form should they take and what part does
rgonomics play?

O =h O —— Q) =~

\ safety set is a fundamental set of normal/expected human behaviours in context such as rpbots at
dge states of physical’engagement with human bodies. These would probably be phrased a$ sets of
afety requirements ("the system shall do this ... under these circumstances"), or cases. For example, the
afe condition4or a self-driving car to achieve in the event of loss of control is: parked on the hard
houlder withihazard lights on. For online human-systems safety, it can be, for example: "dq what a
[ser does most frequently”; but issues, such as offline actions not accessible to machine learnfing, can
pad to different, dangerous interpretations by an intelligent agent such as donning personal prptective
quipment. In other cases, what is considered ethical can be most appropriate. Table 2 pr¢sents a
juman-centred analysis of safety issues against the human-system issue categories.

Lo o S e B e B 0 W 02 W 0 o W WL

The safety set relates to ethics/laws/regulations. It is not easy to decide what is in a universal set. The
user/RIA system relationship approach (as presented in Table 1) is likely to have an effect on both safe
action and construction of safety/harm. Different safety sets can be required for different cultures. A
cultural construction of safe/safety should be added to the context of use. There is probably a different
safety set for every category, although there will be interrelated causes and effects between categories
(for example, attitude to robots extends to social). To facilitate the consideration of safety, ergonomics
standards for RIA system should include a means of assessment. Consideration should be given to the
broadest application of measurement of human-centred quality as a basis of assessment. This includes
avoidance of harm, which is a human-centred treatment of safety and other types of harm (both to and
from humans). ISO 9241-220, ISO 25063 and ISO 25065 contain supporting material on HCQ, context
and user requirements respectively. ISO 9241-220:2019, E.5, contains examples of harm from use.
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Table 2 — Safety aspects by category of human-system issues

Issue category

Type of safety set

Location of requirement

HCQ emphasis/ develop-
ment

RIA system - effects on
humans

Effects on individual
humans that are to be
prevented

Regulation (part of rights
and occupational health
and safety)

User experience

Human-RIA system inter-
action

Situations to be prevented,
acceptable latency, author-

Performance standard,
possibly mandated (simi-

Usability, accessibility,
avoidance of harm

crecrer

TOTT

RIA systems interacting -
effects gn humans

Degree of transparency,
ability to override

Regulation, business
practices, engineering
standards, contract

Avoidance of harm

RIA system - organiza-
tional

Process requirements,
governance, effect on
stakeholders, learning
behaviours

Industry sector codes,
and standards of practice,
possibly mandated

All components as objec-
tives plus context coveragg

Social/cultural/ethical

Fairness, trust, offence,
safeguarding, privacy

Regulation or convention,
possibly faith ruling, prob-
ably tort

Extension of user experi-
énce to address communi-
by experience

Extension of harm to ad-
dress cultural issues

Emergent societal

Loss of control, accounta-
bility

International conventions
and regulatiofis

Application of HCQ at soci-
etal level

18
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Annex A
(informative)

Human-RIA system issues

A.l General

The identified human-RIA system issues (problems) fall into six categories. These are.swmmdrized in
(lause 7. They are described in more detail in this annex. It presents data for analysis; ot con¢lusions.
It describes what human-system issues are different for RIA systems, not what is the same. It presents
the simplest explanation of what we can come up with at present that calls outithe new, specific issues
Under the category.

A.2 RIA system — effects on a human
See 7.2.

Social, cultural, ethical and societal issues are addressed by the categories described in A.6 and A.7.

sk performance, thereby improving reliability, efficiency, and throughput for the affected prpcesses.

can readily support individualization and account for and utilize the emotional impact|of such
interaction during task performance. It can assisthuman activity on tasks requiring high phydical and
mental task load, memory and attention. It can\facilitate accessibility to services that existingmanual
tfask requirements make difficult. RIA systéms can free human resources from having to physically
perform dull, dirty, or dangerous tasks, such tasks then becoming significantly less sensitive tq fatigue
dnd injury. Likewise, tasks that require‘along time to perform and consistent precision over the¢ course
c
f
i
d
g

{\troduction of RIA systems is often undertaken with, the intent to aid human activity and Jmprove
a
I

f that time can also benefit from.the adroit application of an RIA system, making it less senfitive to
atigue and shift changes of the rfemaining human operators. The shifting of tasks to autonomyfand the
increasing of monitoring and management tasks of the remaining human operators does not nedessarily
lecrease task loading and warkload for these operators. Likewise, awareness of a) what the system
xpects of the users (feedback from the system to the user) and b) what the system is doing 4nd why
status information) can'be adversely impacted.

Machines are presently considered to be tools. Their design characteristics afford use byl human
operators to facilitate or enable the precise, repeatable performance of a specific, often highly
donstrained tasK or set of tasks. Though machines can include automatic systems that precisely and
tlepetitively\perform the same set of tasks according to mechanical design or software scripts, they
have typically not been considered to have characteristics of highly adaptive partners dufring the
perfofimance of tasks. RIA systems have designed characteristics that have only been possgssed by
other~human operators or team members. These characteristics include significantly greater freedom
ofaction by the machine and the strong potential toadaptand learn how to better perform the tasks
assigned to the machine, loosening constraints on how the machine that includes an intelligent agent
needs to act to accomplish these tasks. An RIA system can act without active user input regarding how
the system is to function, focusing instead on what task(s) the human operator expressed a need to
be accomplished. An RIA system can employ personality as an attribute of the interface, leveraging
social interaction to elicit desired inputs and effects to accomplish what the system has been tasked
to accomplish. These characteristics are known to have an impact on the ability of human operators
or team members to effectively perform desired tasks of the team. The more distal, collaborative
or supervisory nature of task allocations to the human operators of an RIA system can result in a
degradation in knowledge, skills and abilities for the tasks performed by the system. Situational
awareness of the details of the performance of the task and/or an elevation of cognitive workload can
diminish, shifting instead to a collaborative awareness. As RIA systems take on more complex tasks
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that would otherwise require multiple human actors, advancing what any single human actor can do,
the ability of an RIA system to nominally function with significantly fewer human operators can result
in an inability of the human operators to resume such tasks in the event of system failure. If personality
is not an embedded feature of the design of an RIA system, anthropomorphism can result in the human
users misattributing personality to the system, leading to inappropriate or otherwise misleading
assumptions about how the system will react to attempts at interaction.

A.3 Human-RIA system interaction

See 7.3.

This sef of issues addresses how RIA characteristics change the form of interaction between humal
operatofs and an RIA system. The ramifications of imbuing machines with intelligence and indépendenc
of actiop present a significant shift in how human operators interact with machines tg-aecomplisl
tasks. Ap it was learned when automatic control was introduced to machines, such reallocation of task
from huyman to machine not only resulted in significant changes in how the humansgperators need t
be supported in the system, but also resulted in many new and emergent humafh/tasks that did not
previouply exist.

&V = U )

RIA systems can permit new modes of interaction with non-human autonomous agents, e.g. adaptiv
dialogugs, higher-level combined modes. Human behaviour itself can form-part of the interaction wit}
an RIA pystem, therefore requiring consideration of behavioural norms for the population using th
system.|Implicit and explicit forms of communication, and affordances of the interaction space, ar
additiorjal examples of interaction modes that RIA system will-enable and require consideration of.
social touch and other forms of physical proximity during thesperformance of tasks can be features o
the intefaction with an RIA system, opening up the user intebaction space to include personal, socia
political and existential levels.

U~ (U = (U

=)

<

The culfural and societal differences in social norms_and ethics need to be considered by RIA systems
or violation of such norms can result in confusion régarding what is expected of the human user by th
system,|user discomfort regarding working with an RIA system, distrust of the system, and ultimatel
rejectioh of the technology. An RIA system that:does not consider social norms in its interactions witl
the user| can also result in incidents or accidents involving direct or indirect interaction with the systen.
Adaptatiion of RIA systems to the social nerms of the user would require that an RIA system be abl
to decodle social cues or personal characteristics and respond according to such norms. If RIA systen
behaviours are not designed in a_human-centred way, feelings of irritation, of surveillance, a lack o
controllpbility and transparency ‘ef’the system, etc., can result. Trust in the system would degrade an
become|considerably more djfficult to recover.

ST * A
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Given the potential for adaptive behaviour, bounding RIA system behaviours and revealing thos
bounds [will become impartant. Conversely, the use of an RIA system to enforce safe behaviour, i.¢.
removing an element-of choice and behaviours of the human user, can serve to reinforce security
health gnd safety..This capability of an RIA system to act against the control inputs of the human use
potentiglly results’in ambiguous command authority of the user at best. How do we communicate t
users what they are in control over and what the system is in control over, especially when this cal
change |[dynamically or unique accessibility needs are presented? What methods should users hav
to Chan;n anr] Lrnnn traclk of ]nvn]c of ]ﬁnman /D]A cycfnm r‘nnf‘rn]? Tnfnrprnhng the intent of anRI
system can be challengmg Without strong, tlmely, implicit/explicit communication, affordances and
appropriate/expected behaviours by the RIA system, users may not be able to accurately interpret
the intent and expectations of the system. The ability to interpret intent couples with trust, in that a
difficulty or inability to interpret intent can reduce trust in the system. Likewise, an RIA system can
need be able to perceive and understand how the behaviour of the user impacts performance of the task
and the goals that the user is working toward. If an RIA system does not correctly interpret the intent
of the user, the RIA system and user can work at crossed purposes. With greater interconnectivity,
this misinterpretation of what the user is trying to achieve can spread throughout a system, leading to

W= U
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inefficiencies, poor performance, frustration, higher workload, etc. These aspects of human-machine

teams raise the potential need for:

— humans to have appropriate mental models of the current and likely future RIA system state and

behaviour;

— the RIA system to be sufficiently transparent to allow users to understand current system state and

behaviour;

— the RIA system to have appropriate models of human behaviour and capabilities;

+ the RIA system to have a means of monitoring human state and behaviour;

+ ameans of human and system synchronizing or aligning their situational awareness; unders
and task goals.

A.4 Multiple RIA systems interacting — effects on humans
See 7.4.

'his encompasses system-of-system issues but can identify additional user requirementg
ngineering perspective. Alternatively, users can perceive responses from separate RIA sys
onnected/related. This perceived interconnectedness can have negative consequences. For €
f one element of the system is unreliable a loss of trust in_dne element of functionality can sj
ther, reliable elements of the system affecting adoption/acceptance of the system as a whole
ystem-of-system cases are:

(N o = O D

+ alarms from several devices in an ICU, wherein thenurses and doctors would need all measu
from one system to solve the problem;

+ ship bridge alert management system, including human monitoring/awareness of RIA sy
RIA system interaction;

-+ mode interactions and transitionstbetween an aircraft flight management system and the at
systems;

+ conflicting behaviours between the RIA systems under the same circumstances, e.g. the int
between the blood oxygen meter and dosimeter used by an anaesthesiologist.

[A system interactiens~can occur within the context of manufacturer-defined protocols
ot exchanging infermation with the human users. When RIA systems are allowed to intef

nanticipated émérgent behaviours can result. Likewise, when RIA system interactions occur
Jystems desigiied for two very different cultures, misinterpretation or other confusion can res
IA systems use their human interaction protocols for the communication. RIA system to RIA

tanding

to the
tems as
xample,
bread to
Typical

rements

stem to

itoflight

praction

hat are
act and
ion and
etween
It when
system

awareness includes:

yrmance

erformance of the system-of-systems. Collaboration

— an understanding of the presence and features/capabilities of the combined system that convey

member activity and task-relevant status;

— anunderstanding of what and where things are happening with the various agents and their shared

resources and products;

— anunderstanding of how things are progressing relative to the goals driving the use of the RIA system.
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A.5 RIA system — organizational

See 7.5.

Organiz

ations can be broken down into several types:

— supplier organizations that design, develop and support the RIA system life cycle;

— organizations thatacquire and leverage the abilities of RIA systems to achieve a commercial, societal
or other goal;

— org
cus

There i
side or
the par
charact
terms o
compon
and trai
decisior
regulat
systemd
higher
connect]

Issues in this category predominantly address the reinforcement of safety, risk compensation, domain

operatig
similar

for the |
design.

monitor
product]
existing
the datd
HCD prd

A.6 Sq
See 7.6.
An RIA

it operates (e.g. behavioural expectation, tolerance, fairness, compassion), and how violation of such

norms d
regardil
conside

hnizations or population groups thatare affected by the fielding ofan RIA system, e.g. a workferca,
Ffomers, general public, patients, etc.

5 likewise a distinction between issues related to implementation organization vs-a desig]
panization vs user organization. Implementation organizations own the requirements fo
ficular needs defined by the user organizations. Design organizations are in ‘charge of th
brization of RIA systems and support the value chain. Design organizations can be defined ii
F developers of the components (e.g. the robot, ML package), and an integrator that ties togethe
ents to create a system. User organizations provide support and maintefiance for an RIA systen
ning for users. User expression of requirements are largely through userbehaviours, purchasin
s, explicit expression, etc., that are engaged with RIA systems. Iiifrastructure that exists (e.gd.
ry organization) defines what can and cannot exist in society, licensing or certification of RI4
, and regulatory and legal issues for user requirements. This’includes organizations at th
ocietal and infrastructure levels, where enterprises conibining many organizations need t
in some way to realize and sustain new ways of living.

o N

o= U
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ns knowledge and responsibility/liability. Inserting an RIA system into a workplace present
Challenges as automation has, requiring adaptations to be made that risk a suboptimal workplac
uman workers. Responsibility and accountapility issues need to be understood early in systen
Chey typically impact organizations, for instance, by creating new organizational functions fo
ing and troubleshooting (“cleaning up:dfter the bot”). Organizational structures and business
ion/working process and practice will evolve to make best use of a new RIA system in aj
organization, as will identificatien of opportunities for continuous improvement and the use 9
generated by the RIA system working within the organization. See also 9.3 regarding lifecycl
cesses.

o= U

W —n =

pcial /cultural/ethical

=J

system will‘consider the social and ethical norms of its actions within the society in whic]

an reswltin confusion regarding what is expected of the human user by the system, discomforft
g the/use of the autonomy, and ultimately rejection of the autonomy. Autonomy that does nojt
" social norms can result in incidents or accidents involving human direct or indirect interaction

with thesysten

RIA system technologies are being applied to military, industrial and civilian applications. Crossover
of technologies can be beneficial (e.g. paramedic and medical systems, security systems), but they can
also be detrimental (e.g. the use of civilian RIA system technologies for malicious purposes in criminal
or terrorist applications). The required level of training for users and the norms for behaviour can shift
significantly when an autonomous and/or robotic system technology is applied to another domain.

Introduction of non-human autonomous systems will:

— alte

r existing task allocations and result in new and emergent human tasks;

— require reconsideration of authority, accountability and responsibility for actions taken;

22
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— change the roles of humans and their associated teams and organizational structures in the
workplace, with wider societal impacts.

In warfare, remotely piloted systems are permitting shirt-sleeve combat and days that begin and end
from the comfort of one’s home and family life that are divorced from the violence of combat. In civil
society there is a risk that unless wider human issues are considered during the introduction of an RIA
system the automation or reallocation of tasks that provide job satisfaction can result in workplace
dissatisfaction, unrest and recruitment and retention issues.

The deskilling of jobs can also result in a reduction in the resilience of the organization or process to
[A system failure, or unanticipated external events.

IA systems separate the human from the performance of tasks, increasing the moral-distarce from
he consequences of actions, making it more likely that tasks that can result in negative consefquences
vill be performed as more capable autonomy is introduced, e.g. someone decliningaloan to a customer,
r refusing health insurance because of the recommendation of an RIA system, removingl human
liscretion and moral latitude. The willingness of a person to take risks reganding actions with moral
onsequences increases with:

o o o =

— greater perception of distance from the action;

+ more indirect nature of the tasks leading to the action;

— greater anonymity.

'his phenomenon would also exist for those who train the\RIA system, raising the question df whose
ersona will be reflected in the future behaviours of RIA system. If an RIA system is allowed [to learn
nd grow on its own during the course of its interaétions with users, those experiences will Jikewise
hape the future behaviours of the system.

(O__Q3 "

Benevolence of users cannot be assumed. Aidecrease in empathy and an increase in anlti-social
Bhehaviours with respect to the society in which the RIA system is functioning can result if an immutable
d¢heck on fundamental behaviours is not established and enforced on the RIA system.

A.7 Emergent societal

ee 7.7.

r

ssues tend to emerge during or soon after a new scientific or technological development is [applied.
'hese issues generally) involve society as a whole, and are dealt with via social change, policies,
tandards, regulations and procedures. Thus, although human factors/ergonomics specialists gan have

role to play in-addressing some of these issues for RIA systems, many other types of professignals, as
vell as the general public, will work together in addressing these issues.

= Q) (N ] et

'he boundaries of ergonomics, HCD processes and methodologies, applicable theory, scope of irffluence,
lesign principles and measurement methods and metrics can need to change as the current boyndaries
f efgbnomics are expanded to accommodate the social aspects of RIA systems. Likewise, fexisting
tandards for other aspects of computer systems can begin to overlap with standards for ergdnomics,
particularly regarding taxonomy, testing, assurance, specifications, and system integration. Context of
use can prove particularly important for RIA systems given the social aspect of such systems. Testing,
assurance and specifications, in particular, can present challenges with RIA systems given the non-
deterministic/probabilistic nature of such systems.

N o o

Systems that change behaviours over time (e.g. machine learning) can present a particular challenge
for the design of the human-machine interface with an RIA system. Without strong implicit/explicit
communication, affordances and appropriate/expected behaviours by the RIA system, users may not
be able to accurately interpret the intent of the system. The ability to interpret intent couples with
trust, in that a difficulty or inability to interpret intent can reduce trust in the system. Equally, without
appropriate feedback from sensors and an understanding of the task and goal that the user is working
towards, the RIA system may not correctly interpret the intent of the user, resulting in them working
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at crossed purposes. With greater interconnectivity this misinterpretation of what the user is trying to
achieve can spread throughout a system leading to inefficiencies/poor performance/frustration/higher
workload, etc.
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Annex B
(informative)

Examples/case studies of ergonomics issues for RIA systems

B.1 General

A variety of examples and case studies of ergonomics issues for RIA systems are provided herg. These
include autonomous systems in general, with brief examples from aviation androther automobile
ffransportation systems; industrial robotics; medivac; online support (especially using IVR) and|activity
management and conflicts between human and RIA working environments. Additional exampples not
discussed in detailed here but identified include: information seeking/libraries, communicpting at
distance, maintaining something, travel, surgery, sharing news, entertainment, caregiving, assistive
lechnologies (e.g. cochlear implant, prosthetics, exoskeleton, spell/grammar check, electronic maps)
gnd balancing workload by temporarily engaging/disengaging automation.

B.2 Autonomous systems

Jsers understand their current workspaces because such“spaces are designed with affordarices and
ther implicit and explicit communications presented:by the interface that are common to the users’
xperience and flow naturally with the task and the eiwironment in which the task is being perfformed.
rgonomists design such workspaces with the_ifitent that the spaces be consistent, intuitive and
redictable for the target user population. Ergonnemics principles and techniques have been dgveloped
vith this and more in mind. When a user approaches such a workspace, the user knows what is expected
f him/her to accomplish the task supported-by the workspace.

O s e D S

Vhat happens when the workspace can autonomously adapt, when the workspace can chhange its
ehaviour to more efficiently accomimodate the needs of the user to accomplish supported taskls? What
jappens when a previously autonomous workspace degrades, offering less assistance, less [support
or the user? The problem shifts from developing and reinforcing the user’s awareness of a copnsistent
vorkspace, i.e. one in which-the user knows exactly what is expected at any given moment, to deyeloping
nd maintaining the user’s-awareness of what is expected of them now in a dynamic context.

[P . . ]

Mode confusion is one-example of an adverse effect that can happen when a system automaticdlly both
g¢hanges its states-and the logic for changing those states. Supporting the construction and maintenance
of the user’s awaneness of what the automation is doing takes up considerable time in the design|process
dnd subsequent user training. Even with good design, the user sometimes has to expend consfderable
gffort in eoristructing and maintaining awareness of what it is that the autonomy will do and| what is
lequired-of the user.

The user’s awareness of the context of a system change and the ramifications for the user’s prgdiction

1|f'I'IY‘D ]‘\n]‘\')‘nn"l" falakal nresent an additianal Fh')”nhﬂ'n whon c‘rcfnmc Ph')hn‘n thaoir knl"\') rlour ln
oo Preot oottt e oot o E i g v S oy ot e o oo 5 S e i S o 1t

response to stimuli. Existing automatic systems have a rule based algorlthm in thelr back end that can
cause system changes but can still be comprehensible for the user. Whereas systems which embody
something like a strong Al, an algorithm that learns its own rules, can cause system changes that are
not comprehensible at all (e.g. Go-Play, where the system came up with the best solution but nobody
knew why). This second type of control in an autonomous system can lead to even stronger effects of
mode confusion and non-transparency.

The significant perceptual and cognitive burden of monitoring an autonomous system, and skill
degradation of the user when the user has relied upon the autonomy without practicing the knowledge,
skills and abilities required by the tasks performed by the autonomy, are additional examples of
adverse effects involving the introduction of autonomy into our workspaces. Stress and fatigue in these
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examples magnifies the burden on the user given the greater demand on attention, decision making
and memory that the operation of autonomous systems can require.

Likewise, relying on the user as a failsafe, dumping full operational responsibility onto the user when
the autonomy fails, will present considerable challenges for control and information display for tasks
involving complex, safety critical, potentially high tempo operations. There have been many examples
in aviation, for example, where failure modes in the autoflight systems involving reversion to partial or
full manual control of the aircraft have resulted in incidents and accidents. Less extreme and certainly
more common in aviation, automatic mode transitions in autoflight systems that require differing
responcﬂ'\i]ify for manual coantrol from the pi]nfc has alsa contributed ta the incident and accident
statistids. Considering the high degree of training and recurrent training of pilots, the incidencé gf
mode cgnfusions and inability of every pilot to assume full control over the behaviour of the aircraf
in a timely manner is troubling. What will reversion and mode transition awareness de [to th
prevalefce and severity of incidents and accidents in domains that don’t require such stringenttrainin
requirements? The time dimension is essential in designing dynamic systems, where unpredictabl
or excessive time pressure is a major factor. Present day examples exist of operators“engaging an
disengaging automation to temporarily balance workload. A more general case-is adapting use o
automation. The emerging autodriving car technologies have already provided examples of autonom
failing with reversion to manual operation into the hands of a driver who was not ready to take ful
control pver the car. With the more advanced capabilities autonomy represgents, reversion can requir
compensation for a level of processing of essential information and assessment of options that a singl
unaided user cannot perform in the time available.

W (U — N = == (D U4 (U e+

The guiding principles and solutions to these and many other challenges for the designer of autonomou
systemg are likely to extend the toolbox that an ergonomist typically employs to develop user interface
in a system. Social psychology, organizational and industrial psychology, and anthropology ar
examplegs of fields of study that may offer tools and techniques that the ergonomist will find useful i
the study and design of RIA systems intended for use by.a.diverse population across cultures.

- U VU

B.3 Aptomobile applications

As suggested in A.2, systems should clearly show what mode they are in and whether the system i
“live”. 4 number of serious injuries have_occurred in offshore drilling when automated system
activated because they can be powered with no visible sign and then move suddenly. The indicatio}
of power was in the control room but not on the equipment. Thinking about self-driving cars, shoul
other rdad users know whether theiear is in self-driving mode or under driver control? With resped
to comrpunicating intent, peoplerare good at interpreting what other people are doing, particularl
from their own cultures, butnot’as good for people from different cultures or for non-human entitie
assuming the tasks that peopte normally perform.

Ul N cf == = Ul O]

An RIA|system should be”able to be stopped by any person at risk. Or, where this is not practical o
appropifiate, it shouldclearly direct to a controller. For example, if a pilot encounters a UAV, they shoul
be able o predictits behaviour as they would another manned aircraft. The ability to call the UAV pilot
in real time if the UAV poses a risk is an appropriate consideration.

P T

Another example from aviation is how pilots fly using a rail line to navigate, keeping the rail line on
the left SJS ctandavd prartirﬂ insome r‘nuntrinc’ sothat thnrn isnota hnad on-collision "A'n't]'\ someone
coming the other way. Drones are often programmed to fly directly over the line, which potentially
reduces the margin of safety.

Regarding the issue of control and monitoring, how do we decide which systems require monitoring with
the scope for rapid human intervention and which do not? In the case of a person in a self-driving car,
should they be competent to drive or in a fit state so that they can drive out of harm’s way in an emergency,
or is this not required because they have no role in the system or legal duties? If monitoring is required, for
example a central supervising agent oversees a number of units, then what are the requirements in terms
of situational awareness and intervention times for the drive and for the people monitoring the system?
Is this monitoring a reasonable task, or is it too difficult with a high level of concentration combined with
long periods of nothing to do? In a 2018 fatal self-driving crash (Uber), the monitoring driver was not
a young alert tech person but a rehabilitating ex-offender with a known substance abuse problem. The
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controls required by the driver to assume full control over the vehicle were disabled, negating whatever
ability the monitoring driver would have had to assume positive control over the vehicle to avoid the
deadly collision. This would suggest that monitoring jobs can be very hard to perform by some users if
they can be performed at all, with a knock on to poor intervention times.

This Uber fatal crash has yet to be fully investigated at the time of this writing, but it raises another
issue. The sensor manufacturers have already announced that their sensor would have picked up the
person who was killed, so they are blaming the programmers who defined the hazard parameters for
recognizing a person in front of the car. But the person who was hit was behaving in an unexpected

annerbvnushinag g cvcle ladenwith nlasticbagsin the road resulting in an “unexpected”’ profile from
J o J r o 4 o r r

the perspective of the programmers of the system.

It is interesting to speculate that the programmers had little experience of homeless pédple who push
tlheir belongings around on bicycles at all hours and so did not add suitable rules to the)'safe tq ignore"
fuleset. The question raised here is, what life experience or diversity should be reqtiired in the flecision
programming to ensure that all the real-world hazards are covered? Is there"a generalized| control
dchema that can be applied that the automatic or autonomous system can fall back on to safely pavigate
ground an unidentified or otherwise unusual threat (e.g. “aviate, navigate, communicate” from ayiation)?
The extent to which a system continues to rely to some extent on human<operators, particulaifly when
tlhe system is presented with a situation that it does not know how te-handle begs the question of how
does the human supervisor or monitor know when something has failed or is about to fail?

RIA system that will operate in close proximity with people should have much greater undergtanding
f context, particularly human behaviour around and with-the product. How is the boundary|defined
etween safe operation and unsafe operation? What is thetime horizon for recognition of and rgsponse
0 behaviours? Auto-driving cars currently have large written exclusion lists, lots of "gotchas" pecause
f context. Aviation presents what can be readily achieved today, but the operation of an aircrpft with

high degree of autoflight capabilities requires_atigh level of investment and training necegsary to
afely accommodate such capabilities.

(n Q) o e =~ o

Perhaps a clearer explanation of what a devi¢é can do will be required. What is the "when all else fails"
Basic task? Does the designer know what the basic task really is? Does this extend to programming/
parameterization? Can it be a basic set up? What are the lizard brain functions? An example herg is for a
lawn mower: "don't run over things on the grass".

f a system learns and develops-expertise, how does one know what level it has reached? Regarfing the
ercedes driver assistance systems, the transmission learns driver style. If a transmission is rgplaced,

the new system is naive.and the driver is instructed to let the system re-learn. How would this work

or more complex systems’so that we would know the system is now expert and understands what this
eant, for example that it can act autonomously in a situation that it used to require control input?

he highest level of authority held by the RIA system should be clear to all parties. There are emnerging
issues in the design of the decision algorithms for self-driving cars. Research is being performed
egarding hoew to prioritize in a crash. For example, should the vehicle always protect the driver as
' ists? If the
it§ owner.
broduct.
3 S collision
algorlthms or other protectlons to always favour themselves at all costs. leen that there is already an
illegal re-mapping industry to circumvent emissions controls, this can be considered a real risk.

B.4 Industrial robotics

In the manufacturing setting, workspace design has previously not had much to consider regarding
direct interactions between user and robot/autonomous system. Safety law and regulation demanded
complete segregation of traditional high-speed, high-payload industrial robots via physical barriers and
fencing. This strict enforcement was necessary for the very reason that it is not sufficient to rely solely
on human monitoring and awareness to mitigate risk. Various safeguarding measures (sensor-based
speed and separation, hand-guiding modes, power and force limits) now offer safe industrial human-
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robot collaboration/coexistence (as reflected in ISO 10218-1 and ISO/TS 15066). This is generating
a significant increase in levels of small- and large-scale shop floor robotics and autonomous systems
because integration and robotic process automation (RPA) can greatly enhance business performance.
However, regardless of safeguarding measures, this closer interface impacts the design of working
tasks themselves. It will inevitably bring greater human cognitive demands and need for awareness
of autonomy mode as direct interaction between user and robot/autonomous systems becomes more
common. Attributes of the working task such as the amount of decision latitude, skill discretion, timing,
and method control a user has in a task can be directly affected by closer human-robot interaction.

Whereas-thesworkforce prnvinnc]y did-naot have clase prnvimify and - direct interactionwith cngrngafn

systemq performing rudimentary tasks, operators on the shop floor are now working in collaboration
with systems performing more complex tasks will have to interpret precisely what the system is@doing
predict [what it is going to do next, and decide what actions he or she may need to take. Moteover;
these d¢mands will be significantly exacerbated when the environment comprises multiple-system
and opgrators with varying levels of autonomy and mobility, requiring collaborative awareness o
state chpnges. Training and experience will help operators to develop new skills to perform their wor
tasks, blit the design and integration of these systems should take account of cognitive'ergonomics an
psycholpgical well-being and safety, not just technical/functional safety and business performance as
is currehtly.

<
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B.5 Firstresponder treatment of a casualty and transport on to hospital

This thdoretical example considers the first responder treatment of-af injured member of the public an
their onward transportation to hospital. In this example, the userofithe RIA system under consideratios
is the ofganization that provides the service. However, theré.are other potential users, such as th
patient,|personnel administering care or transporting the ‘patient to hospital and the maintainers o
the systems involved. Considering each of these differentiiSers can give alternative perspectives of th
system and its impact, risks and opportunities.

T (0 = =

In this gxample there are several phases involved:ift’the response to an injured member of the public
each of ywhich lend themselves to different types-ef RIA system support. These phases in this theoreticg
example are:

~

—

— tasking of the first responder to thednjured person;
— initjal diagnosis;

— initjal stabilization and treatment of the casualty;
— tramsport of the patientto hospital;

— hand-over of the casualty to hospital personnel and onward treatment.

9%

In this gxample, not’all of these phases are considered in detail, but it is intended to highlight the rang
of poterftial human factors that can be considered.

In the plast*- On finding the casualty in the street, a member of the public would locate the nearesft
public phoene and call a local emergency control centre, verbally providing information regarding
the location of the casualty, before returning to the casualty. The control centre calls the ambulance
station closest to the casualty and passes the information onto the ambulance station controller
who passes the information to the ambulance crew in the station. The ambulance consists of a van
containing a stretcher, crewed by a driver and a first aid technician. The ambulance crew navigate to
the patient using local knowledge and paper maps if required. On arrival at the scene, basic first aid
is administered, and the casualty transported to hospital, notes on the treatment provided and any
additional information gained regarding the casualty is recorded on a paper record form. On arrival
at hospital, a porter unloads the casualty from the ambulance and takes them into the emergency
department with the paper patient record, which is passed to the hospital medical team.

In the recent past to present — On finding the casualty in the street, a member of the public uses their
mobile phone to call an emergency number. The call is automatically routed to an area control centre
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based on the location of the caller. The location of the caller is provided to the emergency call handler
who collects information from the caller to populate a pre-prepared, computer-based dialogue with
information about the patient and their condition. The call handler identifies the nearest available
ambulance to the casualty, which are distributed across the area in predetermined locations and
verbally passes on the information regarding the casualty location and condition. The ambulance
consists of a specialist vehicle containing a range of separate pieces of equipment for diagnosis and
treatment and crewed by a first aid trained ambulance technician and more highly trained paramedic.
The ambulance crew enter the casualty location into a satellite navigation system, which provides a
recommended route to the casualty. While the ambulance is on route, the caller can stay in contact with
hecatthamdter who provides advice; basedomra firstaid-traimimg tourse, o basic treatment that can
e provided to the casualty. On arrival at the scene, the paramedic uses the diagnostic egiipment to
mhake a decision on what treatment to provide. The paramedic decides at what point the‘casudlty is in
d stable enough condition to be moved and transported to hospital, at which point they are loafled into
the ambulance and transported to hospital while monitoring and treatment of the casualty contlinues to
i

e provided by the paramedic. Patient information and details of any drugs and treattent admipistered
re recorded on a paper record. On arrival at hospital, the patient is unloaded by the ambulance crew
nd a verbal handover to the hospital team is provided together with the paperpatient record.

=

At present and into the near future — The same basic concept outlined.above is maintained, hut with
he addition of support technologies that affect certain areas of the response.

=t

+ The information collected by the call handler and entered«into the computer system is|used to
populate a decision aid that provides suggested step by step first aid interventions that|the call
handler can pass onto the person at the scene to conduct.on the patient and/or request additional
information about the injuries/patient. This can reducg the training requirements of the callhandler
and/or provide a wider range of potential treatment options as well as improve the quality and
consistency of the instructions given to the member of the public at the scene.

+ Ambulancelocationsand status are continually tracked in real time. When the need for an ambulance
to attend a patient is identified by the call'handler, the system determines the best ambullance to
dispatch based on proximity, priority.and near real-time traffic information. The system passes a
tasking instruction to the ambulancetogether with the electronic information collected by the call
handler.

+ Ambulances can be dynamicallyre-tasked on route should higher priority cases arise orifth¢ system
identifies a more optimal.tasking solution across all of the active calls and traffic informatipn.

+ Rather than pre-determined, fixed ambulance locations, ambulance positions change dynamically
based on historical emergency call data and other real-time factors such as traffic density, weather
conditions, events-accurring, etc.

+ Ambulance-earried diagnostic and treatment systems are interconnected, exchanging patient data
in order toprovide the paramedic with a central source of patient information and decision|support
in orderto help identify and select appropriate treatment options.

+ Patient data is transmitted to the emergency department in advance of the patient arriving, an RIA
system seeks additional information about the patient (if they are known) from a central medical
records database and provides synthesized/fused information together with potential djagnosis
and treatment options to the medical team that will be caring for the casualty.

In the future — The same basic concept outlined above is maintained, but with the addition of more
advanced support technologies that affect certain areas of the response.

— Patient data is collected at the scene by passers-by using smart devices (potentially the patient’s
own worn device) and passed to an RIA system and human team coordinating the initial response.
Patient data is combined with medical records and fed into the RIA system which makes the
diagnosis and treatment plan which is then implemented by the paramedics attending the patient.
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— Augmented reality systems allow remote specialists or RIA system to view the patient and provide
in vision instructions to either a member of the public, guiding them through simple first aid steps,
or to the attending paramedic guiding them through more complex procedures.

Further into the future:

— The patients' smart device alerts the hospital that the user is in need of critical and immediate care.
Real-time health data is passed to the RIA system and human team responding to the patient.

— An unmanned ground vehicle (UGV) transports paramedics to the patient and then to hospital
allowing both paramedics to administer care on the move. With additional casualty handling
systems and changes to some equipment, only a single paramedic can be required.

— Thg paramedic team attending the patient can also be made up of a human and a medjeal‘roboft,
which can be autonomous or remotely/tele-operated by a specialist in the hospital to conduct mor
conplex treatments.

3%

— Ifre¢quired, a UAV can transport a doctor rapidly from a hospital to the patientin-order to delivef
specific care.

In the fdr future:

— A YAV carrying an un-trained human porter flies to the casualty~a’swarm of medical robot
administers treatment with the human porter supporting the robots to do the things that the
canpot, e.g. repositioning the patient. The UAV transports the patient to the hospital, administerin
car¢ while on route and the porter is transported back via addJGV taxi deployed to collect them.

Uy <~

— Thd patient’s smart devices identify the early signs of accondition requiring treatment and advise
the[patient to take a UGV to the nearest emergency,department. Their smart device provide
confinuous monitoring and dispatches an emergency response UAV/UGV to rendez-vous with th
patients UGV for emergency treatment and transport to an emergency department.

U U ]

— Telg-operated or RIA treatment systems distributed across an area allow comprehensive emergency
tregtment to be administered quicker and without the need to a centralized emergency department.
Dodtors travel by UAV to the patient in the treatment units for onward treatment and care.

B.6 Intelligent agents and assistants for customer service

Early inftheir evolution, one of the)driving forces for intelligent agents was to reduce the need for humaj
customgr service representatives and to encourage self-service. One of the first implementations o
intelliggnt agents was in-inferactive voice response (IVR) systems, with user interactions via touch
tones o1 automatic speechrecognition (ASR). Users were, and continue to be, dissatisfied with many g
these applications fonawariety of reasons, some of which relate to the state of the technology itself, bult
some offwhich relate-to the design of the user interface.

T
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Through onenieans or another, these applications require the users both to make queries and respongl
to system dqueries in order to execute a transaction or receive desired information. Normally, when a
human being asks a question, they do not think about the exact words or the grammar they use. They
expect to speak naturally, and this continues to pose a problem for many systems for which the natural
language understanding capabilities are limited. Through experience, the human user may learn how
to formulate acceptable queries (i.e. simple ones that the system can handle). This increases the mental
work involved in using the system and decreases the perceived human-ness of the system, which many
users feel is important. They want to have a natural language conversation with the system, and when
the system cannot accommodate them, they will often abandon it. Such systems violate the prime
directive of human factors which is to fit the task to the human, not the human to the task.

User difficulties often occur because many of these applications use little of the sources of contextual
information they have in order to interpret user queries, and they also make little use of external
sources of information that are available, such as a calendar or e-mail information, to make reasonable
inferences about the user and his/her desired objectives. Sometimes, they make assumptions that
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frustrate user goals. Many of GPS-based route selection and navigation assumes the user wants to
minimize either travel time or distance. If the user’s goal, on the other hand, is to travel a scenic route,
the GPS will actually thwart any attempt to do so be re-routing the user at every turn, to meet the goal
the system has assumed.

Although standards exist for the design of user interfaces for IVR systems, including for dialogue design
(e.g. ISO 9241-154), these standards are seemingly not employed in the design of many RIA systems.
This leads to numerous user interface problems, including users having to input the same information
more than once in the course of an interaction or within a series of interactions, because the databases
and-other information sources hnl'ng used hy the Cycfnm are nat CnFﬁ'rinnfly infngrafnr’] Since the
1990s, most IVR applications have been and continue to be examples of RIA systems. [VR)pystems
[sed for customer service represent some of the first RIA systems to become ubiquitous.;Althqugh the
mpetus for their development was specifically to remove the human customer service provider from
he communication loop, few IVR systems, if any, meet this goal in practice, due to poer user ipterface
lesign, and the challenge of managing all contingencies even for relatively simple applicatigns. The
jJuman-human interface thus continues to exist in these applications and nequires human| factors
ttention, to the same degree as does the human-technology interface.
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inally, methods for evaluating the success or failure of these systems, fromthe perspective of the user,
re often not good, because there can be a huge difference between the goals of the user and the goals
f the company or organization that has implemented the applicatiort, and insufficient effort|is made
o determine how often user goals are achieved when using the system. As an example, in mpny IVR
ystems, the company’s goals are to minimize call time, and,décrease the number of calls tranpsferred
0 a live agent. Some companies do not realize that neitherofithese measures necessarily reflects user
uccess or failure in achieving goals. A hang-up or application closure can indicate user sucqess, but
L can also reflect a discouraged, dissatisfied user who-has simply abandoned their attempt tp obtain
ervice. With more and more of these systems providing no option, or only an exceedingly difficult-
0-use option, for reaching a human agent, it is~é¥er more important for companies to haye good
erformance metrics for assessing user satisfagtion and customer goal attainment.
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\ recent article summarizes the current_state of intelligent assistants as follows: “Usability testing
inds that both voice-only and screen-based intelligent assistants work well only for very [limited,
imple queries that have fairly simple;, short answers. Users have difficulty with anything elsg/” While
elevision advertisements and demes‘make these systems look impressive, the reality is a bit different.

e S 0 T e L

8.7 Social networks /online activity management

\s the concept of the personal computer via the maturing of network technologies transformed into
ocial networking, . developers and design researchers started to articulate their experiences from
uccessful applications into guidelines in the form of design patterns. This semi-structured formalism
or presenting<best practice in context declared problem-solution pairs allowed for practicz:ln design
ecommenddtions that would support values such as transparency, mutual trust and compmunity
uilding. Thé naming of a pattern should explain its usefulness with expressive and story-like fording
bout hew“a module or component should be designed in a user-centred way. This can be exemplified
rom air early compilation of patterns for welcoming a new user into a social networking platform:
juiek registration, login, welcome area, mentor, virtual me, user gallery, buddy list.

e S D e . N 7 T 7 WL N

Now, with the introduction of machine learning (ML) packages in the commercially very successful
social networking area, designers and developers need to be aware of how other values can influence
user experience. People are not the data about them. Identity is not completely defined by the observable
behaviours of a person. At best, a straw-person persona can be developed by observations that can
be made online. Intention is not adequately captured by ML looking at search parameters, shopping
habits or a stated political position on social media. Commercial and political value considerations
can be embedded in different modules and components, thereby creating tensions with the user-
centred values that originally were the driving forces when the developers themselves were among
the influential users. User guidance patterns (from the same collection), like Birds of a feather, which
compares user profiles and suggest collaboration with other users, can now also have to take account of
parameters and functions in algorithms supporting user profiling, comparison and collaboration that
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can be irrelevant, or even contradicting to what users would expect. The same concern need to be paid
to rewarding patterns, such as Hall of fame, which lists users who have helped other users the most to
contribute to community goals.

Among community building features in social network platforms that can be vulnerable to the
cumulative effects of ML influences are what has been called shared browsing, application sharing and
embedded chat, three design patterns aimed at supporting friendly and trustful sharing of information,
application and messaging support. Again, when such ML effects become oblique, either because of the

sheer complexity of the ML algorithms or by commercial or political intent, a renewed attention needs
to be p idtouser gnir]anr‘n and consent

The themes of user guidance and consent are foregrounded in a recent contribution on patterns fo
designing RIA applications. Without going into the nuts-and-bolts of how transparency can be supporte
algorithimically, the pattern names evoke a sense of the challenges ahead for the designers, deveélopers
platformh administrators, managers and owners of social network applications and platforins: show th
man behind the curtain, open up the black box, and demonstrate fair and equal treatment:

Sam =
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The patterns exemplified above are from one of the challenges identified in the RIAJpattern collectiot],
assuring users perceive good intentions. Other challenges identified are prfetecting privacy (e.g.
data sefurity is the foundation, tailor expectations to context), establishing successful and long
term adoption (e.g. always ask: who is being made the hero, plan for the‘role of human resources],
and demonstrating accuracy and reliability (e.g. explain the conditions of-accuracy, prove success by

showing failure).

Given the growing commercial and political interests invested in-RIA applications, and the exponentia
compleyities arising when this breed of systems becomes netwotked, it is difficult to envision how th
often idpalistic concerns and arguments of design researchersand media critics can find their way int
a public|discourse about the challenges ahead. However, thesarguments articulated in the design patter}
collectigns quoted from here stem from concerned designers and developers within the softwar
industry. And the recent critique regarding privacy breaches by some of the dominant social platform
points tbwards a growing awareness from regulatd¥s and politicians, as that soon will materialize i
demand for new standards. Because the pattern.collections mentioned, and others to be collected an
publicly|scrutinized, are often concerned with the same set of values as those promoted, for example, i
ISO 26000 and ISO 27500, they provide animportant input for future standardization efforts.

bt et d  UTD e U

B.8 Poptential conflicts in werking or living environments in which accommodate
both humans and RIA systems.

Where humans and RIA systems operate or co-exist in the same physical or information environment
there may be conflicts between the needs or desires the of humans working or living in that spac
and th¢ requirementSy\of the RIA system to operate effectively and efficiently. For example,
warehofise optimizéd-for automated pick and pack robots may not be designed to accommodate th
anthropometric eharacteristics of the maintainers required to conduct periodic maintenance, resultin
in a conjpromised“working environment for humans in the system.
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Within the constraints of an 1ndustr1al workplace good design, training and worklng practlces can
help av :
which both can operate safely, effectlvely and eff1c1ently However Wlthln the publlc env1ronment this
can be more complex where different people and RIA systems operating within or moving through the
environment will have different needs, objectives, behaviours and expectations of the world around
them. Some of these public requirements can be functional and common to both people and systems
(for example, being able to move from one place to another safely and quickly) while others can be non-
functional and purely human (for example, aesthetic, cultural, social, etc.). Within urban design and
town planning, there will be a need to consider how to optimize public spaces for both RIA systems
and humans to minimize the potential for conflict or detrimental social impacts while maintaining the
benefits that RIA systems will enable.
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Does one:

— optimize the environment for RIA systems and rely on humans to adapt to it? It may not be cost-

effective to design RIA systems to deal with the complexities of the human environment;

— design the environment for humans and design the RIA system to operate safely within it? This runs
the risk of very complex expensive systems that do not deliver anticipated benefits and risk failure

at the numerous edge cases;

— design an environment that is not optimized to either and accept lower levels of performance from

the RIA and the human?

'his conflict is not constrained purely to the physical space. In the information domain,the ol
f an intelligent system can be at odds with those of the user. For example, an online-shop’s c

§
q
S
gut-of-stock item can have two objectives: the first to answer the customer’s query without t
for an expensive human call centre, the second to encourage the user to spendimoney on the g
By using information regarding the customer’s previous buying habits and, personalized ing
ith increasing information availability and personalization of these/systems, apparently]
interactions can lead to electronic coercion or manipulation of the human user by the system.

While this is not new, the sophistication of intelligent systems can make them more discrete or €
Iin this use, case ergonomists will need to consider two users of the system, the first being the

\
dan be asked to apply knowledge regarding human behaviour and decision making to system
o influence, manipulate, coerce or at worst deceive end{users. This dual user paradigm has
Within the retail sector long before the advent of the internet, through good customer service d
By shop staff. However, as intelligent systems become more prevalent the potential of moral, eth
legal aspects of system design cand become morecomplex.

jectives

Istomer

upport chatbot which a customer is using to answer a query regarding the future\availability of an
he need

ite now,
entives.
helpful

ffective.

retailer

vho wishes to make a profit from consumers and the second’ the customer using the site. Ergonomists
5 design

existed

elivered

ical and
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Annex C
(informative)

Development of ergonomics
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he view from the top — emergent issues for traditional ergonomics in
ping RIA system

active research relating to the human interaction with RIA systems spanning almostthe entir
of the human sciences. However, in focussing on those aspects of research and emerging trend
of most relevance to the scope of this document the following are some emergent areas whicl
tandards in this area can need to consider in more depth:

nan machine teams (HMTs) — In the future, RIA systems will act mete-like teammates tha
s. Therefore, the design of future systems will need to consider not just'the design of the systen
upport effective and efficient task-work, but also the fostering of. éffective team work betweel
nan(s) and machine(s). The design of future systems will have a sighificant impact on the spee

understand the factors that impact on HMT maturity and how best to measure it;

understand how systems design impacts HMT perférmance, speed of maturation and what th
characteristics of good HMTs interface design ares

provide guidance on how to design systems that support both task work and team work;

provide guidance on supporting motivation, joy of labour and the other emotional aspect
required for HMT performance;

assess whether there are new risks'and error types that emerge from HMTs;

ems-of-systems integrationtand emergent properties — While there are many challenge
pciated with optimizing~discrete human-RIA system interactions, there are potentiall
ificantly more complextuman factors issues that arise when multiple RIA systems and humang
ning HMTs, operate (nythe same physical or information environment. There are likely to b
plex socio-technicatissues and unpredictable emergent behaviours, functions and risks arisin
bre these systemsmeet and interact. These will need to be carefully managed during design an
oduction inte,service of new systems and new human factors analysis and modelling tools t
port this canbe necessary. This is likely to be particularly challenging where:

systems*are designed to adapt their behaviour in order to optimize their own performanc
(aséiny'the case of ML) or the strategic goals of the owning organization. There is the potentia

n which these HMTs mature and perform. Therefore, the human‘factors community will need td:
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for)conflict where several adaptive systems and humans, with differing goals and purpose

Interact, leading to undesirable outcomes in performance and safety terms;

systems with different levels of autonomy have to interact;

RIA systems designed for different cultures, organizational structures and legislative rule have

to interact.

In order to address this, there are likely to be new human roles within systems to manage these
emergent properties. This will present particular human factors challenges in terms of:

— how humans (at individual, team organizational and governmental levels) maintain awareness of

the
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behaviours and states of the RIA system and exert control over them;
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identifying potential forms of system (human and RIA system) error;

temporality — RIA systems will be able to operate and interact (physically and cognitively) at a
speed that humans are unable to match. This raises particular challenges in terms of how humans
interact with systems containing multiple interacting RIA systems. Challenges are likely to include
maintaining awareness of system state, the ability of users or organizations to regain control (or
change the level of human control of the system), identifying and mitigating error and unsafe states;

system resilience — Historically, when automation fails or is unable to handle a particular situation
a human operator is expected to step in to regain control. Within the design of RIA systems that are

f

C.2 Later steps, further development

intended to support or remove human cognitive functions, there is a particular risk that th¢ human
user will not be sufficiently situationally aware, engaged in the task or have the cognitivergsources
available to be able to retake full control of the system in sufficient time to avoid a negative gutcome
of unsafe state. To address this, it will be necessary that HF practitioners are ablé to support the
design of systems that deliver satisfactory performance across all potential syStem states (normal,
degraded, reversionary, emergency) and operating scenarios while also striving for optimal task
performance during normal operating conditions;

effective human control — For some tasks/situations, there will be dneed to ensure that 3 human
remains in effective control of the system. This can be required for legal, moral or ethical feasons.
Understanding how to design and assure systems that require-effective human control is fomplex
and will require a multi-disciplinary approach;

adaptive systems — Some future RIA systems will dynamrically adapt to the cognitive and physical
state of the user, reallocating functions between théshuman and the technological components
of the system and/or changing the level of support provided in order to maintain wholeg system
performance. In order to deliver this type of capability, systems will need to include bgth task
models and models of human capabilities and responses to task load, environmental stresgors and
other influencing factors. The human sciences community will need to develop these madels, as
well as robust means of systems collectingithe data required to populate them from the usefs of the
systems.

In summary, the areas in which ergonomics will need to develop to fully address RIA systenis in the
uture are listed below:

stakeholder analysis$ for RIA systems (e.g. team members, who is the user, who are the stakeholders,
multiple RIA systems interacting with the team and each other);

social aspectsy'of RIA systems and effects on society (e.g. highly social interaction, [cultural
ergonomics, Jpersonality dimensions for RIA systems, organizational psychology/erganomics,
managenient of emergent behaviour);

humai state measurement and models (e.g. human state measurement, human models,|general
medels of humans, models of specific users/user groups);

humanmachinataaminaglo o dunamicfiunction allacation haotvwoaanhimance ymachinac: dyuyna 1C Oal
OO T C T C SOOI G (T gy Oy HTOIC T o C o o o Co oo o Tty C O Ot T To; T tT C It o0 O y tiet

setting; dynamic task allocation between human team members; dynamic task allocation between
machines; transparent interaction and transparent users; knowledge acquisition/management;
small data vs big data - learning/evolving systems vs models);

guidance and RIA systems (e.g. transparent systems, automated education, training users of RIA
systems, design of systems for zero training);

principles for RIA system ergonomics.
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C.3 Safety principles

To refine the contribution of ergonomics in this difficult and potentially dangerous area will require
understanding and collating known, new and emergent types of human error and human machine
team error in the context of the different types of RIA system, e.g. human errors resulting from loss of
situational awareness during periods of high automation and low workload.

Areas for study include the following:

— unwillingness to challenge flawed RIA system decision making/action, including update of human

errd)

system issues;

— spepd of action — The speed with which an automated or autonomous system can teact to
potentially hazardous situation has many benefits (e.g. collision avoidance systems). However, thi

alsd

is beyond the capability of a human to monitor or intervene, there will exist the \pisk that humai
intdrvention to prevent the system from performing an unsafe or inappropridte‘act (either in th
physical or information domain) will not be possible. This is more likely ifi/edge case condition

or y

pospible that as systems move towards their design limits their speed.of action may need to b
throttled to allow human intervention if required;

— obsprvability of action — Where an RIA system is operating inthe information domain, it may nott
be possible for a human to visualize/conceptualize the complexirange of interactions and the first,
second and third order effects that actions have in this domain.

r analysis techniques (e.g. HEART) and team resource management (e.g. CRM) to include RIA

introduces new safety issues. For example, where an RIA system is acting atrasspeed whicl

nanticipated situations which were not considered within the desigh of the RIA system. It i

W ViVl U = = Ul
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Annex D
(informative)

Changes required to ergonomics standards

D.1 General

onsideration of human-system issues for RIA systems. This subclause discusses where st

—

— A

h standards.

Lach clause quotes the category description and lists the aspects of standardization that ne
leveloped to address the human-system issues that emierge for the category. Subclauses

urther standards.

i

c

for human-system interaction and related standards will need to be developed to better addfess RIA
dystems. The standards to be developed are discussed under the categories described in Clausd 7.

The standards for ergonomics described in Clause 9 already address many of the issues’described in
[lause 7 and hazards described in Clause 8, particularly those related to user interface) organigational
ssues and lifecycle processes. However, this is not sufficient to ensure the correct and copnsistent

hndards

[t is not a surprise that there are more and more general topics in theshigher number issue categories.
ystem effects on individuals and at least single user interaction arenore likely to have been addressed

bd to be
outline

I

d

possible developments. They elaborate on the areas for-development by category described in Table D.1.
Table D.1 outlines the ergonomics aspects for each cdatégory of human-system issues and suggests the
dtandards that can be developed to address these€Zaspects and to be used in the testing/evaluation/
licencing/certification of the human-centred quality of RIA systems. These are speculatively nymbered
dsan ISO 9241-81x series, on the basis that it is-€asier for an established team to take on this work rather
than attempt to pass it over to another group: It is hoped that this work stimulates the considegation of
f
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Table D.1 — Ergonomics aspects by category of human-system issues

Issue category

Aspects that require consideration

Suggested standards and Gaps

4.2 RIA system —
effects on a human

— Environment (physical effects)

— Personality (expectation for systems
that do more than tools, relationships,
anthropomorphism),

— Workload (adding distraction,

IS0 9241-811 Ergonomics design consider-
ations for RIA systems

Things to consider in the design of an RIA
system user interface with parts on:

— software: natural language and con-
textual aspects of communication (e.g.

cognitive, skiftdegradation)
— Context (with effects on person)

— IS0 9241-100, environment — what
and how to test?

— Human state measurement and models

Architecture of guidance is a set of con-
structs/rules for dealing with situations
which need to be detailed in context, but we
should define a foundational set for each of
the following based on current principles of
system design:

— Acceptable (safe) outward behaviour

— Acceptable proximity, appearance;.and
language

— Interaction behaviours
— Tribal (group) identity
— Attitude towards risk
— Humour

— Interr¢gation

— Attention

— -Level of knowledge of Al

character, culture, medium, safety, trust;
emotion(al), ethical, appearance);

— physical: non-verbal communication,
robots, presence, augmentation,(e.g. ges-
ture, appearance, safety, expectation);

— environments: virtuakand physical,
control (e.g. aesthetic,.comfort, preference,
safety, wellbeing, expectation, immersive).
ISO environmental érgonomic standards
cover the physieal and comfort aspects.

Standards relevant to robotics industrial
safety curtently focus on the potential ef-
fects on the physical safety of a human that
may be caused by a robot/machine system
afid its constituent parts. Clauses address
functional design and implementation
measures but effects on (or from) human
behaviour and psychological responses are
not addressed (or considered relevant).
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Issue category

Aspects that require consideration

Suggested standards and Gaps

4.3 Human-RIA sys-
tem interaction

Latency
Work/task design/new task

New modes of interaction, adaptive,
physical (UI space list)

Saoftiazara argan

[SO 9241-812 Ergonomics of interaction
with RIA system (parts for current para-
digms):

replacement (levels of automation);

teaming (e.g. crew resource

e
oOTCVvar CCT g OTTOTIITCS;

How testing/ evaluation is changed
Human machine teaming
Guidance and RIA systems

Training design

management, authority, levels

augmentation (e.g. allogeation df
function, feedback).

This would probably take the form |of

principles, methods, and guidance, [for each

level or by type of risk.

For robots, as above. Interactions of human
teams’in the RIA system are not adfiressed.

ftrust);

1.4 Multiple RIA
systems interacting
— effect on humans

Explanation of action
Environment (combined effects)
Understanding

Safeguards

Crew resource management (mixed
teams)/mediation. REA system as
users. Testing or design?

Need for research into, issues relat¢d to:

safety;

operations;

extension of system of systems.

Also need to clarify the relationsHip
between ergonomics and systems|engi-
neering.

For robots, as above. Potential effe¢ts from
bn hu-

RIA systems (multiple RIA agents)
mans are not addressed.

1.5 RIA system —
brganizational

Organizational change to realize
benefits

Design of work
Stated and observed requirements

Regulation assessment and
certification

Context of use (e.g. more social)

IS0 9241-814 Process issues for RIA sys-
tem

Potential revisions of ISO 27500
and ISO 27501 Organizational pnd
management issues

Changes to organizational structure
Use of information
Change management

Stakeholder analysis for RIA systems

For robots, as above. Organizational im-
pacts and influences are not addressed.

Necessary extensions to 1SO 9241-220
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Table D.1 (continued)

Issue category

Aspects that require consideration

Suggested standards and Gaps

4.6 Social/
cultural/ethical

Context of use (of social and cultural
norms)

New or radically changed human tasks
(including value of these tasks)

Distance (e.g. physical, moral)

[SO 9241-813 Context of use for RIA
systems (e.g. more on social issues in pre-
vious column)

Potential modifications or extensions of
ISO 9241-11 and ISO 26000

For robots, as above. Social/cultural/

Norms of behaviour

Effects on resilience

Trust

Evaluation (what? how? paradigms?)
Extension of HCD process?

Social aspects of RIA systems and their
effects on society

ethical impacts and influences are not
addressed.

4.7 Emeprgent soci-
etal

Overlap with other standards (internet
of things, artificial intelligence,
integration, testing of use)

Analyse and explanation of human-
system aspects

Sociotechnical methods, new
standards with sociotechnical aspects
(e.g. employment, communication

of learning/capability, decision
transparency)

Definition of accountability and

responsibilities

Need for research to support regulation

For robots, as above. Emergent societal
impacts and influences are not addressed.

D.2 RIJA system — effects en‘a human

D.2.1 [General
See 7.2.

Aspect
systems

that require<consideration are: environment (physical effects), personality (expectation fo
that do{more than tools, relationship, anthropomorphic), workload (adding cognitive, skil

degraddtion), context (with effects on person). (ISO 9241-100, environment), what and how to test?

D.2.2

Workload

—

Need to add integration work, emotional workload, new forms of stress, new patterns of workload, effect
on required competence, particularly in context of reduced manning, development and maintenance of
situational awareness, changes in duration of attention/required reaction time.

D.2.3 Human state measurement

The way in which systems monitor user state (cognitive, physiological, behavioural) and task performance
and use this to inform their human models of intent, fatigue, workload, task engagement, emotional state,
attitudes etc underpins a wide range of the ergonomics areas in this section. Dynamic function allocation
will require this, and many of the more social aspects of RIA systems will rely on them.

40

© IS0 2020 - All rights reserved


https://standardsiso.com/api/?name=941507e6650988157563dc8214c05725

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and abbreviated terms
	5 Report contents and structure
	6 Concepts
	6.1 General
	6.2 IT concepts
	6.2.1 Intelligent agent
	6.2.2 Autonomous agent
	6.2.3 Machine learning
	6.2.4 Autonomous robot
	6.2.5 ISO robot
	6.3 Ergonomics concepts
	6.3.1 Ergonomics concern for RIA systems
	6.3.2 Design approaches for RIA systems
	6.3.3 Perceived autonomy
	6.3.4 Control loop
	7 Categories of human-RIA system issues
	7.1 General
	7.2 RIA system — effects on a human
	7.3 Human-RIA system interaction
	7.4 Multiple RIA systems interacting — effects on humans
	7.5 RIA system — organizational
	7.6 Social/cultural/ethical
	7.7 Emergent societal
	8 Ergonomics and RIA systems
	8.1 General
	8.2 Benefits of ergonomics applied to RIA systems
	8.3 Hazards if ergonomics is not applied to RIA systems
	9 Areas of RIA systems addressed by ergonomics standards
	9.1 General
	9.2 Principles of ergonomics
	9.3 Human-centred design process
	9.4 Interaction and interface
	9.5 Accessibility
	9.6 Workspace and workload
	9.7 Context and environment
	10 Changes in ergonomics standards required to better address RIA system technology
	10.1 General
	10.2 Type of guidance needed and for which readerships
	10.3 Transparent interaction and transparent users
	10.4 Safety aspects of RIA systems
	Annex A (informative)  Human-RIA system issues
	Annex B (informative)  Examples/case studies of ergonomics issues for RIA systems
	Annex C (informative)  Development of ergonomics
	Annex D (informative)  Changes required to ergonomics standards
	Annex E (informative)  Approach followed to develop this report
	Bibliography

