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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

0.1 Opening comments

With the increasing correlation between financial products, a lot of reference data (trading product,
trading institution, trader information) are shared and reused in financial services. There is an urgent
and significant worldwide demand for guidance and standardization of reference data distribution in
financial services. Moreover, many industries expect efficient data distribution to ensure consistency,
integrity, relevance and accuracy.

This docufment covers distribution modes (distributed and centralized), task scheduling, priv

't[:tors,

protection| security and other issues. Data consistency and security are fundamental conee

for distri
distributio
time syn

c
informati(ﬂln in time and prevent system operation problems caused by information asymmetry.
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data distribution scenarios, such as distributed ledger technology. These benefits would be reali

between c

0.2 How t¢ approach this document

This docu
interfaces
some aspe
there is ro
considerat

Broadly sp

terms

receivers, the ordered execution of the distribution tasks and independ
n tasks of different receiver systems. Efficient distribution can achieve the goal of r
ronization of reference data, ensure that all organizations receive the most accurate d

hent's potential applications are independent of specific business scenarios and irrelevan
ind data format specifications.

hent is intended to provide:

hce information for distributors;
Foducts and services for developers;
Ls for receivers using reference data.

e of this document is to simplify the data processing procedure, as well as improve the
n reliability and data sharing capabilities. Spécifically, it will include two distribution mo

distribution mode and distributed distribution mode. The former is traditional and
erging. Therefore, this document will be‘conducive to promoting new solutions for refere

brtain service participants and within them.

ment aims to provide(ajcomprehensive insight into the development of reference d
(RDIs) to realize efficient reference data distribution in financial services. In this se
Cts of the documentare more mature than others. For example, the text is prescriptive wh
pbm to be so; where areas are less mature, commentary on good practice is provided and
ions set out.

eaking, the'document adopts the following logic:

and definitions: all terms in the document;
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related technology: considerations and commentaries on different technologies;

logical model: analysis of the logical structure of business data;

model;

Vi

interactions: considerations of the interactions between publishers and subscribers;

QoS control: control of the network resource application in the transmission of reference data.

business model: the transmission process of public reference data and financial data standards;

physical model: overview and commentaries on the broker-based model and the non-broker-based
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Reference data distribution in financial services

1 Scope

This document discusses the modes, related mainstream technologies, logical models, physical
implementation models, data management (data storage and data security) and service quality control
usegrimrtheTeference datadistributiom i fimarnciat services:

This document applies to the reference data distribution and transmission processes”in financial
seryices.
2 |Normative references

Thdre are no normative references in this document.

3 |Terms and definitions
For|the purposes of this document, the following terms and definitions apply.
[SO|and IEC maintain terminology databases for use in standardization at the following addiesses:

— | ISO Online browsing platform: available at https:/#vww.iso.org/obp

— | IEC Electropedia: available at https://www.electropedia.org/

3.1
reference data
shafreable and reusable basic information in financial service scenarios

Note 1 to entry: A large amount of shareable and reusable basic information exists in financial servide scenarios,
such as legal entity identification«€odes (LEI), bank identification codes (BIC), bond issuers, buyers apd sellers.

3.2
distributed ledger
datp store through a network of distributed nodes

Notk 1 to entry: Distributed ledger is a way of recording data that does not need to be stored or confifmed by any
cenfralized entity:

Note 2 to entry: Distributed ledger is the most critical blockchain technology used in the capitalfmarket, an
ass¢t datapase that can be shared among multiple sites, different geographic locations or networks domposed of
mulItiple institutions.

3.3
financial technology
technology innovation of traditional financial products and services

Note 1 to entry: Financial technology uses various technological means to innovate the products and services
provided in the traditional financial industry to improve efficiency and reduce operating costs.

3.4
full-duplex communication protocol
network protocol based on TCP

Note 1 to entry: Full-duplex communication protocol realizes full-duplex communication between the client and
the server, which allows the server to send information to the client actively.

©1S0 2023 - All rights reserved 1
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3.5
remote method invocation
Java interface class library

Note 1 to entry: Remote method invocation enables objects on the client-side virtual machine to call objects on
the server-side Java virtual machine as if they were local objects.

3.6

FIX® protocoll

Financial Information eXchange protocol
open electronic communications protocol designed to standardise and streamline electronic
communicptions in the financial services industry, supporting multiple formats and typeq of
communicptions between financial entities, including trade allocations, order submissions,) orlder
changes, executions reporting and advertisements

3.7
IMIX protpcol

Inter-bankl Market Information eXchange Protocol

financial industry standard based on the FIX protocol and widely used in the intér-bank market

3.8
RDI
reference dlata interface

set of well{defined methods, functions, protocols, routines or commadands used for reference data

4 Pringiples

4.1 Gengral

This clause covers the design principles that are considered up front when developing an RDJ in
financial services.

4.2 Compatibility

The RDI refers to some industry standards and is based on open architecture.

4.3 Data accuracy

Data accutjacy is considerédjyup front when developing the RDI to ensure that the data source car] be
monitored) the data cap-be/transmitted in real time in batches and the data loss can be recovered.

4.4 High availability

High availability is considered to ensure no error accumulation and low data distribution latency to
enable real-time communication.

4.5 Extensibility

Where possible, the RDI ecosystem is designed to be as extensible as possible to adapt to future use
cases or scenarios. For example, software keeps an upgrade interface and upgrade space. In addition,
the software entities (e.g. modules, classes, functions) are open for extension but closed for modification
based on the open-closed principle.

1) FIX®is the trademark of FIX Protocol Limited. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO of the product named. Equivalent products may be used
if they can be shown to lead to the same results.

2 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=d9d1e13b4d02850b3aa557034bca28a7

ISO/TR 7340:2023(E)

4.6 Security

The RDI ensures the security of user information and the information involved in the operation process.
Furthermore, it repairs and handles various security vulnerabilities in a timely manner.

4.7 Maintainability

Maintainability includes code comprehensibility, testability, modifiability and system portability.

5

5.1
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Related techn nlngy

Fintech

hncial technology (fintech) is a business model formed by the integration of finance and t

echnology,

cifically including digital payment, online lending, digital currency, eqtity crowdfunding and

lligent investment advisory. It mainly utilizes innovative technologies such.as the internsg

clofid computing, blockchain and artificial intelligence to significantly affect the financia

fing
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5.3
Aja

ncial institutions and the way financial services are provided.

WebSocket

t, big data,
I markets,

WebSocket protocol is a full-duplex communication protocol based on TCP. It implements full-

lex communication between the client and the server, allowing the server to send inform4
nt actively.

5t web applications implement long pollingsthrough frequent asynchronous Javaj
. (AJAX) requests, which is inefficient and_wasteful of resources (because it require
nections, or the HTTP connection is always open). WebSocket abandons the traditi

t browser first initiates an HTTP request to the server to establish a WebSocket conne

est is different from the usual HTTP request as it contains some extra header inform
ce of additional header information'called “Upgrade: WebSocket” indicates that this is an
a protocol upgrade. The seryer,side parses this additional header information and then
bsponse message back to_the"client side. Finally, the connection is established and bd
hsfer information freelythrough the channel until either the client or the server side acti
connection.

recelEest/response mechanism and realizes a more flexible and accessible bilateral communi

AJAX
kK (Asynchrenous JavaScript and XML) is an integration of several technologies, including:

dynamic'display and interaction by DOM;

ition to the

bcript and
s constant
nal HTTP
tation. The
ction. This
ation. One
ipplication
generates
th parties
vely closes

data exchange and processing by XML and XSLT;

asynchronous data reading by XML HTTP request;

finally binding and processing data with JavaScript.

The principal of Ajax is an intermediate layer between the client and the server. Not all user requests
are submitted to the server; the Ajax engine submits the request only when it is determined that new
data needs to be read from the server. Through appropriate Ajax applications, some of the previous
work of the server is transferred to the client. As a result, it can facilitate the processing on the client
side and reduce the burden on the server and bandwidth.
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5.4 RMI

RMI (Remote Method Invocation) is a core Java API class library that allows programs running on a
Java virtual machine to access the objects running on different virtual machines (even if the different
virtual machines are running on different physical hosts). RMI passes parameters to remote methods
and returns results from remote methods calls.

5.5 Blockchain

Blockchain refers to a database distributed across locations (a distributed database) that acts as
a digital lgdgertorecordandmatagetransactions—Coptesof thetedgerare hetdby muitipteparties
themselve$, data are added through negotiation by all parties and there is no need to have a third-pgrty
agent for managing the ledger.

The blockdhain has the following characteristics:

Immuf
disapq

able records: theoretically, the data added to the ledger is immutable.and secure, and it
ears with the disappearance of the ledger; its content is jointly determinédby all participapts.

for

hcy,
fiat

No int
nodes
such 4
currer

brmediaries: nodes can interact directly without intermediaries, whick/includes the ability
to initiate data or digital asset transmission directly (perhaps aproprietary cryptocurre
s Bitcoin, or a digital representation of real-world assets, such as land ownership or

cy).

tralized controller: additions to ledger content or a change to the management structure
t to negotiation by multiple participants.

No cerf
subjec

are

New o
forms

pportunities to manage and share data: all parti¢ipants can store and access data in various

Therefore,

While this
opportunif

carried out and Technical Committee ISO/TC 307, Blockchain and distributed ledger technologies,

been estab

5.6 P2P

Communid
obtains th|
protocol.
‘choke’, ‘un
message i
‘un-choke’
other five

blockchain can improve efficiency, trust and data identification for ledger holders.

technology is still in its developmentsétage, it is clear that the blockchain has a lot of poten
ies in many areas. In addition, standardization work related to blockchain is gradually bg

lished.

ation between nodes in the P2P network is the process of data distribution. The trag
e peer list and~the node establishes connections with peers in the list based on the
[he transmiSsien between peers is realized by several messages, including ‘keepal

emptysand used to guarantee the corresponding peer is online. The messages of ‘cha
‘interested’, ‘not interested’ are responsible for notifying status information if updated.
messages are data messages accountable for transmission between nodes.

tial
ing
has

ker
[CP
ve,

-choke’, ‘interested’, ‘not interested’, ‘bitfield’, ‘request’, ‘piece’, ‘cancel’, ‘have’. The ‘keepaljive’

ke’,
he

6 Business model

Reference data vendors distribute financial-related reference data products to financial market
participants. These products vary in terminology, format, number of data elements and scope of
coverage. Some proprietary and disparate reference data are supplied by the government, industry
groups and private firms. Although these data are free to use, their proprietary nature runs counter to
the publicly oriented consensus approach.

Financial market participants and vendors have led efforts to develop standards for financial
identifiers and the underlying reference data describing financial instruments. With the development of
technology, financial instruments are becoming more diverse and complex and continuously evolving.
Every financial instrument represents a contract that governs the relationship between two or more
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parties. Financial instrument reference data describe the terms and conditions of these contracts.
The data vary in quality. Improving the quality poses unique challenges. Therefore, financial market
participants and suppliers are committed to standardizing the reference data.

Figure 1 illustrates the transmission process of public reference data and financial data standards.

7.1

Puk
the

Data providers Data Standards
Bloomberg Access publicly available FIBO
_ DbTCC reference data and FIX
His Markit dard FpML
SmartStream SET0ET( 1SO 20022
Thomson Reuters
Create a common
language with:
Public sector collaboration « Data dictionary # Private sector-collaboratio
Government regulators Data standards Financial markets
Data vendors
Establish Standards organizations

conformance criteria

Data consumeérs

Figure 1 — Transfer process of public réference data and financial data standa

Logical model

Logical model

lishers of reference data (publish events, and subscribers subscribe to and receive event
r interests. The main fedature of publish/subscribe is the way notifications flow from

rds

s based on
senders to

recgivers. The receiver does not directly target a specific publisher but is indirectly addressed according
to the content of the notification. Subscribers express their interested topics by notifying subscriptions
on |specific notifieations, then asynchronously receiving messages that match their subscriptions,
where the messages could be from any publishers who publish messages of corresponding tdpics.

Figlire 2 illdstrates the publishing and subscribing to the reference data process.
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Message
A

Message /\ Message
PublisHer )
/ Topic

Message
A

Figure 2 — Process of publishing and subscribing to the reference data

7.2 Distribution process

The referepce data distribution process is divided inte‘@publishing process and a subscription procgss.
The publishing process includes five stages:

— initialjzing the participant objects;
— registering the published data types;

— creating the customized topic datasinformation, the corresponding topic publishers and the reldted
data writers;

— waiting for the corresponding topic subscribers;
— publishing related data:
The subscription progess includes:

— initialjzing the participant objects;

— registering the published data types;

— creating the corresponding topics, the corresponding topic subscribers and the related data readers
and listeners;

— implementing data reader monitoring.

7.3 Domains and topics

According to the relevant attributes of the data, the topic is divided into real-time type, policy-based
type and best-effort type. Different types of data enter different data queues. When there is data to be
distributed, the real-time type data are distributed first, followed by the policy-based type data and
lastly the best-effort type data. This will enhance the quality of data distribution.

6 © IS0 2023 - All rights reserved
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Publisher module

The publisher module mainly comprises the following classifiers:

Publisher;
DataWriter;
PublisherListener;

DataWriterListener.

Th
of 4
to 9

Publisher acts on behalf of one or several DataWriter objects that belong to it. When it
change to the data associated with one of its DataWriter objects, it will decide the approj
end the updated message.

5 informed
briate time

WHhen making this decision, it will consider any extra information that goes”with thel data (e.g.
timestamp, writer) as well as the QoS of the Publisher and the DataWriter.

All [operations, except for the base-class operations set_qos, get_qos, set\listener, get_listener, enable,
get| statuscondition, create_datawriter and delete_datawriter, possibly-return the value NOT [ENABLED.
7.5 Subscription module

The subscription module comprises the following componen®s:

— | Subscriber;

— | DataReader;

— | DataSample;

— | Samplelnfo;

— | SubscriberListener;

— | DataReaderListener;

— [ ReadCondition;

— | QueryCondition.

There are various $ubscription models based on how subscribers express their interest i a certain
notjfication and-how the matching is done by the notification system, so that the subsctibers only
receive information that they are interested in. Three publish/subscribe subscription rodels are

pre

sented: fopic (subject)-based, content-based and type-based.

8

Physical model

8.1 Broker-based

Building an application-level network of brokers is the most common approach for designing a
distributed notification service. Each broker communicates with its neighbour using TCP/IP, HTTP or
[I0P/DCOM for subscription and publication. The main drawback of this approach is that the application-
level topology possibly does not match the underlying physical network and the link between the two
brokers is mapped to a “long” network path.
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8.2 Non

-broker

8.2.1 Multicast

The topic-based system mainly uses network-level multicast technology as each topic corresponds
precisely to one multicast group. The most significant advantage of a network-level multicast lies in
low latencies and high throughput. One of the drawbacks of this approach is that it cannot be easily
deployed in wide area network (WAN).

8.2.2 P2

P

Exploiting
routing ne
[P unicast
through th
as the logi
routing alg

The most
for transa
implement

8.3 Inte

8.3.1 Geg

Interactivd
to the sery
by the repl

8.3.2 Py

In the pub
header pat
serial nu
informati

8.3.3 Subscriber view

In the subs
header pat
number, ay

a peer-to-peer overlay network infrastructure for application-level multicasting, an@ve
twork is a logical application-level network built on top of a general network layerilike
The nodes that are part of the overlay network can route messages between-edch ot
e overlay network. There is an overhead associated with using a logical netwerk for rout
Fal topology does not necessarily mirror the physical topology. However, more sophisticg
orithms can be used and deployed, since routing is implemented at the application level.

recent development in P2P technology is the blockchain. In the (blockchain, the ledg
Ctions are maintained over public P2P networks, which is more_reliable than other
ations.

ractions

neral

data are divided into the request data and the response data. The client initiates a requ
er by the request data using the request subject. The server returns a response to the cl
y data using the reply subject.

blisher view

isher’s view, the response data‘of the server consists of a header part and a data part.

t includes a globally unique identifier (GUID) of the client that initiated the request and
ber of the request corresponding to the response. The content of the data part is the ret
n of the function.

criber’s view)the request data of the client also includes a header part and a data part.
t includes &’GUID, a bound server name, a called service name and function, a request se
1d so on»The content of the data part is the parameter required for the function call.

8.3.4 Snllart contract

lay

an
her
ng,
ted
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P2P

lest
ent

Che
the
urn

Che
rial

The smart contract technology is deterministic, consistent, verifiable and decentralized. The same
input on different computers or on the same computer at different times will produce the same
output through smart contracts. Through digital signature technology, the contract is traceable and
unchangeable. All nodes in the contract can get the status and operation records, and the execution
process is verifiable. The decentralization of blockchain makes it impossible for any node in the contract

to unilater

835 Ac

ally modify the content, which greatly reduces the risk of human intervention.

curacy

The computer network architecture is divided into the following seven layers:

Physical layer: converts data into electronic signals that can be transmitted over physical media.

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=d9d1e13b4d02850b3aa557034bca28a7

ISO/TR 7340:2023(E)

Data link layer: determines how to access network media. Data are framed, flow control

is handled

at this layer, and this layer also specifies the topology and provides hardware addressing.

Network layer: arranges data routing in large networks.
Transport layer: provides reliable end-to-end connections.
Session layer: allows clients to use easy-to-remember names to establish connections.

Presentation layer: negotiates the data exchange format.

Th

App]ir‘ah'nn ]aynr- aninterface hetween the client's ﬂpp]ir‘:\ﬁnn and the network

lead to inaccurate reference data being received by the final subscriber. For example, the

layzs
sen|
puk
acc
ita
The

br cannot guarantee hardware service efficiency or network service quality, When the
ds a large file to the subscriber which has to be separated into several, Sub-transmi
lisher is faced with the issue of how to ensure that the subscriber finally‘receives cor
lrate data, and the data are not lost or tampered with during the transmission. To solve th
dds a check code to the transmitted data, which is used to ensure the accuracy of data
method of generating the check code is only known by the data Sender and the data reg

example, the method can be an md5 code generated by adding a‘constant string to the ti

dat
On(
cod
twd

9

9.1

Th
dev
sta

h. The data sender generates the md5 code and sends it to the receiver together with thg
e the raw data are received by the receiver, they can usethe same algorithm to gener3

e and compare it with the received one. The received data are complete and accurate onl
md5 codes are consistent.

Data payload syntax

General

data format and syntax structure-are compatible with International Standards,
eloping the RDI, the current mainstream data structures are used, including ISO 20022 (i
hdard for transmitting financial'information) and FIX (an open financial information trs

proocol provided by FIX Association).

As
und

9.2

The
an
rep

the data structures in the RDI follow ISO 20022 and FIX, the generated reference data
er the ISO 20022 schema and the FIX schema, respectively.

Syntax and-structures

physical level delivers the physical implementation of MessageDefinitions and con
hppropriate syntax, such as ISO 20022 XML. Specific design rules are used to build t}
resentation of the MessageDefinitions from the deliverables of the logical level.

Th

data transmission goes through these seven layers of interaction. The data error at.each layer will

ipplication

publisher
ssions, the
nplete and
s problem,
reception.
ceiver. For
ansmitted
e raw data.
te an md5
y when the

and when
Hata object
Insmission

are coded

straints in
le physical

kéy deliverable of the physical level is:

9.3

a set of [ISO 20022 syntax message schemes;

the message orchestration.

Data types

The objective of a DataType is to unambiguously specify the value space of a BusinessAttribute, a
MessageBuildingBlock or a MessageAttribute. XSD's built-in DataTypes can be used directly as types
of BusinessAttribute, MessageBuildingBlock and MessageAttributes where, in contrast to the user-
defined DataTypes, they cannot be further constrained.
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Each datatype imported from the XSD built-in library represents a set of values (i.e. its value space). The
DataType metaclass represents the collection of all value sets without identity. Therefore, DataTypes
imported from XSD built-in DataTypes library are the instances of the DataType metaclass, which do

not provid

e values for the metaproperties.

10 Authority

10.1 Access control

This subcls

for examp

publish/subscribe system when messages are sent from publishers to subscribers through(Cmult
bveral changes to the original access control policy of the messaging system are propos

brokers. S
such as acq

10.2 Priv

The flexib
security aj
and integi
subscriben
layered co
mechanisn
distributio
content pi
since the 1
new soluti
and integr

First, a sed
implement
subscribe

their inter]

user privacy protection, such encryption operation raises additional challenges to the distribuf

mechanisn
would be 4

11 Secui

11.1 Dat{

Encryptiom refers to converting plain text into secure code that can only be deciphered wit]

decryptior

Ot a v = v
e how it is ensured that consumers do not receive irrelevant messages in a content-bal

ess control version identifiers.

acy protection

lity of the publish/subscribe system comes with increasing challenges and costs in d
d privacy. In addition to the traditional data security concerns,'such as the confidentia
ity of messages, the authentication of the source, access e¢ontrol and authorizatior
s, publish/subscribe also poses new challenges to message‘distribution schemes. In cla
[mmunication systems, data in the application layer canybeé protected by various secu
hs such as encryption and message authentication without affecting the underlying d
n mechanisms implemented in the network layer. In the-case of the publish/subscribe syst]
otection with similar security mechanisms would, conflict with its distribution funct
htter relies on the content it transmits. Therefore, in terms of privacy protection, it exps
pns to allow intermediate nodes to perform fouting operations with those data encrypf
ty mechanisms.

ure distribution mechanism is established, which uses encrypted content as a search ke
look-up in the distribution table. .Furthermore, a big concern in the content-based publi
bystem is how to ensure the confidentiality of the subscriber’s messages when they regi
ests to the server. While encrypting these messages appears to be a suitable solution

h. Hence, in addition to the-search key for the look-up mechanism, the forwarding table if]
ased on encrypted data‘as well.

ity

A Ssecurity;

Key: This ensures that the run-time data across the network and the web, as well as

ata
lity

of
5Sic
rity
ata
em,
jon,
bcts
ion

y to
sh/
bter
for
ion
self

h a
the

static datamthecloud ordatacentre, tanmot beseenr by anyome without the key {evernrif it isstot

adding a solid layer of security.

n),

The use of data encryption in financial services firms has several regulatory guidelines, including
the Federal Financial Institutions Examination Council (FFIEC) and the new General Data Protection
Regulation (GDPR). This subclause discusses the application of data encryption during the data
distribution process.

11.2 Transport security
The document follows the guidelines for Secure Use of Transport Layer Security in BCP195,[4] such as:

— TLS version 1.2[5] or later;

10 © IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=d9d1e13b4d02850b3aa557034bca28a7

ISO/TR 7340:2023(E)

a TLS server certificate check as per RFC6125.[6]

The implementation of these standards will ensure:

the confidentiality of the data sent over the connection, as the connection is encrypted;

— the integrity of the data sent over the connection, as it is not possible for an attacker to inject or

tamper with the data.

In addition, when a trusted certificate authority issues the server certificate used in the TLS handshake,

the

Mo
TLS
TLS
pra

11

As

req
ser
use

Usi
wh

12

12
Qof

in H

client has a strong assurance of the identity of the server it is interacting with.

Fe specifically, when the server wishes to authenticate the client at the transport layerg
authentication is implemented, the client will present its certificate to the server,as
handshake and give the server a strong assurance as to the identity of the client. This is

ctice for many existing financial API implementations, and it is implemented fox developi

3 Application security

detailed in RFC6749,lZ] in the traditional client-server authentication model the clien|
uests an access-restricted resource (protected resource) on thesérver by authenticatin
er using credentials issued by the server. This could be the useritame and password of an
r or an API key granted to a company.

hg such credentials directly via an API creates several problems and limitations, especia
bre a user wants to allow third-party client software taraccess their resources:

third-party applications will store the user's creédentials for future use, typically a p4
plain-text;

servers support password authentication)despite the password itself having security fl4

third-party applications gain overly,broad access to the user's protected resources, led
without any ability to restrict duration or access to a limited subset of resources;

users cannot revoke access to-an individual third party without revoking access to all thi

compromises of any third-party application will result in compromises of the end-user's
and all of the data protected by that password.

QoS control

1 General

is atset of technologies that cost-effectively manage network traffic to enhance user e
ome.and enterprise environments. Real-time applications focus on the predictable trans

nd mutual
part of the
a common
hg the RDI.

k software
g with the
individual

ly in cases

issword in

\WS;

ving users

rd parties;

password

Kperiences
fer of data

wit

minimal cost Mndifying the QoS of an entity can QpP{‘ifV the hehaviour of the entity

The developers can only focus on setting QoS.

t runtime.

A large number of real-time applications put their communication patterns model into a purely data-
centric exchange model, in which one application is responsible for publishing data and the other for
accessing the data they are interested in. The main concern of these real-time applications is how to
achieve predictability of the data distribution with the minimum cost. The demand is transformed
into QoS requirements, which will affect the predictability, overhead and resource usage of real-time
applications.

This document describes several QoS policies. These QoS policies describe constraints on service
behaviour. The appropriate policies can satisfy the flexible exchange of large amounts of complex data,
enabling corresponding middleware operations, such as time management and data consistency.
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