Technical
Report

ISO/TR 6277

Blockchain and distributed ledger
technologies — Data flow models
for blockchain and DLT use cases

Technologies

distribué - M
les cas d'utili

des chaines de blocs et technologies de registre
pdeles de flux de données pour les chaines de blocs et
sation de DLT

First-edition
2024-02

Reference number

ISO/TR 6277

:2024(en)

© ISO 2024



https://standardsiso.com/api/?name=4221cafdf9d12c78143cb36441f96d01

ISO/TR 6277:2024(en)

COFYRIGHT FPRUTECUTED DUCUMENT

© 1S0 2024

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© IS0 2024 - All rights reserved

ii


https://www.iso.org
https://standardsiso.com/api/?name=4221cafdf9d12c78143cb36441f96d01

Contents

ISO/TR 6277:2024(en)

Page
FOT@WOIM. ... v
IIIETOMUICEION ... vi
1 SCOPI ...tk 1
2 NOTINATIVE FEEFEI@IICES .........oooo e 1
3 Terms and definitions...
4 ADDTE@VIAEEA TEITIIS ...
5 Oyerview-efdataflewforBbiF—rrrreor—————— 70707
5.1 0] =) =Y OSSR 4
5.2 Categories of data flows
ST TN D Ur= W oF: U /=Y {0 ) g (=X
5.3.1 Data categories from data storage perspective
5.3.2 Data categories from data sources perspective
5.3.3 Identifier data CateGOTies ...
5.3.4  Other data CateGOTIES ... e g
5.4 Roles from the perspective of data flow ... s
5.4.1 DLT stakeholder roles and stakeholder data...........cc.8 2.
5.4.2 Roles/sub-roles and their activities related to data flew
5.5 Considerations related to data flow
5.5.1 Data Security.......
5.5.2  Privacy protection................ .
5.5.3  GOVEINANCE Of AATA ..ot e
5.54  INEErOPErability ..o
6 INEra-SyStem data flOW ... e
6.1 OVEIVIBW ...ooooiiiiecseeseess et e
6.2 Data flow during DLT transaction procedure..
6.2.1 Preliminary stage............se{
6.2.2  Full life cycle data flow id-one transaction......
6.2.3 Overview of data process within DLT system
7 Inter-system data fLOW ... .. i e
7.] Data flows between DET\system and DLT system ...
711 Outline.... i,
7.1.2  TransactionSUDMISSION ...
7.1.3  Transactioen execution with eventual consistency
714 ReSUIELEEADACK ...
7.1.5 Oveyview of data process between DLT system and DLT system .........cccfoee 14
7.2 Data fléws between DLT system and non-DLT system
7.3 DAt@EIOW OF DID ..ot
8 Data flew analysis in DLT use cases
8.1 OVEIVIBW ...oooooeieee e
8.2 Template development .
8.2.1 DLT Data flow categories between components and interfaces.............
8.2.2  DLT USE CASE CALEZOTIES .....coooioieiie et
8.2.3 Data flow description in DLT use cases
8.3 Use case: Insurance service for fish farming..........
8.3.1  ADSEIracCt. .o
8.3.2 Use case categories..........c..
8.3.3 Use case summary ...
8.3.4 Data flow considerations......
8.3.5  VASUAIIZATIONS ..o s
8.4 Use case: International trade platformmi. ...
8.4.1 Abstract
8.4.2  USE CASE CALOZOTIES . ..oooiooiieiei it

© IS0 2024 - All rights reserved

iii


https://standardsiso.com/api/?name=4221cafdf9d12c78143cb36441f96d01

8.4.3
8.4.4
8.4.5

8.5 Use case: Peer-to-peer metaverse traveller network

ISO/TR 6277:2024(en)

USE CASE SUIMIMIATY .o 31
DEENR= 18 (e )WV Ao0) 0 13 (s 1<) o= Ut () s 13000 31
Visualizations

851 ADSTIACT e

8.5.2 Use case categories

8.5.3 Use case SUMMATY ...

8.5.4  Data floW CONSIAETALIONS ....ooooooeeeeereee e 39

8.5.5  VASUAIIZATIONS ... 40
Annex A (informative) Use case for data flow analysis — Example ..., 46

Bibliography

© IS0 2024 - All rights reserved

iv


https://standardsiso.com/api/?name=4221cafdf9d12c78143cb36441f96d01

ISO/TR 6277:2024(en)

Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
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Introduction

This document consolidates a set of system-level models from [SO 23257:2022 and ISO/TR 3242:2022 to
give a data-flow-centric description framework for blockchain and distributed ledger technology (DLT) use
cases. The framework enables a data flow analysis approach for blockchain and DLT use cases which has
been defined in ISO 23257:2022, successfully applied across all use cases in ISO/TR 3242:2022 and extended
in this document to display more detailed information on data flows.

The robust descriptive capabilities provided by this framework can help to improve blockchain and DLT
application design and enhance interoperability. It can be beneficial for:

— clear

understanding of data types and data flows in distributed ledger systems that allows fi

r better-

desig
— bettg

— asou
orchd

Understa
confident
scheme 4
frequentl
use cases
framewo
between

analysis in balancing business value maximization and risk centrols.

This docu

e 5 presents an overview of DLT data flowsdncluding data flow categories, data categor

— C(Clauq

ned, fit-for-purpose systems;
r governance and risk management;

nd basis for interoperability modelling for the use cases that require data exchange in
strated systems environment.

hding data flows can be a necessary foundation for DLT users to enSure data privacy
iality in DLT use cases, or a decision-making basis when impleméenting technology se
ssessment. From this perspective, data flow analysis is especiallyy essential to scenar
y involve data flows among stakeholders or devices. To illustratée.the features of data floj
with above characteristics, this document provides three uses cases which apply the d¢
'k to unfold data flows among devices, data flows along with business process, as well as d
physical and virtual spaces. These use cases can also provide an insight into the role of

ment is organized as follows:

les and considerations related to data flow,

e 6 and Clause 7 provide analysis -of typical intra-system and inter-system data flow,

syste

— Claug

flows.

ms.

e 8 provides three DLT use casées based on a descriptive and visualization template focusiy

hybrid or

and data
ection or
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s in DLT
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Blockchain and distributed ledger technologies — Data flow
models for blockchain and DLT use cases

1 Scope

This document uses a set of models that describe the flows of different types of data between dijstributed
ledger te¢hnologies (DLT) and related systems, as well as between different DLT nodes.

It provides a descriptive analysis of data flows in the development of use cases, as wellcas’the|basis for
understahding the characteristics of DLT data flows, to support DLT application design and systenj analysis.

The modg¢ls referenced are in accordance with [SO 23257:2022 and the use case analysis approach|provided
in ISO/TH 3242:2022.

2 Normative references

The folloyving documents are referred to in the text in such a way thatsorre or all of their content cgnstitutes
requiremgents of this document. For dated references, only the edition cited applies. For undated r¢ferences,
the latest|edition of the referenced document (including any amendments) applies.

ISO 22739, Blockchain and distributed ledger technologies — Vocabulary

[SO 23257, Blockchain and distributed ledger technologies =< Reference architecture

3 Terms and definitions

For the piirposes of this document, the termsand definitions given in ISO 22739, ISO 23257 and thelfollowing
apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses

— ISO (nline browsing platform:available at https://www.iso.org/obp

— IEC Hlectropedia: available at https://www.electropedia.org/

3.1
cloud computing
paradign] for enabling network access to a scalable and elastic pool of shareable physical or virtual resources
with self-serviceprovisioning and administration on-demand

Note 1 to|entry: Examples of resources include servers, operating systems, networks, software, applicqtions, and
Storage e nipmnn‘l—

Note 2 to entry: Self-service provisioning refers to the provisioning of resources provided to cloud services performed
by cloud service customers through automated means.

[SOURCE: ISO/IEC 22123-1:2023, 3.1.1]

3.2
data category
class of data items that are closely related from a formal or semantic point of view

[SOURCE: ISO 30042:2019, 3.8, modified — Example and Notes to entry deleted.]

© IS0 2024 - All rights reserved
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3.3

data flow

sequence in which data transfer, use, and transformation are performed during the execution of a computer
program

[SOURCE: ISO 23257:2022, 3.5]

3.4

decentralized identifier

DID

identifier that is issued and managed in a decentralized system and designed to be unique within a context

ities.

data credted as a result of processing that involves steps other than or in addition(te“direct retifieval and
validation of information from data functions

[SOURCE]ISO/IEC 20926:2009, 3.17]

3.6
DLT account
distribuT(:d ledger technology account

representation of an entity participating in a transaction in a DLT'system

[SOURCE]ISO 22739:2024, 3.26]

3.7
edge
boundary between pertinent digital and physical entities delineated by networked sensors and actuators

Note 1 to|entry: Pertinent digital entities means that the digital entities which need to be considered can vary
depending on the system under consideration and the context in which those entities are used.

[SOURCE]ISO/IEC TR 23188:2020. 3.1.2]

3.8
end user|identifiable information
EUII
derived data associated with@ user that is captured or generated from the use of the service by that user

Note 1 to ¢ntry: Data that'islinked to the user but is not DLT user data.
Note 2 to ¢ntry: Endruser identifiable information includes connectivity data, usage data.

[SOURCE] ISO/TEC 19944-1:2020, 3.1.2, modified — Notes 1 and 2 to entry added.]

39
role
set of activities that serves a common purpose

[SOURCE: ISO/IEC 22123-1:2023, 3.1.10]

3.10

peer-to-peer

P2P

relating to, using, or being a network of equal peers that share information and resources with each other
directly without relying on a central entity

[SOURCE: ISO 22739:2024, 3.70]

© IS0 2024 - All rights reserved
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3.11

smart contract

computer program stored in a distributed ledger technology system wherein the outcome of any execution
of the program is recorded on the distributed ledger

Note 1 to entry: A smart contract can represent terms in a contract in law and create a legally enforceable obligation
under the legislation of an applicable jurisdiction.

[SOURCE: ISO 22739:2024, 3.88]

3.12
sub-role
subset of the activities of a given role

[SOURCE]ISO/IEC 22123-1:2023, 3.3.11]

3.13
transactjon record
record ddcumenting a transaction of any type

Note 1 to ¢ntry: Transaction records can be included in, or referred to, in a ledger record:

Note 2 to ¢ntry: Transaction records can include the result of a transaction.

[SOURCE]1SO 22739:2024, 3.95]

4 Abbreviated terms

API Application programming interface
DID Decentralized identifier

DLT Distributed ledger technology

ICT [nformation and communications technology
[oT [nternet of things

n.e.c. Not elsewhere classified

PIA Privacy impact assesSment

PII Personal identifiable information

PoC Proof of concept

SDG Sustainable development goal

SME Small and medium-sized enterprise

VC Verifiable credential

5 Overview of data flow for DLT

5.1 General

The impetus for introducing DLT-specific data flow models is to support technical and business process
analysis. The models mentioned in this document are in accordance with ISO 23257:2022 and applied across
all use cases in ISO/TR 3242:2022 combined with the behavioural UML models. The focus on the approach in
this document is exploring diverse ways of applying it to data flow analysis on DLT use cases. The approach

© IS0 2024 - All rights reserved
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taken in this document derives from architectural approaches in cloud computing and service-oriented
design. If a service model is a collection of components that represents a business service, a data flow model
that is described across component-based view of a system can help bring clarity to both technical and
business objectives in system design.

It can be seen in [SO/TR 3242:2022 and elsewhere that applications and systems deploy blockchain and DLT
to provide robust and purposeful system transparency in highly distributed, multi-party systems, on cloud-
based execution environments. The data flow models reviewed here can be used in tandem with service-
modelling approaches to gain greater insight into system functionality and business process performance.

5.2 Categories of data flows

[SO 23257:2022 and [SO/ TR 3242:2022 identity five fundamental data flows relative to DLT systems:
— Datafflow N: data flowing within and between the nodes of the DLT system.

— Datafflow A: data flowing between separate DLT systems when they interoperate.

— Datafflow B: data flowing between a DLT system and non-DLT systems connected-to it.
— Datafflow C: data flowing between administration applications and a DLT system.

— Datafflow D: data flowing between user applications and a DLT system:

NOTE IS0 23257:2022 defines Data flow Z as data flowing among the nedes of the DLT system. ISO/TR B242:2022
includes dpta flow within the nodes of the DLT system and defines Data flew)Z as data flowing within and bgtween the

nodes of the DLT system. This document adopts the definition in ISO/TR\3242:2022 and uses the code N instlead of Z to
avoid conflusion.

5.3 Data categories

This docfiment identifies data categories in the DLT;eécosystems, to help understanding DLT data flows
and suppprt transparency about DLT data. A data taxonomy is also useful for the conversation apout data
between (lifferent roles/sub-roles. This document-provides the following four sets of data categorigs:

— data fategories from data storage perspective;
— data fategories from data sources;
— identjifier data categories;

— other data categories.
5.3.1 Data categories from data storage perspective

5.3.1.1 |General

In order tp balance the advantages and performance of DLT systems, off-ledger data storage has indreasingly
become acemmon auxiliary way of data storage in DLT system, especially in the DLT applications|involving
large amount of DLT user data.

The main concern for on-ledger data and off-ledger data is the difference of scope of data processing and use.
In most cases, processing and use of off-ledger data have no much difference with data in other types of IT
systems, however, it is usually impossible to delete on-ledger data, which makes it more crucial to provide
specific ways of ensuring transparency and privacy protection.

5.3.1.2 On-ledger data

On-ledger data are data stored inside a DLT system, which includes small amounts of data from DLT users.
Due to the size-limit of DLT ledger, on-ledger data can also include hashes related to off-ledger data from DLT
users.

© IS0 2024 - All rights reserved
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5.3.1.3 Off-ledger data

For large amounts of data from DLT users, or personal identifiable information (PII) which might need to
be deleted or updated by the PII principal, it is common practice to store the data on a cloud on the user’s
infrastructure or a public storage provided by a third party or network. Off-ledger data also includes data
from the DLT provider data and data derived when a DLT application is used.

[ DLT data j
L on-ledger data J L off-ledger data J

Figure 1 — Data categories from storage perspective

5.3.2 Data categories from data sources perspective

5.3.2.1 |General

[SO 23257:2022 defines six DLT roles, including DLT developers;"DLT administrators, DLT upers, DLT
providerd, DLT governors and DLT auditors. Among these DLT rolés, DLT administrators, DLT user$ and DLT
providerd are most closely related to DLT data. In order to support different stakeholders to carry|out data-
related agtivities, or to formulate data-related policies, this doetiment identifies seven data categotjies which
are assocjated to different DLT roles (see Figure 2).

DLT stakeholder roles

DLT governor ] [ DLT provider
I I

DLT administrator [ DLT user ] [ DLT auditor ] [ DLT developer ]

Smart contract data

Operations data [ Transaction record
I I

Access and [ DLT account data ] [ Derived data
authentication data
End user identifiable
information DLT data categories

Figure 2.~ DLT stakeholder roles and related DLT data categories (reproduced from
IS0 23257:2022)

5.3.2.1.1 Transaction record

Transaction record can be financial transaction data, or generalized transaction data such as genome data,
voter record, transport data, product production data. Transaction records might be on-ledger data or off-
ledger data with related hashes stored on ledger. Transaction record is generated when a DLT user uses a
DLT system to record a transaction.

© IS0 2024 - All rights reserved
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DLT account data

A smart contract or digital asset, for example, can be associated with a DLT account. Corresponding DLT
account data are data representing an entity whose data are recorded on a DLT system. DLT account data
are generated or updated when a DLT user creates a DLT account or uses the account.

5.3.2.1.3

End user identifiable information

End user identifiable information is linkage to the user but is not directly created by DLT users. End user

identifiab

5.3.2.1.4

le information includes connectivity data, usage data.

Operations data

Operationlls data are data which is used for supporting the operation of DLT system, which in¢luds
logs, confliguration data.

5.3.2.1.5

Access aff

data or smmart contract, which includes passwords, cryptographic keys, security certificates. A

authentic

5.3.2.1.6

Smart contract data includes not only executable codes of program/but also execution results. Smar

data can
runs the i

5.3.2.1.7

Derived
DLT servi

5.3.3 Identifier data categories

ISO/TR 6

— Subijs
(inte
oblig

— Objeq
entit

534 O

Access and authentication data

ation data are controlled by DLT administrator and are critical to itssadministrative actiy

Smart contract data

be generated when a DLT developer creates or maintains the smart contract, or a DLT]
mart contract.

Derived data

Jata include data describing the connections of the DLT system, data describing the us3
ces, etc. Derived data also include end wiser identifiable information.

D39 specifies the identifiers. data including:

ct identifiers: natural pensons and legal entities used by administrations of countries, fd
national) governmeft, functions and in some industries. Subjects are entities with r
htions.

t identifiers: gbject identifiers used for government purposes and in several industries. O
es withoutright and obligations.

ther data categories

bS service

d authentication data are data used within DLT system to manage agtess DLT capabiljties, DLT

rcess and
ities.

L contract
operator

ige of the

r specific
ghts and

bjects are

5.3.4.1

Qverview

There are many other types of data and data types of selected examples that are important in financial use

cases are

5.3.4.2

presented in 5.3.4.2 to 5.3.4.4.

Market price data

Market prices are available for many objects. These include, but are not limited to:

— stock prices of listed companies at exchanges;

— currency rates of Forex markets;
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— commodity prices for commodity markets;

— derivatives rates;

— interest rates (Central Banks reference rates and market rates);

— price

5.3.4.3

s of retailers and web-retailers for goods and services.

Accountancy data categories

— Stock data: Accountants use specific terminology included in the IFRS standard which uses a balance
sheet that can be presented in an annual report. These stock data include: the value of the goods, debtor

posit

on, creditors position presented on the halance sheet The stock data covers the aggregation of

data

—  Flow
loss 4
durir

5.3.4.4

— Mess
Busii]
on th

54 Ro

54.1 D

Data flow
belong to
with the ]

[SO 2325]
systems ¢
data taxo

5.4.2 Roles/sub-roles and their-activities related to data flow

5.4.2.1

A DLT us
interacts

— provi

— using

ht a certain pointin time.

data: Accountants use terminology included in the IFRS standard for flow data such as a)
ccount and b) cashflow statement. Flow data includes the flow of values, as they'\change
g a predefined time period.

Message data in networks

hges: Data in messages can be structured or unstructured. The-{industry) networks
less to Government (B2G) or for Business to Business (B2B) putposes include mostly ing
e structure of the data messages used in the network involved.

es from the perspective of data flow

LT stakeholder roles and stakeholder data

s are triggered by the data-related operations.of stakeholders, between system compoy
or are associated with them. Stakeholders-achieve their aims by means of role-based int
DLT system.

/:2022, 9.2 describes a set of roles/sub=roles which address the main activities associated
nd gives overall descriptions foragtivities of these roles/sub-roles. When discussing data
nomy, the detailed data-related activities of these roles/sub-roles are necessary informat

Data-related activities of DLT users

er often uses@ DLT system on their devices, by using a DLT application or an applicg
with a DLT.APT. Examples of its activities include:

ding data‘to DLT systems;

data obtained from DLT systems on their devices;

brofit and
bver time,

used for
tructions

lents that
eractions

with DLT
flow and
ion.

ition that

— installing applications on devices.

5.4.2.2

Data-related activities of DLT administrators

A DLT administrator performs administrative activities which might be data-oriented or produce data.
Examples of its activities include:

— developing plans to ensure blockchain data backup and recovery, as well as possible data replication and
failover;

— ensuring compliance of data storage and processing;
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— discovery, classification and protection of data;

— managing access and authentication data;

— managing application configuration data;

— managing cross-ledger data exchange;

— managing long-term preservation of data.

5.4.2.3

Data-related activities of DLT providers

As defined in ISO 23257:2022, DLT provider is the business stakeholder owning and operating one or

more DLT nodes. DLT providers can have data interaction with DLT users and are also responsil
operatior] of data.

DLT prov

— DLT qystem operators;
— DLT node operators;

— DLT gpplication operators.

5.4.2.3.1

Exampleqd of DLT system operators’ activities include:

— providing audit data activities according to audit’s requests;

— main

5.4.2.3.2

Exampleqd of DLT node operators' activities include:

— data

— mandging access control of datashared by different DLT users on the same node.

5.4.2.3.3

Exampleq of DLT applicatieh.eperators’ activities include:
— providing data, applications and data related services;

— procgssing aid wsing data including data from DLT users under an agreement.

5.5 Considerations related to data flow

ders include three sub-roles:

Data-related activities of DLT system operators

taining operation data.

Data-related activities of DLT node operators

[racking to achieve the system performance quality control;

Data-related activities of DLT application operators

5.5.1 Data security

Data security covers preservation of confidentiality, integrity and availability of data.

le for the

For DLT systems, it is necessary to ensure full-link security in end-to-end data channel, from IoT, user
devices to DLT systems.

5.5.2 Privacy protection

As specified in ISO/TR 23244:2020, there is a series of challenges for privacy protection in DLT systems,
which are generally based on characteristics that differentiate them from other ICT systems.
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ISO/TR 23244:2020 also lists a range of areas which privacy within a DLT system covers:

— privacy of blockchain users;

— personal information stored within blockchain blocks;

— personal information stored in external resources referenced in DLT content (off-ledger);
— privacy of transactions or data.

Besides, security of authorization data for related parties to use DLT users’ data are also an important
concern.

A given FSter—eh s & reht-conrtainre - arHshre—whethe tv¥an system
contains PII requires a privacy impact assessment (PIA), which is dealt with by ISO/IEC 29134.-A’P A ideally
can be unidertaken as part of the design of a DLT system in order to ensure that the solutionyis dapable of
complianfe with relevant privacy requirements.

5.5.3 Governance of data

Governing bodies of DLT data are structured differently from traditional IT systems. There arg¢ multiple
stakeholders involved in the life cycle of DLT data. ISO/TS 23635:2022 identifies'three main tasks|that each
group of §takeholders can govern a DLT system through:

— Evalyation of the current and future use of DLT system and identification of obligations and rigks.

— Diredt preparation and implementation of policies, proceddres and internal control framgworks to
ensure that the use of DLT systems meets obligations and miitigates significant risk.

— Moniforing of conformance of policies, procedures and@erformance of the internal control framework
operations to ensure sufficient risk mitigation and compliance to obligations.

ISO/IEC 38505-1:2017 also provides an example datamanagement life cycle. See Figure 3.

Figure 3 — Example data management life cycle

NOTE Archivists use another life ¢ycle model. To archive is one of two final dispositions, the other beinjg delete.

For DLT $ystem, the storing.of’data involves numerous stakeholders, and the deletion of on-lefiger data
which is designed to be immniitable also needs to be reconsidered.

5.5.4 Interoperability

ISO/IEC 22123-4:2023 defines interoperability as the ability of two or more systems or appligations to
exchangelinférmation and to mutually use the information that has been exchanged.

Th i t laili4 lotad o Jdos 1: o il 4 1.£] £ A4 31 IS |
e ln er JlJCl alJlllLy ICTIatTu tu uUdtltad a}}yllcb LU LIIT TATLTT IIAT TTUVVS Ul Udltd TUCTIILITITU,.

6 Intra-system data flow

6.1 Overview

A typical process with a serial of data flows taking place within a DLT system is a transaction life-cycle (see
Figure 4). Two stages are considered for a whole transaction process, respectively preliminary stage and full
life cycle transaction stage. For the full life cycle stage, although a transaction life cycle can differ because of
differing protocols or implementations, this document takes a 5-steps-life cycle including submit, broadcast,
consensus, execute and feedback as an example.

© IS0 2024 - All rights reserved
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Stakeholder role: DLT user Activity: Create transaction record
DLT data category: User data/ Data Flow Types: D, N
Transaction record 5. Feedback: if on-chain data not .
. 1. Submit
updated -> make explicit
[\ 4. Execute 2, Broadcast

\j 3. Consensus

Differing protocols or implementations may order transactions differently

NOTE 1
are activel

To clarifyj
— data
— data
— actio

NOTE 2
6.2 Da
6.2.1 P

6.2.1.1

After the
configurg
are creat

6.2.1.2

The DLT
user can }

— Data

— Data
requyj

Figure 4 — Intra-system data flow process: User creates transaction record

y modified and used during all their lifetime, life cycle model could be unhelpful.

Categories (from data storage and DLT system role perspectives);
Flow categories;
hs of data: data creation, data storage, data processing, datatransmission.

Data content is use case specific.
ta flow during DLT transaction procedure
reliminary stage

DLT system setup

bd and stored consistently among multiple nodes.

DLT user account registration

brovide identifiable information to establish the link between account and physical item.

creationt.the DLT account data are created, including account identity, balance, status, etg.

ledger datastore with restricted access.

6.2.2 Full life cycle data flow in one transaction

6.2.2.1

Outline

One transaction implementation is illustrated in Figure 5.

— S1: Transaction submission. The transaction message is submitted by user or admin system. If it is

submitted by user, this message can be viewed as data flow D. Otherwise, it is data flow C.

© IS0 2024 - All rights reserved

10

The data life cycle model works well only when there are clearly identifiable stages ir {real-life”. When data

the data involved activities, this document identifies the following infetrmation for each §tep.

DLT system is created, the DLT ‘developer and provider set up multiple distributed nodgs, system
tion, administrator accounts$yetc. Accordingly, the operation data and access authenticdtion data

user performsregistration on the DLT system before utilizing on-chain services. Optignally, the

storage: the account data are consistently stored at distributed nodes. Conforming to the gpplicable
rements, policies, rules and considerations in ISO/TR 23244, the sensitive informatign in DLT
account data can be stored on the blockchain System with protection based on acCess CONtrol, en
etc. Alternatively, the sensitive information can be linked to on-chain identifier and stored in an off-

cryption,


https://standardsiso.com/api/?name=4221cafdf9d12c78143cb36441f96d01

corre

ISO/TR 6277:2024(en)

sponds to data flow N.

order, which corresponds to data flow N.

S4: Transaction execution. Each node executes transaction independently.

S2: Transaction broadcasting. The message is validated and broadcasted among distributed nodes, which

S3: Consensus achievement. The consensus protocol is achieved to determine the transaction execution

— S5:Resultfeedback. The resultis sentback to user or admin system. If it is submitted by user, this message

canb

e viewed as data flow D. Otherwise, it is data flow C.

[ Admin system ][ User system J
A A

6.2.2.2

A user ut
or withou

— Data

contg
be di

— Data

6.2.2.3

A nodew
validity, ¢
nodes wi
independ

S1: Transaction submission
S5: Result feedback

| |

DLT Node P

S2: Transaction broadcasting

Figure 5 — Illustration of transaction implementation

S1: Transaction submission

lizes the corresponding interface to interact with the DLT system and initiates a transad
t smart contract.

nt, e.g. sender/receiver account identity, and business information. The business inform
bital asset amount, or parameters to call smart contract.

creation: transactionrdata submitted by user is recorded on ledger.

$2: Transaction’broadcasting

hich receivesiinitiation message verifies the message by checking message format, accour
louble spending, signature, etc. If this transaction message is valid, it is sent to other di
thin the given DLT network. Subsequently, other distributed nodes verify the received
ently and buffer it.

@ S4: Transaction execytion
S4: Transaction execution S$3: Consensus achievement
Node S| S4: Transaction executi

S4: Transaction executjion

1on

tion with

transmission: the transaction initiation message is submitted by user, which contains transaction

ation can

tidentity
stributed
message

— Data

rocessing: the transaction content 1s veriiied per node.

— Data transmission: the transaction content is transmitted among distributed nodes within DLT network.

— Data

6.2.2.4

storage: the transaction content is buffered per node.

S3: Consensus achievement

The consensus protocol is performed among nodes to determine the execution order of transactions.

— Data

creation: interactive messages to determine the execution order are created.
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— Data transmission: interactive messages are communicated among distributed nodes according to the
implemented consensus protocol.

— Data storage: the execution order is stored per node.

6.2.2.5

S4: Transaction execution

Each node independently executes transactions based on the agreed order.

— Data processing: the data, e.g. business information, archived blocks, account data, smart contract data
are processed according to the pre-defined computation rules. Optionally, after computation, the account
data and smart contract data are updated accordingly.

— Data
genej

— Data
conti

6.2.2.6

The receipt data are transmitted to the user who initiates the transactiom.-Optionally, the event

transmitt
— Data
— Data

Similarly,
administ

623 O

The overy

creation: receipt data are generated. Optionally, new smart contract data and event
ated.

storage: the transaction content and receipt data are archived in the confirmed blocks. ]
act data and event data are consistently stored at distributed nodes.

S5: Result feedback

ed to the subscribed users.

creation: log data to record node operation is generated, ineldding event distribution.
storage: the log data are stored per node.

"ator data and operation data.

verview of data process within DLT system

fiew of data process with DLT system, is.illustrated in Table 1.

data are

'he smart

data are

the administer can call system-level smart contract and utilize the above procedure to update the
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Table 1 — Overview of data process within DLT system

Data actions

mj|ssion

Transaction data are created

buffered at the received
node

Transaction . Data Data
Data creation Data storage . .
stages processing transmission
Operation data and access Operation data and ac-
DLT svstem setu authentication data are cre- |cess authentication data
y P lated by DLT developer and are stored consistently
provider among multiple nodes
. User account data are
User account registra- |User account data are cre- S
. stored at distributed
tion ated
nodes
. Transag¢tion ini-
. Transaction data are W
S1: Tranpaction sub- tiation nessage

is'submlitted by
user

S2: Transjction valida-
tion and fransmission

Transaction data are
buffered at distributed
nodes

Transaction;data
are validated

Transag¢tion data
are bropdcast

S3: Consensus
achi¢vement

Interactive messages to de-
termine the execution order
are created

Interactive messages
are communicated
among multiple nodes

S4: Transaction Execu-
[ion

Receipt data are generated

Operation data are generat-
ed/created

Transaction data
are processed,
and archived in
the confirmed
block

S5: Result notification

The receipt data
are fed pack to
the usef/admin

7 Inter-system data flow

7.1 Data flows between DLT systenrand DLT system

7.1.1 Qutline

One trangaction implementatien is illustrated in Figure 6.

systems.

S1: Transaction subnyission. The transaction message is submitted by user or admin system. If it is
subnlitted by user)this message can be viewed as data flow D. Otherwise, it is data flow C.

S2: Transactidn execution with eventual consistency. The message is validated and executed, alnd finally
eventual consistency is achieved between two DLT systems, which corresponds to data flow A
consistehcy means the corresponding operation is either successfully executed or failed for

Eventual
both DLT

S3: Result feedback. The result is sent back to user or admin system. If it is submitted by user, this

message can be viewed as data flow D. Otherwise, it is data flow C. Optionally, the other DLT system can
send notification of result to the user/admin depending on practical implementation.
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Admin/User
system

Admin/User
system

S1: Transaction submission

7.1.2 T

The user
or withou

— Data
sceng

— Data

7.1.3 T

From a t
executed
successfu
after the
issue the

— Data
pre-d
Optid

— Data

— Data
and €

— Data
conty

S3: Result feedback S3: Result feedback
l . ;
DLT network > DLT network
k Y, \ )

S2: Transaction execution (with eventual consistency)

Figure 6 — Illustration of transaction implementation

ransaction submission

itilizes the corresponding interface to interactive with DLT system and initiates a transagq
t smart contract.

transmission: the transaction initiation message is submitted by user. Besides elements W
rio, the message contains additional source DLT and target DLT information.

creation: transaction data submitted by the user is.created.

ransaction execution with eventual consistency

ransactional point of view, one transaction can be divided into two subtransactions.
dependently at two DLT systems with intermediate information exchange. The transactio
| or failed synchronously at two DLF systems. For example, inter-chain asset exchange m
hssets are destroyed (or frozen) in;the first DLT system, then the second blockchain will g
same number of assets.

efined computation rules) The data of two DLT systems can be sequentially or recursively
nally, after computation, the account data and smart contract data are updated according

transmission: interactive messages are communicated between two DLT systems.

creation: new archived blocks and receipt data are generated. Optionally, new smart con
vent datd are generated.

stopage: the transaction content and receipt data are archived in the confirmed blocks. ]
act.data and event data are consistently stored with eventual consistency.

tion with

ithin DLT

They are
h is either
eans that
ventually

processing: the data, e.g. business information, smart contract data are processed according to the

operated.
ply.

‘ract data

'he smart

7.1.4 Result feedback

The resul

— Data

tis fed back to the associated user or admin.

creation: the receipt data are generated, as well as notification message.

— Data transmission: the result is sent back to the user who initiates the transaction. The notification is
sent to the subscribed users at two DLT systems.

7.1.5 Overview of data process between DLT system and DLT system

The overview of data process with DLT system is illustrated in Table 2.
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Table 2 — Overview of data process between DLT system and DLT system

Data actions

q

Transaction . Data Data
Data creation Data storage . s
stages processing transmission
Transaction initiation
S1: message is submitted by |The receive DLT network Transaction initi-
Transaction submis- [USer buffers the transaction ation message is
sion Transaction data are initiation message submitted by user
created
The data, e.g.
AL TR , |business infor-
S2: The transaction content | .o, . o -2 SR Imation, smart Interactiye mes-
) , ; receipt data are generat-
Transactijon execution |and receipt data are . contract data sageSarée commu-
; . . : . ed. Optionally, new smart !
with eventual consist- |archived in the confirmed are processed nicated between

ncy blocks contract data and event according to the ftwo DLT

data are generated pre-defined cogf}

putation rules

bystems

Result

The resu

who initi
transacti
notificati

S3: The receipt data are
f .db K generated, as well as noti-
eedbac fication message.

users at
systems

back to the user

to the sulpscribed

tis sent

htes the
on. The
on is sent

wo DLT

7.2 Da

To some ¢
sources. ]
Therefors
process H

mainly includes:

— Data
thed

— Data
procq

7.3 Da

Decentra
DID refer
the contr
services,

ta flows between DLT system and non-DLT system

DLT oracle is the most common way for dat&exchange between DLT system and non-DL
b, this document takes the data flow process using DLT oracles as example for analysing
etween DLT system and non-DLT system. The data process of data exchange using DI

processing: format the external data compatible with the DLT system or validate the data
pata provided to DLT system.is\correct.

transmission: access é€xternal data from web-server, off-chain APIs or IoT devices;
ssed external data tg DLT system.

ta flow of DID

ized identifier (DID) is a type of identifier that enables verifiable, decentralized digital i
s to any.subject (e.g. a person, organization, thing, data model, abstract entity) as deter
pller of:the DID. Each DID document can express cryptographic material, verification mg
which' provide a set of mechanisms enabling a DID controller to prove control of the DID|

xtent, DLT systems are relatively isolated systéms which do not obtain data directly fronp external

I system.
data flow
T oracles

to ensure

exchange

dentity. A
mined by
rthods, or

Services

enable tr

ment that

sted interactions associated with the DID subject. A DID can be resolved to a DID docu

contains information associated with the DID.

A DID can be bonded to a person or an organization in the physical world by using verifiable credential
(VC) with the same subject. One example of VC is digital educational certificates. Figure 7 illustrates data
flows related to VCs using DIDs. The actors of the DID system can request their DIDs on DID applications,
the DIDs will be stored on the distributed ledger which acts as verifiable data registry. Another process is
for the VC holder to request a VC. The DID issuer can issue a VC for the DID holder and store the VC schema
and revocation registry that uses a privacy-preserving mechanism on the distributed ledger. The VC and
its linked content can also be stored in an off-ledger database for privacy considerations. In some cases, the
DID holder can authorize to verify the VC for proof of identity, age or other attributes for accessing services

provided

by third party service providers via non-DLT applications.
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DID subject/VC holder
Non-DLT system (subject with Self Sovereign DID)
VCissuer
(e.g. certification or other authority)
e.g. distributed file system
Ir——(;f;]—;————, User system
-ledger |
VC holder, VC verifier /i. data :K\ 3
(3™ party service S e e SN DID
provider, e.g. tax office, 7 Linked content, VC N VC
employer, bank) /// stored off-ledger \\\ v
7 N
7 N
4 > DLT network
- - N
ANOI;. D%.T \‘[(Verifiable Data Registry)]
pplication VG
N / Registry of relevant DIDs and

VCs entries stored on-ledger

Figure 7 — Example of DID data flow

8 Data flow analysis in DLT use cases

8.1 Ow

brview

For the purpose of clarity and consistency, a strategy similar to thiat pursued in ISO/TR 3242:

use caseg
analysis Y

template
attached

was disseminated widely seeking contributions ahd>participation. The template reso
n Annex A and further elaborated below.

8.2 Template development

8.2.1 DLT Data flow categories between components and interfaces

Common

Function

kinds of interfaces include extermnalinterfaces and intersystem interfaces.

described in ISO 23257:2022 and ISO/TR 3242:2022 as illustrated in Figure 8.

022 DLT

was implemented. In order to facilitate the collection ofjeemparable and consistent mgterial for
vithin the descriptive framework and data flow models; a use case descriptor and visyialization

lirces are

1 components and data flow categories are viewed in the system-view reference ardhitecture

Ext

Inter-system data flows

brnal interfaces:

Non-DLT

systems ™
‘ B ‘ DLT Node-P Network-N Node R
Other DLT /4 ‘
systems ‘ A ‘
Internal interfaces:
Intra-system data flows

Figure 8 — DLT nodes - Data flow analysis model. Source: ISO/TR 3242:2022
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A with external and inter-system components described:

— C + D: Application systems: for administration and for users, providing end-user capabilities and
capabilities for administration and management of the DLT system respectively.

— Common data identifier categories used here include: subject, object and message data. It is at this
point that a more in-depth view of inter-system data-flows can be useful.

— B: Non-DLT systems: off-chain code, the DLT oracles, the non-DLT applications and off-ledger data can be
presented and specified based on the actual use case situation.

— Subiject, object, market price, stock, flow and message data will likely all be included here.

— A: 0t

Q. = Q N

|
sl oullds)

Ao =hm 345 0 =

—  Multi
use d
comp

822 D

There ars
of use cas

8.2.2.1

See Figur

er DL1 systems: Include the separate DL1 systems that interoperate with the DL1T syste

ubject, object and message identifiers: One purpose for interoperating blockchain§‘istd
sset ownership data from one system, perhaps via an exchange, to another system.This
hformation describing a wallet and custody and does not always require owner-as-daf
etail.

ubject data: Another reason can be to provide decentralized identifiers {DIDs) for use i
lockchain systems e.g. Hyperledger Indy to create DIDs, privacy preserving reference id
br system users/data subjects in a primary blockchain system.

larket price, stock, flow, message: It is hypothesized that in the future in some sectorse.g.

hat multiple product or commodity blockchains will be available to provide trusted dat
ystems. These might include a butter chain, a grassfed<hain, an organic food chain thg
eference sources (oracle systems) for enterprise suppljehain and trade environments. In
hodelling interoperating blockchains is explicit as well-as regional blockchains and permis
ermissioned protocols. However, a future that presésits multiple products or commodity bl

br ensured data, can be available to any digitalventerprise system. There are many ex
harket innovation based on DLT ecosystem-approaches in the complex eCommerce sec
hinese domestic marketplace.

-layer functions: one or more of the nmulti-layer function components could be includ
ase situations such as developmeént) management and operations, security and govern
liance.

urther consideration of multi-layer functions can be required.

LT use case categories

five use case categories described in ISO/TR 3242:2022. This document applies the met
e categorizationin ISO/TR 3242:2022.

Transvérsal category

e 9

n.

notarize
is usually
a-subject

h another
lentifiers,

hgri-food,
h to other
t become
this view,
sionless/
ckchains
hmples of
tor in the

bd as per
ance and

hodology

Key enab

ers of I€T stamdardizatiomrimthe ES€ T rottimg plamrare:

— Cloud computing

— Publi

c sector information and open data

— Internet of Things

— Cybersecurity/network and information security

— Electronic id, trust services, e-signatures

— e-Privacy
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— e-Infrastructures for research
— Accessibility of ICT services
— Artificial intelligence

— 5G

— Broadband infrastructure mapping

Y

X counffof transversal category selection acc;félz use cases
Y comnjon ICT standardization transversal categories
a 56 Q-
b AL O
¢ Cybergsecurity/network and @rmation security.
d  e-Infrfastructures for res .
e e-Privyacy.
£ Interpet of things Q‘
Accesdsibility products and services.

Cloud computing.
i Publi /(mr information and open data.

J Electromicidentification, trust Services, e=SIgatures:

Figure 9 — Spread of use cases presented in ISO/TR 3242:2022 by category 1. Transversal

8.2.2.2 Horizontal category

See Figure 10.

Emerging categories of common application and solution domains defined in ISO/TS 23258:2021 are:

— Identity management - Rights and identity management, Identification
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— Data provenance - Disintermediation in production, Actions traceability

— Governance - Collaboration, Decision making, structuration

— Cryptocurrency and asset exchange - Electronic payment, Cryptocurrency, Token exchange
— Process optimization - Intellectual property protection, Certification

— Automation - Contract management, Automation

Y

M .
&

X countof horizontal category selection across 22 use ca\@@
Y  utility of blockchain and DLT systems: horizontal (6 ories

a  Cryptp assets and tokenisation. \k‘\

b Governance. ‘\C)
¢

¢ Autorphation. .

d  Ident|ty management. @ ’

e Procgss optimization. C)()

f Data provenance. O .

o

N\
Figtire 10 — Spr@f use cases presented in ISO/TR 3242:2022 by category 2. Horizontal

Q.

8.2.2.3 Vertic@tegory

See Figure 'f\?\

UN International Standard Industrial Classification of All Economic Activities (ISIC) are:
— A (Div. 1-3) = Agriculture, forestry and fishing, through to

— U (Div. 99) = Activities of extraterritorial organizations and bodies.
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X counfof vertical category selection across 22 use cases <<
Y ISIC gconomic activity sections: vertical categories Q
a2 Humgn health and social work activities (Q). \\Q

b Educqtion (P). QO

¢ Agricplture, forestry and fishing (A). Q@

d  Trangportation and storage (H). $

¢ Publi¢ administration and defence; compulsory soci&'\0
f Profegsional, scientific and technical activities (
Water supply; sewerage, waste management @‘dremediation activities (E).
h Finanlcial and insurance activities (K). C)\\
i Information and communication (])Q’ .

Figure 11 — Spread of u@g cases presented in ISO/TR 3242:2022 by category 3. Vertic
N

8.2.24 |(UN sustainabg-ﬂkvelopment goals

There ar¢ 17 UN sungTable development goals (SDGs):

— GOAL 1: No?g&rty

— GOAL @\fero hunger

— GOAL 3: Good health and well-being

— GOAL 4: Quality education

— GOAL 5: Gender equality

— GOAL 6: Clean water and sanitation

— GOAL 7: Affordable and clean energy

— GOAL 8: Decent work and economic growth

— GOAL 9: Industry, innovation and infrastructure
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— GOAL 10: Reduced inequality

— GOAL 11: Sustainable cities and communities

— GOAL 12: Responsible consumption and production
— GOAL 13: Climate action

— GOAL 14: Life below water

— GOAL 15: Life on land

— GOAL 16: Peace and justice strong institutions

— GOAL 17: Partnerships to achieve the goal

8.2.2.5 |Use case status

ISO/TR 3242:2022 defines category of use case status from initial concept through, to integration and
adoption p) through to i).

— a) a"thought experiment”;

— b) approved but not implemented;

— ¢) in development or pre-production;
— d) inrial or pilot;

— ¢) in production/live implementation;
— f) acpmpleted trial or pilot;

— g) afhiled trial/pilot/implementation;
— h) an|integration with current systems;

— i) sornething else.
8.2.3 Data flow description in DETuise cases

8.2.3.1 [Relationship between reference architecture and data flow models

From a systematic perspective, data flows are the results of manipulations of stakeholders on DL system.
The user [view and system view in [SO 23257:2022 are given as a basis for describing data flowg between
DLT components and systems.

Data flows can alse’ be regarded as connection between user view which includes a set of roles/subroles
with their activities related to the system and system view which includes key functional components
and interffaces. Data flows are triggered by specific stakeholders when implementing their activities via
interfaces—&rd—+h an—be-demonstrated—viasystem—view—An—activity-eaninduece—more—than one data
flows. Therefore, analysis of data flows can be focused on different sets of data flows triggered by different
activities of stakeholders. From the point of view, data flow analysis can help users and other stakeholders
know their data flows when they use certain functions of the system.

Figure 12 gives a description of relationship of reference architecture and data flow models provided in this
document. User view is about why and what activities users initiate, while system view is about what and
which components or interfaces when activities occur. Data flow model is a bridge of user view and system
view which reflexes interaction of users and a DLT system. Actors and their activities in use cases are key
elements of user view, which can be described using behavioural UML models and selected for use case
descriptive purposes in ISO/TR 3242:2022. Data flow models describe what sets of data flow occur when a
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certain stakeholder initiates a certain activity. Since data flows frequently happen when a system runs, the
analysis can be focused on critical data flows especially the ones significant to users of the DLT system.

User view

why users initiate activities

The procg

ident]

ident
smar

analy
ident]

analy

8.2.3.2

The data
Table 3)

Figure 13

Use case
Actors

Stakeholder
role/subrole

Functional view

where + which activities occur

DLT
components

o Can be described using
System view reference

Laiaas Il

arenteectre—ootree oo

4 N

|
T 1
| DLT ! L23257:2022
| Stakeholder data |
| I
| |
| |
Appear in [SO/TR 3242:2022 _DLT 1/0 |
as behavioural UML. : interfaces :
. | |
- Use case dlag.ram : Set of data :
- Interaction diagram
. ! flows !
- Sequence diagram : :
| |
! |

System view data flow model

Figure 12 — Relationship between diverse views in'DLT data flow models

ss of analyse data flows in DLT use cases are suggested-as:
ifying stakeholders and roles/subroles they act as;

ifying data types in business level especially;data related to users, such as transaction r¢
t contract data;

sing critical activities of each stakeholder related to data flows;
ifying data flows triggered by each-critical activity, including the data flow type, data typ

sing data flow considerations:

Data flow description template

flow description‘template includes a table and a set of figures. The critical data flow
rovides generahinformation of critical data flows in a use case. The data flow description|
) provides advistalizing description of each critical data flow.

Table 3 — Critical data flow list: Example

bcord and

e, etc;

F list (see
card (see

No. Activity Inter or |Stakeholder [Data cate- Data Data type Device

title intra sys role gory flow type
data flow type
(A-D, N)

EXAMPLE |Useractiv- [Intra-sys- |DLT user Transaction [DandN |array, timestamp/ |Mobile

n ity: Create tem record entity, event data wallet
transaction to cloud
record hosted

node
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Activity Title: (to be completed by case study author)

[to be

Stakeholder-user role/subrole: (Ref. Fig. 1)

completed by case study author. DLT user, administrator, auditor,

governor, developer, provider]

Data flows triggered during the activity:
Deploying the physical and virtual systems

[to be

Data categories: (Ref. Fig. 1)

completed by case study author. DLT user, administrator, auditor,

governor, developer, provider]

o]

[to be

Data flow categories: (Ref Fig. 3)

completed by case study author. Data flow type A, B, C, D or N]

Non-DLT
systems
DLT Node-P

Other DLT

apen ]

Dat3
[to be

flows triggered during the activity: (Description)
completed by case study author]

[to be}

Business Identifier Data type: (Ref. WD6277/DTR6039)

completed by case study author]

Dev
[to beg

ce type:

completed by case study author]

Data flow model description - drag n drop

8.3 Usq

8.3.1 Abstract

Financial
insurancg
tradition
company
insured 3
aquaculty

832 U

8.3.2.1
— Inter
— Elect

— Accef

ire service provider.
se case categories

Transversal category

het of Thing$

sibility of ICT products and services

Figure 13 — Data flow description card: unfilled template

2 case: Insurance service for fish farming

ronic identification, trust services, e-signatures

service for smart fish farming with blegkchain and IoT technology helps to provide| effective
b service for the fish farmers and lowep the cost and risks of the insurance compared| with the
1l fish farming. It can help to evaluate the insured value of the aquaculture for the {nsurance
beforehand, lower the risks duringthe aquaculture, and rapid disposition and compensation of the
mount. Three types of stakeholders are involved which are fish farmer, insurance company, and

— 5G

8.3.2.2
— Ident

— Data

Horizontal category
ity management

provenance

— Cryptocurrency and asset exchange
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8.3.2.3 Vertical category
— 0312 Freshwater fishing

8.3.2.4 UN Sustainable development goals
— Good health and well-being

— Sustainable cities and communities

8.3.2.5 Use case status

— A conptetedtriatorpitot
8.3.3 Use case summary

8.3.3.1 |(Business problem or opportunity

Due to th¢ lack of safe and reliable aquaculture data, it is difficult to control fish farmiers' risks of aquaculture.

8.3.3.2 |[Scale

The use cpse is mainly used in aquaculture base in Huzhou, Zhejiang province, east of China, which is one of
largest freshwater aquaculture base in China. This project is supported by the local government.

8.3.3.3 [Objectives

This use ¢ase is set to reduce the risks of aquaculture, and gg“improve the scope and digitalization ¢apability
of the insjirance business.

8.3.3.4 [Stakeholders

Fish farmler, insurance company, and aquaculture service provider.

8.3.3.5 [Why distributed ledger technology?

DLT in th|s use case improves the trustworthiness of the IoT device, ensures reliable and tamperpfoof data,
and boosts the cooperation of themultiple stakeholders among the aquaculture.

8.3.4 Data flow considerations

8.3.4.1 (Data security

The aquafulture-data are the key references for the financial institutions to determine whether tp provide
the finangial¢services to fish farmers; thus, the security of aquaculture data is maintained, and the data
are not tgmpered with. So, data security is essential for this case. The cryptography, device authentication,
secure cOMMUNIcAtion protocois and DLI technologies are used in this use case to guarantee the data
security.

8.3.4.2 Privacy protection

The aquaculture data are only accessible by the fish farmers, aquaculture service providers and authorized
financial institutions. The authenticated users are permitted to use the data of aquaculture. Data
authentication, privilege management and access control are used for privacy protection.
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8.3.5 Visualizations

8.3.5.1

Data categories

In the financial service for smart fish farming use case, the insurance company and the fishing farmer both
act as users. Data tightly related to business scenario including transaction record and smart contract data
are critical data which are concerned by the DLT users as well as DLT provider. The transaction records are
insurance claim settlement data which are stored on DLT ledger to ensure the credibility. Smart contract
data are insurance contract data, which can help automatically generating insurance assessment report. See

Figure 14.

o

LT stakeholderrolesx 6

\

DLT governor ] [ DLT provider
| |

[ DLT administrator ] DLT user [ DLT auditor ] [ DLT developer ]

\
>

@LT data categories (examples)

Transaction record Smart contract data

DLT account data
End user identifiable
information

[ Operations data ]
I

Access and
authentication data

AN

J

Figu}

8.3.5.2

In the sys
data. In {
environny
data and
for the in

Transaction record: Smart contract data:
insurance claim settlement transaction record: insurance contract data

'e 14 — DLT data categories from the data sourge perspective: Insurance service fo
farming

System view architecture

tem view architecture, the non-DLT system includes IoT devices, non-DLT platform and
his use case, the non-DLT platform can be cloud or third-party info platform which
ental and market information-suich as weather and fish price. loT devices can collect li
send it to DLT system through API connection. The DLT system provides insurance serv
surance company and fish farmer Apps for the fish farmer. See Figure 15.

I fish

pff-ledger
provides
ve fishing
ice portal
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Ext . . DLT Administrators / Users: Insurance company -Insurance Service Portal for insurance assessment
ernal interfaces: Operators: Service Fish farmer -Apps for critical fish farming data/Control the Oxgeneration/
Inter-system data flows provider insurance request/insurance claim settlement

Non DLT systems (off-ledger) Admin System User System
1. Non-DLT Platform eg. Cloud or third

party info platform (eg. weather, fish I —

price) ﬂmn Api| Internal I/F | UseraPI

2. IoT device abstracts regular field data

from live data stream to blockchain -
through API connection.

%)

3

e e :

Qd

IoT device ) ium
= !—E - Noye R
38 Network

& Secure Runtime 3

Non-DLT Platform .E B
s
-~

e : Management
5
Off-Ledger
Data —— DLT Node-Celefish Node S
Ledger ode-Celefis
\ Non-DLT Systems ) RUEICEITES R Chain éj
Internal interf";ces:
Intra-system data flows

Figure 15 — System view architecture: Insurance service for fish farming

8.3.5.3 |Use case diagram

F—

See Figure 16.

Requlest
insuramnee service

~ includes>
-

Fish farmer ~~ Register: identity, role,
_ and business type
P 7
<includes>_~
-
7
-
Provide fish farming
—4 IoT data for insurance
assessment =~ Zincludes>
~
=~ ~ . . .
Service provider >~ Monitor: Real-time fish

farming workflow

<includes>_ — —
P

e

Execution insurance
service based on smart
contract

0
A

Insurance company

Figure 16 — Use case diagram: Insurance service for fish farming

8.3.5.4 Data flow analysis
As shown in Figure 17, there are four fundamental DLT data flows in this use case.

— B: Inter-system data flows. Between Celefish Blockchain DLT node and non-DLT systems (IoT devices
and third-party system) connected to it.
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— C: Intra-system data flows. Between administration application system and Celefish Blockchain DLT

node.

— D: Intra-system data flows. Between user application system and Celefish Blockchain.

— N: Intra-system data flows. Within and between the nodes of the Celefish Blockchain DLT node.

Different stakeholders such as insurance company, financial department of government agencies, can run
different nodes, therefore the N-type data flows can be between nodes owned by different entitles.

B: Non-DLT system
IoT device: Fish farming data flow

C: Admin system

Thind party information platform: Other  Service provider- Celefish Technology
fish farming relevant exchangeable data

flow|

D: User system
Fish farmer and insurance company:
Report of insurance assessment
Generate the insurance contract
xecution of insurance claim settenpent
service
The fish farming record/the/operatjon
of oxygenation/feeding automatically

HExternal interfaces:
hter-system data flows

—

Non-DLT
systems

(Admin system ] [ User system ]

c B

DLT Node-P

Internal interfaces:
Intra-system data‘flows

N: Project uses Celefish Blockchain which uses consortium network infrastructure

Nodes are run by.ihisurance companies, blockchain research institutes and financial

department of govérnment agencies.

Figure 17 — Data flow-eategory: Insurance service for fish farming

As displayed in Table 4, four criticalsets of data flows led by different activities of DLT user and DLT provider
are identffied in the insurance.service for fish farming use case. The single data flow cards ar¢ given in

Figure 18 to Figure 21.
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Table 4 — Critical data flow list: Insurance service for fish farming

Inter or Business
No. | Activity title intra sys Stakeholder Data Data flow identifier data | Device type
role category type (A-D, N)
data flow types
Create smart Smart contract User entity Apps, nsurs
data (terms ance service
contract for Intra-sys- |DLT user and (Access and
1 . . . of the smart C,Dand N L portal and
fish farming tem DLT provider authentication
. contract for cloud hosted
insurance ) for DLT user)
insurance) node
D_LT user/ _ User entity Apps, insur-
. Fish farmer |Insurance claim ance service
2 Requestanin- |Intra-sys- | °,.° e - VY (Access and sortal and
surbnce service Ttem A e-HSH settlement D-and-N Suthentication TPerel
ance com- record cloud|hosted
for DLT user)
pany node
Event record
(Weather, fish
Providing fish Smart contract farming.data [oT d¢vice,
farming loT Inter-svs- Service pro- |data (terms including-the third[party
3 |dath for insur- tem y vider/ of the smart B,Dand N feeding food platfqrm and
ande assess- Celefish contract for and water cloud|hosted
meht insurance) quality which is |node
collected from
[oT device)
Exdcution in- DLT user/
. Fish farmer . User entity Mobile wallet
surpnce service |Intra-sys- . Transaction
4 and insur- Prand N Event record of |and cloud host-
basged on smart |tem record
ance com- transfer ed node
conftract
pany
User]activity: Create smart contract for fish farming insurancé
Stakeholder-user role/subrole:
e DLT user/account holder Data flows triggered during the activity:
Deployment of physical and virtual system
Datalcategories:
e Transaction record
Datalflow categories:
2" Data flow type (0
e Data flow type (D) o]
e Data flow type (N) — ___
systems
Datalflows triggered during the activity: -
® Transaction record created by DLT user/Fish farmer systems
n Node-P(D)
e Transactionrecord data are then broadcast and
dtored consistently across the Network-N (N)
Busi esc Data fy}*’\n-
e User entity
Device type:
e Apps
¢ Insurance service portal
e (Cloud hosted node

Figure 18 — Single data flow analysis card 1: Insurance service for fish farming - Create smart
contract for fish farming insurance
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User activity: Request an insurance service

Stakeholder-user role/subrole:
e DLT user/account holder Data flows triggered during the activity:
Deployment of physical and virtual system

Data categories:
e Insurance claim settlement record

Data flow categories:
e Data flow type (D)

e Data flow type (N)

Data flows triggered during the activity:

® Transaction record created by DLT user/Fish farmer
n Node-P (D)
e Transaction record data are then broadcast and
gtored consistently across the Network-N (N)

Non-DL.T
systems

Other DLT
systems

Busipess Data type:
e User entity (Access and authentication for DLT
user)

Devife type:

* Apps

e Insurance service portal
e Cloud hosted node

Figure 19 — Single data flow analysis card 2: Insurance’service for fish farming - Requefst an
insurance service

Userlactivity: Providing fish farming IoT data for insurance‘assessment

Stakeholder-user role/subrole:

b DLT user/account holder Data flows triggered during the activity:

Deployment of physical and virtual system

Datalcategories:
® Smart contract data (terms of the smart contract
for insurance)

Datalflow categories:

¢ Data flow type (B)
¢ Data flow type (D)
e Data flow type((N) Non-DLT

systems

Datalflows triggered‘during the activity:

Other DLT
® Transactionrecord created byDLT service systems

provider/Celefish on Node-P (D)
e Transaetion record data are then broadcast and
4toréd consistently across the Network-N (N)

BusinessData type:
e Eventrecord (Weather, fish farming data including
the feeding food and water quality which is collected
from IoT device)

Device type:
e [oT device
e Third party platform
e Cloud hosted node

Figure 20 — Single data flow analysis card 3: Insurance service for fish farming - Providing fish
farming IoT data for insurance assessment
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User activity: Execution insurance service based on smart contract

Stakeholder-user role/subrole:

® DLT user/account holder

Data

categories:
e Transaction record

Data

flow categories:
e Data flow type (D)
e Data flow type (N)

Data flows triggered during the activity:

Deployment of physical and virtual system

Data

flows triggered during the activity:

[rancaction racard craqtad by DIT oy /Inciranco
J

Non-DLT
systems

o]

DLT Nad

D

[(

ompany on Node-P (D)

Transaction record data are then broadcast and
gtored consistently across the Network-N (N)

Busi

hess Data type:
* User entity
e Event record of transfer

Devi

ce type:
e Mobile wallet
e Cloud hosted node

Other DLT
systems

=)\ [k

(

No

Figu

8.4 Usq

p case: International trade platform

8.4.1 Abstract

Internati
AntChain|

provides
842 U

8.4.2.1

— Accef

8.4.2.2

— Data

sSe case categories

Transversal category

sibility of [GPproducts and services

Horizoental category

[provenance

re 21 — Single data flow analysis card 4: Insurance service for fish farming - Execu
insurance service based on smart contract

bnal trade platform is a digital platfortm for international trade and e-commerce services
technologies. It utilizes the block¢hain and DLT to connect buyers, sellers, and the third
the internpational trade link, to build the‘trustworthy relationships and solve financing difficulti
digital international trade and e-commerce services to facilitate the international trades,

tion

based on
parties in
es. It also

— Process optimization

8.4.2.3

Vertical category

— G. Wholesale and retail trade

8.4.2.4

UN Sustainable development goals

— No poverty

— Affordable and clean energy
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— Decent work and economic growth

8.4.2.5

Use case status

— Anintegration with current systems

8.4.3 Use case summary

8.4.3.1

Business problem or opportunity

— To introduce more certainty and trust in international trade by digitalizing the trade value chain.

— Tods

— To pr

8.4.3.2

Internati

8.4.3.3

— Conn
— Co-ctf
— Mitig
8.4.3.4

— DLT 4

— User}{

8.4.3.5

The smar
the seller]

information, such as bill of lading; customs declaration, will be achieved in the DLT system, whi

shared to
the mone

844 D

8.4.4.1

crease the overall costs in the trade process for all participants, with increased efficienc}

ovide SME buyers and suppliers with more financial services.

Scale

bnal.

Objectives

ect to trade marketplaces to acquire more customers and bugsinieéss opportunities.

ate uncertainties and risks with traceable trade data.and deliver inclusive financial servi

Stakeholders
dministrator: service provider

: buyers, sellers, the third parties

Why distributed ledger technology?

so that the execution rules are transparent and traceable among authorized parties.

the authorized parties. Payment based on smart contract improves efficiency and greatly
i collection time-of.small and medium-sized sellers.

ata flow consSiderations

Datasecurity

This use

eate the next generation trade network to serve global SMEs with AntChain technologies|

.

ces.

t contracts are written and-executed according to the terms of the order between the huyer and

Key proof
ch can be
shortens

fase utilizes the following techniques to ensure data security:

— Dataencryption methods to prevent sensitive data from being snooped by other data providers, platform
and users.

— Transmission of messages only among specific authorized nodes.

— Secure transmission that ensures transferred data will not be intercepted or tampered with.

— Secure storage of sensitive assets that ensures confidentiality and availability of data.

— Data

authentication methods so that the integrity of computation results can be verified.
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8.4.4.2 Privacy protection

In this use case, collaborators of cross-border trade are distributed in many countries and regions around
the world, thus privacy protection is significant both in policy and technical facet. To meet the compliance
requirements of data privacy in many countries and regions, through the settings of roles and permissions
of each participant and configuring the smart contract to run in secure execution environment, the core
data in the platform is visible only within the scope of authorization.

8.4.5 Visualizations

8.4.5.1 Data categories

Data tightly related to business scenario including transaction record and smart contract datapafe critical
data whi¢h are concerned by the DLT users as well as DLT provider. The transaction records dre trade-
related dfita on order, payment, logistics and other information. Smart contract data are tradecontract data,
which canp support high-efficiency payment. See Figure 22.

/DL']' stakeholderroles x 6 \

DLT governor [ DLT provider
| |

DLT administrator [ DLT user ] [ DLT auditor ] [ DLT developer

AN

N
f

Transaction record [ Smart contract data

Operations data

| Transaction reeord: |

Access and [ DLT account data ] Trade-related“ecord, like order [ Derived data
authentication data information, payment

- — information and logistics S data:
End user 1den.t1flable inforfation. mart contract data:
\ information trade contract data. /

Figure|22 — DLT data categories from the data source perspective: International trade platform

8.4.5.2 ([System view architecture

See Figure 23.
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DLT Administrators / Users: Buyers\sellers\ The third parties in the international

Operators: Service trade link, to build the trustworthy relationships and solve

provider financing difficulties-Webs or Apps for transaction data
| Admin Apps User Apps |
Admin System User System

/E Admin API Internal I/F User API h

suuo?)
9pOWLIgIU] 2.1NJ3S

Internal interfaces

< Intra-system data flows
AVa\

8.4.5.3 |Use case diagram

See Figure 24.

Register:
Entity information (entity ID, entity type,
cert type, cert number, address)

Member information (member ID, member role,
email, phone number, status)

Operator information (user ID, user role)

Request service
q -~

~

<includes> ~

uyers\Sellers\The third
he international trade lj
he trustworthy relati

olve financing difficulti

. 7
<includes> .~
7
Ve
7
e
7
% /\\/
O Provide trade related

E— services based on —~ —

Monitor: Real-time trade workflow - order
information, payment information and logistics
information

e : N o P 5
BSrder-informatiomr{productib;speciicatiomrumnit

price, image/order product quantity, total price)

-
blockchain . Payment information (acquiring order and pay
<includes> . .
Servi id order information)
ervice provider Logistics information (logistics number, shipping

method, etc.)

Figure 24 — Use case diagram: International trade platform
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As shown in Figure 25, there are three types of intra-system DLT data flows in this use case.

— Data flow type C: Between administration system and nodes of the international trade platform.

— Data flow type D: Between user system and nodes of the international trade platform.

— Data flow type N: Within and between the nodes of the international trade platform. Different nodes are
run by merchant users, blockchain companies and financial department of government agencies.

C: Admin system
Service provider - Ant Group Co., Ltd.

D: User system
Buyers\Sellers\The third parties in the
international trade link, to build the

+ 1 lati 1 dsel

N: Project uses Ant Blockchain which
uses consortium network infrastructure
Nodes are run by users and blockchain

e a

External interfaces:
Inter-system data flows

As displayed in Table 5, three critical setswof data flows led by different activities of DLT user
provider pre identified in the international’trade platform use case. The single data flow cards ar

Figure 24 to Figure 28.

a-£i ial-d +of
P P

J
financing difficulties:
Transaction record

government agencies.

[ Admin system ] C User system ]
C

DLT Node-P

Internal interfaces:
Intra-system data flows

Figure 25 — Data flow category: International trade platform

and DLT
P given in
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Table 5 — Critical data flow list: International trade platform

No. Title Inter or Stakeholder | Datacategory | Data Business identifier data Device
intra sys role flow types type
data flow type

1 |Create Intra-sys- |DLT user Smart contract |C,D User entity Apps/
smart tem and service pro- |data (termsof |andN |(Access and authentication |Webs,
contract vider the smart con- for DLT user)—— Nodes
for trade tract for trade) [Entity information(entity
service ID, entity type, cert type, cert

number, address)

Member information(mem-
ber1b; mremberrote;enmatt;
phone number, status)
Operator information(usér
ID, user role)]

2 |Refquesta |Intra-sys- |DLT user/Buyers, |Trade-related |C,D User entity (Access,and Apps/
tralde-re- |tem Sellers, The third |claim settle- and N |authentication ferDLT Webs,
latpd parties in the in- |mentrecord user)—— Node
selfvice ternational trade [Entity information(entity

link, to build ID, entity. type, cert type, cert

the tl_‘UStWIOFthY number,address)

relat10psh1p_s and Member information(mem-

sc.)lv.e fm.ancmg ber 1D, member role, email,

difficulties phone number, status)
Operator information(user
ID, user role)]

3 |Execution |Intra-sys- |Service provider |Transaction D'and N |User entity Node
trade-re- |tem record Event record of transfer——
lateq [Order information (product
serfvice ID, specification unit price,
baed on image/ order product quanti-
smgrt ty, total price)
comtract

Payment information (ac-
quiring order and pay order
information)

Logistics information
(logistics number, shipping
method, etc.)]
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Activity Title: Create smart contract for trade service

Stakeholder-user role/sub role:

. ) Data flows triggered during the activity:
* DLT user and service provider

Deploying the physical and virtual systems

Data categories:
« Smart contract data (terms of the smart contract for trade)

Data flow categories:
» Data flow type (C)
» Data flow type (D)
* Data flow type (N)

User
system

Non-DLT
systems

Datalflows triggered during the activity: L] L ROt
¢ Transaction record created by service provider on Node-P (C)
¢ Transaction record created by DLT user on Node-P (D) S

e Transaction record data are then broadcast and stored
cpnsistently across the Network-N (N)

Business Identifier Data type:
« |User entity

Devige type:
* Apps/Webs> Node

Figure 26 — Single data flow analysis card 1: International trade€ platform - Create smart dontract
for trade service

Activity Title: Request a trade-related service

Stakeholder-user role/sub role:
e DLT user Data flows triggered during the activity:
Deploying the physical and virtual system

Data ¢ategories:
o Trade-related claim settlement record

Data flow categories:
« Data flow type (C)
« Data flow type (D)
* Data flow type (N)

Non-DLT
systems

Other DLT
systems

Data flows triggered during the activity: DT Node-P

o Transaction record created by service provider on Node-P (C)

e Transaction record createdby DLT user/Fishfarmer on Node-P (D)
e Transaction record,data/are then broadcast and stored
cnsistently across the Network-N (N)

Business Identifier Data type:
« Dser entity

Devide type:
« Apps/Webs> Node

Figure 27 — Single data flow analysis card 2: International trade platform - Request a trade-related
service
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Activity Title: Execution trade-related service based on smart contract

Stake!

» Service provider

holder- 1 b role:
older-user role/sub role Data flows triggered during the activity:

Deploying the physical and virtual systems

Data categories:
o Transaction record

Data flow categories:

Admi U:
+ Data flow type (D) (=S

C

« Data flow type (N)
C\Ion-DLT
Data flows triggered during the activity: systems |~
B DLT Node-F
e Tfansaction record created by DLT user company on Node-P (D) L=
¢ Tfansaction record data are then broadcast and stored

nsistently across the Network-N (N)

Business Identifier Data type:

« Event record of transfer

User entity

Devide type:

Node

Figure 2

8.5 Use case: Peer-to-peer metaverse traveller network

8.5.1 Abstract

A metavgrse traveller (MT) is an individual wlio seeks to co-create a bespoke travel experi
commiss:’llons areal world traveller (RT) to create and share the desired content, transferring the ¢

the MT o

The projg¢ct presents a hybrid peer-tospeer computing infrastructure with edge networks and p
partners:arip with Valladolid Data Centre, enabling peer nodes to compute directly with servers and

peers in
power a
presents

The metaverse travellef (MT) requests the content creator, real world traveller (RT), to create th

based on

Owake.Me. Omniscommunication relates to the neologic omni-digital strategy to provide (
customer| experiences across every digital interface for a brand or business. Omni-communicat
technical|abstraction of the work of manual integration on the part of individual users or custome

case, the

service based on smart contract

demand basis. Their interactions.are facilitated with a purpose-built smart contract sys

iverse or same edge networks. This enablement provides stable and high-performance ¢
d big data transmission. This process is referred to as “KRON Computing” herein. This
bne use case for cofitract management.

the smart contact policy by posting the buy request on the omni communication channe

KRON system offers automatic self-service integration with prepared API connectivity.

8 — Single data flow analysis card 2: International tradéplatform - Execution trade¢-related

ence and
ontent to
tem.

roposes a
Jor other
pmputing
use case

e content
| website,
onsistent
on is the
rs. In this

— The MT can specify the content requirement related to, include but not limited to, Location, Time, Content
creating device (smart phone or digital camera or sensors or any other type of device), Creator, Storage,
Delivery, Token, Payment, Data, encryption, Buyer, Address, RWA, Warrant, Representation, Promise,

Cont

ent, Amount, Signature, Transfer Device, and Network. (Terms and conditions)

— e.g.: The MT wishes to visit Leon in Spain right now.

— Thus, the MT requested the creator whoever lives in Leon Area to take the live video in real time and sell

to th

e buyer the live video with 100 Euros in Owake.Me website.

— The RT who saw this request in Owake.Me wants to go into the contract and provides the live video
service.
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— The MT and the RT sign the smart contract with certain condition and terms.
— The RT broadcasts or transfers the non-fungible tokenized live video content as contracted with MT.

— The content is transmitted fully and the entitlement transferred from the RT to the MT as contracted.
8.5.2 Use case categories

8.5.2.1 Transversal category

— Internet of Things

— EleCt Ullib idcutiﬁ\,atiuu, tl uat oC1 ViLCD, C aisuatul CS
— Accegsibility of ICT products and services

— 5G

8.5.2.2 [Horizontal category
— Identfity management

— Dataprovenance

— Procé¢ss optimization

— Automation

8.5.2.3 [Vertical category

— R93209 Other amusement and recreation activities n:e.c.

Section: R Arts, entertainment and recreation

Division: 93 Sports activities and amusement'and recreation activities
Group: 932 Other amusement and recreation activities

Class: 9329 Other amusement and reereation activities n.e.c.

8.5.2.4 |[UN Sustainable development goals

— GOAIL 8: Decent work@nd economic growth

— GOAL 9: Industrysinnovation and infrastructure
— GOAI 10: Redueed inequality

— GOAI 12%Responsible consumption and production

— GOALT7: Partnerships to achieve the goal

8.5.2.5 Use case status

— A completed trial or pilot
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