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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Over the last decade, global communities have made great progress towards reducing disaster risk
through strengthening resilience against natural hazards. However, in addition to geological hazards,
ongoing climate changes can exacerbate existing hydrometeorological hazard risks by increasing the
frequency and intensity of these hazards, in either unprecedented combinations and/or unexpected
locations. As a result, more communities and assets can be exposed to these hazards, leading to greater
damage by disasters.

In order to protect communities against natural hazard risks, infrastructures can play a key role in

str¢ngthening resilience. Critical infrastructures that communities rely on, such as energyyiformation

and communication technologies (ICT), transportation, waste and water, and other infra
affdct vital community functions such as livelihoods, medical activities, financial services. T|

structures
his results

in an increasing cost of disasters for all sectors of the community whether it is governments, usinesses,

and
on

conpmunities can recover from the impacts of disasters quickly and effectively:

The
to g
in

exi
glol

community infrastructure for disaster risk reduction, and' to identify topics for potenti:

the
acc
wh
crif
Thil
the

individuals. These costs include not only direct costs but also indirect ones stich as costs
effects from disasters. Through the implementation of infrastructure that can strengthen

from flow-
resilience,

demand for smart community infrastructures, as scalable and integrable products, wi

bting documents on smart community infrastructure for, disaster risk reduction and
bal examples, this document is intended to identify existing gaps in the implementatio

standardization of smart community infrastructtires for disaster risk reduction. Th
Lmulation of global best practices, this documertidentifies areas for potential stand
ch includes but is not limited to, the strengthening of disaster risk reduction technologieg
ical infrastructures such as energy, waste andWater, transportation, ICT, and the built en{
s document seeks to provide the foundation-for future standardization deliverables whig
interoperability of disaster risk reduction technologies globally.

| continue

row in the decades ahead. However, it is imperative that such infrastructures can also be designed
h way that reduces disaster risk and strengthens disaster (pesilience. Through an gnalysis of

survey of

of smart
1l areas in
rough the
hrdization,
utilized in
yironment.
h promote
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Smart community infrastructures - Disaster risk reduction
- Survey results and gap analysis

1 Scope

This_document identifies existing global smart community infrastructures that enhance disaster
risk reduction, the key purposes served by these global examples, gaps in coverage, andtlle need for
stapdardization activities, which establishes the basis for the next steps for standardization

This document is intended to be a basis for the future standardization of(smart dommunity
infrastructures for disaster risk reduction through the identification of-areas for| potential
standardization. This includes, but is not limited to, infrastructures related to energy, wasteland water,
tranhsportation, information and communication technologies (ICT), and the'general built enyironment.

It does not address specifications or requirements already covered-by/other relevant international
stahdards.

This document primarily addresses disasters caused by natural hazards, such as geolpgical and
hydrometeorological hazards, and does not focus on humafn:induced disasters such as tefrorism or
biological hazards such as pandemics.

2 |Normative references

Thdre are no normative references in this document.

3 |Terms and definitions
For|the purposes of this document, the following terms and definitions apply.
[SO|and IEC maintain terminolegy databases for use in standardization at the following addiesses:

— | ISO Online browsing platform: available at https://www.iso.org/obp

— | IEC Electropediasavailable at https://www.electropedia.org/

31
comhmunity
group of pegple with an arrangement of responsibilities, activities and relationships

Note 1 to entry: In many, but not all, contexts, a community has a defined geographical boundary.

Pt antryze A cibvzic o by Af coa by
Note2=e-entry:Acity-isa-type-of communi Ly
[SOURCE: ISO 37120:2018, 3.3]

3.2
community infrastructure
systems of facilities, equipment and services that support the operations and activities of communities

Note 1 to entry: Such community infrastructures include, but are not limited to, energy, water, transportation,
waste and information and communication technologies (ICT).

[SOURCE: ISO 37100:2016, 3.6.1]
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3.3

critical infrastructure

physical structures, facilities, networks and other assets which provide services that are essential to
the social and economic functioning of a community (3.1) or society

Note 1 to entry: Examples of critical infrastructure can include, but are not limited to, power generation,
transmission and distribution, water treatment, distribution and drainage, wastewater and stormwater
infrastructure, transportation, gas supply and distribution, telecommunications infrastructure, educational

facilities, hospitals and other health facilities.

[SOURCE: ISO 37123: 2019, 3.1]

3.4
disaster
serious di
of exposuf
losses and

Note 1 to e
return peri
example thi
is one trigg
volcanic ery

[SOURCE:

3.5
hazard
phenomen|
property d

Note 1 to e
processes

substances
carrying di
and are cre
many of thq
hazards the
water, ‘hazd
to human h
volcanic ad
hydrologicd
spells, and
as landslidg
conditions,
nuclear rad

[SOURCE:

ruption to a city or community (3.1) due to hazardous events interacting with:cenditions

e, vulnerability and capacity, leading to human, material, economic and/or_énvironme
impacts

htry: Disasters can be frequent or infrequent, depending on the probability“of occurrence and
pd of the relevant hazard (3.5). A slow-onset disaster is one that emergesgradually over time
ough drought, desertification, sea level rise, subsidence or epidemic disease. A sudden-onset disa
bred by a hazardous event that emerges quickly or unexpectedly, ofteh associated with earthqua
Iptions, flash floods, chemical explosions, critical infrastructure (3,.3)ailures or transport accide

S0 37123:2019, 3.2]

pn, human activity or process that can causesloss of life, injury or other health imp4
amage, social and economic disruption or envitonmental degradation

htry: Hazards include biological, environmental, geological, hydrometeorological and technolog
hnd phenomena. Biological hazards include pathogenic microorganisms, toxins and bioad
(e.g. bacteria, viruses, parasites, venemous wildlife and insects, poisonous plants, mosqui
Kease-causing agents). Environmentalhazards can be chemical, natural, radiological or biolog
hted by environmental degradationyphysical or chemical pollution in the air, water and soil. Howg
processes and phenomena thatfall into this category can be “drivers” of hazard and risk rather t
mselves (e.g. soil degradatiom, deforestation, biodiversity loss, sea level rise). With respect to drink
rd’ can be understood as a'microbiological, chemical, physical or radiological agent that causes h
ealth. Geological or geephysical hazards originate from internal earth processes (e.g. earthqua
tivity, landslides, pockslides, mud flows). Hydrometeorological hazards are of atmosph
1 or oceanographichorigin (e.g. cyclones, typhoons, hurricanes, floods, drought, heatwaves,
coastal storm suxges). Hydrometeorological conditions can also be a factor in other hazards g
s, wildland fires’and epidemics. Technological hazards originate from industrial or technolog
dangerous procedures, infrastructure failures or specific human activities (e.g. industrial pollut
ation, toxic¢/waste, dam failures, transport accidents, factory explosions, fires, chemical spills).

S087123:2019, 3.3]
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3.6
resilience
ability to a

bsorb and adapt in a changing environment

Note 1 to entry: In the context of urban resilience the ability to absorb and adapt to a changing environment is
determined by the collective capacity to anticipate, prepare and respond to threats and opportunities by each
individual component of an urban system.

[SOURCE: ISO 22300:2021, 3.1.206]
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3.7

smart community infrastructure

community infrastructure (3.2) with enhanced technological performance that is designed, operated
and maintained to contribute to sustainable development and resilience (3.6) of the community (3.1)

[SOURCE: ISO 37156:2020, 3.1.4]

4 Basic concept and purposes of disaster risk reduction

Conoaral
TITITICTOT

4.1

the Sendai
hities with
ctions are

Adgpted at the UN World Conference on Disaster Risk Reduction in Sendai, Japan, in 2015,

Frilmework for Disaster Risk Reduction (SFDRR) is an agreement that provides commusl
corfcrete actions to protect themselves from the risk of disasters. Four priorities for 4
identified in the SFDRR:

understanding disaster risk,
strengthening disaster risk governance to manage disaster risk,

investing in disaster risk reduction for resilience,

The
ass
a n{
and
dis
me
soc
envy
Sys
act
dey

By
dis
str
pre

are
rec

well

enhancing disaster preparedness for effective response; and to “Build Back Better” a
emerged during the SFDRR which refers to the recoverydrehabilitation and reconstructi

SFDRR identifies the need to incorporate the use of.technologies that can collect infory
st in disaster risk governance at various disaster\phases. “In order to reduce disaster ri
bed to address existing challenges and prepare\for future ones by focusing on monitoring
understanding disaster risk and sharing sueh information and on how it is created; strg

iningful participation of relevant stakeholders at appropriate levels; investing in the
jal, health, cultural and educational-resilience of persons, communities and countrig
ironment, as well as through teehnology and research; and enhancing multi-hazard ear
fems, preparedness, response,.recovery, rehabilitation and reconstruction. To compleme
on and capacity, there is a‘need to enhance international cooperation between devg
eloping countries and between States and international organizations" (SFDRR P.11).

investing in these technologies, the SFDRR indicates that smart community infrastr
hster risk reductign’can lead to the reduction of casualties and damages during a dis3
bngthen the resilience of the community’s livelihoods. “Public and private investment in di
vention and reduction through structural and non-structural measures are essential to e
omic, social;health and cultural resilience of persons, communities, countries and thei
as the.environment. These can be drivers of innovation, growth and job creation. Such
cost-effective and instrumental to save lives, prevent and reduce losses and ensur
bveTy ‘and rehabilitation” (SFDRR P.18).

term that
on phase.

nation and
5k, there is
, assessing
ngthening

hster risk governance and coordination across relevant institutions and sectors and the full and

economic,
bs and the
y warning
nt national
loped and

ucture for
ster event
saster risk
hhance the
" assets, as
measures
e effective

Theimportance of standardization is highlighted in the SFDRR. "Strengthening, as appropriate, disaster-
resilient public and private investments, particularly through structural, non-structural and functional
disaster risk prevention and reduction measures in critical facilities, in particular schools and hospitals
and physical infrastructures; building better from the start to withstand hazards through proper
design and construction, including the use of the principles of universal design and the standardization
of building materials; retrofitting and rebuilding; nurturing a culture of maintenance; and taking into
account economic, social, structural, technological and environmental impact assessments” (SFDRR
P.19). “Promoting the further development and dissemination of instruments, such as standards,
codes, operational guides and other guidance instruments, to support coordinated action in disaster
preparedness and response and facilitate information sharing on lessons learned and best practices for
policy practice and post-disaster reconstruction programmes" (SFDRR P.22).
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Through the creation of standards, this document hopes to disseminate information on global best
practices which can lead to the sharing and exchange of information between communities and
countries. “Promoting the further development of and investment in effective, nationally compatible,
regional multi-hazard early warning mechanisms, where relevant, in line with the Global Framework
for Climate Services, and facilitate the sharing and exchange of information across all countries (SFDRR
P.22). Promoting cooperation between academic, scientific and research entities and networks and the
private sector to develop new products and services to help to reduce disaster risk, in particular those
that would assist developing countries and their specific challenges (SFDRR P.20), and to disseminate

and share good practices internationally” (SFDRR P.16).

In order
infrastruc
SFDRR.

4.2 Disg

Disasters have demonstrated that the recovery, rehabilitation and reconstructionsphase, which ne

to be prep
integrating
resilient t
disaster ri
on post-di
To encour
complianc
those addr]
and health
disaster ri

capacity and exposure of persons, communities, countries and assets, as well as hazard characterist

to develop

4.3 Disg

Promoting
solution-d
and social,

Enhancing
share disa
risk mode
P.16).

4.4 Safe

Strengther
structural

Lo gnidn the survey to idpnfify glnhq] best prar‘fir‘pc in rﬂgard to_smart commu

ure for disaster risk reduction, this document identifies key themes identified within

ster risk reduction planning

ared ahead of a disaster, is a critical opportunity to “Build Back Bettér”; including thro
b disaster risk reduction into development measures, making ndtions and communi
b disasters (SFDRR P.21). However, addressing underlying disaster risk factors thro

caster response and recovery, and contributes to sustainable development (SFDRR P.
hge the establishment of necessary mechanisms and idcentives to ensure high level
b with the existing safety-enhancing provisions of sectotal laws and regulations, includ
essing land use and urban planning, building codes, environmental and resource managen]
and safety standards, and update them, where meeded, to ensure an adequate focus
5k management (SFDRR P.17). To apply risk information in all its dimensions of vulnerabi

and implement disaster risk reduction policies (SFDRR P.15).

ster research

investments in innovation and technology development in long-term, multi-hazard
iven research in disaster risk management to address gaps, obstacles, interdependen
economic, educational andenvironmental challenges and disaster risks (SFDRR P.15).

the development and-dissemination of science-based methodologies and tools to record
ster losses and relevant disaggregated data and statistics, as well as to strengthen disa
ling, assessment, mapping, monitoring and multi-hazard early warning systems (SFL

r infrastnucture

ling; as appropriate, disaster-resilient public and private investments, particularly thro

ity
the

eds
igh
ties
lgh

sk-informed public and private investments is more cost-effeCtive than primary reliance

13).
b of
ing
ent
on
ity,
ics,

and
ries

hnd
Ster
RR

igh

nen-structural and functional disaster risk prevention and reduction measures in crit

ical

facilities, i

n particular schools and hospitals and physical mirastructures; bullding better rrom

the

start to withstand hazards through proper design and construction, including the use of the principles
of universal design and the standardization of building materials; retrofitting and rebuilding; nurturing
a culture of maintenance; and taking into account economic, social, structural, technological and
environmental impact assessments (SFDRR P.19).

4.5 Human resource development

Building the knowledge of government officials at all levels, civil society, communities and volunteers,
as well as the private sector, through sharing experiences, lessons learned, good practices and
training and education on disaster risk reduction, including the use of existing training and education
mechanisms and peer learning (SFDRR P.15).
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Training the existing workforce and voluntary workers in disaster response and strengthen technical
and logistical capacities to ensure better response in emergencies (SFDRR P.21).

4.6

Stockpiling

Establishing community centres for the promotion of public awareness and the stockpiling of necessary
materials to implement rescue and relief activities (SFDRR P.21).

4.7 Securing evacuation support

Stréngthening the capacity of local authorities to evacuate persons living in disaster-ptone areas
(SFPRR P.22).

4.8 Securing evacuation facilities

Prgmoting regular disaster preparedness, response and recovery exercises,) including gvacuation
drills, training and the establishment of area-based support systems, with.a'view to ensuring rapid and

effe
and

4.9

Inc

mo

4.1

Est
ma
the
pro
tra
log

4.1

En}
intd
head

apy
me

ctive response to disasters and related displacement, including access'to safe shelter, ess
non-food relief supplies, as appropriate to local needs (SFDRR P.2%).

Procurement and supply of goods

els and practices (SFDRR P.20).

0 Rescue, emergency and firefighting

hblishing community centres for the promotion of public awareness and the stockpiling of
erials to implement rescue and relief*aetivities; To adopt public policies and actions th
role of public service workers to establish or strengthen coordination and funding mech4
cedures for relief assistance and-plan and prepare for post-disaster recovery and reconst
n the existing workforce and voltuntary workers in disaster response and strengthen ted
stical capacities to ensure better response in emergencies (SFDRR P.21).

1 Medical activities

lancing the resilience of national health systems, including by integrating disaster risk m

primary, secandary and tertiary health care, especially at the local level; developing the
Ith workers‘ifrunderstanding disaster risk and applying and implementing disaster risK
roachesn‘health work; promoting and enhancing the training capacities in the field
licine;sahd supporting and training community health groups in disaster risk reduction 3

in
Int

$rnational Health Regulations (2005) of the World Health Organization (SFDRR P.19).

ealth/programmes, in collaboration with other sectors, as well as in the implementa

ential food

reasing business resilience and protection of livelihoods“and productive assets throyghout the
supply chains, ensure continuity of services and integrate disaster risk management int

D business

necessary
at support
nisms and
ruction; To
hnical and

hnagement
capacity of
reduction
of disaster
pproaches
tion of the

4.1

2 Health (physical and mental)

Enhancing cooperation between health authorities and other relevant stakeholders to strengthen
country capacity for disaster risk management for health, the implementation of the International
Health Regulations (2005) of the World Health Organization and the building of resilient health systems
(SFDRR P.20).

Enhancing recovery schemes to provide psychosocial support and mental health services for all people
in need (SFDRR P.22).
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4.13 Voluntary support

Training the existing workforce and voluntary workers in disaster response and strengthen technical
and logistical capacities to ensure better response in emergencies (SFDRR P.21).

4.14 Epidemic prevention

Establishing a mechanism of case registry and a database of mortality caused by disaster in order
to improve the prevention of morbidity and mortality (SFDRR P.22). To promote transboundary
cooperatlon to enable policy and planmng for the 1mplementat10n of ecosystem -based approaches with

regard to
reduce dis

4.15 Securing transportation routes

Promoting
and teleco
ensure thg
live-saving

>lldl cu Iresource,, buLll ad> VVlLlllll llVCl Udblllb auu dlUllg LUdbLlllle, LU uuuu lelllCllLC

hster risk, including epidemic and displacement risk (SFDRR P.18).

the resilience of new and existing critical infrastructure, including water;transportaf
hnmunications infrastructure, educational facilities, hospitals and other health facilitieg
t they remain safe, effective and operational during and after disastérs-in order to proy
and essential services (SFDRR P.21).

4.16 Sec

ILI'
Investing in,

and early
technologi
participatq
in particu
facilities; a

4.17 Livelihood recovery

Increasing
supply chd
models an

4.18 Recg

Promoting
processes,
the recove
including

improvem
and integr
affected at

ing communication means and lifelines

develop, maintain and strengthen people-centred multi-hazard, multisectoral forecasf
warning systems, disaster risk and emergency €emmunications mechanisms, so|
es and hazard-monitoring telecommunications systems; develop such systems throug
ry process; tailor them to the needs of users, ineluding social and cultural requireme
ar gender; promote the application of simple ‘and low-cost early warning equipment

business resilience and protection’ of livelihoods and productive assets throughout
ins, ensure continuity of services and integrate disaster risk management into busir
l practices (SFDRR P.20).

bvery planning

the incorporationofdisaster risk management into post-disaster recovery and rehabilitaf
facilitate the link’between relief, rehabilitation and development, use opportunities dut
'y phase to déveélop capacities that reduce disaster risk in the short, medium and long te
through the~development of measures such as land-use planning, structural standa
ent andi\the sharing of expertise, knowledge, post-disaster reviews and lessons lear

eas.\t is advisable that this also applies to temporary settlements for persons displaced

nd broaden release channels for natural disaster early warning information (SFDRR P.21)).

and

ion
, to
ride

ing
cial
h a
nts,
hnd

the
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ion
ing
rm,
rds
hed

ate post-disaster reconstruction into the economic and social sustainable developmenft of

by

disasters (

SEDRR P 221

4.19 Recovery action

Addressing underlying disaster risk factors through disaster risk-informed public and private
investments is more cost-effective than primary reliance on post-disaster response and recovery, and
contributes to sustainable development (SFDRR P.13).

Ensuring the continuity of operations and planning, including social and economic recovery, and the
provision of basic services in the post-disaster phase (SFDRR P.21).
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4.20 Collection and transmission of observation data

Promoting the collection, analysis, management and use of relevant data and practical information and
ensure its dissemination, taking into account the needs of different categories of users, as appropriate
(SFDRR P.14).

4.21 Collection and disseminating disaster information

Developing and periodically update and disseminate, as appropriate, location-based disaster risk
information, 1nclud1ng risk maps, to decision makers the general public and communltles at risk of
rechnology

including
bls and the

raphic information systems (GIS), and use ICT innovations to enhance measurement to
ection, analysis and dissemination of data (SFDRR P.15).

Existing practices and documents relevant to disasterrisk reduction

5.1 General

Thi
toa
sm
and
dod
and
isl

s clause gives an overview of existing concepts and initiatives relevant to disaster risk reduiction. Due
ommon risks to natural hazards occurring globally, the stdndardization for disaster risk reduction in
hrt community infrastructure can help communities better anticipate and prepare for hazard events

reduce vulnerabilities. Subclause 5.2 examines what has been published thus far in international
uments, on disaster risk reduction. As many intefnational organizations such as the United Nations
World Economic Forum, have published documents in the English language, the documient review
mited to publications produced in English.®owever, in some cases, national level documents that

wel
thiy
co
co
ind
the
wit]
del

sur

5.2

i

e published in English are also considered: Subclause 5.3 describes the survey design de
document which was used to acquire information on current and planned implementatiq
munity infrastructure for disaster-risk reduction. Subclause 5.4 analyses the survey 1
pares it with the results of the dociiment search as well as how these examples meet the |
isaster risk reduction as outlined’in Clause 4. Subclause 5.5 is an issue landscape which ¢
key themes identified in the\Basic Concept in Disaster Risk Reduction in Clause 4 and

h existing publications developed by the United Nations, national governments, and wit
verables. Finally, 5.6 _prevides a solution landscape, which utilizes the examples provi
vey and categorizes-them in terms of how they can be used by disaster phase and hazard

Literaturereview — Document search

431

documents in the English language were analysed. This included 230 documents publig

veloped by
n of smart
esults and
key themes
ategorizes
igns them

other ISO
Hed by the

type.

hed by the

hted at the
Standards
Recovery,

' 3 ' the Pacific,
10 documents publlshed by the Internatlonal Recovery Platform and 1 document each publlshed by
Elsevier, the Japanese Ministry of Land, Infrastructure, Transport and Tourism (MLIT), the World
Economic Forum, the International Federation of Red Cross and Red Crescent Societies, and the
Association of Pacific Rim Universities and Tohoku University's APRU-IRIDeS Program. Out of the 431
documents researched, 243 relevant items were identified. Tables 1 and 2 summarize the results of
this document search into key areas. First by region, based on the categorization by the UNDRR which
includes the Asia and Pacific, Europe, Americas and the Caribbean, Arab States, Africa, and examples
that were applied globally rather than by a specific region. Second, the results were categorized by
infrastructure type concentrating on transportation, energy, waste and water, ICT, food security, and
the built environment (e.g. hospitals, schools, homes, offices), food security, which refer to infrastructure
that does not fall within the aforementioned categories. Disaster phases were categorized into three
groups: the prevention and preparedness phases which occur prior to a disaster event, the response

United Nations Office for Disaster Risk Reduction, 104 documents and presentations prese
2017 and(2019 World Bosai Forum, 49 documents published by the US National Institute of
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phase which occurs immediately after the event, and Build Back Better, which the SFDRR refers to as
the recovery and reconstruction phases that follows the response phase. Finally, the items are also
broken down by hazard types that are caused either by hydrometeorological or geological events.

Table 1 — Region and infrastructure type from the document search

Region Items | Percentage Infrastructure type Items | Percentage
Asia and Pacific 96 40 % Transportation 18 7%
Europe 29 12 % Energy 14 6%
Americas andthe Caribhean 54 239 Waste and Water 30 12 94
Arab State;s 18 7% ICT/ Communication 110 45%
Africa 17 7% Built Environment 49 20%
Global 27 11 % Food Security 6 2%
Total 243 Others 18 7%
Total 245
NOTE Ifanfitem spans multiple regions or infrastructure types, it is counted multiple times.

Table 2 — Hazard type and disaster phase from the document search

Hazard type Items | Percentage Disaster phase type Items | Percentage
Flood 72 21% Prevention and Preparedness | 151 57 %
Earthquake 45 13 % Response 37 14 %
Tropical Cyiclone 40 12 % Build Back’Better 30 11%
Heavy Raii 40 12 % General 49 18 %
Drought 17 5% Total 267
Tsunami 16 5%
Wildfire 11 3%
Volcanic Agtivity 11 3%
Landslide 7 2%
Tornado 6 1%
Heatwave 4 1%
General 72 22%
Other (e.g. ¢oastal erosion) 3 1%
Total 344
NOTE If anfitem spans multiple hazard types or disaster phases types, it is counted multiple times.

An analysip of the-doCument search revealed that nearly two-thirds of the literature focused on the Asia
and Pacifi¢ Region and the Americas and Caribbean Region. This can be explained by the proximity of
the western(coast of the Americas, and the Asia and Pacific Region to the Ring of Fire, a region knqwn
for significamtgeotogicatactivity, suchas earthquakesamd—volcanmoeswhithcamr gemerate power ful
tsunamis. Additionally, the Asia and Pacific Region and the eastern coastline of the Americas and the
Caribbean experience significant hydrometeorological activity which leads to tropical cyclones and
heavy rain. Europe is the third most commonly mentioned area behind the Asia and Pacificand Americas
and Caribbean Regions. European communities are exposed to hazard risks caused by flooding due to
the presence of multiple large rivers, while the communities around the Mediterranean and Caucasus
are vulnerable to geological risks due to seismic activity in the region. The document search revealed
that Arab States and Africa came in roughly equally with 7 % of the results. Although these two
regions were not often cited in the document search, issues with droughts, heatwaves, flooding and
earthquakes are frequent in these two regions. 11 % of the items discovered in the literature review
focused on more general disaster-related infrastructure that can be referred to more globally.
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In regard to the breakdown of infrastructure type, nearly half of the items focused on the role ICT
plays in disaster risk reduction. This reflects the importance ICT infrastructure plays in the collection
and dissemination of data to community stakeholders, which can be utilized at various disaster
phases and strengthen resiliency. At 20 %, the next most common infrastructure focused on the built
environment, which includes homes, buildings, and other facilities. Aspects of the built environment,
such as their design and construction, location, and use cases can influence the survivability of the
community and its economy. Waste and water were the next key infrastructure listed with 12 %,
which includes sewer systems, ponds and other forms of water management, waste such as garbage,
and wastewater infrastructure, which deals with water that has been contaminated by human activity,
surface runoff, or stormwater. Transportation infrastructure was listed at 7 % of the review items,
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%, which focused on the resiliency of the facilities such as power plants, energy grids

lrity had the fewest comments at 2 %, despite the key role it plays during therecovery
k Better process.

erms of hazard types, general multi-hazard related literature comprised 22 %of the total d
hearly one-quarter of all literature research. However, in terms of specific hazards, fl

'ms, which include typhoons, hurricanes, and cyclones, and heavy rain came at 12 %
tsunamis came at 5 %, highlighting that although tsunamis are generated by seismi
h as earthquakes, not all earthquakes necessarily lead to the creation of tsunamis. Wi
Fanic activities consisted of 3 % of the results, and landslides at 2 %. The remaining haza
hadoes, heatwaves, and other hazards such as coastal erosion, came in at 1 %.

he prevention and preparedness phase at 57 %:This reflects one of the SFDRR's guiding
Vhich addressing underlying disaster risk factors are more cost-effective than primary 1
t-disaster response and recovery. General phases (those that did not address a specif]
se or were broadly applied to all phasesji\were the next most common at 18 %, folloy
bonse phase at 14 % and Build Back Better at 11 %.

Survey design

basis of the survey design~is a document search which was conducted in order
kground information on.éxisting publications on smart community infrastructure for di

isaster risk reductionthat have been published in international literature. Based upon {
htified in the SFDRR;this document then utilizes a survey to identify specific examples of]
hned smart community infrastructure for disaster risk reduction that exists globally.

16-questidn-survey was designed to gather information on the current or planned implg
mart community infrastructure that contributes to disaster resiliency globally. The que

was listed
and other

rgy-producing and managing facilities whose continued operation is vital for the community. Food

and Build

ocuments,
oods were

most common, comprising 21 % of the results, followed by earthquakes at 13 % and tropical

Droughts
C activities
dfires and
ds such as

distribution of responses by disaster phases resulted in more than half of the literatulre focused

principles
‘eliance on
ic disaster
ved by the

o provide
saster risk
1 activities
he themes
current or

mentation
stions can

be identified

in (

lividediinto three areas: background information, functions based on the twenty themes
laudse'4, and detailed explanations.

The questions were broken down as follows:

Questions one through three: ask respondents to provide background information that can identify
the infrastructure and technology being examined, such as the name or title of the infrastructure
and technology, its location, and the developer and operator of this infrastructure and technology.

Questions four through nine: seek to examine the specific functions of the infrastructure and
technology in question. These include identifying the hazard type being addressed, infrastructure
type and disaster phase(s) that the infrastructure is oriented towards. These categories of
infrastructure are based on those identified in existing International Standards used in ISO TC 268
as well as other ISO Technical Committees, such as ISO TC 224. Disaster phases are based on those
identified by documents by the United Nations, in particular the post-disaster phase utilizes the
term ‘Build Back Better’ which was adopted by the SFDRR, in reference towards the need to re-think
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the reconstruction process in a way that improves upon the previous state that was vulnerable to
disasters.

— Question seven and eight: ask respondents to provide a brief overview of the infrastructure and
what issues are being addressed.

— Question nine: asks respondents to identify which target areas are being addressed by this
infrastructure or technology. An extensive list of choices is provided based on a review of academic
literature on some of the most common purposes found in disaster risk reduction and resilient
infrastructures, however, a space called ‘other’ is provided in case the function of the particular
infrastructure falls outside of the list. As infrastructure can address multiple hazards, phases, and

targets, the selections are multiple-choice. ('1/

— Questions ten through fifteen: seek to inquire further background on how the tech

infras

achievements status thus far, the diffusion of its infrastructure, references about thi astruct
and itq relation to any existing policy or frameworks and laws such as a governmental disaster p‘[an.

A free spafe is also provided at the end for respondents to add additional conﬁ:&ents. In additio
this survey, a coversheet is also attached to the survey form via a tab on e
that providles a completed example for reference, and a supplementary ta g re respondents can

additional

Turkey, Co

N
5.4 Specific examples of global initiatives ‘\\\f

ructure is being utilized, what hazard and disaster risk are being addressed, 1t Im((gets

eet, as well as a
figures, graphs, or any other relevantinformation. The survey

ombia, Chile, and Germany. Q
N\

hnd
hnd
ire,

to
tab
hdd

distributed to respondé¢nts
globally wiith a total of 50 responses from respondents in seven co ries: Australia, Japan, Gre

bce,

In this suljclause, a summary and analysis of the 50 surv‘e\?responses is discussed (a detailed list of

each respdnse is provided in Annex A).
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Figure 1 — Hazard types from the 50 survey responses

As shown in Figure 1, of the 50 responses received from respondents, flooding, heavy rain, and tropical
cyclone-related hazards were the top three hazards listed with 32 (64 %), 27 (54 %), 25 (50 %) of the

10
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responses respectively. Other hydrometeorological risks, such as heatwaves, which also lead to wild
fires, constituted 9 (18 %) and 13 (26 %) of the responses, whereas tornadoes received 7 (14 %) of the
total replies. Geological hazards, such as earthquakes and tsunamis, formed the second-largest focus
area, with 18 responses each or 36 %. In addition, another geological hazard, volcanoes, received 8
(16 %) responses of the total replies.

Landslides and avalanches, which can be caused by either geological or hydrometeorological activity,
recorded 11 (22 %) and 8 (16 %) responses. 6 (12 %) of the responses listed other, which includes
storm surges (which can be included in the hydrometeorological category), and sediment runoff, which
can be considered a type of landslide.

With flood, heavy rain and tropical cyclone dominating the top three hazards identified by [the survey
responses, survey respondents are focusing on hydrometeorological disasters. Following this are
gedlogical hazards such as earthquakes and tsunamis. Survey responses addressing these two hazards
oft¢n combined them as part of the same system, as tsunamis are often generated' by eapthquakes,
explaining the similar response rates for both hazards. Wildfires, landslides andcheatwaves followed in
frequency. As with the document review, avalanches, volcanoes and tornadoes were the least|frequently
foclised on, and often included as a part of a broader multi-hazard system,
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Figure 2 — Hazard phases from the 50 survey responses

As shown in Figure 2, in terms of disaster phases, a majority of the survey replies focufed on the
preventionrand preparedness phases with 38 (76 %) replies, followed closely by the respgnse phase
with 3A.(74 %) replies, highlighting strong interest in the pre-disaster phase and the disgster event
phdse-The post-disaster phase, or Build Back Better, recorded 17 (34 %) responses

As with the document search, the prevention and preparedness phases were the areas most prioritized
by the infrastructures identified in the survey. However, unlike the document search, responses
focusing on the response phase were closely behind prevention and preparedness. A key component of
smart community infrastructure is the ability to collect, transmit, and analyse data during a disaster
event, highlighting the focus of the response phase by respondents. Among the 50 responses collected,
Build Back Better collected the least number of responses with only 17 examples. Despite this, the gap
between Build Back Better and the other phases is not as large as those identified in the document
search.
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Figure 3 — Infrastructure types from‘the 50 survey responses

As shown| in Figure 3, in terms of infrastructure type, the top three responses focused| on

transportd
respective
food secur
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coastal str

Survey re
of infrasty

tion, ICT, and the built environment with 24 (48 %), 21 (42 %) and 19 (38 %) respon]
y. Energy and water and waste-related infrastructure gathered 14 (28 %) responses,
ity infrastructure with 7 (14 %) responses or 14 %. Other infrastructure, gathered 11 (22
consisting of structures such as disaster specific infrastructure such as seawalls, of
uctures, dams, and drainage.Systems.

bponses differed significantly from the document search results in regard to the t
ucture being targeted for disaster risk reduction technologies. Utilizing the 20 the

ses
hnd

%)
her

ype
es

identified
infrastruc
Although 1
was secon
infrastruc

n the SFDRR in Glduse 4, respondents were asked to identify which of these themes their
ure example addressed, in order to highlight its primary function in disaster risk reductjon.
CT plays a leading role in smart community infrastructure for disaster risk reduction, it
[ to transportation infrastructure based on the survey results. Examples of transportation
ure fordisaster risk reduction include seismic detection systems on high-speed rail, flpod
alert systems fortraffic, early warning systems for rail, and the detection of shaded areas for bicyclists.
ICT infrasfructure often focused on sensor technologies which could collect hazard information, |e.g.
seismometlers, hydrometers_accelerometers_tsunameters water level sensors, tide gauges gauge
boards, CCTV imaging, and drones. In addition, the need to transmit this data was also highlighted
in the response phase, e.g. portable communication systems, satellite systems. The built environment
was the third most common target. This often focused on structures that were the recipient of new
designs or the retrofit of existing designs that can better withstand hazards. Several technologies
emphasized the ability to monitor building conditions which can inform stakeholders on the health
of these structures and when to take appropriate actions. The energy was the fourth most common
infrastructure. Examples of smart energy infrastructure include smart grids which can provide
stable electricity supply during and after a disaster event, and sustainable energy. Water and waste
technologies tied with energy with fourteen responses. Examples focused on sensors that can detect
flooding entering the community, automated operations of key water management structures such as
sluices and dams, detection of stormwater entering sewers, and flood parks. Eleven of the responses
consisted of “Other” infrastructure, with examples including coastal infrastructure, infrastructure
dedicated to disasters, or agricultural infrastructure. Food security was the least common, however
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seven responses were recorded, with areas addressing the safety and certification of emergency food
which can reduce a potential cascading disaster related to health.

40
35
30
25
20
15
10 O
; L1 5
0 | &=
T % § H L& 8§ 2§ & L 5 2 & 8§ Sk v
S 5§ S £ 5 3 555 5 I 5SS F S 8
S § 5F 5§ F 8§ § 3 F F [ T F & HFOoR R
§ 8 8 8755558865545 3,545 F¢8
N L L N K 9 S v 8 U8 9 ©°
IS Q S N @ S 2] (27 ~
S A58 8588 75555588 ¢&
~
s &§ & £ § 8§85 ¢ T ESSLHS 5 S
~
5 ¥ & 5§ Q& 5 3 S 5§ F v 5
g L &5 s & f g § £ 98 «
& T 5§ 5 ~ S 5 & & § SA7
e L ES5FEF 5 5508
S § » & 5 8 5 g 5§ S & 5§
5 5 5§48 58 € § & 5§58
~ g 5 & ¥ 8§ « < § 08
S S & & L &5 9O S NS
§ v 9§ §F 5 F SERSNES
§ IS 5 & & 9 ¥ § A8
o 4 % L2 & 5 o [
< %0 3 S Q &8 5
S S OIS 3
Iy S S O
i3 o S
< i Qo
~
(J] < PSS
S & &
Q ~N S
& 3 3
& S
Q

Key

. responses

Figure 4 — Target areas from the 50 survey responses

As hown in Figuré4, target areas survey responses focused on were led by functions that focused
on the transmissjen of hazard information, with communicating disaster information with|{34 (68 %)
responses, early’warning at 28 (56 %) responses, and forecasting and observing disaster prevention
with 24 (48(%) responses. Securing transportation routes that can strengthen accessibility, was the
foufth mosSt'common response with 23 (46 %) responses.

Following this, the next four common target areas among the survey responses focused gn disaster
MmaMagement ptanming, Witlh development of diSasSter prevention Imirastructure, estabiishment of
an evacuation plan, operation of disaster management infrastructure, and development of a disaster
management plan with 22 (44 %), 19 (38 %) and 19 (38 %), and 12 (24 %) responses respectively.
Target areas that focused on logistics, rescue/first aid/fire-fighting, and the establishment of a
reconstruction plan gathered 11 (22 %) responses. The remaining target areas, such as support for
livelihood reconstruction, mental and physical health, medical activities, food support and financial
support gathered less than 10 responses.

As a key function of smart infrastructure, the need to communicate disaster information, early warning
systems, and forecasting and observing disaster prevention match the key processes of collecting data,
transmitting said data, analysing and producing useful information for community stakeholders. It is
worth noting that the functions of the top three responses allow for the following fourteen target areas,
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as transportation routes, operation and development of disaster related infrastructure, and other

activities r

5.5

ely on the information being gathered and produced by the first three infrastructure.

Issues landscape

The issues landscape is defined by the key themes identified in the SFDRR, as mentioned in Clause 4.
These themes subscribe a list of actions that community stakeholders can take towards reducing
disaster risk and has been identified as “purposes”. In this subclause, this document correlates these
functions by their implementation by disaster phase, and their relationship with other relevant
documents.

Table 3 id4g
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ntifies key disaster risk reduction themes identified in Clause 4, and correlates them [y
ht SFDRR priority and which UN Sustainable Development Goall23] (SDG) it cofitriby
or example, the theme “Securing Communication Means and Lifelines” falls in line.with
Fiority 4, specifically action 33B, which calls for the investment in, developing)tnaintain
thening people-centred multi-hazard, multisectoral forecasting and early warning syste
5k and emergency communications mechanisms, social technologies, and’hazard-monitof
nications systems. This function also contributes to SDG 9.C which calls for the signifig
access to ICT.

milarly, provides indicators for each function, provided by ISQ 37123. Indicators can

hg Communication Means and Lifelines”, relevant indicatorsycan be found in ISO 37123:2
h provides a formula on the percentage of emergency fesponders in a city to be equi
alized communication technologies. In addition, indicators for auxiliary services usec
htion infrastructure, such as backup power, are also listed.

bvides other relevant International Standards.related to each key function. For examplg
Communication Means and Lifelines” also .deals with other key infrastructure communi
hs water, documents such as ISO 24527-and ISO 24518, which are standards relating
ater, are listed.

pbadly provides guidance documernts-in the form of international and national level disa
nt plans which contain similar information on how to plan for each disaster phase.
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5.6 Solution landscape

The survey responses, as shown in Table 7, provide examples of smart community infrastructure for
disaster risk reduction that have been implemented or planned to be implemented across the world.
These examples consist of solutions that matches the SFDRR's priority to “promote investments in
innovation and technology development in long-term, multi-hazard and solution-driven research
in disaster risk management to address gaps, obstacles, interdependencies and social, economic,
educational and environmental challenges and disaster risks” (SFDRR P.15).

The survey prov1des examples of global solutlons to smart community 1nfrastructure purposes

iden emics, local

go ernments and the prlvate sector in line w1th the SFDRR S prlorlty 25D “To promote comrpon efforts

in partnership with the scientific and technological community, academia and the privat¢ sector to

establish, disseminate and share good practices internationally” (SFDRR P.15).

Thd examples of global solutions are categorized by hazard types as identified\by the survey, cross-

reférenced with the four disaster phases. As many infrastructure examples atfe designed fpr multiple

hazards and to operate during multiple phases, they can be listed mudtiple times. Examples of

infirastructure intended for all phases, and/or all hazard types are alse.listed in separate |categories.

Eadh global solution is listed by number, which can be referenced in Annex A for specific details.

Table 7 — Solutions landscape — 50 global examples of global-smart community infrastructure

for disaster risk reduction by hazard type and disaster phase
Type Prevention Preparedness Response Bu];ld Back Alllphases
etter

Cy¢lones Ty-|6,712,32,35,36, |6,7,12,32, 35, 36; 7,12, 14, 29,32, |14, 29 3,11, 30,31, 44

phoons Hurri- |37, 38, 39, 40, 41, 37,38, 39, 40, 41, 42, 38,50

carles 42,45 45

Eafthquakes |1,43,46, 47, 48 1,43, 46,47, 48 1,14,22,29,46, |14 29 43 |24,28|30,31

47,48, 49

Tst|nami 1,6,17,27,32, 41,43 | 1,637,27,32,41,43 | 2172327 2% 114,21,20,43 (30,44
1,6,7,12,17,19,26,°|1,6,7,12,17,19, 26, |1,4,7,12, 14, 15,

Flopd 32,38, 39,40, 425 32,38, 39,40, 42, 16, 19, 26, 29, 32,|14, 20, 29,43 |11, 1824, 31, 44
43,45 43,45 38,50

HehvyRain &7 12,19:26,32, 16,7,12,19,26,32, |7,12,16,19,26, |,q 3,11, 18, 24, 25,

y 38, 39, 40,42 38, 39,40, 42 29,32, 38 30,31)44

Heatwaves 9, 13,26 9,13, 26 913,26 11

Landslides 32 32 14, 29, 32 14, 29 24,44

Avalanche 14, 29 14, 29 24

Torjnadoes 29,50 29

Wildfires 8,10, 13 8,10, 13 10, 13, 14, 15, 24 |14, 29 3,11,18

Volcantes 14,29 14, 29 24
17 (sealevelrise), |17 (sealevelrise), 37 .

Other hazards 37 (high waves) (high waves) 18, 44 (sediment)

All hazards 5 5 5,33, 34 34 2

NOTE AnnexA provides a summary of each global solutions which are listed by number.

5.7 Common areas of function

Of the fifty survey results collected, general themes were identified by the type of common functionality
being provided by these infrastructures.

Hazard Identification: Incorporating disaster risk reduction planning and disaster research from
the prevention phase, examples of infrastructure in under hazard identification assists community

© IS0 2022 - All rights reserved
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stakeholders in identifying hazards. Hazard identification includes the creation of maps and local
government disaster plans. Survey examples include 15. 374 Party Road Mapping Apps is an example
of hazard identification, where community stakeholders can utilize map applications that identify
potential emergency situations.

Hazard Monitoring and Detection: Infrastructure which monitors areas or other structures over time
that can assist in the detection of initial signs of disasters. Survey examples of monitoring systems
include 49. Seismometer Sensors Deployed for Seismic Monitoring, which is used to monitor all seismic
activities including powerful earthquakes include 24. SISMAN LISA and SIMAC which are integrated
hazard detection systems that monitor hydrometeorological activities that can lead to disasters, and

thus allow

Preparedness Systems: Infrastructure which contributes to community preparedness to disast

Survey exd
the ability

Response
this includ
examples
Commonal

between grganizations for quick disaster response, and the new 5. Traffic\Management System

Networks

Governand
collaborati
30. Framey
from disaj
collection
Metropolid
solutions t

6 Gap4g

6.1 Gen

This claus
survey reg
needs fors
are provid
does not in

6.2 Gap

6.2.1 Ga

for stakeholders to rncpnnr‘] intime

mple 29 on Sustainable Emergency Food Supply Chain, which was developed to strengt
of communities to certify emergency foods and promote stockpiling.

bystems: Examples of infrastructure that are primarily utilized during thémésponse ph
es purposes identified in Table 6, e.g. such as evacuation support, medical-activities. Sur
nclude 33. SIP4D Shared Information Platform for Disaster Management and SIP4DA
ity Data Framework which is a multi-hazard technology that facilitates information shat

iwhich allow for quick responses to service disruptions.

e Systems: Examples that can strengthen aspects of goyernance, such as multi-stakehol
on, command systems, etc. related to infrastructure for ‘disasters. Survey examples incl
vork for multi-stakeholder dialogue at the subnational-level for effective economic recoy
ters, which strengthens guideline development for various stakeholders on informat
for disaster related recovery, and example 26." Blue-Green Infrastructure in the R
, which promotes interaction between comimunities and local governments to addi
p stormwater problems among others.

Inalysis

eral

e introduces a gap analysis’to identify the possible needs for standardization based on
ult provided in Clause 57 This clause also introduces some key discussions on the poss

bd for the reference of further discussion on this topic in relevant standardization bodies
tend to suggest or justify possible individual standardization items.

analysis types

ers.
hen

hse,
vey
ZIP
ing
Rail

der
ude
ery
ion
uhr
ess

the
ible

tandardization heldiiirthe process of the development of this document. These key discussions

hnd

p-analysis by community infrastructure functions

Table 8 shows a gap analysis by community infrastructure functions. The vertical axis is identical
with that of issue landscape introduced in Clause 5. The horizontal axis introduces a layered model of
community infrastructure ranging from city management to supporting functions. In Table 8, existing
ISO Technical Committees (TCs), Subcommittees (SCs) and Working Groups (WGs) are mapped in each
cell.
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6.2.1.1 Prevention and preparedness

For prevention and preparedness phases, various guidelines for city management level are provided
by ISO TC 292 and other technical committees. However, the guidelines or common frameworks for
DRR focused on infrastructure are currently limited. IEC SyC Smart Cities covers this, however, the
coverage is limited to the core areas of IEC which is relevant to electric and electronic technologies.
Also, supporting functions such as financing schemes to implement the DRR planning focused on
infrastructure are not as well covered by existing TCs and SCs.

6.2.1.2 Response

For[response phase, issues with regard to evacuation are well covered by ISO TC 292. Sémie issues to
seclre so called lifelines are covered by several TCs which cover individual type of infrastructure such
as ransportation or telecommunication. On the other hand, the holistic framework forresppnse phase
for multiple infrastructure is not as well covered by existing TCs.

6.2{1.3 Build Back Better

For|Build Back Better phase, not many standards are provided considering the importance of this phase
in the SFDRR.

6.2]1.4 Cross-cutting in all phases

Thdre are some possible standardization areas relevant te all four phases of DRR. One salient example
of this area would be information exchange.

6.2{2  Gap analysis by hazard types and infrastructure types

Baged on the general themes identified in 5.6.Which categorized the 50 survey results info common
groups, Table 9 maps which existing ISO and 1EC standards can be utilized within each of these five
themes, and for which hazards. In addition to existing standards, Table 9 also maps areaq for which
stapdards are not yet developed, but forwhich the survey results provide an example, whicl is marked
with an X. Finally, areas which do(net contain any known standards at time of writing apd are not
covered by the survey examples,are marked with O.

Table 9 — ISO technical committees, standards, and the survey results, relevant to hazard
type and each of the five categories of common DRR functions provided by smart community
infrastructure

Hazard identifi-| Hazard mon- Preparedness Governance Resppnse sys-
cation itoring and systems systems tems
detection ISO technical
committee (TC)
Ty;rhoon X X X U.EC 61400 X X
series)
Earthquake X X X, TC 224 X X
Tsunami X X X, TC 224 X
X, TC 224 (I1SO
Flood X X 24536) X X
Heavy Rain X X X check X X
Heatwave X X X X X
. X, TC 292 (ISO X, TC 292 (ISO
Landslide X 22327) X 22327)
Avalanche 0 0 0 0 0
Tornado 0 X 0 0 0
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Table 9 (continued)

Hazard identifi-
cation

Hazard mon-
itoring and
detection

Preparedness
systems

ISO technical
committee (TC)

Governance
systems

Response sys-
tems

Wildfires

X, TC92 SC 4 (ISO
16732 series, ISO
16733 series), TC
21 (IS0 7240),

X, TC 21 (ISO
7240),

X, TC 92 (ISO
20414)

IEC TC 89 (IEC
60695 series)

Volcanoes

0

0

0

Other

X, TC 207 SC 7
(ISO 14091, ISO
14902)

X

IEC TC 81 (IEC
62305 series)

0

All hazardd

X, TC 292 (ISO
22326)

TC 268 SC 1 (ISO
37123), TC 292
(ISO 22320), 1SO
22315

X, TC 292 (ISO
22395, 1S0
22396, 150022397,
1SO 22320)

X, (IEC 63152)

X: Standardls are not yet developed, but an example is provided.

0O: Areasw

hich do not contain any known standards at time of writing anddiet covered by the survey examp

es.

Basedont

his analysis, many of the current ISO and IEC Internatienal Standards focus on preparedn

systems. Allthough there are few standards that specialize in speeific hazard identification, example

standards

for landslides and wildfires have been developed-ity ISO TC 292, TC 92, TC 21, and IEC T(

and 89. Hgwever, in terms of all or multi hazard situations,"TC 268 SC1 provides indices that cities
use to prepare for various disasters, whereas TC 292 has developed standards relating to governa

such as mu
terms of rq
emergency

As a resul

event, this however only focuses onrélectric related infrastructure.

provide a dlearer picture of which area is being targeted by existing [SO and IEC International Standa

examples |
how differ|
covers mu
on the fun

Tab|
infrastrud

rom the survey report, andiareas not being covered by either. This allows examinatio
ent standards can focus on’different functions of an infrastructure. For example, ISO 22
tiple infrastructure gse cases, but focuses primarily on the governance aspects, and les
‘tions of hazard idéntification, and monitoring and detection.

le 10 — ISOtechnical committees, standards, and the survey results, relevant to
ture type‘and each of the five categories of common DRR functions provided by sm
community infrastructures

Iti-stakeholder collaboration, business coritinuity plans, and management considerationg.
sponse systems, I[EC 63152 provides guidance on the continuity of electrical supply after

[t, Table 10 also categorizes the_five categories by infrastructure orientation, in order

ess
s of
75
can
hce,
In
an

rds,
h of
320
5 SO

art

Hazard identifi- H_a zard monitor- Preparedness Governance Response syp-
. ing and detec-
cation svstems svstems tems
tion v 7
Transportation | X X X X X
Ener X X, TC 224 (1SO X, (IEC 63152, IEC X X, (IEC 63152, IEC
&Y 24536) 61400 series) 61400 series)
Water X, TC 224 (1SO
/ X X 24536, 150 X X, TC 224 (ISO

Waste 24527) 24527)
1c1/ X, ISO/IEC]TC 1/
Communica-|X 5641 X X
tions
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Table 10 (continued)

Hazard identifi- H_a zard monitor- Preparedness Governance Response sys-
- ing and detec-
cation . systems systems tems
tion
X, TC 21 (ISO
7240),IECTC
Built environ-|75 (IEC 62599 X, TC 292 (ISO X, IECSTC 8.1 (IEC X, TC 21 (ISO
ment series), IEC TC 22326), TC21 62305 series), TC |X 7240)
89 (IEC 60695 |(1S0 7240), 92 (1SO 20414)
series)
Foqd security [X X X X X
TC268SC1
X, TC92 SC 4 (ISO (IS0 37123) ISO | TC 292 (ISO X' TC 46 SC 10
Other 16732 series), TC |X 22315, TC 46 (IS0 |22320, ISO (I’SO 21110)
46 (ISO 21110 21110), TC 292 22396) ’
(ISO 22320)
X: §tandards are not yet developed, but an example is provided.
6.3 Possible areas for action by standardization bodies
Baded on the results of the surveys and gap analyses the following possible areas for standardization

are|identified for priority.

a) | Common framework for the implementation of disaster risk reduction in smart community
infrastructure: An overarching framework that“harmonizes the various exampleg of smart
community infrastructure for disaster risk reduction is needed. This allows stakeholddrs, such as
municipal planners, to understand how the various infrastructures function together gs part of a
broader system. This framework is intended to be a guideline for a system of systems related to
disaster risk reduction. Survey Examples#2, #18, #24, and #33 demonstrate how cities [n Oceania,
South America, and Asia utilize and manage their network of smart community techrlologies, to
create and provide integrated and eamprehensive disaster information to multiple stakeholders in
the community.

b) | Governance systems: Based on Example #30, this includes frameworks or systems reggrding how
multiple stakeholders collaborate regarding disaster risk reduction infrastructure.

1) Local multi-stakeholder dialogue framework: Based on Example #30, this focuses on multi-
stakeholder c6Haboration at the sub-national level

2) Community engagement and participation framework: This is to identify how members
of the edOmmunity can interact with other stakeholders regarding the use of disaster risk
reduction infrastructure

3) , Risk financing systems: As hazard investments may be modest or limited for njany cities,
this sub-category seeks to identify how communities can identify means to invedt in smart
communit-infrastracturefor-disasterriskreduction:

4) Disaster information sharing systems: Based on Example s #11 and #33, this focuses on how
multiple-stakeholders can coordinate together utilizing information for immediate response
during an emergency event, such as the response phase of a disaster. Digital twins such as
those found in Example #2, can create virtual replicas of a city, providing multiple stakeholders
visualized data of disaster information across the community.

5) Intergovernmental data sharing framework: This focuses on how governments can
collaborate with each other on common hazard vulnerabilities, such as sharing hazard
information or coordinating disaster response. Example #27 incorporates elements of data
sharing for tsunamis in countries within the region.
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6) Risk assessment systems: A framework is needed to identify vulnerabilities and evaluate
potential damage or loss of infrastructure, utilizing hazard and risk models.

c) Prevention systems: This category focuses on smart community infrastructure that is utilized
primarily during the prevention or mitigation phase of a disaster event:

1) Hazard identification systems: This includes systems that lead to the development of hazard
identification tools, such as the creation of maps.

2) Hazard monitoring, detect, and prediction systems: Multiple examples discovered in the
survey have focused on the use of infrastructure to monitor, detect, and predict hazards that

can be used to prevent or mitigate damages and losses. Specific categories have been 1dentlf]
hich include:

w

I.

il.

iii

iv,

vi

vil.

Vi

ix.

30

i. Tsunami prediction, monitoring, and detection systems: Examples such as #1, #

Transportation monitoring systems: Infrastructure which monitors hazard risK
transportation infrastructure, such as Examples #4, #5, #15, #16, and #47This can
used to monitor hazard risk in the pre-disaster phases.

Rain and flooding prediction, monitoring, and detection systems: As heavy 1
and tropical cyclones often leads to flooding, examples found in our survey often fg
on the prediction, monitoring and detection of both hazards. Examples #7, #12, #19, 4
#38, #39, #40, #41, #42, #45, and #50 are some examples of such infrastructure wh
can predict rainfall and support discharge operations fordams, floodgate monitoring
operations, long-term flood prediction systems, among.@thers.

Hail prediction, monitoring and detection systems: This includes systems that
predict, monitor and detect on hail hazards.

Wildfire prediction, monitoring, and detection systems: Infrastructure such
Examples #10 and #13, utilizes technologies that can predict, monitor and detect wild
hazards and related hazards such as smoke and other air quality related hazards.

Coastal prediction, monitoring,.and detection systems: Examples such as #7, #17,
#36, and #37 utilizes infrastructure that can predict, monitor, and detect tide and W
related hazards. This includes(uses such as tide, waves and inundation analysis systems
well as flow rates of overtopping wave detection and prediction systems. This differs fi
tsunami hazards which.are'generated by seismic activity.

Waste water systems: Examples such as #25 utilize infrastructure that monitors
detect the impactofhazards on sewer infrastructure. This includes waste water treatm
detection of flgodWaters into sewers, among others.

Ground wateér identification systems: Examples such as #43 utilizes infrastruct
which cawidentify ground water that can be used during emergency situations.

and' #27 include infrastructure which can predict, monitor, and detect tsunami w4

ied,

to
be

ain
cus
t32,
lich
hnd

can

as
fire

£35,
ave
,as
om

and
bnt,

ure

£23,
ves

caused by seismic activity.

Seismic prediction, monitoring, and detection systems: Examples such as #22, #24,
#28, #46, #48 and #49 include infrastructure that detects seismic activities relating to
earthquakes and volcanoes. Some systems may also include tsunamis due to the connection

between these two hazards.

Urban heat island systems: This includes infrastructure that monitors the effects of heat
generated in urban areas, which may pose risks to local communities. Example #9 is an
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example of how technology could be used to map urban hot spots to help pedestrians and

cyclists.

Disaster mitigation systems: This is a category that focuses more on modifications in the
design of the actual physical structure that can contribute to disaster risk reduction rather, in

contrast to the utilization of identification and monitoring systems. These include:

i. Elevated houses: Example #21 describe how elevated houses can be used to mitigate the

impact of tsunami waves and flooding.

ii. Flood parks: Examples #20 and “26 describe how public areas can be developed that

provides both scenic experiences and disaster reduction applications.

iii. Rainwater harvesting systems: Rain harvesting systems are used within)citi
to harvest rain for multiple uses while contributing to flood control.

Preparedness systems: This category focuses on smart community infrastructure that i
primarily during the preparedness phase of a disaster event.

1y

2)

Food security systems: This sub-category focuses on technologies that can streng

es in order

s utilized

rthen the

accumulation and supply of food and drink related items that cairbe utilized during ajnd after a

disaster event. This includes:

i. Stockpiling systems: Identified in Example #29{ This includes the ability
emergency food systems and promote logistics€hat strengthen the ability of sta
to stockpile food supplies for use during a disaster event.

ii. Drinking water systems: Identified in @xample #43, this focuses on system
identify and utilize the use of ground water for emergency drinking water usage

Energy security systems: Identifieddn Examples #3, #8 and #31, this focuse
communities can strengthen energy security during a disaster event. This includes
of smart and microgrids, redundahtenergy infrastructure systems, and energy infrag
that is resilient to hazard risk.

Response systems: This categofry focuses on smart community infrastructure that ig
primarily during the response phase of a disaster event.

1y

2)

3)

Evacuation systeris: As identified in Example #44, evacuation systems such as the ij
support systemi for municipal disaster response, can strengthen evacuation ded
community stakeholders.

Drones forrescue, emergency, and firefighting use: Identified in Example #14, this
the multiple use of drones for disaster response, such as locating people, assessin
and'bposting mobile networks.

Emergency communication systems: Identified in Example #34, this includes t

to certify
keholders

5 that can

5 on how
the usage
tructure

utilized

itegrated
isions by

explores
b damage,

bchnology

that can quickly be utilized during situations where communications are limited

, such as

during blackoutsaftera disaster event.

dii) Build Back Better systems: This category focuses on smart community infrastructure that is
utilized primarily during the Build Back Better phase of a disaster event.

1)

2)

3)

Food distribution systems: This sub-category explores how food supplies can be
strengthened to distribute food after a disaster event.

Smart and resilient buildings: This sub-category explores how buildings can be rebuilt to be

more resilient to future hazards.

Public spaces: This sub-category explores how public areas can be utilized for the
community members in a manner that contributes to disaster resiliency

© IS0 2022 - All rights reserved
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4) Evaluation and auditing systems: This sub-category identifies the need to evaluate and audit
post-disaster impacts.

NOTE The listed items do not necessarily fit into the current scope of TC 268/SC 1 or even that of TC 268.
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Annex A
(informative)

Examples of global smart community infrastructures for disaster

risk reduction

The
glol

following are the survey responses of smart community infrastructure for disaster risK

hally.

Australian Tsunami Warning System (Australia): provides a comprehensive tSunan

system delivering timely and effective tsunami warnings to the Australianpgpulation.
key element of the Indian Ocean Tsunami Warning and Mitigation Systerfrand contrib
facilitation of tsunami warnings for the South West Pacific.

Digital Twins of Infrastructure (Australia): creates virtual replicas of small- and

physical objects, buildings, cities, regions and systems (above and“below ground). It is 3
tool allowing for data visualisation, simulation and collaboration. It includes: 3D vig
wireless technology, structural engineering and Internet<©f Things. The output: a dig
of the built environment, including the physical infrastricture, which can be seen on 4

or mobile phone. Digital twins allow engineers to obsérve: deformations, deflections,

reduction

hi warning
Itis also a
ites to the

arge-scale
platform/
ualisation,
ital model
PC, tablet
cracks, or

stresses due to various loads (such as traffic or wind): The intelligent digital twin model can also

suggest appropriate maintenance decisions.

Power Grid Stand Alone Power Systems (SAP) (Australia): an electricity generation

system comprising solar panels, a large battery and a backup diesel generator; these c
independently of the electricity grid. Two energy companies in Western Australia are
selected remote customers with SAPS.and disconnecting them from the grid. Also invol
work is the elimination of the risk-of old poles and wires starting fires. SAPS reduce t
of infrastructure exposed to amatural hazard and therefore the chance of damage or

starting fires. Also, these systents decrease the recovery time for a community.

Flooded Roads Smart Warning System (FRSWS) (Australia): uses smart technology
both proactive and reactive mechanisms to enhance road safety during flood episodes. T
minimises the risk of)drivers inadvertently driving into flooded roads by using advang
signs that only activate in flood conditions. The innovative design and programming of 1
allows real time&Tnapping and information for each road location with a FRSWS to be p
disaster mafiagement entities and the community through a range of communication me
FRSWS signs are powered by recycled laptop batteries and solar panels and flash a “Roa
warning.for motorists when activated by rising waters.

New'Traffic Management System Rail Network (Australia): Traditionally, the trg

planning system has been based on a timetable planned in advance and if any chang]

hnd supply
hn operate
supplying
ved in this
he amount
bowerlines

to provide
he FRSWS
e warning
hese signs
rovided to
hods.; The
d Flooded”

in service
es were to

©IS

occur on the day, it would be managed manually by controllers. But the TMS now enables the

timetable to be managed in real-time, allowing controllers to respond quickly to any d

isruptions.

The new TMS will be used to monitor train services and will work alongside the advanced train
running indication and control system that is currently used by Sydney Trains to manage network

operations.

Coastal Estuary Drainage Network (Australia): Expanding the knowledge of the coastal -

terrestrial interface by surveying accurate water levels and time patterns for peak t
estimated Highest Astronomical Tide (HAT) limits within key coastal estuaries on the

ides at the
Capricorn

Coast, Central Queensland. Actual survey measurement of tide level and time pattern has revealed

significant time delay and some material water level differences which would influ
computer model predictions. Gauge boards have been installed and survey reference lev

ence flood
elled using

RMT. Traffic type video records of the tide level and time are later downloaded and analysed.
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10.

11.

12.

13.

14.

34

State-wide Flood Early Warning System (Australia): The aim of this project is to design and
deploy a road flood forecasting system covering State-controlled roads within Queensland. The
road flood forecasting system would be an automated system and utilise existing BoM rainfall
forecasts, running the results through their AWRA-L model producing a forecast map of surface
runoff for Queensland. Results would be assessed at key flood hotspots across the road network
to predict the probability and severity of flooding within the next five days. This provides TMR
with a highly reliable spatial prediction of the future state of the road network, allowing proactive
planning and deployment of resources, and communication with key road users (e.g. major freight
users who supply using just-in-time modes). Such an approach will minimise the impact of flood-
related road closures.

Rapid| Earth Fault Current Limiters (REFCLs) (Australia): reduce the threat of arcing and
igniting bushfires; this is done by "lowering the energy release in certain types of powerlinefafilts
(multitwire and wire-to-earth faults) within milliseconds. Power is restored immediately if |the
fault clears.

Shadeways (Australia): This project’s aim is to develop a platform that integrates maps of
satellite-derived land surface temperatures to inform users of the location 6f urban hot sppts.
The Shadeways Project involved key three areas of activity: 1) The development of an urban h¢at/
thermpl comfort mapping program; 2) Support for an enhanced network-ef’localized temperature
sensos; and, 3) A process of testing and research on issues of shade and active transport with
commlinity members. In turn, pedestrians and cyclists, for example) can understand how their
route Will differentially expose them to extreme temperatures apd map a low temperature rout, if
warrapted. https://www.infrastructure.gov.au/cities/smart-€itiés/collaboration-platform/Smart
-Active-Transport-Urban-Heat-Maps-for-Bendigo.aspx

Activ¢ Bushfire Hotspot Detection (Australia): In 2028, RMIT developed a geostationary fre-
hotspat algorithm that required no separate cloud, imask and no additional numerical weather
predidtion information. The algorithm was applied‘to Himawari-8 data and involved calculating
statistics over bio-geophysical-regions, sub-seasons and times-of-day to detect rises in mid-
infrared sky (MIR) brightness temperature that were unlikely to be due to cloud.

Local |Council Area Disaster Management Dashboard (Australia): This infrastructure |s a
website which locals can log onto at @ny time and get up-to-date information on critical evgnts
which|could have yet to occur, currently occurring, or have occurred and are in recovery stages.

CCTV fto monitor rivers and stream levels (Australia): By installing strategically located C¢TV
camerps on bridges to provide-a real-time video stream to emergency services and an Emergency
Operation Centre. Assists-with early warning disaster management which can prompt evacuatipn.

Air Rgter App (Australia): Free to download app that monitor's the user's environment to obfain
information on up<o-date air quality information Key features include: Keeping track of hay fgver
and agthma symptoms in one place; Checking the air quality at any location; Setting up 'sayed'
locatigns so théwiser can quickly view what's happening in areas they visit frequently; Seeing|the
locatian of ‘bushfires; Seeing how their symptoms correlate with environmental conditions'] In
addititlm, the app keeps track of temperature and alerts people on particularly cold or hot weather
days.

Communications Drone Swarm (Australia): The Telestra team labs executed a drone swarm and
a mobile ‘cell on wings’ demonstration using 4GX on the Telstra mobile network. It can be used for
multiple purposes: 1) the drone swarm is a group of drones controlled by a single pilot flying in
formation and using vision capture to quickly and efficiently map an area impacted by fire or flood.
Computer vision capability enables the cameras on the drones to identify specific objects, such
as people and vehicles. This can help emergency services operators to locate people who require
rescue, and also in assessing the overall scale of damage over a large area; 2) the ‘cell on wings’ is a
mobile small cell mounted on a drone in order to temporarily boost mobile network coverage in a
local area, which is particularly useful in emergency situations.

© IS0 2022 - All rights reserved


https://www.infrastructure.gov.au/cities/smart-cities/collaboration-platform/Smart-Active-Transport-Urban-Heat-Maps-for-Bendigo.aspx
https://www.infrastructure.gov.au/cities/smart-cities/collaboration-platform/Smart-Active-Transport-Urban-Heat-Maps-for-Bendigo.aspx
https://standardsiso.com/api/?name=7885ed47002a28bd9da0533c2eadae31
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