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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types

of ISO d

[SO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

Dealing with public-health emergencies and eliminating their impact on sustainable development has
become a common challenge globally. In recent years, the Ebola virus disease, the Middle East respiratory
syndrome (MERS), Zika virus and COVID-19, have caused severe consequences to countries around the
world. This has critically challenged the public-health emergency management (PHEM) systems of many
countries, especially developing countries. Eliminating the impact of sudden public-health events is an
important goal for achieving sustainable development globally.

The rapid development of the Internet, Internet of Things, Artificial Intelligence, Cloud Computing, 5G
broadband cellular networks and other 1nformat10n and communication technolog1es is accelerating change
across thfee ¢ R ew data
environrpents, and new technology appl1cat1ons offer the potent1al to transform the effect1veness bf PHEM.
This enaples monitoring and analysis, virus tracing, prevention and control treatment, reseurce alllocation
and othefr aspects of public-health emergencies to be managed at a faster response speed, withmor¢ efficient
and trangparent reporting systems, and more effective medical, social and economic outcemes.

Howevel, technology can only make a difference when accompanied by innovative ways of |[working
(e.g. sm3rt governance processes), supported by interoperable standards, that“enable organizations to

— deliver integrated action, rapidly and at scale;
— engdge the public in new and more interactive forms of communication and participation;

— do this through partnership across the public sector and private sector, and collaboration acrpss local,
regipnal, national and international levels of government.

This dodqument is intended to inform the development.ofdfuture international standards in this| area on
how conmunity authorities can effectively plan and deliver this kind of smart PHEM, by drawing[together
and analysing best practice case studies on how cities around the world have responded to the (OVID-19
pandemil.

This doqument has been developed by an ad hoc group bringing together members of the 1SO/TC|[268 and
the IEC $mart Cities Systems Committee {IEC SyC SC). Case studies were gathered by national standards
organizations, using an information-gathering framework aligned with the Smart City Use Case frgmework
previoudly developed by [EC SyC SC; and-interviews were held with senior representatives from each city to
explore lessons learned and refinethe' case studies in more detail.

© IS0 2024 - All rights reserved
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Sustainable cities and communities — Case studies in how
smart city operating models support an effective public-
health emergency response

1 Scope

This doqument identifies good practice case studies of smart city responses to COVID-19 throu
of smart|technologies, smart data, smart decision-making and smart ways of working. In pdnticul
to demonstrate how the principles for smart city operating models recommended in ISQ‘37106 ca
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1) Under development. Stage at the time of publication: ISO/DIS 37113.
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3.2 Public-health emergencies

3.21

public-health emergency

PHE

sudden occurrence of major infectious diseases, diseases of unknown causes, major food and occupational
poisoning and other events that seriously affect public health that cause or can cause serious damage to
public health

3.2.2

public-health risk
likelihood of an event that can adversely affect the health of human populations, with an emphasis on one

which cdn spread internationally or can present a serious and direct danger

3.2.3

public-health emergency management

PHEM

overall approach to preventing a public-health emergency (PHE) and managing thosethat occur

Note 1 to
recovery

4 Cas

This doc
humans
a sustain
technolo|
of their |

Figure 1

IS0 37
princi

entry: In general, PHEM utilizes a risk-management approach to prevention,‘preparedness, resy
before, during and after either potentially destabilizing or disruptive events,‘otr~both.

e study framework — Smart city approaches to management of COVID-1
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Figure 1 — Framework for Smart Public-Health Emergency Management (PHEM)
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In particular, this document:
a) Isinformed by

1) the four delivery principles for a ‘smart city operating model’ described in ISO 37106:

i) establishinga clear, compelling and inclusive vision for the sustainable future of the community;

ii) taking a citizen-centric approach to all aspects of service design and delivery;

iii) enabling a ubiquitous, integrated and inclusive digitization of community spaces and systems;

iv) embedding openness and collaboration in the way the community works;

2) fthe smart city operating model described in ISO 37106, which enable cities to implement'the above

brinciples by addressing city-wide challenges of joining up across city silos, in three dreds:

responses to community-wide challenges.

i) Citizen-centric service management: the provision of public servicés.for citizens and by
that are built around user needs, accessibility, inclusivity and cotcreated with users.

and use of the community’s physical, spatial and digital assets is available in real-time g
interoperable basis, in order to enable real-time integration and optimization of city re
and opening up community data (in secure and pfivacy-protective ways) in order {
innovation by citizens, businesses and civil society:

b) Provides good practice case studies for community<authorities on how these ISO 37106

) Strategy management: the key aspects of governance, planning roadmap. development and
decision-making that need to be managed at a whole-of-city level in order'to provide [effective

sinesses

ii) Integrated digital and physical resource management: ensuring that data on the perfprmance

nd on an
sources;
0 enable

delivery

prinfiples and smart city operating models can_support more effective PHEM at each stage of the

command-and-control process for emergency management and incident response set out in ISC

Although Figure 1 illustrates the ISO 22320 command-and-control process as a simplified, line1
practice[it is a non-linear process with multiple feedback loops across multiple stakeholders, as il

in Figurg 2.
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d practice cases across all phases of the ISO 22320 command-and-contr¢
5 for emergency management

neral

se highlights six good practice case studies. Each one focuses on a separate aspect of the IS
d-and-control processes for emergency management and incident response (as shown

and demonstrates how the case study implements the ISO 37106 principles of visionary
ligital, and‘open and collaborative.

I TRAJAYA — Observation, information gathering, processing, and sharing

ncy

ress, and
bed to be
low. The
‘reach to
als from

022320
above in
, citizen-

5.2.1

verview — Using the city command centre to provide integrated data sensing and sharing
across all agencies involved in COVID-19 management

Putrajaya is the new Federal Government Administrative Centre for Malaysia, with a population of 109,000
and an area of 49 kmZ. The Putrajaya Command Centre is an integrated data centre that monitors the city
24/7 to promote the safety and wellbeing of the community, from routine traffic management through to
disaster relief. The Centre collates data from across the city, including through sensors, panic buttons and a
network of CCTV cameras, and applies Al analysis of video and other unstructured data to allow for easier
processing and decision-making. In doing so, it allows information to be shared between key agencies with
the city, including the police, fire, and hospital emergency departments.

© IS0 2024 - All rights reserved
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The Centre was core to the city’s COVID-19 response. During COVID-19, the Putrajaya Command Centre
became the focal point of the city’s response to COVID-19, integrating data sources from across the city’s
infrastructure and agencies into a central location.

5.2.2 Objectives of the initiative
The Putrajaya Command Centre had three key objectives in the city’s management of COVID-19:

a) To collate and interpret data points from across the city’s smart city infrastructure and from the city’s
key agencies (e.g. police, health, transport and emergency response) into a central location for smoother
and more intelligent data processing and decision making.

b) To ffcilitate communication and engagement between the main organisations working to coptrol the
sprepd of COVID-19 through the shared use of that integrated data.

c¢) To upe insights to develop and implement a cohesive response to the PHE. This includes-beth:
— roordinating actions across all relevant city agencies;

— irectdeployment of the Command Centre's own response system (a network of speakers allpwed the
City Command Centre administration to broadcast personalized warnings to individuals yiolating
Putrajaya’s social distancing guidelines).

5.2.3 What was achieved

Putrajayp’s response to COVID-19 was informed and enabled by‘\the Smart City Blueprint for Putrajaya,
publishefd five years previously in 2017. Informed by extensive dialogue and engagement wWith city
stakeholfers, this established a comprehensive framework te achieve the city’s transformational|goals by
2025. Thie Smart City Blueprint sets out 93 initiatives acrosg séven smart city domains:

— smafttransportation and mobility;
— smalt home and environment;

— smalt government services;

— smaftinfrastructure and utilities;
— smartsafety and security;

— smafteconomy;

— smaft community.

These inftiatives are citizen-centric and aim to improve urban sustainability and quality of life thrpugh the
use of innovative technology as an enabler. They are prioritized along an implementation timeling¢ divided
into qui¢k wins,Short-term, medium-term, and long-term priorities, with an initial focus on prioritizing
smart cify security and the enabling infrastructure.

The City|Gommand Centre was established as a key early initiative in delivering the Smart City Blueprint. A
centre f Tty 1 i i i 5’ (SOPs),
enabling a unified and collaborative response to city incidents by police, fire, hospital and other services.
These SOPs cover both daily incidents, e.g. traffic accidents, and environmental disasters such as flood or fire.

The City Command Centre quickly became the centre of Putrajaya’s COVID-19 response; multiple data
sources were pulled into a single dashboard and COVID-19 case information was used to populate a map
of the city, providing easily visualised ways of processing and analysing the information. Daily meetings
were held with the mayor, hospitals, and the public-health department to share aggregated data around case
numbers, locations, and potential hot spots. This integrated approach allowed the city to make informed
decisions and a number of SOPs were developed to allow rapid response to new challenges.

© IS0 2024 - All rights reserved

5


https://standardsiso.com/api/?name=be4a590fdc7004dc3c13c1e5fb07d092

ISO/TR 37112:2024(en)

The Centre was also used to co-ordinate related work between key city agencies. For example, if the police
needed to block aroad in order to minimise entry and exit to Putrajaya, this could be managed collaboratively
across the related agencies to ensure a smooth response. The Command Centre also played its own role in the
enforcement of social distancing protocols, allowing administrators to administer warnings to individuals
violating these protocols. Nearly 100 % of people amended their behaviour to obey the social distancing
guidelines following the verbal warning over the speaker system.

Through the smart integrated response to COVID-19, Putrajaya was able to effectively control the spread of
the disease. Apart from a few instances when the whole nation was under lockdown, Putrajaya navigated
the pandemic without needing to implement a city-wide lockdown. Instead, Putrajaya was able to implement
specific, localized lockdowns in areas of high infection.

5.2.4 How the project applied ISO 37106 guiding principles

Table 1 helow summarizes the core ways that the Putrajaya Command Centre put into practice th¢ guiding
principlgs for a ‘smart city operating model’ set out in ISO 37106.

Table 1 — Mapping the actions taken by Putrajaya against the guiding principles of ISO 37106
Guiding principles of ISO 37106 Putting principle into practice
Visionaily: The Putrajaya Command Centre is an int \part of Putrajaya’s bifoad-
Establishing a clear, compelling and |er ambition to become a leading exam }e\ smart city best practic¢. The
inclusive vision for the sustainable |Centre features prominently in the cés Smart City Blueprint docuyment
future fgr a community and promotes the smart operatlo% e city. It also has clear leadqrship

support and the Mayor 1nteract@ ith the Command Centre daily fluring

COVID-19.

Citizen-¢entric:

Taking g citizen-centric approach
to all aspects of service design and
delivery

panic buttons that are available at key locations around the city or
the city’s mobile app)Citizen privacy is a core consideration. Clear

Centre and the technology itself was designed with citizen privacy
mind. For example, the CCTV coverage is restricted to public areas,
is equippedWith a privacy-masking function which automatically H
doors and windows from being monitored, apart from some notabl
tions;stich as children’s playgrounds.

The Command Centre has several citizen-centric design elements, including

within
trate-

gies are put in place to safeguard personal data within the City Comhmand

in

and
locks

e excep-

Digital:
Enabling a ubiquitous, integrated

and inclpisive digitization of comn@ :

nity spages and systems O

O’

a

Thé@ommand Centre leverages a wide array of technologies to pro

ultiple data streams. This promotes faster decision-making and f
%‘eater collaboration between city agencies through technology-er
communication. The use of artificial intelligence, in tandem with ag

leaders to identify new trends and to respond rapidly and appropri

cess
hcilitates
abled
roregat-

ed data dashboards, allows the Command Centre administrators amd city

ately.

Open anti collaborative:
Embeddjng openness-and collab-
oration {n the way thé.community
works

The Putrajaya Command Centre promotes co-operation between ¢

hospital departments. This integrated way of working allows for fa
more effective response times by ensuring that accurate informati
an emerging crisis is shared with the relevant agencies, allowing th
co-ordinate their response more effectively.

re

agencies within the city, such as the mayoral team and the police, fire, and

ster and
n about
em to

5.2.5 LessonsIearned

Table 2 summarizes the key lessons that the Putrajaya Command Centre administration have identified
in order to better inform the management of future public-health crises. It also highlights the relevant
components of ISO 37106 that can be usefully applied as these lessons are implemented.
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Table 2 — Identifying key challenges faced by Putrajaya and lessons learned to better prepare for

future public-health emergencies

Issue Lessons learned Relevant components of ISO 37106
In the early stag- |Developing SOPs around data collectionin |— [B2] Leadership and governance provides
es of COVID-19, |the event of health emergencies will allow guidance on bringing together city leaders on a
there were a lack |for a more rapid response in the future. cross-sectoral basis into effective governance
of SOPs to cater | At its start, the Putrajaya Command Centre arrangements at both the strategic and
to the manage-  |only interacted with the hospital emer- delivery levels.
ment of public gency department. More agencies related :
health emergen- |t public health, e.g. as the Public-Health | — [B13]1T and data resources mapping and
cies Department, were then invited to work management provides guu_iance on how
Sl S o T . to ensure these collaborative sovernance

WILIT LIIC UILY GOUIIITIAIIO GEIILI'S AQUT'IITg . i

COVID-19. These partnerships could have arrangements can be applied to enable

been established earlier in order to ensure effective exploitation of commo d

the proper SOPs were in place at the onset resources. S

of COVID-19. %
Importance of While data integration and Al analytics are |— [B12] Managing smart.dity developments and
personal human |vital to the operation of the City Command infrastructures emphdsises the imporftance of
contact in addi- |Centre, Putrajaya’s experience during taking an integratéd-approach across figital,
tion to diigital COVID-19 also highlighted the importance physical and human domains, and proyides
collaboration of bringing people together in a physical lo- guidance on.to embed such an integrafed

cation. Key decision makers from different approach inCity planning systems.

agencies were able, with appropriate social
distancing protocols, to use the coordina-
tion room above the Command Centre as a
shared meeting space. This enabled leaders
to coordinate the emergency response
more effectively.

5.3 Negw York — Assessment of the situation, including forecasts

5.3.1 OQverview — Use of precision spatial data to support COVID-19 operations

New York is a state in north-eastern United;States of America, with a population of 20,2 millioh and an
area of 141,300 km?2. New York State and,New York counties, pioneered by Suffolk County and Rockland

County,

ised highly-granular GIS mapping and geo-coding of individual COVID-19 infections to engble real-

time assessment of pandemic development, giving city officials new insights into the current pituation

and pred

ictions for how the situation was evolving. These were used to inform policy decisionf, enable

more targeted interventions, at‘local level informed by “micro-cluster strategies”, and to share|relevant

informatlion with both the public and key organisations in real time.

5.3.2

Dbjectives of the initiative

There wére four eore objectives to Suffolk County and Rockland County’s approach to driving the geospatial

data project pandémic management:

b)

To cppture highly detailed geocoded data to track each COVID-19 infection from the point jof initial
reportRsand-to-maptEagaty he-cit-erderto-provideprecise-identifieationof petentialelusters of
infection (providing a more comprehensive and accurate image of the situation than tracking infections
by zip code as was being done across the rest of New York State).

To then use these insights to develop targeted strategies for responding in real time to new clusters of
infection as they emerged; this could include implementing locally specific restrictions, warning other
residents, or distributing resources more effectively.

To then use these insights to develop a predictive model that would allow city officials and other major
stakeholders to prevent or limit infection before a cluster develops, to mobilise aid in advance, and to
target a communication strategy around those most at risk.
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d) To identify good practice in geospatial pandemic management and share with other New York counties

and

city stakeholders.

5.3.3 What was achieved

SOURCE

Reference [30], reproduced with the permission of the Suffolk County Goverfithent, New York, US

Figurie 3 — Example of the data dashboards shared with Suffolk County Police, split by pré¢

Both Ro
laborato
targeted

ckland and Suffolk County were able to geocode information on COVID-19 infection|
Fies. Analysis of these geocoded addresses were then used’to create a micro-cluster strat
areas showing spikes in infection and to develop tiérs of strategies in and around thog

areas. These predictions and insights influenced policy decisions around the risk management of C
and conlprehensive, interactive data visualisations were“made available to both citizens and
organisations.

For example, Suffolk County Police were provided\with access to highly-granular geocoded data

them to
respond

inderstand the risk by precinct and abléto show whether an individual house was high r
ng to a call (see Figure 3). Enabling\police to identify if there were any positive COVID-19

any houge before entering gave the opportunity to take proper precautionary measures, further lim
spread (1 the disease.

The GIS
clusters

By mapp
were abl

ata was a core component-of public briefings, in particular during the implementation of th
[rategies. The geocodeddata was also used to create early warning dashboards (see Figursg

ing geocoded data of €COVID-19 infections against key metrics, such as hospital capacity, the
b to ensure theywere better prepared for the forecasted scenario.

rcinct

s in the
egy that
e atrisk
OVID-19,
key city

to allow
sk when
cases in
iting the

e micro-
p 4).

counties

] hi"”ﬂp-; =

Figure 4 — Screenshot demonstrating Rockland’s Early Warning Dashboard, comparing metrics

such as new infections, severity of infections, and hospital capacity

The success of these initial projects in Rockland County and Suffolk County later informed a modified state-
wide initiative.
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5.3.4 How the project applied ISO 37106 guiding principles

Table 3 below summarizes key ways in which the project put into practice the guiding principles for a ‘smart
city operating model’ set out in ISO 37106.

Table 3 — Mapping the actions taken by Rockland and Suffolk County against the guiding principles

Guiding principles in ISO 37106

of ISO 37106

Putting principles into practice

Visionary:
Establishing a clear, compelling and inclu-

The project had clear support from political and administrat

ive

leaders at the highest levels, and at both County and State levels.

sive vision for the sustainable future for a | Moreover, it was able to build on a long-standing vision for Geograph-

commurlity ic Information Systems as a key enabler for New York. New. Yprk has
been a global pioneer of GIS to drive city planning and g?ﬁ ions,
both using it to underpin key city services such as 9 also pro-
viding geo-coded data as Open Data to support de'(ilﬁlfment of city
applications by the private sector and civil socigt&x

Citizen-¢entric: Linking the individual citizen to spatial dataJay at the heart pf this

Taking 4 citizen-centric approach to all prOjeCt. Throughout, great care was takensto-ensure the protection

aspects

bf service design and delivery

data visualisations with the wider community, individual cit
were enabled to understand the eyolving situation and use t
inform their own behaviour.

of personal privacy of citizens. Through(the creation and shz}:‘

ing of
zens
atto

Digital:
Enabling
inclusivg

¥ a ubiquitous, integrated and
p digitization of community spaces

The comprehensive and
helped to reduce the sco
systems, improved dat%
for personal and sen

integrated nature of the digital geo-
ﬁlity, and enabled high levels of pi

coding

r human error in pandemic response

otection

data. It also enabled greater sharing and

and systems siti
interactivity of da shboards, so that they could be applied to
meet differing reguirements.
Open and collaborative: The success oftthe GIS-mapping of COVID-19 infections relied on the
Embeddjng openness and collaboration in |partnership:between multiple data partners and city organigations

the way

the community works

to ensuréan accurate understanding of the situation. Open d
feeds-enabled community organizations to work with and ad
to thedata.

ata
d value

5.3.5 1

Table 4

city oper

Lessons learned

pbelow summarizes key lessons that leaders of this initiative have drawn from the expe
inform nmanagement of future publie-health emergencies, and highlights components of the ISO 371
ating model that can/be applied as they do this.

rience to
D6 smart
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Table 4 — Identifying key challenges faced by Suffolk County, Rockland County, and New York State
more broadly and lessons learned

Issue

Lessons learned

Relevant components of ISO 37106

Organisational
silos can limit
effective informa-
tion sharing

Mobilizing multiple organizations to ensure rapid |—

implementation of new GIS-enabled systems is
challenging. At a state-wide level, not all depart-
ments of health had a strong initial understand-
ing of the potential for spatial data and systems
to support their COVID-19 response. Rockland
and Suffolk Counties were able to move rapidly

because of pre-existing collaborative governance |—

ctrctarac batuzoan caon data baslth o d otbh o
SHeart e 6tRef

[B2] Leadership and governance
provides guidance on bringing
together city leaders on a cross-
sectoral basis into effective
governance arrangements at both the
strategic and delivery levels.

[B13] IT and data resources mapping

and management provides suidance
& T &

Qa
Structar oottty Ce st oty

specialists, and an ability to draw on strong per-
sonal relationships at the senior level in defining
strategies for responding rapidly to the COVID-19
challenge.

on how to ensure these coll& brative
governance arrangeme n be
applied to enable effec exfloitation
of common data resﬁgl@s, indluding
spatial data. y\'\

Pre-existing
protoco?:s around
geocoding person-
al health data

The lack of a clear and pre-agreed model for how |—

to apply granular geo-coding in the context of
personal health data in a privacy-protective way
presented significant challenges.

In the US, the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) establishes
national standards for the protection of certain
health information, including safeguards organi-
sations must put in place to manage security risk$
and ensure confidentiality of patient data. At the
start of COVID-19, there was wide-spread cohgern
amongst health professionals that geocodifig
medical information might infringe on HIPAA.
Rockland and Suffolk Counties demonstrated that
it was possible to collect and deployprecision
location data without jeopardizing patient privacy
and HIPPA compliance; for thé&future, the city,
counties and state of New York would benefit from
having a clearly agreed-framework in advance.

[B10] Identityand privacy
management provides guidan¢e on
development of a ‘citizen-centfic trust
modelto support privacy-protective
uselofydata within a secure, feglerated
IT and governance architectufe.

5.4 CHina-Singapore Tianjin Eco-city (CSTEC) — Planning

5.4.1 Qverview — Pandemic management map to plan COVID-19 management

China-Sihgapore Tianjin Eco-city (CSTEC), in Binhai district in Tianjin City, China, is a strategic codperation
project Between China and Singapore, with a population of 120,000 and an area of 150 kmZ. In|order to
prevent and respond'to COVID-19 on an accurate and timely basis, when facing a large amount of (OVID-19
data, CSTEC, capitalizing on its advantages as a smart city, developed a pandemic management map. This
map combinespandemic information with spatial information on resource planning and brings [together
relevant|pandemic statistics, including six sections comprising: citizens, traffic and vehicles, enterprises,
construdtien sites, big data analysis, and pandemic notification.

This case focuses on the ISO 22320 ‘planning’ aspect. It enables the CSTEC Administrative Committee to:

— delineate mock control areas based on big data analysis;

— make prevention and control decisions to aid in the execution of accurate pandemic prevention and

control work;

— deliver timely risk information to the public and key organizations for effective communication.

The creation and implementation of the pandemic management map reflected the guiding principles in
ISO 37106 and can be used as an example of smart city management. The CSTEC Administrative Committee
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used this map to reduce the likelihood of infection in CSTEC and take steps to ensure effective recovery,
which also reflects the PPRR steps in ISO 37113.

5.4.2 Overview of the objectives

The pandemic management map included three objectives for achieving the goal of CSTEC pandemic control
and smart management.

a)

b)

The left $ection of Figure 5 shows the number of travellers in observation and traffic, as well as the

Gather, integrate and update data related to the pandemic in multiple fields, such as po

pulation,

vehicles, enterprises, and construction sites, through the pandemic management map. The map enables

all departments of CSTEC Administrative Committee to plan service support for pandemic pr

evention

and control work, within a scientific and technological platform for refined management and decision-

makjing on pandemics.

Enalple CSTEC Administrative Committee to keep abreast of the pandemic situation immediz
estaplish a good information communication mechanism with major organisations and ci

itely and
[izens in

CSTEC. To disseminate information on the pandemic risk in a timely manner and provide a convenient

enqyiry service for pandemic prevention information.

Estaplish and maintain CSTEC's dynamic urban resources information of spacCe, public faciliti
buildlings, and idle assets via a visual map.

hat was achieved
The pandemic management map allowed for quick communitytafgeting and hierarchical respq

This| map established a network of citizens that can bé\traced back to specific commun
buildlings. The CSTEC Administrative Committee has uséd.this map as the foundation for estah
communication mechanism with the community.

Citigens provided information to the CSTEC Administrative Committee on the spatial distril
residents in the community, e.g. confirmed didgnosis, observation, home quarantine, close
retufn to Tianjin from key areas.

Then, based on the data, the CSTEC Admifiistrative Committee used the pandemic managemer
visuplize the mapping of citizens andthe quarantine situation at home. By clicking on the corre;

s, public

nse.
ties and

lishing a

bution of
contact,

t map to
ponding

map|spot for both historical and currént information, information on outbreaks in each commuynity can

be djsplayed in detail.

Simyltaneously, the CSTEC Administrative Committee developed an analysis model of the ris
inflyencing community pandemic control, and to formulate decisions to classify different com
into(different risk level,

Comjmunity managers made targeted prevention and control decisions based on changes in the
pandemic situation and the community's risk level, including the dynamic adjustment of
pandemic prévention staff and supplies.

k factors
munities

regional
required

number

of vehiclgs-entering and exiting. The radar chart on the right depicts the risk factors influencing community-
based pandemic prevention and control, such as travellers, the pandemic in the community, spatial layout,
and household count.
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Reference [29], reproduced with the permission of the CSTEC.

jgure 5 — Analysis model of the risk factors influencing eommunity pandemic contr¢l

't vehicle tracking was made possible by the pandemicimanagement map.

IOT equipment such as camera sensors at CSTEC intersections and smart video ana

ysis, the

pandemic management map notonly displayed data envehicles registered, in transit, and enterifng CSTEC

on the same day, but also highlighted data on vehicles entering and transiting CSTEC with
licerjse plate on the same day, based on real-timedynamic monitoring of nearly 3,000 surveillan

int

CSTI
well

Once
acce,
deci
seal

Figure 6
inbound

vehicles,
domestig
risk and

€ area.

EC Administrative Committee can_check the travel time and route of each vehicle within
as trace the vehicle history within\a specific time period, by clicking on the map.

a confirmed or suspected cdse is identified, members of the CSTEC Administrative Commi
5s to all types of information'in the map, greatly improving the efficiency of emergency resp
sion-making. CSTEC Administrative Committee managers will be able to exercise managg
ng off entities and practicing pandemic prevention at district borders.

displays the "vehicle" in the dashboard. The vehicle information for the day (including
vehicles, transit/inbound vehicles from medium-risk and high-risk regions, local ré
disinfection-vehicles, and the number of new vehicles in the community) can be tracked
trajectory of all vehicles easily viewed. Figure 3 depicts the trajectories of a vehicle from
high-risk regions, along with the precise location and order of the vehicle's stay.

h Wuhan
te videos

STEC, as

tee have
onse and
ement by

transit/
gistered
and the
medium-
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ns  Trafficand Ent

vehicles

BUREh HEALNS HR6t (RUS IR 2020-03-05) Vehicle trajectory

Eral. 2]
[ZE1=lopt e 1354

b MENHZEE 4,656

& Vehicles from medium-risk 7
and high-risk regions

m HREHEER 38,468

Reference [29], reproduced with the permission of the CSTEC.

Figure 6 — Transport Module Showcase (vehicles with Wuhan license)

pandemic management map provided real time information on the prevention of COVID-19

places, which produces transparency and improves publie participation.

— The

mall

pandemic management map displayed correspoiiding risk alert information on various

in public

shopping

s and supermarkets, primary and secondary sehools and kindergartens, hotels, scenic spots| medical

institutions, enterprises, construction sites, offi¢é buildings and other public places within CSTEC.

— CST

EC Administrative Committee announced such risk alert information to the public for

communication. Communication channels-used included SMS, email and internet.

Figures
superma

location
and colo

ired based on their risklevel.

effective

7 shows that risk warnings ‘were differentiated according to the place, e.g. comimunities,
rkets, enterprises, office buildings, medical institutions. On the right, the name of th¢ specific
hnd the associated risk warhing information are displayed. The locations were ranked fromn 1 to 15
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Ay, Epiden R, E:&

Communities information

Epidemic prevention and

) itie 1E :
Name of Communites control risk in‘ormaticn

Precise epidemic prevention § I —
and control risk information 1. Ruilong Community

£ Communities 2 2. Yongding Community

Hechang Community

B) supermarkets 12
Rainbow Community

ther public pl
& other puslic places 9 Jijing Community

@) Nine small'venues (in communities) 161 i Hefeng Community

m Production enterprise 52 Jinlu Community
WMedical institutions 3 ; Yihe Community
Harmony Community
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- ottt Conniy

Reference [29], reproduced with the permission of the CSTEC.

Figure 7 — Pandemic risk prevention and centrol tips

pandemic management map enabled effective enterprise pandemic prevention manager
rol.

he process of resuming work at CSTEC, the CSTEC Administrative Committee used tl
be data module to track changes. Enterprises réturning to work reported daily data on p|

ndemic management map via the enterprisépandemic prevention information system. Thig
management and decision-making on pandemic prevention for those returning to work.

shows how to retrieve company information, by clicking on a specific company icon to di
's location, the employees returhing to work from each company, and their hometown info

\‘"L ) g Citizer Trafficand Enterprises

Liyumen Hotel

q . N 8
Enterprises information Hotel

62 ‘
Al Recumpfion Novesumption jpezs e 10 16 34

Total number  Employees Employees from
of employees from Tianjin  other regions

Total number of employees in the company

¢ Y A 5

nent and

he map's
ersonnel
ocations
enabled

bplay the
rmation.

SOURCE

2 Jing Jiang Inn of CSTEC AT

3 Hiltan Hotel (CSTEC) EAL
4 Vienna 3 Best Hotel (CSTEC)
5 Atour Hatel (CSTEC)

Reference [29], reproduced with the permission of the CSTEC.

Figure 8 — Specific company information
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5.4.4 How the project applied ISO 37106 guiding principles

Table 5 summarizes key ways in which the project put into practice the guiding principles for a ‘smart city
operating model’ set out in ISO 37106.

Table 5 — Mapping the actions taken by CSTEC against the guiding principles of ISO 37106

Guiding principles of ISO 37106

Putting principles into practice

Visonary:

Establishing a clear, compelling and
inclusive vision for the sustainable
future for a community

The pandemic management map was strongly
supported by CSTEC Administrative Committee.
CSTEC wants the achievements of the map to be
developed to provide a useful reference for global use,

to form replicable and scalable pandemic preventiorb‘

experience. Qq/

The pandemic management map is based on (e)/
long-term vision of CSTEC as a smart city. C has
been committed to using the good data nésource base
and data analysis advantages of the " Brain" to
promote the management and opeq.i,on of CSTEC.
This map has multi-dimensional agement
functions for (e.g. citizens, ve s, communities and
enterprises), which strong omoted CSTEC's smart
operation.

P\

Citizen-centric:

Taking a citizen-centric approach
fo all aspects of service design and
delivery

The pandemic managément map allows residents to
receive risk alert information about key institutions in
CSTEC, such as hospitals and pharmacies, and to use
such informatign-to guide their own behaviour.

The protection of citizens' privacy data runs through
the entire data life cycle, including data collection,
data storage, data processing and data transmission.
Dat@involving personal privacy and personal
information were kept strictly confidential during the
system development and data processing stages, with
a dedicated server set up for storage. Data processing
staff were trained in security awareness, and data
storage media was only allowed to be used by internal
staff, and sensitive information was not allowed to be
taken out of the office. Personal information storage
devices were not to be incorporated into the internet.

7

Digital: .
Enabling a ubiqui@, integrated
and inclusive digitization of com-
munity spaca_‘ d systems

Xl

The pandemic management map achieves the integra-

tion of pandemic information with spatial information of
resource planning, which can summarize and share a large
amount of pandemic data information quickly. The data
included citizens, traffic vehicles, enterprises, construction|
sites and other boards, which achieved data connectivity
and met the requirements of smart city management.

Dpen ‘and collaborative:
Embedding openness and collab-

The pandemic management map takes full advantage
of the data aggregation platform of CSTEC and the

oration in the way the community
works

databaseanmdamatystsof theCity Braimr-ttwas=
collaboration between multiple data providers, the
technical team and CSTEC Administrative Committee.
The pandemic management map also gave value to
open information data from communities, enterprises
and others.
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Table 5 (continued)

Putting principles into practice

the pandemic.

The pandemic management map provided CSTEC
information in a visual format, preventing confusion
for users and panic caused by rumors during
COVID-19, and contributing to an orderly fight against

Future plans include creating open-data sources that
will be accessible to the public, with the permission of
the provider and after encrypting to protect privacy.

applied.

5.4.5 Lessons learned
Table 6 gummarizes key lessons drawn from this initiative to inform management of future public-health
emergenies, as well as components of the ISO 37106 smart city operating model that canbelusefully
Table  — Identifying key challenges faced by the pandemic management map_and lessons learned
Issue Lessons learned Relevant components of ISO 37106
The general public |The public's acceptance of smart — [B3] Cﬁ%rative engagement:
was unfamiliar city-related programs may have an By asizing awareness
with the pandemic |impact on the effectiveness of a city's and participation in interested
management map |emergency response to public-health rties, the program ensures

hnd did not follow
the information in
A timely manner

g
N\
&
?\
9
S
<

events. The smart city program's
value to emergency response is N
increased the more that individua]%)
and businesses choose to collaborate.
As aresult, daily disseminati@d
promotion of the smart city program
is critical. @

The long-term strategyﬁhns to make
this data and the mapping available
to citizens on an n basis, provid-

ing increased v to the commu-
nity, encouragihg participation and

facilitating innovative use by organ-
izatioﬁd citizens to obtain better
city@ ices.

D

<

hat all interested parties
(e.g. users, suppliers, delivery
partners elsewhere in the public,
private and voluntary sectors,
politicians, the media) have a
clear understanding of the smart
city program and how they
will benefit from it, as well as
effective and inclusive routes to
engage with and participate in
the program.

[B8] empowering the city
community through city data:

Cities need to drive change
upstream of the data platform,
i.e. work on internal culture
change with data owners across
the city (from the public, private
and voluntary sectors) to ensure
a willingness and capability to
provide data into the platform, ag
well as to address data-opening
barriers.

The CSTEC Administrative Com-

The severe pan-
demic situation
has hampered map
development, with
functions such as
fixed asset man-
agement and mu-
nicipal infrastruc-
ture operations
adjustment not yet
fully developed and

mittee should actively seek the use
of new technologies and equipment
in relevant management processes,
collaborate with the technology team
to provide sources of information
and data, and continue to develop
additional functions in areas such as
fixed asset management and munic-
ipal infrastructure operations in the
future.

utilized

[R1 '2] IT and dataresources
mapping and management:
Emphasis on sharing and reuse
of city assets and services

[B12] Managing smart

city developments and
infrastructures:

Taking a holistic approach across
all types of city infrastructure

© IS0 2024 - All rights reserved

16


https://standardsiso.com/api/?name=be4a590fdc7004dc3c13c1e5fb07d092

ISO/TR 37112:2024(en)

5.5 C(ities in Scotland — Decision-making and communication

5.5.1 Overview — Building on Scotland’s smart city ambitions to connect with and engage residents
during the pandemic

Seven cities in Scotland (Aberdeen, Dundee, Edinburgh, Glasgow, Inverness, Perth, and Stirling) have a
combined population of 1,6 million. In 2015, Scotland launched an ambitious programme to promote digital
transformation across Scottish cities, enhancing the delivery of city services and making Scotland’s cities
more attractive, liveable, and resilient. This programme is called ‘Scotland’s 8th City - the Smart City’ and
involves all seven Scottish cities. The £48 million programme is partly funded by the European Regional

Development Grant (ERDF) of over £20 million awarded via the Scottish Government’s ESIF Operational
Progranyme-2014-2020

The 8th ity programme is managed by Glasgow City Council as ERDF Lead Partner, with the gities|working
in close |partnership with the Scottish Cities Alliance and the Scottish Government. Its Work ig aligned
with Scoftland’s overall ambition (as set out in the 2017 Digital Strategy for Scotland) to,make Scotland “an
international pioneer of citizen-led service design”.

As COVID-19 began, the collaborative data-sharing framework and citizen-centri¢ planning procepses that
the cities had already established provided a key asset for Scotland to deployin®managing the virus. City
councils|were able to map vulnerable populations by pooling data with Pyblic Health Scotland pnd NHS
Scotland], manage the new resources and service requirements of each‘city, and shape their (OVID-19
managerpent strategies in response to detailed data visualisations and-insights. Resources and tdols were
also shared between cities to prevent duplication of work. And the use of open data and interactiye digital
communjication enabled the Scottish cities to engage closely and €ollaboratively with citizens throughout
the panl(Temic, improving health, social and economic outcomes,

5.5.2 OQbjectives of Scottish inter-city collaboration during the pandemic

While edch city had specific requirements due to variations in population demographics, geogrdphy, and
resources available, there were several common goals'underlying each city’s response:

a) To integrate data sources from key stakeholders in order to create a single view of COVID-19’s ¢volution
and fo inform strategic decisions regarding the management of the virus.

b) To epsure that all citizens were supported and cared for throughout the pandemic by identifying and
mapping vulnerable populations using shared data from multiple stakeholders, and to then engure that
skillpd individuals and adequate resources, including COVID-19 business grants, were dispatched to the
areas that needed it the most.

c¢) To epgage with the community to understand what their new needs and priorities were, both in the
immlediate pandemicresponse and in planning for longer-term social and economic recovery.

d) To empower citizens to manage their own and their communities’ health through the proyision of
enaljling toolsand data.

5.5.3 What was achieved

While colfaborative data Sharing was aiready a core focus of the sttty ERDF Programime, COVID-19
generated new urgency around identifying ways to share data between key stakeholders, e.g. the councils,
agencies of the Scottish Government and NHS Scotland. The cities were able to use data from multiple
partners to create a central index of their most vulnerable populations, which was then mapped across
the city to facilitate the distribution of resources. Data dashboards were also developed to visualise the
progression of the pandemic and allow city leaders to make more informed responses.

While much of the focus was inevitably on internal data-sharing within the public sector, Scottish cities
also sought, throughout the pandemic, to implement the core ‘citizen-centric’ philosophy set out in the 2017
Digital Strategy for Scotland. This commits Scotland to:

— design and deliver digital public services around the needs of their users;
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share and open up non-personal data as a source of innovation and efficiency.

Examples of this citizen-centric approach and the benefits it delivered in the context of COVID-19 are:

Intensive citizen consultationand engagement: Dundee Partnershiplaunched twolarge-scale engagement
exercises in October and November of 2020, enabling citizens to inform the Dundee Partnership on their

lived experience during and immediately after the first wave of COVID-19. A range of survey

methods

were used to provide a way for citizens to share the impacts of COVID-19 on them, how individuals
experienced services during the lockdown period and what impacts if any there had been particularly in
relation to their health and wellbeing. The resulting information helped to assess and plan the priorities
in communities going forward, e.g. by identifying changing needs of residents in their community due to

change of lifestyles brought about by the pandemic.

Working with the community to fill key skills gaps in the pandemic-response through volunteer

ng: With

manjy city services facing unprecedented pressure during the pandemic, Perth & KinrossCotngil (PKC)

was|able to use its digital services platform rapidly to create an online registration-process

enabling

citizens to register as a volunteer. These forms asked citizens to list areas in which.they had|skills or

expgrience, and this was used to allocate volunteers more effectively to areas needing support.

This was

used to respond to issues and demands at both urban and rural level, as PKC covers many settlements

beyqnd Perth.

Datq sharing with citizens: Scottish cities were able to re-use the platforms and processes

they had

devdloped as part of earlier smart city work to empower their citizen$with direct access to data during
the pandemic. For example, information by the Glasgow City Councilyised to inform its decisioj-making
is aviailable within interactive apps available from Glasgow’s Apjp’Gallery. Some of the data used is also

available as open data and is available from Glasgow’s Open Data Hub.

Citigens leveraging open data to create new resources for.disadvantaged groups: Digital dashbpards on

the

rogress of COVID-19 were published on a daily basis by the Scottish government and form

pd a vital

tool|in informing the city and government responseto the pandemic. In addition, the underlying data
was|released as open data (at a level of summarization that protected personal privacy). Thiqg allowed
indiyidual citizens and community groups to use’the data to create their own services. For ejample, a

groyp of volunteers called the Scottish Tech Army were able to create a website that used a spe
interface to provide ‘sonic graphs’, making"€OVID-19 data accessible to visually impaired user
beligved to be the first time this technology has been used in a public-health setting and has em

rial sonic
s. This is
powered

visuplly impaired Scottish citizens t¢ ntake more informed decisions about their own daily actiyvities.

Conyening a citizen’s jury to understand the community perspective on the ethics of artificial int
(Al [tools for public-health management: Developed at the University of Oxford, the QCOVID ri

elligence
sk model

uses| Al to identify individuals with the greatest risk of death or serious illness should they become
infe¢ted with COVID-19. AUthe UK national level, it was used to identify 1,7 million people who should

be aglded to the shieldéd-patients list. In Scotland, the government wanted to explore wider use
this powerful tool but-were conscious that the ethical dimensions for doing so needed to be un
and support widespread consensus. A “Citizens’ Jury” was therefore convened in February ary
2022 to better understand the public’s views on four potential use cases: for clinicians to d
pati¢nt risk;for the general public to determine their own risk; to be used at a population level tq
and [notifypeople at high risk; and at a population level to inform planning and resourcing.
ately agreed to principles and ‘red lines’ for each of the four use cases, providing a clear
futuke-work:

cases for
Herstood
d March
ptermine
identify
The jury
basis for

5.5.4 How the project applied ISO 37106 guiding principles

Table 7 below summarizes key ways in which the initiative put into practice the guiding principles for a
‘smart city operating model’ set out in ISO 37106.
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Table 7 — Mapping the actions taken by Scottish cities against the guiding principles of ISO 37106

5.5.5

Table 8

Guiding principles of ISO 37106

Putting principle into practice

Visionary:

Establishing a clear, compelling and
inclusive vision for the sustainable
future for a community

The 8th City ERDF Programme was developed with sup-
port of the Scottish government and with buy-in from all
seven cities. Moreover, the pre-existing work provided a
clear framework for the city councils to repurpose their
resources and skills to manage COVID-19, and the lessons
learned from this process are being embedded in future
digital transformation strategies. At national level, lessons
learned have recently been embedded in an updated Scot-
tish Digital Strategy published in 2021.

CItiZen-centric:

Taking a citizen-centric approach
fo all aspects of service design and
delivery

SUppOTTINgG and caring for the COMMUNIty was at the Core
of the COVID-19 response from all Scottish cities. This
process was supported both through consultation and
engagement and through the provision of tools and data
to enable citizens themselves to engage directlyinthe
management of COVID-19.

Digital:

Enabling a ubiquitous, integrated
and inclusive digitization of commu-
hity spaces and systems

A clear, collaborative framework for shari%}iata ensured
that digital strategy underpinned eac ‘s response.
This facilitated smoother collaboraStQ between different
teams or stakeholders. o

Dpen and collaborative:
Embedding openness and collab-
pration in the way the community
works

The Scottish cities shared lessons learned and tools they
had developed to support,othér communities. The existing
data cluster workgroupprovided a framework for collabo-
ration, from the Scottish.government and NHS Scotland, to
the local government data taskforce, to the city councils.

Lessons learned

below summarizes key lessons that leaders.ef this initiative have drawn from the expe

inform npjanagement of future public-health emergencies, and highlights components of the ISO 371
city operfating model that can be applied.

rience to
D6 smart
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Table 8 — Identifying key challenges faced by Scottish cities more broadly and lessons learned

Issue

Lessons learned

Relevant components of ISO 37106

Duplication of
work

At times it became clear that work was
being duplicated between organisa-
tions (e.g. the City Council and NHS
Scotland both working to identify vul-
nerable populations from their individ-
ual data sets). Better collaboration and
communication are needed between
stakeholders to ensure resources are
not wasted by duplicating work.

[B2] Leadership and governance pro-
vides guidance on bringing together
city leaders on a cross-sectoral basis
into effective governance arrange-
ments at both the strategic and
delivery levels.

More consistent
data standards
heeded to ease
kharing of data

Common identifiers are needed to
be able to match data from varying
sources; the variation in these infor-
mation formats meant more work

was required to clean and match data.
Greater clarity around data standards,
along with where your data is and who
is responsible for maintaining it would
help to address these issues.

[BI31IT and data resources mapping
and management provides guidance

on how to ensure these collaborative
governance arrangements can be ap-
plied to enable effective exploitation
of common data resources, including
common identifiers.

‘Fire-fighting”

in early stages of
h public-health
Emergency can
crowd out citizen
engagement

Despite the strong commitment across
the Scottish government and the seven
cities to engaging citizens directly in
decision-making and co-creation of
services (informed by the Community
Empowerment Act (Scotland) 2015 and
other legislation) this was difficult to S
prioritize during the early stages of
the pandemic when staff were fi d
primarily on internal data shari
data analysis. Some of the i
developed during the pan
use of a citizens’ jury to-advise on Al
ethics) took time to Ut ogether, and
there would be ab it in the future

4
7

[B9] Delive '@\ntegrated citi-
Zen-cent i\%@rvices provides guid-
ance to fgxizens on public services
thatdare built around user needs, and
01@ channels and inclusive engage-
t processes that can support this.

N

to have clearer(l’t}s els ready to deploy.

5.6 Wphan — Implementationtof decisions

5.6.1 OQverview — Ten-day construction of smart emergency hospital to prevent COVID-19

Wuhan ifs located in theCeentral part of China, and is the capital of Hubei Province, with a popu

12,445 million and anyarea 8,569 km?Z. As the epidemic situation in Wuhan deteriorated in 2020,

to combat the spreadiof COVID-19 and respond to the rapid increase of patients, the authorities d¢

build Hupshenshan) Hospital (34,000 m?2) and Leishenshan Hospital (79,900 m2). China Constructi
Engineering Bureau Co., Ltd. (hereinafter referred to as “CCTEB”) was tasked to take the lead in buil
smart erhergency hospitals. The two hospitals went into service about ten days after design start
than 25(00-beds were built for patients, and approximately one-third of the COVID-19 patients ip Wuhan

lation of
in order
pcided to
on Third
ding two
ed. More

at the time were received and cured, relieving significant pressure on the existing designated hospitals
and reducing cross-infection. More patients are being treated. This case uses new technologies such as 5G
smart diagnosis and treatment, smart scheduling construction, cloud platform operation, and maintenance.
Using these technologies to quickly implement decision-making in this case corresponds to the chapter
on ‘implementation of decisions’ in ISO 22320, which achieves effects such as rapid and accurate resource
allocation, "zero contact," reducing the risk of infection, and rapid treatment and diagnosis based on smart
technologies. It corresponds to the visionary, citizen-centric, digital, open, and collaborative principles
of ISO 37106 during the implementation phase and can be used as a case study for smart city emergency

implementation.
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5.6.2 Overview of the objectives
There were three core objectives for CCTEB to building the hospitals:

a) Realize integration of various human and material resources through smart technologies, and quickly
build smart emergency hospitals through improving the efficiency of construction site management.

b) Apply mature and smart diagnosis and treatment measures to quickly diagnose and treat COVID-19
patients.

¢) Remote operation and maintenance protection in hospital via smart technologies, to avoid staff
exposure to COVID-19 infection.

5.6.3 hat was achieved

a) Smaft construction site technology was implemented to encourage rapid construction.and coorfdination
on djfferent resource

The builflers researched and developed the container management platform, whichuses both the [nternet-
of-Thing$ and big data. Smart construction site information technology, smarfequipment marfagement
technology, and vehicle positioning management monitoring technology are used in the platform| to solve
the problem of various resource scheduling in the Huoshenshan and Leishenshan emergency hospitals under
special cjrcumstances. It enabled the efficient and orderly organization of‘all’relevant resources.

b) Comprehensive smart construction management was implemented to enable a flexible and open
congtruction process

The conptructor adjusted the drawing designs in real-timexto respond to the construction gituation,
supportdd by Al and video smart analysis. To create an outdoor-surveillance and prevention area, arf outdoor
CCTV camera was installed every 50 m along the hospital walls, and an integrated dome CCTY camera
was instplled in key areas. This not only realizes the hospital's outdoor CCTV system, but also engures the
expected functions of the hospital's smart system.

¢) Whdle-process smart monitoring and supervision was implemented for improve the §peed of
congtruction

A smart|monitoring system for epidemic prevention projects based on Al technology is used to| monitor
project grogress. The platform, which.is based on cloud services, solves the integration of big data. It enables
the shar|ng, processing, analysis, alid judgment of various information data in order to monitor p whole-
process ¢f site circumstance.

d) Smaft hospital operation‘and maintenance:

— Wirgless technology-was being used in the construction and maintenance of emergency hospitalls, as well
as irf the rapid diagnosis of medical conditions. The smart hospital system integrated all the flunctions
sucH as wireless intercom, medical intercom, smart fire protection, patrol, 5G remote consulfation, Al
smart film_rewview, and patrol to realize the hospital's wireless operation and management. During the
pande
and
and L :
cure rates

— To achieve "zero contact” treatment with patients, cloud computing and information technology are
used to maintain the COVID-19 prevention project. A new model of "zero contact” operations and
maintenance in the emergency hospital is proposed through the research, development, and application
of the "zero contact” operation and maintenance management cloud platform for the emergency
hospital. An operations and maintenance management cloud platform was used. The "zero contact”
operation and maintenance cloud platform is based on mobile internet technology and was designed
for the management of completed hospitals. The system was developed using a combination of APP and
PC management platforms. The APP provided a convenient service for maintenance engineers to report
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repairs. The PC management platform provided a mobile management office platform for administrators
to visualise the progress of maintenance work in the form of charts.

5.6.4 How the project applied ISO 37106 guiding principles

Table 9 below summarizes key ways in which the project put into practice the guiding principles for a ‘smart
city operating model’ set out in ISO 37106.

Table 9 — Mapping the actions taken by China Construction Third Engineering Bureau (CCTEB)
against the guiding principles of ISO 37106

Visonary: — Good feedback was received from patients and theq/ba
Establishing a clear, compelling public. Huoshenshan and Leishenshan emergency
hnd inclusive vision for the sustain- hospitals achieved the requirements on sched@with
hble future for a community zero infection of medical staff and zero polkélph of the
surrounding environment. N

— Smart construction, operation and a‘i-btenance of
emergency hospitals were applie& other smart city

projects. (-\\
Citizen-centric: — The two hospitals were designed and built with
Taking a citizen-centric approach input from patients and niedical staff to ensure
Lo all aspects of service design and close alignment with userneeds, in particular
delivery drawing on feedback-from patients and medical

staff during the construction and operation of the
Beijing Xiaotangshan Hospital during the 2003 SARS
outbreak.

— The congfruction process was streamed live on a 24-h
basis,€nabling citizens to choose between close-up
and@anoramic views and to give feedback.

— During operation of the two hospitals, a user
engagement team was on-site to seek feedback from
patients and medical staff and drive improvement of
the project.

— Through smart technology, a patient-centric medical
service was developed to provide medical services
in a flexible, professional, and convenient manner.
It improved the quality and efficiency of medical
services significantly. The hospitals achieved the
highest cure rate, lowest mortality rate, zero infection
for medical personnel, and had zero complaints.

Digital: ;< - The smart operation and management platform was
Enabling@ubiquitous, integrated created using information technologies such as 5G, Al,
and inclusive digitization of com-  |cloud computing, big data, and building information model

mlyKiWSpaces and systems (BIM) The platform connects 17 information SyStemS
% across five hospital categories in order to achieve smart se-
r‘nrify smart ]ngicfir‘c smartdiagnosis and "zero contact"
y y o] y

in operation and maintenance.
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Table 9 (continued)
Guiding principles of ISO 37106 Putting principle into practice
Open and collaborative: Instilling |— The computer simulates 360,000 m of pipelines and
openness and collaboration in the over 6,000 information points on the BIM platform to
way the community operates. generate three-dimensional digital simulation models,

data, and numbers. It can be corrected in real-time
based on the situation on-site. These computers
connect data for hundreds of subcontractors,
thousands of processes, and over 40,000 builders.

— During operation, video communications from
psychologists and medical staff were regularly posted
online to help keep the public informed about the
situation in the hospital.

5.6.5 Lessons learned

Table 10|below summarizes key lessons that leaders of this initiative have drawn-rem the experience to
inform npjanagement of future public-health emergencies, and highlights components of the ISO 371p6 smart
city operfating model that can be applied.

Table 10 — Identifying key challenges faced by China Construction Third Engineering Bufreau
(CCTEB) and lessons learned

Issue Lessons learned Relevant components of ISO 37106

A $mart emergency hos- |Itis suggested that the emergen- \{B(IZ] Managing smart city develop-
pital needs to integrate |cy infrastructure and a long- g\\\}nents and infrastructures:

a high number of human |term emergency management%h Taking a holistic approach across all
e

and material resourc- |strategy should be include types of city infrastructure.
es|to constructin a planning and implementation of a

very short time; lack of |smart city. X%

reperved facilities and 4\

capacity within existing \O

city plans makes this N~

challenging " ’\C)

5.7 Hangzhou — Feedback gathering and control measures

5.7.1 Qverview — Health cede’in the city management to prevent COVID-19

Hangzhdu is located in the eaStern part of China, and is the capital of Zhejiang Province, with a population of
12,2 million and an area'of'16,850 km?.

In order|to efficiently respond to COVID-19 underneath the hierarchical and classified PHE management
strategy) Hangzhow Municipal Government developed a colour-coded QR code that indicates the usef's health
status uging big-data, mobile communication technology, and internet technology. More than 200 cities in 25
provincegs have since promoted the use of health codes. The medical facilities and human resourcgs would
be insufticient to meet COVID-19 rpr}nirnmpnfc if H’\py relied on p:\ccivp h‘ar‘l(ing asusual which is on]y
activated once symptoms are shown. The application of the health code allows government parties to collect
information and adopt control measures to manage personnel flow and the viral transmission chain. This
case reflects the ISO 22320 command-and-control method 'feedback gathering and control measures' and
[SO 37106 guiding concepts.

5.7.2 Overview of the objectives

a) Manage the epidemic transmission chain in real-time using technologies such as big data, mobile
communication technologies and the internet, in order to interrupt transmission routes and personnel
flow and to improve the effectiveness of risk management processes in the event of a PHE.
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b) Realize normal management and daily pandemic prevention link to smart city systems, by enabling
cross-regional and cross-platform data connectivity among the different systems of government,
community, medical and transport departments.

c¢) Develop a ‘common health code application guideline standard’ that standardizes the generic
requirements, technical requirements and processes for the management of health code, for re-use as a
tool by other stakeholders.

5.7.3 What was achieved
a) Individuals and organisations use the Hangzhou Health Code (QR code) in common daily life

The healfh code 15 bullt on the use of big data, mobile communication technology, the mternet, Ingernet-of-
Things tpchnology, and the popularity of domestic mobile Internet. A QR code (in red, amberyprgreen) is
automat]cally generated when the smart analysis process is finished. It can confirm and prove thd holder's
health status after reading the code, as well as dynamically display the holder's personal risK level of
COVID-19. The holder can use this QR code to enter places where the certificate is required. The[QR code
dynamicplly displays the individual's risk level of COVID-19 and enables effective perSonnel manag¢ment.

The feedback-gathering and control is reflected in the following elements:
— The preen code means safety. The government does not exercise control ‘ever green code persopnel.

— If thp resident begins to display one of the high-risk symptoms (e.g-fever, cough, fatigue), the olour of
theif health code is changed to amber. The government limits the person's travel before the COVID-19 test
can pe taken. Their health code is automatically changed to "green code" after completing the fisolation
peripd. Personnel with an amber code must go to the nearest medical facility or a third-partly testing
faciljty for the COVID-19 test. When the test result is negative, the code changes to green autorpatically.
If a lesident has a negative 48-h test certificate, the local prevention and control department will notify
the provincial level and carry out the necessary proeédures to change the "green code".

— The|colour of the code will turn red if residents test positive for COVID-19, or for confirm¢d cases,
asymptomatic infections, and suspected cases;or if they spend more than 14 days in a high-risk area. The
resident would be isolated either at home oxin a central facility and would be prohibited from tfraveling.
The government would conduct flow and'medical examinations.

— The fhealth code improves the efficiency of the government's risk management process in publlic-health
emefgencies.

ow) [o oH o
] e -
oo o

Figure 9 — Green code, amber code and red code

b) One|odfthe potential additional challenges for the Hangzhou Health Code project is multi-type code
integration

There are numerous types of codes that can integrate information which also use the QR code technology.
The integration of various codes is not technically difficult, but related departments must share their data
with each other. Multi-code integration eliminates information barriers in this project. The health code and
the transportation code are intertwined. Residents could use the health code to take public transportation,
such as bus. It is more convenient for citizens to travel because they only need to show one QR code instead
of multiple codes. This is a useful service that benefits all citizens.

Currently, the Hangzhou Health Code has been linked to the food safety sector, which made the health
information of catering enterprises open and transparent. The Hangzhou Health Code is accessed with
‘health Code for catering enterprises’ and ‘the health certificate system of the Hangzhou Health Commission’.
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It has been used by 1,560 large catering enterprises (87 % of the total large catering enterprises in
Hangzhou), 5,612 small- and medium-sized catering enterprises, and 57,972 health code information of
related employees until May 12, 2020. By scanning the “health code for catering enterprises", consumers can
view the food safety information of the catering units. City managers can also immediately check the health
information of catering businesses and notify red code and amber code businesses to improve their health.

c¢) Stan

dardization also helps the health code to be improved and replicated

The Hangzhou municipal local standard "Hangzhou Health Code Management and Service Guide" unifies
the standard and facilitates replication and promotion. Based on the Hangzhou Health Code, the Office
of e-Government of the General Office of the State Council has developed a nationwide unified health
information code for pandemic prevention and control.

574 1

Table 11
ISO 3710

How the project applied ISO 37106 guiding principles

below outlines significant ways in which the project put into effect the guiding prin
6 for a "smart city operational model".

ciples of
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Guiding principles of ISO 37106

Table 11 — Mapping the actions taken by Hangzhou Health Code against the guiding principles of

ISO 37106

Putting principle into practice

Visionary:

Establishing a clear, compelling and
inclusive vision for the sustainable
future for a community

The health code project is supported by Hangzhou
Municipal Government.

Hangzhou benefits from local digital technology. In
the future, it will be able to connect to other public
service platforms and combine with residents' health
records and medical data to promote Hangzhou's
smart management.

Ttizem-cerntric:
Taking a citizen-centric approach
fo all aspects of service design and
delivery

Apptication The heatthtode s simpte touseamd
can be applied to personal devices (including mobjle
devices) as well as websites. It is simple to use fof
residents and reduces the risk of virus infection,

Privacy: Residents' data will be managed by'technical
companies that have signed a confidentiality
agreement with the Hangzhou Municipal Government.
The agreement clearly states the application

scope, data source, data security)personal privacy
protection, and related rights involved in the
Hangzhou health code project/ensuring the project's
orderly progress in accordance with the law and
regulations.

Function: The health.code had to be integrated into
existing systems used by citizens to promote ease of
access. a) The-Hangzhou citizen card APP can display
"health code" as long as the citizen card is on the
back of @mobile phone with NFC function. b) The
Hangzhou Health Code application has established a
linkdwith the electronic health card and the electronic
social security card. Passengers who have applied
for a Hangzhou health code can complete the code
verification process by directly swiping their ID card
rather than showing their mobile phone health code.

munity spaces and syst
SO
2)

Digital: . “J|— Health codes can be used in multiple scenarios,
Enabling a ubiquitous, inte d e.g. traffic management, community management,
and inclusive digitization m- workplace management, and public place

management.

The data connection with the social security card, bus
card, and ID card has been realized by the Hangzhou
Health Code. There are no data barriers in public
platforms such as health and transportation.

Dpen andcollaborative:
ntegrating openness and collabo-
ration/into the way the community
pperates

The creation of a health code necessitates the
collaboration of stakeholders. e.g. Hangzhou
Municipal Government, Hangzhou Data Resources
Administration Bureau, Hangzhou Municipal Health

Commission - Ant Financial Services (a subsidiarv of
7 AY ’4

Alibaba Group), Hangzhou citizens.

CDC can use health codes to identify, analyze, and
warn about public-health risks. Health codes can be
used to assess the pandemic risk levels of different
groups and regions and to implement appropriate
prevention and control measures. The value of big
data aggregation is high.
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