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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proc
described
different
editorial

Attention
patentrig
patent rig
the ISO lis

Any tradg
constitut

For an e
assessme
to Trade

The comn

bdures used to develop this document and those intended for its further maintenance’g
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for t
types of ISO documents should be noted. This document was drafted in accordance with 4
ules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

is drawn to the possibility that some of the elements of this document may; be the subject

hts identified during the development of the document will be in the fatroduction and/or
t of patent declarations received (see www.iso.org/patents).

name used in this document is information given for the convenience of users and does 1
e an endorsement.

kplanation on the meaning of ISO specific terms and jexpressions related to conform
nt, as well as information about ISO’s adherence to the WT O principles in the Technical Barrig
TBT) see the following URL: Foreword - Supplementary information

hittee responsible for this document is Technical Committee ISO/TC 262, Risk management.

re
he
he

of

hts. ISO shall not be held responsible for identifying any or all such patentmights. Details of apy

pn

ot

ty
rs

© ISO 2013 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://standardsiso.com/api/?name=eeeb1aa5d51858ed5264a8abae73c879

ISO/TR 31004:2013(E)

Introduction

0.1 General

Organizations use various methods to manage the effect of uncertainty on their objectives, i.e. to manage
risk, by detecting and understanding risk, and modifying it where necessary.

This Technical Report is intended to assist organizations to enhance the effectiveness of their risk
management efforts by aligning them with ISO 31000:2009. ISO 31000 provides a generic risk
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with risk management advice and support services. This Technical Report is also intended to b
yone interested in risk and its management, including teachers, students, legislateks)and regulators.
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adjustment as changes occur in the internal and external envifenment of the organization.
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2 Underlying concepts and principles

is Technical Reportis intended to be read in conjunction with ISO 31000 and’is applicable t
d sizes of organization. The core concepts and definitions that are centralto-understanding |
e explained in Annex A.

rangements to align with ISO 31000, in a planned and structured way. It also provides foy

ditional annexes provide advice, examples and explanatian regarding the implementation g
pects of ISO 31000, in order to assist readers accordingto their individual expertise and ne

uations or organizations, and are for illustrative purposes only.

rtain words and concepts are fundamental to understanding both ISO 31000 and this
port, and they are explained in [SQ.31000:2009, Clause 2, and in Annex A.

D 31000 lists eleven principles for effective risk management. The role of the principles is
d guide all aspects of theverganization’s approach to risk management. Principles deg

nagement approach that can he applied to all organizations to help achieve their ohjectives.

is Technical Reportis intended to be used by those within organizations who make decisions thatimpact
achievingits objectives, including those responsible for governance and those who provide-orggnizations

e used by

all types
S0 31000

huse 3 provides a generic methodology to help organizations transition existing risk mahagement

dynamic

f selected
bds.

amples provided in this Technical Report mightwor might not be directly applicable to particular

Technical

to inform
cribe the

Chnical issues that are the subject of its annexes. Further advice is given in Annex B.

panization, sets directions, and holds top management to account.

aracteristics of effective‘risk management. Rather than simply implementing the principles, it is
portant that the organization reflects them in all aspects of management. They serve as indicators of
k management performance and reinforce the value to the organization of managing risk effectively.
ey also influence.all elements of the transition process described in this Technical Reporf, and the

this Technical Report, the expressions “top management” and “oversight body” are both ysed: “top
hnagement” refers to the person or group of people that directs and controls an organjzation at
e highiest level, whereas “oversight body” refers to the person or group of people that ggverns an

NOTE

supervisory board, etc.
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Risk management — Guidance for the implementation of
ISO 31000
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isTechmicalReportprovides guidance fororgamnizations onmmanagmg riskeffectivety by imp

D 31000:2009. It provides:

a structured approach for organizations to transition their risk management arrangement
to be consistent with ISO 31000, in a manner tailored to the characteristics of the organiz

an explanation of the underlying concepts of ISO 31000;
guidance onaspects of the principles and risk management framework thatare describedin|

is Technical Report can be used by any public, private or commupnity enterprise, associati
individual.

TE For convenience, all the different users of this TechnicakReport are referred to by the ge
ganization”.

is Technical Report is not specific to any industry or séctor, or to any particular type of ris]
applied to all activities and to all parts of organizations.

Normative references
e following documents, in whole or in(part, are normatively referenced in this documen

Hispensable for its application. For.dated references, only the edition cited applies. For
ferences, the latest edition of the referenced document (including any amendments) applies

D 31000:2009, Risk managemerit — Principles and guidelines

Implementing ISO-31000

.l General

is clause provides guidance to organizations seeking to align their risk management appi
actices with ISO 31000 and to maintain those practices in alignment on an ongoing basis.

provides a general methodology that is suitable for application, in a planned manne
panizationirrespective of the nature of its current risk managementarrangements. This met

ementing

sin order
ation;

50 31000.
on, group

heral term

k, and can

t and are
undated

roach and

r, by any
hodology

in

1 o £.11 3
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comparing current practice with that described in ISO 31000;

identifying what needs to change and preparing and implementing a plan for doing so;

maintaining ongoing monitoring and review to ensure currency and continuous improvement.

This will enable the organization to obtain a current and comprehensive understanding of its risks, and

to

ensure that those risks are consistent with its attitude to risk and its risk criteria.

Regardless of the motive for implementing ISO 31000, doing so is expected to enable an organization to
better manage its risks, in support of its objectives. All organizations manage risk to some extent. The
strategy for implementing ISO 31000 should recognize how an organization is already managing risk.
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The implementation process, as described in 3.2, will evaluate existing arrangements and, if necessary,
adapt and modify to align with ISO 31000.

[SO 31000 identifies various elements ofarisk managementframework. There are several advantages that
can arise when elements of that framework are integrated into an organization’s governance, functions
and processes. These relate to organizational effectiveness, sound decision making and efficiency.

a)
b) The
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The framework for managing risk should be realized by integrating its components into the
organization’s overall system of managementand decision making, irrespective of whether the system
is formal or informal; existing management processes may be improved by reference to [SO 31000.

requirements of the organization.

orgainization’s objectives, taking risk into account.

understanding and management of uncertainty becomes an integral component i
gement system(s), establishing a common approach for the organization.

mentation of the risk management process can be proportionately tailored to the-size a

bovernance (i.e. direction and oversight) of the risk management policy)framework a
ss(s) can be integrated into existing organizational governance arrangements.

management reporting is integrated with other management reporting.
management performance becomes an integral part of the overall performance approach.

hction and connection between the often separate risk management fields of an organizati
nterprise risk management, financial risk management;\project risk management, safety a
ity management, business continuity management, insurance management) can be ensur
jproved, as the attention will now be primarily be focused on setting and achieving 4

Ccommunication on uncertainty and risk between management teams and managemg
5 is improved.

tives as a common focus. There may\be indirect societal benefits as the organization’s exter

holders may be motivated to improve their respective risk management activity.

isk treatment and controlsan become an integral part of daily operations.

w to implement ISO,31000

ISO 31000 expldins how to manage risk effectively, it does not explain how to integrate r
ent into the organization’s management processes. Even though organizations are different a
ing points mdy differ, a generic and systematic implementation approach is applicable in all cas

hizationsshould determine whether changes are needed to its existing framework for t

eSs,0f the amended framework. This will allow the organization:

bf risk managementactivity within anporganization centre on the achievement oforganizatio;tal

he

nd
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entofrisk, before planning and implementing those changes, and then monitoring the ongoing

to align its risk management activities with the principles for effective risk management described
in ISO 31000:20009, Clause 3;

to apply the risk management process described in ISO 31000:2009, Clause 5;

to satisfy the attributes of enhanced risk management in ISO 31000:2009, Clause A.3;

there

by to achieve the key outcomes in ISO 31000:2009, Clause A.2.

This approach is also applicable to organizations that are already consistent with ISO 31000, but that
wish to continually improve their framework and the process for managing risk as recommended in
IS0 31000:2009, 4.6 and 5.6.
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All aspects of transition may be helped by drawing on the experience of other organizations which
manage similar types of risks or have gone through a similar process.

3.3 Integration of ISO 31000 into the organization’s management processes

3.3.1 General

ISO 31000 provides a framework and a generic process to manage risk in all or part of any type of
organization. This subclause provides guidance for integrating the elements of ISO 31000 into an
organizatien'snanag i ing-its-actvities; asse wRetiors—OFggnizations
may choose to integrate ISO 31000 concepts with their existing processes, or they may chodse|to design
and establish a new approach based on ISO 31000. This subclause describes the core €lemepts of the
framework and process, and the actions necessary for successful integration of these elements to meet
organizational objectives. There are many ways to integrate ISO 31000 into anrorganizgtion. The
chpice and order of elements should be tailored to the needs of the organizatiofi“and its staleholders.
Cdre should be taken when applying this guidance to ensure that integration supports the overall
business management strategy. This drives the effort to meet the organization’s objectives of grotection
and creation of value. The approach also needs to consider the organization’s culture, as well ais project
and change management methodologies.

...... a d avaral nd a an Oxro
..... 5 e P a1 O o

This subclause describes the core elements of the framework and process, and the actions necgssary for
successful integration of these elements to meet its organizatignal’objectives.

plementing ISO 31000 is a dynamic and iterative ongéing process. Furthermore, implementation
of [the framework is interconnected with the risk management process described in ISO 31000:2009,
Clause 5. Success is measured both in terms of the integration of the framework and in terjms of the
coptinual improvement of risk management throughout the organization.

Infegration takes place within a dynamic context. The organization should monitor both chgnges that
arg brought about by the implementation process and changes to its internal and external context. This
may include the need for change to its riskgriteria.

3.8.2 Mandate and commitment

Any business management activity begins with an analysis of the rationale and steps of the processes
and a cost-benefit analysis. This is followed by a decision by top management and the oversight body to
implement and to provide(the necessary commitment and resources.

Tylpically, the implementation process includes the following:
a)| acquiring mandate and commitment, if required;
b)| agap analysis;

c)| tailering and scale based on organizational needs, culture and creating and protecting vallue;

d)| “eévaluating risks associated with transition;

e) developing a business plan:
— setting objectives, priorities and metrics;
— establishing the business case, including alignment with organizational objectives;
— determining scope, accountabilities, timeframe and resources;

f) identifying the context of implementation, including communication with stakeholders.

© IS0 2013 - All rights reserved 3
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3.3.3 Designing the framework

3.3.3.1 Existing approaches to risk management in the current organization should be evaluated,
including context and culture.

a) It is important to consider any legal, regulatory or customer obligations and certification
requirements that arise from any management systems and standards that the organization has
chosen to adopt. The purpose of this step is to permit careful tailoring of the design of the risk
management framework and the implementation plan itself, and to permit alignment with the

structure, culture and general system of management of the organization.
b) Itisimportantto consider both the process used to manage risks and the aspects of the existing risk
manggement framework that enable this process to be applied.

c) Apprppriateriskcriteriashouldbe established. Riskcriterianeed to be consistent with¢héobjectives
of the organization and aligned with its risk attitude. If the objectives change, the gisk criteria need
to be|adjusted accordingly. It is important for effective risk management that thejrisk criteria qre
developed to reflect the organization’s risk attitude and objectives.

For desighing the new framework, specifically, the following should be evaluated:
— pringdiples and attributes, as described in ISO 31000;

— the previous framework, the evaluation of which should compareih particular the current practiqes
with the requirements of the following subclauses of ISO 310@0:2009:

4.3.2 (risk management policy);
4.3.3 (accountability);
— 4.3.4 (integration into organizational processés);
4.3.5 (resources);
4.3.6 and 4.3.7 (internal and external-¢communication and reporting mechanisms);

— the process, the evaluation of which should compare the elements of the existing processes against
thosq in ISO 31000:2009, Clause.5; as well as the underlying principles that drive and provide the
ratiopale for the process with the principles set out in ISO 31000:2009, Clause 3 (e.g. whether this
procgss is actually appliedto.decision making at all levels):

— gvaluate whetherthe current process provides decision makers with the risk information theey
need to make gaality decisions and meet or exceed objectives;

— ¢valuate whether the existing approaches for managing risk sufficiently address interrelated
risks and\risks that occur in multiple locations.

3.3.3.2 [|Framework design requirements should be identified.

On the basis of the evaluations described in 3.3.3.1, the organization should decide which aspects of the
current risk management approach:

a) could continue to be used in future (possibly extended to other types of decision making);
b) need amendment or enhancement;
c) no longer add value and should be discontinued.

The organization should develop, document and communicate how it will be managing risk. The scale
and content of the organization’s internal standards, guidelines and models related to risk management
should reflect organizational culture and context.

4 © IS0 2013 - All rights reserved
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The documents can specify that:

risks are managed throughout the organization using consistent approaches;

there are different levels of accountability for managing risk;

2013(E)

the competencies and duties of all persons with risk management accountabilities are clearly defined;

both internal and external stakeholders are involved, as appropriate, through comprehensive

communication and consultation;
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TH

arf resources for the management of risk, if there are subsequent changes in the-erganizati

.3.3.4 Internal and external communication and reporting mechianisms should be establish

.3.4 Implementing risk management

Information about risks and the output from all applications of the risk management pj
recorded in a consistent and secure manner, with appropriate access.

ere should also be provision for periodic review of organizational requirements,/tools

text, or if ongoing monitoring and review identifies weaknesses or inefficienéies.

teria for the implementation phase should be defined.

detailed implementation plan is needed to ensure that the necessary changes occur in a
der and that the necessary resources can be provided and applied. The plan should be sup

velopment of which should be part of the planting process.

e plan itself should be subject to risk assessment in accordance with ISO 31000:2009, 5.4
cessary risk treatment actions implemented.

e plan should both require and allow’progress to be tracked and reported to top manageme
ersight body, and there should be provision for periodic reviews of the plan.

e plan should therefore:

these will include-amending the internal standards and guidelines, explaining and trainin
capability, and-making adjustments in accountabilities;

identify any-actions that will be implemented as part of some wider actions associj
organizational development, or which are otherwise linked (e.g. development of training
and engagement of trainers);

define responsibilities for implementation;

OCeSS are

training
bn and its

B.3.3 The scope, objectives, targets, resources, measures for succesg‘ard monitoring and review

1%

pd.

coherent
ported by

e resources required for its implementation, and-this may require specific budget allocafions, the

, and any

ht and the

detail the specific actiens to be taken, their sequence, by whom, and the timeframe for completion:

g to build

ited with
material

incorporate a mechanism for reporting completion, progress and problems;

identify and record any criteria that will trigger a review of the plan.

The implementation may take some time to complete and can be done in stages. The usual practice of
giving priority wherever possible to those changes that have the biggest impact on achieving the end-
purpose should be adopted. This implementation can occur at various stages of organizational maturity
and structure. It may also be more effective to integrate implementation with other change programmes.

3.3.5 Monitor and review

Progress against the plan should be tracked, analysed and reported to top management on a timely

ba

sis (monthly, quarterly, etc.).
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Reports of progress againstthe plan,and performance against measures, should be validated periodically
in an unbiased, objective review process. Reviews should include examination of framework, processes,
the risks themselves and change to the environment.

There should be a periodical review of the strategy for implementation, and measurement of the
progress, consistency with and deviation from the risk management plan. Reviews may also occur if the
review criteria set out in the plan are triggered.

Performance should be evaluated with regard to the effectiveness of change and managing risk, as well
as to identify lessons learned and opportunities for improvement.

The significant issues from the monitoring should be reported to those who are accountable.

The results of this step will be fed back into the context and other functions, so that new risks-can ppe
identified, changes to existing risks can be discovered, and the execution status of the framework cpn
be recorded for improvement (see ISO 31000:2009, 4.6 and 5.7).

3.4 Continual improvement

Both the [isk management framework and the risk management process should\be reviewed to ass¢ss
whether their design is appropriate and whether their implementation is adding value to the organizatipn
as intendgd. If the results of monitoring and review show that improvement can be made, these shoyld
be implemented as soon as possible.

For organjizations that have transitioned to ISO 31000, there should/b& a constant awareness and uptalke
of the opportunity for improvement. The same steps as used in the transition process are also useful for
making periodic checks of whether there has been deviation ffom the process.

There arg various triggers for continual improvement, including the following:

— routipe monitoring and review of the risk mandgement framework and the risk managemdnt
process, which identify opportunities to impreve;

— new knowledge becoming available;

— asubptantive change to the organization’s internal and external context.

6 © IS0 2013 - All rights reserved
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Annex A
(informative)

Underlying concepts and principles
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1 General

is annex explains certain words and concepts (e.g. “risk”) that are in everyday use.and
veral meanings, but that have a particular meaning in both ISO 31000 and this Technical Rej

D 31000 defines risk as the “effect of uncertainty on objectives”.

TE It is advisable that readers familiarize themselves with the terms and definitions in this an

2 Risk and objectives

ganizations of all kinds face internal and external factors,afd influences that make it

certainty has on the organization’s objectives is risk.

e objectives referred to in ISO 31000 and this Techniéal'Report are the outcomes that the org
ceeking. Typically, these are its highest expression@f intent and purpose, and they typically
plicit and implicit goals, values and imperatives,iincluding consideration of social obligationg
d regulatory requirements. In general, risk management is facilitated if objectives are exf
pasurable terms. There are often multiple_objectives, however, and inconsistency between
h be a source of risk.

kelihood is not just that of an event occurring, but the overall likelihood of experie

Cco

negative terms. Typically, there ¢an be a range of possible consequences that can flow from
and each will have its own likéliliood. The level of risk can be expressed as the likelihood that
copnsequences will be experierced (including the magnitude). Consequences relate directly to

a

Ri
evl
as

TH
ur

Ri

sequences that flow from the(event, and the magnitude of the consequence in either p

d they arise when something does or does not happen.

Kk is the effect of-uncertainty on objectives, regardless of the domain or circumstances, thg
ent or a hazard (or any other risk source) should not be described as a risk. Risk should be
the combinatien of the likelihood of an event (or hazard or source of risk) and its consequel

e understanding that risk can have positive or negative consequences is a central and vital con
derstood by management. Risk can expose the organization to either an opportunity, a threa

2013(E)
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nex.

lincertain
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reflect its
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or both.

5k35 created or altered when decisions are made. Because there is almost always some ur

certainty

associated with decisions and decision making, there is almost always risk. Those responsible for
achieving objectives need to appreciate that risk is an unavoidable part of the organization’s activities
that is typically created or altered when decisions are made. Risks associated with a decision should
be understood at the time the decision is made, and risk-taking is therefore intentional. Using the risk
management process described in ISO 31000 makes this possible.
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A.3 Uncertainty

The uncertainty which, together with the objectives, gives rise to risk originates in the internal and
external environment in which the organization operates. This can be uncertainty that:

— is a consequence of underlying sociological, psychological and cultural factors associated with
human behaviour;

— is produced by natural processes that are characterized by inherent variability, e.g. in weather,
variation between observations in a population;

— arisep from incomplete or inaccurate information, e.g. due to missing, misinterpreted, unreliahle,
interpally contradictory or inaccessible data;

— changes over time, e.g. due to competition, trends, new information, changes in underlying factofs;

u

— isprqduced by the perception of uncertainty which may vary between parts of the erganization apd
its stakeholders.

A.4 Risk treatment and control

Controls dre measuresimplemented by organizations to modifyriskthatenablethe achievement of objectivgs.
Controls ¢an modify risk by changing any source of uncertainty (e.g. by_making it more or less likely that
something will occur) or by changing the range of possible consequencesand where they may occur.

Risk treatment, as defined in ISO 31000, is the process that is intended to change or create controls, apnd
includes fjetaining the risk.

A.5 Risk management framework

The risk management framework refers to the armangements (including practices, processes, systems,
resourceg and culture) within the organizations system of management that enable risk to be managgd.
The chargcteristics of a framework, and thelextent to which it is integrated in the organization’s syst¢m
of management, will ultimately determine.how effectively risk is managed.

The framgwork includes clear statenients from top management on the organization’s intent regarding
risk management (described in ISQ-31000 as mandate and commitment) and the necessary capacjty
(resources and capability) to aehieve this intent.

This capdcity does not exist.as a single system or entity. This capacity comprises numerous elements
integratefl into the orgafiization’s overall management processes. They can either be unique to the task
of manag|ng risk (e.g-aspecialized information system), or be aspects of the organization’s system for
managenijent (e.g. itsthuman resource practices).

A.6 Risk-criteria

Risk criteria are the parameters established by the organization to allow it to describe risk and make
decisions about the significance of risk that take account of the organization’s attitude to risk. These
decisions enable risk to be assessed and treatment to be selected.

A.7 Management, risk management and managing risk

Management involves coordinated activities that direct and control an organization in pursuit of its
objectives.

Riskmanagementisanintegral componentof management,asitinvolves coordinated activities concerned
with the effect of uncertainty on those objectives. That is why, in order to be effective, it is important that
risk management is fully integrated into the organization’s management system and processes.

8 © IS0 2013 - All rights reserved
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In this Technical Report, as in ISO 31000, the expression “risk management” generally refers to the
architecture that organizations use (principles, framework and process) for managing risk effectively,
and “managing risk” refers to applying that architecture to particular decisions, activities and risks.

© IS0 2013 - All rights reserved 9
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Annex B
(informative)

Application of ISO 31000 principles

B.1 Ge

While all
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though th
considerd

Although
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stakehold
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B.2 Th

B.2.1 R

heral

organizations manage risk to some degree, ISO 31000:2009 establishes eleven principles t}
itionale for managing risk effectively (e.g. risk management creates and proteéts value);

nich specifies that risk management is an integral part of all organizational processes.

000, each principle is summarized in a few words by its heading;with the supporting te
explanation and detail.

principles should be considered when designing the organization’s risk management objectiv
Lhe significance of individual principles may vary accordifig'to the part of the framework und
tion and tailored to their specific application.

ssful implementation of these principles will detefine both the effectiveness and efficien
inagement in the organization. All eleven principles should be kept in mind at all times, evj
e significance of individual principles may vatly according to the part of the framework und
tion.

the principles are expressed succinctly, the implications of each needs to be thoroug}
bd in order to give effect to them on@ continuing basis.

s, the results of this kind of analysis should be reflected in the design or enhancement
ework (e.g. in the allocationof accountabilities, provision of training, communication w
ers and the design of ongoing monitoring and review of risk management performance).

x provides guidance(on how to apply each principle and in addition, for some principles, the
ractical help boxes:

e principlés

isk management creates and protects value

at

 satisfied to make risk management effective. The principles provide guidance on the following:

haracteristics of risk management that enable risk management to be effective, e.g. Principle

Xt

bS,
er

cy
en
er

11y

of
th

B.2.1.1

Princinla
T erpre

a) R

mental pr

isk management creates and protects value.

Risk management contributes to the demonstrable achievement of objectives and improvement of performance
in, for example, human health and safety, security, legal and regulatory compliance, public acceptance, environ-

otection, product quality, project management, efficiency in operations, governance and reputation.

B.2.1.2

How to apply the principle

This principle explains that the purpose of risk management is to create and protect value by helping an
organization achieve its objectives. Itdoes this by helping the organization to identify and tackle the factors,
both internal or external to an organization, that give rise to uncertainty associated with its objectives.

10
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The linkage between the effectiveness of risk management and how it contributes to the success of the
organization should be clearly demonstrated and communicated. The principle clarifies that risk should
not be managed for its own sake, but so that objectives are achieved and performance enhanced.

Some attributes and values cannot be easily directly measured (e.g. in terms of money), but they also
contribute strongly to performance, reputation and legal compliance. Human, social and ecological
values are particularly important in managing safety, security and compliance related risks, as well
as those associated with intangible assets, therefore value creation may need to be expressed using
qualitative descriptors rather than quantitative measures.

B.Z. 2 KRisk management 1s an integral part or all organizational processes

B.2.2.1 Principle

b) Risk management is an integral part of all organizational processes.

Risk management is not a stand-alone activity that is separate from the main activitiés and processes|of the
orlganization. Risk management is part of the responsibilities of management and{an integral part of alll organi-
zdtional processes, including strategic planning and all project and change management processes.

B.2.2.2 How to apply the principle

THe activities of an organization, including the decisions it-iiakes, give rise to risk. Changes in the
exfternal context that are beyond the organization’s controkand influence can also give rise to pew risks.
Al] of the organization’s activities and processes take place in an internal and external envir(Tnment, in
which there is uncertainty. It follows that:

a)| the framework for managing risk should be>realized by integrating its components| into the
organization’s overall system of managementiand decision making, irrespective of whether the system
is formal or informal; existing managemenfprocesses may be improved by reference to IS¢ 31000;

b)| the process to manage risk should-be an integral part of the activities that generate risk;
otherwise, the organization will find it needs to modify decisions later when associated| risks are
subsequently understood;

c)| ifaformal managementsystem does notexist,arisk managementframework can serve thig purpose.

If risk management is not ifitegrated into other management activities and processes, it can be pefceived as
anjadditional administrative task, or viewed as a bureaucratic exercise that does not create or protect value.

The two main methods of applying the principle are as follows:
—|{ in the deyelopment (including maintenance and improvement) of the risk management framework;
—| in the'application of the risk management process to decision making and related activitigs.

The~-method of expressing the organization’s intent (i.e. mandate and commitment) apout risk
management should he similar to the way that it expresses its other intentions (see Annex C). Wherever
possible, other components of the risk management framework should be embedded into components of
existing management systems (further advice is provided in Annex E and in ISO 31000).

Auditing bodies can also play an important role, by questioning how management has arrived at a
decision and testing whether this involved a suitable application of the risk management process.
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B.2.3 Risk management is part of decision making

B.2.3.1

Principle

c) R

alternativ

isk management is part of decision making.

Risk management helps decision makers make informed choices, prioritize actions and distinguish among

e courses of action.

B.2.3.2

How to apply the prinriplp

This prin
Risk man
decision-J
treat risk
the assoc

Risk man
proactive]

— decis
envin

— the ifnovation process should take into consideration not onlyxthe uncertainty which determin
liccess of the innovation, but also risks relating to human, social, safety and environment

the s
aspe(

— plang
asseq

The organ

The othe
process i
investme

Thoseres|
risk man
managenmn
by skills 4

hgement should be integrated into activities supporting the achievement of objectivés and t
making process. The decision-making process should consistently assess and, wherie.necessa
Taking or not taking decisions involves risk, and it is important to have an understanding
ated risks in both situations.

ly), not after the decision has been made (i.e. reactively), e.g. as follows:

onmental factors, as well as changes in the organization’s resources;

ts of the innovation, and treated according to legal zeguirements (e.g. product safety);

for large investments should specify the .decision-making milestones at which ri
sment will occur.

ization’s policy aboutrisk managementand the way itis communicated should reflect this princip

parts of the framework should take.into account the way that decisions are made, so that 4
applied in an effective and consistent way in all decision making, e.g. project manageme
t appraisal, procurement.

ponsible for decision makingthroughoutthe organization should understand the organizatio
hgement policy and should’be specifically required to have competencies to apply the ri
ent process to decisien making. This will require clear allocation of accountability, support
raining and performarice review.

agement should be applied as part of a decision, and at the time thecdécision is made (1.

jons on strategic issues should take into consideration uncertainties concerning changesii

ciple states that risk management provides the foundation for informed decision making.

he

Iy,
of

es
al

le.

he

n’s
sk
ed

In order to
— How ca
— How an|

— Whois

Practical lpelp

give effect tojthe principle, the following questions should be considered carefully from the start:
h this help.create and protect value? [Principle a)]
d where in the organization are decisions made?

nvolved in decision making?

making?

— How wi

— How wi

— How wi

— What knowledge and skill is needed for those who make decisions to make risk management a part of their decision

1l decision makers acquire the knowledge and skill they need?

— What direction and support are needed for existing staff?

1l future staff be inducted to this method of decision making?

11 external stakeholders be affected?

— What decision-making processes in the organization would need to change?

— How would progress in applying this principle be monitored?
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B.2.4 Risk management explicitly addresses uncertainty

B.2.4.1 Principle

2013(E)

d)

Risk management explicitly takes account of uncertainty, the nature of that uncertainty, and how it can be
addressed.

Risk management explicitly addresses uncertainty.

B.2.4.2 Howto apply the prinriplp

What makes risk management unique among other types of management is that it specifically
the effect of uncertainty on objectives. Risk can only be assessed or successfully treated’if t
and source of that uncertainty are understood.

Urcertainty of all types requires consideration, and care is needed not to overestimate or undere

Fdcus on uncertainty is also important when selecting risk treatments{and considering
and reliability of controls. Similarly, there will be uncertainties associated with the supporf
of| the risk management process, e.g. whether information has been’ successfully convey

CO|
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ty
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R
ge
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municating and consulting with stakeholders, or whether thé\selected intervals for m
pcesses are sufficient to detect change.

ose involved in managing risk should have a sound grasp of the significance of uncertaint
pes and sources of uncertainty. The number and types _of risk assessment methods used t
certainty should be appropriate and relevant to the significance of the decision: multiple
hy be warranted.

cord assumptions when recording the risk management process (ISO 31000:2009, 5.7). Ass

hddresses
he nature

stimate it.

the effect
ing steps
red when
onitoring

y, and the
b address
methods

umptions

nerally reflect some form of uncertainty, as Well as any explicit uncertainties that have been factored

o the various steps of the process.

hen risk is being assessed, it is important to consider the uncertainty associated with estinpating the

fings for likelihood and consequence:

hen analysing risk and propesing treatments, sensitivity studies should be used to under
tual influence of those uneertainties.

stand the

P

ur]
ap

be
o

m

actical help

Decision makers should/adopt the practice of always asking “What are the assumptions here?” and “What arg
certainties associatéd with the assumptions?”. This practice need not be limited to formal risk assessments, €
ply to all forecasts.

When considering the internal and external environment as a part of establishing the context, any features 1
associated with high volatility should be noted. This is a source of uncertainty and also informs the way in wl
ntext is WMonitored and reviewed on an ongoing basis.

[fOhcertainty signifies that a particular value is known only to exist within a certain range, that range shoul
nicated.

the
Lg. it could

kely to
hich the

il be com-

B.

2.5 Risk management is systematic, structured and timely

B.2.5.1 Principle

e)

Risk management is systematic, structured and timely.

A systematic, timely and structured approach to risk management contributes to efficiency and to consistent,
comparable and reliable results.
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B.2.5.2

How to apply the principle

A consistent approach to managing risk at the time decisions are made will create efficiencies in an
organization, and can provide results that build confidence and success. This requires organizational
practices that consider the risks associated with all decisions, and the use of consistent risk criteria that
relate to the organizations objectives and the scope of its activities.

A timely approach signifies that the risk management process is applied at the optimum point in the
decision-making process. In part, this depends on the design of the framework, to which this principle
also applies. If the risk considerations are made too early or too late, either opportunities could be lost

or there g
understo

111 h de - | b L —— dul | —— Laa | | - 1 111 1
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hd to determine the most effective risk management approach.

A structured approach signifies application of the risk management process in the manner describ

in ISO 31
on needs,
address t

B.2.6 R

B.2.6.1

00:2009, Clause 5, including making appropriate preparations for these activitiesyDependi
the method should be consistent with either a top-down or bottom-up approach), in order
he appropriate level of management.

isk management is based on the best available information

Principle

1d

ed

ng
to

f) R

The input
ence, stak
inform th
sibility of

isk management is based on the best available information.

5 to the process of managing risk are based on information soutces such as historical data, experi-
eholder feedback, observation, forecasts and expert judgement. However, decision makers should
bmselves of, and should take into account, any limitations of the data or modelling used or the pos-
divergence among experts.

B.2.6.2

It is impo
risk. Con
or generg
limited, e

The sensi
of risk ev
related d
statistica

Although
time or W
with the 1
judgemen
involving

How to apply the principle

bequently, risk management arrangements should include methods (e.g. research) to coll
te information. However, despite,best efforts, the information available may sometimes

Livity of decisions to any ungertainties in the information should be understood. The reliabil
hluation will depend, invpart, on the clarity and precision of the risk criteria. Collecting rij
ata (e.g. the occurrence of incidents and other experienced-based information) can ass
predications.

evidence-based/decision making is the ultimate goal, this may not always be possible in t
rith the respurces available. In such situations, expert judgement should be used, combin

t. In addition, the evidence of the past may not accurately predict the future. In situati
thé potential for very high consequence events, the absence of information may prompt acti

if there is

g. anticipating what will happen in the future may be limited to use of statistical projectiors.

nformation that is available. However, care is needed to avoid group bias when applying SI(.]llch

rtant to obtain the best available information in order to have a correct understanding of any

ct
be

wn

ty
k-
st

he
ed

ns
pn

evidence of potential harm, rather than definitive proof of harm.

This principle is also applicable to the design (or improvement) of the risk management framework
because there will be aspects of the framework (e.g. those that provide research capability or that
collect, analyse, update and make available information to support application of the process) which
will determine how well this principle is applied.
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The reliability and accuracy of information should be regularly evaluated for relevancy, timeliness and
dependability, with assumptions documented. The framework should provide for periodic review, and
for the issue of updates or corrections.

Practical help

— When designing how incidents should be reported, there should first be careful consideration of which decisions this
information could help, i.e. who the present and future end users are, how the information may be needed to sorted, how
its integrity can be enhanced, and how it can be accessed. Once this has been done, the reporting form can be designed,
keeping in mind that the quality supplied may be influenced by the time needed to input it.

— A description of the context (including the date it was written) should be included as part of the detailed and docu-
mented descriptions of the key risks faced (e.g. risk register). This allows users of the register to take account.oflany
chianges in context that may have occurred subsequently, with resulting changes in risk.

— Where assumptions have been made in an assessment, the rationale for those assumptions, includingany linfitations,
should be clearly recorded and understood.

— When designing risk treatments, there should be consideration of how the performance of the-resulting conttols will be
monitored and made available to future decision makers, who may be relying on those controls:

B.2.7 Risk management is tailored

B.2.7.1 Principle

g) Risk management is tailored.

Risk management is aligned with the organization’s external arid’internal context and risk profile.

B.2.7.2 How to apply the principle

ISP 31000 provides a generic approach to risk management thatis applicable to all types of orggnizations
anld all types of risk. All organizations havétheir own culture and characteristics, risk criteria and
coptexts of operation. Risk management should be tailored to meet the needs of each organization.

THere is no single, correct way to desigitand implement the risk management framework and processes,
as|they require flexibility and adaptation in every organization. Design can be determined| by many
aspects, including organizational siZe, culture, sector, configuration and management style.

Different areas of risk may require different tailored processes within the same organization|While all
prpcesses should be consistent with ISO 31000, there will be differences in the systems, modelg and level
of[judgment involved, €.8."between those involved in assessing information technology-relafted risks,
treasury and investment risks, or competitor risks. Each process should be tailored to its specifi¢ purpose.

Since the purpese/of the framework is to ensure that the risk management process will be applied to
delcision making in a way that is effective and reflects the policy, the design of the framewoyrk should
reflect whére and how decisions are taken, and should take into account any legislative or othe external
obligations to which the organization is committed.

It |simportant to keep in mind that tailoring does not imply that either the elements of the fijamework
(as described 1n ISO 3T000:2009, Clause 4) or the steps of the process (see ISU 31000:2009, Clause 5)
should be varied. All are essential to the effective management of risk.

This principle is important during the design and improvement of the risk management framework, but
it will also be relevant in the way that aspects of the process are structured.

This principle can also signify that the organization needs to consider internal issues, e.g. staff turnover
(which, if quite high, may require appropriate adjustments to the scope of induction training, in order to
ensure that all new employees are able to fulfil what is required of them regarding risk management).
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of the framework is necessary to achieve integration with the organization’s decision-making

processes. It is also possible that those decision-making processes will need to be modified to fit a
structured risk management framework.

Practical help

— The design of the risk management framework should include seeking and taking account of the views of those who will
be involved in its implementation.

— Building a deeper understanding of the underlying concepts of ISO 31000 will help ensure that tailoring both the
framework and process will achieve the attributes of effective risk management, as listed in ISO 31000:2009, Annex A.
Conversely, just ticking boxes will not achieve this.

B.2.8 Riisk management takes human and cultural factors into account

B.2.8.1

Principle

h) Riisk management takes human and cultural factors into account.

Risk management recognizes the capabilities, perceptions and intentions of external and internal people that
can facilitipte or hinder achievement of the organization’s objectives.

B.2.8.2

This prin

How to apply the principle

Ciple involves obtaining the views of stakeholders, as well\as understanding that those views

may be influenced by human and cultural characteristics. Facters-to consider include social, politidal,

and cultu
a) failute to detect and respond to early warnings;

b) indifference to the views of others or to a lack of knjowledge;

c) bias due to simplified information processing strategies to address complex issues;
d) failuy

When des
actions aj

fral, as well as concepts of time. Common types of erroiyinclude the following:

e to recognize complexity.

igning the framework and when applying all aspects of the risk management process, specific
e needed in order to understand and apply such human and cultural factors.
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The design of the framework and communication about risk should take into account the cultural
characteristics and levels of knowledge of the audience.

Practical help

— Managers should act in such a manner as to show that they promote and support respect and understanding of indi-
vidual differences.

— People appreciate being asked their views.

— Asageneral rule, organizations reward what they value. If employee selection, promotion and remuneration are not
overtly linked to actual risk management performance, it is unlikely that such performance will be to the expected stand-
ard_Efforts by individuals should he rpr‘ngnimad npprnprinhﬂ]v

— As a general rule, it is unwise to rely on a single human-dependent control to make a large modification to rigk.

— Trans-national organizations will be wise to recognize the significance of culture in determining the'way pe¢ple
behave.

Practical help

Examples of useful questions to ask regarding human and organizational factors include the féllowing:
—| Is the organizational structure appropriate to the needs of the organization?

—| Are individuals with formal accountabilities clearly identified?

—{ Do all job descriptions contain clear specifications of the individual’s authorities and responsibilities?
—| Are all communication channels clear and effective?

— Is it occasionally checked whether communication is correctly undépstood and interpreted at all levels in the{organiza-
tign?

—{ Is the level of morale in the organization monitored?
—| Are interfaces reviewed between teams?

— Are there mechanisms to recognize and respond to rumours within the organization before they impact in a pegative
way?

— Are there clear recruitment, remuneration and-promotion policies?
— If policies are problematic, is there a process.to review?

—{ Are policies and procedures adhered tof they are not, is there an investigation? Are they enforced?

—| Do internal and external auditors,look for unsafe or unethical behaviour in the organization?

B.2.9 Risk managementis transparent and inclusive

B.2.9.1 Principle

i) Risk mandgement is transparent and inclusive.

Ajppropriaté and timely involvement of stakeholders and, in particular, decision makers at all levels of|the
orlganization, ensures that risk management remains relevant and up-to-date. Involvement also allowf stake-
hglders to be properly represented and to have their views taken into account in determining risk criferia.

B.2.9.2 How to apply the principle

Thisprinciple canbe given effectatmultiplelevels.Itmaybereflectedinthe organization’srisk management
policy (e.g. “We will inform and consult stakeholders wherever possible in order that they understand our
objectives and can contribute their knowledge and views to assist in our decision making”).

Consultation with stakeholders as part of the application of the risk management process needs careful
planning. Itis here that trust can be built or destroyed. To be efficient and strengthen trustin the results,
relevant stakeholders should be involved in all aspects of the risk management process, including the
design of the communication and consultation process.
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Implementation of this principle should consider issues of confidentiality, security and privacy, e.g. this may
require thatinformation in risk registers is segregated so that access to some information can be restricted.

practice.

— Unsolici

Practical help
— Role playing should be included in relation to communication and consultation in risk management training.
— An assessment should be made of how those receiving information will perceive it.

— Periodic feedback should be provided to demonstrate how well what was promised or projected actually performed in

ted views should be encouraged, acknowledged and appreciated, and wherever possible, feedback should be

provided a

out them.

B.2.10 Riisk management is dynamic, iterative and responsive to change

B.2.10.1 |Principle

Risk man

disappear

i) Riisk management is dynamic, iterative and responsive to change.

and know]edge change, monitoring and review of risks take place, new risks emerge, some change, and others

gement continually senses and responds to change. As external and internal events occur, context

B.2.10.2 How to apply the principle

Any change in the organization’s objectives, or any aspect of the-nternal or external circumstances, W

inevitably

Similarly,|changes in the organizational context (e.g. the acquisition of another company, or securing a n¢
major contract) may require changes in the framework (e.g. in training, risk specialists). Risk managemsg

processes

IS0 3100

its purpose, and each requires thought and implementation.

The framework should be monitored and_reviewed to ensure it can continue to give effect to thg

principles

support the application of the processito decision making across the organization.
Monitoring and review should be infcorporated into each of the core steps of the risk management proce

Controls ghould also be reviewed to ensure their on-going effectiveness in response to change. H
example, controls that are dependent on the performance of particular people might not be as effecti

if there aj

Monitorin
factors o
the conti

change therisk (e.g.an internal restructuring, a new major supplier, or a change in relevant lay

should be designed to reflect the dynamics gfthe organization (e.g. speed of change).

contains two monitoring and review régimes (for framework and process). Each is specific

of effective risk management, -give effect to the organization’s risk management policy a

e changes i personnel.

1g and_review should be carefully tailored, in particular so that they will be sensitive to t
F change that can have the most profound effects. Monitoring and review should evaluz
ydl'significance of the monitored indicators and, if necessary, the indicators will need to

ill

bW
nt

se
nd

or
ve

he
te
be

adapted t {‘h;mgmg or emerging circumstances

Monitoring and review are distinctive activities, as explained in ISO 31000:2009, 4.5 and 5.6. Monitoring
is concerned with the continual observation of key parameters to determine whether they are
performing as intended or as assumed. Review occurs from time to time, is structured as to its purpose
and is generally intended to determine whether the assumptions on which decisions were made (e.g.

18

© ISO 2013 - All rights reserved


https://standardsiso.com/api/?name=eeeb1aa5d51858ed5264a8abae73c879

ISO/TR 31004:2013(E)

the design of the framework) remain current, and therefore whether resulting decisions need review.
Review should also take into consideration new knowledge and technologies.

Practical help

— When applying the risk management process and developing the statement of context, the components (e.g. features
of the external environment) that are most likely to change should be identified, and they should be closely monitored for
change. Any change could require reassessment of all or some of the documented risks.

— People should be encouraged to report concerns about the status quo (including whistle-blowers).

— Even small organizations should keep in mind global changes, e.g. the global financial crisis of 2008 had profound
impacts on some small cnpp]iprc whaose main customers were nrg:]ni7a1'innc impnrhﬂ(‘] directlv or indirectly by hank fail-

ures. Such external events or emerging circumstances may require proactive changes to the risk managementfifamework.

B.2.11 Risk management facilitates continual improvement of the organization

B.2.11.1 Principle

k] Risk management facilitates continual improvement of the organization.

Organizations should develop and implement strategies to improve their risk management maturity alongside
al] other aspects of their organization.

B.2.11.2 How to apply the principle

Cdntinual improvement of organizational performancexistinterrelated with continual impjrovement
of[risk management performance. Improved risk management, based on risk-based decisiop making,
caph reduce uncertainty in achieving objectives, minimize volatility and increase agility. Howgver, care
shpuld be taken not to overcomplicate risk management performance to the point of stifling the pursuit
ofjopportunities and flexibility of response.

Inftead, the importance of this principle lies'in organizations remaining alert to new opportjunities to
improve. Such opportunities may arise internally (e.g. by learning from reported incidents) or gxternally
(ejg. by the availability of new tools andknowledge that can improve risk management).

This principle is also relevant to.continually looking for improvements in risk management ¢fficiency,
e.g. deploying new technologies'that better connect decision makers to information.

THe goal of continual imptovement should be made clear in the organization’s risk managemgnt policy
and it should be continually communicated in both formal and informal ways. Continual improvement
may include the following:

—{ improvingthe’extent of integration of risk management activity into general activity;
—{ improying the quality of risk assessment;

—| impproeving the framework, e.g. the quality of and access to information;

—L_improving the speed of decision making

Continual improvement is based on qualitative and quantitative indicators of progress. Organizations
thatuse phased approachesand maturity models should design these asdriversof continualimprovement
based on the resources and culture of the organization. They should recognize that in many human
endeavours success breeds success. The purpose of managing risk effectively lies solely in increasing
the likelihood that an organization will achieve its objectives in full. The more rapidly an organization
can achieve effective risk management, the more efficiently it will realize its goals.
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In purely practical terms, some improvements may take time to achieve, e.g. some may require allocation
of a budget, or careful planning and roll out. Plans for improvement should consider priorities and
relative benefits, and should allow for the monitoring of progress.

Practical help

— Using the monitor and review elements of the framework, an annual review should be conducted of performance
against these risk management principles and design improvements.

— The adequacy, suitability and efficiency of the risk management framework should be evaluated and reviewed.

— The incident reporting system should be used to conduct root cause analysis, looking not only at the proximal causes of
the incidentb

n o L 4 £l . | L Jedlo ot <l ke alal ot 4l a | et
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— Succesd (e.g. an on-time/in-budget project) should be monitored so as to understand which features of the risk manage-
ment fram¢work most facilitated success, and this should be communicated to reinforce value.
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C.

This annex provides guidance and strategies on how mandate and commitment can be‘expr
cc:Inmunicated by an organization.
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2 Methods for expressing mandate and commitment

.2.1 Key charaeteristics

ISO/TR 31004:

Annex C
(informative)

How to express mandate and commitment

2013(E)

1 General

mandate and commitmentto be effective, top managementand the oversight body of the org
puld clearly express to stakeholders the approach to managing risk and document and com
s, as appropriate. The mandate for risk management typically involves changes in behaviou

hnagement framework. The mandate and commitment might be a short/policy statement tha

veloping the mandate involves deciding on the course of action required, as well as author
cur. Invariably, in existing organizations, this will necessarily involve authority to bring aboty

s a corresponding commitment to bring this about.

indate and commitment is a fundamental part of the risk management framework. It shou
the organization’s management and governance frameworks and should influence the desig

indate and commitment should reflect theeleven principles set out in ISO 31000:2009, Clauj

practice, the organization’s mandate, and its commitment to it, is expressed and perceive
plicit and implicit ways. The impligitexpressions (e.g. the day-to-day actions of top manageg
e oversight body within the organization’s prevailing culture) typically provide a more
mulus than do the explicit expressions (e.g. a written risk management policy).

e expressiohof the mandate and commitment should meet the following criteria:

it should be compatible with the organization’s strategic plan, objectives, policies,
corfimunication and management system;

bssed and

anization
municate
, culture,

the risk
is widely

izing it to
it change.

ere would be little point in identifying the preferred coutse of action unless, at the same time, there

d be part
n of both.

se 3.

d in both
ment and
powerful

styles of

it’should be compatible with the risk criteria determined by the oversight body;

it should meet the principles of ISO 31000 as well as strive for excellence in risk management as

outlined in ISO 31000:2009, Annex A;

it should be easy to communicate and be tested for comprehension inside and outside the

organization;
it should have reasonable expectations of being successfully implemented;

it should address the responsibilities of risk owners.
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If the existing risk management mandate and the organization’s commitment to risk management does

not already meet these criteria, both the explicit and implicit aspects of it will need to be changed.

EXAMPLE If the oversight body or top management have made decisions which have not been subject

to

thorough risk assessment, this is a clear indication that the organization is not committed to understanding its risks.

An essential part of adopting arevised mandate is the development of a plan to change the understandi

ng

of what is required. The aim of this plan will be to ensure that both the mandate and its benefits are
widely understood and believed, and that the organization is consistently committed to the mandate

and behaves accordingly. It will be the organization’s behaviour and how this compares with expli
statements—about the mandate that will have the greatest effect on whether the mandated.is accept

cit
d

by the various stakeholders.

C.2.2 Eptablishing and communicating risk management policy and commitment

One way pf expressing and communicating the mandate in an explicit way is through establishing a
then communicating risk management policy. ISO 31000:2009, 4.3.2, specifies that,the organizati
should ngt only make its policy about risk management clear but should also communicate it, both insi
and outsife the organization. ISO 31000:2009, 4.3.2, also identifies specific issu€s that typically shoy
be reflectled in the policy.

Keeping jn mind Principle g) (i.e. risk management is tailored), the exXpression of policy should
appropriate to, and consistent with, the general way in which the organization operates. Otherwise
may not He regarded as relevant to, and part of, the general system by,which the organization operat

statement about the mandate for risk management that willferm part of its overall suite of polici
Accordingly, it will be signed off by the governance body and then communicated and reinforced throu
the management system.

nd
on
de
1d

organizations, establishing a policy will normally<signify the development of a formal

bS,
ch

Practical lllelp

Top management and oversight body involvement and commitment is key to the success of any risk management pro-

management:

— What are the strategic objectives of the organization? Are they clear? What is explicit and what is implicit in those
objectives?

is willing tp pursue in achieving its strategic objectives?
— Does top management need tosestablish clearer governance over the risk attitude of the organization?
— What sfeps has top management taken to ensure oversight over the management of the risks?

— Do the jnanagers making'decisions understand the degree to which they (individually) are permitted to expose the
organizatin to the consequences of an event or situation? Any risk attitude needs to be practical, guiding managers to
make risk-pased decigions.

— Do the ¢xecutives understand their aggregated and interlinked level of risk so they can determine whether it is accep
able or not

gramme. The organization should consider the followihg-questions when establishing its mandate and commitment to ri$

— Is top njanagement clear about the nature and extent of the significant risks it is willing to take and the opportunities|i

— Do top management and executive leadership understand the aggregated and interlinked level of risk for the organizg

tion as a whole?
ness conditions change. Anything approved by top management needs to have some flexibility built in.

— Are risk decisions made with full consideration of consequences? The risk framework needs to help managers and
executives take an appropriate level of risk for the business, given the potential for reward.

sitalongside the other policies that direct the way that the organization operates.

— Are both managers and executives clear that risk attitude is not constant? It may change as the environment and busi-

— What are the significant risks top management is willing to take and the opportunities it is willing to pursue? What are
the significant risks top management is not willing to take? Whatever the form of the policy about managing risk, it should

The policy should be supported in both explicit and implicit ways and reflected accordingly, and it should

meet the six criteriain C.2.1.
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C.2.3 Reinforcement

Top management and the oversight body should demonstrate and reinforce the organization’s

co

mmitment to the mandate through a mix of explicit and implicit actions including:

— making it clear that risk management objectives are linked to and not separate from other

Im]
pa

C.

Es

management objectives;

making it clear that risk management is about effective delivery of the organization’s objectives;

ensuringthe type of risk managementactivities required by the mandate are integrated in

0 existing

and processes to ensure that it remains appropriate and effective;

criteria are not met;
leading by example with respect to their own activities;

renewing the commitment to the mandate as time, events and:top management change.
rt, e.g. within subsidiary businesses.

3 Guidance on development of the mandate and commitment

governance and management processes, and into strategic, operational and project procefsses;

requiring regular monitoring of and reporting on the organization’s risk management fijlamework

monitoring that the organization has a current and comprehensive understanding of its risks
and those risks are within the determined risk criteria and taking corréctive action where these

plementation of ISO 31000 can take place across an organization as a whole, or be achievgd part by

tablishing the mandate for risk managementirequires careful thought, a strategic perspdctive and

copsultation between the oversight body and top management. This will help ensure that oncg¢ adopted,

th

EX
ley
ne

TH
W
ra
a

co
P¢

of
th

e organization will follow the mandate.

pression of mandate and commitment should be considered on both the tactical and

cessary skills and expertise to‘achieve them.

rels. The organization should define and assess competencies to meet its objectives and cul

strategic
[ivate the

e implications of changes required by a mandate will need careful consideration. This includes who
uld lead the change and’who would need guidance or support. Sometimes changes may be quite

dical in scope (e.g. changes in job specifications, performance monitoring and management grocesses)

text of other changes that are underway and whether there can be integration.

ople who willbe significantly affected by the changes should be consulted, in particular the c

ht all¢he implications of change can be understood.

d so will absorb some of the organization’s capacity for change. This will need to be conside

any riskmanagement silos within the organization (e.g. health and safety, security managg

red in the

Istodians
ment), so
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The mandate should be articulated in a policy statement which will demonstrate the organization’s
commitment to it.

Practical help
Some of the ways in which this can be achieved include the following:

— considering how the mandate will be explained to the organization and how those explanations will be reinforced by
ongoing actions;

— considering the timeframe for giving effect to the mandate (this should respect and be integrated with the organiza-

tion’s other imperatives, although until the framework is complete, its full benefits will not be realized and the manage-
ment of riskwill not be as effective as it could hp)-

— identifyfing key roles to bring about necessary change in the approach to risk management and to direct and lead xisk
managemepnt activities;

— specifyjng what aspects of the risk management framework and activities will be monitored at top managemenit, man
agement annd committee levels and how such information will be collected and presented;

— includifg risk management performance as a regular agenda item at all key oversight and top management meetings;

— develof]ing effective methods for communicating about risk management performance (e.g. publication of a newsletter
for staffin|the style of a risk management report);

— considégring what should be the triggers for review of the mandate.
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Annex D
(informative)

Monitoring and review

D{I Background

D.1.1 General

THis annex provides advice on monitoring and review of the risk management framiework and processes
injaccordance with ISO 31000:2009, 4.5, 4.6 and 5.6.

Me¢nitoring and review are two distinctive activities intended to determjine-whether assumptions and
delcisions remain valid. The techniques are used in both the maintenance.of an effective risk mahagement
framework and in each of the steps of the risk management process.

—| Monitoring involves the routine surveillance of actual perfermance and its comparison with
expected or required performance. It involves continuakchecking or investigating, supervising,
critically observing, or determining the status in ordei\to identify change from the perfformance
level required or expected, as well as changes in context.

—| Review involves periodic or impromptu checking of the current situation, for changes in the
environment, industry practices, or organizational practices. It is an activity undeftaken to
determine the suitability, adequacy, and effectiveness of the framework and process tpo achieve
established objectives. Reviews should cofisider the outputs from monitoring activities.

—| An audit is a process of evidence-baséd, systematic review against pre-determined criteria. While
every audit is a review, not every review is an audit.

Tojgether, monitoring and review provide assurance that risk management performance is as expected,
whether it can be improved andiwhether change has occurred requiring adjustment or revisioq of either
the framework or some aspect of the process.

M¢nitoring and review-aim to provide reasonable assurance that risks are adequately managed, to
identify deficiencies itiSk management, and to identify opportunities to improve managemerjt of risks.
Bdth are necessaryinrorder to ensure the organization maintains a current understanding of ifs risks in
relation to its risk ¢riteria, consistent with its risk attitude. Both require a systematic approach integral
to|the organization’s general management systems.

ThHe monitoringand review activitiesand the actions takeninresponseto findingsare often charjacterized
as|a system of assurance because they have the potential to detect and remedy weaknesges before
adverse effects occur or to provide confidence that risks are still within the organization’s critefia. These
activiti ded i ance that
risk is being managed effectively.

As the factors in the internal and external context change, so will the risk. Similarly, monitoring of the
external context can alert the organization to changes that may present an opportunity for improved
performance or a new activity. By remaining alert to such changes, to performance, to non-conformities,
and to near-misses, the organization will be able to identify opportunities for improvement of the risk
management framework and overall performance of the organization.

There should be a comprehensive programme in place to monitor and record risk performance indicators
that align with performance indicators of the organization.
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The programme should give early warning of adverse trends that may require preventive action and
intervention.

A single monitoring or review activity may be directed at an individual risk or a number of related risks.
It may focus on the risks or upon the controls addressing them.

D.1.2 Accountability for monitoring and review

The overall responsibility for monitoring and review activities lies with the oversight body and top
management, not with assurance providers, e.g. internal audit. Quality assurance functions, independent

review fy
reporting

The moni
the top: if
and revie

The moni
and effec
affect the|

because these activities provide an alternative view.

properly designed, this provides the most powerful level of assurance. However,amonitori
w programme should include all three elements.

behaviour of employees, and it is important that top management acts as role model.

D.1.3 Independent reviews

Whether
reviewer

Independ
Reviewer]

auditor to the engaging party.

ence is the basis for the impartiality of the review and objectivity of the review conclusio

practicab,

e, and should in all cases act in a manner that is free from bias and conflict of interest.

For internal audits, auditors should be independent ffom the operating managers of the function bei

audited.
ensure th|

For small
activity b

Independ
in suppor]
can act in|

Such revi
requirem
consider Y

Many org
complian

eviewers and auditors should maintaimobjectivity throughout the review audit process
at the findings and conclusions are based only on the evidence.

t of risk management policies and controls, by providing information on which an organizati
order to improve its\performance.

hnizations have managementreview and advisory functions (such asrisk managementadviso
re oOfficers, and quality assurance managers) that undertake routine reviews; internal au

typically

TICtIONS and TegUIatory TOMITOTINE are USef Ul adjurcts to the process of 1ie managenmant

toring and review activities can be considered in terms of a hierarchy, with regular practicelat

g

toring and review programme should verify that risk management policy/is both implemented
five. The way in which top management reacts to the results of monitéring programme mjay

conducted by internal or external parties, independence €omes from the relationship of the

s and auditors should be independent of the activity being reviewed/audited whereyer

ng
to

organizations, it may not be possible for reviewers and auditors to be fully independent of the
ping reviewed/audited, but every.effort should be made to remove bias and encourage objectivifty.

ence of reviewers and auditors help to make reviews and audits an effective and reliable tgol

on

bws may focus-encompliance with standards (internal or external), procedures or legislative
ents. Often théydlso consider the suitability, effectiveness and efficiency of controls, e.g. they mjay
vhether riskemhanagement activities deliver the values expressed in the principles of ISO 310(0.

rs,
it

reports its reviews to the oversight body and top management. The objective of these reviews

is to prov

ide assurance to the oversight body and top management of the organization that:

— itsrisk criteria are consistent with its objectives and the context in which it is operating;

— an appropriate and systematic process has been used to identify, assess and treat risks and there is
confidence that this process will continue to operate;

— unacceptable risks are being addressed by appropriate risk treatment;

— controls believed to be modifying otherwise unacceptable risks are both suitable and effective;

— appropriate progress is being made with risk treatment plans.
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The activities of an independent review process do not relieve line management of its monitoring and
review responsibilities.

D.1.4 Obtaining suitable information

Like other aspects of risk management, monitoring and review requires the use of the best available
information [see Principle f)]. To be suitable for the purpose, the information needs to be relevant to users
and faithfully represent what it purports to represent. The usefulness of information is enhanced if it is
comparable, verifiable, timely and understandable. Information can be obtained from two types of sources:

a) [ diTeCt SOUTTEST ODSErvations and MeaSUTenelts Of actudl process OPerations or theiroutgomes;
b)[ indirect sources: measures that are derived from the processes or outcomes under consideration.

Cdmbinations of measurements from the various sources are chosen for neces$ity (depgnding on
avilability) or for convenience (timeliness, cost, etc.).

D.[1.5 Reporting the review process

Rgporting should provide information to the oversight body and top management and the orgajnization’s
stakeholders about whether the organization’s risks are within its riskccriteria or whether it hajs credible
rigk treatment plans that will ultimately lead to this result. Additionally it may provide information
about new and emerging risks.

Any collection of risk information (e.g. in a risk register) should be updated periodically. The| type and
frequency of reporting will depend on the nature, size, and scope of the risk assessment.

The output of a review or an audit will be a report s@immarizing findings and providing conclusions of
the assessment against pre-determined criteria. The report may provide recommendations fpr system
improvements based on what the reviewers_have observed. Occasionally, the reviewer will make
brpader suggestions, directed at the criteria tliemselves. Response to any review should be focused on
improving the system and addressing root¢auses of problems.

D./1.6 Corrective action and continual improvement

Priocesses should be established to ensure that recommendations are actively consifdered by
organizational management-and that agreed responses are actioned. Action in response tp reviews
shpuld be reported to the oversight body and routinely monitored until implemented

D/2 Monitoringand review of the framework

D.2.1 General

The purpesé’of monitoring and review is to keep the risk management framework current and donsistent
with the organization’s risk management intentions. The framework refers to the compomnents and
prpcesses within the organization’s system of management that enable risk to be managed.

[SO 31000:2009, Clause 4, contains guidance on the necessary components of a framework and notes
that these should have regard to the internal and external context of the organization.

As changes occur to the internal or external context of the organization, it may be necessary to adjust
the framework to ensure it remains effective.

Even if there have not been internal or external changes that would require change in design, it is still
necessary to ensure that at any time, the framework is functioning as designed. For organizations
transitioning to align with ISO 31000, this may involve checking on the framework components of the
implementation plan to ensure they have been correctly implemented. For organizations that have
already implemented ISO 31000 it will involve ensuring that framework components continue to exist
and function as planned.
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D.2.2 Accountability

Management is responsible for ensuring that the framework is periodically reviewed and monitored
against performance indicators. As part of allocating responsibilities for risk management, either a
person (e.g.a senior manager) or an organizational function (e.g. the corporate risk management support
function) should be made custodian for the framework, and a key responsibility should be to ensure that
the framework remains effective.

D.2.3 Establish a baseline

A baselin

in various

a)

b)

The intenjded form and architecture of the framework would generally have been recorded when it W
designed,
reference|point for comparisons made during monitoring and review.

the c
toen

the extent of support provided by the oversight body and top management in-the mandate a
commitment for risk management (often expressed in the form of a risk managenient policy).

P TOTr TISK management In the organization should be established. The baseline can be describ
ways but should include:

pbmponents of the framework (as described in ISO 31000:2009, 4.3) that provide the capabil
hble this intent to be achieved;

and information such as that shown in Table D.1 will be availablesThis forms a baseline

Table D.1 — Example of a table to list the components of the framework

as
or

Compon

ent Performance

measures

Where deployed Objective Key actions Responsibility

andscheduling

Status of impl
mentation

Accountabiljty

Organization level

Maintain current
organization risk
management
policy

e Determine
criteria

e Document,
reporting

e Delegate author-
ity

#Publish policy

e Formalize del-
egations schedule

e Nextreview: xx/
XX/XX

Resources:

Training

Division level

Provide risk
management
components for
all induction
training

Make refresher
training available

 Obtain advice
e Design training

¢ Train trainers

¢ Design: Corpo-
rate risk manage-
ment

¢ Roll out: Divi-
sional manage-
ment

o Nextreview: xx/
XX /XX

¢ Done: Monthly
reports

¢ Quality: Train-
ing debriefand
audit

The orgahpization should also establish performance indicators that are linked to the organizational
objectives$ to givedanindication of the effectiveness of the overall framework for managing risk. Indicatqrs

of performance;Sometimes referred to collectively as lagging indicators, include the following:

incidents, accidents and near-misses;

28

actual losses;
non-alignments;
customer complaints;
outstanding debt;

system availability;

the extent to which organization objectives are being met;

the extent to which the risk management objectives are being met.
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D.2.4 Assess whether the characteristics and context of the organization have changed

Determine whether the internal or external context of the organization has experienced material change
since the risk management framework was developed or modified.

Practical help
The internal characteristics that might have changed include:
— structure;

— governance practices and requirements;

—{ policies, internal standards and models;

—{ contractual requirements;

—| strategic and operational systems affected by internal or external factors (e.g. legal regulatory changes);
—| capability and resources (e.g. financial and reputational capital, time, people, processes, systethsiand technologies);
—{ knowledge, skills and intellectual property;
—| information systems and flows;

— social, environmental and cultural behaviour;

—| other organizational priorities and imperatives that can be perceived to compéteywith the organization’s intgntions for
managing risk.

Leading indicators, which might point to changes in the externalcontext, are frequently found |n reports
anld surveys, which reflect changes and trends in the industry in which the organization |operates.
Examples include:

—| commodity pricing, bank interest rates, bond yields, exchange rates, stock marketindices, fonsumer
price index (trend);

—| index (trend);

—| level or incidents of fraud in similar 6rganizations;

—{ market size and growth figures,-and sudden changes in order volume;
—| political and social stability, societal discontent and activism.

If the organizational context‘has changed since the risk management framework was developed, the
rigk management framework should be reassessed and aligned so as to account for these changes.
THe purpose of this @etivity is to confirm that the framework and processes are fit-for-puttpose and
copsistent with th&ebjectives and priorities of the organization.

Aq a consequence of this review, the organization may need to change its baseline.

EXAMPLE 1\ A change in the structure of an organization might require some revision of the risk management
policy and:a reallocation of accountabilities and resources to permit risk to continue to be managed effectively. If
th¢ organization hasincreasedinsize, e.g. due to amerger or acquisition, the ongoing adequacy of risk mgnagement
regources will require consideration, as will careful analysis of any difference between the organjzations in
approach to risk management. It might be necessary to develop a transition plan to implement any changes arising
from the analysis.

EXAMPLE 2 If new legislative requirements have been enacted, aspects of the framework that concern
accountabilities, training and information-capture or reporting might need amendment or expansion.

D.2.5 Review of the framework

Once the assessment of the characteristics and external context has been completed, a more
comprehensive review of the framework should be conducted to determine whether:

a) the risk management plan is being carried out as planned;

b) the framework and processes adopted are operating as planned;
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