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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

The purpose of this Technical Report is to structure and facilitate adoption and deployment of health
interoperability standards in a broad range of eHealth projects, including regional and national programs.

A solid standards adoption process is a critical element that complements standards development and
ensures thattimely and effective implementation of standards is realized for health information exchange.

This technical report is intended to help and guide eHealth projects in the way to specify their use of
e loalod dn. a | | - 1 AUR) H £ dnn 1 1 H LI D £l de. L
1teroperanity stalraar oS T Ireartir HIToTr NTatior CXCIIairge oy Teusmg it T TOTes to suppory SI)ElelC

blisiness use cases chosen by the project.

This technical reportis the third part of a multi-part Technical Report on IHE Global Standards Adoption.
[ builds upon:

- TR 28380-1, Health Informatics — IHE Global Standards Adoption — Part 1: Precess

- TR 28380-2, Health Informatics — IHE Global Standards Adoption~+—VYPart 2: Integrdtion and
Content Profiles.

=

his Technical Report uses the term Profile as defined by TR 28380. A Profile is intended |to guide
plementers in a detailed manner and to ensure that implementations may be tested for compliance.
br each use case, a Profile selects from a number of interoperability standards specific to hg¢althcare
SO TC215,HL7, DICOM, CEN, etc.) as well as general IT standaxds from ISO, or Internet related standards
bdies (e.g. W3C, IETF, OASIS).

—

o

Stich Profiles are intended to guide implementers in a‘detailed manner and ensure that implenjentation
may be tested for compliance and interoperability among implementations of like profiles achieved.

Fpr each standard it profiles, i.e. defines a specific and proper subset of each selected standard; IHE
lgverages implementation guides produced by-the source standard development organizationg (SDO), if
they exist, and specifies the integration of these standards. This coordinated process has been dgveloped
Integrating the Healthcare Enterprise (IHE) and has been in effective use since 1998 to gddress a
rapidly increasing number of healthéare interoperability problems for citizens as consumers pf health
s¢rvices and for health professiorals in the care of their patients.

Igtegrating the information systems and devices within healthcare institutions, across a variety of care
s¢ttings, and personal health'management services will empower patients and healthcare prof¢ssionals
ith a more efficient access to accurate information. IHE has a formal Type-A Liaison relationghip with
[§0 TC215. It is sponsered by a large number of healthcare user organizations world-wide|and has
ehgaged over 300-vendors in healthcare IT (www.ihe.net). 16 countries are directly engaged in IHE at
the time of writingthis Technical Report.

The information exchange among IT systems, applications and devices in healthcare is a|complex
challengé:In particular, it needs to account for the wide range of medical specialities, for the rapid
eyolution' of knowledge and for the use of technology in the delivery services, among the bropd range
of stakeholders that need to cooperate ranging from democratic institutions, governmentalf entities,

1 s : e o zes (cinald doctors

i L] al - a e alaa’ e e al > e - a’ e e a 0 e - e a - - al 0 a a - ale
practice to large hospital networks).

Interoperability standards have proven quite complex to develop and are driven by a wide range
of standard development organizations (SDO) each effective at engaging a subset of these many
stakeholders. In such a complex environment, standards have to incorporate much flexibility and
optionality to account for a variety of environments in which they could be used. Removing the need
for flexibility and optionality in these standards would only result in further fragmentation. An agreed
upon process to rationalize and constrain the implementation of combined sets of these standards is
required in order to address some of the most common cases of information exchange in a definite
manner that can be tested.

© IS0 2014 - All rights reserved v
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This Technical Report is based on the valuable work done by the IHE initiatives in which several of the
ISO/TC 215 member countries are engaged. This Technical Reportis intended to provide all ISO members
with an understanding of the practical experience gained as well as access to the results achieved.

IHEisbothaprocessandaforum thatrationalizes ata multi-nationallevel the adoption of interoperability
standards that can be profiled and combined to meet healthcare needs. IHE draws on established
healthcare specific standards such as those developed by ISO/TC 215 and HL7, as well as general purpose
IT standards, in order to define a technical framework for the implementation of information exchange
to address specific health improvement or clinical goals. It includes a rigorous interoperability testing
process for the implementation of this technical framework.

[HE also organizes educational sessions and exhibits at major meetings of health professionals fo
demonstrate the benefits of this framework and encourage its adoption by the healthcare industry, the
technology industry, and other stakeholders worldwide. These elements are further discussed,in Part|1
of this telchnical report.

The intended audience of this ISO Technical Report is:

— I departments of healthcare institutions;

— Technical and marketing staff in the healthcare technology industry;
— Hxperts involved in standards development;

— Health Professionals interested in integrating healthcare information systems and workflows];

— National and regional healthcare information exchange-projects leadership.

vi © ISO 2014 - All rights reserved
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Health informatics — IHE global standards adoption —

Part 3:
Deployment

Scope

This part of this Technical Report describes the general methodology to analyse. interop
r¢quirements in support of a use case to produce the selection and combination of the Televan
specified in TR 28380-2. It is illustrated by applying this methodology to a smallitumber of ex4
alsoidentifies and proposes a high-level quantification of the benefits gained by‘the use of a prof
specification of interoperability. Finally this technical report will discuss,the approach to ef
tést interoperability from the specific of the standards and profiles, up tothe level of business u

1§0/TR 28380-1 is a companion to this part of this Technical Report/1S©/TR 28380-1 describeq
IHE process identifies technical use cases for interoperability and specifies profiles of selected s
to support these carefully defined healthcare tasks that depend onelectronic information exch3
r¢ader is encouraged to be familiar with this process followedby IHE in developing its Profiles

Alwide portfolio of such profiles for Integration, Security, and Semantic Content is now availab
various domains of healthcare clinical specialities and:technologies, as described in ISO/TR 28

he reader of this part of this Technical Report is;ehcouraged to be familiar with this process
y IHE in developing its Profiles as it builds upen ISO/TR 28380-1 and ISO/TR 28380-2 by ad
number of key issues to support eHealth.projects across all sectors of health to more ef
bploy standards-based interoperability hetween software applications and devices, includin
balthcare organizations and across healthcare and home settings.

00 o

2| Normative References

[

§0/TR 28380-1, Health informatics — IHE global standards adoption — Part 1: Process

p—

§0/TR 28380-2, Health'informatics — IHE global standards adoption — Part 2: Integration and conte

p—

§O/IEC 17025, General requirements for the competence of testing and calibration laboratories

3] Terms and definitions

erability
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g within

ht profiles

Fpr thé purposes of this document, the terms and definitions of ISO/TR 28380-1 and the followilng apply.

31

actors
actors are information systems or components of information systems that produce, transmit
health information exchanged to support operational activities

3.2

eHealth

refers to the combined use of electronic communication and information technology in the heal
to enable better health and healthcare

[SOURCE: WHO]

© IS0 2014 - All rights reserved
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3.3.1

electronic health record

EHR

information relevant to the wellness, health and healthcare of an individual, in computer-processable
form and represented according to a standardized information model

[SOURCE: ISO 18308:2011, 3.20]

3.3.2

electronic health record
EHR
longitudjnal electronicrecord of an individual that contains or virtually interlinks to data in multiple EMRs
and EPR$, which is to be shared and/or interoperable across healthcare settings and is patient-centric

Note 1 tofentry: Adapted from the European 2011 eHealth Strategies Final Report, January 2011.

34
health
state of complete physical, mental and social well-being and not merely the absence‘efdisease orinfirmity

[SOURCH: WHO 1948]

3.5
health information
information about a person relevant to his or her health

[SOURCH: ISO 18308:2011, 3.28]

3.6
healthcare
activities, services, or supplies related to the health of-an individual

[SOURCH: EN 13940-1:2007]

3.7
healthcare activity
activity |performed for a subject of care with the intention of directly or indirectly improving ¢r
maintairjing the health of that subject\of care

[SOURCH: EN 13940-1:2007]

3.8
healthci:'e professional
person authorized tobe/involved in the direct provision of certain healthcare provider activities in|a
jurisdictjon accordig'to a mechanism recognized in that jurisdiction

Note 1 tolentry: Adapted from EN 13940-1:2007.

39
healthcareprovider
healthcare organization or healthcare professional involved in the direct provision of healthcare

[SOURCE: EN 13940-1:2007]

3.10
patient
individual who is a subject of care

[SOURCE: ISO/TR 20514:2005, 2.30]

2 © ISO 2014 - All rights reserved
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3.11
policy

set of rules such as legal, political or organizational which can be expressed as obligations, permissions

or prohibitions
Note 1 to entry: Adapted from ISO/TS 22600-1:2006, 2.13.

3.12
privacy

freedom from intrusion into the private life or affairs of an individual when that intrusion results from

c

ndue or 1llegal gathering and use of data about that individual

—

JOURCE: ISO/IEC 2382-8:1998, 08.01.23]

313
pgistry

Y

mlaintained in accordance with specific rules
[SOURCE: ISO/TR 21089:2004]
14

3
se¢mantic interoperability
a

OURCE: ISO 18308:2011, 3.45]

—
Lo

15

yntactic interoperability
hipability of two or more systems to communicate and exchange data through specified data3
nd communication protocols

S )

[JOURCE: ISO 18308:2011, 3.48]

3|16
ulse case
mlethodology used in system analysis to identify, clarify, and organize system requirements

Npte 1 to entry: The use case is imade up of a set of possible sequences of interactions between systems
1] a particular environmernt dnd related to a particular goal. In the context of this Technical Report, §
pfovides a depiction of the‘actors and services that addresses information exchange in the context
ecific tasks perfornied by different systems or devices

—-

2]

3117

vpcabulary
términological dictionary which contains designations and definitions from one or more
wbject fields

%]

[SOQURCE: ISO 1087-1:2000]

bility for data shared by systems to be understood at the level of fully defined domain concepks

s¢rver capable of holding data for the systematic and continuous follow-up, 0f information objects

formats

and users
use case
f a set of

specific
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4 Abbreviations

ATNA Audit Trail and Node Authentication

BPPC Basic Patient Privacy Consent

CEN European Standardization Committee

CDA Clinical Document Architecture

DICOM Bigitattrmagimgamd-Commmumications mMedicime

EHR Electronic Health Record

HL7 Health Level Seven

[HE Integrating the Healthcare Enterprise

IHTSDO International Health Terminology Standards Development Organization
ISO International Organization for Standardization

ISO/TC 415 ISO Technical Committee 215 (Health Informatics)

IT Information Technology

LOINC Logical Observation Identifiers Names and Codes

MoH Ministry of Health

0ASIS Advancing Open Standards for the Information Society
PDQ Patient Demographics Query

PHR Personal Health Record

SDO Standards Development Organization

SNOMED CT Systematized Nomenc¢lature of Medicine Clinical Terms

W3C World-Wide Web Consortium

XCA Cross-Community Access

XDS Cross-€enterprise Document Sharing
XUA Cross-Enterprise User Assertion

5 Generalapproachto-ana
an interoperability use case

5.1 Concept of an Interoperability Use Case

A Use Case is a concept that is widely used but often called with different terms (requirement, business
scenario, etc.). In this Technical Report, we focus the use case content on interoperability defined as: “A
depiction of the actors and services that address information exchange in the context of a set of specific
tasks performed by different systems or devices in support of its users”.

Use Cases can be defined at various levels. An Interoperability Use Case is at a level that Part 1 of this
report describes as:

4 © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=125908e05748b49030380ab25ba15a72

ISO/TR 28380-3:2014(E)

“This encompasses health system objectives such as “chronic disease management” or “sharing patient
summaries with a medication history.” There are many ways of identifying and structuring use cases
at the business level, which contributes to the challenge of accepting a certain fuzziness and flexibility.
Interoperability level use cases are most successful, when they select a small - and therefore achievable
and implementable scope, thus providing value while remaining achievable. This is what a number
of regional and national projects around the world are often using to shape their objectives in the
area of interoperability. However, as the number of use cases providing incremental interoperability
requirements increases, it becomes apparent that they overlap, each potentially reusing a subset of
another Interoperability Use Case (e.g. in our example above “sharing patient summaries and “patient

empowerment with a medication hicfnry" have ]il(n]y some nvpr]np) This needs to he recogn zed, and

fdctoring will happen at the lower levels of requirements.”

A Interoperability Use Case can be summarized in one sentence and described in a few pages of{text that
ahy stakeholder in health, including non IT professionals would understand along with the necessary
uhderlying exchange of health information.

e a representation of health information systems supporting users suchsas*healthcare profg¢ssionals
in) specific roles as well as the patients, but also extend to include the ofganizations they support and
benefit from the real world information interchange defined by an Intérpperability Use Case.
E

Aln Interoperability Use Case is described by a flow of health information between Actors, where Actors
a
i

kamples of Interoperability Use cases:

— Patient summaries for regional/national information sharing;
— Prescriptions for regional/national information sharing;

—+ Request and results distribution for radiology enterprise workflow (e.g. within a hospital);

—+ Flow of device measurements from mobile and/or home-based monitoring devices|to care
management services.

These examples of Interoperability USe case cover a diverse range of information ¢xchange
ehvironments: cross-border, national /tegional, intra-hospital; and citizens on the move or athome. They
cpme from the European eHealth Interoperability Framework (http://ec.europa.eu/digital-agenda/en/
npws/ehealth-interoperability-framework-study) and the eHealth Interoperability Standards Mandate
(Wwww.ehealth-interop.eu).

.2 Decomposition ofan Interoperability Use Case into Technical Use Cases

a service/contént/semantic level, where the flows of health information are more spefific and
bscribed beteen specific software entities, or Technical Actors that support the Actors|engaged
ifito the Intevoperability Use Case. This results in a decomposition of an Interoperability Use (ase into
Technicalhlse Cases of different types, such as:

5
Alset of Technical UseCases may be derived from an Interoperability Use Case by taking the requjrements
a
d

a) _Specific flows of health information between Technical Actors abstracting the part of software
applications, which are engaged in one or more specific transactions or services to support  specific
aspect of a real world health information interchange.

b) Specific health information content and semantics associated with each flow between the Technical
Actors identified in 1) above.

c) Specificsecurity and privacy requirements attached to the above specific flows identified in 1) above.

The isolation of these Technical Use Cases is important because it modularizes the specification process
around Profiles, or a reusable communication service which is defined in Part 1 of this technical report as:

“A communication service defining a number of related means and constraints to exchange specific types
of health information for the purpose of communicating this information from one or more systems to

© IS0 2014 - All rights reserved 5
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another or accessing it in remote systems. One defines at this level core communication services that are
most likely to be needed to support a broad range of interoperability use cases”.

These Technical Use Cases may be defined at differentlevels of granularity, but their main characteristics
are that the interoperability requirements are sufficiently focused so that each Technical Use Case
forms a building block of requirements which is reusable across multiple Interoperability Use Cases.
This encourages and supports modularity as well as facilitating evolution by substitution.

It is at the level of Technical Use Cases that the IHE development process operates, by associating a
detailed selection of supporting standards. This is where the processes discussed in Part 1 are engaged
and resuflt in the specification of profiles that each support a well-defined Technical Use Case.

Interoperability Interoperability Interoperability
Use Case A Use Case B Use Case G

11100101000

11100101000

11100101000

1010010 1001 1010010 1001 1010010 1001
i0lia] 11101010001 I3 ttis] 11101010001 I 11101010001
00011011111 00011011111

00011011111

M\ [

Technical Use Case 1 Technical Use Case 2 > Technical Use Case 3 Technical Use Case 4

Profile CD | Profile EF | Profile GH

(\ -
INE

Figure 1 — Decomposition of Interoperability Use Cases into Profiles/Technical Use Cases
A breakdown of an Interoperability Use Case such as Patient summaries for regional/national information
sharing may for example include the following Technical Use Cases:
a) Patient summary document content data structure;
b) Coded entries terminology value sets (diagnosis, medications, allergies, procedures, etc.);

c) Patientidentity demographics query;

6 © ISO 2014 - All rights reserved
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d) Sharing of documents within a region (publish, query and retrieve to a document registry and
repositories);

e) Access to documents across regions (peer-to-peer query/retrieve);
f) User authentication, audit trail feed, system authentication and transport encryption;
g) Patient privacy consent content data structure.

Examples of specific Profiles associated with each one of these Technical Use Cases are discussed in 6.4.

(@)

Project Interoperability Specification

[*)}

L1 Scope of Interoperability

Al simplified abstraction that represents the two dimensional scope of intergperability in ar] eHealth
ploject is shown in Figure 2 below.
I\ N
@ E1d-to-eng interoperadi!ity @
| |
S S
Standardized Standardized
Interface N\ Interface
eHealth
IT system & Infrastructure é
or Device
X\ s

Figure 2 — Two dimensional scope of interoperability

Opne generally distinguishes between a set of IT systems that provide an infrastructure to which are
nterfaced the IT systenis'and devices used by the health workers and patients. This depiction |s simply
tended to position:

b— e

- the need for a “standardized interface” between the infrastructure and the various IT[systems
and devices it interconnects (the vertical system-to-system interfaces as shown by thq vertical
arrows in Figure 2)

— the/end-to-end interoperability requirements (the end-to-end user perception of interoperability as
shown by the horizontal arrow in Figure 2.

The role of the Interoperability Specification in an eHealth project is to specify the interfacing of the
various IT systems and devices to the eHealth infrastructure. This interfacing covers not only the
specification of the information that may flow back and forth across the interface, but also the policies
that control the behaviour of the systems and users to ensure end-to-end interoperability (e.g. semantics,
security, privacy, service level agreements). Although these policies are not discussed here, they are
critical to interoperability and only their technical support is addressed by the Profiles that seek to be,
as much as possible, policy neutral.

6.2 Selection and combination of the appropriate Profiles

Applying the above methodology to a typical eHealth project is where the benefits should be realized.

© ISO 2014 - All rights reserved 7
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Interoperability Use Cases are often dependent on the specifics of the health system in which they will
be deployed. Each one of these Interoperability Use Cases that a project has chosen to address can be
decomposed into a coherent set of Technical Use Cases along with the associated supporting Profiles,
where they exist. Of course, some Technical Use Cases may be found to lack the associated supporting
Profiles, or that certain extensions may be required. The Profile development process is organized to be
reactive, and address these newly identified gaps (new profile or extension to an existing profile). Gaps
can be submitted to IHE and addressed in most cases within a year, unless there is also a gap in the base
standards. In some cases, projects may have to specify an interim profile to meet their timeline and
proceed in parallel, while the base standards and new profile are developed.

Experierjce has shown that Technical Use Cases and associated Profiles can be specified to be sufficient]y
generic dnd be adapted to health system specificities either by minor extensions, or by being combingd
with othpr existing profiles in a project specific way.

When an eHealth project uses this Use Case driven methodology and as result has pérformed the
specificdtion of the interoperability needed to interconnect the set of IT systems and devices ard
ic

the Intefoperability Specification is greatly simplified. It is modular, andybecause it re-uses thege
internatjonally defined profiles, much of the documentation work can bé avoided. The Interoperability
Specificqdtion added-value means that the major focus can be on the project specifics:

— First on the orchestration among the Profiles,
— Secdnd on filling some of the profile gaps and extensions;iffheeded.

This resilts in a specification significantly reduced in siz&, much easier to develop and maintain, as well
as simplér to navigate and test for anyone familiar withithe referenced profiles.

8 © ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=125908e05748b49030380ab25ba15a72

ISO/TR 28380-3:2014(E)

v

11100101000
1010010 1001
11101010001
00011011111 - Patient summary

- Lab Report
- Imaging Info Exchange

Interoperability - ECG Report
Use Case A S

Iné

@~

Standards

i DR
ISO - Consent management
INTERNATIONAL E - Aud|t Tl‘all
(@) LOINCY-\). . S
)

A
R,

* - Patient,Démographics
- X De¢ument sharing

- Health Provider Directory

Profiles

.

Interoperability Testing

Interoperability Specification for Use Case A

Ve (ESDO "

§DICOM

(I%?TV\BC, etc.

Figure 3 — From Use Case to Profiles to deliver an Interoperability Specification

The use of reusable “prefabricated building blocks“ to address a complex problem is a classical
engineering strategy and has proven successful in eHealth interoperability. It provides a good balance
between the necessary flexibility to address project specific requirements, and the ability to reuse
common building blocks (Profiles) across Interoperability Specifications. This strategy has far greater
benefits than simply reusing building blocks of specification as discussed in Clause 7.

© ISO 2014 - All rights reserved 9
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6.3 Establishing a Jurisdictional Interoperability Framework

Policy makers realize the complexity of eHealth interoperability, especially when they are responsible
for guiding the deployment of alarge number of eHealth projects in their jurisdiction (a hospital, aregion,
anation, or a union of nations). They are faced with the challenge of leaving sufficient flexibility for each
of the projects that fall under the responsibility of different stakeholders (e.g. public hospitals, private
hospitals, community pharmacies and laboratories, clinics and general practitioners, various public
health entities and research agencies). Such policy makers are faced with the challenge to establish an
lnteroperablllty framework that drives the necessary Con51stency towards a culture of 1nteroperab111ty
while leg i : e ndeed
such pro ects will develop, according to their specific constralnts and often across long perlods of timk.

A profilg-based approach to interoperability is well positioned to offer a solution to this @omplgx
policy sgtting problem. By simply recognizing a set of profiles aligned with the need of the-class pf
Interopefrability Use Cases that have been identified as priorities within the policy maker‘sjugrisdiction,|it
becomeg possible to allow the eHealth projects to develop their own Interoperability Spe¢ifications and
procure their own infrastructure as well as implement the corresponding compliant interfaces for the IT
systems jand devices to be interconnected, while also maintaining a good level of conSistency. Although
perfect donsistency may not be achieved, the bulk of the content of the project-specific Interoperability
Specificdtions will be consistent as it references and reuses the same set of recognized profiles. Further
federatign of these distinct eHealth projects into a jurisdiction-wide interConnected system remains
possible with reasonable efforts.

This appfroach is being considered by the European Commission anda-number of countries (e.g. Frang
Austria, Ptates of the USA, Switzerland) have found it to be effective.

o

6.4 Exjamples to illustrate the application of the above methodology to specific
Interoplerability Use Cases

Continuipg with the example of an Interoperabilitydse Case such as Patient summaries for regional
/ national information sharing, introduced in Clause 5, it is possible to further refine the example hy
identifying a choice of specific profiles that supports each of these Technical Use Cases identified in 5.B:

a) Pati¢gnt summary document content-data structure — Cross-Enterprise Personal Health Recoid
Profjle (IHE XPHR);

b) Codg¢dentriesterminologyvaldéSets (diagnosis, medicationactive ingredients,allergies, procedure
etc.)|— Profile documenting(national appropriate Value Sets from SNOMED CT, HL7 and LOINC;

[72)
<

c) Pati¢ntidentity demogfaphics query — Patient Demographics Query (IHE PDQ V3);

d) Shaiying of Documeénts within a region (publish, query and retrieve to a document registry and
repdsitories) —.Cross-Enterprise Document Sharing Profile (IHE XDS);

e) Accdgss to doclvments across regions (peer-to-peer query/retrieve) = Cross Community Access (IHE
XCA);

f) Usen Authentication, audit trail feed, system authentication and transport encryption — Crosk-

Enterprise User Assertion (IHE XUA), Audit Trail and Node Authentication (IHE ATNA);

g) Patient Privacy Consent Content Data Structure — Basic Patient Privacy Consent (IHE BPPC);

The above example is not intended to be exhaustive in terms of listing the Technical Use Cases and
corresponding Profiles, but provides a concrete example to illustrate the approach.

Examples of IHE Profiles supporting each Technical Use Case are shown between brackets. These are
covered by TR28380 Part 2 and further information about each of these IHE profiles may be found
at http://wiki.ihe.net/index.php?title=Profiles. IHE Profiles are based on International Standards with
rare exceptions. Indeed some of CDA Templates leveraged by the IHE Patient Care Coordination have
been initially defined by US or EU realm guidelines, but before adoption in an IHE profile those have
been screened for international applicability.
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7 Deployment benefits of profile-based interoperability specifications

When an eHealth project chooses to build its Interoperability Specification by referencing Profiles, it
introduces a good level of modularity, with a design that has been agreed by a world-wide community of
experts and users. It takes advantage of an appropriate level of flexibility to address the project specific
requirements, without having to face the complexity to develop such an Interoperability Specification
from the ground up, by starting from the base standards. This strategy for developing a project
specific Interoperability Specification has far greater benefits than simply reusing building blocks of
specification. These include:

O N

1

@ Wn

responsiveness in the maintenance of the profile specification and of the underlying baseistindards.

reduced costs to develop applications that conform to the Profile across a large number of
that are needed to serve the many niche market segments that compose health systems.

products

defragmentation of the eHealth market, where project specific interoperability/= be it at the country,

regional, hospital or community levels - is typically one of the most significant barriers to rapid

ease of access to pre-existing testing tools and processes to ensure guality interoperabilit
as associated certification processes to assist market transparency.

hdoption.

y, as well

reduced cost of software development and increased speed of development and deployment.

Possibility of “off the shelf” products which already implement IHE profiles, being used

training and deployment skills needed to deploy the@hove software applications, systems and
devices, with their constraints (cost, regulatory, continuity of service, etc.). A suppoytive [HE

Community providing vendor education and develgpment support

availability of existing pool of companies and JFprofessionals skilled in IHE profile implenjentation

simplifying the specifications of the various policies needed to support interoperability (e.g.

security, privacy) through reuse of policies across projects, when possible.
improved clarity of documentation

reduced cost of software maintenance

L1 Alternatives and Deployment benefits

Profile based: Set the overall eHealth project functional requirements (Interoperability U

bnsidering anumber pfeHealth projects around the world, itappears that three types ofimplenfentation
rategies are used forthe design of interoperability (interfacing to an health infrastructure an
nd interoperability=See 6.1):

d end-to-

be Cases)

and have the project develop its Interoperability Specification by drawing upon Profiles. Tender
an eHealth infrastructure on one hand and on the other, the interfacing of the numgrous IT

system/devices to be connected (adapting existing systems or deploying new systems)

Customized standards: Set the averall eHealth project functional requirements (In’rprn‘

erability

Use Cases) and have the project develop it’s Interoperability Specifications by using base standards
directly (not mediated by profiles). Tender on the basis of this Interoperability Specification of an

eHealth infrastructure on one hand and on the other, the interfacing of the many IT system/devices

to be connected (adapting existing systems or deploying new systems).

Infrastructure vendor: Set the overall ehealth project functional requirements (Interoperability Use
Cases). Tender the eHealth infrastructure on the basis of these Interoperability Use Cases and make
the infrastructure vendor(s) responsible for setting the project Interoperability Specifications.
Tender the interfacing of IT system/Devices to be connected (adapting existing systems or deploying
new systems) on the basis of the Infrastructure vendor provided Interoperability Specification.

© IS0 2014 - All rights reserved

11


https://standardsiso.com/api/?name=125908e05748b49030380ab25ba15a72

ISO/TR

28380-3:2014(E)

The impact of the choice of one of the above three deployment strategies can be analysed at a high level
across the major implementation and support activities as presented in Table 1 below.

Assumption: For each one of the three broad implementation strategies, a number of areas of impact
are identified in Table 1. These specific areas of impact are grouped into three categories: technology,
process and people. Each area of impact is evaluated at a coarse level using a scale with three levels of
relative value:

=  Small: Small impact which implies limited cost and efforts;

= Medmm—Mediom Tmpact wirtich illlpth = bigllifil,dll‘L costamdefforts;

= Larde: Large Impact which implies higher cost and efforts.

No atten]ptis made to quantify the actual costs or the relative importance of the various areas’of impadt.

These an
the Use
relative 1

Note tha
be addrg
In some
parallel,

e expected to vary significantly in value across different projects, due to many factors such gs
[ases chosen, the environment of the deployment, and the scale of the projectftowever, thejr
mpact should remain valid across projects.

Fin each one of the three deployment strategies, gaps in base standards‘erprofiles may have {o
ssed. Although different strategies may be used, this issue exists for(each one of the strategie
cases, projects may have to specify an interim profile to meet th€ir timeline and proceed |n
while the base standards and new profile are developed (See 6.2).

N
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Table 1 — Example of three potential deployment strategies

Technology

Determine and Document Interoperability Use
Cases

Medium

1 2 3
Implementation Strategies Profile Customized| Infra-structure
Standards vendor
Based
Areas of Impact associated with the [Initial [Life [nitial [nitial Cost = > Life
interoperability pathway to adoption Cost  |Cycle [Cost= > Life|Cycle Costs
Cost  [Cycle Costs

Medium

(T/o .II/Iedium

o

Development of Interoperability Specification |Melium Small OI\@& Large
AN
Maintenance of Interoperability Specification Small >\ Large Large
Connect new IT systems and devices to |Medium Small Large Large
Infrastructure <
N\
e . N
Connect existing IT systems/devices to \\Eledzum Large Large
Infrastructure %)
o
Compliance Testing Medium Small Large Large
Build eHealth Infrastructure Small Large Medium
Change eHealth infrastructure Small Large Large

Engage/educate kéystakeholders Medium Medium Large
Interoperability. Specification Development | Small N/A Large Medium
Schedule Risks

Devélopimplementation and testing schedule |Medium Small Large Medium
Change management Medium Small | Medium Large
Policy development Medium Large Medium
Opportunities for change Large Medium Medium
Environmental analysis Large Small Large Large

Recruitment of skilled staff - Domain Small Medium Large
knowledge

Cost of adding support for new Interoperability Small Medium Large
use cases

Awareness and education training Medium Small | Medium Medium

© IS0 2014 - All rights reserved
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8 Ap

proach to testing for interoperability

Testing for interoperability is a challenge that requires specific attention. The testing has to be sufficient
to ensure that IT systems and devices that need to be connected to the eHealth Infrastructure are
compliant, meet the information quality requirement of the eHealth project and will not disrupt existing
information exchange. The testing effort needs to be of reasonable size, to avoid unnecessary high costs
and delays to the overall eHealth project. To strike a good balance between these opposing constraints
is a challenge that will benefit from the use of profile-based Interoperability Specifications.

8.1 Fourphases-ofTestingforinteroperability

A classi

cpl approach to interoperability testing is to distinguish separate phases of testing each(drive

by a bus:]ness objective, with clear hand-offs between each one of these phases in order to isolateldefec

and red
major e

ce the risks of compounding the detection and resolution of defects. This is especially-¢ritical
Health projects where a large number of systems need to be deployed across periods measurg

in years frather than months.

It is als

ol important to take a holistic approach to implementation verification, from the early phasg

of softwjare development until the setting into operation of IT systems exchanging actual healf
informatlion reliably.

Three mpin categories of testing need to be considered in the context of interoperability:

— Conformity Assessment: verifyingthatanimplementation meetstherequirementssetbyaspecificatic

(in

r case a project interoperability specification and its underlying profiles and standards)

— Intefroperability Testing: verifying that the end to end flows of information are performed in a we

tha
pat

tlmeets the need of the users of the communicatingsystems (generally health professionals an
i¢nts). This verification needs to en sure consistency with the semantic requirements and th

techpical aspects of the interoperability specifications

— Per
exc
the

fprmance Testing: verifying that the speed at which information is being processed, ar
anged meets the project requirements. This last type of testing is important but is not with
cope of this Technical Report, as itis/largely project specific.

implementatiofn guidance that removes optionality that is not required from the base standard}s.
is| needs to. include testing for interoperability with implementations from other technologd

devdlopers.to ensure end-to-end interoperability (See 6.1).

y

e
el
y
S

y

n

b) Intefoperability Specification level testing-project specific implementation: Testing 3
implementation by a technology developer for conformance to an Interoperability Specification
(combination of profiles) specific to an interoperability use case selected by an eHealth project.
This needs to include testing for interoperability with implementations from other technology
developers to ensure end-to-end interoperability (See 6.1).

c) Interoperability Specificationlevel testing-pre-production: Site specific testing of an implementation
for conformance by a technology user to an Interoperability Specification (combination of profiles)

specific to an eHealth project. This includes mostly the testing of interoperability for a site where a
product tested in Phase b), above, is installed and configured before it is placed in interoperability
production. It is often focused on regression testing as well as testing with other implementations

tha

14

t have already been tested at that level for production use.
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