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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
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Introduction

Distributed ledger technology (DLT), including blockchain technology, is expected to be widely adopted for
business and governance purposes. The viability of this technology is already established in many contexts,
and DLT solutions can potentially be used in any industry, sector or context.

Information systems used for business and governance can create, receive and store records. DLT solutions
are no different. There can be records in these solutions that need to be managed in compliance with existing
legal, regulatory, business, societal and other requirements. Also, DLT solutions or their constituent parts
have potential to be designed to manage records.

or—the—anabrsis—ef P e coras—aRaseren pot-ef—Hew—rest em—the specific
istics of this technology (e.g. distributed and decentralized nature, immutability, use gf‘consensus
and use ¢f smart contracts) and some of its modes of application (e.g. including the possibility(ofith¢re being
no desighated owner, distributed governance, transborder use, and different trust assumptions). The specific
istics of DLT can both facilitate records management (e.g. maintenance of integrity) and|result in
difficult fecords management and legal challenges [e.g. possible absence of a designated authoritative copy
rd, difficulties in disclosing records to authorities and courts including ‘e-discovery, difficulties
managing retention and disposition, and challenges managing personally ideftifiable informatjon (PII)

This doqument provides a foundation for common understanding amongrecords managers, DLT system
designerfs/developers and related professionals and can inform the~development of future standards
concerning DLT and records management. This document does not presume in depth knowledge of records
managerpent principles or DLT.
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Information and documentation — Blockchain and
distributed ledger technology (DLT) in relation to
authoritative records, records systems and records
management

1 Scope

This dodqument analyses challenges, considerations, and potential benefits of blockchain anid digtributed
ledger tegchnology (DLT) in relation to records management standards and related standards‘for systéms that:

— create records that are required to be authoritative records;
— can be used as records systems; or
— can be used for records management, including records controls.

The target audience of this document includes records managers and allied professionals, IT profg¢ssionals
and appljcation developers, legal and compliance professionals, researchers, educators and other irfterested
parties.

2 Normative references

The following documents are referred to in the text in.stich a way that some or all of their content copstitutes
requirements of this document. For dated references;-only the edition cited applies. For undated references,
the lates} edition of the referenced document (including any amendments) applies.

ISO 22739, Blockchain and distributed ledger¢echnologies — Vocabulary

[SO 303(0, Information and documentation — Records management — Core concepts and vocabulary

3 Terms and definitions

—

For the gurposes of this do¢ument, the terms and definitions given in ISO 22739 and ISO 30300 apply.

ISO and 1EC maintain términological databases for use in standardization at the following addresses:

[77)

— ISO Qnline brewsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 Overview of records management and distributed ledger technology (DLT)

4.1 General

Any governance or business activity heavily relies on authoritative records, rather than on just any
information or data. Authoritative records are essential for decision-making, protection of rights,
transparency, accountability and memory. As soon as DLT solutions are used for business and governance,
they can create, receive and keep records that are subject to legal, regulatory, business and other
requirements, and can also have long-term or historical value.

© IS0 2025 - All rights reserved
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To manage these records, one can rely on extensive body of knowledge and practical experience reflected in
[SO records management standards.

Records management is the discipline responsible for the efficient and systematic governance of records
using records processes, records controls and records systems. Understanding records as information
created or received and maintained as evidence of conducting business, records processes are a set of
activities for creating, capturing and managing authoritative records. These activities are supported
by records controls, such as business classification schemes or metadata schemas, and are performed in
records systems or across an organization.

DLT, which includes blockchain technology, enables the operation and use of distributed ledgers containing
transaction records that are intended to be final, definitive and immutable.

To help yinderstand this document, this clause introduces overviews of the records management|and DLT
based or] the following International Standards.

— SO 30300: provides the most relevant definitions and concepts diagrams related to theleonceptls used in
the fecords management domain;

— SO B0301: specifies requirements to be met by a management system for records;

— SO 115489-1: establishes the core concepts and principles for the creatiom;'capture and management of
recopds;

— IS0 23257: specifies a reference architecture for DLT;
— IS0 22739: specifies vocabulary for DLT.

These ddcuments can be consulted for more detailed advice gn'aspects of managing records or DLT].
4.2 Overview of records management concepts‘and principles

4.2.1 Concepts

Records |are both evidence of business processes, activities and transactions and information asgets. Any
set of information, regardless of its structure or form, can be managed as a record. The creation| capture
and marjagement of records are integral-parts of conducting business, in any context. Records document
individugl events or transactions or ¢an form aggregations that have been designed to document [pusiness
processeds, activities or functions.

Evidencq is understood as information that can be used either by itself or in conjunction with other
informatjion, to establish proefabout an event or action. Evidence is not limited to the legal sense of the term.
Records [that possess the_eharacteristics of authenticity, reliability, integrity and useability are copsidered
authoritative evidencesRecords that have these characteristics are called authoritative records.

Metadatj for records is data describing the context, content and structure of records, as wellfas their
managerpent over time (see ISO 23081).

Records [that'do not possess such metadata are generally not considered authoritative.

Decisions regarding the creation, capture and management of records are based on the analysis and risk
assessment of business functions, processes and activities, in their business, legal, regulatory and societal
contexts. The analysis process is called appraisal (see ISO/TR 21946).

4.2.2 Principles for managing records
Managing records encompasses the following:
— establishing management systems for records

— creating and capturing records to meet requirements for evidence of business activity;

© IS0 2025 - All rights reserved
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— taking appropriate action to maintain and protect their authenticity, reliability, integrity and useability
as their business context and requirements for their management change over time.

A management system for records is a set of interrelated elements used to direct and control an organization
with regard to records. Elements include leadership, policy, planning, resources and other supports,
operations, performance evaluation and continual improvement.

Records management operations are supported by processes for creating records, capturing records,
classification and indexing, access control, storing records, use and reuse, migration or conversion and
disposition (retention, destruction or transfer) of records. These records processes rely on records controls
which are instruments designed specifically to help in their performance such as metadata schemas for
records, business classification schemes, access and permissions rules and disposition authorities.

The mallagement of records is supported by records systems which are information systemg|that are
designed specifically to manage records, or that are designed for other business processes thatare adapted
to support the management of records.

Continuqus monitoring and evaluation are essential to ensure that records managenient practices remain
effectiveland aligned with evolving business needs.

4.3 Overview of distributed ledger technology (DLT) and blockchain

4.3.1 General

Ledgers pnderlie accounting, commerce, taxation, and the orderly eoniduct of economies. Historically, ledger
technologies have included physical tokens, tally sticks, double-énti'y books, and centralized computerized
informatlion systems. Blockchain and DLT are a new kind of comiputerized ledger technology, wher¢ ledgers
are not just distributed (in their physical structure) but can also'be decentralized (in their control stpucture).
A blockdhain system is one type of DLT system, but sonfé DLT systems are not blockchain sygtems. In
the remainder of this document, DLT includes blockchain technology, and only distinguishes th¢m when
required.

Blockchdin technology was introduced by the Bitcoin platform, which demonstrated a solution to the long-
standing challenge of how to enable digital cash. Digital cash, like traditional physical cash (and unlike bank
deposits) can be directly controlled by itssewner, but like bank deposits (and unlike physical casly) can be
transferred to remote parties globally. A-¢hallenge for digital cash systems is to ensure that every unit of
digital cash has no more than one owner at a time even without a centralized authority (often referred to
as the “double spending problem?)ySolving this is difficult because information goods are not irfherently
exclusiopary. The Bitcoin platfofm Tealized digital cash as the Bitcoin cryptocurrency, and Bitcoin’s ledger
was defihed by a blockchain which represented all transactions of transfers of Bitcoin (and associated data)
in a single globally visible lisbof transactions.

DLT can|account notjust for money, but also for other kinds of assets. DLT systems after Bitcpin have
expandef the capability of their ledgers to be able not just to represent cryptocurrencies, but also otlper kinds
of digital assets, data, and programs called “smart contracts”. Smart contracts are recorded in a DLT system,
and their results-of execution are also recorded on the ledger. DLT systems can, either through valiflation in
the platfprm ot through smart contract execution, enforce integrity conditions for digital assets, dlata, and
smart coptracts on their ledgers. Consequently, just like modern centralized databases, modern DLT|systems
can be used as general-purpose data storage, computation, and communication components in information
systems. DLT systems typically have some limitations compared to centralized database systems (such as
for performance efficiency and confidentiality) but can have some advantages (such as for availability and
integrity).

4.3.2 Overview of the distributed ledger technology (DLT) reference architecture

A reference architecture is a common generic model for a class of systems. The reference architecture for
DLT systems describes both the internal architecture of underlying DLT platforms, and the related non-DLT
systems that all together implement solutions for specific use cases. The reference architecture standard
[SO 23257 describes a range of overall DLT concepts and identifies important cross-cutting aspects for DLT

© IS0 2025 - All rights reserved
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systems. In the design of software systems, architectural decisions are important in addressing these cross-
cutting aspects, which include qualities such as security, and performance efficiency, and other aspects such
as identity, governance, and management of DLT systems. The reference architecture standard ISO 23257
outlines how the decentralized nature and typical structure of DLT systems impacts the achievement of
requirements for these cross-cutting aspects.

An important part of a reference architecture is the set of architectural views. Each view models a system
relative to a specific set of concerns. The DLT reference architecture provides three views.

— User view - the roles and responsibilities associated with DLT systems, including users, providers,
developers, administrators, governors, and auditors.

rd-providedby s < )y coarse
Layer, API Laye 1d Cross-
toa DLT
that can

: Infrastructure Layer, DLT Platform

emented
rfaces to
blatform,
hcts, and
tructure
rity, and

4.3.3 Different types of distributed ledger technology (DLT) systems

There arg different kinds of DLT systems. They differ in fivelimportant aspects: access for use, authqrization,
ledger stiructure, smart contract capability, and consenstis mechanism.

DLT systems can be public, in which case access foruse is available to all, or private, in which case dccess for
use is restricted to a limited group of participants. Privacy is not guaranteed even in the case of prjvate DLT
systems/|because all the DLT nodes participatingin the consensus mechanism for a transaction will frypically
have access to the information in that transaction. Private DLT systems tend to be smaller, and fan have
well-known and more trustworthy DLT nodes, and therefore often have better performance than pgiblic DLT
systems| However, public DLT systems ‘can provide high levels of transparency and integrity throTxgh wide
public pqrticipation and oversight,

A DLT sylstem can be permissionless, in which case authorization is not required to perform activitjes in the
system, ¢r can be permissioned) in which case authorization is required to perform at least some adtivities.

The ledger structure of-aBlockchain system is a linked chain: a single global list of transactions,|grouped
into cryptographically linked blocks, each of which contains a list of transactions. However, otherkinds of
DLT systems can havedifferent ledger structures, which can help to improve concurrency and perf¢rmance.
Some DIT systems/fragment the ledger into multiple shards, to improve scalability. In other DLT [systems,
instead o¢f theizbeing a global ledger, there are many small ledgers, shared just between parties of interest
to their fransactions.

DLT systems can vary in their smart contract capability. For example, some smart contract languages are
“Turing-complete” and so are in principle as expressive as every other programming language. In practice,
smart contract execution is usually highly resource-constrained, so that it will complete within the time
and space constraints of the DLT system’s consensus mechanism. Several DLT systems use expressive but
sub-Turing complete smart contract languages, so that the smart contracts are more amenable to automatic
static analysis or formal verification, to provide assurance about their correctness. Some DLT systems (such
as the original Bitcoin blockchain) have very limited linear scripting capabilities, and some DLT systems
have no smart contract capabilities.

The consensus mechanism of a DLT system enables agreement between numerous DLT nodes about the
contents of the ledger. Prior to Bitcoin, a variety of consensus mechanisms were known that allowed a small
number (i.e. tens) of well-known DLT nodes to reach consensus. These mechanisms included algorithms

© IS0 2025 - All rights reserved
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such as Practical Byzantine Fault Tolerance, and Raft. However, in a DLT network with an unknown but
large number (i.e. thousands) of DLT nodes, those approaches do not work. Bitcoin used a mechanism
called Nakamoto consensus, in which DLT nodes accept as authoritative the longest ledger seen at any time.
Ledgers cannot grow arbitrarily quickly in Bitcoin because of the use of a proof-of-work mechanism: blocks
in the ledger must demonstrate a solution to a cryptographic puzzle which is computationally easy to check,
but computationally difficult to create. Many public DLT systems continue to use Nakamoto consensus, in
combination with proof-of-work, or with other approaches such as proof-of-stake. A limitation of Nakamoto
consensus is that it does not provide conventional transaction properties. In conventional transaction
processing, when a transaction is committed it is final, and cannot be reversed (although a reversing
transaction can be subsequently committed). In Nakamoto consensus, there is only long-run probabilistic
finality. At any one time, each DLT node will have their own independent view of the longest (and so,
authoritative) ledge a DLT node is presented with a new longer but different ledger it will change what it

this issug to any low-enough risk by waiting for a sufficiently long time.

4.3.4 Distributed ledger technology (DLT) use cases

DLT is algeneral-purpose ledger technology that can in principle be used in any sector or industry domain
(see ISOf{TR 3242). To satisfy the requirements of any specific use case, the design of a DLT solution will
need to gccommodate the limitations of the DLT system and leverage its strengths.

As demopstrated by the Bitcoin blockchain, DLT systems can support crypta¢urrencies, or in generpl digital
assets. Tokens constitute an important category of digital assets. They:can represent other digitpl assets
such as dligital art or access rights, or they can represent physical assets such as museum objects. Tokens
can havd intrinsic value within an ecosystem or can have extrinsicvalue by being exchangeable for other
valuable(digital or physical assets. Tokens can also be used for atheer purposes, such as for tracking fesource
utilizatiqn.

Because|they aim to provide a verifiable ledger, DLT\systems can support efficient and trugtworthy
reconciliation processes and can provide coordination about mutual status and data between different
individugls, businesses, or governments. These capabilities can be valuable in a wide range of [industry
sectors, Including finance, insurance, healthcare, and supply chain management. DLT systems can|enhance
transparlency and traceability, thereby reducingfraud and improving efficiency.

5 Distributed ledger technology{DLT) and authoritative records

5.1 Gdneral

A ledger] is a long-established concept used in business and technology. Traditionally, a ledger is an
informatlion store, such as‘a book, containing accounts to which debits and credits are posted from[books of
original gntry.

Inthe context of DLTs;a distributed ledger is aledger thatis shared across a set of DLT nodes and synchronized
between| the DLT\nodes using a consensus mechanism. Ledger records are records containing transaction
records, |hashvalues of transaction records or references to transaction records (e.g. cryptographic links)
recorded ona distributed ledger.

Itis easier to use distributed ledgers for records management purposes if they are authoritative and possess
the characteristics of records as described in 4.2.1. A person or organization can place confidence in an
authoritative distributed ledger and rely upon it to act (i.e. to trust it).

Appraisal from the point of view of records management informs the design process for business systems
that deal with records and involves the evaluation of business activities to determine which records need to
be created and captured, and how long the records need to be kept. In the design of DLT solutions, designers
can undertake appraisal in order to determine whether records should be created and kept on or off-ledger.
Decisions about whether records and associated metadata are created and stored on or off-ledger can affect
their authenticity, reliability, integrity, and useability.

© IS0 2025 - All rights reserved
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5.2 On-ledger records

On-ledger records are records that are created or received, located, performed, or run inside a distributed
ledger. Ledger records can contain transaction records, hash values of transaction records, or references
to transaction records recorded on a distributed ledger. Ledger records can include smart contracts, which
are computer programs stored in a DLT system, and include the recorded outcome of the execution of the
program. Note that a smart contract can represent terms in a contract in law and create a legally enforceable
obligation under the legislation of an applicable jurisdiction.

DLT systems are intended to ensure the integrity of ledger records, i.e. that the ledger and its associated
records are tamper-resistant and immutable. Integrity of ledger records is supported by enforcing the
validation rules of the DLT platform.

Some redsons that records are created and kept on-ledger include:

— they|are necessary for the proper functioning of the DLT system (e.g. the hashes of transactior

that
ina

— toe

— toe
ledg

supporting records related to the same transaction that are stored off-ledger. Such linkage

reco

to aq the “archival bond”.

5.3 Off-ledger records

Off-ledggr records are records that are related to on-ledger records but are located in data storag
of the DIT system. They can include any number of different types of transaction records or metad:

on-ledge

securing|off-ledger data.

Some redsons that records are created and kept off-ledger include:

— DLT
— DLT

— integration of DLT system-with pre-existing business systems;

— protection of privacyand confidentiality regarding parties to a transaction or the nature of a tra

— lega

5.4 Metadata for records

Records

are used to generate the Merkle root hash that forms part of the hash used to chainrblocks
blockchain);

nbed a link to transaction records or related contextual informfation (e.g. metadata) st
er for purposes of capturing the context and pragmatic meaning of a ledger record or to

Irds or contextual information can be known by different names and in archival science are

I records. Off-ledger data is often not immutable. A DLT system can be used as a mecha

system performance, including processing efficiency;

system storage constraints;

requirements.

records
together

mbed reference metadata about a transaction into a ledger record tecapture the context and
pragmatic meaning of the transaction or for purposes of records management;
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reliance on metadata. Metadata for records are used to indicate and preserve context and apply appropriate

rules for

managing records.

In DLT systems, metadata for records can be embedded into transaction records or stored as part of a record

on-ledge

r. Alternatively, on-ledger records can link to metadata for records stored off-ledger.
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5.5 Relationship between distributed ledger technology (DLT) and characteristics of
authoritative records

5.5.1 General

Authoritative records possess the characteristics of authenticity, reliability, integrity and useability. This
subclause discusses the relationship between DLT and characteristics of authoritative records, and the effect
that decisions for the design of systems using DLT can have on the authoritativeness of records, including
both on-ledger and off-ledger records.

Note that judgement about the authoritativeness of records, and thus an individual’s willingness to rely upon

arecord

to act, is complex. Records systems, including those using DLT, are designed to create an

manage

authorit
records §
definitiv

htive records. Design choices for DLT systems can impact characteristics of authoritatives
ystems using DLT. The requirement that DLT systems protect records integrity, that is, cre
e and immutable records, is not sufficient.

For example, the event history of records can be preserved to ensure their reliabilitysTypically, i

systems
transact

this is done by capturing audit or event logs; however, in DLT systems, thetledger capt
on history.

5.5.2 Authenticity

An authd
by the ag

Business
ensure a

From th¢
or to auf
authenti
purportg
and pern
often ps¢

ntic record is a record that can be proven to be what it purportsito be, to have been create
ent purported to have created or sent it, and to have been created or sent when purported

bcords in
ate final,

records
ures the

d or sent

rules, processes, policies and procedures, including technical procedures, are implemented to

pthenticity.

records management point of view, processes toyalidate and verify the identity of a record
horize the actions they can take once successfully authenticated are core components in
City. These components support determinatign that a record has been created or sent by

S creator
ensuring
he agent

d to have created or sent it. However, somé types of DLT systems, particularly those that are public

hissionless, such as Bitcoin, do not requite verification of the identity of an agent as transac
udonymous or anonymous, and are ‘authorized cryptographically.

Establishing the authenticity of a ledger. vecord remains possible in such DLT systems by relyin
dentifier (e.g. a Bitcoin address involved in the transaction that led to the creation of the ledger

specific

record) mot linked to a particular agent or its legal identity if it is a record of a transaction authorize

particuld

Specific

authoriz
owner tg
identifie
and auth)

— usin
cert

r specific identifier (e.glatransfer of Bitcoin from that address to another address).

dentifiers are not always sufficient to determine authenticity if the record purports to be
ed by a particularlegally identifiable agent (e.g. a transfer of Bitcoin from one legal Y

another). In.Such cases, it is necessary to link the specific identifiers to the correspond
's. Technique§ that can be used to help establish authenticity without requiring identity vel
orizatiom fyiclude:

b specific measures (e.g. data analytics) to determine the legal identity of a records creg
hinty or a high degree of probability;

tions are

b upon a
d by that
arecord
eneficial

ing legal
ification

tor with

— demonstrating that the DLT system operates in such a way as to verify the identifier of a transacting
party can be associated with a particular legal identity.

Records systems sometimes include special functionality to establish authenticity, such as a link between a
ledger record and metadata about the context of its creation. Depending upon the application context, the
absence of such functionality can affect the ledger record’s value as evidence and as an asset.
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5.5.3 Reliability
A reliable record is one:

— whose contents can be trusted as a complete and accurate representation of the transactions, activities
or facts to which they attest;

— which can be depended upon in the course of subsequent transactions or activities.

Records are generally considered to be more reliable if they are created at the time of the event to which they
relate, or soon afterwards, by individuals who have direct knowledge of the facts, or by systems routinely
used to conduct the transaction.

Reliability concerns the processes to create records as well as the completeness and accuracy |of those
records.|The reliability of records created by a DLT system is determined by how those systetms'hpve been
introduckd into the workflow and the procedural controls that have been implemented to erisure r¢liability.

In some PLT systems, the point at which a transaction record is completed is clearly defined by thé¢ rules of
the syst¢m. In other systems, completeness of a transaction record is subject to variety of considerations,
including

A

— wheh digitally signed and entered into a distributed ledger;
— wheh validated and confirmed;
— whep confirmed and updated by a sufficient number of DLT nod€s to ensure validation.

Some jutisdictions have sought to clarify the process for determining reliability by introducing legislation
and regiilations that establish the prima facie reliability of<stich records and legally recognizes smart
contractp and other DLT-based records.

The security of DLT systems can impact the reliability of records they contain.

Reliability of records is impacted by the context of Tecords creation, including the operation of|the DLT
system dreating and storing the records.

5.5.4 Integrity
Integrity of records is the quality of being complete and unaltered.

Policies 3and procedures for managing records specify what additions or annotations can be made to|a record
after it i§ created, under what-circumstances such additions or annotations can be authorized, and who is
authorizpd to make them.

A key motivation of DI systems is the protection of the integrity of ledger records. Integrity is siipported
when dafa and records-are tamper-resistant and tamper-evident, i.e. that the content or sequencipg of the
ledger rgcords cannot be easily altered and any changes are clearly visible. Note that tamper-resigtant is a
more appropriateterm than tamper-proof, since it can be hard to prevent all forms of tampering. Ensuring
tamper-tesistatice of DLT records over time is supported by comprehensive security measures and ypgrades.

3 pecifically
that they have fixity or that they are fmal def1n1t1ve and cannot be deleted from the ledger Thls property
provides for greater confidence that the records can be relied upon as evidence.

The term immutable can be misleading, however, since it implies that no changes can ever be made whereas
DLT systems are designed to protect against and detect any changes to ledger records. However, from the
records management point of view, the concept of integrity allows for authorized changes to records during
records processes such as migration, disposition or digital preservation. This results in tension with the
concept of integrity as used in IT, which refers to keeping the bit-structure unaltered. Technical and legal
solutions to address this tension while still respecting the properties of tamper-resistance and immutability
are being developed.
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5.5.5 Useability
A useable record can be located, retrieved, presented, and interpreted over time.

A useable record is connected to the business process or transaction that produced it. Maintaining
between records that document related transactions ensure that records are useable.

linkages

Metadata for records such as identifiers, format or storage information, support useability and is often used
to instantiate and maintain linkages between records that document transactions. Metadata for records
support useability by providing information that can be needed to retrieve, present and understand them.

As with other IT infrastructure, DLT systems can lack functionality to link records to the business process

or transaction that prndnr‘pd it and fhpy canalsolack anr‘h’nnq]ify to create ]inkquc between rec

ords that

document related transactions. That is, they are not able to instantiate the linkage between rec
context ¢r interrelationships among records (the “archival bond”).

It can bel challenging to guarantee that ledger records can be located, retrieved, presentéd and int
over timg. Digital preservation strategies for these records have not yet been establishéd.

6 Distributed ledger technology (DLT) and records processes

6.1 Creating records
In each use case, creation of records on DLT can be affected by specificbusiness, legal and other requi

Identifying features (e.g. system-generated metadata) and integfity controls used in the process o
creation|affect the ability to establish the authenticity of records. The creator of the records,
records were created, and how accurate was the representation of what the creator intended can ¢
authentifity of records. A creator is not necessarily identified.

In case pf off-ledger records in which either the hash values or references, or both, are stoi
distribufled ledger and whose creation process and*control are beyond the scope of operation of
system, the originally hashed off-ledger records(eed to be archived separately in a form that is un
and inviglate. This enables later comparison‘with the hash value stored on the DLT system for put
checking the integrity of records stored off:ledger. If the off-ledger records are altered for any purj
digital preservation), then the existing hash value will no longer work to validate their integrity.

To ensure the authenticity of the off:ledger records, it can be an approach to link the identity of th
of the off-ledger record and the liash value on the distributed ledger, and to trace the provenance of}
off-ledgelr record and the hashvalue on the distributed ledger over time.

6.2 Capturing records

Capturing records is-a deliberate action that results in the registration of a record into a records
Capturing records)involves capturing or generating metadata for records at the point of capt
creation|of relationships between the record and other records, agents or business functions and p

Though PED)systems are systems that create and store records, they are not necessarily designed tc

brds and

erpreted

rements.

[ records
how the
ffect the

'ed on a
the DLT
changed
'poses of
bose (e.g.

b creator
both the

system.
ure, and
focesses.

capture

records according to records management standards. This can cause difficulties in assuring the aut
of records. For instance, records not linked to their context, provenance, functions or other related

enticity
records.

Or metadata not conforming to the metadata schemas provided by records management standards.

6.3 Records classification

Classification links records to their business context by associating them with categories in a
classification scheme.
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classification can include the following:

— linking the record to the business being documented, at an appropriate level (for example to a function,
activity or work process);

— providing linkages between individual records and aggregations, to provide a continuous record of
business activity.

As business systems, DLT systems are unlikely to have functions for creating relationships between the
record and other records, agents, or business. As such, it can be difficult to link records to their procedural
context or to other entities logically related to them.

6.4 Adc

Records
managed
deleting
maintair

Access c
users. Id
assigned
manner.

DLT syst
control
managef|
without
this can
certain g
legal or |

6.5 St¢

From ar¢
from the
custody

question
and desc

cess control

systems are designed to support the provision and restriction of access to records. Acce;

for individual agents, groups, or roles. Access control is used for creating, reading, upd
information. From the records management point of view, access control is helpfulfor ensy
ing integrity, authenticity, and confidentiality of records.

pntrol in both business systems and dedicated records systems usually-rely on identifi
entifiers typically identify a natural person, alegal entity, a thing or a process. Identities are
by the system operators or by trusted third parties and used in‘a-centralized or dece
However, some access control models do not use strict identificatien of users.

ems can achieve access control goals using a variety of approaches. Services supportin
an be deployed in the user and non-DLT systems layerspin/the development functions, a
hent and operation functions. As an example, DLT systéms can implement authorization
identification by approving anonymous transactions.that meet specified criteria. Mechar
include tokenization, which uses cryptography to, assign rights and privileges to conty
ryptographic keys. The requirement to identify<agents for access control purposes depen
usiness context.

pring records

bcords management point of view, requirements for storing records have changed alotin the t
paper-based environment to the'digital one. In the paper environment, storage is directly relz
br physical possession of a record, but in the digital environment storage became more a

related to servers, networks-or storage devices. The scope of ISO 15489-1 covers both envir
Fibes only a limited set of meéasures to ensure appropriate storage environments and media:

— the yise of protective materials and special handling procedures where necessary;

— rout
— devd
— the{

Routinel

ine protection@and monitoring of physical and information security;
lopment and-testing of authorized disaster planning and recovery procedures;

raining.of relevant personnel in these measures.

s can be
ating, or
ring and

ration of

typically
htralized

g access
nd in the
with or
isms for
ollers of
Is on the

ransition
ited with
rfechnical
onments

 (monitoring and evaluating these measures to identify any risks to the records’ access

ibility or

integrity

, are the actions related to the process of storing records. 150 15406Y-1 doesn't provide a

the case when the records are stored in multiple copies and there is no designated official record.

dvice for

There are many different records storage configurations that can exist in the context of DLT systems.

Records

can be:

— stored on-ledger;

— stored off-ledger, and linked to metadata stored on-ledger (see 5.4);

— stored off-ledger, in a centralized data store, e.g. cloud based database;

— stored off-ledger in a decentralized data store, e.g. InterPlanetary File System [IPFS].
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In the design of DLT systems, an important decision about storage is whether records and associated
metadata are created and stored on-ledger or off-ledger. In addition, as for any other system, the designer
can make a different choice about infrastructural components of storage (e.g. IPFS, distributed databases
or cloud storage). Given the decentralized architecture of DLT systems, records can be scattered across a
broad array of systems and infrastructural components. Some of these can be under the control of a single
organization, others under the control of business partners who are members of the consortium, and still
others under control of unknown third-party agents.

In DLT systems, any data stored on-ledger is replicated on at least some of the DLT nodes that participate
in the operation of the network. The decentralized characteristics of a DLT system can be considered an
advantage when compared with centralized systems because copies of the ledger records are stored in
different DLT nodes. This can increase the likelihood that the data would remain accessible but does not
necessatjily ensure their authoritativeness nor their long-term preservation. In addition, assegsing the
authoritativeness of ledger records can be problematic if a DLT system is no longer fully’opgrational.
Long term accessibility of authoritative records involves considering in the design phase @ctiong such as
contingency plans, metadata on technical dependencies, and monitoring of storage.

DLT systlems face some risks similar to those in cloud computing environments. ISQ/TER 22428-1 describes
a potentjal risk as follows: “The integrity of a record requires stable storage for, as’long as the record is
required to be maintained. The configuration of virtual servers used in cloud cofnputing changes friequently
in order] to provide elasticity of service provision on demand. These frequent changes can fesult in
unintended consequences such as unexpected alterations to configuratidgmof record stores, metfadata or
security|controls.”

Preservdtion of authoritative records in the long term can require-extensive data storage. For thif reason,
records pystems sometimes provide functionalities to move senij-active or inactive digital records to less
expensiye storage media or to off-site storage. In the context of.DLT systems such practice can uridermine
the integrity of the distributed ledger. To reduce storage®*space, DLT systems sometimes use {different
storage ¢ompression techniques (e.g. pruning of the blockehain). These techniques can present challenges
for acceggsibility of transaction records or the ability to check records integrity.

Apart frpm the technical issues, storing records in"\DLT systems is also related to legal issues copcerning
custody pnd ownership. These legal issues are discussed in 9.2.3.

6.6 Use and reuse

The usegbility of records for as long as they are retained is a crucial issue from a records managemgnt point
of view. s explained in 5.5; a useablerecord can be located, retrieved, presented and interpreted ofer time.

Technicql dependencies can be-a’problem for records with a long period of retention. Records marlagement
practiceg include potential @ctions to mitigate the risk of inaccessibility such as applying and majntaining
appropriate metadata about a record’s technical dependencies, creating additional copies of re¢ords, or
convertihg them into,alternative formats, migrating records, preparing a plan to ensure continugd access
and useability of records in the event of a disaster affecting records systems or storage areas, or establishing
routine nonitoriugyof storage conditions.

ving the
a ledger

; > erve the
relationships among ledger records and between ledger records and other records stored off-ledger.
The inability to establish relationships among records limits a user’s ability to demonstrate a record’s
authoritative characteristics.

Possible solutions to establish or guarantee the authenticity of ledger records made available for use outside
of their originating DLT system can include but are not limited to:

— explicitly setting the procedure for obtaining an authenticated record copy of the ledger records in
legislation or in contracts and agreements. Procedures for authenticating record copies are likely to vary
by jurisdiction according to applicable legislation, standards and custom but, for example, can include re-
hashing and re-signing/re-sealing previously digitally signed records, placing records in a trusted third
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party digital repository (see ISO 17068) for subsequent use, or enacting legal provisions that recognize
a ledger record registered in a DLT system as authentic, provided that it is accompanied by a written
declaration of a qualified person, made under oath;

— allowing the relying parties or authorities (e.g. regulators, courts, public notaries etc.) direct access to a

DLT

system currently in use;

— interoperability with authoritative external systems (e.g. government registers) with requisite security
measures.

The presentation of ledger records to authorities or courts in legal proceedings is further discussed in 9.2.

6.7 Migrating and converting records

Migratioh and conversion of records are the most common practices related to digital pkéseryation of

long-ter
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processs
9.1). The

In other
of techn
weaken
impleme

retained records. Migration is about relocating records from one system to anpthet for
buch as the decommissioning of the original system. Conversion is the change of formats d
ence of the original ones. Guidelines of how to perform these records processes mainta
ristics of authenticity and reliability are provided in ISO 13008.

of a migration strategy and planning to transfer a record created.and recorded in one DL
cord on another system without losing the authenticity and reliability.

on of the format of a record results in the change in its hash value within the DLT syst
esistance of DLT technologies relies on the security of the‘hashing algorithm in both on-le
r systems, so in principle any conversion of formats is.a complex challenge.

Sposition
g to ISO 15489-1:2016, 9.9, “Records and metadata should be retained for the time periods

ed and current disposition authdrities.”

s and actions even-when there is a legal or operational requirement for records disposi
e can be a risk of net being able to delete all copies of the information in a DLT system.

rases, where/ DI systems are designed to support disposition actions and processes using

ntingidisposition functionality.

In certai

different
ue to the
ning the

it operating a multitude of deprecated DLT protocols is likely to place a strain on any syst¢m, there

[ system

bms. The
dger and

tributed ledgers are designed to be immutable, conversion of records, whether stored gn or off-
in be problematic. Approaches to conversion in the context of DLT systems are discussed i 9.9.

bpecified

ition authorities” and “disposition(processes should be carried out in conformance with rules in

systems are expected to support disposition processes and actions by providing corresponding
hlity. DLT systems are typically designed to create final, definitive and immutable ledgey records
n disposition actions are-not contemplated. In such cases, DLT systems do not support digposition

ftion (see

A variety

ques (e.g.‘cryptographic shredding, chameleon chains, etc.), this capability has the potential to
he authoritativeness of the ledger. DLT system designers would typically consider the trade-offs in

h cases, such as transfer of records to an archival institution for permanent preservation, digposition

can involve transfer of the control of records and metadata to another system user. Well-defined processes
for execution of such disposition actions have yet to emerge in relation to DLT systems.

[SO 15489-1:2016, 9.9 specifies:

“The following principles should govern the destruction of records:

a) destruction should always be authorized;

b) records pertaining to pending or actual litigation or legal action or investigation should not be destroyed

whil

e that action is underway or anticipated to arise;
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¢) records destruction should be carried out in a way that ensures complete destruction and which
complies with any security or access restrictions on the record;

d) destruction, like any disposition action, should be documented.”

Regarding the above recommendations, DLT systems, which often support process transparency, can
function very effectively to track authorizations for any off-ledger destruction actions, protect records
relating to pending litigation or legal action from destruction, and documentation of destruction actions.
Further, smart contract capabilities of some DLTs can also be used to automate off-ledger destruction
processes and actions.

7 Relg
recordss systems

7.1 Characteristics of records systems

The autHoritativeness of records is supported if records are managed in systems thatare reliablg, secure,
compliant, comprehensive, and systematic. This subclause describes the characteristics of records systems,
the relatjonship between the characteristics of records systems and those of DET systems and discuisses the
possibility of DLT systems being utilized as records systems.

Accordirlg to ISO 15489-1 there are five characteristics of records systems.

— Religble: Records systems should be capable of continuous and\tegular operation in accordapce with
authjorized policy and procedures.

— Secyre: Measures such as access control, monitoring, agent validation and authorized destructign should
be inplemented to prevent unauthorized access, alteration, concealment or destruction of recojrds.

— Comlpliant: Records systems should be managed in¢ompliance with requirements arising from business,
community or societal expectations and the legdland regulatory environment.

— Comlprehensive: Records systems should bé-capable of managing all required records of the[range of
busipess activities to which they relate.

— Systpmatic: The creation, capture andamanagement of records should be systematized through the design
and foutine operation of records systems, and by adherence to authorized policies and procedyres.

Records|systems provide measures‘to prevent unauthorized access, alteration, concealment, or digposition
of recorfls, and to enable the\participation of any authorized agents. Some DLT systems havg¢ limited
capabilitiies for authenticationand access control by design, so additional system elements can b¢ needed
to use sych DLT systems’as records systems. Some public or permissionless DLT systems provide limited
identity aind access mahagement that can affect the desired records systems characteristics of relialility and
security|with implications for the authoritativeness of records. In the case of permissioned DLT systems, it
can be ppssible t@ hestrict the participation in the DLT network. However, unlike records systems [in which
various levels_ofaccess to records are assigned to each entity, DLT nodes in some DLT systems canfhave the
same acdess<ight to records on distributed ledgers which can have privacy and security implicatiohs.

For reliabitity, Tetords—systenTs—provide TechanisiTs, whemn Trecessary, for Tmportinmg—tor otherwise
incorporating) records and metadata for records into the system or exporting them from one system to
another. However, as with other technologies it is a challenge to export records and metadata for records
from a DLT system to another since there is no universally recognized exporting mechanisms that preserves
the authoritativeness of records. As DLT systems are designed to ensure immutability of the records
contained in a distributed ledger, then in case of export, it can be necessary to establish an explicit procedure
to determine which instance of records are authoritative.

Records systems facilitate disposition actions including destruction or transfer of records and their
associated metadata. Records disposition sometimes involves the complete destruction of records in
compliance with legal and other relevant requirements. However, distributed ledgers are designed to be
immutable, so that ledger records would not be able to be altered or deleted. Furthermore, in circumstances
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wherein there is a legal requirement to delete a record, it is sometimes more difficult or impossible for
authorities to enforce that requirement for all participants in a decentralized system. If a records system
stores records as ledger records in a DLT system, and if the DLT nodes are operated by parties who are not
likely to comply with a legal requirement to delete those records, then it will be more difficult to satisfy that
legal requirement.

The inability of a DLT system to destroy records can conflict with legal requirements that specify the
right to correct or delete certain information such as personal information, offensive information, or other
information required by courts.

Some DLT systems have records that are distributed across different jurisdictions, and this can conflict with
legal requirements for data localization that data must be stored in a specific jurisdiction. This can affect the
complialfCe of Tecords SysStems with Televant requirements.

7.2 Ddgsign considerations for records systems

ISO/TS 16175-2 provides guidance for decision making and processes associatedhwith the delection,
design, implementation and maintenance of software for managing records, accordingto the principles in
ISO 15489-1. The following list maps the principles from ISO 15489-1 to the clauses in this docfiment to
provide ¢ontext for the design of DLT systems.

— The freation, capture and management of records are integral to conducting business, in any context (for
detalils in the context of DLT, see Clause 6).

— Recqrds, regardless of form or structure, are authoritative evidence of business when they possess
the gharacteristics of authenticity, reliability, integrity andcuseability (for details regarding |DLT and
authforitative records, see 5.5).

— Recqrds consist of content and metadata, which deserjbes the context, content and structufe of the
recofrds, as well as their management through time (for details in the context of DLT, see 5.4 and 8.2.2).

— Decisions regarding the creation, capture and mahagement of records are based on the analysiq and risk
assessment of business activities, in their business, legal, regulatory and societal contexts (for dletails in
the gontext of DLT, see 4.2, 9.1 or 9.3).

— Systpms for managing records, regardless of their degree of automation, enable the application of records
contfrols and the execution of processes for creating, capturing and managing records. They d¢pend on
defimed policies, responsibilities,\monitoring and evaluation, and training in order to meet iflentified
recofrds requirements (for details in the context of DLT, see 7.1, 8 and 9.1).

The appljcation of these principles varies by the kind of DLT system and its utilization. For details copcerning
interactipn of DLT-systems ‘and records systems in records management, see 7.1 and Clause 8.

The DLT|system itselffis)used to manage on-ledger records. Off-ledger records can be managed Hy a non-
DLT recqrds system-as well. At the same time, DLT systems can play a role in the management of dff-ledger
records by suppofting such processes as protecting the integrity of records, access control, retention, and so
on. In some DLTsystems, it can be more difficult to manage off-ledger records than in conventional records
systems] External records systems can be used in combination with DLT systems to help to addr¢ss those
challenggs:

The design and implementation of records systems based on DLT will benefit from the comprehensive
analysis of the context of records creation and management (e.g. the legal, business, technical and other
applicable context). In some jurisdictions, specific measures can be necessary to satisfy the legal and
regulatory requirements for on-ledger records.
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8 Distributed ledger technology (DLT) systems and records management

8.1 Policies and responsibilities

The purpose of records policies is to support requirements for the creation, capture, and management of
authoritative records. Policies can also exist for the design, use, and management of records systems. In
the DLT context, policies set the high-level framework for DLT system’s functioning and define the roles and
responsibilities for records.

Clear an

d well-defined roles and responsibilities will support records creators, those ones involved in

management of the records and other users of records systems. Appropriate mon1tor1ng and evaluation

ensure fi
this reco

Dependi
permissi
can be s
of the pd
related Y
in the o
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specific

managed
of DLT 4

shared diistributed ledger.

In some

ement of
rds management governance.

g on the DLT system, the specific manifestation of policies and responsibilities differs. I private
oned DLT systems explicit rules concerning the creation, management, storage,and use of records
becified in policy documents and implemented by the operators or operatorfeonsortium) Content
licies includes scope, relevant and applicable law and standards, possible-auditing requirements,
usiness activities, and procedures. Approval and promulgation can be dene by a designated person
perator’s side of permissioned DLT systems. Well-defined and assighed responsibilities ensure
ment and improvement of proper records management. This can Set' out the responsibillities for
roles for development and implementation of records policies guaranteeing that recprds are
to meet business needs, and ensuring appropriate operation, security, performance, and s¢alability
s records systems. All DLT users bear some responsibility for creation and maintenange of the

permissionless DLT systems, system-wide records policies are only promulgated, impl¢mented,

and enfo‘fced by dedicated technical measures, such as by means of software or algorithms (e.g. Nakamoto

consens
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s mechanisms).
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rontrols assist in meeting records requirements and include metadata schemas for records, pusiness
ition schemes, access and permission rules, and disposition authorities. Records controls can be
and implemented in a variety of forms, depending on the technological and business environment.
ng and implementing records controls in the context of a DLT system, relevant considerationls include
n of the DLT system,PLT system operating requirements, and legal and regulatory requirgments of
jurisdictions of system operation.

h schemds)are developed to define the metadata used to identify, describe and manage|records.
ntext Of DLT systems, some metadata can form part of the contents of a ledger record. For ledger
Lo possess the characteristics of authoritative records associated metadata ideally is based on a

standarg

metadata schema. Because DLT systems are decentralized, reaching agreement on a $tandard

metadata schema or on subsequent changes to an existing schema can require considerable coordination
and effort. In some jurisdictions, pre-existing, authorized metadata schemas for a jurisdiction can be used
or adapted assuming that the DLT system operates in only that jurisdiction.

Metadata schemas can relate to different entities. Key entities for managing records are the following:

— Records - including all levels of aggregation;

— Agents - including persons, business units, technologies or business and records systems;

— Busi

ness (or Function) - business functions, activities and transactions or work processes;
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— Relationships - between entities and layers of aggregation.

According to ISO 15489-1:2016, 8.2:

“Metadata should be defined to:

Mandates - laws and other requirements governing the conduct of business and record creation or
management;

a) enable the identification and retrieval of records;
b) associate records with changing business rules, policies and mandates;
c) assofiate records with agents, and their authorizations and rights with regard to the records,
d) assofiate records with business activities;
e) track processes carried out on records, such as changing access rules or migrating.records jnto new
systems.”
Six broadl classes of metadata are typically used in the management of records./Fhey can be appljed to all
entities {see above), or some, depending on the complexity of the implementation. The six classef are the
following, several of which are not commonly found in DLT systems at the présent time.
Table 1 — Metadata classes and distributed ledger technology (DLT) context examples
Metad;:asa class- Explanation from ISO 15489-1 DLT context examples
Identity Information to identify an entity A DLT address for identification of an agent or a
transaction hash for identification of a fecord
Descriptjon Information to determine the nature of thé Metadata referencing an off-ledger ontglogy or
entity business classification scheme
Use Information that facilitates immediate and Not typically included in DLT systems
longer-term use of the entity
Event plgn Information used to manage the-entity, such as |Not typically found in DLT systems, likgly owing
disposition information to the association of the concept of imnjutability
with permanent retention
Event hidtory Information recording'past events on both the |Not typically found in DLT systems, bedause any
entity and its metadata changes to metadata found in ledger re¢ords
constitute an alteration that will rendef those
records invalid (i.e. lacking integrity)
Relation Informatien-describing the relationship be- Metadata referencing an off-ledger ontalogy or
tween-the’entity and other entities business classification scheme
8.2.3 Business-classification schemes
Businesyq clasSification schemes are tools for linking records to the context of their creation. By linking
records fequirements to a business classification scheme, processes for the appropriate managgment of

records

o ha carviad ont

Trroe-torrIeer

oerer

The act of linking a record to its business context is the process of classification, which supports the

following:

the application of access and permissions rules;

the execution of appropriate disposition rules;

organizational restructure.
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In the context of DLT systems, it can be desirable from a records management point of view to link the
DLT records with relevant business classification scheme(s). Links can be created using several different
approaches, such as via embedding metadata representing an ontology or business classification scheme
identification and version number into a ledger record.

Like development of metadata schemas for DLT systems, reaching agreement on a standard business
classification scheme or on subsequent changes to a scheme can require considerable coordination and
effort. In some jurisdictions, pre-existing, authorized business classification schemes for the jurisdiction
can be adhered to or adapted assuming that the DLT system operates in only that jurisdiction.

8.2.4 Access and permissions rules

A set of rules identifying rights of access and the regime of permissions and restrictions applicable t¢ records
typically] exist for all records systems.

Access aphd permissions rules usually can be associated with the identification of agents, and their rights and
permissions. In permissionless DLT systems, however, there exist no agent-specific rightsor permigsions. In
contrast| such permissions can be defined in permissioned DLT systems.

In both |permissionless and permissioned DLT systems, rights and permissions concerning [business
activitie$ or access to records can be defined. For example, these rights and-permissions can include who
can view specific components of ledger records or specific types of transactions that are only vievable by
specific agents.

8.2.5 Disposition authorities

Disposit{on authorities authorize the disposition of records andiare required for conformity with 130 30301
or necessary for legal or business reasons. In the context of DLT systems, which are designed to crefate final,
definitive and immutable ledger records, the implementatioh of disposition authorities can appeaf to be in
conflict with the design goals of DLT systems. In such cases, the design and implementation of digposition
authoritjes would address records requirements inclugding authoritative records, the design and goyernance
of the DIIT system, and the legal and regulatory requirements of the relevant jurisdictions.

Disposit{on authorities typically are authorized, dated, implemented and regularly reviewed to take account
of chang]ng requirements. In some jurisdictiens, this often involves authorization from an external quthority
or regulgtor. Authorization by a sole external authority or regulator is likely to be inadequate in DLT|systems
operating across multiple jurisdictions.

Implementation of disposition autherities ideally is monitored and documented, and regularly reviewed for
any new frequirements affecting thee business activity documented in the records. In DLT systems, m¢nitoring
of the imlplementation of disppsition authorities can prove challenging as access to decentralized ipstances
of the leglger cannot be gnaranteed. Compliance with disposition authorities can also be uncertaip, as it is
always possible for DLT, users to retain off-line copies of ledger records without the knowledge of other DLT
users or PDLT system operators.

The disposition-atithorities themselves can be managed in DLT-based systems, regardless of wh¢ther the
records §re managed in that DLT system.

9 Challenges, considerations and potential benefits

9.1 Distributed ledger technology (DLT) and management of retention and disposition
of records

ISO records management standards provide a model for retention and disposition of records based on the
appraisal of business context to determine which records need to be created and captured and how long the
records need to be retained. The appraisal process can also be used for determining how to apply records
processes to the records. Appraisal is context-dependent, and as a result, not every record is managed in the
same way (see [SO/TR 21946).
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The appraisal process can result in a definition of records requirements and disposition process, and
consequently disposition authorities (see 6.8 and 8.2.5), that can be implemented in DLT systems, when the
characteristics and constraints for ledger records are understood through the analysis of the business and
technological context.

Depending on the specific context of the records existence in DLT systems, it can be challenging to apply the
concepts of records creation, capture and retention. For example, creation and capture processes typically
are not as distinct in DLT systems as they are in other types of records systems. In DLT systems, new ledger
records are not independent, because they are cryptographically linked to pre-existing ledger records.

Applying the concepts of records retention and disposition involves considering the properties of DLT
systems. In DLT systems ledger records are meantto be f1nal definitive and 1mmutable (i.e. permanent) once

] \dividual
bss of the

cting the
I system

records
bsequent

DLT systlems can present several legal issues. One of the main:legal issues facing the DLT systenjs is that
of jurisdjction. In some cases, DLT systems can operate across jurisdictions. Due to their architecture and
manner pf operation, it can be difficult to determine whieh-jurisdiction is applicable in relation to fesolving
disputes|or enforcing contracts.

Compliafpice with various laws and regulations cah"also prove challenging. For instance, in DLT|systems
that do ot require identities for execution of‘transactions (e.g. permissionless DLT systems), cojnpliance
with antfi-money laundering (AML) and know-your-customer (KYC) rules can be more difficult. However,
use of decentralized identifiers and verifiable credentials associated with Self-Sovereign Identfity (SSI)
can somptimes be used to address this issue without reliance on the types of access control mgchanism
typical (Icentralized systems. Compliance with data privacy and data protection laws can also bejan issue,
dependimg on the design of the DLT" system. In a similar manner, DLT systems can be used to facilitate
cross-bofder transactions that bypass existing regulatory controls. Depending on its design, it is|possible
that a DLT system does not tely on traditional measures (e.g. associating rights with specific identities)
for the prevention of those transactions. Smart contracts can be used to mitigate the risk of ocfurrence
of problematic transaetions (e.g. by using explicit programmed checks to verify that the transactions
are alloyed). Once a¢franhsaction has been added to a distributed ledger, it cannot generally be d¢leted or
modified. However, itis possible to create an amending transaction to reverse an earlier transaction.

Uncertainty abeut intellectual property rights can also present a legal issue. Furthermore, [in some
jurisdictjonSy.a compilation of data (i.e. a distributed ledger) falls within the scope of intellectual property
rights, ahdthus can require participants in a DLT system to clarify the IP rights associated with ledger
records in a DLT system.

An additional legal issue concerns liability, especially in public permissionless systems. As an example,
since smart contracts execute across many nodes in a DLT system, it can be difficult to determine who is
responsible in the event of an error or breach. For example, if a smart contract is hacked and funds are
stolen, it can be unclear who is liable for the loss. Relatedly, if a bug is discovered in smart contract code, it
can be difficult to identify and agree who is responsible for fixing it when there is no clear central authority
responsible for the operation of the associated DLT system. Legal disputes are not likely to be resolved by
traditional mechanisms. New approaches, such as decentralized arbitration services or dispute resolution
mechanisms embedded in smart contracts can be used to help to address this challenge. In addition, when
problematic transactions have occurred, it can be possible to reidentify pseudonymous parties using
analytic techniques to hold them accountable.
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9.2.2 eDiscovery

Where electronic discovery, or eDiscovery, exists, the process typically involves identification of records
pertinent to the legal matter, and preservation, collection, processing, review, analysis, production, and
presentation of those records as evidence. DLT systems can present unique challenges for eDiscovery. In
terms of identification of relevant records, the decentralized nature of DLT systems can make it challenging
to identify and collect authoritative records. Unlike traditional centralized systems, where it can be
possible to obtain records from a single centralized source (e.g. a central registry), ledger records exist on
numerous DLT nodes, which are not necessarily identical and often exist across jurisdictions, which can
require coordination and cooperation from multiple parties to access the relevant evidence. In addition,
DLT networks can be operated without a central authority or administrator. This lack of central control
can complicate the process of identifying custodians of the relevant ledger records and determining who
can provide access to the evidence. Unlike traditional systems where organizations or individyals have
control gver their records, DLT network participants can have limited control over the ledger.recqrds they
generate, making it difficult to establish responsibility and accountability. Some of thes€)issues can be
addressgd by paid services that use smart contracts to identify and collect copies of releyantledger{records.
Understanding and interpreting records from DLT systems involves specialized knowledge and efkpertise.
The cryptographic algorithms, data structures, and consensus mechanisms involved in DLT caph pose a
challengg for those who are not familiar with these concepts. Bridging the gap betwéen legal and technical
domains|becomes essential for successful eDiscovery in DLT-related cases.

In terms| of preservation, collection, processing, review, analysis, production, and presentation of records
as evidence, DLT system transactions often use cryptographic addresses‘instead of personal idgntifiable
informatlion (PII) associated with identities. This pseudonymity can make‘it challenging to link ledger records
to real-world identities during eDiscovery. Connecting DLT system dddresses to individuals or orgapizations
involves|additional investigation, and without cooperation frontdnvolved parties, it can be challgnging to
establish a clear chain of custody for the evidence. On the other hand, DLT's immutability, a key feature
that enstyires the integrity of the data stored on-ledger, means that it becomes nearly impossible tp modify
or delet¢ evidence, thereby offering greater capacity forprotection and preservation of evidence in DLT
systems] The sheer volume of data in many DLT systemscan present challenges for analysis in eDjiscovery.
Analysis|tools can help alleviate this burden in DLT-based records systems. The legal admissibility jof ledger
records [in relevant jurisdictions can present challenges. Given the distributed nature of DLT [systems,
identifying the location of the authoritative copy-of a ledger record can be difficult. Submitting DILT ledger
records Into evidence therefore can be challenging because of the existence of multiple and potentially non-
identicall copies (which can call into questjon a claim of immutability) and lack of a single “official” record
copy (which is a requirement in some jurisdictions). This issue can be especially difficult when goyernment
bodies of courts are involved. This #aises the issue of selecting the appropriate method of submit{ing DLT-
based refords as evidence to courts,as this is jurisdiction dependent.

9.2.3 C(ustody and ownership

Traditionally, records have’been most often managed in the framework of a single organization that owned
and controlled themgewvén if the storage and custody of those records has been outsourced to a thifrd party.
In the cdse of DLF.8ystems, records can be created and stored in a distributed manner in the aljsence of
centraliZed control. Consequently, records created or received by a DLT system can be in the custody of,
and under theézeontrol of, participating DLT nodes that are owned and operated by different, ind¢pendent
participgnts ‘in a DLT network Part1c1pants can be 1dent1f1able or pseudonymous orgamz tions or
individustsdependingon e z b atke—traditiona-informa r-systems,
some DLT systems can have no de51gnated owner or controller resultlng in legal uncertalntles about
ownership, custody and legal responsibilities. DLT node owners and operators can potentially each claim
ownership rights to the records generated by and held within a DLT system. This can create some legal
ambiguity regarding the ownership of such records as well as concerning participants’ legal responsibility
for compliance with laws governing the handling of such records (e.g. laws on data protection, copyright,
and preservation of evidence). Finally, identification of ownership rights can be difficult to establish in DLT
systems wherein participants operate DLT nodes pseudonymously. Consequently, participants in a DLT
system can require clarification of the custody and ownership of records generated, received by, and stored
in DLT systems.
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Additional custody and ownership issues can arise when a DLT system is operated across several
jurisdictions. These issues are discussed in 9.3.

9.2.4 Geolocation restrictions on data storage and transfer

Knowledge of relevant laws and regulations is essential for understanding restrictions on, for example,
records content, formats, and storage location.

There are considerations for DLT systems and their operation across jurisdictions. Laws and regulations can
specify requirements for the location of systems that store or process certain data, or for the transfer of data
across borders.

Knowlemge Of relevant laws and regulations 1s also essential when the operation of a System 1]
data being shared or transferred across jurisdictional boundaries.

There al
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PII protection requirements have a significant impact on records processes, especially on access control,
retention and disposition of records. The severity of PII protection issues differ depending on the legislation
of applicable jurisdictions and on business context. PII legislation can sometimes override other legislation
concerned with the management or preservation of records.

PII protection issues are widely seen as a major barrier for the adoption of DLT-based solutions. The major
challenge is ensuring compliance with PII expungement requirements of relevant privacy and personal data
protection legislation, given that distributed ledgers are immutable by design. As stated in ISO/TR 23244,
“...Modifying, deleting or adding information or transactions can be difficult on a blockchain or DLT system
as this can destroy the integrity and immutability of the ledger; also, it can be difficult to gain agreement
between users, operators and administrators to modify, alter or add to the ledger; and finally, the system
may not have the capabilities to perform such activities.”

However), there can be other specific DLT-related issues that are legal in nature.

— Identification of relevant jurisdictions and applicable laws. As explained in ISO/TR 23244, “Blpckchain
and PLT systems can involve many stakeholders living and working in different coufitries and different
legal and regulatory environments. The challenge for a blockchain and DLT system and its staleholders
is to provide legal certainty through enforceable agreements, contracts and associated mechanisms,
undé¢r an agreed and recognized legal jurisdiction.” As a result, identifyingdegislation applicaljle to the
opeifation of a given DLT system can be difficult.

— Identification of the responsible parties. As also stated in ISO/TR 23244, “A further challenge is that
as s¢me blockchain and DLT systems could not have a clearly defined 'owner’ or be a clearly ifentified
lega] entity, it can be difficult to apply the accountability pring¢iple as laid out in ISO/IEC 29100 and
some¢ jurisdictions can have difficulty in interacting with a system without clearly defined legal status...
Coufts and authorities can require disclosure, deletion, madification or addition of certain information
or transactions. Complying with such legal requirementsican be difficult for blockchain and DLT|systems
and fheir users, operators and administrators. A disclesure request and the disclosed data car] identify
a Pll|principal or provide relevant search attributes*which can result in non-PlI becoming PII, gr allow a
PII grincipal to be indirectly identified.... Thus, idéntification of the operator or owner of a DLT system
might not be possible.”

— Manpging consent for PII processing. PIl laws-usually provide for legal processing of PIl based on|consent,
as well as several exceptions when consent is not required. Consent is usually easy to revole. At the
same time the legal practice concerning PII processing based on exceptions, is neither uniform across
the jurisdictions nor stable in time. For some types of DLT systems that include PII in the ledger, the

gement of the consent of the\PII principals can be difficult to implement.

ISO’s recprds management standards provide little general guidance on PII protection issues. ISO/TR 23244
provideq a detailed overview/of the issues and practical concerns related to privacy and pe¢rsonally
identifiaple information (PIH protection in the context of blockchain and distributed ledger teclinologies
(DLT) ar{d their applications.

PII prot¢ction issues-are sometimes easier to resolve when PII is processed in government-owned or
accredit¢d information systems based on the special laws covering these specific systems. The same would
be true fpr government-owned or government-endorsed DLT solutions.

In the cape®f PII processing in a private permissioned DLT system, there can be exogenous mechan|sms, e.g.
courts of law, to compel the behaviour of participants to implement PII expungement.

The most challenging Pll-related problems are associated with public permissionless DLT systems. Generally,
it is considered risky to place PII on ledger in these systems.

When designing a DLT system that is intended for PII processing, it is advisable to consider privacy-by-
design and privacy-by-default approaches. Specific guidance on privacy-by-design for DLT-based solutions
can be found in DIN SPEC 4997.

The concept of privacy-by-design is to consider data protection from the beginning of the development
of an application that processes personal data. The potential risks for the rights and freedoms of natural
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persons are typically assessed at early stages and can be mitigated by suitable technical and organizational
measures.

The concept of privacy-by-default is to implement privacy-friendly settings by default, instead of settings
that allow extraction of more personal data than needed. In this regard, the public DLT systems that make
personal data transparent for everyone pose a problem to be mitigated.

It is also recommended to conduct, where appropriate, a privacy impact assessment (PIA), which is the
overall process of identifying, analyzing, evaluating, consulting, communicating and planning the treatment
of potential privacy impacts with regard to the processing of personally identifiable information, framed
within broader risk management framework. Guidance on PIA can be found in ISO/TR 23244, ISO/IEC 29134
and ISO 22307.

Typical grivacy threats to be considered include the following.

— Uncg¢ntrolled access to information and PII.

— Acciflental or deliberate exposure of PII.

— Pooyfimplementation of security technologies, including cryptography.
— Losgor publication of cryptographic keys.

— Losgor publication of access credentials.

— Exploitation of obsolete or out-of-date hardware, middleware and-software.
— Attafker writing sensitive PII into the ledger.

Typical yulnerabilities of the DLT systems include the followthg.

— Poo1 password management (to include using defaultpasswords).

— LacK of access management.

— Pooy patching and updating processes.

— Pooy coding practices (to include theaiseof backdoors).

— Poot user training.

— Pooy physical security.

In many|cases, privacy information management systems (PIMS) can address the management of personal
informatlion that is held-acfoss a wide range of operational units and information technology-based
applicatir)n systems. ISOf1EC 27701 offers guidance for governance models for PIMS. The key issye from a
DLT systlems’ perspéctive is how to put in place a PIMS implementation across multiple organizatlions and
jurisdictjons.

9.4 Adcess control mechanisms

9.4.1 General

Records systems are implemented to, among other things, satisfy business or legal needs to control access to
records. This is done by controlling write access to records for purposes of controlling records creation and
disposition, and to protect privacy and confidentiality by controlling read access for the discovery, viewing,
and analysis of records.

All DLT systems have capabilities to control write access to data to support data integrity for ledger records.
However, it can be more complex for some DLT systems to control read access to data to support privacy or
confidentiality of ledger records. A typical mechanism used in DLT systems to support data integrity is to
enable many separate parties to each cross-check the validity of ledger records. Often this is achieved by
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those parties having unfettered read access to ledger records and being able to separately retain their own
full copy of the ledger.

9.4.2 Read access

In some DLT systems, for example, public permissionless DLT systems, any member of the public can obtain
and read a copy of the entire ledger. Some DLT systems are private or permissioned, wherein read access is
limited to authorized entities. Both are broad categories, and whether a specific private or permissioned
DLT system is adequate for supporting privacy or confidentiality requirements for a particular solution
will depend on the business needs and design of that solution. Private DLT systems are only accessible to a
limited group of users. For example a prlvate DLT system can operate only within the context of a company’s
virtual p passible that
even a private DLT system does not achleve sufficient read access control. Permissioned systeis require
authorizption to perform certain activities in the system. While those authorized activities can lin principle
include reading ledger records, specific mechanisms (e.g. private channels) will normally be'used td support
read accgss control. DLT systems can be used as components in solutions that have privaey or confidentiality
requirements. Those solutions are normally designed with specific additional mecharmisms used|for read
access cqntrol. Some of these mechanisms, and their limitations, are identified below)

The mosk straightforward mechanism for read access control is to avoid recording PII or confidertial data
onto a distributed ledger, but instead to keep those data off-ledger and contiol'read access to thatj data set
using cohventional technologies. This technique can result in loss of data.ifitegrity protection provided by
DLT systems. Some data integrity support can be recovered by instead storing hashes, which are cglculated
using cryptographic hash functions on the off-ledger data. Further discussion of security and confidentiality
in DLT slystems is found in other standards documents, including ISO 23257 and ISO/TR 23244{ Further
discussign of the security of cryptographic hash functions is found in ISO/IEC 10118-3.

Another [technical mechanism for read access control in DLT systems is the use of encryption. Pata can
be encrylpted before being stored on-ledger, and if using@‘sufficiently strong encryption scheme,|the data
will rempin confidential as long as the decryption key remains secret to the parties who are authorized
to read that data. Encryption can be used to implement blind signatures (see ISO/IEC 18370-1), which in
addition|to supporting confidentiality, can also support integrity for some parties. Some sophfisticated
encryptipn schemes, such as homomorphic encryption (see ISO/IEC 18033-6), support confidentiality while
also allowing some integrity properties to beg independently cross-checked by all parties who can afcess the
distribufed ledger. However, these sophisticated encryption schemes tend to be more complex to imiplement
and admjinister and can impact the performance efficiency of the solution.

Some DL systems allow transactiohs to be made by pseudonymous parties. For example, DLT userg are able
to creatd their own unique keysfimwa public key cryptography scheme and use their public keys as afbasis for
their usdr identifier in transactions. This can help to support privacy or confidentiality if the other|contents
of the transaction data recorded on the ledger do not reveal PII or confidential information.

A potentjfial limitation-0f,all the mechanisms above is possible reidentification (see ISO/IEC 27559], attacks
using daka and metadata of ledger records. Ledger records are created as the output of transactjons that
capture metadata that includes at least the time when they were created and the entity that created them.
Often thpre aré other data recorded such as counterparty identities, related transactions, and plaintext
data and metadata necessary to complete the transaction that can also lead to a reidentificafion (see
ISO/IEC R0889).

9.4.3 Write access

In the operation of a DLT system there are three main points of write access control: the transactions
submitted by users to create new ledger records, the ledger updated by DLT node operators based on those
submitted transactions, and the DLT system itself. The typical mechanism for write access control for user
transactions is that those transactions are cryptographically signed using the user’s private key and that the
DLT node operators and DLT system check that the signature properly authorizes the submitted transaction.
Specific DLT systems will perform additional checks of the validity of submitted transaction data. These
validation checks are defined and implemented specifically for each DLT system. DLT node operators use
the DLT system to perform these checks before using the submitted transaction data to update the ledger by
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adding a new ledger record. Smart contracts can also be used to implement application-specific write access
control rules in transactions.

DLT oracles are used to add external data to DLT systems, but this is usually done as part of normal DLT
system transactions, and so write access control mechanisms implemented for that system can be used as
they would be for other transactions. For example, smart contracts can implement write access control rules
for DLT oracles.

9.5 Identification, authentication, and authoritative records

The authenticity of authoritative records according to ISO 15489 implies that the identification of entities
creating, sending or receiving a record, as well as their authentication, is needed to establish that they really
are who they claim to be. Currently identification of natural or legal entities is typically issued and,controlled
by centrplized authorities and mainly focused on the core identity information mentioned in goiernment
identification documents, such as name, surname, address, and birth date.

The disaflvantage of identities depending only on centralized authorities is that an identified entity|depends
for issugnce and use of its identity on a centralized authority. This means the identified entify is not
sovereigh in using its identity. The Self-Sovereign-Identity (SSI) paradigm can solve,this issue by establishing
decentralized identity management where the identified entity obtains control‘over its identities including
core idertity and attributes in its wallet without dependence on a centralized authority by default.

DLT systfems can be an enabler of SSI due to their decentralized and distributed nature as well as their
inherent|properties, such as immutability. In comparison to existing identity management used i1} records
systems) the structure of SSI offers the possibility to submit only thé information needed to verify a claim
about the identity.

Further (liscussion of the concept of identity and SSI can be found in ISO/TR 23249.

It is also|possible to use existing identification procedures'to ensure unique identification of entitjes using
the DLT $ystems as, or in, combination with a record system.

9.6 Addressing the business need to modify records

Records|systems are designed to preserve‘the integrity of records, and for this reason are dedigned to
prevent the unauthorized deleting, overwriting, or updating of records. Nevertheless, there can be ajpbusiness
need for|authorized modification or deletion of records stored in records systems for a variety of|reasons,
including compliance with legal apd tegulatory requirements. Typically, records systems have medhanisms
to allow for such modification oxdeletion. However, it can be difficult to implement similar measur¢s within
DLT systems because of theirgmmutability by design.

If records are stored as ledger records, one possible approach to deal with the business need to mpdify the
records Is to introduce a)iiew distributed ledger transaction that amends the previous transactiop by way
of enteripg a new, updated transaction record. One challenge with this approach is to ensure that gny agent
subsequently relying upon the ledger is accessing the latest version of the ledger record. If a DLT syptem has
a functign thatmakes the relationship between records explicit and easy to find and follow, this apgroach to
addressipg theneed for modifications can be successful.

If th h.—. zaliia £ o rda axa ctorad oo ladaony oo de oo oo ol 2o Ao el db o oo ncd n d t
€ hast—vartaes—ortrecoeras—are—Sstorea—=as TCOgCT TCCOTU S atr approatir to—aCarvv Ittt CIrrC- O aSTITCSS ee (0}

modify records is to simply add the hash value of the modified record to the ledger in a new transaction.

In case itis desired that the content of the record requiring modification also be removed from the ledger (e.g.
because it contains personally identifiable information or errors), processes applicable to the destruction of
ledger records also will apply. These processes are discussed in 9.8.

9.7 Distributed ledger technology (DLT) and records destruction

Records disposition ideally occurs as part of routine disposition processes carried out as authorized by
current disposition authorities. Records systems are expected to support the execution of disposition
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actions. Typically, records and metadata for records will be retained for the time periods specified in
disposition authorities and disposition actions will be carried out accordingly in relation to the following:

— Destruction of records and metadata.

— Transfer of control of records and metadata to an organization that has assumed responsibility for the

business activity through restructure, sale, privatization or other business change.

— Transfer of control of records and metadata to an institutional or external archive for permanent

retention.

Additionally, management of records in compliance with the laws and regulations in many jurisdictions calls

for defensi ompliant
with appllicable legislation.

DLT systems have certain advantages as well as disadvantages in respect to records disposi
example| [SO 15489 states that records destruction should always be authorized. Howevér, in DLT

tion. For
systems,

whereinputhority can be distributed among human or algorithmic entities, traditional records management

approaches to establishing disposition authorities, usually the responsibility of a single organiza

[fion, can

be non-tfansferrable or not implementable. This implies that ledger records cam hdve different fetention
requirements and retention periods for different entities, e.g. accessing and usitg.the DLT as a sharqd ledger.

Additionflly, disposition requirements can vary in different jurisdictions and‘apply to the same
Thus, DUT systems can require a records disposition reconciliation mechanism.

records.

Some jupfisdictions have legal and regulatory requirements that spegify-that records pertaining to| pending
or actual litigation or legal action or investigation not be destroyed while that action is undg¢rway or
anticipatled to arise. The immutability of the ledger records in‘a’ DLT system can help to protect records

that mugt be preserved due to pending or actual litigation, Mereover, smart contract capabilitie

5 offered

by some| DLT systems can support automated, compliant and documented destruction of records stored
off-ledgelr once records retention periods have been met."On the other hand, when records are stfored on-
ledger, the design of DLT systems, in particular the preperty of records immutability, can prevent records

destructjon resulting in non-compliance (e.g. with PIT deletion requirements in data protection

laws; for

more infprmation, refer to 9.4). Designers of DLT systems have trialled a range of strategies to address this

potential tension, including:
— Makjng DLT systems editable; that is,-relaxing the requirement that DLT records be immutable

— Bregdkingthe link between off-ledger-records and on-ledger metadata thataids discovery of thos
to rgnder off-ledger records inaccessible.

b records

— Cryptographic shredding-that entails encrypting the records and destroying the private key ffo render

the fecords inaccessible;

If deletign is not possible-or feasible, it is considered good practice to avoid storing PII or other
informatlion on-ledget:

An additfional issue with respect to records destruction can be ascertaining whether all copies o
and metadatasfor records have been destroyed. This issue exists also in cloud records envir

sensitive

' records
bnments.

However, id DLT systems, where many more copies of records or metadata for records can exist arld can be

distribu a

, making

it more difficult to ascertain that all records and associated metadata have been duly destroyed than with

conventional records systems.
9.8 Longevity of distributed ledger technology (DLT) systems

9.8.1 General

As any other information systems, DLT systems become obsolete or stop providing service over time. If a
DLT system is intended to support ledger records of long-term value, then the longevity, sustainability and

preservation issues are important to consider at the early stages of system design.
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9.8.2 Longevity of cryptographic algorithms

One challenge in the utilization of DLT from a records management perspective is the longevity of the
strength of the cryptographic algorithms. In a sense, the breaking of the hash function would not be entirely
dissimilar to the problem records systems currently face with the expiration of digital signatures to ensure
records’ authenticity. Longevity of cryptographic algorithms and their outputs over decade-long retention
periods can be ensured, for example, by preservation mechanisms based on re-signing and rehashing the
relevant data.

TN\
v Archive timestamp

Time stamp
Hash,, (h|h,)

Hash, (h,|h,) | |Hash, (,|h,)

O
N7

Hash, (d,) | | Hash, (d,) | | Hash, (d,) Hasx C@4)

e\ |

Hash tree
X
+ Hash Hash . I@*?fl Timestamp _ <
h,=H(d,) ||h,=H(h,|h,) i(){A}-I(h3|h4) t=TSP(h,)

Figure 1 — Hash-treg&:and evidence record (according to RFC 4998/6283)1

There arg potential approachesito applying established rehashing and re-signing procedures to the|problem
of ensuring longevity of cryptographic algorithms in DLT and international standards have been gublished
in this atfea.

9.8.3 Long-term preservation of authoritative records

Any apgroach~to long-term digital preservation in a DLT system is complex and warrantg careful
considerption.

1) The Evidence Record Syntax according to RFC4998/RFC6283 enables processing of several archival information
package objects within a single processing pass using a hash tree technique and acquiring only one archive timestamp to
protect all archive objects. The leaves of the hash tree are hash values of the data objects in a group. An archive timestamp
is required only for the root hash of the hash tree, which ensures efficient processing of large amounts of data. The hash
tree can be reduced to a set of hash values, called a reduced hash tree, that is sufficient to prove the existence of a single
data object. If the cryptographic algorithms used to create the archive timestamp are at risk of losing their cryptographic
suitability, then this archive timestamp can be protected by yet another archive timestamp, which is created with suitable
new algorithms before the old algorithms lose their cryptographic strength. For this conservation step, it is necessary to
determine whether the relevant signature algorithm or hash algorithm remains secure. Further guidance can be found in
ISO 31000 and ISO 27005.
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