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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Internatjonal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Partp.

The main task of technical committees is to prepare International Standards. Draft Internationjl
Standards adopted by the technical committees are circulated to the member bodies for voting.
Publicatjon as an International Standard requires approval by at least 75 % of the miember bodig¢s
casting 4 vote.

In exceptional circumstances, when a technical committee has collected data of'a-different kind from
that whifh is normally published as an International Standard (“state of the art®, for example), it mgy
decide by a simple majority vote of its participating members to publish a Technical Report. A Technicpl
Report ig entirely informative in nature and does not have to be reviewed util the data it provides are
considergd to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements ofthis document may be the subject pf
patent rights. ISO shall not be held responsible for identifying any‘or all such patent rights.

ISO/TR 34014-3 was prepared by Technical Committee ISOLTC 204, Intelligent transport systems.

ISO/TR 24014-3 was prepared by Technical Committee*ISO/TC 204, Intelligent transport systems n
collaboration with Technical Committee CEN/TC 278;Road transport and traffic telematics.

This first edition is a partial revision of ISO 2401%-1:2007.

ISO 24014 consists of the following parts,.unider the general title Public transport — Interoperable fare
management system:

— Part|{1: Architecture?)
— Part|2: Business practices [Technical Report]?)

— Part|3: Complementary.eoncepts to Part 1 for multi-application media [Technical Report]

1) International Standard under development.

2) Technical Report under development.

iv © ISO 2013 - All rights reserved
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Introduction

This Technical Report explains the functions to be identified by Public Transport stakeholders to set
up Interoperable Fare Management. From that functional view, there was no need to distinguish the
implementationasastand-alone application from theimplementationinamulti-application environment.

Since the publication of ISO 24014-1, multi-application contactless devices have become available such
as multi-application smart cards, USB-keys and mobile phones. They are able to host Public Transport

Applications in embedded or additional Secure Elements.

This Technical Report addresses the introduction of multi-application media into the transit €x
flom the organizational and functional perspectives with the objective to provide a basis for {
lgverage its large customer base.

ly the use of standardized processes can put Public Transport in a position te_benefit fro
ulti-application environment

=

- to diminish investment and operational costs with the use of Media isshied by a third party

- to increase the convenience and interoperability for the customerand therefore the riders

- to make the same service available with multiple solution providers without developing
middleware.

—

his Technical Report therefore acknowledges technical¢bequirements that refer to existing
bn-ISO open standards to favour the convergence of transit Fare Management Systems.

=}

ocument outline

D
The technical points to be harmonized for regignal implementations that need to find possil
cpmmercial interoperability are described:

- Common model of the multi functional architecture of the media (Clause 6).

media and in the IFM Systems.themselves (Clause 7).

he complements to the functional model of Part 1 and to Part 2 when independent Fare Man
ystems decide together to,use multi-application media to develop interoperability are descrih

L -

- Insertion of theAFM functional model in a multi-application environment, and new roles
not included in-Rart 1 but are necessary for the management of the Media and of the App
(see Clause®).

- Use casesand processes (see Clause 9).

These eonclusions may be used to make different IFM Systems interoperable

osystem
ransit to

m such a

-~

hip, and

specific

ISO and

ilities of

- Requirements for a common management process of the Application Templates in multi-application

agement
ed:

that are
lications

n media.

— “When each of them independently issues its Application Template for use in multi-applicatid

— When they use a common complementary Application Template for a progressive integration.
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Public transport — Interoperable fare management
system —

Part 3:
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Camplementary concepts to Part 1 for multi-application

nedia

Scope

his Technical Report describes how to implement Interoperable Fare Management (IFM) App
a multi-application environment, and the additional roles and use cases that'appear.

ulti-application media open new possibilities for separate secure IFM\Applications to be lo
berated separately on the same Media.

his enables a customer oriented commercial interoperabilityith the possibility for the ¢
use the same Media in different Fare Management SystemsS independently of the fare pol
pecific local systems and without the need for any commgn‘¢ommercial policies.

Normative references

he following referenced documents are indispénsable for the application of this document. H
bferences, only the edition cited applies. Fefzundated references, the latest edition of the re
bcument (including any amendments) applies.

O/IEC 7816 (all parts), Identificatiop'cards — Integrated circuit cards

lications

hded and

ustomer
cies and

or dated
ferenced

I§0/1EC 14443-1, Identification cards — Contactless integrated circuit cards — Proximity cards 1— Part 1:
Physical characteristics

I§0/1EC 14443-2, Identification cards — Contactless integrated circuit cards — Proximity cards 1— Part 2:
Rpdio frequency powerand signal interface

I§0/1EC 14443-3, ddeiitification cards — Contactless integrated circuit cards — Proximity cards +— Part 3:
Initialization and anticollision

I§0/1EC 14443-4, Identification cards — Contactless integrated circuit cards — Proximity cards 1— Part 4:
Transmission protocol

I§O/TEC 18092, Information technology — Telecommunications and information exchange |between
spstems — Near Field Communication — Interface and Protocol (NFCIP-1)

ISO 24014-1:2007, Public transport — Interoperable fare management system — Part 1: Architecture

ISO/TR 24014-2, Public transport — Interoperable fare management system — Part 2: Business practices

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 24014-1, ISO/TR 24014-2 and
the following apply.

© IS0 2013 - All rights reserved
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device that can hold at least one Secure Element

3.2

Customer Media
device that holds a Secure Element initialised with one or more Applications

3.3

Secure Element

SE
physical
media to

3.4

SE Specification

set of sp

3.5
Secure (
commun

3.6
Security
SD
softwarg
e.g. the A

component, whatever its form factor (embedded, removable or not) that can be installed.in|a
host Applications in a secure environment for their execution

ecifications designed to Install, select, process and delete Applications in the SE

hannel
cation mechanism from any source to a Secure Element that provides therequired level of assurange

 Domain

unit providing support for the control, security, and.communication requirements of a Rolg,
pplication Retailer

© ISO 2013 - All rights reserved
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< IFM ENVIRONMENT >
< IFM PARTNERSHIP =
<«— PARTNERS —» «— IFM COMMUNITY ——»
m
- S
(L s ! IFM Policy ! N
% Core part of set of rules '
o 1, TR T [
;: E: Application@l| product l ] ;
1 Owner Owner Y 1
Cﬁi):: - '
=h 1, . '
= "j|Application . 1
= :: Retailer ' .
‘D lI : ]
n . '

Intermediary
roles

Customer l

Figure 1 — Main terms@nd definitions illustrated in the functional model

NOTE Figure 1 illustrates the above definitions in the functional model described in this Technical Report.

© IS0 2013 - All rights reserved 3
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4 Symbols and abbreviated terms

GP

I[FM

IFMS

NFC

PT

GlobalPlatform
Interoperable Fare Management
Interoperable Fare Management System

Near Field Communication (refer to ISO/IEC 18092)

PTA
PTO
SCP
SE
SD

NOTE T
particula

UICC

5 Gen

This Tec
that are
require {
the othe

A standd

application environment.

GlobalPI
the obje
standard

The inte

Propriet

compatilpility, as@ business alternative or as an answer to specific customers’ demands with limitqd

interope

Other ty

Public Trahcpnrt’

Public Transport Authority
Public Transport Operator
Secure Channel Protocol
Secure Element

Security Domain

he usual term of ‘SD-Card’ may also be used in this Technical Specification/in which case it refers to the
- type of component.

Universal Integrated Circuit Card

eral context and limitations

hnical Report first describes objectives and.fequirements for multi-application managemel
compatible with the type of Applications_as-described in the use cases of ISO 24014-1, whic
h high security level and must, in the multi-application context, be securely protected again
 Applications (see Clauses 6 and 7).

JT e
- = =+

irdized technical architecture and standardised processes are needed to manage a mulfi-

htform is acknowledged to be the only known currently available open standard to megt
ctives and requirements-defined herein. It is therefore proposed as today’s solution for the
S process.

mal security precess of the Applications remains only dependant on each security policy.

hry materials and methods do exist and may be chosen to address local needs for backward

rability,.despite the risk of unpredictable updates.

besof architectures mainly based on direct payment or on back-office centric systems using the

Media asan ID management have ditferent needs and are not considered here.

The Technical Report then describes an extension of the ISO 24014-1 functional model to address
additional roles necessary to operate Applications in the new context independently of the Media form

factor or

of its Secure Element (see Clause 8).

The details of applying multi-application to mobile ticketing form factors through the establishment of
associated partnerships agreements that may be needed between mobile network operators and transit

systems

operators are not described herein.

The Technical Report does not address the financial processes that are attached to the Fare
Management System.

© ISO 2013 - All rights reserved
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The ways the Fare Management System can address the variety of payment means, e.g. credit or debit

cards, debit accounts, loyalty programs, bank-to-bank transfers or any access control accounts
provide payment, are not described.

The ways they can serve different service operators via a clearing house is also not described.

that may

The use cases provided at the end of this Technical Report are limited to the cases when the set of
Applications installed within the multi-application media accordingly to the customer’s demand is
installed and updated under the responsibility of an organization that is not the customer itself.

1 Pk s 1L 1 1 PR K 1L pall Fahy
IJ C Ld5SCS5 ULdl PCIIIIIU STITTIIAdIId gsCU TTITULA dI'T TTOTUISCUSSTU (SCT LIdUST J7J.

6 Media functional architecture

6/1 Multi-application

=<

ulti-application in the context of this Technical Report is an environment forthe Secure Elen
with the following characteristics as defined in ISO/IEC 7816-13 standardfor cards.

(In the following list (a) to (i), the term SE replaces the terms ‘eard’ or ‘media’ originally
I§0/IEC 7816-13

al An application is a uniquely addressable set of functionalities on a multi-application m
provides data storage and computational services.

b) An application may be added to the SE before or after‘the SE is issued.

c] This Technical Report focuses on Applications“that can be added or deleted after the
independently from the fact that some of thenrcan be installed during the issuance of the

d) More than one application may be addedto the SE.
e] The SE platform provides mechanisms for managing SE resources, e.g. memory.

f] The SE platform provides a security boundary mechanism for each application to
unauthorized interaction and security violation from any other application on the SE.

The life cycle of an application is independent from the life cycle of any other application in the

The life cycle of an application is independent from the life cycle of the SE except when th
the termination‘state, as defined in ISO/IEC 7816-9.

his rule (i) is,to.be understood technically, independently from any business rules and respon
at can be agreed between the Application Owners and Media Owner.

o3

2 Functional model of the Media

nent (SE)

used in

bdia that

ssuance,
bE.

prevent

same SE.

e SE is in

sibilities

TheZfunctional architecture of the Media considered in this Technical Report is described by Fi

oure 2.

NOTE Functional blocks drawn with dotted lines are optional.
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SECURE ELEMENT

:

= [
O'ther' . Application 1 Application 2, 3... Sorachoes
unctionalities: R—— uﬂeﬁ' '
ofthe | data communication
' ' App sec interface
Media i
SE sec

______________________________________________________________________________________________________

Figure 2 — Media functional model

The Me
commu
may wo

It may alfo include a direct user interface (display outputs and/or command inputs) and be equipped fi
other functionalities.

The Me

Its opers

application environment and thus controls the downloading/upgrading/deletion operation of tk

Applicat

This SE
coming f]

The rout

A contad
compuls

It can be

ia is equipped with communication interfaces which may vary and use different protocols arf
ication networks or links: USB, 3G/GSM mobile networks, Bluetooth, eSata, Firewire, etc an
over the air (OTA)or over the Internet (OTI).

ia contains a Secure Element that canthost and execute the Applications.

ting system includes a security function (drawn as SE sec on Figure 2) that manages mult

ons.

becurity function ensures application insulation with firewall and secures that the messagg
rom any communicatien interface are routed to the appropriate Application.

ing process is performed without changing the content of the message itself.

tless proxiinity communication compliant with ISO/IEC 14443 or ISO/IEC 18092 standards
brily implemented.

implemented in the Media itself or in the Secure Element.

d

—
]

LS

IS

For smar

chip - will 1mplement the RF protocol staCk ForaNFC moblle phone using the UICC as the Secure Element
the RF protocol stack may be implemented in the mobile phone and not by the Secure Element (UICC).

Each Application contains a set of data and functions.

Among these functions that are internal to the Application is the internal security management of the
Application (shown as App Sec on Figure 2) that remains fully independent from the SE itself.

The credentials required by the applicative security function may depend upon the communication
interface that is used.

© ISO 2013 - All rights reserved
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As described, this functional architecture is

— Independent from the form factor of the Media itself that may be a contactless or dual (contact and
contactless) interface card, an NFC mobile phone with SE stored in the UICC, a contactless USB key
or take any other form.

It can be used to describe conventional contactless cards as they were considered when ISO 24014-1
was approved:

— The concepts of SE and of Media are merged.

— A contact interface could exist besides the contactless one in dual interface cards.
— Other functions also could exist in dual chip cards.

— No interface to the user existed.

— Independent from the type of implementation of the Secure Element itself inside the Medig.

— The SE can be embedded in the Media. In that case, the technical ithplementation of thelsecurity
functions can be shared between the Media and the SE.

It is the case with Java Cards, USB contactless devices, Sui¢a-Mobile Handsets:
— The SE can be inserted in the Media.

— Inthe case of SIM cards, the Media security fuactions are also used to monitor the |GSM link
as well as other functions inside the Medja-itself.

— Inthe case of mobiles or other devices €quipped with slots for SDcards, the SE is completely
independent from the Media.

—+ Independent from the location of the negessary facilities (hardware and software) with which the
Application will communicate via the-interface. These facilities can be local and accessed vjia a local
communication interface, e.g. in the contactless reader, or distant and implemented in remotg servers.

I relation with this model, the fungtions of the Medium Access Device [MAD] are split into parts.

—+ Some communications will\address the Media, some will address the Secure Element and Jome will
address the Applicatioh.

—+ Some communications will be established with local hardware or software facilities, spme will
address distant.servers.

— Furthermere/each local communication interface may link to a different device.

[%2)]

milarly, the managementand thelife cycle of these three elements (Media, SE, Application) can be different.

Hence,\new functions are necessary. They are described in Clause 8.

6.3 Security Domain management

Security domains are created in the Secure Element to achieve application insulation and provide the
security context of a specific Application Owner. An Application Template can only be installed in the SE
after a Security Domain has been assigned in the Secure Element to the Application Owner.

The creation of Security Domains and the loading/deletion of the Application templates in the SE have to
be secured and will only be possible using a Secure Channel Protocol (SCP) connection to the SE.

A SCP ensures the confidentiality and the integrity of the application code and of the application data
during application loading and personalisation.

© IS0 2013 - All rights reserved 7
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It ensures the mutual authentication between the Secure Element and the system serving a role

(Application Owner, SE Owner,

channel) by encrypting and/or signing each APDU.

...) and protects the APDUs exchanged between them (over a logical

In this Technical Report it is considered that this Secure Channel is under control of a role, called SD
Manager which is in charge of handling the commands to create the Security Domains and to let the
Application Retailer move the Application Templates inside them: loading, installation and deletion.

Figures 3, 4 and 5 describe the management process.

Application _ Load
Retailer
(
sSD SD Platform Identification
Manager management Creating or use of existing SD

| Loading Loading App Template in SD
A Installation Defining AID forApp Template

\ — 99—

—_ — — i — O —— .
Application Template ready for personalisation

The perdonalisation phase of the application can-then be performed by the Application Retailer eithé¢r
using the¢ application specific commands or requiring the SD Manager to use the SCP link to do it

Figure 3 — Loading and installation of an Application Template

Application Personalise

Retailer

Maniager

SD Platform Identificay
management Creating or use of'\
1 [
. Loading App Temp
Loading Defining AID for Ap

<<::i\\\\\/////ﬁ::;>

Personalisation

Initialising file structure
& related access permissions
Registration of App serial number

Application command

Any Link

Transferring App daia & Keys

Application ready for selection

Figure 4 — Personalising an Application

Once the Application Template has been personalised, the Application can be selected and then can be
run with any application specific commands without any need to involve the SD Manager

8
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614 Composite Customer Media certification and validation

I the current clause, the term ‘Application’ is usedfor ‘Application Template’.
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SD Platform ldentificatiop
management Creating or use of e

] [

IFM . Loading App Templa
partners Loading Defining AID for App

] [

Initialising file structure

/ \ — & access pe
Personalisation  Rggistration of App serl,  done
Transferring App data &

—

W
Life cyclecf Products

And customer profile
Any Link (@

Application commands

Figure 5 — Running an Application

cluding the test of the chip, of the operating system and of the Application Template.

e Media or loaded after it, suchsa gertification is not adapted anymore as each introduction
pplication cannot imply the full rétesting of the complete Media.

he approach named “Composite evaluation” aims at targeting UICC certification in the NFC ec
his evolutionary certification processaimstobe more costand time effective in Application cert

allows the coexistence of standard and secure Applications.

br mono application Media, the certification' process is generally used to be a monolithid process

{L a dynamic multi-application envirofrment where Applications can be pre loaded at the isquance of

of a new

psystem.

ification.

Application rm Application L

i

Pla

[' atrorm Certification

jorm

Chip Certification

Figure 6 — Composite Certification of a Media (source GlobalPlatfom)

— Chip certification:

©

Chip certification is achieved nearly as usual via standard Common Criteria certification.

ISO 2013 - All rights reserved
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Itis
— OSc
OSc

managed by chip manufacturers.
ertification:

ertification is specified for a defined perimeter excluding Applications.

It is managed with the Media manufacturer and requires cross industry players to agree on a
Protection Profile per type of Media.

Som

— App

Initiatives are on going in the EU to define a UICC Protection Profile for the NFC use case with

hnd SIM vendors.
e Protection Profiles have already been published [R20].

ication certification:

Each certification is managed independently from the certification of other Appli¢ations.

Itis

The

managed by the Application Owner and certification tests are applicatioh«dependent.

respectby all the Applications ofthe OS security guidelines and the certification of the underlyiy

OS warranty to each Application Owner that its Application is executedn a trusted environment

Basic Ap
in compl

plications require some validation test to ensure that the Application is using the OS platfor
jance with the security rules defined for OS certification,

Secure Applications go through the same validation test as standard Applications and in addition need 1

go throu
(keys, se

hsitive application data, ...) according to the security policy defined by the Application Owner.

7 Puhlic Transport requirements for miuliti-application Customer Media

7.1 Buysiness requirements

7.1.1 HEmulation of existing Applications

This Tec
Systems

It consid

The mu

hnical Report aims to prepase solutions that do not require major changes in the existing IF

ers the type of Applications as described in ISO 24014-1.

ti-applicatiorn 'media must therefore, whatever its form factor, allow the Application f{

communlicate as a regular smartcard

— atle

— opti

hst when presented to a transport contactless reader such as a validation gate,

the involvement of (‘]nha]plaffnrm, F'M\l('n’ Mobile Network ﬂpnrnfnrc’ certificationauthgrities

bh a certification process to ensure that the Applicationis appropriately protecting its own asset

g

m

M

brially when using other communication channels.

The Media must support proximity exchanges in contactless mode regardless of the other interfaces
that depend on its form factor.

7.1.2 Security

The considered IFM Applications require a high security level and must, in a Multi-Application context,

be secur

ely managed.

Other types of architectures, e.g. using vouchers, coupons or limited to an ID management, are out of the

scope of

10

this Technical Report.
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The multi-application media and the associated management processes mustensure thatthe Applications
and Products inside the Applications are secured both by themselves and against each other.

No level of certification of the chip or OS is specified as a minimum requirement. Each Application Owner
will specify it according to its security policy.

The transit industry requirement (January 2012) currently varies from EAL1+ to EAL 5+ for the chip
certification.

Cross industry Media will need to match the payment industry requirements for IC Chips.

7

N

=

N

= =

—

il

stich as credit or debit or other payment Applications, loyalty programs, access controls.

1.3 Uniqueness

1.3.1 Universality of the communication layers

obile phones, should be able to host any contactless application that could be-used to pay fare

1.3.2 Management of Applications

he objective is therefore to provide a unique and universal management process of the Applic
ustrated in Figure 7.

Ak a guarantee for universality, all types of Media able to host contactless IFM@Applications, including

roducts,

he proposed multi-application model must also be open to any type of Media and any commynication
ink to download/upgrade/delete the Applications.

ations as
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con
: d» SE Owner

manager

Apllcation
Retailer

Standard  commands (b
with end to end security N

Manufacturing  Mobile Netwcrk

Plant Server Web Server Q:Tlng Machine

¥ ~lr %@O v

X
Contacl:less Cards &NFC Phones
\Q)

Contactless USB Dongles

Figure 7 — Universality@ uniqueness for application management
Figure 7| illustrates the fact th%&ame process is used to handle the Applications whatever the
communjication channel:

— Industrial channel re nted as the manufacturing plant for installing Applications in the Securte
Element when it is j d,

— Telephone link fof. use of NFC phones,

— Internet fo@essing the Media via a personal computer,

— Locg lé&lmunication channels for vending machines.

7.1.3.3 Selection of Applications

PT terminals will be in a situation to meet not only PT Applications but also Applications from other
businesses.

The standard activation and anti-collision process is already defined by ISO/IEC 14443.
Application selection according to ISO/IEC 7816-4 has to be mandatorily supported.
For ISO/IEC 7816-4 selectable Applications, standardized AIDs shall be used.

Implicit or default selection processes may be used in dedicated terminals for local Applications.
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Depending on the Media capabilities, implicit selection by a recognition algorithm on a first command
shall be possible.

7.2 General functional requirements

In this subclause, the term Media is used for requirements that apply to the Media and the Secure Element
considered together as a whole device, regardless of the implementation of the required features inside
the Secure Element or not.

[Req 4].

[Req 5].

[Req 6].

[Req 7].

[llteq 8]

7}3 Secure Element’s profile

The Media enables customers to select, buy and load a fare Product through-the'e
product retailing channels.

The Media enables customers to select, buy and load a fare Product reinotely, at t
chosen place and time (notably using a mobile phone or a Media connected to the
net)

The customer can access the transport network and benefitffom the service dire
with the Media.

When the Media provides a user interface, the customer can use that interface to
the fare Product or the transport Application he wdnts to use.

Each Secure Element is assigned an “SE-profile” by the SE Owner.

The characteristics of the Secure;Element in terms of supported features, availab
memory size and execution performance are known by the SE Owner and are imyj
for the Application Owner td.determine if a third party Secure Element can be eli
hosting its Application.

There is a need for exchanging such information in a standardized way.
The SE profileincludes a set of information including:

— List of'supported RF protocols;

— Listof supported algorithms;

<~Available memory size;

— Performance class.

The way a performance class is assigned to an SE is defined through a universal 1

evice.

xisting

he user’s
Inter-

ctly

select

le
ortant
bible for

hethod.

[Req 9].

This can be based on the usage of a public test application providing execution times for
elementary operations (read/ write/crypto computation/etc.) and from which different

performance classes should be derived according to results.

The SE profile is held on the Media. The SE profile shall be freely accessible in rea
through all interfaces of the SE.

© IS0 2013 - All rights reserved
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7.4 Security

The following requirements meet the security objectives previously listed.

[Req 10].

[Req 11].

[Req 12].

The Media holds a Secure Element which is a microprocessor based Component.

The Application (and the Products inside the Application) is stored and executed in the
Secure Element.

The Secure Element ensures an absolute separation between Applications to ensure

[Req 13]

[Req 14]

[Req 15]

[Req 16]

7.5 Uniqueness

7.5.1 (eneral

Uniquengss requires standard processes‘and protocols for:

— Cont
— App
— App
— App

PT orgapisations  that use proprietary technologies must be aware that it may be a barrier {
interopefabilitywith other IFMs or with other businesses.

752 (

act and contactless interfaces;
ication management;
ication selection;

ication operation.

ontact and contactless interfaces

imtegrity amd confidentiatity of the Appticationr code amd data:

If a common security policy defines a certification process for PT Application, eachAppli
cation Template is certified according to this process.

The Secure Element supports a set of standard algorithms to offer the cryptographic
capabilities required by the security policies of the current existing transport Applicatign
Templates: DES, 3DES, RSA, AES.

This list may evolve in the future. The ISO TC 204 group should agree collectively those
protocols suitable for Public Transport among the ones enabled'by the approved version
of GP to remain compliant with [Req 25]

Disposable Secure Elements that can be moved from oné-Media to another one support
the security algorithms independently from the OS of‘the Media.

The management of transport Application Templates on the Secure Element is secured by
SCPs.

[Req 17].

The Media relies on the open industry standards widely used for contactless devices.

Table 1 summarizes the available standardized interfaces per type of Customer Media.

14
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Table 1 — Types of Media and their interfaces

Type of Media SE SE contact interface | SE contactless

face

inter-

Contactless smart card IC Chip None [SO/IEC 14443

Dual (contact & contactless) smart IC chip ISO/IEC 7816 ISO/IEC 14443

card

NFC mobile phone with application UICC ISO/IEC 7816 Nonea

stored inthe UICC

NFC mobile phone with application Emb. SE ISO/IEC 7816 Nonea
tored in an embedded SE

FC mobile phone with application SD card/ ISO/IEC 7816 ISO/IEC14443 d

r Nonea

S

N

stored in a removable SE micro SD
(Jontactless USB key IC chip ISO/IEC 7816 [SO/IEC 144

over USB protocol

143

L

—

(]

For SE into mobile phone, contactless capabilities can be provided by the NFC chip\+ antenna inside the moH
he connection between SE and the NFC chip can be either ETSI HCI data protocol orglSWP protocol for the UICC or
n mobile phone implementations in other cases.

ile phone.
ependent

[Req 18].

[qu 19].
[Req 20].

[Req 21].

715:3 " 'Application management

The Media supports an ISO/IEC 14443 RF communication protocol.

To improve interoperability between contactless cards and readers, EMVCo has d
additional requirements for implementing}SO/IEC 14443 communication protoc

It is premature to evaluate if such recommendations are applicable to IFMSs, but
evaluation should be done by the tranisport industry as multi-application devices
phones will have both to comply with EMVCo RF specifications and to communic
transport network contactless réaders.

Other interfaces to access to-the SE may be optional.

The Media behaves like'a regular contactless card from a transport network cont
reader point of view for transactions (validation, ticket top up, inspection ...).

The remote comimunication channels only support standard protocols:

efined
bl.

this

like NFC
hte with

Actless

— For Internet communications (OTI): HTTP and SSL to communicate with the yiser’s

browser or a proxy application in a PC,

— \For mobile networks communications (OTA): wireless data connection to con
cate with a proxy application in the mobile or directly with the UICC.

Imuni-

7.5.3.1 GP acceptance

GlobalPlatform has been a field proven application management standard in the banking industry since
the end of the 1990s, and provides specifications for Secure Elements and system to support application
issuance and management into a multi-application environment.

GP Secure Communication Protocols ensure the confidentiality and the integrity of the application code
and of the application data during application loading and personalisation as required.

GlobalPlatform SCPs can also provide authentication and/or mutual authentication between the Secure
Element and the component serving a Role (Application Owner, SE Owner, ...).

© IS0 2013 - All rights reserved
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GP security scheme does not overlap with the possibility for each Application Owner to apply its own
security scheme (Ap sec on Figure 2) when exchanging commands directly with its Application.

Some security schemes have already endorsed the GP composition model.

GP technologies at this date therefore appear to be the most appropriate available open solution for
universal interoperability as required, to manage SDs, load and personalise Applications.

Different application selection processes are proposed using the SELECT standard command or implicit
selection algorithms [R12]

[Req 22] The Secure Element complies with GlobalPlatform Card Specification for content manage-
ment
[Req 23] The management of Applications in the Secure Element is secured by a GlobalPlatform

SCP, independently of the transport layer.

[Req 24] The information exchanged between any component serving a Role andythe correspond-
ing Security Domain in the Secure Element is secured by a GlobalPlatform SCP, indepen-
dently of the transport layer.

[Req 25] The OS certification checks compliance in particular with Java‘Card and GlobalPlatform
mechanisms.

7.5.3.2 | GP versions

?

GlobalPlatform 2.2 specifications support the following list of cryptographic standards: DES, 3DES, RS.
AES, HMAC-SHA1, ISO 9797, MAC. All the standards used:by PT Application Templates are in that list.

Different SCPs have been specified by GlobalPlatfornraccording to history and different needs:

— SCP(2 with i ="15" synchronous protocol based on 3DES,

— SCP02 with i ="55” asynchronous protecol based on 3DES,

— SCP(03 based on AES,

— SCP10 based on public keys,

— SCP80 which is the ETSI defined 102.225 OTA protocol.

All SCP dan be used independently of the transport layer and the communication technologies.
SCPO2 prjovides integrity, origin authentication and confidentiality of the data, independently of each othar.
SCP02 wijith i = 255¥is nowadays the preferred option for securing remote communication:

— Integritysand data origin authentication, confidentiality;

— Its asynchronous mode allows a script of commands to be sent that can cope with low bandwidth
and high latency of wireless networks.

SCP02 is currently supported by a large range of Secure Elements that connect to the Internet via a
proxy application in a PC as illustrated in Figure 8 as well as by non SIM centric mobiles.
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SCP02
Applicative APDU
Proxy USB Protocoll Serial protocol

inaPC or = -
Applu‘?g%':e APDU a vending machine

NFC interface device

Dlstant server

SCPO02
J _ g Appicaing APDU
USB Protocol :]

SCP02
Applicative APDU

N (e - >

RF ou ISO 7816

86
5 Application

Card

licati

Secure Element

— SCPO02 is used to encrypt the message destined to the APSD.

SMS or BIP transport protocols.

proxy application is required in the phone.

commands are defined by GP and ETSI TS 102{226.

— SCP80 is used to protect the OTA communication as shown in Figure 9.

M based mobiles combine both SCP02 and SCP80 as illustrated in Figure 9:

Figure 8 — SCP02 connecting a USB key plugged to a PC or a smart card connectedto g4 PC or
vending machine via contact or contactless reader

[t provides end to end secure communication between a serverand the UICC and can be ysed over
It allows managing transparently SE contents without.the need for the end user to int¢ract. No

GP commands can be sent directly to a UICC as, defined in ETSI TS102.225. The lists of hvailable

SCP02
Applicative APDU
‘ SCP80

SCP02
Applicative APDU
SCP80

Baseband

A

ISO 7816

Distant server
SIM based media

uicC

Applitation

Figure 9 — SCP80and SCP02 connecting the Secure Element in a SIM based architecfure
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[Req 26]. The Secure Element is compliant with GP specification 2.2 (and amendments A, B, C, D) o

higher.

Should extensions or a new version of GP standards be referenced as the market develop
[SO/TC 204 may complement the present requirements.

[Req 26]. The Secure Element at least supports GlobalPlatform SCP02.

This requirement for SCP02 may change in the future if a newer protocol such as SCP03
based on AES becomes more widely spread within the smart card industry.

r

S,

[Req 28]

[Req 29]
[Req 30]

754 A
[Req 31]
[Req 32]

755 4

In additi

Java Cargl environment also provides a security, ffamework that offers application firewalling. It is us€

extensiv|
form fac
technolo
to execu

JAVA tec

universall interoperability as requiired, to execute and operate the Applications.

However
developd
by the tr

[Req 33]
[Req 34]

It is recommended from a universality perspective that the two protocol options of SCR(
are available for use at the convenience of each Application Owner for its application
download.

SIM cards used as Secure Elements for PT support GlobalPlatform SCP80.

Other GP SCPs may be optional.

\pplication selection
Application selection according to ISO/IEC 7816-4 is mandatorily supported.

APDU communication according to ISO/IEC 7816-4 possible over the contact and contact
less interfaces of the Secure Element.

\pplication operation

pbn to the security mechanism provided by\GP for the application loading and personalisatio

bly in the smart card industry and provides an easy extension to USB Keys and mobile phor
ors that will be beneficial for futureimulti-application environments. These benefits make JAV
cies a convenient choice that provides an available open architecture environment from whig
e and operate Applications defined herein.

hnologies at this date therefore appear to be the most appropriate available open solution f

should furthersexténsions or a new version of JAVA standards be referenced as the mark
, or should stafidards meeting the same criteria be available in the future and widely accepte
hinsportand felated industry, ISO/TC 204 may revise and complement the present requirement

TheéeSecure Element OS is compliant to Java Card 2.1 or higher;

Each Application Owner certifies that its Application Template can be executed by the

Pt
d

Java Card QS

8 Insertion of the IFM functional model in the multi-application context

8.1 General

The basic Functional model inside an IFM Community described in the ISO 24014-1 can be presented as
in Figure 10.

18
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Figure 10 — Basic functional model in an IFM'Community

Cpnsidering how the functional model can be implemented,ISO/TR 24014-2 introduces the co
[FM Partners as Roles that are not subject to the IFM Policy but are however directly related tq
pmmunity and therefore share with the IFM Community an extra set of rules.

C

The operation of multi-application devices as deseribed in the previous clauses leads to the fi
model described in this Clause.

Flgure 11 illustrates that environment.

The Roles to manage the life cycle of the Media have no direct interaction with the IFM Commui
ale not IFM partners. They are described in 8.2.

The Roles to manage the life cycle of the SE have direct interaction, they are IFM Partners.
dpscribed in 8.3.
T
a

he roles to handle the Applications inside the SE are ‘Intermediary Roles’, between the [FM Co
nd the SE Community. They are described in 8.4.

—+ Different [IEM-Communities are shown. They illustrate the multi-applicative context for
Other businesses than Transport can have similar links to the IFM partners and are not rept

— Simildrly, several dotted lines around the SE Community [SE Security Manager, SE-OV
Retailer] illustrate the fact that not only one SE but many of them can be used.

- CTransversal Roles may be separate for each couple of [ IFM and SE ].

hcepts of
the IFM

inctional

hity, they
They are
nmunity
PT itself.

esented.

yner, SE-
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Intermediary
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ler |

8.2 Media environment

The Medlia Owner and Media Retailer, as Roles, are not [IFM Partners as they have no direct interactidn

with the|[FM Community but only indirect via the SE Community.

They ard

igure 11 — Insertion of the IFM - Functional model in a multi-application context

represented in Figure 11 and defined in~the next paragraph to explicitly differentiate the
from the|SE Owner and SE Retailer although some’of the use cases may not clearly distinguish the Med
Owner ffom SE Owner or the Media Retailerfrom SE Retailer when the SE is embedded in the Med
or is paired with it to operate functionsinside it, for example when the SE is the SIM card of a mobi

]

telephon
The Rol¢g

reled

reled

The Rol¢

prov

hold

e handset.

of Media Owner is to:

ise the Media for themse with different Applications;

ise the Media forthe use of one or more Secure Elements by Secure Element Owners.
of Media Retailer is to:

ide the multi-application media to a customer;

thé\customer contract and related customer service in relation to the.

8.3 SE Community

Roles in the SE Community are [FM Partners.
The Role of Secure Element (SE) Owner is to:
— define the SE Specifications;

define the business rules for the use of the SE;

authorize SE Retailers to distribute SE to customers;

20

authorize the Application Retailer to have the Application loaded/updated/deleted on the SE;
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— authorize the SD Manager to manage the loading/updating/deletion of Applications inside the SE;
— beresponsible for the SE to comply with the requirements of the SE Security Manager.

The Role of the Secure Element (SE) Retailer is to:

— provide the SE to customers and the related Customer Service;

— guarantee to customer the compliance of the SE to the requirements set by the SE Security Manager.

All interfaces with the customer relative to the SE are part of that role.

—

he Role of Secure Element (SE) Security Manager is to:

- specify security requirements that apply to the Secure Element and to its operatign.process;

- determine the corresponding validation process of the Secure Element.
84 Intermediary Roles

8/4.1 General
Intermediary Roles comply to the Core part of Set of Rules and to the set of rules of the SE Community.

The SD Manager securely operates the download operation:if-has two entry points, as it must comply
with both security policies from the IFM Community and from the SE Community:.

The Application Portal helps the customer find the apprépriate application that can fit into a gjven SE.

(o)

4.2 Security Domain (SD) Manager

—3

he Role of Security Domain Manager is to:
— handle the commands of the Secure Protocol Channel as described in 6.3;

—+ operate loading/updating/pérsonalisation/deletion of Application Templates or Applications,
Product Templates or Products in the SE;

— create Security Domaifis)and securely load/update/delete Application Templates or Applidations in
the SE on request from/the Application Retailer as authorized by the SE Owner;

—+ manage customer’s directives as authorized by SE Owner and Application Owner if conflicts appear
when loading/tipdating an Application (e.g. overflow of SE’s capacity, conflicting Applicatipns, ...).

The role of the SD manager may also be to use the Secure Protocol Channel for loading/deletion/ppdating
of Products)in the Application if required by the Product Retailer, (e.g. when the SIM card of|a mobile
phone iswused as SE and the OTA communication link is used for remote management of Prodiicts such
a$ sales, renewal, profile update...).

The internal security of the Apptication (See App Sec In Figure 2j Temains a roie ot the product Retailer.

The role of SD manager is under control of both the SE Security Manager and the [FM Security Manager.

8.4.3 Application Portal

The Application Portal [Portal] is an optional Role addressing the issue to help customers find
the appropriate Applications when they move or prepare their journey and check whether these
Application(s) can or can’t be downloaded on his own Secure Element.

— The Application Portal is an entry point indicating to the customer which Applications he can
download to his Media and the appropriate Application Retailers.
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— Once the Application is loaded, the Application Portal may also help the customer by routing his

dem

and for Products to the appropriate Product Retailer.

— Whenthe Application Portal and the Application Retailer functions are merged, the term “Application
Store” [Store] is used.

The Application Portal function is separate from the Application Retailer function.

The Application and Product Retailers remain responsible for providing the download in a secure manner.

The cus
Retailer’

n

mer’s downlaad rnqnncf will he routed from the App]ir‘nfinn Portal to one of the App]ir‘afin

5 website for the requested Application, or to one of the Product Retailers for the Product

needs orce the Application has been loaded.

An extralset of rules is needed between the Application Portal and the IFM Community and with the §
Commurjity

8.5 Impact on the roles in the IFM Community

8.5.1 (eneral

The multi-application environment creates new concrete functions to be performed by some of the Rol¢

of the IF

8.5.2 1
The role

M Community as they are defined in ISO 24014-1.

FM Security manager

of IFM Security manager includes the following new fiinctions:

— to specify the security policy for SEs that is compatible with the IFM security requirements;

— to specify the security policy for SD Managers;

— to cqntract with SE Security manager to validate compliance of each SE device to that security polic

8.5.3 Registrar

The role

of Registrar includes the follewing new functions:

— tordgister and authorize Secure Elements;

— to rggister SD Managersfo allow Application Owners to contract with them;

— tordgister the SE Qwhers, the authorized Secure Elements and the participating Application Owner

with their Application Templates as well as the participating Application Retailers.

8.5.4 Application owner

The role

e

<

of Application owner includes the following new functions:

— to contract with SE Owner to use registered SE for his Application;

— to authorize Application Retailers to contract with registered SD Manager.

8.5.5 Application retailer

The role

of Application retailer includes the following new function:

— to contract with registered SD Manager as authorized by Application Owner.

22
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Multi-application media can also host non-transport Applications with their own non-PT application
community. Their existence may lead to new business rules:

— between the IFM Community [or some of its members] with these other communities;
— between the IFM Community and the SE Owner to limit their field.

These business aspects are not considered in this Technical Report.

8.5.6 Customer

The customer still:
— subscribes Applications from Application Retailers appointed by Application Owners;

—+ buys Products from Product Retailers [that may propose remote distribution channels] appointed
by Product Owners;

—+ consumes Products for services by Service Operators.

—

he relations between the customer and his Internet service provider erimobile phone networkpoperator
re not in the scope of the Technical Report.

o)

™

hch Role in relation to the customer shall organize the correspénding customer service. A sef of rules
4 necessary to organize the cross-cutting of these services.

—

m

hch Role in direct relation with the customer provides.the Customer service that relates to hif role.

816 Certification of SE and Application Templates
T

hble 2 summarizes the certification modules;and the responsibility of SE and Applications owners in
the certification process.

Table 2 =+-Responsibilities for certification

Certification module Responsible Objectives
Ensure that the platform environment can provide
Platform Certification SE Owner a trusted and isolated environment for application
execution.
SEvalidation SE Owner Check the innocuousness of application toards SE

environment and other Applications on the SE.

Application Validate application implementation versys appli-
AO certification | Application Owner |cation specifications and eventually check|the way
application protects its secret data.

Al crass/recognition of application validation between SE Owners may avoid an Application Qwner to
hhveyto re-validate its Application Template for every SE Owner proposing the same type of SE

9 Use cases

9.1 General

This section only describes the new use cases that result from the downloading processes of the
Applications and from the new possibilities given to access the Application via other communication
channels than the contactless proximity channel.

The conditions of use of the Application Portals or Application Stores or the possibilities for the
customer to force the selection of a particular Application are not depicted, as they depend on each
implementation or device.
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9.2 Main sequence diagram

All use cases could not be represented in a single diagram. Details are given in the description of the
different use cases in the next subclauses.

The sequence diagram in Figure 12 shows the main principles that drive the description of the use case.

24

Loads product
inside App

SE sec |« Mutual acceptance > rInFal\:I]asge:r
manager
SE < Mutual contract » App
Q\\ner Q\aner
SE certification SD App App certification
e Manager retailer "
< a— ; H
:authorisation; lauthorisation
: ««—— Application download/update/deletion request : :
'«———— Mutual authentication ————————»!
report «—— — Sends personalised app —' report
A (download or update) — A
Produict Product | | Service
retailer owner operator
Ofpt/ir;:al use i «—— product download/update/deletion reqdest —t ;authorisation:
of Sp | «——— Mutual authentication -
To access : :
the &pplication Opens remote access to App B
v

consumes product
inside App

The [security management is based upon a mutual acceptance of the security policies between t}
SE- and IFM-security managers) ‘Each of them then is responsible to certify the Components an

prodesses of his side.

This| mutual acceptance’guarantees that the Media fulfills the extra set of rules (e.g. security ar
techpical requirements) from the IFMS and that the IFM Application Templates fulfil the specific s

of rdles of the Media‘Owner.

The management of the Applications inside the SE is made by the SD Manager on request from th

ApplicatiofiRetailer.

The [mianagement of the Products inside the Application remains under the responsibility of tH

Figure 12.-< Main sequence diagram

d
Pt

e

ProductRetaiter:

In some implementations and for some communication channels the Product Retailer may require
the SD Manager to use the Secure Communication Protocol to access the Application.

This condition applies when the SIM card is used as SE in mobile phones.

The SE Owner is kept informed about the Application Templates downloaded into his SE, and the
Application Owner is kept informed about the SEs into which his Application has been downloaded.
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Table 3 indicates how the use cases described in ISO 24014-1:2007 are modified by the multi-
application context.

Table 3 — Table of use cases

Use case name Ref Status of use case in a multi-application
[SO 24014-1 context
(ertiftcation
(ertification 6.1 SE must be added to the list of components
(lertification of Organization 6.1.1 Unchanged
(ertification of Components 6.1.2 Unchanged for component$yother thar SE
(ertification of SE NEW See 9.4
(ertification of Application Specification 6.1.3 Unchanged
and Template
(lertification of Product Specification and |6.1.4 Unchanged
Template
Registration
Hegistration of Organization 6.2.1 SE©wners to be added to the list of organisa-
tions
Hegistration of Component 6.2.2 SEs are not registered
Hegistration of Application Template 6.2.3 Unchanged. Applets are just new templates.
Hegistration of Application 6.2.4 Unchanged
Registration of Product Template 6.2.5 Unchanged
Hegistration of Product 6.2.6 Unchanged
Nlanagement of Application 6.3 New context
[}issemination of Application Template 6.3.1 Unchanged
Ihstallation of Application Témplate NEW See 9.5
Acquisition of Applicatiofi 6.3.2 See 9.6
Termination of Applieation Template 6.3.3 Unchanged
Hegular terminatjon
Horced termination
Update of application NEW See 9.7
Termination of Application 6.3.4 See 9.8
Hegulastermination
Horced'termination
Mamagementof Product
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Table 3 (continued)

Use case name Ref Status of use case in a multi-application
[SO 24014-1 context
Dissemination of a Product Template 6.4.1
Termination of Product Template 6.4.2
Management of Action List 6.4.3
Acquisition of Product 6.4.4 Unchanged.
SE ownerand SD Mnnagnr donothave tobhe
Modificdtion of Product parameter 6.4.5 informed about internal operations of the
Terminaltion of Product 6.4.6 Applications (e.g.. Personalisation or preduct
. data)
Use and Inspection of Product 6.4.7 In SIM centric organizations, the SD, Manager|
Collectign of data 6.4.8 is in control of the OTA channel.
Forwarding data 6.49
Generatjon and distribution of clearing 6.4.10
reports
Security management
Monitor|ng of IFM processes and IFM data |6.5.1
life cycld
Management of IFM security keys 6.5.2 Unchanged
Manage‘nent of security lists 6.5.3
Terminfition of SE
Regulartermination NEW See 9.9
Forced termination NEW
Termination on customer’s demand NEW,
Customgpr Service Management 6:6 See 9.10
9.4 Ceprtification of SE
The IFM|Security Manager and SE Security manager mutually agree their security policy and sign|a
securityjagreement
This secjurity agreement iticludes the acceptance by the IFM Security Manager of the certificatign
process ¢f the SE managed’by the SE Owner.
This agreement cangbe built directly by the parties or via a trusted third party.
The roleof sucharthird party is called a Controlling Authority in GP specifications
9.5 Inptallation of Application template

9.5.1 Pre-installation of the Application Template in the SE

Trigger: Application owner and SE owner agree on a systematic pre-installation.
Authorized Application Retailer sends the Application Template to authorized SD manager.
SD manager creates Security Domain and installs Application Template.

SD Manager reports to the Application Retailer.
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9.5.2 Installation of the Application Template on request

9.5.2.1 Trigger: application retailer
Application retailer requests authorization from SD Manager indicating the size needed for the SD.
SD Manager and Application retailer mutually authenticate themselves.

SD Manager checks that the Application Template capacity is available in the SE.

[%2)]

D Manager asks CUSTOMET T0 agree 1o the downioading of the Appiication Tempiate.
SP Manager creates the Security Domain inside the SE (if not existing yet).

SD Manager circulates the Application ID and the size of the SD to the SE owner for customer service.

5.2.2 Installation without personalisation

9

Application Retailer sends the Application template to SD Manager.

SD Manager downloads the Application template inside the Security Domain.
S

D Manager reports to the Application retailer that the operation‘is complete.

5.2.3 Installation and personalisation
D Manager and Application retailer mutually authenticate themselves.

D manager informs Application retailer if the SE<has’a time limit of validity.

9

S

S

Application Retailer sends the Application template and the personalisation data to SD Managgr.
SD Manager downloads the personalised Application inside the Security Domain.

SD Manager reports to the Application retailer that the operation is complete.

Al

pplication Retailer informs Application owner.

9.6 Personalisation pfpre-installed Application template
Trigger: Customer subscribes for the application to the application retailer and provides him with his SE-ID.
Application Retailer personalises the Application Template.
A

pplication Retailer circulates the SE ID to the Application Owner for customer service.

9.7 .Update of Application Template

Trigger: Application Owner updates the software or personalisation data of the applicationl without
changing the size of the Security Domain. If the size of the Security Domain needs to change, the
Application Template should be considered as a new one.

Application Retailer calls attention to the customer for him to request the update.
Customer requests the update from the Application Retailer.

Application Retailer requests authorization from SD Manager.

SD Manager and Application Retailer mutually authenticate.

SD Manager checks the currentstatus and content of the Application and forwards it to Application Retailer.
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Application Retailer reconstitutes the new Application Template with the current Products and forwards
it to SD Manager.

SD Manager updates the Application in the SD
SD Manager reports to the Application Retailer that the operation is complete.

Application Retailer informs customer about the update of the Application.

9.8 Termination of application

Trigger: Customer or Application Owner.
Customelr or Application Owner requires Application Retailer to terminate the Application.

If the Application contract requires it, Application Retailer asks the other party te 'approve the
terminatlion of the Application.

Applicat{on Retailer requests SD Manager to delete the Application and eventually)the SD.
SD Manajger and Application Retailer mutually authenticate.

If also rpquired by Application Retailer, SD Manager checks the current status and content of the
Applicat]on and forwards it to Application Retailer.

SD Man:lger deletes the Application in the SD and if required the SD:
SD Manajger reports to the Application Retailer that the operation is complete.

Applicat]on Retailer informs customer about the deletion©fthe Application.
9.9 Termination of SE

9.9.1 Regular termination of SE

When Application Owner was informed about the installation and personalization of its Application gn
an SE (9.5.2.2), he was also informed ef the time limit of validity of the SE.

When the time limit comes, Application Owner proceeds to the Application according to the
Applicatjon contract.

9.9.2 Horced termination by SE owner
SE Owndr was informeéd of the Applications downloaded in his SE (9.5.2).
SE Owndr informs*Application Owner that he is going to terminate the SE.

Applicatlon Owner proceeds to the Application according to the Application contract.

9.9.3 Forced termination by Customer

Application Owner proceeds about the Application accordingly to the Application contract.

9.10 Customer service management

As indicated in 8.2, the Media Retailer, the SE Retailer and the Application Retailer in direct relation
with the customer provide the Customer service that relates to their role.

The use cases depend on the corresponding set of rules agreed by the Media Owner, SE Owner and
Application Owner to organize the cross-cutting of these services.
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10 Practices for implementing the use of multi-application

10.1 General

The following subclauses provide some examples or recommendation of practices for using multi-
application environment.

Using multi-application devices may not only be considered as an economic opportunity to avoid
managing specific transport Media and to propose interoperable Media for customers to address

d'FFcnﬂanf fara cuctamec
e et Tar SOy oteo-

Ifcan also be an opportunity to enhance interoperability between existing IFMs in a given area following
igration paths as described in ISO/TR 24014-2.

=

[y

0.2 Implementation of Roles into Organisations

he attribution of the functions to Organisations is implementation dependant,and will differ ffom case
case without any consequence towards interoperability.

g =

Rples can be split between different Organisations to meet industrial @nd economical objectivés.

Ofrganisations may fulfil Roles that are in the IFM Community and therefore comply with the Core part of
Setof Rules and other Roles that do not and are modellised as IEM Partners or justas an IFM Envifonment,
elg. an Application Owner may decide to act as a SE Owner t¢ issue proprietary SD-cards as SE.

However, that possibility may be limited by business rules for commercial or trust reasons.

ey

0.3 Legal ownership of the Media and SE

—

he legal ownership does not refer to the concepts of Roles described in this Technical Report.

el
ot

belongs to an Organization whatever Roles that Organization may fulfil.

—3

he legal ownership of the Media doésn’t refer to the Role described as Media Owner.

wn

milarly, the legal ownership of the SE doesn’t refer to the Role described as SE Owner.

—

hey can be a legal responsibility of different types of Organisations.

— PT Organization, (e.g: if a PTA or PTO decides to issue a PT based Media or SE such as a Java
contactless card;’SD-Card or USB device, and allows it to be downloaded with other trangport -or
non-transport=Applications.

— Other types of business, e.g. payment, business or telephone if an IFM Community agreg¢s to use
their.SE)to host its Application.

— ZXhe Customer himself.

10.4 Implementation of the Role of SD manager

Trustinto the organisations that participate in the security functions gathered in the role of SD Manager
is an absolute requirement.

These organisations must therefore be agreed as Trusted Service Managers both by the SE and the IFM
Security Manager as shown in Figure 13.
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Whatevsd
or from
the SCP 4

In some
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In some

organisations to act as trusted thitdparties.

This may
into diffd

Such an

It may then be codvenient to use a common technical interface for the benefit of the Application Retail

and Prod

Figure 13 — Trusted Service Managers acting as SD manager

be third parties or can also fulfil Roles in the IFM Community or in the SE Community.

t regime is independent from the fact that the organization fulfils or does not fulfil any of tH
ined in the Functional model.

r the implementation into one or more organisations depending or not from the PT Communif
the parallel SE Community, it requires a specific set of rules about the secure management
ind of the data sources.

mplementations, the same Organization that is SE owner will create the Secure Domains ar
organization that is Applicatior Retailer will load the Application Templates.

other implementations, the\IFM Community and its partners will agree to call for othe
be particularly suitéd when an [FM-Community agrees that its Application may be downloadg
rent SEs that belougito different SE owners.

FM Commupity.is likely to have to interface with different SD Managers.

uct Retailer and to attribute the management of that interface to one Organization.

Similarly

y

d

eI

d

P

, different SE Owners may agree to use a common trusted third party to manage the SCPs.

10.5 Implementation of the Portal function

The Application Portal should be neutral to any competition inside the [IFM Community and let the
Customer choose among the different possible Application Retailers.

Application Portals may be driven by TP related or non-TP related Organisations.

Inanareawherethereisaneed and apolitical will to enhance interoperability based on Multi-Application

between

different IFMs, PT can propose an Application Portal on a common website.

Similarly, SE Owner or Retailers can propose an Application Portal on a website listing all the PT or non
PT Applications that are available for download on their SE.

30
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