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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procg¢dures used to develop this document and those intended for its further maintenance) ;
described|in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed-for {
different fypes of ISO documents should be noted. This document was drafted in accordance with {
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document may)be the subject

patent ri

ts. ISO shall not be held responsible for identifying any or all such patént rights. Details

any patenf rights identified during the development of the document will be in the.Introduction and
on the IS{ list of patent declarations received (see www.iso.org/patents).

Any tradg name used in this document is information given for the conveniéence of users and does 1
constitutg an endorsement.

For an ejplanation of the voluntary nature of standards, the €eaning of ISO specific terms 4

expressio

hs related to conformity assessment, as well as ihformation about ISO's adherence

the Worlg Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), §

WWwWw.iso.

rg/iso/foreword.html.

This docyment was prepared by Technical CommitteetISO/TC 307, Blockchain and distributed led|

technolog
Subcomm

Any feedback or questions on this document should be directed to the user’s national standards body.

complete

es, in collaboration with Joint Technical Committee ISO/IEC JTC 1, Information technolo
ittee SC 27, Information security, cybersecurity and privacy protection.

isting of these bodies can be found at www.iso.org/members.html.
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Introduction

The target audience of this document includes but is not limited to academics, solution architects,
customers, users, developers, regulators, auditors and standards development organizations.
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Blockchain and distributed ledger technologies - Overview

of existing DLT systems for identity management

mechanisms by which one or more entities can create, receive, modify, use and revoke a set
attlributes.

Thiis document covers the following topics:

— | Managing identity for individuals, organizations, things (IoT & objects),functions and
and other entities including within and across DLT systems.

—| Description of the actors and their interactions and common interfaces.
—| Architectures.

—| Existing relevant standards and frameworks.

2 | Normative references

Thie following documents are referred to in the text’in such a way that some or all of the
constitutes requirements of this document. For\dated references, only the edition cited aj
undated references, the latest edition of the reférenced document (including any amendment

ISQ 22739, Blockchain and distributed ledgér technologies — Vocabulary

3 | Terms and definitions
For the purposes of this docwment, the terms and definitions given in ISO 22739 apply.

ISQ and IEC maintain terminology databases for use in standardization at the following addrg

—| ISO Online browsing platform: available at https://www.iso.org/obp

—| IEC Electropéedia: available at https://www.electropedia.org/

4 | Abbreviated terms

t, i.e. the
bf identity

processes

ir content
plies. For

5) applies.

pSses:

AML Anti-Money Laundering

BCOS Be Credible, Open & Secure
BSP Biometric Service Providers
CCG Credentials Community Group
CHAPI Credential Handler API

CMS Confidential Messaging Service
DID Decentralized Identifier
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DIF Decentralized Identity Foundation

DKMS Decentralized Key Management System

DLT Distributed Ledger Technology

EBSI European Blockchain Services Infrastructure
elDAS EU Regulation on electronic Identification, Authentication and trust Services
ERC Ethereum Requestfor Comments

ESSIF European Self Sovereign Identity Framework
FISCO Financial Blockchain Shenzhen Consortium
GDPR EU General Data Protection Regulation
HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

ID identity

IDMS Id Management System

INATBA International Association for Trusted Blockchain Applications
IPFS InterPlanetary file system

JSON JavaScript object notation

JSON-LD JSON Linked Data

JWT JSON Web Token

KTDI™ Known Traveller Digitakldentity

KYC Know Your Customer

NIS Network and fnfermation Systems

PKI public keyinfrastructure

SDK software development kit

SIOP Self-issued OpenlID Provider

SSI Self-Sovereign Identity

RFC Request for Comments

TolP Trust over IP

TOOP The Once Only Principle

URI Uniform Resource Identifier

VC Verifiable Credentials

W3C World Wide Web Consortium

2 © IS0 2022 - All rights reserved
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WebKMS Cryptographic Key Management Systems for the Web
ZCAP-LD Authorization Capabilities for Linked Data

ZKP Zero Knowledge Proof

5 Existing taxonomies and conceptual architectures

5.1 General

ThIis clause contains existing taxonomies and conceptual architectures, in the form of a list of
wHh

5.2

5.4

Re

idd
hig

ch

5.2

Thiere are two main approaches for the authority model, which is the way the system is contr

Thiere are different schemes for identifier origination. An identifier is originated starting

ge
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ich is not intended to be exhaustive.

NIST Taxonomic approach for blockchain IDMS

.1 General

ntity management systems as a National Institute of Standards anid-Technology (NIST) pub
hlights the different features and characteristics that are possible, also exploring the opp
hllenges and risks associated.

.2 Authority model

Top-down: A system owner acts as a centrakauthority that has control over identifier o
and/or credential issuance. This power cottld be delegated to create a hierarchical struct

Bottom-up: There is no single entity<acting as a central authority that has control over
origination and/or credential issuahce. Participants create and manage their own ident
credentials without the need of any permission, although they need to follow the (techn
of the identity systems.

neration of a blockchain address directly by the user who controls the custody of the 3
vate keys, usually with'the generation of a public/private key pair and then deriving a b
ress from the public key using a cryptographic hash function and some protoc
nsformations, Theére are also additional identifier origination schemes that do not starf
neration of atdhlockchain address but rather reference the address after generation.

ferent methods could be used to originate identifiers, as shown in Figure 1 (reprodi
Fmission from NIST): schemes that involve no initial registration or self-registration are
the'figure. The rightmost box labelled with “By a central authority” represents a top-down|

ference [4] provides an example of a taxonomic approach to understand emerging |

examples,

lockchain
lication. It
rtunities,

blled:

rigination
ure.

identifier
ifiers and
cal) rules

from the
Issociated
lockchain
bl-specific
with the

iced with
bn the left
authority

déll The schemes in-between are other possible alternatives.

In the top-down approach, credentials and/or identifiers are issued by a central authority (a corporate
office, a central government), while in the bottom-up they are issued by any user to another user, or
directly issued by a user to themselves.

©lI
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( User-generated identifier )

( Chain logic/registry ) ( No chain logic/registry )

— Simple blockchain address

4 S

(

No initial registration ] ( Initial registration )

-

idgntifier management
events that a relying
party needs to access to

Registry for

dolve an identifier

e N
By the subject I Byacuration |1 By a DAO I By a I ' By a central |
I market Il : | _eppsortium | authority
| I\ S N S S S N —
— Registry — Token-curated — Registry — Registry — Registry
contfolled by registry controlled by a controlled controlled
the qubject — Auction-based decentralized by a by a single
- Open registry autonomous consortium entity
regigtry organization — Registry
— Transaction (DAQ) controlled
subritted on a by federated
publiic entities
blockchain

Figure I~ Identifier origination schemes

5.2.3 Custody and delegation

Figure 2 (feproduced withypermission from NIST) shows different interactions between entities and
identity npanagementsystem; these interactions are either direct or delegated through custodian

this contelxt, a datastore is an off-chain personal storage linked with a given identity).

an
(in
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Blockchains Datastores

| | | | | |

| | | | | |
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interactions Ecosystem of custodians in the cloud I
|
Custodian 1 Custodian 2 I
| |
| ( Datastore ]( Wallet ]( Datastore ]( Wallet J |
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Credential data re?iircvelcsisbt'((;ct D.elegatic’ n _o_f.
download ) subject capgbilities
burden
Credential
data upload
Entity 1 Entity 2
Local Network Local Network

| Datastore )( Wallet )( Datastore )( Wallet ) ( Datastore )( Wallet )( Datastore )( Wallet
: Device 1 )( Device 2 ) ( Device 1 )( Device 2

~—

Figure 2 — Interactions between relevant actors

Usprs who lose their private keys can recover them if a specific key recovery mechanism has been putin
pldce, such as a user-designated Custodian, a list of user-appointed trustees (social recovery), fime delay
megchanisms and/or a central authority (when suited). Custodians could offer their services fthrough a
competitive market. Some types-of credentials can be transferrable from one user to anothef, as when
they represent ownerships-relations. All these interactions could be delegated through Custofians.

From one or more credentials it is possible to derive a presentation that allows Subject§ to share
verifiable information-directly with a relying party and authenticate themselves. This pr¢sentation
didclosure could be selective when it includes just a minimal amount of information, on a neegl-to-know
bakis, thanks to-advanced cryptographic techniques such as zero-knowledge proof (in this context,
pré¢sentation, mreans information derived from one or more credentials that a subject disdloses to a
vefifier to'communicate some quality about a subject).

Usprs’can be able to maintain a set of special purpose identifiers not linked with their primary(identifier,
e.g. by using pairwise pseudonymous identifiers with a dedicated identifier for each relationship with
a third-party. A pairwise pseudonymous identifier is an opaque unguessable subscriber identifier
generated by a Credential Service Provider (CSP) for use by a specific individual Relying Party (RP).
This identifier is only known to and only used by one CSP-RP pair. See https://csrc.nist.gov/glossary/
term/Pairwise_Pseudonymous_Identifier

5.2.4 Identifier origination schemes
The identifier origination schemes introduced before could be implemented in different ways, including:

— Credential Registry Acting as Identifier: the credentials for each participantin the system are stored
in a smart contract deployed on the system. This is typical of bottom-up approaches. Standards such
as ERC-725, Proxy Account, alleviate the burden on the blockchain from the need to deploy a smart

© IS0 2022 - All rights reserved 5
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5.2.5 Credential architectures

Credentialts could be stored on-chain or off-chain. On-chain credentials could be implemented such that
only the
credential architectures are possible including:

contract for each new identity in the system, and ERC-725 Key Manager, allows subjects to delegate
certain capabilities to custodians.

Global Identifiers Registry: a single monolithic (set of) smart contract(s) that acts as a global
registry for storing and managing all identifiers. The smart contract(s) logic defines the different
governance models. The registry can contain all the logic and data to resolve identifiers to their
metadata or hashes to the actual data stored elsewhere.

Anchors Registry: A single monolithic smart contract that acts as a global registry. The registry
contains hashes of 1dent1f1er management operations that are grouped together into bundles or
3 : e helpg ed

nd
on
smart contracts is that identifiers are not initially registered and stored on-chain, so)they are n¢n-
discoyerable.

Unsp¢nt Transaction Output Model: this is the identifier scheme used/in“Bitcoin and other
cryptpcurrencies, where identifiers are created by submitting transactions to the blockchain,|as
recipients of the unspent output from a transaction.

ashes of the credentials are stored on the blockchain, for comparison purposes. Differ¢nt

Per-Identifier Credentials Registry: Credentials are\nranaged as entries in a per-identifier smart
contrfict that acts as a container. The subjects could have unilateral control over their credentials,
adding or removing them from the contract as‘preferred. This architecture creates a significant
load gn the blockchain. ERC-735, Claim Holdek reduces the burden on the blockchain.

Globall Credentials Registry: In this case;-there is a single smart contract. The identifier that has
deployed the system owns this smart.contract, and could delegate, transfer, or limit the authorjity
over if with respect to other identifiers: this architecture supports credentials revocation. Examples
of thig architecture are ERC-780;Ethereum Claims Registry and ERC-1056.

Non-Hungible Token Repository: in this approach a Credential is a Non-Fungible Token (NFT]), a
token| that is unique and-possibly transferable. NFT Repositories are useful for managing digital
ownefship. Example of‘this architecture are ERC-721, Non-fungible Token Standard.

User-Mintable, Predefined, Non-Fungible Token: in this architecture a credential takes the form of
an enfitlementtotlet a user create (“mint”) a predefined and pre-assigned NFT according to specific
conditions.

Off-chain Object: in this architecture, a credential is an off-chain object, that manages the dirgct

comnys umcation hatwwaan Y\r\rf\nc

TrrreTreroT o ety e potrere o

Architectures for identifiers as in 5.2.4 could be combined with different architecture credentials,
with possible examples:

— Global Identifiers Registry and Per-Identifier Credentials Registry: SmartID project from
Deloitte.

— Global Registry for Identifiers and for Credentials: Smart contract-based PKI (SCPKI), BlockPKI.
— Off-chain Objects with Global Credentials Registry: uPort, Hyperledger Indy.
— Non-fungible Tokens with Global Credentials Registry: ERC-1616, Attribute Registry.

© IS0 2022 - All rights reserved
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5.3 Functional role of DLT in identity systems

Different initiatives propose different roles for the DLT in identity management. Most popular roles
include:

Associating identifiers with public keys (“Decentralized PKI”): within this role, a DLT is primarily
used for establishing an association between an identifier and a public key.

Attestation of credentials: similar to digital signature or timestamping on credential as found in
traditional systems.

5.4

Th
to
pr
an

Its
cry

sp
of

6

6.

1 General

Support for credentials revocation: the DLT is used to support the revocation of credentiIls.

Definition of common credential templates: a common template for credentials is stored in the DLT,

to promote interoperability.

Trust Anchors: DLT can be used to define some initial trust anchors.

Il Trust Over IP Foundation

e Trust over IP (TolP) Foundation (https://trustoverip.org/), homed-at The Linux Foundation, aims
simplify and standardize how trust is established online so that everyone can feel safe, s¢cure, and
vate in all of our digital interactions—whether between individuals, businesses, goverrments, or
y “thing” on the Internet of Things.

mission is to define a complete architecture fori\nternet-scale digital trust that [combines
rptographic trust at the machine layer with humanitrust at the business, legal, and sodial layers,
pcifying how standards and components can be combined to fulfil the requirements of all fpur layers
the stack, for both governance and technology.

Existing DLT systems for identity management

Thiis clause contains a list of examples that includes (but it is not limited to) several relevant existing

sy

6.1

uP
is
to
ide
fil€

tems.

' uPort

prt!) [Z], providesa platform for self-sovereign digital identity management (Self-Sovereign Identity
hn emerging concept associated with the way identity is managed in the digital world. According
the Self-Sovereign Identity approach, users are expected to be able to create and control [their own
ntity, without relying on any centralized authority, see https://ec.europa.eu/futurium/en/system/
s/ged/eidas_supported_ssi_may _2019_0.pdf). The provided platform includes:

The uPort Serto App, to re-forge user trust by putting users back in control of their pergonal data

and identity. With the uPort app they can locally store their credentials and decide when and with
whom they want to share.

The uPort SDK, to integrate uPort’s trusted data and identity management platform solution in
a mobile app, letting customers securely store their private data with confidence and peace of
mind. They can control their most important attributes and how and when they share them with
companies, institutions, and peers.

The uPort Libraries.

1

uPort is an example of a suitable product available commercially. This information is given for the convenience

of users of this document and does not constitute an endorsement by ISO of this product.

©lI
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uPort is described as a self-sovereign digital identity platform - anchored on the Ethereum blockchain.
The uPort technology primarily consists of smart contracts, developer libraries, and a mobile app. uPort
identities are fully owned and controlled by the creator - independent of centralized third-parties for
creation, control or validation.

The company offers a collection of tools and protocols for building decentralized user-centric
applications, built on open standards and open source libraries. It is based in the use of Ethereum
addresses as identifiers and the use of a specific contract for registering and managing DIDs, according
to the ERC-1056 Lightweight Identity Ethereum Improvement Proposal (EIP), and JSON Web Tokens for
protocol requests and responses, according to IETF RFC 7519 (https://tools.ietf.org/html/rfc7519).

As explai]led in the uPort specifications, a uPort identity is just someone or something that can's
data or trjinsactions and receiving signed data about itself.

An identitly has:

uPortl8] provides an Ethr-DID library conforming to ERC-1056 intended t¢-use Ethereum addresses
fully self-lnanaged DIDs. It allows a user to easily create and managedeys for these identities and |
the user gign standards compliant JSON Web Tokens (JWT) that can,be consumed using the DID-]V
library. This library encapsulates the functionality of Ethr-DID<Resolver and Ethr-DID-Registry, a
supports the following capabilities:

The Ethr-PID-Registry is a smart contract that facilitates public key resolution for off-chain (and
chain) aufhentication. It also facilitates key rotation, delegate assignment and revocation to all
3rd party] signers on a key's behalf/as well as setting and revoking off-chain attribute data. Thg
interactiops and events are used.in-aggregate to form a DID's DID document using the Ethr-Did-Resoly

The Ethr-PDID-Registry supparts the following operations:

An Idgntifier in the form of a DID.
A signping key.

A publlic key stored on the uPort Registry.

Creatp and manage keys for DID identities.
Sign JWTs.
Authgrize third parties to sign on a DID's behalf.

Enable discovery of service endpoints (e.g.decentralized identity management services).

Looking up identity ownership.

Changing identity ownership.

Looking up@delegate.

gn

as
pts
VT
nd

pn-

pSe
er.

dalag D) anaadad I o A a nrawadao o

operaon orto sign ]WT (aWeb3 provider is the way the Web3.js framework talk
see https://web3.py.readthedocs.io/en/stable/providers.html)

Revoking a delegate.
Enumerating delegates off-chain.
Setting off-chain attributes.
Revoking off-chain attributes.

Reading off-chain attributes.

so the blockchain,

er
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Enumerating linked identity events.

Assembling a DID document.

An identity can:

:2022(E)

Sign JWTs to authenticate themselves to a third party, and disclose private information about

themselves.

Receive requests for disclosure about themselves.

Cu

6.

DI
fou
int

Receiveanmd storesigned third party verifications about themnrsetves:
Sign Ethereum transactions.
rrently, uPort supports the following application flows![2l:

Send Verification Claim Flow, to allow a user to request a Verified Claim te an‘issuer, and
to create and deliver Verified Claims to a user. A Verifiable Claim is always Signed by the i
includes the DID of the issuer, the DID of the subject, the time of isswance and a set of on
claims.

Different claims about the same entity will have the same subject'DID, essentially corresy

or more items of interest (I0Is), e.g., subjects, messages;actions, ... means that within t
(comprising these and possibly other items), the attacker can sufficiently distinguish
these I0Is are related or not, see https://tools.ietforg/id/draft-hansen-privacy-termi

an issuer
ssuer, and
e or more

onding to

her Ethereum address, allowing linkability [from an attacke¥’s perspective, the linkability of two

he system
| whether
nology-00

.html]. Conversely, unlinkability is the inability for'the attacker to sufficiently distinguis
these IOls are related or not.

Selective Disclosure Flow, to allow a relying-party to request a user for claims. This flow|
by a Selective Disclosure Request and a\Selective Disclosure Response. The Selective 1

to support Verifiable Claims) requested from a user. The response is always signed and if
includes an array of Verified Claims JWTs or IPFS hash of JSON encoded equivalent.

Ethereum Transaction Request Flow, to allow a client application request a user to sign an
transaction.

Private Chain Provisioning Flow, with experimental support for supporting Ethereum ag
private chains.

3 Decentralized Identity Foundation (DIF)

ndational elements necessary to establish an open ecosystem for decentralized identity a
eroperability between all participants.

h whether

is formed
Disclosure

Request can specify requirements forlaims (based on the OpenlID-Connect specification adapted

normally

Ethereum

counts on

 (https://identity.foundation/) is an engineering-driven organization focused on developing the

nd ensure

DIF

£ H pa | 1 - a£a e pa | - 4+ | pa | £, 4+ 1 4 d d
TOTUSTS TIT UCTVTIUPIITE SPTULITILALIUILS AU TIITT STITE STalludlUs TUT PIUTULULS, CUIIIPULITIILS, an ata

formats that implementers can execute against, and seeks to align industry participants to advance
their common interests.

Currently DIF has the following working groups:

©lI

Identifiers and discovery.
Storage and compute.
Authentication.

Claims and credentials.
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DID C

ommunication.

Sidetree development & operating group.

Secure data storage.

Interoperability.

DIF produces the following specifications related to this document:

Universal Resolver: specification and implementation of a driver-based framework that enables

resolytiomrof Bibs:

Unive
creat

Well-}
DIDs

Ident

DID A
stron
gener

on/updates/deactivation of DIDs.

known DID configuration: specifications, documents, and implementations._fdr” discover
'rom well-known HTTP(S) URIs.

ty Hubs: encrypted personal datastore for identity interactions and detentralized apps.

uthentication Profile for SIOP: Defines how to use OpenID Connect-{0IDC) together with {
b decentralization, privacy and security guarantees of DID for ezeryone who wants to hay|
ic way to integrate SSI wallets into their web applications.

DIDC¢mm JS Lib: A shared effort with the Hyperledger Aries project to create a standardized me3

of aut

Credse
crede
partig
crede
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use |S
W3C-
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henticated general message passing between DID conttollers.

ntial Manifest: The DID Credential Manifest is a format that aims to normalize the process
ntial acquisition, wherein the issuer is able to describe the requirements that the subject
ipantin the credential generation process needs to meet for the issuer to generate the desit
ntial.

DN Schemas: The VC JSON Schema specitication aims to provide a standardized mechanism
ON Schemas as the data backing forVerifiable Credentials. Though the repository lives in {
CCG, this working group containg§ key contributors and has a vested interest in contributing
velopment of the specification:

ee protocol: specifications) documents, and implementations for the chain/ledger-agnos
caling protocol.

stria ID

D is the digital-identity project of the Identity Commission of Alastria (https://alastria.ig

rsal Registrar: specification and implementation of a driver-based framework that(enables

ng

he
e a

ns

of
or
ed

to
he
to

(=3

ic

/),

system imshown in Figure 3. Their proposal for digital identity in blockchain aims to prov
ructuresand development framework, to carry out sovereign digital identity projects, w
ralidity-in the euro zone, following these premises:

de
ith

Follov

. the gnidp]inpc of the n-ldnnfify ‘A/nrl(chnp report, of the EU Blockchain ﬂhcnrvafnry

nd

Forum (https://www.eublockchainforum.eu/sites/default/files/reports/workshop_5_report
-identity.pdf).

Comp

-_€

liance with eIDAS Regulation.

Make the digital identity in blockchain and the GDPR two complementary tools, following
the recommendations described in EU Blockchain Observatory and Forum (https://www
.eublockchainforum.eu/sites/default/files/report_identity v0.9.4.pdf) and the study from European

Parliamentary Research Service (https://www.europarl.europa.eu/RegData/etudes/STUD/2019/
634445/EPRS_STU%282019%29634445_EN.pdf).
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A digital identity[19] allows the user/subject to authenticate and present (certified) personal information
in order to get a service, those actions require the creation and set-up of a digital identity and the
gathering of certified personal information (credentials) from trusted sources.

Members Services developed by Alastria members
compete on the
applications Smart Smart Smart Smart Smart Smart
contract contract contract contract contract contract
Social
- " netwarks
Self-sovereign identity ) S %
Members &
= Customer
collaborate on \ ) o ]
the = Permissioned Privacy Usage ‘@
%]
infrastructure & data =
Blockchain «“
~ g Fiinal

\ [ product

—~ -~ —~

= [ [

° ° °
-8 D 0000
% o0 =
Suppliers  Logistics Factories Logistics Retailer

Figure — Alastria ecosystem

For pseudonymous single usage, if. presenting some information in order to get a service where the
sefvice provider does not need, to.record anything and is not going to provide services in ajrecurrent
wdy an Alastria ID is enough.;€onsider for example a user presenting a credential entitling tp obtain a
digital asset (photo, song, eted or access to a given place (building, conference centre).

When authentication is\required or when recurrent service is going to be provided or when the service
provider needs to record the presentation gathered, the Alastria ID could be recorded in ordgr to make
easgier to provide/the’service or record interactions with the user.

For credentjaliissuance linked to an Alastria ID, the Alastria ID also needs to be recorded by the entity.

ID [is likely to be recorded by the entity. When there is another identifier used by the entity to identify
interbally the same user (Legacy Id), the Alastria ID and the Legacy Id are intended to |be linked
together. The general flow of operations is shown in Figure 4.

TIIn, touse Alastria ID in front of a given entity (service provider or credential issuer) the user Alastria

There are different situations that are possible for the relationship between a subject and a given entity
(service provider or credential issuer), depending on whether the user has an Alastria ID, a Legacy Id
for that entity and whether the Alastria ID is recorded (and linked to the Legacy Id) by the entity.
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Alastria ID considers the following operations:

Credentia

The Data Flow and Registry

Alast

Onbo
Alast
Alast
Alast

Alast

operation
avoid cor
different.

hash are 4

12

Igsuer Alastria Blockchain Service provider

Personal
Data

DID

User Repository
Credentials National ID Presentation
) Postal Address
National ID )
Postal Address 3, National ID
IBAN / N | N N 2 IBAN
N

\/ﬁ (>%jl":< _______ Illbl‘('_lb’l."

Unlinkable Blockchain O~
Actions Registry

Figure 4 — General view of Alastria ID flows'and registry

hrding with Alastria ID.

ia ID registration & legacy Id linkitg:

ria ID authentication.

ia ID credentials: credential‘issuance, credential revocation, credential query status.
ia ID presentations: present presentation, withdraw presentation, presentation query stat|

| issuance and presentation operations are registered in the DLT as evidence. Each credent
generates a specific hash, that stored in a tuple associated with the corresponding role.
relation, the issuer generated credential hash and the user generated credential hash 3
Similarly, the user generated presentation hash and the relying party generated presentat
Iso different. See Figure 5 for a pictorial representation.

[ia ID creation. Subjects are identified by DIDs anchored in an Ethereum network, as in the
uPort)/DIF initiatives.

ial
To
\re
on
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Thie European Blockchain Services Infrastructure (EBSI, see https://ec.europa.eu/cefdig]
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Figure 5 — Unlinkability of transactions

b European Self Sovereign Identity Framework (ESSIF)

play/CEFDIGITAL/EBSI) is a joint initiativeSfrom the European Commission and the
ckchain Partnership (EBP, see httpsi//ec.europa.eu/digital-single-market/en/news

untries-join-blockchain-partnership)  to, deliver EU-wide cross-border public servi

SI became a CEF Building Block,\providing reusable software, specifications, and services {
bption by EU institutions and.European public administrations.

2022(E)

der

ital /wiki/

European

european
fes using

ckchain technology. The EBSI is materialized as a network of distributed nodes across Europe (the
ckchain), leveraging an increasing‘number of applications focused on specific use caseq.

In 2020,
0 support

SI Platform is a peer topeer network of interconnected nodes. The European Commissio
hinimum number of EBSI nodes at European level and the Member States operate EBSI

Thie architecture of each node is composed of two main functional areas (see Figure 6, repro

pe

‘mission fromEBSI):

A set of four layers comprising components which together provide the EBSI infra
which centain capabilities common to all use cases. These layers include generic capab
coniectivity to Blockchain networks.

Aset oftwolayers comprising use case-specific components enabling support for hosting

operates
odes at a

ional level. All thernodes are able to create and broadcast transactions that will update fhe ledger.

ced with

structure,
jlities and

fbusiness

©lI

applications.
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Use Cases

EBSI
Applications

Layer
y Common

Applications

These are specific applications
for use cases and can be in EU /
Regional / Member State scope.

These are specific applications
for use cases and can be in EU /
Regional / Member State scope.

EBSI Core EBSI Core

Service Layer

Servic: Layer

EBSI Hxternal EBSI External
Interfdces — Interfaces Layer
Layer

EBSI (hain EBSI Chain Layer
Layer — and Data Stores

These are enablers for all
applications and provide services
for both on-chain and off-chain.

Here EBSI platform compone
communicate with third pa%ﬁk

systems and protocols.
C~

A\
This layer enco a@es the
blockchain e[é Is, and adds
data storage\capabilities.
N

3y

EBSI Network EBSI Network
Layer Layer

Allwetwork interfaces are
captured in this layer, be they
private, public, regional.

Governance

Figure 6 —EBSI layered approach

ESSIF is ¢ne of the use cases of EBSI} aiming to implement a generic self-sovereign identity (SSI)

capability

centralizdd authorities.

ESSIF has|defined a data mode€l considering:

allowing users to creaté and control their own identity across borders without relying|on

Identitiesand DIDsanchoredinaDLT,allowing for multiple DIDs, aligned with W3CDID specifications.

Verifipble IDsycaySpecific type of credential tailored for identification purposes under the currént

elDAJ Regulation.

Verifipble "Attestations, covering other credential types, when needed inheriting attributes frpm

1D

+ T NN
pare CVUIIIIAdUIT 11O,

Links with the eIDAS Levels of Assurance, and with the legal value of presentations.

ESSIF’s key flows include:

14

DID registration.

Obtaining verifiable IDs.

Obtaining verifiable attestations.

Linking verifiable IDs with OpenID Connect.

Submitting verifiable attestations.
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Some of the specific components analysed include the eIDAS Bridge, to seal verifiable credentials, and
the Trusted Issuers’ Ledger. Figure 7 (reproduced with permission from EBSI) shows the different user
stories for the different actors in the system.

Holder
Request credential Construct presentation
Browse credentials Reject presentation request
Request a product/service Un-/suspend presentation
;' _________________ l‘ ________________ 71 Untiversal
| Agent selection Business relations management |
_: Agent installation Policy management :_ 1.
| Relationship establishment Digital signing | '
I Session establishment Secure data storage I !
P © A N
|
[ Y 2 B/ e ':_ I |
Issue credential | Request a presentation |
Un-/suspend credential ' Verify presentation (time independent) :
Revoke credential ' Verify presentation (time dependent] |
L et e e ee— e B J
Issuer Verifier
Figure 7 — ESSIF User stories per actor

6.6 Sovrin™ Network, Hyperledger Indy, Hyperledger Aries and Hyperledger Ursa

The Sovrin™2) Network [https://sovrin.org/) is described as a public service utility| enabling
selff-sovereign identityon-the Internet. The Sovrin Network is decentralized, meaning individuals
can collect, hold, and-ghoose which identity credentials -such as a driver’s license or enjployment
cr¢dential- withoutpelying on individual siloed databases that manage the access to those criedentials.

Soyrin™is an.open source project that offers the tools and libraries to create private and sqcure data
mgnagementisolutions that then run on the identity network of Sovrin™,

Thi follawing is the set of actors who play a role in the Sovrin™ Network (see Figure 8 and Figure 9):

— L Holder/Praver: acquires_stores and presents idpnfify claimstoan inspector, and submitsla registry

identifier to the identifier registry.

— Issuer: issues identity claims to a holder and verifies identifier ownership through the identifier
registry.

— Inspector/Verifier: requests claims from holders and verifies identifier ownership through the
identifier registry.

— Identifier registry: in charge of maintaining the digital identifiers (DID’s) registered.

2) Sovrin is the trademark of a product supplied by the Sovrin Foundation. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO of this product.
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\

Holder
Issuer Acquire, store, Inspector
Issue claims _ present claims _ Request claims
Issue claims y Present claims
Register
identifier
Verify \/ Verify
identifier identifier
ownership ownership
> Identifier registry

Maintain identifiers

Figure 8 — General roles (similar to W3C Verifiable Credentials Data Model)

4 ) ) A

I$suer Holder / Verifier
prover
Requests Requests
credential proof
dens o Wa&@ﬁ L et
crejdential Issues A Presents signature

\ / credential \ / proof \ /

L3  ;

N
[ C)()ecentralized identifiers (DIDs)

Public blockchain or other decentralized network

NOTE Reproduced'with permission from ssimetup.org.

Figure 9 — Roles and main flows instantiation

Sovrin™ is a consortium blockchain where everybody can use the platform, without prior permission.
However, Sovrin™ is permissioned ledger with a known set of validator nodes, called stewards, which
achieve consensus on the ledger.

Sovrin™ uses DKMS, a new approach to cryptographic key management intended for use with
blockchain and distributed ledger technologies (DLTs) where there are no centralized authorities[1],
DKMS inverts a core assumption of conventional PKI (public key infrastructure) architecture, namely
that public key certificates will be issued by centralized or federated certificate authorities (CAs). With
DKMS, the initial "root of trust" for all participants is any distributed ledger that supports a new form
of root identity record called a DID.
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A DID is a globally unique identifier that is generated cryptographically and self-registered with the
identity owner’s choice of a DID-compatible distributed ledger, so no central registration authority
is required. Each DID points to a DID document—a JSON or JSON-LD object containing the associated
public verification key(s) and addresses of services such as off-ledger agent(s) supporting secure peer-
to-peer interactions with the identity owner.

DIDs are a new type of identifier designed for cryptographically verifiable digital identity that are
“independent” or “self-sovereign”, i.e., fully under the control of the identity holder and not dependent
on any centralized registry, identity provider, or certificate authority.

DIL direc o—the Sg public ledger is called a public DID, whereas a pairwise
pseéudonymous DID shared and stored privately “off-ledger” between the agents for two identifty holders
is galled a private DID. The ability for Sovrin™ infrastructure to support both is fundamentfal to both
its|Privacy by Design architecture as well as its ability to scale.

Sirjce no third party is involved in the initial registration of a DID and DID document, it [begins as
"trustless”. From this starting point, trust between DID-identified peers cambe built up thirough the
exthange of verifiable credentials—credentials about identity attributes<that include crypgtographic
proof of authenticity of authorship.

~

Soyrin™ identity holders can also choose to have one or more DIDs)and associated DID documents
adfled to the Sovrin™ public ledger.

In Sovrin™ Infrastructure, the DKMS standard applies to Walets and Agents. A Wallet can lpe defined
as p software module, and optionally an associated hardwafe module, for securely storing and|accessing
Private Keys, Link Secrets, other sensitive cryptographi¢key material, and other Private Data used by
an(Entity. A Wallet is accessed by an Agent. An Agent is a.software program or process used by or acting
on[behalf of an Entity to interact with other Agents6t with the Sovrin™ Ledger or other djstributed
ledgers. Agents are of two types: Edge Agents run‘at the edge of the network on a local devfice; Cloud
Agents run remotely on a server or cloud hosting service. Agents require access to a Wallet ip order to
perform cryptographic operations on behalf-of the Entity they represent.

Thie Sovrin™ architecture is summarized in three layers:

—| Sovrin™ Ledger: is the key component of Sovrin™ project. It is a distributed ledger of hon-profit
public organizations governed by Sovrin™ Foundation. The steward nodes of this l¢dger run
The Plenum protocol, which is an enhancement version of the redundant Byzantine fault tolerant
protocol.

—| Sovrin™ Agents;~Users interact with Sovrin™ through agents that are acting as addressable
network end peints. Sovrin™ agents provide many functions in the network such as Persistent
P2P messagifnig €ndpoints, coordination endpoints for multiple clients, encrypted data storage and
sharing, ete:

—| Sovrin™ Clients: Applications operated on edge devices (smartphone, laptop, etc.) to gnsure the
communication with Sovrin™ agents and ledger in order to conduct identity transactions.

Atla7High level, the corresponding abstract DKMS architecture consists of three logical layers see
Figure 10):

— The DID layer is the foundational layer consisting of DIDs registered and resolved via distributed
ledgers.

— The cloud layer consists of server-side agents and wallets that provide a means of communicating
and mediating between the DID layer and the edge layer. This layer enables encrypted peer-to-peer
communications for exchange and verification of DIDs, public keys, and verifiable credentials.

— The edge layer consists of the local devices, agents, and wallets used directly by identity owners to
generate and store most private keys and perform most key management operations.
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Reproduced with permission from ssimetup.org.
Figure 10 — DKMS layered abstractapproach
hirchitecture supports five basic claim types. All*of them store claims data as JSON objects, {

Hata interoperability format for Sovrin™;

fext claims are directly readable, with.-no hashing or encryption. Public cleartext clai
tended for public identities with no expectation of privacy, e.g., claims about business a
nmental identities that are a matter;of public record (and which with Sovrin™ can be fu
bd).

pted claims contain an encrypted version of a cleartext claim, where the entire claim can

decrylpted with a single symmeétnic or asymmetric private key.

— Hash
owne

— Proof
enabl
esped
Data
a par
which

signature claims contain a specially encrypted tree of cleartext claims, where the ident]
I can selectively reveal specific claims to specific relying parties.

of existence claims (aka POE claims or hash claims) are simply hashes of digital objects tl
e an identity‘owner to prove that a digital object existed at a point in time. POE claims 3
ially useful for proving consent as required under privacy regulations such as the EU Gene
Protection Regulation (GDPR). When an identity owner gives consent to a relying party
ficulaf usage of personal data under GDPR, a hash of the consent receipt or link contract]
both parties agreed can be written to the ledger as a claim. The hash itself does not reveal 3

he

ms
nd

1y

be

ity

hat
\re
ral
for
to

ny

information about the consent—or even the relationship of the parties— but can be used by either

party

to prove consent was granted.

— Anonymous credentials transmit claims information without actually containing either a cleartext
or encrypted version of the claims data. Rather they are a cryptographic method of providing a
proof about a claim. The classic example of an anonymous credential is a proof of age (i.e. “over 21”)
that does not reveal the actual birthdate.

Using Sovrin™, an inspector/relying party can, for the first time, do all of the following without ever
needing to contact the issuer of a credential:

— Confirm that the data provided to them (or proofs about such data) by an identity holder came from

the st

18

ated issuer.
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— Confirm that the data is unchanged.

— Confirm that the data was provided only to the identity holder who has presented it.
— Confirm that the data has not been revoked by the issuer.

Also, an issuer can:

— Create and issue any type of credential without waiting for a central body or data hub to update its
limited transaction set to accommodate it.

experiences or handle multiple technical integrations with thousands or millions of relyi

—| Provide its customers with trustworthy digital credentials that can be used anywhere in|the world
instantly.

—| Revoke the ability of a lost/stolen device to be used to fraudulently represent'the identity holder.

Anld all of the above can be done in a highly privacy-preserving manner,protecting the identjity holder
frdm intended or unintended correlation and inadvertent data leakage

Finally, the elements stored on the Sovrin™ distributed ledger include:

o

—| Public DIDs and associated DID documents with verification keys and endpoints (defined|above).

—| Schemas and credential definitions: To support the interoperable exchange of verifiable cijedentials,
the Sovrin™ ledger stores two specific objects: schema definitions and credential definitfions.

A schema definition is a machine-readable definition of a set of attribute data types and formats
that can be used for the claims on a credential. Once a schema definition has been written to the
Sovrin™ ledger, it can be used by a credettial issuer (bank, passport office, university,|employer,
etc.) to create an issuer-specific credential definition that is also written to the Sovrin™ Jedger.

—| Revocation registries: this is a hew solution to credential revocation that is decdntralized,
asynchronous and private.

A revocation registry is ddta structure written to the Sovrin™ ledger by the issuer. It feferences
the credential definitiomand contains a single (long) number called a cryptographic acqumulator.
This number can be ¢hecked instantly by any relying party when it needs to ensure a data in a
proof it has been given has not been revoked by the issuer.

—| Agent authoriZation policies. This is another specialized use of cryptographic accumulators and
zero-knowledge cryptography on the Sovrin™ ledger to enable an identity holder to prove to a
relying party that a particular agent is authorized to communicate on the identity holder(s behalf.

Elgmentsthdt are never stored in the Sovrin™ distributed ledger include:

—| APrivate DIDs.

— Private credentials.
— Consent receipts or records of credential exchange transaction.

The Sovrin™ protocols has been donated and is maintained by the Hyperledger open source
collaborative effort, as part of the Linux Foundation.

Hyperledger™3) Indy (https://www.hyperledger.org/use/hyperledger-indy) provides tools, libraries,
and reusable components for providing digital identities rooted on blockchains or other distributed

3) Hyperledger is the trademark of a product supplied by the Hyperledger Foundation. This information is given
for the convenience of users of this document and does not constitute an endorsement by ISO of this product.
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ledgers so that they are interoperable across administrative domains, applications, and any other silo.
Specifically, the Sovrin™ Network is the largest public deployment of Indy.

Hyperledger™ Aries (https://www.hyperledger.org/use/aries) is an infrastructure for blockchain-
rooted, peer-to-peer interactions. It includes a shared cryptographic wallet for blockchain clients
as well as a communications protocol for allowing off-ledger interaction between those clients. This
project consumes the cryptographic support provided by Hyperledger Ursa (https://www.hyperledger
.org/use/ursa), to provide secure secret management and decentralized key management functionality.

6.7 WEF Known Traveller Digital Identity (KTDIT™)

The Known Traveller Digital Identity (https://ktdi.org/), is a World Economic Forum initiative that
brings together a global consortium of individuals, governments, authorities and the travel ipdustry to
enhance security in world travell12],

KTDIT™4) |allows individuals to manage their own profile and collect digital attestations of thiir
personal flata, deciding what data to share and when. The more attestations a traveller accumulages
and sharefs, the better consortium partners, governments and other parties can provide a smooth and
safe trave] experience.

ing is the set of actors who play a role in the KTDIT™ initiative:
— Trave]lers who want to benefit from the following:

— Eliminating redundancy, specifically the need to fill out the same information when booking a
flight, hotel, car, visa application, immigration card, fast:track programme, VAT recovery, et¢.

— Ekpedited passage since immigration, hotel cheekéin and others have complete, formatted
ctistomer identify and information.

celerated decision-making from governmeiits regarding entry.
— Airlinles whose benefits are:

— Inicreased accuracy and reducedcairline fines/exposure through valid identity management,
ich as a mobile passport passed via the platform.

%)

educed distribution of customs forms to each flight allowing staff to serve customers.

R
— Fhster connections of(travellers would allow airlines to reduce block times and still have|as
nmany connecting opportunities, perhaps leading to greater aircraft utilization.

—

pbwering landifg)costs and station rents by reallocating space at airports to retailers.

— Hotelf that want'to benefit from the following:

phssport, photocopy it, and file it, speeding up the check-in process, and improving safeguarding
ofcustomer data

— I]Eproving service efficiency as front-desk representatives will not need to ask travellers for a

— Ensuring accurate staffing at hotels through more accurate arrival/departure information.
— Airports that want to benefit from the following:

— Freeing up space as customers have virtual forms filled out and do not require areas dedicated
to fill out forms.

— Improving airport and city perception as queues become smaller given that more people can be
expedited.

4) KTDI is the trademark of a product supplied by the World Economic Forum. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO of this product.
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— Lowering landing costs and station rents by reallocating space at airports to retailers.

Governments that want to benefit from the following:

Ensuring data accuracy by exposing the data from the virtual hub/platform.

Guaranteeing complete data for profiling/risk purposes thanks to the platform, as passengers’

book outside the global distribution system (GDS) channel 50 % to 70 % of the time.

Better decision-making thanks to more customer data; governments can spend more time on

people without as much background data, which can make their countries safer.

Fig

-

Clearer traveller profiles could influence foreign governments’ decision to allow/entry and

expedite admittance to Fast Track programmes or expedited lanes (knowing-that a
already a member of US Global Entry could give another country more confidence in €
that person’s entry).

Greener as there will not be the need to print as many forms and worr{ about their dis

person is
xpediting

tribution.

More efficiency by having all of the data from the forms in a standardized, easy-to-read, already-

input system and avoid storage of paper or scanning or data entvy.

Reducing staffing and training costs as passengers can be-scanned more efficiently r¢
agents handling more passengers.

Traveller downloads Identityymust be validated

application, which by a-government authority enrolment eveg

serves as the traveller’s td.ensure data in physical added to the by

mobileinterface. passport matches data in Biometric and
the application. biographic inff

Signed identit

Fingerprints and face scan is stored in an

B are captured. \\___ D [%ET!' enrolment bag

& |
Traveller creates a profile

Traveller shares public key via
and scans.passport.

QR code with government
authority. Authority adds
official private-key signed
attestation to traveller’s
identity.

Figure 11 — Known Traveller Digital Identity enrolment

bsulting in

ure 11 to Figure 16 (from Reference[5]) show the steps‘f a practical use case involving npost of the
actors we have described above:

@
B & )

y
nt is
lockchain.

pbrmation

kend.
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through booking
process on airline
website.

Would you like to share
your digital identity and

itinerary now to apply for

G

Along with passport
information sharing as it
happens today, pointer to
traveller’s digital identity is
shared with arrival country

Myes
Ono

g (9
(o)
Based on risk
assessment traveller
receives instructions
about how to proceed
through immigration

your visa or ETA?
Would you like to share the [y, ¢
following components of CIno

your digital identity with

authority. (
\ D ¥
[ V]

and customs upon
arrival.

Border Controltoapnlufor
PP

expedited clearance?

During information entry, traveller is
asked for specific identity-sharing
approval to government agencies
based on immigration policies.

The approval provides a pointer to
traveller’s digital identity for travel
authorization or pre-clearance.

7
¢ =
| L4
At security checkpoint and

immigration exit, automated
biometric scanner validates

Border authorities
have access to an
additional data point
to pre-screen
travellers.

Figure 12 — Pre-trip: Booking, travel authorization and pre;screening
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through application if identity. Otherwise,
informatiémhas not traveller can use
previolisly been shared. application to share
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Figure 13 — Departure
22
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Upon entry into the
country, a signed
attestation is added to
the traveller’s digital
identity.

v
AL

Authorities have access

processing through

customs questions . . e
q biometric verification.

directly on the
application.

A e

\
After several journeys,
traveller’s digital

Figure 14 — Arrival

identity has been unmodified travel history
stamped numerous \_/ and enable potential ease
times. of future travel.

Figure 15 — Improving Known Trayveller Digital Identity profile credibility

to view all travellers in
the arrival hall based

on face-in-the-crowd
technology. Specific
people can be stopped
for additional screening,

5 §

/
Authorities can trust the
attestations, access

KTDI™ js a digital identity that includes(biometric, biographic and travel history data that enables
th¢ traveller to authorize entities in the(traveller journey to access selected information abofit them to

allpw for risk-rating, verification and:aecess.

Beheficial aspects include:

—1| Enabling traveller to be'a_partner in the security process.

—| Respecting sovereignty of countries.

—| Incorporating the ability to undertake verification and risk assessment.

—| EnablingeXtensive, upfront structured information sharing with entities.

—| Risks-ideéntified through enhanced opportunity for data exploitation and analysis agafjnst other

databases.

PC antialiccnocinchiida:

oo oo Treo-rrrerereres

— Requiring trust between entities.
— Privacy risks need to be addressed.

— Government support is critical for success.

The KTDI™ initiative has produced a prototype (see Figure 16 for a blueprint of it), which makes use of
four core technologies: distributed ledger, cryptography, biometrics and mobile interface.
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Figure 16 — KTDI™ high-level préﬁtype blueprint
)

The mobile interface is the traveller’s private key stor%&i holds all attestations. The traveller’s identjity
is first vetfified by their citizenship government (acting as the identity verifier)[13],

O
Following verification, the traveller’s digital @tity is created in an enrolment backend, a proof| of
identity i added to the distributed ledger a@n attestation is added to the traveller’s digital identify.

To do so, the relying party can chec distributed ledger using the traveller’s shared public key and
subsequently request identity iné& ation from the identity verifier. The relying party can then 3dd
attestatiops to the traveller’s identity.

Subsequently, the traveller can give cggs:ant to a relying party to view and validate their attestatiopns.

to seek sdlutions and i e the concept from a technology perspective. Additionally, re-evaluatjon

The protofype demonstra; %portant technology barriers to stakeholders and invites experimentatfon
assesses the prototy Qe sibility to expand to the wider public and private sector ecosystem.

These pr cesses@)ased in the Hyperledger Indy, Aries and Ursa initiatives.

6.8 We @X;y

Weldentity®) is a blockchain-based program for identity management (https://fintech.webank.com/en/
weidentity/https://fintech.webank.com/en/weid/). It is built upon a permissioned blockchain platform
called FISCO BCOS.

FISCO BCOS architecture features an AMOP (Advanced Messages On-chain Protocol) as a safe and
efficient message channel, smart contracts written in Solidity, and an ARPI (Account - Role — Permission
- Interface) permission model. FISCO BCOS provides group signatures and ring signatures, that are
tamper-resistant, repudiation-resistant, supporting anonymity and traceability.

5) Weldentity is an example of a suitable product available commercially developed by WeBank. This information
is given for the convenience of users of this document and does not constitute an endorsement by ISO of this product.

24 © IS0 2022 - All rights reserved


https://fintech.webank.com/en/weidentity/
https://fintech.webank.com/en/weidentity/
https://fintech.webank.com/en/weid/
https://standardsiso.com/api/?name=faf6b7a90b9d3e2044131d4ae4819f9d

ISO/TR 23249:2022(E)

In FISCO BCOS, one-to-one anonymous transfer can be verified by the blockchain nodes without
knowing receiver’s and sender’s identities and amount. In the meantime, a regulator can decrypt the
anonymous transfer, by using a tailored ZKP algorithm.

Weldentity offers a safe and efficient solution for identity authentication and data cooperation based
on blockchain. Following W3C DID specifications, Weldentity is a universal solution for decentralized
identity management and trackable data sharing to address problems such as siloed data and data
misuse. It is based on the open source solution developed by WeBank and built on top of an open
consortium chain.

D nraovide olid so ionforDID and digij edentia Neldenti odenti olfe a

providesasolid solutionfor DID and digital credentiz Credentialoffersacomplete set
3C Verifiable Credentials based solutions designated to standardize and digitize such |cfedentials
info a verifiable and interchangeable format. The solution also supports Selectively~Dis¢losure of
Credential attributes and generating evidence of Credentials on blockchain.

Wegldentity is a solution for decentralized identity management and standardized data excharge, which
allpws digital identity registration, authentication and management, as well as)cross-institutfional data
sharing in a trusted and compliant manner.

e verification of a credential requires three steps:

1) | Registration of a universal ID for a person or entity on the blockchain.
2)| Creation of a credential.

3)| Endorsement of a verification.

Actors in the system are:

—| User: The User is the owner of the self-sovereign identity, who has full control of the ifentifiers,
credentials, authorization and verificationg

—| Issuer: The Issuer is an organization with the authority to issue or authenticate credentials or other
identifier information stored on thetblockchain.

— | User Agent: The User Agent geherates a WelD for the User on blockchain following KYC prfocedures.
The User can access the identifier data via the User Agent as being an authoritative and tryistworthy
body.

—| Verifier: The Verifier.is-a permitted third party to verify if the credential was issued by anlauthority
issuer and if the ¢redential data was modified.

In [summary, Weldentity DID Module has come with a distributed identification protocol|based on
FI$CO-BCOS Blg¢kchain Platform, and W3C DID specification, to create identities on chain and associate
it with anypetson or object in the real world. Moreover, DID ensures the Entity with ful] rights of
control and ewnership of the identities.

6.1) Masterchain

6.9.1 General

Masterchain® (https://www.fintechru.org/directions/raspredelennyy-reestr/) is a P2P-network with
access control. The communications between the nodes of this network are based on the modified
Ethereum protocol. Masterchain provides for safe record of information in a distributed ledger. The
copies of this ledger are kept at each node of the network.

6) Masterchain is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO of this product.
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Identity management is a functional part of the Masterchain application platform. The platform is
developed by FinTech Association, a consortium of the largest Russian financial institutions and
industrial corporations. The platform development and operation are supervised by the Bank of Russia.

Masterchain is used for mortgage accounting, for banking products in trade finance and as a digital
asset marketplace. Identification of system users and business parties or government institutions
they represent is done via an accredited certification provider (CP) according to electronic signature
laws. Network operator registers entities and their staff by recording credentials into system smart
contracts on the blockchain.

Every business process rnnning on Masterchain is rnprncnnfnd hy a-smart contract that has a list of

parties engaged and a list of confidential document records. Users and application services requpst
access to [documents of interest from the Confidential Messaging Service (CMS) of the platformCMS
issues eplemeral tokens to be signed by the requestor for authentication.

Authorization of requests for confidential files is done by a system smart contract of ¥olé model. The
contract dontains records on what combination of business-party role, user function and data objgct
type can lead to read or write access grant. If authorization succeeds, CMS routecthe request to other
nodes or dontact secure storage service containing the requested documents.

The final goal of the project is the creation of a distributed ledger of digital bank guarantees issued|by
the banks operating in the Russian Federation, as well as moving away frem guarantees on paper. If is
expected fhat a digital guarantee will act as a primary digital document;“which will be reproduced|on
paper only if necessary, for the purpose of reference.

The key system principles of Masterchain are as follows:

a. The ;ﬁlistributed ledger of Masterchain does not store data requiring special storage mqde
(cominercially sensitive data, personal data, classified\data, etc.).

b. The data processed by Masterchain has legal valug¢’(in the Russian legal framework).
c. Therdis no technical need in trusted intermediaries.

d. The network supports the programmablecontracts (smart contracts).

e. The system does not have a single point of failure.

f.  The rpsources invested by the members to support the operation of the system are accounted for
independently.

g. The system is scalables{according to the number of members and transactions).
Goals of tlhe system aré’as’follows:
a. Elimihation ofthe risk of lacking information necessary to prevent fraudulent transactions.

b. Exchgngé of information about physical persons (data structure "KYC Attributes") between the
membérd of the Masterchain decentralized network, not involving the disclosure of informatjon
covered by bank secrecy or clients’ personal data.

c. Providing the ability to scale the solution in the following areas:
1. simplified identification - the implementation of the Digital Identity concept;
2. exchange of information about legal entities;
3. exchange of credit histories.

The registration of the KYC attributes is as shown in Figure 17.
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Figure 17 — Registration of KYC Attributes

Thie database "KYC Attributes" is storedin anonymized form in a decentralized storage (IPFS)
inlegrated with the Masterchain decentralized network, but not in the network itself.

6.9.2 Actors in the system

—| Provider: a member of the.decentralized network responsible for collection, processing anld transfer
of the "KYC Attributes™ database.

—| Consumer: a member of the decentralized network with an access to the "KYC Attributes| database
using its data toprevent fraudulent operations.

—| Physical person - a person who grants or revokes consent to the processing and use of theif personal
data forthe "KYC Attributes” database.

—| Regulator - a person performing control / audit of the selected scenario / process for|integrity,
compliance with the legislation, and proper execution of inquiries of physical persons.

6.10 LACChain

LACChain ID (https://www.lacchain.net/home) is the second layer of the blockchain-based
infrastructure that the LACChain Alliance is making available for enterprise use of blockchain in Latin
America and the Caribbean. This second layer complements the first layer of public-permissioned
blockchain networks by enabling the authentication and identification of the entities (individuals,
organizations, things and processes) using the infrastructure. Assigning proper identifiers allows, as
a principal use, to establish the ownership of the digital assets and settle legal accountabilities and
responsibilities. The identity layer of LACChain is also essential for the third layer: Tokenized Fiat
Money. It would not be possible to tokenize and transfer digital money in compliance with regulations
without an identity layer allowing KYC and AML processes.
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Figure 18 — LACChain ID Stack

ID model (see Figure 18) is based “on seven categories of technological componer]
ized identifiers (DIDs); verifiable'" credentials (VCs); verifiable presentations (VF
htion, authorization, and identification; digital wallets; certificate authorities (CAs) and tr

lists (TLs]; and decentralized ledgers (DLTs).

LACChain

promotes DID methodsthat

— are sdalable,

— guardntee privacy andpseudonymity,

— regisfer the DIDs-in a smart contract with a well-defined governance,

— dono
— destr

— dono

L allowsto Use the same public key as a DID and as an authentication method (if applicable),

by the seed of the DID so it cannot be re-generated by a hacker in case of theft,

ts:

s);

st

t disclose any personal data or information in the DID documents,

— store the DID documents in the blockchain, so they can be easily found by issuers or verifiers that
require to resolve a specific DID,

— use quantum-safe cryptography for the authentication methods, and

— allow

responsible use of biometrics (by the wallets and applications use to operate these DIDs).

LACChain is committed to maintain a DID registry and resolver (similarly to the one managed by
DIF, available at https://uniresolver.io) of those DID methods deployed on the LACChain Blockchain

Networks

28

that meet the LACChain ID requirements.
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LACChain actively promotes verifiable credentials that satisfy the following conditions:
— The DID of the subject and the issuer can be found and resolved from the blockchain.
— Claims data or metadata from the credential are never registered in the blockchain.
— Expiration conditions can be automatically checked from the credential.

— Credential status can be verified against a smart contract living in the blockchain, and nobody but
the issuer is able to change it. This eliminates the need of external and/or centralized CRL or OCSP.

— [~ Suspersiomand Tevocatiomof tredentiats issupported:

Thie content of a credential includes:

—| URIto uniquely identify the credential and/or the subject of the credential (e.g. BIDs).
—| URI to identify the issuer (e.g. a DID).

—| URIto identify the credential type.

—/| URI to identify terminology and protocols that allow parties to read-the credential.
—| Cryptographic proof of the issuer.

—| Claims data or metadata to access it.

—| Issuance date.

—| Expiration conditions.

—| Location of the credential status (e.g. a smaxt'contract in a blockchain network).
Thiere are at least three types of exchange of credentials:

—| Issuance: The credential is sent fremran issuer to the requester, holder, or subject.

—| Delegation/Transference: The eredential is exchanged between requester, holder and subject.
—| Presentation: The credential is sent from a holder to a verifier.

For all the types of exchanges of credentials, the channels between the repository where the tredential
is gtored (i.e. the digital'wallet) and the service that generates or consumes the credential is secure and
protected.

Thie preferred format for verifiable credentials and presentations is JSON-LD.

LAICChain«ID’ introduces the LACChain ID Verification Process, consisting in the follow|ng steps:
verification of the digital wallet; verification of the validity of the credential (or validation); v¢rification
of the status of the credential; verification of the issuer; verification of the presenter; and verification of
theéclaims

The LACChain ID framework relies on decentralized ledgers to store the cryptographic proofs of the
DIDs, the cryptographic proofs and status of the verifiable credentials and presentations, the public
keys of the certificate authorities, and the trust lists, among others.

6.11 Decentralised digital architecture based on blind signatures

6.11.1 General

Reference [3] provided a conceptual architecture for a decentralized digital identity system that satisfies
constraints evaluated as essential for the protection of human rights, elaborating eight requirements
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