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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been

establishe
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hmental, in liaison with 1SO, also take part in the work. ISO collaborates closely with
al Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

al Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
task of technical committees is to prepare International Standards. Draft International Standa
y the technical committees are circulated to the member bodies for voting. Publication as

al Standard requires approval by at least 75 % of the member bodies casting. a-vote.

bnal circumstances, when a technical committee has collected data ©fya different kind from t
brmally published as an International Standard (“state of the art”, for example), it may decide b
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ority vote of its participating members to publish a Technical Report! A Technical Report is entirely

in nature and does not have to be reviewed until the datarit‘provides are considered to be
 or useful.
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Introduction

In ISO/TC 223's business plan version 1 from 2006-11-24, the scope of ISO/TC 223 is defined as international
standardization in the area of societal security, aimed at increasing crisis and continuity management and
capabllltles through technlcal human organlzatlon operational, and management approaches as well as
arties and

se to risks
sequences
bmergency

mittees or

rnational bodies with which ISO has formal agreements.

he area of
es, among

Frq
SO
the

m this scope, it is clear that ISO/TC 223 has set its goals to develof, International Standards in
bietal security that will relate to crisis and continuity management from a number of different ang
m the following:

the cause of the crisis; the cause of the crisis relates to.intentional (i.e. crime or terror), uninteptional, i.e.
accidents caused by persons, and natural;

the phase of the crisis; the phase of the crisis is defined as before, during and after;
nizational,

the elements of the management of the crisis; these elements include technical, human, orga
operational and management.

C 223 has
Heveloping
used on a
ocused on
ard has to

In pddition, the scope of ISO/TC 223~is-unique from a typical technical committee in that ISO/T]
taken a holistic approach to the International Standards to be developed and the emphasis is on
deliverables that will contribute te_improving the resilience of society. The work is not to be foo
specific type of International Standard, i.e. a management system, terms, a specification, or to be
a gpecific technological field or-capability, but in regards to the contribution the International Stand

thg
ad

To

resilience of society with. the condition that the subject of the International Standard is not curr
jressed by other technical committees or international bodies with whom ISO has formal agreem

achieve its goals, ISO/TC 223 has established, at the beginning of its activities, three working

ently being
ents.

groups to

deyelop a framework document, vocabulary and an incident management framework which yas called
command and ‘control, coordination and cooperation. In addition to these three WGs, the TC esfablished a
tagk group-which focused on setting a base for the development of relevant management system [standards.
This task™group evolved and became a fourth WG which focused on developing managemgnt system
Intrnatronal Standards for sometal security reIated events, i.e. emergency management crisis mapagement,
he- needs for
technical Internatlonal Standards unt|I the establishment of the Ad hoc group on societal securlty technological

capabilities was created.

The need for including the development of technically oriented International Standards in the field of societal
security in the scope of ISO/TC 223 was voiced and advocated by Israel from the stage when the first draft of
the business plan was prepared. The logic was that the deliverables of ISO/TC 223 should give a complete
solution for security and equipment and, therefore, security systems are a vital piece of the equation.

Based on this, in its 2008 spring plenary meeting held in Seoul, ISO/TC 223 passed a resolution to form the

Ad-hoc group (AHG1) to conduct a six-month study in which the key societal security technological domains
will be identified and recommendations made to the TC on how to deal with them.

© 1SO 2011 — All rights reserved


https://standardsiso.com/api/?name=68208187d67122497a6587587c9a9936



https://standardsiso.com/api/?name=68208187d67122497a6587587c9a9936
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Societal security — Technological capabilities

1

The

pe

purpose of this Technical Report is to document the knowledge accumulated in the (six-m
iod conducted by ISO/TC 223/Ad-hoc group 1 (AHG1), in which AHG1 examined the differe

available technologies which would be relevant to standardize within the field of societal security.

Th

2.1

The

1S(
Or:

b terms of reference of the AHG1 are as follows:
identify the “key technical domains” that are important for the work of the_.committee;

recommend how the committee should deal with identified “key technical domains”.

Existing international security standardization’work

General

AHG1 was formed and was comprised by a\ convenor and experts from within the P-m
D/TC 223. The first stage was to identify .work being done by recognized Standards Ds

bnth study
nt existing

embers of
velopment

hanizations (SDOs) that can contribute to the: mission of the AHG1. The activities that were id¢ntified are
ouflined in 2.2 to 2.5.

ANSI-Homeland Security Standards Panel (HSSP)

number of workshops were «erganized to explore different elements related to homeland sed
using on gaps and the contribution standards can have on the awareness and preparedness o
et security challenges. The workshops that were studied by the AHG1 included the Stan
ated to Biological and_Chemical Threat Agents workshop, the Biometrics Standardization wor
ergency Communications workshop, the Standardization for Enterprise Power Security and
rkshop, the Training Program Standardization for First Response to Weapons of Mass Destruct

urity while
society to
jardization
kshop, the
Continuity
on (WMD)

Events workshop).the Perimeter Security workshop and the Transit Security Standardization worksHop.
2.3 CENBT/WG 161 Protection of the Citizen
At Ne security

he request of the EU CEN has establrshed a strategrc group to explore the drfferent aspects of t

4p formed a

number of expert groups whose report served as material and mformatron for the AHG1 The reports used by
the AHG1 include Critical Infrastructure — Buildings and Civil Engineering Works mini business; Chemical,
Biological, Radiological and Nuclear (CBRN) business plan; Critical Infrastructure-Energy Supply final report;
Supply chain final report; Integrated Border Management report; Water supply security mini business
program; Emergency Services business plan; and the Defense against Terror (DAT) business plan.

2.4 |ISO/IEC/ITU-T/SAG-S

ISO's Technical Management Board (TMB) established an Advisory Group on Security (AGS) to conduct a
review of existing 1SO deliverables related to the field of security, assess the needs of all relevant
stakeholders for international security standards, assess relevant standards developed by other organizations
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that may support international needs for security standards, and recommend actions to be taken by the
ISO Council and/or ISO/TMB on subjects within the field of security that may benefit from the development of
International Standards and that ISO would have the capability to provide. The final report was used by the
AHG1.

2.5 Asian-Pacific Economic Cooperation (APEC) and Standards Australia initiative

Standards Australia and APEC initiated a survey whose results will be used to promote a better standards
infrastructure for security Critical Infrastructure and Support Systems. The rational and background
documents were used by the AHG1.

In additior] to the above documentation, there are SDO's developing standards related to security, atthe
national lepel such as SlI and there are different industries with security related products that are exploring the
possibility [fo promote the use of this type of equipment by identifying and setting standards for-necesspry
capabilitie that can be satisfied by using technologies.

3 Work being done in other technical committees within ISO, IEC and ITU-T

3.1 General

ISO/TC 223 will address and supplement issues not currently addressed, by’ other technical committees or
internationgl bodies with which ISO has formal agreements. ISO/TC 223\ will not initiate standards' projgcts
that fall within the scope of existing TCs, whether ISO, IEC or ITU-T.{Phe need for standards in the security
domain hags been noted by ISO, IEC and ITU-T and activities have:been initiated. The outstanding initiatiyes
are as follgws.

3.2 ISO

ISO has fprmed an advisory group on security which.\was given the task to evaluate the gaps in security
standardizption and make recommendations to the, TMB. Among the recommendations was the need to fgrm
a Strategi¢ Advisory Group for Security (SAG-S). The report also lists the ISO/TCs that are involved in
security. This list was revised by the ISO/IECATU/SAG-S. The list of the ISO/TCs involved in security|as
stated in the AGS with the additional list as discussed in the SAG-S meeting is given in Annex A.

3.3 IEC

IEC submitted a report to the SAG-S in January 2008 showing the security activities in the IEC. The argas
stated are [alarm systems and aecess control. It should be noted that IEC/TC 79, Alarm Systems, is involved in
security-rejJated work whichconsists of the preparation of standards for detection, alarm and monitoring
systems fgr protection of.persons and property, and for elements used in these systems.

3.4 ITUT

ITU-T has|beéntrunning a security standardization program for several years. The areas in which ITU-T is
focusing afe-tele-biometrics, security management, mobility security, cyber-security, home-networking security,
NGN security, countering spam and emergency telecommunications.

4 AHG1 study methodology

4.1 General

Since this effort is the first step in introducing technical International Standards into the work of ISO/TC 223,
the main objective is to locate key technical domains that contain products and technologies which are clearly
candidates for standardization processes within ISO/TC 223. The International Standards which will be
identified will have market relevance and be of interest to defined parties, including industry, regulators and

2 © 1S0O 2011 — All rights reserved
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end users. Based on this, the technical International Standards to be in the focus of the AHG1 will have the
attributes outlined in 4.2.

4.2 The key technical area's attributes

— The topic of the International Standard is not covered by any other International Standards' committee
within ISO or other standards' organization such as the IEC or ITU-T.

— The technology or product subjected to being standardized is technically mature.

— [ The Tniernational Standard will focus on the function/performance (capabilities) requirements and not on
procurement specification or product standardization.

—| The International Standard will have market and global relevance.

—| There are stakeholders with a specific interest in developing the International)Standard (i.g. industry,
academia, government and end users).

4.3 Method

4.3.1 General

The AHG1 was commissioned to identify the key technical domains that are applicable to societal ecurity. In
order to analyze the field of security, the AHG1 used a security{model commonly used by the different SDOs
in fheir pursuit of gaps to be filled by International Standards:~See Figure 1.

Threats
Explosives, Chemical, Biological,
Rad/Nuclear, Cyber, Conventional
Weapons, Physical Objects,
Human Beings, Natural Disasters
Assessment
Protection
Resources (e.g. Water) ::c)jztr?t%tifanti -
Infrastructure (e.g. Buildings) Response
Networks (e.g. IT) Mitigation
'IF"rat:_spﬁrt (ﬁﬁg ( Supgly C_Talin)) Restoration
ublic Health (e.g. Hospitals
Targets Industrial Base (e.g. Refineries) Managemen
Government
People
Countermeasures

Figure 1 — Three-dimensional security gaps model

The model is based on defining three dimensions: targets, threats and phases of an incident; in the
ISO/TMB/AGS the third dimension is called “countermeasures”. The AHG1 added an additional dimension,
the 4th dimension: basic security capabilities. The AHG1 compiled an exhaustive list for all four dimensions -
drawing the roadmap. Based on this list, the AHG1 identified the technological capabilities. The AHG1
achieved this by the following steps outlined in 4.3.2 and 4.3.3.

© 1SO 2011 — All rights reserved 3
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4.3.2 Data collection

Much security standards gap analysis work has been done within standards development organizations.
These documents and reports have been used by the AHG1 where relevant and used for compiling a list of
the elements of the four dimensions mentioned above. The recommendations made in these documents has
also been considered by the AHG1 when drafting recommendations for ISO/TC 223. The following is a partial
list of sources and publications:

— ISO/TMB/AGS, final report;

— ANSI/HSSPHfiralreportsfromthe-workshops:
— CEN/BT/WG 161, final business plans from nine expert groups and additional relevant documents;
— Standprds Australia, Critical infrastructure security standards survey;

— APEQG, Critical Infrastructure and Support Systems Standardization Project.

4.3.3 Anplysis
The AHG1 compiled four lists, a list for each dimension. The AHG1 first compiled the lists of threats, targets
and phases of an incident to focus the group, and then a list of technologies ‘ahd technological capabilitieg to
form the 4th dimension. Finally, the list of capabilities was examined and-considered to be relevant based|on
the following parameters:

— the capability of improving societal resilience;

— the relevance of the work being done by ISO/TC 223;

— the maturity of the market to supply products that meet the required capabilities;

— the inferest of the members of the AHG1 and-other stakeholders in promoting the standardization of the
capabjility in question.

To compilg these lists, four teams were farmed to address each of the lists.

4 © 1S0O 2011 — All rights reserved
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5 Raw results

The list of threats is given in Figure 2, the list of targets is given in Figure 3 and the list of phases is given in
Figure 4. Based on these three lists, a list of technologies, capabilities, equipment and technology was derived,
as shown in Figure 5. This list was organized to form the list of technological capabilities to be presented to
ISO/TC 223.

The conclusions of the AHG1 are actually the categories (first level nodes) in the list of capabilities as shown
in Figure 5, i.e. surveillance, detection technologies. The additional nodes are a list of examples of specific
Sy$lems Or Capanlliies that are MCcIuSIive O tThe Category and SNould De Consideread as exXampigs that can
clarify the scope of the recommend key technological field.

Genetic industry
Unintended scientific outcgme

Control‘of hazardous subsfances
Nuclear industry

Fire in/with transportation
systems
Infrastructure
fires

Technological

Violence Wildfires Ethical misconduct
Geo-political issues Societal cohesi Social responsibility
Extremism ocietal cohesion D-fraud
Pest infestation CBRNE
Sanitation Crime/Terrorism
Lack of energy Natural resources War/Genocide
Famine / Malnutrition (human)

Natural resources shortage

Breathing air quality

Economical

Drinking water Financial system breakdow

Radiation levels (Ozone depletion) Volcano / Lahars

Meteor = Astronomic : Tsunami
Solar flares Geological
vber attack Threats Earthquake
yber attacks - .
) Information- Landslide, Avalanche
Internet failure o Zoonotics
Virus ( fer) Communication ‘
irus (computer; Bio-attacks
iological
Logistics Epidemics/Pandemics
. Dust storms
Transportation systems .
P failure 4 Transportation _ Heat / Cold waves
Meteorological
Mass transportation SEIOOdSH X
disaster orrTJrsC;m:;rcl)?nes,
Hazardous waste .
El Nino
management
Wast t Climatological Raising sea level
aste water .
) ) Environmental 9 Drought
9
Air pollution
Community waste Global Warming
management

Figure 2 — List of threats
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Religious icons

Culture

Historical heritage

Blood bank
Vaccine
Health Hospitals
Ambglances Dams
Nursing Nuclear
Coal
Diesel

Ener issi i
Sub-stations
Food Source
Storage
Distribution
esources
Air Treatment

Forest
Natural Resources Agriculture zones
Livestock

Hazards disposal

Ports Storage area
Infrastructure [ Airports
Gas pipes
Industry
Targets Bridges
Rail
Roads
Ships,and Vessels
o
Coaches
Planes
Internet (Global)
Communications Mobile
Postal sérvices Fixed
Public broadcasting
Political institutions Police
Emergency services }-{’ Fire services
Military
Malls
Stadiums
People Schools
— CBRN
Individuals Ballistics

Banking and Finance ]

Figure 3 — List of targets

Anticipation
/-> Assessment
A' Dat. 41

Identification
Prevention
Mitigation
Deterrence
Preparedness

Response
Management

Phases of a
crisis

Recovery
Continuity
Evaluation
Learning

Figure 4 — Phases of a crisis
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6 Results

6.1 The societal security technological capabilities

The capabilities, systems and areas of interest listed in Figure 5 were considered when compiling this list of
key technical domains. The list of technological capabilities was compiled based on the collective knowledge,
expertise and interests of the AHG1 members and on the relevant conditions specified in the AHG1's content
of work.

The societal security technological capability domains listed in 6.2 to 6.8 were identified by the AHG1.

Examples of specific capabilities are found in the second and third level nodes in Figure 5.

6.2 Sensing technologies

Thfs domain includes all the elements that enable the sensing of an oncoming threat. The thre
based on intentional/unintentional actions or based on a natural cause. This domainirelates to teq
capabilities ranging from the sensing and detection of large magnitude, and highly visible, even
landslides, earthquakes and tsunamis, to the sensing of minor, low-profile incidents such as the ins

hts can be
hnological
s such as
ertion of a

comtaminant into the water supply or air supply. Sensing technologies also include the detection capabilities of

thqg threat and the detection capabilities needed for search and rescue opérations.

6.3 Command and control, communications and coordinhation
1S(
co
the

D/TC 223 is familiar with this domain as it has established“a WG that deals with command a
brdination and cooperation. This domain basically includes all the support capabilities needed t
actions involved in managing a societal security incident'and encompasses the relevant elemen

6.4 Surveillance
Th
ne

Th

s domain focuses on the utilization of cemmonly used surveillance products such as came
works, digital signal processing, TV monitors, etc., and addresses them in the context of societ
s domain addresses the world of «video surveillance as a system with the purpose of con

hd control,
b carry out
S.

ras, video
bl security.
ributing to

improving the protection of the public(and its assets.

6.5 General public protection

There is a gap in producing security related standards that are focused on improving the secdrity of the
geferal public.

Standardization js‘generally dominated by interest parties that can afford the costs involved. Sociefal security
foduses on society which, in general, means the general public and its assets. When surveying the technical

mitteesdnyolved in security related fields, it becomes apparent that the focus is on occupation
fety and-sécurity) in relation to the area in which the TC is active. Either the projects under work

cl cl C O O10( et O O

al hazards
bre related
nt for first
bre secure

or
or occu

pation but are meant to benefit the general public and improve their security.

6.6 Simulations

cific group

It is often costly to develop a system for security for many reasons, among them the need to consider many
critical key factors, i.e. different scenarios, safety elements, ambient conditions. In addition, security related
equipment is used in complicated and sensitive situations and there is always concern that a failure in the
equipment will be very costly in life and property (protection for the user and liability for the supplier). It is
common practice to use simulation based on operational research methods to make operational and other
analyses and create the requirements for security related equipment and systems. Simulations can also be
used to determine the optimal deployment of sensors and preventive measures. This domain is related to the

© 1SO 2011 — All rights reserved
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common practices and codes of practice for the simulation capabilities needed for the variety of security
related elements needed by different stakeholders.

6.7 Physical protection

This domain includes the capabilities needed for physical protection which can include critical infrastructure,
VIPs, resources, etc.

6.8 Crisis logistics

There is g reasonable chance that logistical challenges will be involved when responding and managing a
societal security incident. It would be a fair assumption that logistical complexity increases proportionately With
the magnitude of the incident. The logistics include, transport, deployment, storage and resources, i(€.-energy,
water. It is|also fair to assume that in a large scale incident, the parties involved in responding ahd, managjng
the inciden)t will be from different jurisdictions.

This domdin relates to the technical capabilities needed to efficiently manage logistical,efforts through best
practices, guitable and adequate equipment, and also the interoperability of this equipment and systems.

The follow|ng additional capabilities were listed but did not meet the established conditions:
a) Geogifaphical Information Systems (GIS);

b) Visualization;

c) Fire dgtection;

d) Identification;

e) Information and Computer Technologies (ICT);

f)  Nanotechnology;

g) Humaph machine interface;

h) Anti-seismic structures.

10 © 1S0 2011 — All rights reserved
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