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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Internet, digital services and technology are important enablers for smart manufacturing, which is one
partofinternet of things (1oT) (see ISO/IEC 20924). For the manufacturing environment, the foundations
are vertical networking and horizontal integration across the entire value chain, convergence of
design, ordering, delivery and manufacturing capabilities. This results in the transformation of
conventional value chains and the emergence of new business models. Smart products based on smart
manufacturing know many details on how they were made, their performance and how they are being
used. The physical product is linked to its digital representation, and the digital content depends on
lifecycle phase. Implementing smart manufacturing creates an efficient and highly responsivel package
by leveraging existing manufacturing systems, as well as technological and economic potential. Smart
manufacturing increases the vulnerabilities of machinery to IT-security threats.

Smart manufacturing leads to the emergence of dynamic, real-time optimized, self-organizing value
chains. An appropriate regulatory framework is therefore necessary, as well as standardized ipterfaces
and harmonized business processes. Smart manufacturing is characterized by:

a] increased product flexibility;

jon

new intrinsic built-in product properties;

0,

flexible work organization;

changed scale (up to a lot size 1) and location of manufacturing.

enable privacy, self-configuration and ease of use. Therefore, there is a need for fast available, robust

d

Fpr smart manufacturing, the description of the network-infrastructure needs to be further gxpanded
t

and secure communication networks.

The primary purpose of this document is to~address aspects on safety of machinery that can be
affected by IT-security attacks related to the direct or remote access to, and manipulation of, |a safety-
r¢lated control system(s) by persons for(intentional abuse (unintended uses). IT-security atfacks are
jcreasingly becoming a potential threat to the safety of machinery. Although intentional ahuse falls
itside the scope of ISO 12100 and the’(safety-related) risk assessment process, it is reasonablg also for
achinery manufacturers to consider such threats.

5 o =

(@)

lirrent technologies enable-achinery to be monitored and/or improved regarding their performance
emotely by adjusting parameters without having to be on site at the machine. This ability [provides
bnsiderable benefits as miachinery can be kept operating without the downtime and associafed costs
a field service perSenrmaking a service call.

o o=

However, this same’capability to adjust machine parameters to improve performance lends itsglf to the
ppssibility for\persons with nefarious or criminal intent to make adjustments that can put workers and
others at risk of harm. For example, speeds or forces can be adjusted to dangerous levels, temperatures
cqn be lewered below a kill step level resulting in food contamination, or error codes or mesdages can
be erased or falsified.
Hi

. influences
(reasonably foreseeable human error when adjusting parameters of the machine or its control system)
are already covered within the normal (safety-related) risk assessment and the resulting inherently
safe design of the control system (see ISO 12100:2010, 6.2.11.1).

© ISO 2018 - All rights reserved v
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Safety of machinery — Relationship with ISO 12100 —

Part 4:
Guidance to machinery manufacturers for consideration of

related IT-security (cyber security) aspects

Scope

his document gives machine manufacturers guidance on potential security aspects in reflation to
\fety of machinery when putting a machine into service or placing on the market for the firgt time. It
Fovides essential information to identify and address IT-security threats which can influence|safety of
achinery.

= 5T L

his document gives guidance but does not provide detailed specifications on how to adglress IT-
¢curity aspects which can influence safety of machinery.

wn

—3

his document does not address the bypass or defeat of risk reduction measures through|physical
anipulation.

=

Normative references

bnstitutes requirements of this document. For dated references, only the edition cited applies. For

2
The following documents are referred to in the*text in such a way that some or all of their content
c
uhdated references, the latest edition of the referenced document (including any amendments) applies.

[0 12100:2010, Safety of machinery — General principles for design — Risk assessment and risk reduction

3] Terms and definitions

=3

br the purposes of this document, the terms and definitions given in ISO 12100 and the followilng apply.

[

§0 and IEC maintain tepminological databases for use in standardization at the following addresses:

- ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
aptivirus tool
pftware used to detect malicious code, prevent it from infecting a system, and remove malicious code

t afdhoc i fo o d sl retana
[racmra s TITeCTCaTe—Sy STCTIT

3.2
attack
attempt to gain unauthorized access to system services, resources, or information

[SOURCE: CNSSI-4009, modified — “.., or an attempt to compromise system integrity, availability, or
confidentiality” has been deleted at the end of the definition.]

© ISO 2018 - All rights reserved 1
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3.3

authentication

verifying the identity of a user, process, or device, often as a prerequisite to allowing access to resources
in an information system

[SOURCE: NIST SP 800-53]

34
authorization
right or permission that is granted to a system entity to access a system resource

[SOURCH: RFC 4949]

3.5
confidentiality
preservipg authorized restrictions on, and preventing unauthorized access (3.18) to information

3.6
encryptjon
transformation of data into a form that conceals the data’s original meaning to\prevent it from being
known o used

Note 1 to| entry: If the transformation is reversible, the corresponding reversal process is called “decryptior,
which is 4 transformation that restores encrypted data to its original state,

[SOURCH: RFC 4949, modified — The word “cryptographic” has(beén deleted before “transformatign
of data” |and “(called “plaintext”)” deleted afterwards; “(called\“ciphertext”)” has been deleted aft¢r
“form”. The second sentence has been moved to Note 1 to entty:]

3.7
firewall
softwarg that restricts data communication traffic between two connected networks.

Note 1 tolentry: It is also common to name specific hardware in which the software runs a firewall.

3.8
integratior
entity who designs, provides, manufagtures or assembles an integrated manufacturing system and is |n
charge of the safety strategy, including the protective measures, control interfaces and interconnections
of the coptrol system

Note 1 tofentry: The integratercan be a manufacturer, assembler, engineering company or the user.
[SOURCH: ISO 11161:2007, 3.10]
39

integrity
condition ofgguarding against improper modification or destruction of information

3.10
IT-security

Information Technology security

cyber security

protection of an IT-system from the attack (3.2) or damage to its hardware, software or information, as
well as from disruption or misdirection of the services it provides

3.11

IT-security incident

occurrence that actually or potentially jeopardizes the confidentiality (3.5), integrity (3.9), or availability
of an IT-system

2 © ISO 2018 - All rights reserved
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3.12

machine control system

system which responds to input signals from parts of machine elements, operators, external control
equipment or any combination of these and generates output signals causing the machine to behave in
the intended manner

Note 1 to entry: The machine control system can use any technology or any combination of different technologies
(e.g. electrical/electronic, hydraulic, pneumatic, mechanical).

[SOURCE: ISO 13849-1:2015, 3.1.32]

313

ppssword
string of characters (letters, numbers, and other symbols) used to authenticate an identity or|to verify
Fcess authorization (3.4)

o8]

14

Pmote access
ccess by users (or information systems) communicating external to an<nformation system|security
erimeter

T O =W

OURCE: NIST SP 800-53]

—
Lo

15

sk reduction measure

fFotective measure

ction or means to eliminate hazards or reduce risks

LT =W

OURCE: ISO/IEC Guide 51:2014, 3.13]

—
Lo

16

mart manufacturing
anufacturing that improves its performance aspects with integrated and intelligent use of grocesses
nd resources in cyber, physical and human spheres to create and deliver products and servicg¢s, which
so collaborates with other domainswithin enterprises’ value chains

SR

pte 1 to entry: Performance aspects include agility, efficiency, safety, security, sustainability or fny other
brformance indicators identified by the enterprise.

pte 2 to entry: In addition’/to manufacturing, other enterprise domains can include engineering,|logistics,
arketing, procurement, sales or any other domains identified by the enterprise.

17
hreat
hy [T-securitycincident (3.11) with the potential to adversely impact machinery operations

oW =25z T =

o)

3|18
upauthorized access
ahy-loegical or physical access which is not intended by the owner of an IT-system

3.19
vulnerability
weakness in the security of an IT-system that can be exploited or triggered by a threat (3.17)

4 General characterization of safety of machinery versus IT-security

4.1 Principle objectives

The principle objectives and conditions of IT-security are very much different from machinery safety,
see Table 1.

© ISO 2018 - All rights reserved 3
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Table 1 — Principle objectives

Safety of machinery IT-Security

(cyber security)
Objectives injury/accident prevention, health |availability, integrity, confidentiality
(avoidance of harm)
Conditions transparent (obvious) not obvious (not shared with machin-

(risks, methods, measures) ery user)

rather static field (intended use,

rao rakla fox alla ooy al
TCaSOTIaoTCTOT CSCCaDTC TS U STy

Dynamics highly dynamic field; moving target

Lt fiomal o ot o oo 1
CrreCTreroTrar ra P ora croTs, CT T Tt

intent)

by various actors (machine manus
facturer, integrator, maching useér,
service provider) at any time along th|
overall life cycle

Risk relluction (mitigation) mainly by machine manufacturer
measures at a dedicated time (when provid-
ing the machine for the first use)

[¢’)

4.2 Different elements of risk

The elenjents of risk regarding safety are characterized as given in Figure 1.

PROBABILITY OF OCCURRENCE
SEVERITY of that harm
OF HARM
RISK Exposure of person(s)
is a that to the hazard
related to .
the function can and
considered of result from the occurrence of
the a hazardous event
hazard .
considered
hazard the possibility to avoid
or limit the harm

Figure 1 — Elements of risk telated to safety of machinery (see ISO 12100:2010, Figure 3)

Regarding IT-security the elements of risk are different and can be characterized according to Figure|2
as follows:

LIKELIHOOD
POSSIBLE OF THAT
RISK NEGATIVE NEGATIVE
IMPACT IMPACT
isa
relifed to function that and in relation
. of can to existing
considered e
threat result from vulnerabilities
the that can be
threat exploited by a
threat

Figure 2 — Elements of risk related to IT-security

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=6779510ca857f561e867b677b00e7b33

ISO/TR 22100-4:2018(E)

4.3 Consequences for risk assessment process

Based on the differences shown in 4.2, risk assessment regarding safety of machinery

which is

prescribed in ISO 12100:2010, Clause 5 has to be distinguished clearly from a risk assessment regarding

[T-security.

An example regarding IT-security risk assessment for industrial automation and control systems is

given in IEC 62443-3-2:—1), Clause 5.

. . .. R tm safety
imachinery

.1 Legal framework

e ;|

the “intended use” and the “reasonably foreseeable misuse” of a machine. Every kind of in

fety legislation. Consequently, it is also out of the scope of standardization for safety of m
hich supports such legislation. For an example, see Annex A.

< 0 < o

5/2 Standardization framework - Relationship to IS0.12100

bgal frameworks for putting a machine into service or placing it on the mdrket for the fjrst time
lesponsibility of the machine manufacturers) and ISO 12100 restrict the scope’of safety of machinery

rfentional

olation (sabotage/spying) of a machine is de facto a criminal act which is outside the scope of current

hchinery,

line with local/regional legal framework for putting machinery into service or placing on the market

fqr the first time, ISO 12100 does not explicitly address IT-security attacks and/or threats which are

categorized as intentional abuse and criminal acts.

The determination of the limits of the machinery as part of the strategy for risk assessment and

risk reduction in ISO 12100 only considers:the intended use and any reasonably foreseeablg

P misuse

( ee SO 12100:2010, Clause 4). IT-security attacks and/or threats from outside and possible safety

cpnsidered as reasonably foreseeable misuse.

)

Ihreats can have an impact.to safety of machinery.

6 Relationshipbetween safety of machinery and IT-security
The relationship\between safety of machinery and IT-security is shown in Figure 3.

plications (via vulnerabilities of the“machine control system or other electronic parts) are not

owever, manufacturers providing machinery which can have vulnerabilities to IT-security attacks
nd/or threats should take«this aspect into account in particular when IT-security attacks and/or

1) Currently available as draft document IEC 65/690/CDV:2018.
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MACHINE SECURITY SAFETY
* Ithreat I
can succeed or | Risk assessment according to
exploit | SO 12100 (based on defined limits
P | and intended use of the machine)
|
vulnerability I
(e.g. interface, introduced software |
virus) | Risk-reduction measures implemented
I by the designer
canleadto | Step 1: Inherently safe design measures
Security agpects, e.g. |
- identificdtion/authentication | . .
- system irftegrity security risk(s) to the machine (e.g. Step Z: ggfﬁi?j&iﬁg :;(riisk
- timely refponce to events safety-related control system) reduction measures

- availabili

Ly

Step 3: Information for use
« at the machine
- warning signs, signals
- warning devices
e in the instruction handbogk

can lead to

Failure(s) or malfi ion in the
safety-relatedparts-of the machine,
e.g. safety- d control systems

consequence on

eg.
”)  Degradation or loss of risk - unintended movement
reduction measure(s) - increase of reaction time

- loss of protective function

can result in

Resultin
should b
measure

Accident, damage of health
for operator

Figure 3 — Relationship between safety of machinery and IT-security

b from 4.3 and Figure (3, the safety risk assessment for a machine according to ISO 121(
e made in advance of any IT-security risk considerations. The resulting inherently safe desig
s, and safeguarding) and risk reduction measures, of a machine should then be analyse

regarding possible vulnerabilities against [T-security threats.

Resultin
the mach

b [T-security risks can then be mitigated through the combined efforts of component supplieq
inery manufacturer, the integrator, and the machinery user. In general, the potential respons¢

to security risks;should apply the following hierarchy based on ISO 12100:

a) elimlinate the security risk by design (avoid vulnerabilities);

«

S

b) mitigate the security risk by risk reduction (mitigation) measures (limit vulnerabilities);

c) provide information about the residual security risk and the measures to be adapted by the user.

NOTE

The comparable term to “risk mitigation” is the term “risk reduction” used in safety of machinery.

Those vulnerabilities against IT-security attacks (threats) depend heavily on whether a machine can be
connected to an external IT-system and how often this happens. Answering the following questions can
help limit or restrict [T-security threats and vulnerabilities.

1) Does itneed to be connected?

2) Doesitneed to be connected at all times (continuously)?

6

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=6779510ca857f561e867b677b00e7b33

ISO/TR 22100-4:2018(E)

3) Isthe connection monitored [e.g. using a virtual private network (VPN) system]?
4) Isthe connection configurable (e.g. access for authorized persons only)?

5) Can the connection be restricted to "read only" mode (without ability to change)?

Consequently, a machine without any direct or indirect interface to external IT-systems can be

considered as not vulnerable to [T-security attacks.

et

T-security threats and vulnerabilities require cooperation and coordination between the“co

—e

[T-security threats and vulnerabilities throughout the phases of the lifecyclef'the machinery:.

wn

hould each use the essential elements to evaluate its system(s). Part of the evaluation shoul
bmmunicating to the other parties the threats and vulnerabilities which it cannot fully addr
- which have implications to the other parties. For example, a nfachine manufacturer canno

o O oo O

Fthe preferred communications method(s) in order to minimize potential attacks.

nd integrators. This should be done as far as possible in the context of the machinery user's
kpected IT-infrastructure.

D QO I

the security and resilience of machineuy.

7—Essential steps to address IT-security over the whole life cycle of the machine

mponent

syippliers, the machinery manufacturer, the integrator, and the machinery user. Each has-a role to play
1} preventing [T-security attacks throughout the phases of the lifecycle of the machinery. No garty can
apsign to another the responsibility for IT-security, or assume that another is fully_responsiblle for IT-
s¢curity. At the same time, no party has all of the required information availaple.to effectively address

Cpmponent suppliers, the machinery manufacturer, the integrator, @nd the machinery ¢nd user

1 include
pss alone
prevent

htirely an IT-security threat if the machinery user connects the machine to the connected wofld via its
bmmunication or networked system. The machinery manufacturer should inform the machinery user

csential steps for providing effective IT-security should be considered by machinery manufacturers

hctual or

The following five steps should enable machinery manufacturers and integrators - regardlegs of size,
dpgree of IT-security threats, or sophistication - to apply the principles and best practices to improving

nt), risk
rmation

a] Identify - What are the IT-security threats and vulnerabilities?
— Why would an entityrattack the machine control system?
— What does the machine user have that is valuable?
— What are thevulnerabilities of the machine (e.g. open ports/external interfaces)?
— Whatare'the resources that support critical functions?
Examples include critical infrastructure - utilities, IT network (asset manageme
assessment, risk management strategy (governance), access control, data security, inf
pratection processes and procedures, awareness and training and protective technology.
b—Preteet—Developandimplementthe-appropriatecotuntermeastresto-protectthe-machit

1€.

The counter measures support the ability to prevent, limit or contain the impact of a potential IT-

security attack. Examples of counter measures include machine control system design,

internet

access, access control, awareness and training, data security, information protection processes and

procedures, maintenance and protective technology (see [16]).

c) Detect - Develop and implement the appropriate measures to identify the occurrence
security attack.

of an IT-

The "detect"-element enables timely discovery of IT-security attacks. Examples include anomalies

and IT-security incidents, security continuous monitoring and detection processes.

© ISO 2018 - All rights reserved
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d) Respond - Develop and implement the appropriate activities to take action regarding a detected
IT-security attack.

The "respond"-element supports the ability to stop and or contain the impact of a potential IT-
security attack. Examples include mitigation, response planning, communications, analysis and
improvements.

e) Recover - Develop and implement the appropriate activities to maintain plans for resilience and to
restore any capabilities or services that were impaired due to an IT-security attack.

The frecover*=elenrentsupportstimely recovery toormatoperationsto reduce thempactfrom
PP Y Y P P
an [T-security attack. Examples include recovery planning, improvements and communicationst

NOTE For further guidance, see also [10].

The steps provide organization and structure to today’s multiple approaches to IT-security threats hy
assembling standards, guidelines, and practices that are working effectively in industrytoday.

These stieps provide the ongoing process of identifying, assessing, and responding’to risk (threats
Machinely manufacturers and integrators in co-operation with the machine®user can estimate the
likelihood of an attack and the resulting impact.

Nl

Dependihg on the application, several of these steps should not bé addressed by the machine
manufadturer and integrator but in the first instance by the machineuser.

8 Generic guidance for assessing IT-security threats regarding their possible
influence on safety of machinery

Some typical motivations exist that result in IT-security‘threats related to machinery. If these threats

successflilly exploit vulnerabilities of a machine, their relevance for safety of machinery varigs
significaptly. Table 2 shows four cases which requiré-consideration.

Table 2 — IT-secuirity threats and motivations

Case [IT-security threat Manipulation of the ma- |Relevance for safety of
chinery and plant machinery
1 Access to data/know-how ffom the ma- None None

chine manufacturer or from the machine
user (process know-how,)

2 Creation of economic.damage to the ma- During use Unlikely but possible
chine user
3 Creation of hazard for machinery and/or  |During use Unlikely but possible

people (operator, bystanders)

4 Creatienof damage to infrastructure and/ |During use Likely
or people (operator; bystanders), e.g. a
terroristic act

NOTE Access to an IT-system can also result in unintended consequences.

For all cases the intentional violation can remain hidden and, therefore, difficult to detect even after a
successful attack.

Case 4 has a much higher risk (threat) for machinery and especially for plant used in critical
infrastructures (generation of electric power, water supply etc.) compared to other machinery and
plant manufacturing purposes.

Based on such a generic assessment of the overall portfolio of IT-security threats, those threats can be
identified which need further consideration regarding safety of machinery.

8 © ISO 2018 - All rights reserved
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9 Roles to address IT-security issues with possible relevance to safety of
machinery

IT-security risks which can have an influence on machine safety constantly evolve during the life cycle
of a machine. The same applies for the appropriate/necessary counter-measures.

Considering the above-mentioned life cycle of a machine, Table 3 allocates different roles to the
machine manufacturer, to the integrator and to the end user of a machine/machine system for initiating
appropriate/necessary counter-measures. There can be additional protective areas and risk reduction

measures depending on the particular way a machine is installed and used which are not cons

dered in

Ti
r¢

hble 3. Depending on the contractual base among the three entities, the allocation of rolesdli
pduction (mitigation) measures] to the individual actor(s) can be different.

sted risk

Table 3 — Examples for risk reduction (mitigation) measures to avoid/restrict IT-sequrity
threats which can have influence on safety of machinery

rotective area

Risk reduction (mitigation)
measure

Machine
manufacturer

Integrator

End
user

[

estriction of logical/physical ac-
ess to the IT-system (with possible
hfluence on safety)

Physical separation of safety
relevant [T-system from overall
IT-system

X

X

Provision of IT-system with risk
reduction (mitigation) measures
(e.g. firewalls, antivirus tools)

Preservation of the riskwre-
duction (mitigation)an€éasures
of the IT-system inzan actual
secure mode (e!grupdate of anti-
virus tools)

Provision of means allowing a
software upgrade

Provision of separate authen-
tication and access control
mechanisms (e.g. card readers,
physical locks)

Provision of a network topology
with multiple and independent
layers

Restriction of IT-system user
privileges to only those that are
required for each person’s role

Disabling of all unused ports and
services

Responsibility for individual
user accounts and the account

management e o undate of
£ te-E5—Hpe

passwords)
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Table 3 (continued)

Protective area

Risk reduction (mitigation)
measure

Machine
manufacturer user

Integrator | End

Provision of the machine with
means for an authorization check
of the players/services after
every authentication

X X

Provision of the machine with
physical hardware measures

to bring it into safe state in the
case of a severe security attack.
(e.g. emergency stop, shut down
button)

Physical restriction of access or
use of IT-connection points (e.g.
USB or Ethernet sockets)

Disconnection or deactivation of
accessible IT-connection points
(e.g. USB or Ethernet sockets)

Observation of instructions for
use of component manufacturers
regarding

— the use of IT-connection
points,

— the phase of the life.eycle
of the machine in which the
connection is reguired,

— the duratipn of the required
connections,

— theTT-interface (HW/SW)
specified by the component
manufacturer,

— the access restriction to the
application SW specified
or recommended by the
component manufacturer,

— the use of (turn on)
passwords and antivirus
tools,

— changing the initial default
password at installation,

£ a| £+ £loot
aliull Cblblclll.ly dltTl tiiat.

Detection and reaction on IT-se-
curity incidents (with possible
influence on safety)

Provision of the machine with
capability to detect failed IT-sys-
tem components or unavailable
services

Provision of the machine with
means for monitoring of vulner-
abilities

Responsiveness and reaction to
vulnerabilities
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Table 3 (continued)

Protective area Risk reduction (mitigation) Machine Integrator | End
measure manufacturer user
In the case of remote maintenance |Provision of means for setting X X
and service up and ending of a remote ac-
cess session
Provision of means on the
machine that have priority over
remote access commands
Provision of means independent
of software so that they cannot
be bypassed remotely
Provision of incoming access lim-
its to specific times or individu-
als rather than leaving the lines
continuously open (an arranged
rendezvous between two people)
Monitoring of any remote access X
session (restriction of duration
for remote access)
Means for use of encryption for X X
initiating a remote maintenance/
remote service
0 Guidance for machine manufacturers to address IT-security issues with
ossible relevance to safety of machinery
10.1 General
IT-security risks which can have an influence on machine safety constantly evolve during the [life cycle
of a machine. The same applies fopthe appropriate/necessary counter-measures.
Ip this context, the influencérof the machine manufacturer is basically concentrated on rheasures
r¢levant at the life cycle stage "putting the machine into service or placing on the market for|the first
time". This requires incérporating machine parts/components, which can be targets for IT}security
risks (hardware and (software) with certain state-of-the-art features that can be helpful tio avoid/
re¢strict those risks«(threats).
Ig addition to-those direct measures regarding originally installed hardware and softwar¢ as well
a$ appropriaté. design of the entire machine regarding IT-security, a significant contribution by the
achine manufacturer can be made by appropriate information on the vulnerability analygis in its
ifstruction handbook to the customer/end user (and possibly to the integrator).

Safety-related machine parts/components (e.g. control systems, sensors, actuators) which can be
targets for IT-security risks (threats) should have state-of-the-art features, which can minimize their

vulnerability against those possible threats. For example:

— means/measures for authentication for access control (e. g. card readers, physical locks, password-

systems);
— means for software integrity;
— means for data integrity;

— means for software upgradability;
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