TECHNICAL ISO/TR
REPORT 22053

First edition
2021-01

Safety of machinery — Safeguar:ling

supportive system

Sécurité des machines — Systéme de'protection complémentaire

Reference number
ISO/TR 22053:2021(E)

©1S0 2021



https://standardsiso.com/api/?name=7345dc8fcd7d09874c7dfad5e21b2cd7

ISO/TR 22053:2021(E)

COPYRIGHT PROTECTED DOCUMENT

© IS0 2021

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 ¢ Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland

ii © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=7345dc8fcd7d09874c7dfad5e21b2cd7

ISO/TR 22053:2021(E)

Contents Page
FFOT@WOTM ........ooccccceeeesse e85 5588585555555 iv
IIMETOUICEIONL. ..ot 8885 v
1 S0P ... 1
2 NOTINATIVE FEEETE@IICES ............ooooiooeee st 1
3 Terms aNd AefiMETIOMNIS ... 1
4 Symbols and abbreviated terms w2
5 Safeguarding SUPPOTTIVE SYSTEIM. ... o

5.1 T3 1<) - OSSO F S

5.2 Description of safeguarding supportive system....

5.3 Interface between SSS and SRP/CS ...y S

An
Bil

Design of safeguarding supportive system

6.1 General.......ccccccoe,
6.2 System components
6.2.1 General. ...
6.2.2  Identification €leIMENTS ...
6.2.3  HUMAN=SSS INEITACE ........ooooooiocooooooceeeeeeei oo
6.2.4  Logicunit. ...
6.3 Output from the credential database
6.4 Verification and validation
INformation fOI USE ... oot e

nex A (info

bliography

rmative) Visualization of integration of SSS within IMS ...

© IS0 2021 - All rights reserved

iii


https://standardsiso.com/api/?name=7345dc8fcd7d09874c7dfad5e21b2cd7

ISO/TR 22053:2021(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procgdures used to develop this document and those intended for its further maintenance. gre
described|in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed-for the
different fypes of ISO documents should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document maybe the subject of

patent ri

ts. ISO shall not be held responsible for identifying any or all suc

h patént rights. Detailq of

any patenf rights identified during the development of the document will be in the.Introduction andjor

on the IS

Any trade
constitute

For an e
expressio

list of patent declarations received (see www.iso.org/patents).

an endorsement.

name used in this document is information given for the convénience of users and does ot

planation of the voluntary nature of standards, the 4€ieaning of ISO specific terms and
hs related to conformity assessment, as well as information about ISO's adherence to the

World Tralde Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.ofg/

iso/forew

prd.html.

This docujment was prepared by Technical Committee ISO/TC 199, Safety of machinery.

Any feedb
complete

isting of these bodies can be found at www.iso.org/members.html.

ack or questions on this document should be directed to the user’s national standards body. A
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Introduction

This document was developed to provide information about systems incorporating measures that can
be introduced into machinery, especially in IMS for reducing risks based on human factors.

Due to lack of human attentiveness during any task performed in a hazard zone (for example,
inspections, maintenance or set-up), safeguarding supportive systems can be used as a technical
measure to minimize the probability of dangerous human errors occurring.

© IS0 2021 - All rights reserved v
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Safety of machinery — Safeguarding supportive system

1

Scope

This document provides guidance for the design and integration of a safeguarding supportive system
(SSS) which is intended to include a mode selection as part of an SRP/CS or to add a layer of

personnel
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T
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Thie following documents are referred to in the text in such a way that some or all of the
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T:['s document is meant to be used in conjunction with ISO 11161.

rhentication and authorization to an IMS designed according to ISO 11161.

is document is applicable to the SSS but does not address personnel qualificationi-and comyp

Normative references
nstitutes requirements of this document. For dated references,only the edition cited aj
dated references, the latest edition of the referenced document {including any amendment

11161:2007, Safety of machinery — Integrated manufactuxing systems — Basic requiremen

12100:2010, Safety of machinery — General principles for design — Risk assessment and risK

Terms and definitions

owing apply.

ISO Online browsing platform:‘available at https://www.iso.org/obp

IEC Electropedia: available-at http://www.electropedia.org/

feguarding supportive system
b
mplementary.fisk reduction/protective measure to enable mode selection by the use of auth

5) means

bntification element

etency.

ir content
plies. For

5) applies.
S

reduction

" the purposes of this document, the ternisédnd definitions given in ISO 11161, ISO 12100 and the

and IEC maintain terminological.databases for use in standardization at the following addiresses:

entication

ViCe used in the safeguarding supportive system (3.1), referring to all logic units and their j

peripheral

eq

- 1 1 1 1 1 - 1 1 1
UIPIIICIIL, DUl TXCIUULE UIC LITUCIILIAT UdldDdsStc

Note 1 to entry: Examples include readers, key switches, cameras, HMI's, industrial PLCs.

3.3
control zone
identified portion of an IMS coordinated by the control system

[SOURCE: ANSI B11.20-2017, 3.39.1]

©lI
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3.4

qualified personnel

individual(s) who, as a result of training and experience, understands and demonstrates competence
with the design, construction, operation or maintenance of the machine and the associated hazards

[SOURCE: ANSI B11.0-2020, 3.68]

3.5
authentication
verification of the identity of a user, process, or device, often as a prerequisite to allowing access to

resourcesdn-an-information cycfnm

[SOURCE:|ISO/TR 22100-4:2018, 3.3, modified — In the definition, "verifying" has been changed| to
"verification of"]

3.6
authorizajtion
right or p¢rmission that is granted to a system entity to access a system resource

[SOURCE:|ISO/TR 22100-4:2018, 3.4]

3.7
authorize¢d personnel
qualified personnel identified by the user (employer) or supplier to perform a specific task

[SOURCE:]ANSI B11.0-2020, 3.7]

4 Symbols and abbreviated terms

HMI human-machine interface

ID identification

IMS integrated manufacturing system
PLC programmable logic controller
RF radio frequency

RFID radio frequency.identification
SPE sensitive prdtective equipment

SRP/CS | safety-related parts of a control system

5 SafeFuarding supportive system

5.1 General

A safeguarding supportive system is used in conjunction with, and not in place of, guards and protective
devices.

A safeguarding supportive system enables a requested mode when the authorization matches the
requirements for the task to be performed.

The safeguarding supportive system affects all modes of operation requiring tasks in hazard zones
including, for example, adjusting, set-up, teaching and troubleshooting. Accordingly, the safeguarding
supportive system functions are based on modes of operation of the IMS described in ISO 11161:2007,
5.1.3,8.2.2,and 8.4, and ISO 12100:2010, 6.2.11.9.

2 © IS0 2021 - All rights reserved
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Figure 1 shows a concept of the implementation of an SSS.

NO

TE Details on SRP/CS are dealt with in ISO 13849-1. Details on IMS are given in ISO 11161.

SSS Credential
Database

I Identification elements Logic unit

I Authorize;i Identification device
personnel
I identification

Thi
thg
iS 4

.2 Description of safeguarding supportive system

—p
N < A

VI srp/cs

According to ISO 13849-1

< >
IMS

According to ISO 11161

Figure 1 — Concept of the implementation of a SSS

feguarding supportive systems (SSS) provide the following functions:
identification of authorized persennel;
check that the authorization for the selected task matches with the personnel identified;
information of the user about the task(s) authorized;
enabling of the operating mode corresponding to the selected task(s);
indication of thezones to be accessed by the authorized personnel.

e SSS is anfadditional layer which provides input(s) to the logic unit of the SRP/CS in order
b appropriate operating mode for the required task based on authentication. The mode seled
h safetyfunction that requires SRP/CS with a performance level according to ISO 13849-1.

Se

e also Figure A.1.

5.3 Interface between SSS and SRP/CS

2021(E)

to enable
tion itself

The interface allows information exchange between SSS and the logic unit(s) of the SRP/CS. The safety
functions enabled/disabled by the SSS can include but are not limited to:

a)
b)

c)

©lI

restart;

reset;

release of guard locking device which locks the guard in the closed position (see ISO 14119).
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6 Design of safeguarding supportive system

6.1 General

The integrator reviews the risk assessment of machinery/IMS considering the task zoning and the
relevant spans-of-control. As shown in Figure 2, the system components of the SSS are identification
elements (see 6.2.2), human-SSS interface (see 6.2.3) and logic unit (see 6.2.4). The SSS can be part of
the SRP/CS or separated.

I Identification elements !

I Authorize;i Identification device
personnel !
I identification

Human-SSS interface
<
A —

Logic unit

Figure 2 — Overview of safeguarding supportive;system

The SSS design should consider as a minimum:

a) identification elements suitable for the application;

b) locatipn of the identification device in relation to accesszones/paths;

c) interfface to credential database;

d) task(§) which require local operations;

e) relevdnt protective devices for local operations (for example, enabling device, SPE);

f) informnation to be displayed (for example, applied task, access/exit path).
6.2 System components

6.2.1 General

The system components consist of identification elements (see 6.2.2), human-SSS interface (see 6.2.3)
and logic ynit (see 6.2:4):

6.2.2 Identification elements

6.2.2.1 [General

The identification elements comprise any technology by which authentication can be achieved. The
authentication can be related to personnel skills and/or authorization and can be used to register entry
and exit to a control zone, or subsequent control zones.

The identification elements comprise of an identification device (see 6.2.2.2) and an authorized
personnel identification (see 6.2.2.3).

6.2.2.2 Identification device

The identification device reads the authorized personnel identification and transmits the information
to the logic unit of the system components (see Annex A).

4 © IS0 2021 - All rights reserved
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The identification device should be located to easily perform the required tasks.

NOTE Examples of identification devices include biometric devices (e.g. camera), RF tag readers, barcode
readers, mechanical/electromechanical key cylinders, key pads for password(s).

6.2.2.3 Authorized personnel identification

Authorized personnel identification can include biometric properties (e.g. retina scan, fingerprints)
and/or identifiers assigned to the user (e.g. RF tag, authorized personnel identification card, key).

6.7.3 Human-5SSS interface

Thie human-SSS interface is where the request is made. The human-SSS interface exchangesinformation
with the logic unit. The human-SSS interface indicates visibly and/or audibly the IMS-status information
indluding the results of the request.

NOTE The human-SSS interface can be a keyboard, a switch, a touch panel, etc.
Thie following information can be considered for display:

a) | task zones that the authorized personnel can access, access paths to those zones and gxit routes
when necessary;

b) | selected task;
c) | tasks for which the authorized personnel is permitted;
d)| authorization results in response to a request to perform a safety-related operation.

e) | significant information of accessible adjacent task zones, for example, operating [modes, if
automatic/unexpected restart can occur:(§ée 1ISO 12100:2010, 6.3.3.2.5).

6.2.4 Logicunit

Thie logic unit authenticates the authorized personnel identification and the request to the human-SSS
inlerface with the credential database. Upon authentication, the logic unit presents authorized actions
anfl enables the selection of the-authorized personnel, e.g. selection of a mode.

6.3 Output from thecredential database

Thee following information can be used as output from the credential database as defined by the user
(sde Figure 1):

a) | tasks based on the authorized personnel permissions;

b) | modes based on the authorized personnel permissions;

c) [ combination of authorized personnel and tasks associated with each mode of operation.

The credential database can be part of the SSS or a remote network resource or some combination
thereof.

6.4 Verification and validation

The SSS integrator should verify and validate the design and structure of the SSS according to
1SO 12100:2010, 6.2.11.7.

The SSS integrator should verify and validate the mode selection meets or exceeds the requirements for
the safety function according to ISO 13849-1 and ISO 13849-2.

© IS0 2021 - All rights reserved 5
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7 Information for use
The information for use should include guidance necessary for the authorization to be granted.

Advice should be given in the information for use of the machine or IMS concerning the risks associated
with the handling of authorized personnel identification (ID cards, RFID tags, keys, etc.) and also about
the availability of spare authorized personnel identifications.

See also ISO 11161:2007, Clause 9, and ISO 20607.

6 © IS0 2021 - All rights reserved
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