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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procg¢dures used to develop this document and those intended for its further maintenance
described|in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed-for {
different fypes of ISO documents should be noted. This document was drafted in accordance with {
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document may)be the subject
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Introduction

General

Arecord is information created, received and maintained as evidence and as an asset by an organization
or person, in pursuit of legal obligations or in the transaction of business. Records management is
the field of management responsible for the efficient and systematic control of records, and thus the
primary source for the definition of the main principles and requirements for the records management
capability.

Enferprise architects work with stakeholders, both leaders and subject matter experts, tocddvelop and
mdintain a holistic view of the organization's strategy, processes, information assets, and\information
teqhnology. The role of the enterprise architect is to take this knowledge and ensure that th¢ business
anfl IT are in alignment. The enterprise architect links the business mission, strategy and prpcesses of
an|organization to its information and technology strategy. Enterprise architectS)document [this using
myltiple architectural models or views that show how the current and futuremeeds of an organization
will be met in an efficient, sustainable, agile, and adaptable manner.

Thie concept of records as information assets is consistent with the definition in ISO 15489-1:2016
of [‘information created, received and maintained as evidence and.@s)an asset by an organjfization or
pefson, in pursuit of legal obligations or in the transaction of busiptess”. Consistent good pracftice in the
mgnagement of the information assets of a business is most important, regardless of the Hroader or
nafrower interpretation of the terms “record” and “records{mhanagement”, and concepts of|[“business

re¢ord”, “evidence”, “information asset”, “legal obligations’, and “transaction” in an organfization or
bukiness.

Thie purpose of this document is to provide a commef’ reference for records managers (or information
mgnagers in general) and enterprise architects about requirements for records processes and systems.
Thie goal is to establish the records manager@s a key stakeholder in enterprise architectyre, which
supports embedding records management:

—| into the strategic goals, enabling it-as an organizational capability for consideration for gdvernance,
risk and compliance;

—| into the enterprise architecture requirements, to influence systems analysis, design, plafning, and
change management.

Enterprise architects are highly influential in the creation of organization-wide business reqpirements
anfl in solution architectures. Enterprise architects create and maintain enterprise ar¢hitecture
representations, usually comprised of multiple models or views that show how the current gnd future
negds of an orgadization will be met in an efficient, sustainable, agile, and adaptable manne}. Records
requirements, principles and models can be stated in ways that can be readily incorporated [into these
enferprise architecture representations to embed records processes and systems into normall business
practice and’into solutions to be designed. Incorporating recordkeeping requirements info system
anplysisvand design will help enterprise architects link systems to recordkeeping control fools, and

thyis_resolve issues such as the efficient and systematic control of the creation, receipt, majntenance,
ust i - c rtrrt] s i trefottomrs bectives

a) Explaining the core concepts and records management principles to enterprise architects;

b) Explaining the core concerns of records management as an enterprise architecture viewpoint;

c) Explaining the alignment of the records management viewpoint and enterprise architecture
methods.

The records management viewpoint expressed here makes use of the concepts of “concerns” and “system
of concerns” defined in ISO/IEC/IEEE 42010, and of the concepts of “stakeholders”, “viewpoint, “view” and
“model” as also defined coherently in that standard and in the main enterprise architecture references
of The Open Group Architecture Framework (TOGAF) and ArchiMate. With reference to ArchiMate,
the main scope of this viewpoint is the motivational aspect and the layers strategy and business, with
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minor considerations for the layers of application and implementation. TOGAF is used to inform how this
records management viewpoint relates to the Architecture Development Method (ADM).

NOTE

For an explanation of ArchiMate diagram conventions, see Annex A.

Motivation

Since enterprise architecture often drives decisions about investment in information systems, it is
important that records management requirements can be aligned with enterprise architecture. This
ensures that enterprise architects can understand the business value realized through managed

records.

System dgsigners can then consider building in records management capabilities by design:. T
requires the expression of records management concerns in a way that is useful for representation in
architectyre descriptions.

Motivatiohs for the development of this document include the need to improve the following situatio

Lack
their

also ds enterprise assets,

tech
over

InforrFation is of growing importance as an organisational asset pir its own right. New sen

etc.), aind therefore demand adequate Records Management,

Lack

management often being de-scoped or “deferred” during systems analysis and design, shift
archifectural debt to the end of life of system’s decommissioning (end of life of a system), T

defer

decommmissioning, implying high risks for the business and costly corrective efforts,

Lack ¢f embedding records management capability in the design of systems that create and rece

recor
orgar

a loss|of efficiency (such as for discovery tasks),

Cost df re-engineering an enterprise solution designs due to compliance risks.

Understanpding records management concerns within an enterprise architecture context can minim
some of the following typical‘challenges:

Vi

Reliajce on manualinterventions in the management of records, described:

Bly Enterprise Architects as “create, describe, store, maintain and dispose of records”,

Bly Records Managers as “creation, capture and management of records”.

bf understanding in many organizations that the information created and-received as part of
business activities are in fact records and therefore should be managed'not only as records ut

Jely

logy, big data phenomena, open data and linked data practices, etc., require efficient contjrol
erived information and its uses (e.g. machine learning applications, decision aid procesges,

of managing records not only as records but alsg as enterprise assets results in records

ng
his

ment can result in uncertainty and lack of/fundamental knowledge in the moment of the

ve

s, resulting in: unmanageable records; needed authoritative information not available to the
ization; increased risk of exposure of the organization to risks (such as compliance risks) and

VAS

Records not created within, or persistently linked to, the business context (see Figure 1),

Exposure to risks and compliance issues due to:

Systems not designed to preserve the integrity of records, for example, not preventing

unauthorized changes to content and metadata, or with inadequate activity monitoring,
Systems not able to destroy records when those records are due for destruction,
Systems not designed to prevent the destruction of records that are scheduled for retention,

Systems not recording the disposition of records,

© ISO 2019 - All rights reserved
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— Systems with limitations for decommissioning properly, because it isn’t possible to apply
dispositionrulestopoorly described contentorbecause the systemlacks disposition capabilities,

— Migrations that damage the integrity of records (content, context, rendering), are compromised

through poorly designed migration processes,

— Systems unable to appropriately discover or view or retrieve records,

— Systems unable to prevent inappropriate disclosure of records, nor to publish appropriate as

open data due to inadequate metadata,

St

— Inability to transfer control of archival records to archival authorities.
Overhead cost of maintaining unmanaged records indefinitely,
Loss of reputation and legal risks associated with lack of evidence or lack of integrity of g

ucture of this document

Thiis document is organized into four main groupings:

Clauses 1 to 3 provide the context overview, including Introductien, Scope, Normative r
and Terms and definitions.

Clauses 4to 11 setoutthe Records Management Viewpointinthe scenarios of “Business”, “M|

” o

“Information”, “Strategy”, “Implementation” and “ReferenceApplication”.

Clause 12 — Records Management and the Architecture Development Method — provides
for the consideration of Records Management concerns during an Enterprise Architectur
considering the ADM, as proposed by TOGAF 9{4l.

Annexes supporting Clauses 4 to 12.

vidence.

eferences,

ptivation”,

buidelines
e process,
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Information and documentation — Records management
in enterprise architecture

NO
mao
du
reg

juirements into eterprse architecturet the win gal of building cossus
among records managers, enterprise architects and solution architects, and
across the domains of records management, enterprise architecture and solutien archite

TE This common understanding of Records Management enables Enterprise,Arichitects to undé

tivations, concerns and goals of Records Managers, recognize them as influehtial key business st

[ing organizational transformation, and use this understanding to influence-systems planning and g
ult, Records Management becomes an organizational capability at governanee, strategic and operati

Thiis document provides a records management viewpoint,ywith architecture princ

co
ar
col

'responding architectural views of records. It explains¢records management for ¢
hitects and other related professionals, so that they can-achieve the competency needed f
laborative initiatives.

Thiis document provides support to enterprise architects in areas including:

understanding and identifying records management principles, goals and requirements 5
for the architectural representation,

facilitating consultations with recordsmanagers during the project lifecycle,

identifying opportunities to reuse.existing records management analyses and tools.

Thiis document provides scenarjos.and models for solution architects and those who have resy

for

infrastructure overview.

Thijis document also provides a common language to records managers for collaboration with ¢

ar

2

hitects to position records management requirements in the architecture development pr

Normative'references

Thlere are 110 normative references in this document.

3

TFerms and definitions

erns and

cture.

brstand the
hkeholders
esign. As a
onal levels.

iples and
enterprise
0 support

ignificant

onsibility

enterprise
bcess.

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

©lI
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3.1 General

311
access
right, opportunity, means of finding, using or retrieving information

[SOURCE: ISO 15489-1:2016, 3.1]

3.1.2
activity

major tas
[SOURCE:

3.1.3

appraisa
evaluation of business activities to determine which records need to be created and captutred, and h
and how 1

Note 1to e
to identify
meanttob

[SOURCE:

3.1.4

architect
<system>
relationsh

[SOURCE:

3.1.5
asset
anything

Note 1to e

a)
b)
<)
d)
e)
f)

[SOURCE:4

performed by a business entity as part of a function

information (such as documents and databases);

softw
physid
servic
peoplg

intang

[SO 15489-1:2016, 3.2]

bng, the records need to be kept

ntry: In some records and archives management traditions, appraisal is solely 'used as an instrum
retention requirements or to create a disposition authority. The concept pf'appraisal as defined her
e used in a broader way.

[SO TR 21946: 2018, Introduction]

ure
fundamental concepts or properties of a system in its environment embodied in its elemer
ips, and in the principles of its design and evolution

ISO/IEC/IEEE 42010:2011, 3.2]

hat has value to the organization

ntry: There can be many types of assets, including:

ire, such as a computer program;

al, such as a computer;

es (meaning eapabilities to deliver something);

, and their qualifications, skills, and experience; and

ibles, 'such as reputation and image.

ts,

3.1.6
authoritative record
records, regardless of form or structure, are authoritative evidence of business when they possess the
characteristics of authenticity, reliability, integrity and usability

[JaWAlnTallsle/aYaVaMeYaVaVYa il Bio X |
OU/TL G Z7 U0 ZUU 7, Z7T]

[SOURCE: ISO 15489-1:2016, 5.2.2.]
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3.1.7

classification

systematic identification and/or arrangement of business activities and/or records into categories
according to logically structured conventions, methods, and procedural rules

[SOURCE: ISO 15489-1:2016, 3.5]

3.1.8
system of concern
interest in a system relevant to one or more of its stakeholders (3.1.22)

Nofe 1 to entry: A concern pertains to any influence on a system in its environment, including devglopmental,
tedhnological, business, operational, organizational, political, economic, legal, regulatory, ecological{and social
influences.

[SOURCE: I1SO 42010:2011, 3.7]

3.19

coptext of the organization
combination of internal and external issues that can have an effect on.an organization’s agproach to
deyeloping and achieving its objectives

Nofe 1 to entry: The organization’s objectives can be related to its products and services, investiments and
behaviour towards its interested parties.

Note 2 to entry: The concept of context of the organization is equally applicable to not-for-profit or public service
organizations as it is to those seeking profits.

Note 3 to entry: In English, this concept is often referréd to by other terms such as “business environment”,
“orjganizational environment” or “ecosystem of an orgahization”.

Note 4 to entry: Understanding the infrastructure.¢an help to define the context of the organization.

Nofe 5 to entry: An encapsulation of data that is recognized by a business domain expert as repitesenting a
corpceptual thing relevant for the domainAmnodel of that business (instances of information entities can become
infprmation assets).

[SOURCE: ISO 9000:2015, 3.2.2modified — Notes 1 to 5 to entry have been added.]
3.1.10

disposition

<re¢cords>range of proeesses associated with implementing records retention, destruction gr transfer
defisions, which are-documented in disposition authorities or other instruments
[SOURCE: 1SO._15489-1:2016, 3.8]

3.1.11
evjdence
dofumentation of a transaction

Note 1 to entry: Proof of a business transaction which can be shown to have been created in the normal course of
business activity and which is inviolate and complete. Not limited to the legal sense of the term.

[SOURCE: ISO 15489-1:2016, 3.10, modified]

3.1.12

function

group of activities that fulfils the major responsibilities for achieving the strategic goals of a
business entity

[SOURCE: ISO 15489-1:2016, 3.11]

© IS0 2019 - All rights reserved 3
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3.1.13

management system

set of interrelated or interacting elements of an organization to establish policies and objectives, and
processes to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines, e.g. quality
management, financial management or environmental management.

Note 2 to entry: The management system elements establish the organization’s structure, roles and
responsibilities, planning, operation, policies, practices, rules, beliefs, objectives and processes to achieve those
objectives.

Note 3 to pntry: The scope of a management system can include the whole of the organization, specific-4gnd
identified functions of the organization, specific and identified sections of the organization, or one\or mpre
functions gcross a group of organizations.

Note 4 to ¢ntry: This constitutes one of the common terms and core definitions for ISO management system
standards jgiven in Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives, Part 1. The origipal
definition has been modified by modifying Notes 1 to 3 to entry.

[SOURCE:|ISO 9000:2015, 3.5.3]

3.1.14
metadatq for records
structurefl or semi-structured information, which enables the creation, management, and use| of
records through time and within and across domains

[SOURCE:|ISO 15489-1:2016, 3.12]

3.1.15
metadatgd schema
logical plan showing the relationships between metddata elements, normally through establishing
rules for the use and management of metadata specifically about the semantics, the syntax and the
optionalitly (obligation level) of values

[SOURCE:|ISO 23081-1:2017, 3.10]

3.1.16
migration
<records3process of moving reeords from one Records Management service to another servjce
maintainipg all the characteristics of these records

Note 1 to eptry: See also defiritions of this concept in ISO 30300:2011, 3.3.8 and ISO 15489-1:2016, 3.13.

3.1.17
model kind
conventic;Ls for atype of modelling

Note 1 to entry: Examples of model kinds include data flow diagrams, class diagrams, Petri nets, balance she¢ts,

3 . .l 1 . h .
organlzatluu CITAI CS dITd state I aIISICIoIT IMToueTrs.

[SOURCE: ISO 42010:2011, 3.9]

3.1.18

record(s)

information created, received and maintained as evidence and as an asset (3.1.5) by an organization or
person, in pursuit of legal obligations or in the transaction of business

Note 1 to entry: The viewpoint defined in this document is intended to be useful in any enterprise architecture
scenario, and intended to prevent conflicting meanings in multiple viewpoints. The term used in the ArchiMate
modelling of this viewpoint is “business record”. In this document the term “business record” has the same
definition as the established definition for “record” in the records management domain.

4 © IS0 2019 - All rights reserved
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[SOURCE: ISO 15489-1:2016, 3.14]

3.1.19

records management

field of management responsible for the efficient and systematic control of the creation, receipt,
maintenance, use and disposition (3.1.10) of records, including processes for capturing and maintaining
evidence of and information about business activities and transactions in the form of records

[SOURCE: ISO 15489-1:2016, 3.15]

3.1.20
records management capability
capability of realizing the records management (3.1.19) goals

3.1.21
records system
information system which captures, manages and provides access (3.1.1) to records (3.1.18) thrjough time

Note 1 to entry: In the context of records management, “system” means a businesssystem that is resgonsible for
auomating business activities and transactions.

[SOURCE: ISO 15489-1:2016, 3.16, modified —In the definition, the'word “over” has been rg¢placed by
“tHrough” and Note 1 to entry has been replaced.]

3.1.22
stakeholder
individual, team, organization, or classes thereof, having'an interest in a system

Note 1 to entry: Different stakeholders with different roles'will have different concerns
[SOURCE: ISO 42010:2011 3.10]

3.1.23
transaction
smallest unit of a work process consisting of an exchange between two or more participants dqr systems

[SOURCE: ISO 15489-1:2016, 3.18]

3.1.24
wqrk process
ong or more sequences ef/activities required to produce an outcome that complies with goverping rules

Note 1 to entry: Thedefinition above corrects here the definition “one or more sequences of actions fequired to
prgduce an outcome‘that complies with governing rules”.

[SOURCE: 1SO15489-1:2015, 3.19]

3.2 ‘Terms relating to TOGAF

NOTE TOGAF 9.2 terminology is available at http://pubs.opengroup.org/architecture/togaf9
-doc/arch/chap03.htm.

3.2.1

actor

person, organization, or system that has one or more roles that initiates or interacts with activities
EXAMPLE A sales representative who travels to visit customers.

Note 1 to entry: Actors may be internal or external to an organization. In the automotive industry, an original
equipment manufacturer would be considered an actor by an automotive dealership that interacts with its supply

chain activities.

[SOURCE: TOGAF 9.2, 3.2, modified]

© IS0 2019 - All rights reserved 5
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3.2.2
architecture principles
qualitative statement of intent that is intended to be met by the architecture

Note 1 to entry: Architecture principles are a set of principles that relate to architecture work. They reflect a
level of consensus across the enterprise and embody the spirit and thinking of existing enterprise principles.
Architecture principles govern the architecture process, affecting the development, maintenance, and use of the
enterprise architecture.

[SOURCE: TOGAF 9.1, 3.16]

3.2.3
architecture view
representption of a related set of concerns.

Note 1 to eptry: The term view is used as a synonym for architecture view.
[SOURCE:|TOGAF 9.2, 3.17]

3.24
architecture viewpoint
specificatjon of the conventions for a particular kind of architecture view (3:2.3)

Note 1 to|entry: An architecture viewpoint can also be seen as the definition or schema for that kind| of
architectufe view. It establishes the conventions for constructing, interpreting, and using an architecture view
to address|a specific concern (or set of concerns) about a system-of-interest:

Note 2 to eptry: The term viewpoint is used as a synonym for architecture viewpoint.
[SOURCE:|TOGAF 9.2, 3.18]

3.2.5
capability
ability thqt an organization, person, or system possesses

EXAMPLE Marketing, customer contact, or*"outbound telemarketing.
[SOURCE:|TOGAF 9.2, 3.30]

3.2.6
data arcHitecture
descriptidn of the structure and’interaction of the enterprise's major types and sources of data, logical
data assefs, physical data assets, and data management resources

Note 1 to ehtry: Logical data entities can be tied to applications, repositories, and services and may be structured
according to implementation considerations.

Note 2 to entry:-The concept of “data” is intentionally not defined here, as it is part of the data architectfire
definition for.€ach application scenario. It is according to the specific requirements of that scenario.

[SOURCE: TOGAF 9.2, 3.36]

3.2.7
metamodel
model that describes how and with what the architecture will be described in a structured way

[SOURCE: TOGAF 9.2, 3.50]

6 © IS0 2019 - All rights reserved
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3.2.8
role
usual or expected function of an actor (3.2.1), or the part somebody or something plays in an action

or

event

Note 1 to entry: It is also defined as a part an individual plays in an organization and the contribution they make
through the application of their skills, knowledge, experience, and abilities.

Note 2 to entry: An Actor may have several roles.

[SOURCE: TOGAF 9.2, 3.31]

3.3
SO
de
(IS

No

translation of requirements into a solution vision, high-level business and/or }T/system specificat

po
[S

4

4,

Thle main scope of this viewpoint is the motivational aspect with the layers of strategy 3

bu
Tal

1 Records management viewpoint purpose

9

ution architecture

scription of a discrete and focused business operation or activity (3.1.2) and how ihformati
)/information technology (IT) supports that operation

Le 1 to entry: A solution architecture typically applies to a single project or project release, assis
tfolio of implementation tasks.

URCE: TOGAF 9.2, 3.69]

Records management viewpoint purpose and content overview

siness, but with considerations for the layers oflapplication and implementation.

Table 2: Core records managementstakeholder map matrix;

Figure 3: Records managementinformation view (ArchiMate diagram);

Figure 4: Records managément information view (UML class diagram);

Figure 5: Records management business motivation view — Goals (ArchiMate diagram);
Figure 6: Recordsmanagement business motivation view — Capability (ArchiMate diagr
Figure 8: Records management motivation view — Architecture principles (ArchiMate d

Figure®:Records management reference application scenarios (ArchiMate diagrams);

ble 1 summarizes this viewpoint, which is-defined below with the following model artefacts:

Figure 10: Records management strategy and implementation view (ArchiMate diagram),.
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Table 1 — Records management viewpoint description

Records management viewpoint

Stakeholders |— Enterprise architect

— Records manager (as specific motivational Domain architect)
— Process architect (to identify transaction activities)

— Domain architect (to identify business records and records metadata)

in} H 1 el HoA | Al ral 1. - )
DUSIIITOSS aucu_yaL LLU 1ucuLuy hUlllPlldllLC I C\{ull ClllCllLD}

— C-Level managera

are: Chief

(CS0), Chie
Because th
and other (
scenario, tH

Concerns — Architecture strategy and tactics
— Motivation (ArchiMate defines motivation elements as: Value, Meaning, Driver;Assessmept,
Goal, Outcome, Principle and Requirement. This viewpoint focusesyon the elements
Principle and Requirement, as identified in the Records Managementbody of knowledge
— Responsibilities (collaborations with Records Managers)
Purpose — Designing
— Deciding
— Informing
Scope — Motivational Aspect
— Multiple Layer (Strategy, Business, Application and Implementation)
a  High-rinking executive titles within an organization, who are typically considered the most powerful and influential
positions of an organization, setting the strategy and making high=stake decisions. Common examples of these positiqns

ixecutive Officer (CEO), Chief Financial Officer (CEQ), Chief Information Officer (CIO), Chief Security Offi
f Information Security Officer (CISO), Chief human'resources officer (CHRO), Chief compliance officer (CCO), {
by are not relevant for the definition of this viewpoint, the eventual relationship between the senior Manag
lasses of stakeholders of “Program Managey”.and “Records Manager” are here intentionally ignored (inar
ey might depend of each specific organizational structure).

er
tc.
br'S
pal

4.2 Redords management viewpoint and the ADM

Records n
all be exp
proposed

Clause 12

5 View

hanagement does not néed to be treated as a separate architecture domain. Its concerns d
ressed in requirements relating to the main architecture domains and phases of the Al
in TOGAF.

: Records management business context and stakeholders

an
DM

(@]

explains howrthe records management viewpoint can be aligned with the ADM. Annex C
provides inore details for that purpose.

5.1 Records management in the business context

IS0 23081-1:2017, 9.1 and Figure 1 describe that records are scoped within their business context.

Organizations are socio-technical systems, in the sense that they consist of workplaces of people
interacting with technology. Business contexts are organizations that are commonly understood as
processes, information, technology and people that should interact with each other and with their
environment in support of a common business objective.

The context where business is done is defined by mandates, which can be either external, such as laws,
regulations, standards, etc., or internal, such as policies, responsibilities, delegations, etc. In the course
of doing business, records are the documented evidence of how the business is done, thus they account
for the execution of the mandates. In this way, records management is integrated into business.

8
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Figure 1 — Records management and the business context1)

ure 1 shows relationships between business, agent (equivalent to a TOGAF actor), and reco
hny layer of aggregation and through time. Business to business, business records mana
Kiness records management, agentto agent, and record to record relationships can also be d
 through time. Any single agent, business context, business records management context,
ity might have relationships:with like or unlike entities that extend through layers of aggn
ys that establish a rich enyelope of contextual metadata?).

ords, implying they should consider the inclusion of records management capabilities
tems. The authoritativeness of records is supported when their management systems d
pabilities of being reliable, secure, compliant, comprehensive and systematically managed
naging records, regardless of their degree of automation, enable the execution of
creating; capturing and managing records. They depend on defined policies, respo
nitering, evaluation and training to meet identified records management requirements.

d entities
ement to
epicted in
br records
egation in

0 manage

in those
eliver the
. Systems
processes
hsibilities,

A

hore business nrocesses are collabhaorative hetween organizations business contexts
r o 7

hight also

require interoperability between local and external business systems. Any interoperability requirement
would impose specific requirements that systems managing records would also take in consideration.

5.2 Records management stakeholders

It is important to first identify the stakeholders’ power, influence, and interest around the
records management capability, and then to focus the Enterprise Architecture engagement on the
corresponding key individuals. These classes of stakeholders can be mapped onto a power/interest

1

Source: 1SO 23081-1:2017, Figure 1.

2) Note Mandates are referred to (but not defined) in ISO 15489-1:2016, S 8.2 as “laws and other requirements
governing the conduct of business and record creation or management”.
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matrix, as illustrated by Figure 2, which also indicates which strategy to adopt for engaging with these
stakeholders.

Table 2 shows reference classes of stakeholders that can be considered for the definition of the records
management viewpoint. The Rating (B, C or D) is taken from Figure 2. Table 2 is not prescriptive, but
only a reference for the description of generic roles (in real scenarios, real roles would be considered
case by case, and also considering the level of application in that case of other references, as for example
Reference [4]).

C D
Keep satisfied | Key players

High

Power

A B
Minimaleffort | Keep informed

Low

Low High
Level of interest

Figure 2 — Stakeholder map matrix cencept

Table 2 — Core records management stakeholder map matrix

Stakeho|der Involvement Rating | Strategy Relevant artefactg
C-level Mahager|Any senior high management-level positiensin C Keep — Business footprint
the organization. This group is interested in satisfied
the high-level drivers, goals and objegtives of — Goals, Objectives
the organization, and in how to translate these and Service mod¢l
into an effective Records Management process to o
advance the business in a compliant conscience — Organizational
and risk awareness. chart
Program This specific group is jnterested in prioritising, C Keep — Roadmaps
Manager funding, and aligning change activity. An under- satisfied
standing of Records'Management and technical — Business footprint
dependencies adds.a further dimension of richness o
to portfolioaanagement and decision-making. — Application
communication
— Functional
decomposition
Records Kéy stakeholder who needs to be involved in D Key player [All
Manager defining the Records Management capability.
Business Key stakeholder who are involved in the execu- D Key player |— Roadmaps
worker tion of the work processes, and therefore needs
(end user) to be involved in defining the efficiency of the — Business footprint
Records Management capability. i
— Functional
decomposition
Customer Stakeholder with indirect concerns on the B Keep — External
(including Records Management changes, for consideration informed functionality
business if, for example, the business has an identified
partners) requirement to provide external interfaces for
customers to store or retrieve records as business
objects. This class of stakeholders also comprises
business partners.
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6 View: Records management information

ISO 15489-1 describes records controls and records processes in a way that allows for flexibility in
implementation choices. However, and in alignment with Figure 1, we can produce the generic records
management metamodel information viewpoint as illustrated in the diagrams in Figure 3 and Figure 4
(respectively as an ArchiMate diagram and as a UML class diagram expressing a conceptual domain
model, a language that is also expected to be familiar to Enterprise Architects).

Business work process l=>

Business activity l=>

Business transaction 52

is associated is associated

Business record Business activit:
Data . . . .
is associated classification
. specializes v .
specializes has ' realizes
J Businessﬁ E>

_‘ """"" Business object Data object

Record metadata Record process L !

is part of

Figure 3 — Records management information view (ArchiMate diagram)

class Domain Objects /

Business context

+required to produce outcome B g oo oo work
+isfdlifilled by > —<H process
Business function Business activity |*
x
Data > .
Business
* transaction
=
1'.’
R U B T e aaes '
= : ’
i = i
i r“\ Business activity :
Record Mnetadata Record . = classification
2\ < : +is evidence of P
+creation, management !
1 and use are enabled by :
! Records Management context !

Figure 4 — Records management information view (UML3) class diagram)

This view can be described as follows.

— In an organization, an outcome is produced by a “Business work process”, comprising of the set of
activities required to produce the intended outcome.

3) The Unified Modeling Language (UML) is an engineering language that is intended to provide a standard way to
represent the design of a logical system.
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— Where an activity comprises an exchange between two or more participants, it means a transaction
has occurred. The main purpose of records management is the efficient and systematic management
of information that is evidence of business transactions. This implies that information generated
about a “Business transaction” is created and managed as a record and according to established
conventions, methods, and procedural rules.

— A “Record” is therefore a fact, which, as a business concept, is like any other type of “Data” modelled
in the data architecture as any other asset created and maintained by the organization (in this case,
representing evidence of a “Business transaction” according to the “Business activity classification”
of the relevant activities).

— As a ppecialization of “Data”, a “Record” is therefore an asset of an organization, and like>gny
other|Data, a “Record” can be made of other “Data Entities” (e.g. structured or unstructured'dgta,
contrfcts, letters, invoices, images, voice recordings, etc.), and consequently, of other “Records”.

— Finallly, a “Record” also can have in its composition specialized “Data Entities” of thexkind “Recgrd
metadlata” (metadata for records is structured or semi-structured information intended to suppprt
the lifecycle of records; metadata schema models the relationships between métadata elements)

In conclukion, being a business asset, a “Record” is properly managed, which requires “Recard
metadatal, a type of “Data” that becomes part of “Record”.

7 View: Records management motivation — Goals

Figure 5 i]lustrates the analysis towards the goals in the view of\thie records management motivatipn,
in alignment with the concepts in Table 2 and with the terms and definitions in Section 3.

Notation
Program ‘ ‘ Records P ‘ ‘ Clevel @ ) % * oniext *
manager manager manager ‘ So @ ‘ Regulatory stakeholder
Responsibility context
6 / N\
|
¥ v A Driver e
Be effective in Records *‘ $ *
\ Management R, \ Governance ‘ Risk Management ‘ Compliance ‘
. (Effectiveness) influgfices - N Goal
| : !
I s = | =R
| ; | .
i ~\ B, | g Val
| Be efﬁciﬁhI siness | ( Beawareofrisksini Be compliant in business |
: G (Efficiency) 7o b:smess (RS R (Compliance) Business °|
! : r\ . : warenesss) : process
I » i | —— ! i
I H
g t il
! @) i I |
v v v v B [ —- >
Efficiency in creatin@ @ ; @® Create and manage Influences
b a‘_ld mana_gin Control exposure to risks in ;Omn;rl?;::ep?:sl:lr:st&rl:::;; business evidences *>—
usiness eviden s Risk A ; i S
(Business Eff ) usiness (Risk Aware) Compliant) (Business Transparent) is part of...
| i
lntroduc@mtain effective Records Manag t (Records Manag 1t) M- £

=

Bu51ne§S =>| Business work process

Figure 5 — Records management motivation view — Goals (ArchiMate diagram)

Figure 5 can be read as follows:

— The main goal of this domain is the desired end-state for the business of “Introduce and maintain
effective Records Management that supports the organization’s strategic objectives (Records
Management)”, which is influenced by values that are, on their turn, influenced by the generic driver
“Business Context”.
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The generic driver “Business Context” that is associated to the generic class of stakeholder “C-level

Manager” is composed of five specific drivers:

» o«
]

“Compliance”, “Risk Management” and “Governance”);

The specific driver “Regulatory Context”, which influences the more specific drivers of

The specific driver “Social Responsibility”, which also influences the driver “Governance”;

The specific driver “Compliance”, which influences the value of “Be compliant in business

(Compliance)”, which in its turn influences the goal of to “Create and manage business evidence

(Business Transparent)”:

()

Fig
wh
is1

Fig

The specific driver “Risk Management” influences the value of “Be aware of risk’s.in
(“Risk Aware”), which in its turn influences the goal of “Control exposure tomisk in
(“Risk Management”);

The specific driver “Governance”, which influences the value of to “Be-efficient in
(Efficiency)”, which in its turn influences the goal of “Efficiency .in lereating and
business evidence (Business Efficient)”, associated to the class{of stakeholder
Manager”>).

The value “Compliance” also influences the goal of “Control exposure of risks to complian
(“Business Compliant”, which is part of the goal “Risk Aware”), which on its turn influencg
“Business Transparent”.

The “Business transaction” as part of the “Businessswork process” is part of the genef
“Records Management”. The “Records Management.¢apability” is realized in strict align
the other functional and non-functional details of,the implementation of the work procs
alignment justifies the goal of “Records Management” as a relevant domain in any §

multiple domains of the business).

View: Records management motivation — Capability

ure 6 represents the business eléments associated to the “Records Management service
y itis still part of the recordsimanagement motivation view. The main goal of “Records Mar
ealized by a “Records Management capability”.

ure 6 can be summarfized, from a generic perspective, as follows:

A “Business work process” defines the coordination of the “Business activities” that pr
business outeomes, which therefore can have “Customers” associated, and are served by
Services”thaving “Business workers” associated;

A “Business Record” is a business object that represents evidence of a “Business transacti
is¢art of a “Business activity”;

business”
business”

business
managing
“Program

ce issues”
s the goal

al goal of
ment with
sses. This
Enterprise

Architecture process, which is precisely intended to promote the best possible alignment of the

, which is
agement”

oduce the
“Business

bn”, which
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service”, which serves the “Business transaction”;

nagement

The “Records Management service” realizes the “Records Management capability” and has assigned

the specialized business role of “Records Manager”;

4)

5)

Even if the ultimate driver of any organization is compliance, compliance itself includes risk management, A
good framework will focus on risk management and compliance separately from governance, hence the established
acronym GRC, “Governance, Risk and Compliance”, aligned with the series of standards ISO/AWI 37000, ISO 19600
and 1SO 31000.

It is assumed that information as a business asset is nowadays already established as a generic

concern of

competent “Governance”, therefore ubiquitous to any viewpoint of the Enterprise Architecture, and not just specific
to the “Records Management Viewpoint”. This also applies to creating, finding, accessing and use of information in
general.
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— Awareness that having a “Records Management capability” influences the new value of “Be effective
in Records Management (Effectiveness)”. It can also positively influence the “Business context”. For
example, when an organization achieves a very high maturity in this “Effectiveness” this makes ita
best practice reference in its business domain, and consequently able to influence the thinking and
practice of Records Management in its business domain).

From the perspective of the desired end-state of the “Records Management” goal, the diagram in
Figure 6 can be more properly read as follows:

— The desired end-state of the “Records Management” goal is realized by the “Records Management
capa i]ify";

assigihed the specialized business role of “Records Manager” (for the definition of this ¥iewpofint
it dogs not matter whether the class of “Records Manager” is either a business stakeholder of a
busingss role);

— The “Records Management capability” is realized by the “Records Management service”, whichol&as
0

— The “Business work process” defines the coordination of the “Business activity” that produce the
busingss outcomes, which therefore can have “Customers” associated, and are served by “Busingss
Serviges” having “Business workers” associated;

— The njain concern of the “Records Management” goal is the creation of.“Business Records” as a kind
of buginess object that represents evidence of a “Business transaction?, which in its turn is part ¢f a
“Busihess activity”;

— The ¢ffective creation of the “Business Record” is the «Qutcome of the specialized “Records
Management Service”, which serves the “Business transaction”.

Finally, hdving a “Records Management capability” influences the new value of “Be effective in Records
Managemgnt (Effectiveness)”, which in its turn can positively influence the “Business context”.

Business work process = Tt el (©)
i . i . maintain
@ Business activity '=>’— Business transaction = — — — effective
—>» y
Customer assigned RS Records
X X management
serves is associated (Records
N Busi management)
. . usiness
Business CD BusinessD) A
- . serves | record ; |
worker assigned | servicg ) x : |
) 1
\ 1
L ' creates ' .
i specializes Records O ) :reallzesI
Records CD management H |
- > service o
manager assignéd Records management capability o :
|inﬂuences

: +influences

Be effective in Records management . Busines %
(Effectiveness) influences context

Notation

variver @][ Goal e](‘ﬂ% Capability | | Business = pyginess rolé® Business object Business©
process service

Figure 6 — Records management motivation view — Capability (ArchiMate diagram)

9 View: Records business management motivation — Architecture principles

9.1 General

The Open Group Architecture Framework (TOGAF) defines architecture principles as general rules and
guidelines, intended to be enduring and seldom amended, that inform and support the way in which an
organization sets about fulfilling its mission.
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Architecture principles are therefore a set of principles that relate to architecture work, reflecting a
level of consensus across the organization, and embodying the spirit and thinking of existing enterprise
principles. Architecture principles govern the architecture process, affecting the development,
maintenance, and use of the Enterprise Architecture.

The records management architecture principles are structured informally in the concept map
diagram®) in Figure 7, which are derived from requirements found in ISO 15489-1 and ISO 18128I[3].

In

r Records characteristics a(quir;:d]\‘ /ﬁds Management is

to support authoritatives evidence Records are authoriatve TTegrat to tie busmess
(Principle of Evidence) ev1dence of business (Principle of Ubiquity)

the management of risks to records

Records Management comprises
(Principle of Rlsk Awareness)

Management of records
requires capabilities

Records Manageme
requires appral
(Principle of Ap}@

which is managed as records
(Principle of Metadata)

requires disposition

Records require metadata
(Principle of Disposition)

[ Records Management }

Figure 7 — Records management motivation view — Architecture principles (conce
diagram)

fure 8 architecture principles, as a motivational diagram showing that:

the records management principlesirealize the records management goals;

records management requiremehts realize the records management principles.

more detail, Figure 8 definés-that:

the generic goal “Introduce and maintain effective Records Management” (“Records Man
implies the definitien' of the specific goals of:

— “Efficieneyin creating and managing business evidence”, (“Business Efficient"), and
related’with the concern of efficiency that is expected in the good governance of any

— “CGéntrol exposure to risks in business”, (“Risk Aware”), is related to the conce
mahagement that is expected to be taken in consideration in any business activity (as
for example, by ISO 9000). For Records management concerns this means:

bt map

igement”)

therefore
business;

'n of risk
stressed,

— a speciiic concern with the goal of -Control exposure to risks ol complian
(“Business Compliant”), which itself;

— influences the goal of “Create and manage business evidence”, (“Business Transp

Concerning the realization of the goals:

ce issues,

arent”);

— The goals “Business Efficient” and “Business Compliant” are realized by the Principle “Records
Management is integral to the business”, (“Ubiquity”) in that the management of records is to

be considered everywhere in the business;

6)
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management of risks to Records”, (“Risk Awareness”);

required to support authoritative evidence”, (“Evidence”);

Concerning the realization of the principles:

The goal “Risk Aware” is realized by the Principle “Records Management comprises the

The goal “Business Transparent” is realized by the principle “Records characteristics are

— The principle of “Ubiquity” is realized by the corresponding requirement that “Records

Management are embedded into business and systems planning”.
he principle of “Risk Awareness”;

—

» o«

Ubiquity” also influences

T
1
n
C

“Disposition”).

The princ
a require
be repreq
Enterpris
risk management are defined.

he principle of “Evidence” influences the principle “Records require Metadata, which
anaged as Records” (“Metadata)”, which in its turn is realized by the requirement-{Recot
ust have Metadata” (Metadata), and also influences the principle of “Risk Awareness”;

pncerning the principle “Risk Awareness”:

ple “Risk Awareness” is realized by the requirements ‘Appraisal” and “Disposition”, mean
ment for the risk management concerns is not absplutely necessary, as these concerns (
ented by the requirement for appraisal and the requirement for disposition. Howey
e Architects might decide to adapt this when inCapplication scenarios where viewpoints

is
ds

Itinfluences the principle “Records Management requires appraisal” (“Appraisal”), which is
realized by the requirement “Appraisal of Records must be realized® (“Appraisal”);

Itinfluences also the principle “Records Management requires disposition” (“Disposition”),
which is realized by the requirement “Disposition of Records must be realized” (also

ng
an
er,

of
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Figure 8 — Records management motivation view — Architecture principles (ArchiMate
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9.2 Records management architecture principles

9.2.1 General

The architecture principles of Records Management are set out in the TOGAF format, with a principle
statement, description, rational, and implications. See also Annex B.

9.2.2 Principle of evidence: Records characteristics are required to support authoritative evidence.

D scrintion Reoaardlocc of farm aor ctructure tahe concidored autharitative ovidence nf‘}*usiness
ription Regard! f form or structure to be considered authoritative evidence of &
activity records possess the characteristics of authenticity, reliability, intégyjity and
usability.
R4tionale Information intended as the evidence of business activity cannot be.considered

an authoritative record if it does not possess these characteristies(&s defineld in
ISO 15489-1):

— Authenticity: “An authentic record is one that can be provén to:
— Be what it purports to be;

— Have been created or sent by the agent purpotted to have created or sent it; and

— Have been created or sent when purported.”

— Reliability: “A reliable record is one:

— Whose contents can be trustedias a full and accurate representatjon of the
transactions, activities or factsto which they attest; and

— Which can be dependediupon in the course of subsequent transdctions or
activities”
— Integrity: “A record that\has integrity is one that is complete and unaltered.”

— Usability: “A useablerecord is one that can be located, retrieved, pres¢nted and
interpreted within a period deemed reasonable by stakeholders.”

Inpplications  |As business context'changes over time, businesses take appropriate action tp
protect the authenticity, reliability, integrity and usability of records (as defined in
ISO 154891);

— Authenticity: “Businessrules, processes, policies and procedures which cpntrol the
ereation, capture and management of records are implemented and do¢gumented
to” ensure the authenticity of records. Records creators are authoifized and
identified.”

— Reliability: “Records are created at the time of the event to which they|relate, or
soon afterwards, by individuals who have direct knowledge of the fa¢ts, or by
systems routinely used to conduct the transaction.”
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Integrity: “A record is protected against unauthorized alteration. Policies and
procedures for managing records specify what additions or annotations to a
record are possible after its creation, under what circumstances authorizations
are required for such additions or annotations, and who has authority to make
them. Any authorized annotation, addition or deletion to a record is explicitly
indicated and traceable.”

Usability: “A useable record is connected to the business process or transaction
that produced it. Linkages between records that document related business
transactions are maintained.”

That implies management of replicas and avoidance of duplicates:

Duplication of records (meaning the same record exists in more tHan ope
replica) is avoided, and access points are unique; otherwise risks to thelrecords
characteristics can emerge. However, in scenarios of distributed(applicatiops
imposing replication of records, the technology in place is requiredto ensure the
state of the replicas and the access to them is always consistent:

In scenarios where business systems are required to exchange records with
external systems, mechanisms are established to make/sure the replicas are
consistent (for example through the use of unique identifiers).

9.2.3 Pifinciple of metadata: Records require metadata, which is mandged as records.

Descriptipn

The term “metadata” is defined in ISO 15489-1.as “structured or semi-structured in-
formation, which enables the creation, management, and use of records through time
and within and across domains.”

Records metadata are the informationtrequired to describe the context, content ang
structure of the record and to support the management of records through time. The
metadata of a record is created in the scope of records management activities, but
should also be managed as a recerd, and thus be protected from loss or unauthorized
deletion. Metadata should.alse be retained or destroyed in accordance with requirg
ments identified in appraisal.

Rationale

Metadata provides context that is essential to information assets. It is possible to

connect an event to'an outcome by capturing its business context as metadata. Re-
cords that do not possess metadata cannot achieve the characteristics required to e
authoritative(

Implicatipns

The metadata linked to a record is persistently linked with that record.

Metadata schemas are authoritative concerning the definition of the metadqta
used to identify, describe and manage records.

Metadata are part of the records, meaning access to metadata are controlled usihg
authorized access and permissions rules.

Metadata supporting the characteristics of the data are not altered.

Metadata schemas for records enable interoperability across systems, information
sharing, and migration and transfer processes.

18
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9.2.4 Principle of risk awareness: Records management comprises the management of risks to records.

Description

Management of records ensures the sustainability and continuity of records, implying
the need for related risk management concerning potential threats and risk events.

Rationale

The failure to ensure that risk has been managed can damage the characteristics of
records required for the record to be considered authoritative. Events raising poten-
tial threats could include those related to inadequate creation (Appraisal), context
(Metadata), prevention of changes to finalized records, migration of records, updates

Inppticatioms—

of systems or changes in technology

; ; T chnology
(especially, the decommissioning of systems), is preceded by an adequate risk
assessment, performed in the scope of a proper risk management-process.

— The support and maintenance of Records Management capabilities is independent
of any changes of the business context, of the business processes or respoilsibilities,
or of the systems and technology supporting the business,|which is expegted to be
always decommissioning-ready. The capability of intefoperability is continuously
maintained, meaning records, as information assets, ‘are always secured against
risks that might threat them from being:

— Secure and appropriately available (recoridsare accessible to only appropriate
parties; changes to any record or records metadata are recorded);

— Migrated from decommissioned systems to new or other existing systems;

— Exported to external systems\(here also considering the risks of r¢plication
of records).

9.2.5 Principle of ubiquity: Records management is integral to the business.

D¢scription

Business activity triggers the creation of records, which are the authorifative
evidence of business.

The requirenients for generating and managing records are derived fron ap-
praisal, which considers the business, legal and societal contexts. That implies
the creation, capture and management of records are integral parts of cpnduct-
ing busisess, in any context.

NOTE This is a general principle that sets out overview rationale angl impli-
Cations.

R3tionale

Records provide authoritative evidence of business activity and are key|infor-
mation assets of the business. When planning enterprise architecture managing
records as evidence of business activity is fundamental for business and infor-
mation architecture domains. Some business benefits of records management
include:

— Improved transparency and accountability;

— Informed decision making;

— Protection and support in litigation;

— The preservation of corporate, personal and collective memory.
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Implications — Additional business activities (i.e. processes) are required to manage records.

— Additional technological capabilities or augmentations to existing capabilities
might be required to support records management.

— People with assigned responsibilities relating to the creation, capture
and management of records should be competent to perform these tasks.

Competence is regularly evaluated and training programs to develop and
nnnnnnnnnnn h caomanntancine and claille on docignnd o d 1] n nitad wh re
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required.

— Policies are required to support records management (e.g. retention‘pelicief).

— Business solutions should build in records management capabilities py
design or consider the interoperation with records management applicatiops
or services comprising these capabilities.

9.2.6 Pifinciple of appraisal: Records management requires appraisal.

Descriptipn Decisions regarding the creation, capture and management of records are based on
the outcome of an appraisal (analysis and risk assessment of business activities, in
their business, legal, regulatory and societal contexts).

“Appraisal is the process of evaluating business activities and work processes
to determine which records need to be created and captured and how long the
records need to be kept. Appraisal cenibines an understanding of business contekt
with the identification of requirements for evidence of business that should be met
through records. Both activitiesinvolve the assessment of risk; the risks affecting
the business generally; and risks that can be managed through the creation and
management of records.

Appraisal involves:

~

— developing an understanding of the legal, resourcing and technological setti
for the business and the nature of the business conducted; and

g

— using (Fisk’ assessment to determine what records should be created and hgw
theyshould be managed to meet the range of requirements which apply to the
business.”

[SOURCE:ISO 15489-1:2016, 7.1]
For.an in-depth analysis of the concept of appraisal, see ISO 15489-1.

Rationale Appraisal ensures proper diligence has occurred while evaluating appropriate
records to be managed over time with a focus on mitigating any business, legal, reg
ulatory, or societal risks associated with unmanaged records

Implicati bns — Apprnica] iscarriedoutin cooperation withinternal andwhere rnnlnirpd’ external

stakeholders.
— Appraisal activities also generate records.

— Appraisal results is periodically reviewed when either or both the business and
risk factors change.
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9.2.6 Principle of disposition: Records management requires disposition.

Description

This principle establishes the following expectations:
— As identified through appraisal, records are retained for the length

appropriate for business purpose and in accordance with policy, legislation, and
regulation, after which time they can be disposed of, including transfer to the

governance of an archival authority, destruction, etc.

— Systems have records disposition capability and, in consequence, the capability of
destruction and the capability of export, to support migration of records to other

systems.

— Appropriate disposition authorities are in place for the timely,destruction of

records. Retention and disposition policies and processes arje, consist
disposition authorities.

— Disposition of records is part of routine system operations and not ddferred to

end of life of a system, except where this has been asseSSed as appropria

of time

ent with

te.

R3tionale

Ensures that disposition is an active part of the management of records and|that it
mitigates business, regulatory, legal and societal risks associated with mainftaining

records for a longer period than appropriate.

Inplications

Technical decisions and responsibilities incluéle accounting for retention require-

ments as well as disposition processes andsdefined authorities.

Disposition actions that are embedded into an existing system are documenjted and

mapped to a disposition authority.

Disposition activities are themselves transactions, and therefore produce records.

Where existing systems cannotretain records as required by the disposition author-
ity, the required records can\be exported to another system that can meet the re-

quirement. Where records’are exported for the purposes of retention requiy
the export includes the-appropriate context including appropriate metadata

records managementrequirements, and does not alter the original context including

source, business function, creator or author, creation and event dates, etc.

ements,
for

10 View: Records management reference application scenarios

Refords controls and-processes, as described in ISO 15489-1, allow for flexibility in implementation
choices. Records management concerns can be addressed either:
—| by specifichusiness systems (enriching them with capabilities to manage records), or
—| by speeific records management applications (when a systems perspective is in place).
21
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Figure 9 — Records management reference application scenarios view (ArchiMate diagramsy

The concd

defined in

Enterprisg¢ architecture considers the impact of the augmented requirements of the business syste
for records-requirements. In general, the realization of those requirements can be achiey
hree maijn reference scenarios as illustrated by the collection of diagrams in the Figure 9.

to accoung
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— Scena
realiz

Records management application: the business
application realizes internally, with bilt-in
features, the required Records management
capability

Records  cff
management

Business work

process capability

1 .
1 realizes

Records O
management service
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Business
application

component

C) Business application component “uses” a Records
management service: the business work process
must make explicit use of a dedicated Records
management service (which is an autonomous
service in itself) for the realization of the required
Records management capability

application integrates (making a unique system) a
specific Records management component to realize
the required Records management capability

Business work =

process
Tserves | realizes
.
Business =0 Business
application <« application
component sefves™ | component

B2) Business applz omponent is “served” by a
Records managemen component the business
application i; %« by a specific Records
managemen ponent that realized the required
Records igement capability as a specialized sub
syste king together a system of systems)

a~

Business = Business
process service

Notation

o) ( i}
‘ Cap&@r ‘ service

Application o Application

Component

pt here of “system” is therefore one of a “management system” as promoted by ISO since {
emergencg of the ISO 9000 series of standards, which aligns with the concept of “system of concerns’
IS0 42010.

rio<A¥ This diagram illustrates the scenario where records management requirements :

ed-by the business applications. This might occur in two extreme scenarios: (i) the “hgrd

—

he
as

ms
ed

ire

optio

1, when the business domain 1mposes very specliic records managementrequirements, so

he

records management capability is intrinsically related with the business capabilities, or (ii) the “soft
option”, when the Records Management requirements are readily achievable within the business
application.
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Scenario B: This diagram illustrates the scenario when the requirements of the business domain
are common records management requirements, enabling the use of available COTS?) solutions for

records management, which can occur in two sub scenarios.

— Sub scenario B1: The COTS solution is a component that fully integrated in with the business
application, as part of it, making a unique integrated system. This is usually the case when
the COTS component is built with the same technology of the business application, or in a
technology compatible with that, as for example when they were both developed on a software
engineering framework that makes that possible, or simply were both programmed in the same

programming language.

Scq
mg

Sy

11

The diagram in Figure 10 models the recordsmanagement strategy and implementation vi

ca
M4

— Sub scenario B2: The COTS solution is a component that serves the Business applig
sub-system, making together a unique system as a system of systems. This cancbe't
example, in Service Oriented Architecture (SOA) environments, where the Records M
component is exposed to the Business application component as a service-control
business application.

capability, is realized by a specific service that the business work process uses. This can
to explicit imposed requirements (compliance, legal framework, etc,), or convenience (g
decision to delegate, subcontract, etc.).

bnarios A) and B) make it possible to manage records in plage, while Scenario C) correspo
st common architecture, where records system capture@and manage records from othel
tems.

View: Records management strategy atrd implementation

1 be read as follows (to note that, in this“context, the association of the stakeholders

» o«

nager”, “C-level Manager” and “RecordsManager” are very relevant).

The course of action “Records.Management is integral to business” realizes the goal
Management”.

The “Records Management.capability”, realizes the generic course of action “Management
is integral to business-This capability realizes the requirement “Metadata”, and compris
following three specialized capabilities®)):

— “Records capture and creation capability”, which realizes the specific requirement *
(in the sense that records management is embedded into business and systems plant

“Recards disposition capability”, which realizes the specific requirement “Dispositio
— “Records appraisal capability”, which realizes the specific requirement “Appraisal”.

This view also stresses the following relevant associations of the stakeholders:

1

“C-level Manager” to the “Records Management architectural principles”;

— “Records Manager” to the “Records Management capability”;

7)

8)

©lI

ation as a

case, for

nagement
ed by the

Scenario C: This diagram illustrates the scenario where records management, as an application
occur due
pvernance

nds to the
" business

ew, which
“Program

“Records

)i

bf Records
bs also the

Ubiquity”
1ing);

)

The acronym “COTS” is common in systems engineering and stands for “Commercial Off-The-Shelf”,
“Commercially Available Off-The-Shelf” or “Component Off-The-Shelf”, COTS satisfy the needs of the purchasing
organization, without the need to commission custom- satisfy the needs of the purchasing organization, without the
need to commission custom-made, or bespoke, solutions.

In addition to these capabilities specialized for records, any records management solution can also consider
other common capabilities for information management, such as finding and reading capabilities.

SO 2019 - All rights reserved

23


https://standardsiso.com/api/?name=7671c9935c2cfe8a781a1ce19bf34b4a

ISO/TR 21965:2019(E)

“Program Manager” to:
— The “Records Management architectural principles”;
— The “Records Management capability”;

— The "Records Management requirements”.
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Figure|10 — Records management strategy and implementation view (ArchiMate diagram)

12 Recqrds management and the Architecture Development Method

12.1 General

TOGAF h4gs develop€d the Architecture Development Method[10], which has become the main referemce
method fpr geweral guidance for the practice of enterprise architecture. In its present versipn,
TOGAF 9.1 dees not contain specific guidelines on how records management concerns can be addresged
in the dev clupxllclli of threemter prise—ar chitecturebut1m Pt illLilJ}l:‘ (db for arry othrer prLiﬁL duumin)

they are to be considered in all architecture domains and phases of the ADM.

The goal of this section is to explain the records management considerations to be addressed during
the application of the TOGAF ADM. It is intended to help enterprise architects and records managers by
describing the activities and outputs needed to ensure that records management concerns are covered
in the development of the target state Enterprise Architecture and roadmaps.

Records management does not need to be treated as a separate architecture domain. Its concerns can
all be expressed in requirements relating to the main architecture domains and phases of the ADM,
as already considered by TOGAF and covered by the ArchiMate Core Framework (as illustrated by the
informal diagram in Figure 11), as well as, for example, to the specialist security architecture domain.
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Figure 11 — Records management in relation to TOGAF ADM phases and ArchiMate

Business layer

Application layer

Technology layer

Implementation
layer

.2 Areas of concern for records management within enterprise architecture

Thle main areas of concern for records management within enterprise architecture are:

Creation: Adequate creation and or capture of records, persistently linked to the busine

within which\they were created or received;

Authenticity and reliability: Adequate and auditable maintenance of the authent

layers

5S context

icity and

reliability of records, including their metadata, over time and through system migrations, system

décommissioning, etc.;

Avaitabitity Theabitity to Tetaim records; inctuding their metadats, suctt that they are available to
meet the needs of the organization and external parties;

Disposition: The ability to identify the business and statutory requirements for retention of records
over time (including requirements for compliance), to prevent unauthorized changes or destruction,
and to manage and keep records of their disposal, including destruction or transfer to other parties;

Risk management: The organization’s attitude and tolerance for risks related to the business due
the inadequacy of records, and for risks to the records themselves;

Responsibility: The ability and commitment of the organization to assign responsibility for records
management activities at appropriate levels: the organization, the business, specific workflows, etc.;
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— Compliance: The organizations knowledge of and ability to demonstrate compliance with the
records management requirements of external parties, such as industry or government regulators.

12.3 Records management objectives by method phase

This subclause outlines the records management objectives by ADM Phase (for more detail and
suggestions see Annex C: Alignment with the TOGAF ADM Phases).

ADM Phase Records management indicative objectives
ADM Architecture Requirements pprf:aim'ng to Records M;mngpmpnf are defined and refined fhrm]ghmlf the
. ADM and managed within the Requirements Management Phase to keep it up to dates
Requiremepnts
— Ensure requirements for evidence of business activity through records’ qre
managemgnt appropriately identified;
overview . . . L ; .

— Ensure requirements exist to protect the authenticity, reliability, yintegrity apd
usability of records as they are managed over time.

Preliminafy — Determine and establish the Records Management capability desired by the
organization.
phase

— Ensure the use the Records Management principlesCtg “assist architecture apd
governance of change.

A - Architpcture — Describe how Records Management as a capability will meet the business goals apd
vision objectives and address the stakeholder concerns when implemented.

— Identify the Records Management stakeholders, their influence within the
organization and within the Records Management capability. Write down their Key
questions, issues and concerns around Records Management.

B - Busingss Ensure Records Management requirements are addressed by the Target Business Archi
. tecture and Architecture Roadmap options.
architectyre
C - Informjation Considering the relevance of data-for the Records Management domain, it is recommend-
ed to consider two specialized cemplementary views during this phase, one for the data
system .
and the other for the applications:
architectyre — C1 — Data in the Information Systems Architecture: Similarly to rationalizing d4ta
requirements for data capabilities, records requirements undergo the same diligerce
and consideration for the Records Management capability;

— (€2 — Applications in the Information Systems Architecture:

— Rationalize Records Management requirements around the application (or
applications;

—/ Determine whether a dedicated Records Management application is required
or whether a business system application will provide Records Managemgnt
capabilities, either due to their present existence or due to future developments
(see section “10 View: Records Management Reference Application Scenarios”)

D - Technglogy Ensure that the target state technology architecture
architect I e CUIID;dCl ) RCl,Ul dD }\vl{auqsculcut I Cblu;l Clllclltb,

— Considers whether separate technology is required or whether an augmentation to
existing technology could meet requirements, and

— Includes retention and disposition considerations along with estimated sizing and
costings
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ADM Phase Records management indicative objectives
E - Opportunitiesand | In the same way that other architectural areas are covered:
solutions — Consider the Records Management aspects of Phases B to D when performing gap
analysis;
— Consider business constraints relating to Records Management aspects of
architecture;
— Review consolidated records requirements across business functions.
F - Migration — Consider the Records Management aspects of implementations for other initiatives to
hnnin assess dependencies, costs and benefits of various projects and to prioritize Records
p § Management across the business.
— Include retention and disposition considerations along with estimated $izing and
costings.
G { Implementation |— While following the organizations standard corporatéy 4T and arfhitecture
overnance governance, ensure that Records Management is inserted into the appropifiate areas
8 for Governance.
— Ensure the architecture contract with the implementation organization contains
measures, objectives, and deliverables which acecunt for good Records Marfagement.
H - Architecture Ensure that every Enterprise Architecture changenequest considers the impact{on Re-
cords Management.
chhnge
management
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Annex A
(informative)

Relationships to ISO records management standards

Figure A.1 shows groupings of standards of the archives/records management standards. The

ISO 3030
There ard

SEries are management systems standards, almed at a governance level In an organizatl
practitioner standards, of which some provide wide-ranging requirements for records

bn.
in

almost anfy circumstance, while others are focused on specific processes that affect records insystemns.

1SO 30300 Series:
Management Systems
for records

4
Related ISO records management standards and reports q@
* = more than one product in the series '\

15O 30300
Records management
- Core concepts and
vocabulary

1SO 30301
Requirements

1SO 30302
Guidelines for
implementation

(@]
Overarching records requirements
1SO 22310
*
lS(R) 154:9 1SO 2_1946 Guidelinesfor standards drafters
ecoras Appl.'alsal for forstating records management
management managing records requirements in standards
*
IS0 23081 ISO/TR 26122 IS0 18128
Managing Work process Risk assessment for records
metadata analysis. processes and systems
for records

Records requirements for specific circumstances

ISO 16175*
Processes and functional
requirements far
software for managing
records

1SO 13008
Digital records
conversion and

migration

process

ISO TR 13028
Implementation
guidelines for
digitization of
records

1SO 17068
Trusted
third party
repository for
digital records

Figure A.1 — Existing International Standards on records management
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Alignment of records management principles to ISO records
management standard

Table B.1 — Principle of ubiquity2

ISO 15489-1:2016

ISO/TR 18128:2014

Pri
us
of

inciple 4 a) the creationand |Areas of uncertainty
Zo_f recor(_is isan integral part 5.4.1 System design
oing business, in any context

5.5 Records processes:

re

bardless of form or structgre;should possess the characteristics of

authenticity, reliability, integrity and usability

7.3.2 Analysing functions and
work processes 5.5.1 Records design [including]
a) business activities are adequately’ analysed to identify records
requirements;
b) gathering of records requirements is comprehensive for eaclh business
process, including needs éf/all interested parties;
5.5.2 Records creation and records system implementation. The argas of
uncertainty in the creationrand implementation processes are:
a) points of creation“or capture of all records elements are appropriate
(timely, integrated, complete) to the business process anfl records
system (s);
a | Management of records is integral to the business.
Table B.2 — Principle of evidence2
ISO 15489-1:2016 ISO/TR 18128:2014]
Prfinciple 4 c) to act as authoritative evidence of business, records,|Areas of uncertainty

5.5.4.1 Maintaining usability
5.4.3 Sustainability and Contin
B.4.5 Maintaining usability

hity

Records characteristics are required to support authoritative evidence.

©lI
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Table B.3 — Principle of metadataa

ISO 15489-1:2016

ISO/TR 18128:2014

4 b) Records consist of content and per-
sistently linked metadata

5.1.1 Metadata for records
7 Appraisal:

7.1 General. “Appraisal combines an
understanding of business context with

Areas of uncertainty
5.5.1 Records design

5.5.2 Records creation and records system implementation.

e) metadata specifications are adequately documented and
maintained;

5.5.3 Metadata. The areas of uncertainty in the metadata manage-

the identification of requirements tor
evidence f business that should be met
through r¢cords.

8.2 Metadpta schemas for records

ment processes are:

a) metadata technical specifications for documentation of+xecor{ds
and records processes are accessible;

b) management of specifications enables updatingas®equired.

a  Records require metadata, which is managed as records.

Table B.4 — Principle of appraisala

ISO 15489-1:2016 ISO/TR 18128:2014

=)

7 Apprais

4 d) decisjons regarding the creation, capture and management of 4.3 Assignment of priority
records airle based on the analysis and risk assessment of business
activities, [in their business, legal, regulatory and societal contexts

5 Risk identification, subclause 5.1 - §.3
External and Internal factors

a  Managpment of records requires appraisal.

30

© ISO 2019 - All rights reserved


https://standardsiso.com/api/?name=7671c9935c2cfe8a781a1ce19bf34b4a

ISO/TR 21965:2019(E)

Table B.5 — Principle of Risk Awarenessa

ISO 15489-1:2016

ISO/TR 18128:2014

5.2 Records Systems

The design and implementation of records
systems should be informed by an under-
standing of the relevant business context (see
7.3) and identified records requirements (see
7.4), and in accordance with the following
objectives:

5.2.2 Macro-economic and technological environments e)
Introduction and adoption of new technologies across society

[such as social media]
Areas of uncertainty:
5.4 Records systems:

5.4.2: Maintenance

conformance to the characteristics of
rords systems listed in Clause 5.2.1;

re

interoperability to support a flexible ap-
prpach to the use of records controls;

ease of records usage and reuse;

readiness for technological or business
chiange, such as system upgrades or adminis-
trative restructuring; and

by
di

6.

For areas of business with identified respon-
sibility for records, policy and procedures
shpuld address not only the creation and
management of records, but also required
acfions in the event of closing down of busi-
ngss processes; including decommissioning of
syptems and allocation of resources to enable
migration, disposition of records and other,
acfivities as appropriate

readiness for business interruptions and
siness continuity in the event of unexpected
sruptions.

P Policies

5.4.3 Sustainability and Continuity Areas of uncertain

i) migration of records to new records system‘due td
change in records requirements or in technelogy;

j) changes to other systems upon which-the records
dependent;

5.4.4: Interoperability:

— adequacy of identification-and specification of int|

ability required between records systems and other usiness

systems;

— dependency of records systems on data sources e
to the records system and capacity to exchange data
link or refer to data‘in these systems (e.g. cloud, othef
storage services);

— compatibility of standards or specifications for th

change.ofirecords or interoperability between systenps;

— the effectiveness of system interoperability after
or'technological upgrades to either or both of the intg
Systems;

— management of metadata relating to record contr
tween systems to sustain usability and meaning of the

y include:

either

system is

eroper-

kternal
ith, or
external

€ ex-

changes
grated

Is be-
records.”

Management of records comprises the management of risks to records.
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Table B.6 — Principle of dispositiona

ISO 15489-1:2016 ISO/TR 18128:2014
5.3.2 Characteristics of records systems B.4.6 Disposition of records
5.2.3.1 Reliable 5.5.5 Areas of uncertainty: Disposition
of records

i) allow for disposition actions to be carried out
6.2 Policies

Policies should address required actions in the event of the termina-
tion of business processes These may include decommissioning of
records systems and allocation of resources to enable migration and
dispositioh of records as appropriate. — b) disposition procedures include
provision for holding records pastthei
nominated retention period {frequired.

The areas of uncertainty in the disposi-
tion processes are:

— disposition of records implemented
as designed and authorized;

-

8 Records|controls

Records cpntrols should be developed to assist in meeting records
requiremgnts. Records controls include the following:

d) dispodition authorities
8.5 Dispoqition authorities

...Rules for records retention and disposition... should be applied
through the design of records systems and the operation of records
processes

9 Process¢s for creating, capturing and managing records
9.1 Generdl

Processes|for creating and managing records should be integrated
into procedures and applicable systems, including records systenis ...
These professes include the following:

h) disposjition
9.8 Migratling and converting records

The dispokition of source records following a migration or conver-
sion procgss should be authorized.

9.9 Disposdition

.... Recordf systems should be designedto support the execution
of disposition actions... Disposition actions specified in disposition
authoritiep should be implemented

a  Managpment of records requir€s disposition.
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Annex C
(informative)

Alignment with the TOGAF ADM Phase

Tables C.1 to C.11 show examples of what objectives, inputs, activities and outputs can be developed

fof each phase of the ADM process, concerning records management. They are indicafive and not
préscriptive.
Table C.1 — ADM Architecture requirements management
Obhjjectives Ensure requirements of evidence of business activity through xreeords are appropriately
identified
Ensure requirements exist to protect the authenticity, reliability, integrity and usability of
records as they are managed over time
Inputs Relevant Records Management standards (see also Clause 2, and Annex A)
Industry reference model(s)
Records Management capability maturity model(s)
Adtivities Identify changed requirements around the)records system
Undertake impact assessments
Update requirements to include;changes
Outputs Requirements impact assessment
Architecture requirements for change to records management capabilities
TFable C.2 — Preliminary phase
Objectives Determine@nd establish the Records Management capability desired by the orgarjization
The records management principles will be used to assist architecture and go¢vernance
of change.
Inputs Relevant records management standards (see also Clause 2 and Annex A)
Industry reference model(s)
Records management capability maturity model(s)
Adtivities Scope the impact of records management on the business.
Determine existing records management capability
Allocate key roles and responsibilities that will be performed by Records Managers for
enterprise architecture capability management and governance
Define records management policies, i.e. creation/capture and disposal retention policies
Outputs Organizational model for enterprise architecture

Scope of impact of records management on the business

Records management roles and responsibilities within the enterprise architecture team and

organization

Records management principles
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Table C.3 — Phase A — Architecture vision

Objectives — Describe how records management as a capability will meet the business goals and
objectives and address the stakeholder concerns when implemented.

— Identify the records management stakeholders, their influence within the organization
and within the records management capability. Write down their key questions, issues and
concerns around records management

Inputs — Organizational model for enterprise architecture
— Scope of organizations impacted by records management

— Records management roles and responsibilities within the enterprise architectyre
team and organization

— Records management principles

— Governance and support strategy

Activities — Develop the architecture vision. Effective records management can be identified during the
definition/identification of many aspects of the vision including but ngflimited to:

— Problem description
— Goals

— Drivers

— Constraints

— Key stakeholders

— Engage all stakeholders who will define, é&stablish and use the records managemgnt
capability

— Within the value chain, describe the.value of records management how it relates to otHer
systems within the organization, andthow it interacts with the outside world.

— In the solution concept diagram, relate the objectives of records management in order|to
meet the objectives of the architecture.

— Evaluate business capabilities supported by records management

— Identify and docurnent the anticipated physical/business/regulatory requirements in which
records managemént application(s) will be deployed

— Determinetand document the criticality of the business systems that support records
management capabilities

— Define-the performance metrics and measures for records management to meet the
businiess needs

Outputs —<~Records management capability maturity assessment

*— Records management stakeholder requirements

— Regulatory environment statement
— Business systems criticality statement

— Architecture vision

— Summary architecture views for records management

— Records management business scenarios
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Table C.4 — Phase B — Business architecture

Objectives

Ensure that records management requirements are addressed by the target business
architecture and architecture roadmap options.

Inputs

— Records management capability maturity assessment
— Records management principles
— Records management policies

— Reference models

— Industry reference model(s)

— Organization-specific reference models
— Architecture vision

— Summary architecture views for records management

— Records management business scenarios

Adtivities

— Identify and describe the current state business processes responsible for records
creation, capture, management and disposition.

— Align records with various business processés, functions, or services for which the
records act as evidence.

— Develop baseline business architecturedescription

— Identify and document the ownetship of information assets
— Determine the information @ssets that are critical to the business

— Perform an initial appraisal of these information assets in order to mak¢ decisions
regarding the creatioh, capture and management of records

— Develop target business architecture description

— Assess alignment- or conflict of identified records management policies with
business goals

— Identifyyrequired catalogues, matrices and diagrams used to presernt records
management information within a business architecture

— Cataloguesa

= The organization/Actor catalogue — clearly define who is responsible fpr records
management

— Drivers/Goals/Objectives Catalogue — clearly define the drivers, objeftives and
goals around Records Management

— Role catalogue — clearly defines records management roles

— Business service/Function catalogue clearly defines whether a servicg¢/function

pa pu 1 = pu 4=l | L n) = pu | f h
Prutdutts TTLULIUS, WIIAdU TTLUTIUS ULIITY PIUuULT, WIITIT LTy dl'T StUITuU, t ey use
records management applications, how and when they use it, what records they
impact and how they impact on records management

— Location catalogue clearly defines the records storage systems that store records

— Process/Event/Control/Product catalogue defines which processes produce
records, and what information around those events controls and products
creates records

— Contract/Measure catalogue clearly defines the contracts and measures around
Records Management

a  Enterprise architecture “Catalogues” are equivalent to registers or annotated lists.
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Table C.4 (continued)

— Matrices
— Business interaction matrix — create a column that shows the interaction
between the business services/function and records management
— Actor/Role Matrix — create a clear role description of each role around records
management and who is the authorized actor
— Diagrams

— Business footprint diagrams — represent everything that has been defined in the
Tatatogues amd MTatrices

— Business service/Information diagrams — show the information flow to and'fr¢m
the records. It is possible to have a diagram for each function, etc.

— Functional decomposition diagrams — clearly show the decomp®sition of the
records management function: where it is within the organjzation and within
different functions

—

— Product lifecycle diagrams — clearly show where within*the product lifecy¢le

records management impacts the product
— Optional
— Use case diagrams around records management

— Process flow diagrams showing records flofvs

Outputs — Architecture vision updated

— Draftarchitecture definition document
— List of baseline and target business processes that require records managemgnt
capabilities

— List of information assets'with owners

— List of disposition authorities
— Draftarchitecture requirements specification

— List of regulatory requirements
— List of bGsiness continuity and disaster recovery requirements
— Requirements around the creation, capture and management of records

— Rétention and disposition requirements
— ~Buksiness architecture components of the architecture roadmap

— Gap analysis between the baseline and the target state for records managemgnt
capabilities

— Work packages required to address records management capability gaps

a  Enterpfris€architecture “Catalogues” are equivalent to registers or annotated lists.

Considering the relevance of data for the Records Management domain, it is recommend considering two
specialized complementary views during this phase, one for the data and the other for the applications.
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Table C.5 — Phase C — Information systems architecture: Data

2019(E)

Objectives — Rationalize records requirements related to the data and the data management lifecycle,
and properly consider these requirements for the records management capability.
Inputs — All inputs and outputs from previous phases
— Data architecture principles (defined in architectural vision)
— Datarecords man:gpmnnf rnnlnirpmphfc
Adtivities Create key catalogues/matrices/diagrams depicting the data required to satisfy-a¢hieve the
records management capability. These could include:
— Define records according to various characteristics of records identified, irf ISO 15489 (e.g.
reliability, usability, integrity, etc.)
— Assess and baseline current business applications that provide records mgnagement
capabilities
— Catalogues (specialized records catalogues)
— Data catalogue — define the data entities of a recerds management applicatipn
— Matrices
— Data /Business function matrix — inserta,column for the relationship between each
data entity and Records Management functions
— Data/System matrix — show thesrelationship between the data entity|and data
components and the records management application
— Core diagrams
— Domain model diagram s “clearly define the domain model (e.g. classes| diagram)
around data management'systems
— Data dissemination diagram — define the attributes of identified data clgsses for a
records managerent application
— Optional diagrams
— Data security diagram — show the privacy and security privacy around the Records
Management application, the use of the records, who is permitted to use arjd/or view
them )(see the ISO/IEC 27000 family of standards. It is a recommended|reference
¢oncerning security; requirements for privacy might vary, depending of the business
context)
3= Data migration diagram — show the record migration from the current system to a
new system and
— Datallifecycle diagram — since records are data entities, show the lifecycle of records
Oytputs — Draftarchitecture definition document
— Baseline data architecture, Version 1.0

— Business process/Function/Service to record matrix
— Data entity to record matrix

— Records catalogues
Target data architecture, Version 1.0

— Business process/Function/Service to record matrix
— Data entity to record matrix
— Records catalogues

— Gap analysis
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Table C.6 — Phase C — Information systems architecture: Applications

Objectives — Rationalize records management requirements around applications

— Determine whether a dedicated records management application is
required or whether a business system application will provide records
management capabilities (due to either their present existence or to
future developments).

Inputs — All inputs and outputs from previous phases

— Records management requirements

— Application architecture principles

Activities — Align records with various business processes or functions for which
the records act as evidence.

— Definerecords according to various characteristics of records identified
in ISO 15489 (e.g. reliability, usability, integrity, etc.)

— Assess and baseline current records management/applications that
provide records management capabilities

— Assess and baseline all records management applications

— Catalogues

— Application portfolio catalogue —="hdve one portfolio for records
management for each records management application, e.g. one for
more open information and gnefor very sensitive information.

— Interface catalogue — definé the different interfaces of the records
system to other systems'within and external to the organization
— Matrices

— Application/Organization matrix — show the relationship
between recotds Management applications and different parts of
the organization

— Role/Application matrix — show the relationship between
recerds management applications and different roles within the
organization

—“Application interaction matrix will define the interactions between
the records management application and any other systems or users

— Application/Function matrix with show the interaction between
the records management application and functions within the
organization
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