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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
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Introduction

There is a growing need in healthcare facilities throughout the world to incorporate new technology to offer
more efficient, cost-effective and higher quality healthcare. In that regard, wireless communication and
computing technologies have the potential to offer significant advancements to healthcare communication and

health informatics exchange. Such wireless technologies include the use of mobile phones
computers/PDAs, WiFi/802.11.a/b/g local area networks and wireless modems for laptop computer:
arga networks including 802.15.1 (Bluetooth)/802.15.4 (Zigbee)/802.15.3a (UWB), two-way pagers,
In pddition, visitors and patients are also finding use of personal mobile phones and othef)wirele
within healthcare facilities increasingly indispensable, especially in times of crisis.

Currently, no uniform international guideline exists for the appropriate deployment;\Use, and mana
mqbile wireless communication and computing technology within healthcare facilities to mitigat
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elgctromagnetic interference (EMI) with sensitive medical devices. Although<medical device manufacturers

geherally comply with recommended immunity guidelines (10 V/m for lifercritical devices as outl
regently approved second edition of the IEC International Standard 66601-1-2), there is no
intgrnational regulation enforcing this recommendation. In addition, many 'mobile wireless transmitts
thig field strength threshold when operating at their upper power limits‘and in close proximity. Finally
a number of older medical devices still in circulation that have nef.been designed with the abovs
comsiderations in mind.
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sinformation regarding mobile wireless systems, ‘electromagnetic interference, and m
cedures has led to a range of inconsistent policiesZamong healthcare organizations. At on
brly-restrictive policies may act as obstacles to beneficial technology as well as not address t
sonal communication needs of patients, visitors;\and the workforce. At the other extreme, unma
n place patients at risk. An equally important factor in this issue is that healthcare organizations
world have a variety of different resources, needs, concerns, and RF environments that may
jressed by implementation of a single prescriptive management strategy. Because of this,
proach is necessary to ensure that allithe benefits of mobile wireless technology can be made s
plthcare organizations that desiré jto fully implement comprehensive management procedd
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ility without certain sestrictive limits. The necessary range and extent of restrictive limits with
blthcare facility will ' depend upon the level of management that has been implemented. For mob
Llipment that is randomly brought into the healthcare facility in an uncontrolled manner, policies
b in sensitiveareas where life-critical medical devices are in routine operation may be approp
trictive palicies might be facilitated by offering numerous and easily accessible alternative areas
b of mobile/wireless equipment is encouraged. For mobile wireless equipment that is provided
j staff.under more controlled conditions, operation throughout the healthcare facility (even i
argas) \may be achievable with appropriate management. With such management, as outlin
reqommendations below, it is possible to realize many of the benefits of wireless tech

=

hay not be feasible for healthcare organizations to manage every mobile wireless handset brougit into their

in a given
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where the
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healthcare-specific communication and health information access while at the same time sufficiently mitigating
EMI concerns.

Because most mobile wireless communication and computing systems can be effectively managed to mitigate
EMI issues, the choice of technology for a controlled system should be based upon which solution best
addresses the needs of the organization, not on what RF signal types may be inherently more or less prone to
EMI under unmanaged conditions.
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Health informatics — Use of mobile wireless communication
and computing technology in healthcare facilities —

R

ecommendations for the management of unintentional

electromagnetic interference with medical devices

1
Th

ha
dif

prqvide detailed management guidelines for healthcare organizations:that desire full deployment
wireless communication and computing technology throughout their facility, as well as selective resi
bithcare organizations that have decided comprehensive management procedures are ngt feasible,

he

prdctical, or desirable at the present time. The recommendations also distinguish between controllg
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2.1 Terms and definitions
Fof the purposes of this document, theéfollowing terms and definitions apply.
211

heftz
HZz

un

212

deribel
dB
a relative.ratio, one tenth of the common logarithm of the ratio of relative powers, equal to 0,1 B (be

NQTE The ratio in dB is given by dB = 10log4o(P1/P>).

Scope
s International Standard provides guidance for the deployment, use and managément of mobi

ards due to electromagnetic interference (EMI) with medical devices. Thevrecommendations red
erent resources, needs, concerns and environments of healthcare érganizations around the

bd by doctors and staff for healthcare-specific communication and health informatics tra

j the healthcare organization workforce.

Terms, definitions and abbreviated terms

t of frequency of electromagnetic energy based upon the emitted wavelength

e wireless

ognize the
world and

of mobile
rictions for

co]:munication and computing equipment in the healthcare facility in a way that helps mitigate potential

d systems
nsport vs.

n-controlled (personal) mobile wireless equipment randomly brought into the facility by visitorg, patients,

213

decibel

dBm

decibels as above, but relative to a fixed 1 milliwatt of power
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2.2 Abbreviated terms

AAMI Association for the Advancement of Medical Instrumentation
AHA American Hospital Association
AMA American Medical Association

AMPS Advanced Mobile Phone System

ANSI American National Standards Institute

ASHE American Society for Healthcare Engineering

CDMA Code Division Multiple Access

CDRH Center for Devices and Radiological Health, Department within FDA (United States)
CISPR International Special Committee on Radio Interference

COMAR [IEEE Committee on Man and Radiation

DECT Digitally Enhanced Cordless Telecommunications

ECG Electrocardiogram

EEG Electroencephalogram

EMC Electromagnetic Compatibility

EMI Electromagnetic Interference
ESD Electrostatic Discharge
FDA Food and Drug Administration (United States)

FOMA Freedom of Mobile Multimedia Access
GPRS General Packet Radio Service
GSM Global System for Mobile

iDEN Integrated Dispatch Enhanced-Network

IEC International Electrotechnical Commission

IEEE Institute for Electrical-and Electronics Engineers
ISM Industry, Science,and Medicine

ITU Internationab-Felecommunication Union

IVDs In Vitro:Diagnostic Devices

JCAHO [JeintCommission on Accreditation of Healthcare Organizations

JTACS  Japanese Total Access Communications System

LAN Local Area Network, including 802.11b and 802.11a systems

LMR Land Mobile Radio

MHRA Medicines and Healthcare Products Regulatory Agency (United Kingdom)

NADC North American Digital Cellular

PAN Personal Area Network, including 802.15.1 (Bluetooth), 802.15.4 (Zigbee), 802.15.3a, etc.
PDA Personal Digital Assistant

2 © ISO 2005 — All rights reserved
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PDC Personal Digital Cellular

PCS Personal Communications Services

R&TTE Radio and Telecommunications Terminal Equipment

RF Radiofrequency, classically defined as ranging from a few KHz — 300 GHz
Rx Reception, received RF signal

TACS Total Access Communications System

TDOMA Firme-Division-Multiple-Aceess

TIR Technical informational Report

Tx Transmission, transmitted RF signal

UMTS Universal Mobile Telecommunications Systems

Vim Volts per metre, a measure of RF electrical field strength
VolP Voice-over Internet Protocol

WAN Wide Area Network

WAP Wireless Application Protocol

WCECDMA Wide band Code Division Multiple Access

WiFi Wireless Fidelity network system

3 [ Requirements

3.1 Mobile wireless equipment in healthcare facilities

The use of mobile wireless equipment by-doctors and healthcare staff for improved healthcare communication
angl computing is becoming increasingly common. Visitors and patients are likewise finding fhe use of
pefsonal mobile phones and wireless devices within healthcare facilities increasingly indispensable| especially
in |times of crisis. Such wireless devices might include mobile phones, handheld computgrs / PDAs,
WiFi/802.11.a/b/g [1] local~area networks and wireless modems for laptop computers, pergonal area
nefworks including 802.151 (Bluetooth) [2] / 802.15.4 (Zigbee) [3] / 802.15.3a (UWB), two-way pagers, radios,

etq.

Taple 1 lists many.of the common wireless technologies in use in various healthcare facilities. As can be seen
from Table 1, mabile wireless equipment can transmit on exclusive licensed frequencies, as is thg case with
mqst mobile-phones, pagers, and two-way radios, or can operate with many other transmitters on|one of the
unlicensed-Industry, Science, and Medicine (ISM) bands at 900 MHz and 2,4, 5,2, and 5,8 GHz as |s the case
with cordless phones and wireless data network equipment. From a radiofrequency (RF) signal pgrspective,
mqbite ‘wireless transmitters can employ either simple analogue or more complex (and sometimes pulse

modulated)-digital-technology-—Interms—ofoulpul-power—mobile-wirsless—sguipmeni-can-be-segmented into
three broad categories. The first category includes 802.11, 802.15, and most cordless phone-type systems
that transmit constantly at relatively lower power (< 10 milliwatts). A second category consists of two-way

radio and pager systems that transmit at a constant power that is higher by an order of magnitude of more
than 1 to 5 watts. The third category includes dynamically power-controlled equipment that can transmit at
levels from a few milliwatts to 1 to 2 watts based upon the existing network signal strength at that particular
location and time.

An immediate benefit to healthcare that improved mobile wireless communication and computing may provide
is underscored by a U.S. Institute of Medicine (IOM) report estimating that common medical errors, many of
which may be avoided with better communication and computing links, contribute to between 44 000 and
98 000 deaths per year in the United States[4]. A similar percentage was also suggested for the
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United Kingdom and Australia. Other potential healthcare benefits that wireless technology might provide
include immediate communication and access to patient information, test results, records and medical
reference at the point-of-care, as well as reduction in cost charging errors, reduction in cost and maintenance
of land-line phone systems, and ultimately facilitation of more home-based monitoring, recovery, and
long-term care.

Concern over potential EMI with medical devices due to RF emissions, however, has prompted many
healthcare organizations around the world to enact broad precautionary policies restricting wireless equipment
throughout their facilities. Other healthcare organizations have implemented policies ranging from selective
restrictions on where mobile wireless equipment can operate to relatively unrestricted and unmanaged use.
While ove Iy restrictive r\nlir‘ine may act as ohstacles Iimifing the benefit that wireless h:\r‘hnnlngy can hrinf to

healthcarel, unmanaged use may expose patients to potentially significant and unnecessary hazards.

Table 1 —+ Geographical region of use, transmitted frequency and expected output power for commpn
wireless technologies used in healthcare facilities

Type of device Inte_nd(-:\d Transmitted frequency Maximum transmit power

application

Wireless [\W-LAN (Local 40-mW'[5,15-5,25 GHz]

data Area 802.11a High Rate Local 515-58 GHz 200’'mW [5,25-5,35 GHZ]

network |Networks — Area Network W 5.72 2 GH

devices [WiFi) 800 mW [5,72-5,82 GHz]

typical app's: constant ~10 m\v,
) 2,4-2,462 GHz (North America), | but spec allows for:
802.11p  |Medium Rate Local |5 4155 472 GHz (Eufope, 1 W [US]

Area Network 2,471-2,497 GHz (Japan) 100 mW [Europe]

10 mW/MHz [Japan]

typical app's: constant ~10 m\{V
but spec allows for:

High Rate Local 2,4-2,48\GHz (US, Europe,
802.11g 1 W [US],
Area Network Japan), 100 mW [Europel,
10 mW/MHz [Japan]
2,4-2,48 GHz (North America &
_ Europe), Powerclass I: 100 mW
W-PAN Bluetooth / [ Streaming Data
Personal Area 80"'2 15.1 Cable Reg lacen‘1ent 2,447-2,473 GHz (Spain), Powerclass Il: 2,5-10 mW
Networks) o P 2,448-2,482 GHz (France), Powerclass IlI: 1 mW
2,473-2,495 GHz (Japan)
802.15.3a Streaming V!deo, UWB in 3 to 10 GHz band ~0,6 mW spread over 100's
Data and Voice of MHz
ical 's: tant ~1 mW
2,4-2,48 GHz (North America & E[ﬁf:e: o s fors
Zighiee 1 80 Sensor Networks, Europe), 1W [US],

Low-Latency 2,412-2,472 GHz (E
2154 Data/Gontrol A12-2, z (Europe), 100 mW [Europe],

2,471-2,497 GHz (Japan) 10 mMW/MHz [Japan]

Fixed Broadband

V-MANN 802.16a | Vireless Access |, 14 Giy; in unlicensed (e.g. 5,8 GHz) and licensed (e.g. 10,5, 25, P,
Metropolitan

) Systems (Video +
Area Networks) (fixed) simultaneous voice 31, 38 and 39 GHz) bands

& data)

Mobile
(UNLICENSED &
licensed)
802.16e Broadband Wireless | 2-11 GHz in unlicensed (e.g. 5,8 GHz) and licensed (e.g. 10,5, 25, 26,
(mobile) Access Systems 31, 38 and 39 GHz) bands

(Video +
simultaneous voice
& data)

Mobile (LICENSED)
Broadband Wireless
Access Systems
(Video +
simultaneous voice
& data)

802.20 licensed bands below 3,5 GHz
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Type of device Intgndgd Transmitted frequency Maximum transmit power
application
Wired Network 802.3 Hard Line Ethernet | (hard line)
AMPS 824-849 MHz (US),
Mobile 1st Generation Analogue WAN Mobile NMT 453-458 MHz (Europe), AVG PWR: 0,6-1 watt down to
Phones Technologies 9 Communication TACS 890-915 MHz (Europe), ~6 mW in steps of -4dB
JTACS 832-925 MHz (Japan)
GSM 824-849 & 1850-1910 MHz
(I IQ>’
GSM 890-915 & 1710-1785 MHz
2nd Generation . (Europe, Asia), )
(Digital) TDMA WAN Mopne. iDEN 806-824 MHz (US), AVG PWR. 200-600 ;MW down to
. Communication 20-2 mW._in-steps of {1 to -4 dB
Technologies Tetra 380-400, 410-430, 450-470
& 805-870 MHz (Europe),
PDC 810-826 & 1429-1453 MHz
(Japan)
CDMA 824-849 &
CDMA WAN Mobile 1850-1910 MHz (US), AVG PWR: 250 mW fo =1 uW in
Communication J-CDMA 832-925 MHz (Japan), 1dB steps
K-PCS 1750-1870 MHz\(Korea)
3rd Generation WAN Mobile 1,92-1,98 MHz (Eurdp Asia), | AVG PWR: 250 mW fo < 1 mW
(IMT-2000) UMTS Communication 1,7-2 GHz (US) in steps of 0,25-1 dB
Technologies ’ ,
824-849, 1850-1910 MHz &
CDMA-2000 | WAN Mobile 1,7-2 GHz(US); AVG PWR: 250 mW fo < 1 mW
Communication 890-915'& 1750-1780 MHz & in steps of 0,25-1 dB
1,92<9,98 GHz (Europe, Asia)
2-yay WAN Text .
pa:gers Messaging 152-159, 454-460, 902-928 MHz |1 W (in short bursts)
Analogue 27, 40-49, 900 MHz &
2,4, 5,8 GHz (US),
Cdrdless Phones Analogue gnd Spread Spectrum | Spectralink 2,4 GHz (US, AVG PWR: constant {0 mW,
Technologies Europe), some units up to 1 W
CT-1 30-41, 72,8-73, 885, 914,
960 MHz & 1,7-1,8 GHz (Europe)
DECT 1880-1900 MHz (Europe),
TDMA. CT2, CT3 864-868 & AVG PWR: constant [0 mW,
944-948 MHz (Europe), PEAK PWR: constanf 250 mW
PHS 1895-1918 (Japan)
VolP /8021 LAN Mobile 2,4-2,462 GHz AVG PWR: constant 0 mW
1b Communication
FCC Low-Power Radio Periodic and continuous
Short Range Devices 15.231, Links transmissions, 300-900, 2400, AVG PWR: 0,1to 1 mW
FCC 15.249 5800 MHz
ETSI 300 22 [ Low-Power Radio Periodic and continuous .
0-1 Links transmissions, 400 and 800 MHz |AYCG PWR: 1010 25 mw
JPN ARIB Low-Power Radio | Periodic and continuous
F-67 Hinis transrissions—426-440-MHz AVG PWR: 1 and 10 mW

3.2 The risk of patient harm due to EMI

The uncontrolled use of mobile wireless equipment by individuals visiting and working in healthcare facilities

has steadily increased, regardless of existing healthcare organization policy. However, the level of risk for
accidental EMI events from government and other non-profit health agency sources appears to be relatively
small [5]-[7], although underreporting of such events may be substantial. Anecdotal observations of suspected
EMI incidents with ECG and EEG machines, apnea monitors, ventilators and radiant warmers, infusion pumps,
wheelchairs, and other devices have been reported or referred to in a number of publications [5]-[18]. Ad hoc
test studies [19]-[30], [44] have confirmed that interference effects can be precipitated by certain wireless
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transmitters in susceptible medical devices, although this generally requires extreme conditions (transmission
at higher power levels, close proximity, for extended periods of time) that may not be common during normal
use. In RF transmitters that operate at constant output power of 100 milliwatts or less, significant interference
effects were not observed [45], [46].

Although medical device manufacturers generally comply with a 10-V/m immunity level against interference
from relevant RF emissions in the design of new life-critical devices, many mobile wireless handsets exceed
the 10-V/m limit when operating at maximal power and in close proximity. In addition, this immunity level is
only recommended in some countries and may be waived with appropriate exemptions. Further, many older
medical devices still in use may not have been constructed to the same |mmun|ty IeveI Despite this
se,
most mobfle wireless equipment can operate in a fully compat|ble manner throughout a healthcare facility,
even whefe potentially sensitive medical devices are used, if comprehensive management procedures are
implemented.

3.3 Existing relevant standards and recommendations

IEC has published a standard (IEC 60601-1-2) [32] recommending that “all life-supporting medical electrical
equipmenf and systems be immune to field strengths of 10 V/m” and “medical_e¢leetrical equipment gnd
systems that are not life-supporting be immune to field strengths of 3 V/m in thefrequency range 80 MHZz to
2,5GHZz". [ This is the collateral to the general safety standard for ,medical electrical equipmgnt
(IEC 6060{-1) [30], based upon basic EMC immunity standards that were ~developed by IEC Technical
Committeg (TC) 77 (EMC). IEC 60601-1-2 also sets limits for emissions and immunity test levels [for
electrostatjc discharge (ESD), conducted radiofrequency electromagnétic¢ fields, bursts and surges lardely
based updn CISPR emissions and TC 77 immunity standards. Although many medical device manufacturgrs
comply wjth recommended immunity guidelines, there is nq@.'government regulation enforcing these
recommendations in certain parts of the world, including the United States. Further, many older medical
devices stfl in use in healthcare facilities were not designed ortested to the current immunity levels. Also, the
IEC standard permits medical equipment and systems t@ meet lower immunity levels, with approprigte
justification [32], and 60601-1-2 Annex AAA states “.@;it is expected that some PATIENT-COUPLED
EQUIPMENT and SYSTEMS will use as a justification-for a lower IMMUNITY COMPLIANCE LEVEL the fact
that some physiological signals can be substantially:below those induced by a field strength of 3 V/m”.

The Eurogean Community has issued a set-ofvmedical device directives to further ensure compliance with
electromagnetic immunity for devices operating in Europe. Directive 93/42/EEC [34] specifies immunity
requirements for external medical devices.based upon an EMI risk classification scheme of low, medium, and
high. Article 2(a) of this directive incarporates, as an integral part, or as an accessory: (a) a medical deVice
within thel meaning of Article 1 (ofy Council Directive 93/42/EEC of 14 June 1993 concerning medical
devices (1p), or (b) an active(implantable medical device within the meaning of Article 1 of Council
Directive 90/385/EEC of 20 June 1990 on the approximation of the laws of the Member States relating to
active imp|antable medical deyices (16), the apparatus shall be governed by this Directive, without prejudice
to the application of Directives 93/42/EEC and 90/385/EEC to medical devices and active implantable medical
devices, respectively..The horizontal (general) directive [35] regarding medical device safety also applies.
Other releyant directives include immunity requirements for active implantable devices [36], in vitro diagnostic
devices (|VDs)[37]);" and medicinal products [38]. A recent Radio and Telecommunications Terminal
Equipment (R&TTE) Directive [39] now specifies testing protocols and RF immunity levels for radio 4nd
telecommuynications terminal equipment within the European Union. Included within the scope of the R&T[TE
directive isthatiftheradioand-tetfecommunicationstermimatequipmentincorporatesamexternat{34foractive
implantable [36] medical device, that apparatus is to be governed by the R&TTE directive. The purpose is to
allow radio and telecommunications terminal equipment manufacturers to follow the same rules for medical
devices but bring their products to the European market faster and more easily. While the additional directives
in Europe do encourage medical devices to meet the IEC standard, many mobile wireless transmitters
operating at full power can exceed the 10 V/m immunity level at distances up to 1 m [10]-[12], [20]-[23].

ANSI has published a rapid, cost-effective, and straightforward ad hoc test protocol [40] that can be
implemented by individual healthcare organizations to assess EMI with medical devices in their inventory that
can be caused by the transmission of specific mobile wireless signals. The protocol not only allows individual
healthcare organizations to rapidly generate information to make more informed policies on wireless

6 © ISO 2005 — All rights reserved


https://standardsiso.com/api/?name=d443787e7944fc6785d95535d85d9173

ISO/TR 21730:2005(E)

equipment access in their facility, but also provides a consistent protocol allowing comparison of findings
between different test sites.

A TIR published by the AAMI [10] is currently the most useful guideline available to healthcare organizations
in defining EMI in simple terms for non-engineering healthcare facility staff and describing how potentially
significant medical device EMI can occur and how the risk can be managed. The document follows closely
from earlier studies performed by ASHE [15], [16] and provides information on assessing and managing the
RF environment and a model EMC/EMI policy. The summary recommendations of AAMI TIR 18 are currently
listed on the FDA CDRH website [41]. Previously, the FDA CDRH had developed a set of voluntary
guidelines [42] for manufacturers to test respiratory and anaesthesiology devices.

has published a manuscript stating that EMI of critical life-support equipment due to emissions from mobile
telgphones is a valid concern and steps should be taken by medical device manufacturers|t6 “hgrden” their
devices against increasing environmental RF fields [24], although limited guidance to healthcare organizations
onlhow to manage the risk is provided.

Thf IEEE Committee on Man and Radiation (COMAR) of the Engineering in Medicine and Biblogy Society

The AMA identifies the operation of mobile wireless equipment in healthcare facilities as a risk to medical
eqlipment [4] especially when used in close proximity. Its published paper acknowledges that curnent clinical
regorts of EMI are uncommon and largely anecdotal suggesting that the risk may be small, and that the
vafiety of communication signal and medical equipment types make EM{ difficult to predict. It recommends
obtaining (when possible) newer medical equipment “hardened” to extraneous RF emissions, performing ad
ho¢ testing per the ANSI/IEEE C63.18 protocol, applying straight-forward management procedures,
mgintaining compliance with existing EMC standards, and ongoing vigilance against EMI by the clinical
engineering group and medical staff at the healthcare facility. lt‘doés not recommend precautionary pbanning of
wireless devices, but recommend a general (1 m) separation distance as per the revised BCRI 1999
reqommendations [11].

The Oklahoma University EMC Center [43] released, asmanual in 1998 for healthcare facilities. With regard to
specific recommendations, a significant source of this information was taken (with permission) from|Segal [31].
The recommendations promote ad hoc testing.and education, and suggest various management procedures
induding the establishment of a comprehensive EMC policy, establishment of mobile handset exclugion zones
ang EMI reporting procedures, and replacing and/or increasing immunity of medical devices| whenever
possible. The manual also suggests maintaining separation distances (up to 6 m for standard radips, 2 m for
common mobile phones, 0,3 m for in‘building LAN and cordless phone systems).

Health Canada's Medical Deviees Bureau has performed extensive ad hoc testing of RF transmitters including
mqgbile phones, 802.11b LAN, electronic article surveillance systems, metal detectors, and 802.15.1 bluetooth
trahsmitters [44]-[46] andreported that while mobile phones and radios may cause interference if fheir use is
nof properly managed,the-majority of constant output low power transmitters do not pose significant threats to
megdical devices undersnormal operating conditions. The Medical Devices Bureau also hosted a foundtable
discussion [47] in. Y1994 to develop recommendations and define a U.S.-Canadian Task |Force on
Elgctromagnetic./€ompatibility in Health Care, with Dr. Bernard Segal of McGill University |acting as
healthcare,
ive in the
ies included
educating

The Health Council of the Netherlands [48] recommends a precautionary separation distance of 1,5 m,
although it states that it is “unaware of an actual case in which a mobile phone has led to interference with
sensitive medical equipment” and does not directly advocate comprehensive precautionary bans. The report
states that most healthcare facilities in the Netherlands currently apply blanket bans on wireless
communication devices largely as a precautionary measure.

The MHRA (formerly the MDA) in the United Kingdom recommends the use of GSM and TETRA mobile
phone handsets on healthcare facility premises follow local healthcare facility policy guidelines [49]. It further
recommends that on-site interference due to operation of emergency services radios be treated as secondary
to the risks associated with managing the incident.
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The AHA and its affiliated group ASHE published its recommendations in the previously mentioned
documents on the subject [15], [16] and are advocates of managed use in the healthcare facility. JCAHO has
no specific recommendation, but when performing accreditation reviews it does check to see that healthcare
facilities are implementing their own EMC management plan, whatever it may be.

The U.S. Army Center for Health Promotion and Preventative Medicine recommends maintaining new medical
device inventories, EMC education, appropriate signage guidance and EMI reporting, and restricting all
personal wireless equipment in critical care areas [50]. The recommendations also suggest limiting wireless
equipment in ER unless it is critical for medical treatment and separated by more than 3,3 ft from medical
devices.

Although not discussed in detail in this review, medical device EMI can be caused by RF sources othefrthan
mobile wireless equipment, and in particular from other neighbouring medical devices. Emission (imits [for
industrial, gcientific, and medical (ISM) equipment are specified by International Special Committe¢ jon Radio
Interferenqe standard CISPR 11 [51]. This standard specifies limits and methods fer measurng
electromagnetic emissions from ISM equipment in the frequency range 150 kHz to 18 GHz, as well|as
frequencies at which emissions are unlimited. In particular, consideration of radiated emissions is given to
medical dpvices complying with European Medical Devices or the Active Implantable “Medical Devites
directives,|and they are therefore not likely candidates for interference with other equipment.

3.4 Minjmization of EMI risk

Certainly, pne goal of the current recommendation is to urge medical device manufacturers to increase fhe
electromagnetic immunity levels of their medical devices as the healtheare facility environments they operpte
in becomelincreasingly permeated with radiofrequency emissions from ‘a variety of sources. It should be urged
that manufacturers strive to exceed current IEC requirements «of\38 and 10 V/m, as these fields can |be
exceeded by many types of mobile wireless transmitters operating*at the higher transmit power steps and in
close prox|mity.

important goal of the following recommendation is to provide sufficient guidance to allow
organizations to achieve the benefits of ‘mobile wireless technology while at the same time
appropriately managing EMI issues to mitigate riskx€ontrolled systems to be used by healthcare facility staff
may incluge handsets operating on peer-to-pegr(radio), local area (cordless phone, WiFi/802.11b/LAN
system), of wide area (mobile phone, pager,-PDA) networks. The following recommendations provide for the
management of many types of mobile wireless’systems, allowing the choice of technology that best addressges
the commuinication and/or computing ne€ds of the healthcare facility to be implemented through proper testing,
system depign & engineering, medical’device management, and user guidelines.

In contras{ to controlled handsets))a different set of recommendations is necessary to avoid medical device
interferenge that might be caused by the use of mobile wireless transmitters inside healthcare facilities unfer
uncontrolled conditions. Forf-example, while it may be entirely possible to implement a management strategy
for a contfolled mobile wireless system used by healthcare staff, it may be impractical in many caseg to
ensure thg same level-of management for non-controlled wireless handsets brought into the healthcare fac|lity
by visitors| patients{or‘the workforce. Further, many healthcare organizations may decide that managemgent
procedures for controlled mobile wireless systems are not feasible, practical or desirable. When such is fhe
case, an gpproach characterized by certain restrictions for use in sensitive areas, especially those areas with
a high conféntration of life-support medical devices in operation, may be appropriate.

4 Recommendations

4.1 General recommendations

Important recommendations are made equally to medical device manufacturers, healthcare facilities, and
wireless equipment manufacturers.
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For medical device manufacturers, they should continue to meet and exceed current IEC 60601-1-2 listed
electromagnetic immunity levels in the design of new medical equipment which will increasingly operate in
environments where emissions from RF transmitters are common.

For healthcare facilities, they should manage wireless equipment within their facility in accordance with the
following guidelines, and neither unduly limit the use of otherwise beneficial technology or ignore the potential

for

EMI issues.

For wireless equipment manufacturers, they should have full understanding of the potential EMI issues that
can arise in worst case scenarios with medical devices as well as other wireless equipment, and deploy their

€q

nnment and svstems annrooriatelv in accordance with the followina recommendations
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4.7
Wi

an
sh

4.3

Th
pra

a)

4.4

Co
fad
co
of

he

a)

) Responsibility within healthcare facilities

hin the healthcare facility, clinical/biomedical engineers should be the focal point for EMC, EMI
j EMC/EMI education and training. Qualifications are not specified in this document, although co
buld be given to appropriate education, expertise, and experience of the responsible individuals

b Inventory within healthcare facilities

e medical device inventory within a healthcare facility should be“managed to the extent po
ctical to ensure compatibility with the everincreasing RF environment.

In the purchase of new medical devices by healthcare facilities, every effort should be made to
equipment meets (and exceeds if possible) minimum immunity requirements set out by IEC
Older equipment found to be particularly susceptible to-EMI from mobile wireless transmitters
phased out as is possible and practical within the healthcare facility budget.

While permanent modifications to medical devices should not be made by healthcare faciliti
simple precautions can be taken to reduce”the risk of EMI from mobile wireless transm
susceptibility in all medical devices can be reduced by positioning cables, sensors, ang
accessories in such a way as to increase the distance between these components and RF t
operating in the area. Life-critical medical devices or those known or suspected of being sus
EMI can be positioned away from high traffic areas or adjoining rooms where mobile wireless
may be in routine operation.

| Testing within healthcare facilities

mprehensive ad hoéon-site testing of all mobile wireless equipment that might be used in the
ility by staff, visitors, or patients to characterize potential EMI issues with medical devices

nsidered whenéver possible. However, exhaustive testing is rarely feasible, and it is understood

any nature may not always be possible or practical due to budget, time, and personnel constra
plthcare facility. Because of this, the following suggestions are provided:

The\IEEE / ANSI C63.18 recommended practice is the suggested test protocol for rapid and g

mitigation,
hsideration

ssible and

ensure the
50601-1-2.
should be

es, certain
tters. EMI

electrical
ansmitters
ceptible to
equipment

healthcare
should be
hat testing
ints of the

ractical ad

hoc, on-site RF EMI testing.

b)

c)

d)

If comprehensive testing of all mobile wireless equipment is not possible, focused testing
powered equipment transmitting at constant output (specifically two-way radios) as well as d
power controlled equipment (specifically mobile phones) is more crucial than testing equipme
802.11, 802.15, and cordless phone-type systems that constantly transmit at power

on higher
ynamically
nt such as
levels of

10-100 milliwatts. A description of lower power, higher power, and dynamically controlled wireless

equipment is outlined in more detail in Clause 3 (above).

If testing of mobile wireless equipment is not possible, some information may also be available
groups by accessing the ad hoc EMI testing database at www.ASHE.com.

from other

A record of EMI issues and ad hoc testing should be kept by the healthcare facility for forward reference.

© 1SO 2005 - All rights reserved


https://standardsiso.com/api/?name=d443787e7944fc6785d95535d85d9173

ISO/TR 21730:2005(E)

4.5 Controlled use within healthcare facilities

For controlled mobile wireless equipment to be used by physicians and healthcare organization staff under
managed conditions:

a)

10

It is recommended that appropriate on-site ad hoc testing be performed on one or two representat

ive

unit(s) of life-critical medical devices in the equipment inventory using one of the mobile handsets as a
test transmitter to characterize any potential EMI issues. For mobile wireless equipment having a

constant power output of 10 mW or less (such as equipment operating on 802.11a/b/g LAN or 802
PAN networks), the risk of EMI is significantly less than for equipment with maximal power outp

aw hindrad A S v o4 er-Lmobile-phena ALO—\A dio RDAc-ope Ao

area networks, etc.). While it is always recommended to perform testing whenever possible with
ile wireless systems, it is understood that considerations of feasibility and practicality must

considered. As an alternative, some information might be obtained either from the manufacturer or

comparison with similar ad hoc on-site testing results in a database available at www.ashe.com.

1) The IEEE / ANSI C63.18 recommended practice is the suggested test protocol forrapid and pract
afl hoc, on-site RF EMI testing.

2) Testing should take special consideration of older medical devices, life-supporting medical devic
ahd any device where EMI is suspected. Testing can be extended to-other medical devices wh
fdasible and practical. See C63.18 for a recommended prioritization.

A=/
_|

psting should be performed using one of the mobile wireless fiandsets to be used in the control
system as a test transmitter. If multiple in-house systems ‘afe to be deployed, testing should
performed with each different RF signal type. If new in-house systems are deployed, each differ
RFF signal type should be tested. Different EMI effects can‘be caused by different RF signal types.

psting of specific fixed-infrastructure components” such as local electrical circuits and cir

=
o -

O

hn be performed without placing the facility atrisk.

g
Q

onsideration may be given in some citeumstances to have testing performed by an independ
Rird party, in conjunction with thexhealthcare organization's clinical engineering group. T
volvement of a third party may facilitate a consistent and impartial evaluation of EMI issues &
roposed management strategies, and more importantly may offer an independent analysis in cas
here a further level of indemnity for the healthcare facility, equipment manufacturer, and/or netw
prvice provider is desired

S oS 5=

7]

6) Ad hoc testing shouldybe an ongoing effort and include characterization of new medical deV
atquisitions as well’as investigation of reported EMI incidents.

7) Assistance with obtaining test transmitter equipment and performing ad hoc testing should
r¢quested ffom manufacturers and network providers.

It is recommeénded that appropriate procedures be implemented to manage EMI from mobile wirel
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cal
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reakers can be considered for testing if failure>could represent a significant hazard, and if tesfing

ent
he
nd
5eS
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PSS

handsets;,using the results of the ad hoc testing as a guide.

1) For mobile handsets that generally transmit at a constant output power, having no dynamic power
control (standard radios, family radios, two-way pagers, 802.11b/local area network systems),
management should involve ensuring adequate separation from susceptible medical devices, and if
possible be based on the results of on-site ad hoc testing. In the case of standard radios with
relatively high power output (~2-5 watts), this may require significant separation distances and

possibly necessitate their restriction from areas of the healthcare facility where sensitive medi
devices are used. In the case of pagers with extremely short burst transmissions or 802

cal
1

a/b/g / LAN or 802.15 / Bluetooth / zigbee / 802.15.3a PAN equipment with relatively low power
output (~10 milliwatts), testing may reveal that separation distance recommendations are limited to

only a few (if any) medical devices and require minimal or no separation.

© ISO 2005 — All rights reserved


https://standardsiso.com/api/?name=d443787e7944fc6785d95535d85d9173

No

c)

4.6 Non-controlled use within healthcare facilities

Fo
vis

different power control:

a

~

2)

ISO/TR 21730:2005(E)

If mobile wireless transmitters are dynamically power controlled (mobile phones, PDAs operating on
wide area networks), then network characterization, design, and engineering should be employed as
necessary to ensure that the handsets are directed to transmit at power levels below the threshold
for EMI, especially in areas where many medical devices are used. The existence of numerous
shielding and reflecting objects in a healthcare facility may create areas with variations in downlink
signal coverage, some of which could lead to significant intermittent changes in transmit power of the
handsets causing them to deviate from their normal output power. Such areas should be
characterized (by measuring existing signal strength with the mobile wireless handset set to a “trace”
mode — this can often be done by the network service provider) and managed appropriately.

Medical device management prnrndllrne may include identification fhrnllgh Iahnlling, rey ositioning’

4)

5)

6)

shielding and/or filtering, or replacing particularly susceptible devices.

Permanent modifications to a medical device should only be made by the device manufacfurer.
User guidelines can be provided as an additional layer of management 4o direct |healthcare
organization staff to maintain a predetermined separation distance that is both sufficient and practical

(between 25 cm and 2 m) between their mobile wireless handsets and sensitive medical d¢vices.

The AAMITIR 18 is recommended for additional details on medical device management and
EMC/EMI guidelines.

Assistance with testing and system design and engineering should be requested from the |equipment
manufacturers and network providers of peer-to-peer, LAN,>or WAN / mobile phone systenjs.

RF emissions from in-building system network antennas (WAN microcells or repeaters, LAN access
points) are most appropriately managed by locating them in a place where separation distancg mitigates

medical device EMI effects, such as the roof of corridors and rooms.

RF emissions from base station sites physically located on healthcare facility roof-top ¢r building
structures should conform to existing national radio regulations to limit emissions directly into the

supporting building structure.

- non-controlled mobile wireless equipment that may be brought randomly into the healthcareg facility by
tors, patients, or staff and transmit a variety of different signals at different output power and/or under

Separate EMC/EMI'management policies than those listed for controlled mobile wireless handgets should
be applied. While)ad hoc testing and management solutions are always encouraged whenevgr possible,

this may not-be/practical or feasible for every wireless system.

1)

WAhile ‘certain mobile handsets may be able to operate compatibly throughout a healthgare facility
environment, other mobile handsets may have greater potential to cause EMI events due to
differences in output power or signal type. As the number of handsets continues to increage and new
models reduce size, internalize antennas, and combine technologies (i.g. mobile

phone 7 pager / PDA device / Tocal area 802.TTa/b/g/ personal area 802.15.1/802.175.3a/ 802.15.4,
etc.), it is becoming increasingly difficult to differentiate between RF transmitter types based upon
visual appearance alone. Further confounders include the growing number of wireless headsets and
accessories that relocate the actual RF transmitter to a pocket or purse keeping them from obvious
view even when in use. An increasing number of mobile wireless handsets can transmit multiple
signal types, including data transmission that may use different bursting technologies (i.e. GPRS,
WAP). Wireless laptop cards and PDAs may operate on either wide area (mobile phone-type) or
local (802.11.x - type) networks with different carrier frequencies, signal types, and power output.
Ultimately, it may be impossible to enforce any policy that differentiates between different
non-controlled mobile wireless handset types with regard to their use in the healthcare facility based
upon visual appearance. For this reason, all non-controlled mobile wireless handsets should be
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treated with the same management / restrictions regardless of whether or not they appear to be the
same as controlled handsets.

2) Restrictive policies might involve requesting that individuals not use their personal mobile wireless
handsets in areas of the facility where sensitive medical devices are in operation. This should involve
requesting by appropriately positioned signs or some other reliable mechanism that non-controlled
mobile wireless equipment be turned off before entering sensitive areas, as even well-intentioned
individuals may feel compelled to receive and respond to incoming calls or messages.

3) Implementation and enforcement of restrictive policies should be facilitated by defining numerous

a

roas throl |ghn| 1t the healthcare 'Fnr\ilih]l that can bhe ngcily accessed and where the use of wirel

SS

=2

4) A
n

C
n
a
a

Andsets by patients, visitors, and staff is permitted and encouraged.

ny restrictive policy should be balanced between an informed assessment of EMI risk and

creasing need among patients, visitors, and healthcare facility staff for mpbile’ wirelg
bmmunication and computing. In the extreme, healthcare facilities could ban”the use of
bn-controlled mobile wireless handsets altogether, although such measures maybe* excessive fr
n EMI management perspective and not responsive to the growing needs ofjindividuals for dir
ccess to mobile wireless communication, especially in times of emergency and crisis.

the
PSS

all
pom
ect

b) EMI management should be ongoing, verifying and characterizing any repartéd incident and making any

neces

c) Signs
device
policy

d) While
mobil
such
monit
mana

sary adjustments to policy.

should be placed throughout the healthcare facility, especially‘in areas where sensitive med

s are commonly located, to make patients and visitors aware of the existing healthcare fac

instructing patients and visitors to maintain a minimuin’ separation distance between their perso
recommendation may be impractical in many-facility areas, and further be exceedingly difficul

br and enforce. Such minimum separation\requirements are not recommended as a prim
pjement strategy. However, the minimum(Cseparation distances determined from ad hoc test

should be used to identify sensitive areas of the healthcare facility.

4.7 Med

Medical d
practical)

ical devices within healthcare-facilities

pvices found in ad hoc testing to be susceptible to EMI should be replaced (as feasible 2
with more immune devices, e.g. those compliant with new IEC 60601-1-2 and other relev

immunity

equirements. (Medical devices that meet 60601-1-2 can still be susceptible to mobile phones

close rangg.)

For medical devices used\outside the healthcare facility in a domiciliary setting, such as dialysis equipmé
blood gludose analyser,~infusion pumps, etc., instruction should be provided to patients advising them
maintain af least 1.m of separation distance between the medical device and mobile wireless equipment w
it is in opefration,

cal
lity

nal

wireless handsets and medical devices might theoretically act as a safeguard against EMI events,

to
ary
ng

nd
ant
at

eNnt,
to
hile

Although ¢utside the current scope of this recommendation, the placement and operation of RF-emitting

medical devices within the healthcare environment is an area that should be carefully considered. Electric
scalpels often generate microwaves for cauterization purposes, physio-diathermy units may emit 915, 433,
2450 MHz or other frequencies for deep tissue heating (36), and ultrasound machines may radiate up to their
operating frequency of ~3 to 20 MHz.

RFID tags used in the healthcare environment are passive emitters, activated by inductive processes when
brought into proximity of RFID readers. However, the readers emit high field strength magnetic fields and
should be included as a transmitter in ad hoc testing and in EMC/EMI management policies.
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Annex A
(informative)

RF technologies

1 Prnpagafinn of RF energy fhrnugh space

R4
rel

Be
rer
ca
of
lon

A.

RF
ex

in ferms of the magaitude of the magnetic field vector, in amperes per metre. For measurements

fiel
or
fre

dio frequency waves (300 kHz to 300 GHz) travel through space at the speed of light with v
hted to the frequency and (in a vacuum) by the following equation:

Frequency (MHz) x wavelength (metres) = speed of light =3 x 108 m/s

Table A.1 — RF propagation characteristics

vavelength

Frequency (MHz) | Wavelength (m) Frequency (MHz) | Wavelength (m)
1 300 100 3
3 100 300 1
10 30 1000 0,3
30 10 3000 0,1

R Electric and magnetic fields

notely to the source of RF energy. Interference“can be more likely to occur at RF frequencies a
ples, wires, printed circuit board traces, and,components of medical device are odd multiples of
he wavelength. However, in intense RF fields and/or for susceptible circuitry, effects may be ol
ger and/or shorter conductors, including'those as small as approximately 1/20 of the wavelength,

energy is comprised of-two interrelated components, electric (E) and magnetic (H) fields. It
bressed in terms of the magnitude of the electric field vector, in volts per metre, but may also be

d, where the distance from the source is small compared to the wavelength, the term electric fie
magnetic field_Strength is used according to whether the resultant E field or H field is measure

cause RF electromagnetic energy propagates through space, it can affect medical devices that are located

which the
one-fourth
served for

is usually
measured
n the near
d strength
1. At lower

Huencies(below 100 MHz), measurements are typically made in the near field. The E and H field strengths

fal| off with~réspect to the distance from the source. However, very close to a source, such aq a cellular
telephene;-the field strengths can be quite high.
Unintended qup“llU of E-fietds—to—medical-devices—can—occurs ‘lhluugh |c=ativc=y btlaiyht cabtes; wires and

printed circuit board traces, and can occur at large distances from the RF source. Unintended coupling of H
fields to medical devices can occur through coiled cables, wire loops, and loops formed by printed circuit
board traces, usually very close to the RF source.

A.3 Minimal separation distances

In the far field (distance greater than the sum of several wavelengths of the transmitter carrier frequency), and
for typical antennas, the field strength from a transmitter varies proportionally to the inverse of the distance
from the transmitter. If the output power of a transmitter is known, the dipole equation can be used to calculate
an estimate of the field strength in the far field as a function of distance. If the radiated RF immunity of a
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medical device is known, an estimation of immunity can be made by substituting immunity for the fi
strength and solving the dipole equation for distance:

d=[ky PlI/E

where

P is the output power of the transmitter in watts;

E is the immunity of the medical device in volts per metre;

eld

d

S

k

S

The value

the minimum separation distance in metres;
a constant in the range of 0,45 to 7, depending on the antenna efficiency of the transmitter:

of k for cellular telephones is approximately 7, and the value for lower-frequency hand-h

transmitters such as walkie-talkies can be as low as 3.

This apprximation does not apply at distances less than several wavelengths of the transmitter carf

frequency
assumed:

— asing

(i.e. in the near field). The limitations of this estimate are described below. The following

e transmitter is present, radiating at its maximum rated power; and

— the worst-case susceptibility of the medical device occurs at the frequency of the transmitter.

In addition
necessary
transmitter
device ocd
distance c
also affec
buildings 2

eld

er

, if multiple RF transmitters (e.g. mobile telephones)are in use, the minimum separation distance

for compatible operation could be greater than that, determined from this equation. If a single
is radiating less than its maximum power rating or the worst-case susceptibility of the med
urs at a frequency other than that of the RF iransmitter of interest, the actual minimum separat
puld be less than that determined from the“equation. The actual minimum separation distance
ed by antenna efficiency, radiation pattern, and by absorbing and reflecting objects (includ
nd people). Multipath reflections couldtresult in a minimum separation distance greater than t

determineﬂ from the equation, and absorptien:could result in a minimum separation distance less than t

determine

A.4 Mok

from the equation.

)ile phone technologies

A41 G

neral network considerations

Mobile phpnes operateon WANs composed of numerous cell sites using different RF signal technologi
Common first generation (1G) analogue technology includes AMPS systems in the US, NMT [Nordic Mo

Telephon

technology in Scandinavia as well as parts of Russia/Eastern Europe / Mid East/ Asia, §

TACS in Europe@and other parts of the world. These systems as well as smaller systems in France, Germa
Italy, Cangda;,and elsewhere are now largely obsolete or being phased out in many parts of the world wh

RF
cal
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is
ng
hat
hat
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bre

newer digitai tcbhlluiugica are plcduulillallt.

Analogue technology assigns a single channel frequency per user, while newer second generation (2G)
“digital” technologies allow multiple users to operate on a single channel frequency creating more capacity on
the network by converting voice data into a binary form (0's and 1's) and compressing it.

Second generation technologies in the US include CDMA and a variety of different TDMA-type technologies
including NADC (which is rapidly being phased out), GSM and iDEN. In Europe, parts of Asia, and other
locations, the predominant technology is GSM, with Tetra (Terrestrial Trunked Radio) also used in many parts
of Europe by public safety departments.
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With CDMA, the compressed data are sent in small pieces at discrete frequencies over a series of
40 contiguous channels, or ~1,2 MHz of frequency spectrum, with multiple calls overlaid on top of each other.
Each call is then deciphered from the noise floor (composed of all the other callers using that channel block at
that time) by its unique sequence code.

With TDMA, transmission occurs at a single channel frequency, but each user is assigned a specific “time
slot” that occurs within a repeating time element (a “frame”) in which to pulse their compressed voice data.
The different TDMA technologies have different protocols that define the “pulse” parameters. Other mobile
phone technologies that are specific for areas in Asia include Japan CDMA, JTACS [Japanese Total Access

Communications System], Japan PDC [Personal Digital Cellular], and Korean PCS [Personal
C munications Qnr\/im:\e]

A

Te
da
do

Th
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w

A

jlobal standard for third generation (3G) wireless communications has been defined by the’In
ecommunication Union (ITU) and will implement CDMA technologies engineered to allow mor
a transmissions (up 1-to 2 Mbps as opposed to the 10's of Kbps of 2G technologies).for Intern
wnloading video, etc.

e common form in Europe called UMTS [Universal Mobile Telecommunications” Systems] and
nd CMDA (WCDMA) technology having a bandwidth of ~5 MHz (as opposed‘to'the 1,2 MHz of cg

CDMA technology is called FOMA [Freedom of Mobile Multimedia Access].

competing technology in the US is CDMA-2000, which utilizes’ the’ conventional 1,2 MHz ban

ternational
e room for
et surfing,

is a wide
nventional

MA) and is starting to take hold in some of the larger metropolitan European regions. In Japan, a similar

dwidth but

allpws for a much higher data rate and can operate not only on¢he*existing frequency bands but also on the

ne

As
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A.4.2 Mobile phone emissions — Frequency

vly allocated 3G bands as well.

technology continues to develop, mobile phones allowing simultaneous voice and data com
ng GPRS, WAPs, and other technologies are beceming increasingly common. Such data tra
nerally emit RF signals as bursts during periads of system availability using the embed
hnology and under normal power control of thephone on a dedicated data channel.

munication
nsmissions
jed signal

The FCC in the United States has allocated specific blocks of frequency spectrum that mobile phon¢ handsets
and network base stations use to transmit on during operation. Various network companies license the rights
for{use of all or parts of these blocks of spectrum in various geographical areas.

Inifially during power-up (of. hand-off), a process of registration occurs on a random access or ynassigned
control channel frequency that facilitates bidirectional communication between the phone and the base station
to exchange registration’information.

Following that process, the phone is assigned a dedicated channel frequency to receive call information
(cqlled a “downlink channel” or “Rx”) and in return is directed to transmit on an assigned “traffic” clhannel that
is gommonly.25 to 50 MHz lower in frequency (called the “uplink channel” or “Tx”).

the‘user crosses over to another location area (i.e. a cluster of cell sites linked within the netwo

k covering

barticular vicinity), he/she will be “handed-off” and assigned new non-overlapping Tx/ RX

channels

(fo

lowing another re-registration process) by the next base station.

The original frequency block in the United States (824-849 MHz Tx / 869-894 MHz RXx) still supports analogue,
CDMA, and NADC-TDMA technologies, although NADC is rapidly being phased out and in its place GSM
technology is being implemented. Each channel within this block is 30 kHz wide, and Rx = Tx — 45 MHz. As
room within this frequency block became insufficient for the growing number of mobile phone users, another
larger block of spectrum was opened up by the FCC for newer second generation CDMA and TDMA
technologies at 1850-1910 MHz Tx/1930-1990 MHz Rx with a channel width of 50kHz and
Rx =Tx — 80 MHz. iDEN technology operates in one of the many LMR frequency blocks along with public
safety radio systems (806-824 MHz Tx / 851-869 Rx) and has a 25 kHz channel width, and Rx = Tx — 45 MHz.
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Mobile phone emissions outside of any assigned channel frequency are minimal in the US due to compliance
with FCC (Federal Communications Commission) CFR Part 15 specifications regulating the allowable level of
both “spurious” and “out of band” emissions (the actual US spec is attenuation by at least
43 + 10 log10 (P) dB or 60 dB, whichever is the lesser attenuation — for a 1 watt transmitter = —13bBm or
50 microwatts. In Europe, similar specifications are defined by the International Telecommunications Union
(ITU) Radiocommunication Assembly ITU-R SM.329, which sets spurious emissions limits at -16 dBm or
25 microwatts for a 1-watt transmitter in the 900 MHz band (< 960 MHz) and 100 microwatts for a 1-watt
transmitter with a carrier frequency of 960 MHz-17,7 GHz).

A.4.3 Mobile phone emissions — Output power

When in use, mobile phones transmit on their assigned Tx channel at an output power that is continuoeysly
regulated {many times per second) over a range of incremental power steps as it moves through the.netwprk
in a manngr more or less inversely proportional to the base station (Rx) signal strength.

This situafjon is actually a bit more complex due to the ability of some systems to set different thresholdg to
initiate power cutback, switch operation to other networks when they cross coverage boundaries and excged
traffic volumes, etc., but the basic description serves for the purpose of this commentapy:

Normally, the maximal transmit power of a mobile phone ranges from ~0,6 to 2-watts (depending upon the
technology). At the lowest transmit power, the phone may emit a few milliwatts or less. By comparispn,
802,11b local area network devices typically transmit continuously at ~10 milliwatts.

Because TDMA signals are emitted in a pulsed fashion, their average power is lower than their pulsed poywer
(for example, with GSM technology there are eight possible time slots per channel so an output powel of
1 watt emitted repeatedly during a single time slot, followed by seven time slots where no power is emitted,
would tranglate into an average power of 1 W /8 = 125 milliwatts), For analogue and CDMA signals, power is
emitted in p more continuous fashion, albeit for CDMA the power is spread over ~1,2 MHz.

As an indiyvidual mobile phone moves through the netwofk, or even within a building, the output power npay
fluctuate significantly due to numerous reflecting and shielding structures that influence the path of the RF
signal. The handset is constantly directed to transmit.at the lowest power control level necessary to maintaip a
sufficient |ink, because the lower the Tx power, the longer the battery life and the less possibility| of
interferenge with other mobile phones. Sporadic “shadow” coverage areas that cause phone handsets to
transmit a{ significantly higher power levels may be especially problematic in hospital buildings with complex
floor plans] lead-impregnated walls in radiology / oncology units, and basement levels.

When analogue and TDMA mobile phones cross over to another location area, the hand-off is “hard”, meanfing
that each mew registration is performed at full power and then subsequently power controlled by the new base
station after 1 to 2 seconds.‘For CDMA technologies, the hand-off is “soft”, meaning that power contro| is
maintained during the hand-off and continually regulated so as not to overwhelm the more tightly
power-confrolled nature/of'the CDMA system.

A scenariq where mgbile phones on some (but not all) technologies can change power can occur when traffic
on the locpl base station within the network has reached capacity and users are transferred to distal sifes,
coming under‘the direction (and power control) of the more distant base station. Other technologies simlply
register a [system busy” message and drop from the network. While both situations can be problematic, bpth
can be avoided if adequate room is available on the network for the local communication traffic.

One final aspect of newer digital mobile phone technology that can influence output power in TDMA-type
technologies is delayed transmission (DTx), or the ability of the network to direct a mobile phone handset to
further compress its voice data during times of speech inactivity and only send it out during periodic pulses. A
similar function in CDMA networks is variable rate speech coding that can assign a lowered data rate level
during speech inactivity. The result of each is a markedly reduced transmission (just enough to hear a
background “hiss” so the speaker knows he is still connected to someone) with the phone actually not
transmitting over a majority of the time during speech inactivity.
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