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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procgdures used to develop this document and those intended for its further maintenance. gre
described|in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed-for the
different fypes of ISO documents should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document mayybe the subject of

patent ri

ts. ISO shall not be held responsible for identifying any or all suc

h patént rights. Detailq of

any patenf rights identified during the development of the document will be in the.Introduction andjor

on the IS

Any trade
constitute

For an e
expressio

list of patent declarations received (see www.iso.org/patents).

an endorsement.

name used in this document is information given for the convénience of users and does ot

planation of the voluntary nature of standards, the 4€ieaning of ISO specific terms and
hs related to conformity assessment, as well as information about ISO's adherence to the

World Tralde Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.ofg/

iso/forew

prd.html.

This docujment was prepared by Technical Committee }SO/TC 215, Health informatics.

Any feedb
complete

isting of these bodies can be found at www.iso.org/members.html.

ack or questions on this document should be directed to the user’s national standards body. A
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Introduction

This document identifies core Electronic Health Record (EHR) security and privacy requirements
where cloud computing services are utilized. Additional requirements may also be needed where local
legal or regulatory requirements exist. Potential additions or modifications can be considered by the

cloud service providers in their contractual arrangements.

Cloud computing usage and adoption is becoming popular for healthcare applications worldwide.
However, there are health information systems in the market that were not originally designed to

‘_‘ S ) A_en onmen Qe alalz ala 2 ala a o a 2 a a a Cl alaala a

ar¢ varied, but the available solutions do not always take into account the necessary.seg

fformation systems based on cloud services, and for the patient's trust and“confidence
ormation is processed and stored safely and securely.

Thlis document includes perspective of health information on cloud computing and health in
requirements. It also provides guidance on selecting service providers in the public cloud
lodating healthcare data, and confidential patient information (including solutions on handli
offrshoring).
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Health informatics — Cloud computing considerations for
the security and privacy of health information systems

cords (EHR) in a cloud computing service that users can leverage when selecting a service

Normative references

Thlere are no normative references in this document.

Fo

IS(

3.1

ap

Terms and definitions

" the purposes of this document, the following terms and definitions apply.

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/

plication capabilities type

claud capabilities type (3.2) in which the cloud\service customer (3.8) can use the cloud service
(3[11) applications

[SOURCE: ISO/IEC 17788:2014, 3.2.1}

3.2

clqud capabilities type
classification of the functionality provided by a cloud service (3.5) to the cloud service custq

ba

No

sed on resources used

Le 1 to entry: The cloud capabilities types are application capabilities type (3.1), infrastructure capa

(3.24) and platfornt capabilities type (3.31).

S

3.3

URCE: ISO/AEC 17788:2014, 3.2.4]

clqud‘ecomputing

pa

enic Health

provider.

and IEC maintain terminological databases for use in standdrdization at the following addiresses:

rovider's
p

mer (3.8),

bilities type

radigm for enabling network access to a scalable and elastic pool of shareable physical

or virtual

resources with self-service provisioning and administration on-demand

Note 1 to entry: Examples of resources include servers, operating systems, networks, software, applications, and
storage equipment.

[SOURCE: ISO/IEC 17788:2014, 3.2.5]

3.4

cloud deployment model
way in which cloud computing (3.3) can be organized based on the control and sharing of physical or
virtual resources

Note 1 to entry: The cloud deployment models include community cloud, hybrid cloud, private cloud and
public cloud.
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[SOURCE: ISO/IEC 17788:2014, 3.2.7]

3.5
cloud service
one or more capabilities offered via cloud computing (3.3) invoked using a defined interface

[SOURCE: ISO/IEC 17788:2014, 3.2.8]

3.6
cloud service category
group of cloud services (3.5) that possess some common set of qualities

Note 1 to eptry: A cloud service category can include capabilities from one or more cloud capabilities types (3.2).

[SOURCE:|ISO/IEC 17788:2014, 3.2.10]

3.7
cloud serfvice customer data

class of d4ta objects under the control, by legal or other reasons, of the cloud service'customer (3.8) tl
were inp
by or on behalf of the cloud service customer (3.8) via the published interfaceof-the cloud service (3.5)

Note 1 to eptry: An example of legal controls is copyright.

Note 2 to pntry: It may be that the cloud service (3.5) contains or operates on data that is not cloud sery
customer data; this might be data made available by the cloud service previders (3.11), or obtained from anot
source, or [it might be publicly available data. However, any output data produced by the actions of the cl
service customer (3.8) using the capabilities of the cloud service (315) on this data is likely to be cloud sery
customer dpta (3.7), following the general principles of copyright,unless there are specific provisions in the cl
service (3.3) agreement to the contrary.

[SOURCE:|ISO/IEC 17788:2014, 3.2.12]

3.8
cloud serjvice customer
CSscC
party which is in a business relationship-for the purpose of using cloud services (3.5)

Note 1 to eptry: A business relationship does not necessarily imply financial agreements.
[SOURCE:|ISO/IEC 17788:2014(3,2.11]

39
cloud serjvice derived.data

class of dqta objects unider cloud service provider (3.11) control that are derived as a result of interact
with the dloud seryice'(3.5) by the cloud service customer (3.8)

Note 1 to gntry: Cloud service (3.5) derived data includes log data containing records of who used the service
what timed, which functions, types of data involved and so on. It can also include information about the numb

to the cloud service (3.5), or resulted from exercising the capabilities.of the cloud service (3l

—
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cloud service (3.5) has such configuration and customization capabilities.
[SOURCE: ISO/IEC 17788:2014, 3.2.13]

3.10
cloud service partner

party which is engaged in support of, or auxiliary to, activities of either the cloud service provider (3.11)

or the cloud service customer (3.8), or both

[SOURCE: ISO/IEC 17788:2014, 3.2.14]
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3.11
cloud service provider
party which makes cloud services (3.5) available

[SOURCE: ISO/IEC 17788:2014, 3.2.15]

3.12
communications as a service

Ca

asS

cloud service category (3.6) in which the capability provided to the cloud service customer (3.8) is real

ti

einteraction and collabharation

No

S

3.13

community cloud
claud deployment model (3.4) where cloud services (3.5) exclusively support dnd are shared by
collection of cloud service customers (3.8) who have shared requirements and a relationship

an

[S

3.14

co
Co|

cldud service category (3.6) in which the capabilities provided to the cloud service customer (3|

pr
No
[S(

3.1
cy
cy
[SC

3.1
cy
ins
[S

3.1

cy
ris

Le 1 to entry: CaaS can provide both application capabilities type (3.1) and platform capabilities.type

URCE: ISO/IEC 17788:2014, 3.2.18]

bther, and where resources are controlled by at least one member ¢f-tHis collection

URCE: ISO/IEC 17788:2014, 3.2.19]

mpute as a service
mpaa$

bvision and use of processing resources neededto. deploy and run software
te 1 to entry: To run some software, capabilities(other than processing resources may be needed.
URCE: ISO/IEC 17788:2014, 3.2.20]

5
ber-incident
ber-event that involves a losstof information security or impacts business operations

URCE: ISO/IEC 27102:2019, 3.1]

6
ber-insurance

URCE: ISOAEC 27102:2019, 3.2]

7
ber-risk

urance that cavers or reduces financial loss to the insured caused by a cyber-incident (3.15)

(3.31).

a specific
with one

8) are the

k €dused by a cyber-threat (3.18)

[SOURCE: ISO/IEC 27102:2019, 3.4]

3.18
cyber-threat
threat that exploits a cyberspace (3.19)

[SOURCE: ISO/IEC 27102:2019, 3.5]

3.19
cyberspace
interconnected digital environment of networks, services, systems, and processes

[SOURCE: ISO/IEC 27102:2019, 3.6]
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3.20
insured

entity that shares or considers sharing cyber-risk (3.17) with an insurer

[SOURCE:
3.21

ISO/IEC 27102:2019, 3.7]

data storage as a service

DSaaS

cloud service category (3.6) in which the capability provided to the cloud service customer (3.8) is the

provision

anduse af data cfnraga and related rnpahi]ifinc

Note1toe
[SOURCE:

3.22
hybrid cl
cloud depl,

[SOURCE:
3.23

infrastructure as a service

IaaS
cloud sery
customer

Note 1to e
resources,
and virtua
componen

[SOURCE:
3.24

infrastructure capabilities type

cloud capq
storage oj

[SOURCE:

3.25
network
NaaS$S
cloud sery
transport|

htry: DSaaS can provide any of the three cloud capabilities types (3.2).

ISO/IEC 17788:2014, 3.2.22]

bud
pyment model (3.4) using at least two different cloud deployment models{(3.4)

ISO/IEC 17788:2014, 3.2.23]

ice category (3.6) in which the cloud capabilities type {3.2) provided to the cloud sery
3.8) is an infrastructure capabilities type (3.24)

ntry: The cloud service customer (3.8) does not mandge or control the underlying physical and virt
but does have control over operating systems, storage, and deployed applications that use the physi
resources. The cloud service customer (3.8) may@lSo have limited ability to control certain network
s (e.g. host firewalls).

ISO/IEC 17788:2014, 3.2.24]

bilities type (3.2) in which-the cloud service customer (3.8) can provision and use processi
networking resources

ISO/IEC 17788:2014,:3.2.25]

NS a service

ice category (3.6) in which the capability provided to the cloud service customer (3.8)
conneetivity and related network capabilities

Note1toe

ice

ual
cal

ing

is

htty: NaaS can provide any of the three cloud capabilities types (3.2).

[SOURCE:
3.26

ISO/IEC 17788:2014, 3.2.28]

personally identifiable information

PII

any information that (a) can be used to establish a link between the information and the natural person
to whom such information relates, or (b) is or can be directly or indirectly linked to a natural person

Note 1 to entry: The “natural person” in the definition is the PII principal. To determine whether a PII principal
is identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder
holding the data, or by any other party, to establish the link between the set of PIl and the natural person.

[SOURCE:

4

ISO/IEC 29100:2011/Amd.1:2018, 2.9]
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3.27

PII controller

privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing
personally identifiable information (PII) (3.26) other than natural persons who use data for personal
purposes

Note 1 to entry: A PII controller sometimes instructs others (e.g. PII processors (3.29)) to process PII (3.26) on its
behalf while the responsibility for the processing remains with the PII controller.

[SOURCE: ISO/IEC 29100:2011, 2.10]

3.28
PIl principal
natural person to whom the personally identifiable information (PII) (3.26) relates

Note 1 to entry: Depending on the jurisdiction and the particular PII (3.26) protection and privacy legislation, the
syflonym “data subject” can also be used instead of the term “PII principal” (3.28).

[SOURCE: ISO/IEC 29100:2011, 2.11]

3.29

PI} processor
privacy stakeholder that processes personally identifiable information (PII) (3.26) on behalff of and in
ac¢ordance with the instructions of a PII controller (3.27)

[SOURCE: ISO/IEC 29100:2011, 2.12]

3.30
platform as a service
Paa$S
cldud service category (3.6) in which the cloud" capabilities type (3.2) provided to the cloud service
cuftomer (3.8) is a platform capabilities type {3:31)

[SOURCE: ISO/IEC 17788:2014, 3.2.30]

3.31

platform capabilities type
claud capabilities type (3.2)An-which the cloud service customer (3.8) can deploy, manag¢ and run
cuptomer-created or custgmetr-acquired applications using one or more programming langpages and
ong or more execution enyironments supported by the cloud service provider (3.11)

[SQURCE: ISO/IEC ¥77%88:2014, 3.2.31]

3.32

private cloud
cldud deployment model (3.4) where cloud services (3.5) are used exclusively by a single cloud service
customér(3.8) and resources are controlled by that cloud service customer (3.8)

[SQURCE: ISO/IEC 17788:2014, 3.2.32]

3.33

public cloud

cloud deployment model (3.4) where cloud services (3.5) are potentially available to any cloud service
customer (3.8) and resources are controlled by the cloud service provider (3.11)

[SOURCE: ISO/IEC 17788:2014, 3.2.33]
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3.34
software as a service
SaaS

cloud service category (3.6) in which the cloud capabilities type (3.2) provided to the cloud service

customer (3.8) is an application capabilities type (3.1)
[SOURCE: ISO/IEC 17788:2014, 3.2.36]

3.35

reversibility

process fp ud service customers (3.8} to retrieve their cloud service custc 3
application artefacts and for the cloud service provider (3.11) to delete all cloud service customer'd
(3.7) as well as contractually specified cloud service derived data (3.9) after an agreed period

[SOURCE:|ISO/IEC 17788:2014, 3.2.35]

4 Abbreviated terms

EHR Electronic Health Record
NHS National Health System
PHI Plersonal Health Information

SDO

wn

tandard Development Organizations
SIEM  Spcurity Information and Event Management

WAN

=

/ide Area Network

5 Cloud computing

5.1 General

Cloud conjputing is an evolving paradigm. This is not intended to prescribe or constrain any particullar

method of deployment, service delivery, or business operation.

There are|known risks to confidentiality and security using a cloud computing environment. Howey
the use of a cloud computingarchitecture over advanced technologies can produce valuable benef
The challgnge for health{ihformatics is what deployment method to use with the available resources
maintain a trusted yetaseful service.

5.2 Ovérview-of cloud computing

er,
ts.
to

This overyiew introduced the following.

a) Six key cloud computing characteristics:

i) Broad network access

It is a feature where the physical and virtual resources are available over a network and accessed
through standard mechanisms that promote use by heterogeneous client platforms. The focus of
this key characteristic is that cloud computing offers an increased level of convenience in that users
can access physical and virtual resources from wherever they need to work, as long as it is network

accessible, using a wide variety of clients, including devices such as mobile phones, tablets, lapto
and workstations.

ii) Measured service

ps,
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It is a feature where the metered delivery of cloud services is such that usage can be monitored,
controlled, reported, and billed. This is an important feature needed to optimize and validate the
delivered cloud service. The focus of this key characteristic is that the customer only pays for the
resources that they use. From the customers' perspective, cloud computing offers the users value by

enabling a switch from a low efficiency and asset utilization business model to a high effic
iii) Multi-tenancy

It is a feature where physical or virtual resources are allocated in such a way that multip

iency one.

le tenants

and their computations and data are isolated from and inaccessible to one another. Typically, and

within the context of mn]H_fnnanry’ the group of cloud service users that form 2o tena

t will all

belong to the same cloud service customer organization. There might be cases where
of cloud service users involves users from multiple different cloud service customers;p3
in the case of public cloud and community cloud deployments. However, a given cloy
customer organization might have many different tenancies with a single cloud’servicg
representing different groups within the organization.

iv) On-demand self-service

It is a feature where a cloud service customer can provision computing capabilities, 3
automatically or with minimal interaction with the cloud serwviee provider. The focus d
characteristic is that cloud computing offers users a relativeXreduction in costs, time,

needed to take an action, since it grants the user the ability, to’"do what they need, when
it, without requiring additional human user interactions®u overhead.

v) Rapid elasticity and scalability

These are features where physical or virtual réSources can be rapidly and elastically|
in some cases automatically, to quickly increase or decrease resources. For the cloy
customer, the physical or virtual resources;available for provisioning often appear to be
and can be purchased in any quantity at\any time automatically, subject to constraints
agreements. Therefore, the focus of these key characteristics is that cloud computing n
the customers no longer need to worry about limited resources and might not need to we
capacity planning.

vi) Resource pooling

It is a feature where a'cloud service provider's physical or virtual resources can be a
in order to serve one or more cloud service customers. The focus of this key characteris
cloud service providers can support multi-tenancy while at the same time use abstractig
the complexity-ofithe process from the customer. From the customer's perspective, all thg
that the service-works, while they generally have no control or knowledge over how the
are being provided or where the resources are located. This offloads some of the customer
workload)such as maintenance requirements, to the provider. Even with this level of ak
it can-be’noted that users might still be able to specify location at a higher level of abstrg
country, state, or data centre).

the group
rticularly
1d service
» provider

s needed,
f this key
hnd effort
they need

adjusted,
d service
unlimited
of service
leans that
rry about

boregated
tic is that
n to mask
by know is
resources
's original
straction,
ction (e.g.

Three cloud canabilities tvpes:
r J
1) Application capabilities type
2) Infrastructure capabilities type

3) Platform capabilities type

An extensible set of cloud service categories including but not limited to the following:

Software as a Service (SaaS)
Platform as a Service (PaaS)

Infrastructure as a Service (IaaS)

© IS0 2021 - All rights reserved
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— Network as a Service (NaaS)

— Communications as a Service (CaaS)
— Compute as a Service (CompaaS)

— Data Storage as a Service (DSaaS)
d) Four cloud deployment models:

1) Public cloud

2) Private cloud

3) Cpmmunity cloud

4) brid cloud

5.3 Clopd computing roles and activities

Within the context of cloud computing, it is often needed to differentiate_ tequirements and issyes
for certain parties. These parties are entities that play roles, which setUof competencies andjfor
performahces that are associated with a task. Tasks, in turn, have sets of-activities and those activitjies
are implemented by components. All cloud computing-related activities can be categorized into thtee
main grofips: activities that use services, activities that provide services and activities that suppprt
services. [t is important to note that a party can play more than one role at any given point in time and
can only gngage in a specific subset of activities of that role. Table 1 shows a set of roles and describes
their main characteristics.

Table 1 — The major roles-of cloud computing

Role Description

Cloud seryice customer The business relationship'is with a cloud service provider or a cloud service partnkr.
Key activities for a.cloud service customer include, but are not limited to, using clopd
services, performing business administration, and administering use of cloud servicgs.

Cloud seryice partner A cloud servige partner's activities vary depending on the type of partner and their
relationshipwith the cloud service provider and the cloud service customer. Examples
of cloudservice partners include cloud auditor and cloud service broker.

Cloud seryice provider The(cloud service provider focuses on activities necessary to provide a cloud service
andactivities necessary to ensure its delivery to the cloud service customer as well
as cloud service maintenance. The cloud service provider includes an extensive get
of activities (e.g. provide service, deploy and monitor service, manage business plan,
provide audit data, etc.) as well as numerous sub-roles (e.g. business manager, service
manager, network provider, security and risk manager, etc.).

5.4 Clopd/eapabilities types and cloud service categories

A cloud capabilities type is a classification of the functionality provided by a cloud service to the cloud
service customer, based on the resources used. There are three different cloud capabilities types:

a) application capabilities type;
b) infrastructure capabilities type;
c) platform capabilities type.

These are different because they follow the principle of separation of concerns, i.e. they have minimal
functionality overlap between each other.

Table 2 describes the cloud capabilities.

8 © IS0 2021 - All rights reserved
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Table 2 — Cloud capability types

Cloud capability type Description

Application capabilities The cloud service customer can use the cloud service
provider's applications.

Infrastructure capabilities The cloud service customer can provision and use pro-
cessing, storage, or networking resources

Platform capabilities The cloud service customer can deploy, manage and run
customer-created or customer-acquired applications
using one or more programming languages and one or
more execution environments supported by the cloud
service provider.

Thie cloud capabilities types should not be confused with other categorizations of cleud'serviges.

A dloud service category is a group of cloud services that possess some commonsset of qualitig¢s. A cloud
sefvice category can include capabilities from one or more cloud capabilities types. Repre¢sentative
cldud service categories can be found in Table 3.

Table 3 — Cloud service categories

Clpud service categories Description

Cdmmunications as a Service (CaaS): A cloud service categot'y in which the capability provifled to the
cloud service custofiier'is real time interaction and collaporation.

Cdmpute as a Service (CompaaS) A cloud service eategory in which the capabilities provided to the
cloud service customer are the provision and use of progessing re-
sources needed to deploy and run software.

Ddta Storage as a Service (DSaa$) A cloud,service category in which the capability provifled to the
cloud@ervice customer is the provision and use of data storage and
related capabilities.

Infrastructure as a Service (IaaS) Acloud service category in which the cloud capabilities typg provided
to the cloud service customer is an infrastructure capabilities type.

Ngtwork as a Service (NaaS) A cloud service category in which the capability provigled to the
cloud service customer is transport connectivity and r¢lated net-
work capabilities.

Platform as a Service (PaaS) A cloud service category in which the cloud capabilities type pro-
vided to the cloud service customer is a platform capabillities type.

Software as a Service(Saa$) A cloud service category in which the cloud capabilities tyjpe provid-
ed to the cloud service customer is an application capabilities type.

It is expected.that there will be additional cloud service categories (see Annex A). This document does
nof imply thrat‘one cloud service category is more important than another.

5.5 “Cloud deployment models

Cloud deployment models represent how cloud computing can be organized based on the control and
sharing of physical or virtual resources. The cloud deployment models include several approaches,
including public, private, community, and hybrid cloud.

A Public cloud a deployment model where cloud services are potentially available to any cloud service
customer and resources are controlled by the cloud service provider. A public cloud can be owned,
managed, and operated by a business, academic, or government organization, or some combination
of them. It exists on the premises of the cloud service provider. Actual availability for specific cloud
service customers can be subject to jurisdictional regulations. Public clouds have broad boundaries,
where cloud service customer access to public cloud services has few, if any, restrictions.

A Private cloud is a deployment model where cloud services are used exclusively by a single cloud
service customer and resources are controlled by that cloud service customer. A private cloud can be
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owned, managed, and operated by the organization itself or a third party and might exist on premises
or off premises. The cloud service customer can also authorize access to other parties for its benefit.
Private clouds seek to set a narrowly controlled boundary around the private cloud based on limiting
the customers to a single organization.

A Community cloud is a deployment model where cloud services exclusively support and are shared by
a specific collection of cloud service customers who have shared requirements and a relationship with
one another, and where resources are controlled by at least one member of this collection. A community
cloud can be owned, managed, and operated by one or more of the organizations in the community, a
third party, or some combination of them, and it might exist on or off premises. Community clouds limit

participaﬁwwﬁmmmrmhwmmmﬂo
the openness of public clouds, while community clouds have broader participation than private elouds.

These shdred concerns include, but are not limited to, mission, information security requifemerjts,
policy, an¢l compliance considerations.

A Hybrid|cloud is a deployment model using at least two different cloud deployment)models. The
deploymepts involved remain unique entities but are bound together by appropriate technology that
enables ifteroperability, data portability and application portability. A hybrid €loud can be owngd,
managed,|and operated by the organization itself or a third party and might exist on premises or [off
premises.|A hybrid cloud is a cloud deployment model using at least two different cloud deployment
models. II practice, it can be a composition of two or more clouds that remain as distinct entitjies
but are bgund together by standardized or proprietary technology thatenables data and applicat]on
portability.

These clofid deployment models are represented in Figure 1.

Hybrid Cloud

Private Cloud

Public Cloud

Community Cloud

Figure 1 — Cloud deployment models

The relationship among service and deployment models can vary accordingly with availability,
requirements and regional regulations. Figure 2 shows an example of the different models.
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Service Models Deployment Models

/‘ Communications as a Service (CaaS\ [ | O /A\ Private Cloud D’

. Compute as a Service (CompaaS)

D Data Storage as a Service (DSaaS) ( EAO Community Cloud AO‘

O Infrastructure as a Service (IaaS)

A Network as a Service (NaaS) r‘ O @ PublicCloud

. Platform as a Service (PaaS)

“ Software as a Service (SaaS) / [ EAOD Hybrid Colul \

5.6 Cloud computing information system security capabilities

Figure 2 — Service models and deployment models example relationship

Behaviours or capabilities need to be coordinated across roles and implemented consistently|in a cloud
computing system. Such aspects may impact multiple roles, activities, and components, in spich a way
that it is not possible to clearly assign them to individual roles or components. These becgme cross-

cufting aspects across the roles, activities and compornents.

Kely cross-cutting aspects are outlined in Table-4-

Table 4= Cross-cutting aspects

Crjoss-cutting aspect

Description

Additability

The capability of collecting and making available necessary evidential information re-
lated.tothe operation and use of a cloud service, for the purpose of conductirjg an audit.

Adailability

The_property of being accessible and usable upon demand by an authorirzed entity.
The "authorized entity" is typically a cloud service customer.

Gqvernance

The system by which the provision and use of cloud services are directed and fontrolled.
Cloud governance is cited as a cross-cutting aspect because of the requirement for
transparency and the need to rationalize governance practices with SLAsland other
contractual elements of the cloud service customer to cloud service providdr relation-
ship. The term "Internal cloud governance" is used for the application of d¢sign-time
and run-time policies to ensure that cloud computing-based solutions ar¢ designed
and implemented, and cloud computing-based services are delivered, acfording to
specified expectations. The term "external cloud governance" is used for $some form
of agreement between the cloud service customer and the cloud servic¢ provider

concerning the use of cloud services by the cloud service customer.

Interoperability

Ability of a cloud service customer to interact with a cloud service and exchange in-
formation according to a prescribed method and obtain predictable results.

Maintenance and version-
ing

Maintenance refers to changes to a cloud service or the resources it uses in order to
fix faults or in order to upgrade or extend capabilities for business reasons. Versioning
implies the appropriate labelling of a service so that it is clear to the cloud service
customer that a particular version is in use.

Performance

A set of behaviours relating to the operation of a cloud service, and having metrics
defined in an SLA.
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Table 4 (continued)

Cross-cut

ting aspect

Description

Portability

Ability of cloud service customers to move their data or their applications betwe

multiple cloud service providers atlow cost and with minimal disruption. The amount
of costand disruption that is acceptable may vary based upon the type of cloud service

that is being used.

en

Protection of PII

Protect the assured, proper, and consistent collection, processing, communication, use
and disposal of Personally Identifiable Information (PII) in relation to cloud services.

Regulatory

There are anumber of different regulations that can influence the use and delivery of

cloud services. Statutory, regulatory, and legal requirements vary by market sector a
jurisdiction, and they can change the responsibilities of both cloud service customnig
and cloud service providers. Compliance with such requirements is often xelated
governance and risk management activities.

hd
rs

Resilience

Ability of a system to provide and maintain an acceptable level of seryice in the {3
of faults (unintentional, intentional, or naturally caused) affecting Hermal operati

Reversibilfity

A process for the cloud service customer to retrieve their cleud Service custoni
data and application artefacts and for the cloud service provider to delete all clo
service customer data as well as contractually specified cloud service derived d3
after an agreed period.

Security

Ranges from physical security to application security,and includes requirements su
as authentication, authorization, availability, confidentiality, identity manageme
integrity, non-repudiation, audit, security monitoying, incident response, and secur
policy management.

Service le
level agre

els and service
bment

The cloud computing service level agreement (cloud SLA) is a service level agreeme

of cloud computing specific terms toset the quality of the cloud services delivered
characterizes quality of the cloud\services delivered in terms of: 1) a set of meas
able properties specific to cloyd computing (business and technical) and 2) a giv
set of cloud computing roles.(cloud service customer and cloud service provider a
related sub-roles).

between a cloud service provider and a cloud service customer based on a taxono:[-y

nt

It

r_
en
hd

Many of t
represent

hese cross-cutting aspects, when.cambined with the key characteristics of cloud computi
good reasons for using cloud_computing. However, cross-cutting aspects like secur

protectiof of PII, and governance have. been identified as major concerns and in some cases

impedimg

6 Cons

6.1 Ovg

At the hig
managem
objectives

rview

ent and-which

nt to the adoption of cloud-Computing.

iderations for health information in cloud computing environment

hest levél)yorganizations can define an “information security policy” which is approved

sets out the organization’s approach to managing its information secur

evén'when the information is not hosted onsite.

hg,
ty,
an

by
ity

Informati

a) busin

ess strategy,

N 1o 1.1 . . PR I |
UIT STLUTILY PUIILITS LAIl dAUUTTSS TTYUUITTIHITIILS LITALCU DY

b) regulations, legislation, and contracts,

c) the current and projected information security threat environment, and

d) the context sensible health information systems.

The information security policy can contain statements concerning

a) definition of information security, objectives and principles to guide all activities relating to

information security,
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b) assignment of general and specific responsibilities for information security management to defined
roles, and

c) processes for handling deviations and exceptions.

At a foundational level, the information security policy can be supported by topic-specific policies on
health context, which further mandate the implementation of information security controls and are
typically structured to address the needs of certain target groups within an organization or to cover
certain topics.

Examples of policy topics are outlined in Annex B. Other examples to be considered are

a) | access control,

b) | information classification (and handling),

c) | physical and environmental security,

d)| end user-oriented topics such as

1) acceptable use of assets,

2) clear desk and clear screen,

3) information transfer,

4) mobile devices and teleworking, and

5) restrictions on software installations and use.
e) | backup,

f) | information transfer,

g)| protection from malware,

h) [ management of technical vulnérabilities,

i) | cryptographic controls,

j) | communications secutity,

k) | privacy and protéetion of personally identifiable information, and

1) | supplier relationships.

Thiese policies can be communicated to employees and relevant external parties in a form that is
relevant,.aecéssible, and understandable to the intended reader, e.g. in the context of an information
se¢urity;awareness, education, and training program.

plicies are
especially useful in larger and more complex organizations where those defining and approving the
expected levels of control are segregated from those implementing the controls or in situations where
a policy applies to many different people or functions in the organization. Policies for information
security can be issued in a single information security policy document or as a set of individual but
related documents. If any of the information security policies are distributed outside the organization,
care should be taken not to disclose confidential information. Some organizations use other terms for
these policy documents, such as “Standards”, “Directives” or “Rules.” A policy and supporting security
measures can also be implemented to protect information accessed, processed, or stored at teleworking
sites such as telemedicine.
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6.2 Health information security

6.2.1 Overview of Teleworking Policies and Procedures

Teleworking refers to all forms of work outside of the office, hospital, clinic and elsewhere, including
non-traditional work environments, such as those referred to as “telecommuting”, “flexible workplace”,
“remote work” and “virtual work” environments.

Organizations, especially those allowing teleworking activities, can issue a policy that defines the
conditions and restrictions for using teleworking as an overall good practice for security regardless of
location.

a) the existing physical security of the teleworking site, taking into account the physical se€urity of
the biiilding and the local environment;

b) the pfoposed physical teleworking environment;

c) the cgmmunications security requirements, taking into account the need for semote access to the
organization’s internal systems, the sensitivity of the information that will be.accessed and pasged
over he communication link and the sensitivity of the internal system;

d) the pfovision of virtual desktop access that prevents processing and storage of information |on
privately owned equipment;

e) the threat of unauthorized access to information or resoutceé$ from other persons using the
accomimodation, e.g. family and friends;

f) the uke of home networks and requirements or restfictions on the configuration of wirelgss
netwgrk services;

g) policies and procedures to prevent disputes concerning rights to intellectual property develoged
on prlvately owned equipment;

h) accesp to privately owned equipment (to verify the security of the machine or during [an
investigation), which can be prevented by legislation;

i) softwjare licensing agreements .that are such that organizations might become liable for the
licending of client software on workstations owned privately by employees or external party usdrs;

j)  malwpre protection and firewall requirements.

The guidglines and arrangements to consider can include the provision of suitable equipment and
storage furniture for thé.teleworking activities, where the use of privately-owned equipment that is not
under the control ofthe organization is not allowed. A definition of the work permitted in important
element, includingdhe hours of work, the classification of information that can be held and the interpal
systems and serviees that the teleworker is authorized to access. Other provisions to consider inclyde
physical decutity, hardware and software support and maintenance, audit and security monitoripg,
insurance], and suitable communication equipment such as methods for securing remote access. Access
can also be controlled, including revocation of authority and access rights, the return of equipment
when the teleworking activities are terminated, and as well as rules and guidance on family and visitor
access to equipment and information. Procedures for backup and business continuity are put in place to
ensure that those teleworking employees are protected against data loss and interruption. Observation
of national, local privacy and access legislation that applies and stablish definitions on how/where to
access can be included in all teleworking provisions.

6.2.2 Telework and portable devices

Despite its flexibility and convenience, teleworking and portable devices will bring additional risks
that can be considered by the users and service providers. Using business equipment outside the
organization’s IT security perimeters brings the attention to both the equipment and network
connection used, and can become threats not only to confidentiality, integrity and availability of
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information, but also to the safety of patients. It could result in unauthorized and undesired access to
sensitive information.

The use of private portable devices also brings risks that can be considered. The BYOD (Bring Your Own
Device) policy of the organization should also be followed. However, the IT security policies can consider
the vulnerabilities present on different applications and systems installed, the possible lack of security
applications, parameters and configurations, and the possible existing malware on such devices. The
BYOD devices might have access to EHR and therefore might represent a security, confidentiality and/
or patient safety breach.

ablishing certain precautionscan-help the use of such technology to became more secy nce when
it is associated to cloud services. Most of the precautions are related to equipment s, such as
regtriction of use to the employee, locking physically and by password, keep operating systén and anti-
mdlware updated, prevent the use of USB use, and avoiding the installation of unautherized spftware.

ever, there are some safeguards related to IT systems that are directly complementary to cloud
enyironment security measures. Regular monitoring and maintenance of devices and network
activities, the use of firewalls and anti-malware at the datacentre level, usefstrong user identification
anfl authentication, and use of updated operating system and securify. software are some of the
important practices to be evaluated from cloud service providers.

6.3 Information security policies

6.3.1 Overview

Thie information security policies can be augmented. by a statement concerning suppoift for and
commitment to achieving compliance with applicablePII protection and the contractual terins agreed
befween the public cloud PII processor and its clients (cloud service customers).

Coptractual agreements can clearly allocate\responsibilities between the public cloud PII processor,
its|sub-contractors and the cloud serviceccustomer, taking into account the type of cloud gervice in
qupstion (e.g. a service of an laaS, PaaS-or SaaS category of the cloud computing reference architecture).
For example, the allocation of responsibility for application layer controls may differ depgnding on
whHether the public cloud PII processor is providing a SaaS service or rather is providing a PaaS or [aaS
seffvice upon which the cloud service customer can build or layer its own applications.

In [some jurisdictions thepublic cloud PII processor is directly subject to PII protection legislation.
Eldewhere, PII protection legislation applies to the PII controller only.

A nechanism to ensure the public cloud PII processor is obliged to support and manage conjpliance is
provided by the contract between the cloud service customer and the public cloud PII procgssor. The
contract could{¢all for independently audited compliance, acceptable to the cloud service|customer
using industry Standards and best practices.

6.3.2 < Information security and protection of PII and PHI

T}l I CltC Uf data ]L)l Cdb‘ll lldb S1TUWIL LUllbithllt}y UVCl tllC labt :‘LG ytdl 31)- ALLUI dills IcoCdl L}l dll Surveys,
PHI has more value to criminals than PII due to its continuity of value through time. PII can be cancelled
or change, therefore losing its value quickly. For example, a credit card number can be expired and
changed but PHI remains constant and is difficult to modify or cancel like a credit card. Credit card
information and PII, while valuable assets on the black market, are not as valuable as PHI which can sell
for much more.

1) Source of some statistics about data breach, especially in health organizations https://www.hipaajournal
.com/healthcare-data-breach-statistics/) https://www.techrepublic.com/article/why-70-of-healthcare-orgs
-have-suffered-data-breaches/) (Business insider https://www.businessinsider.com/why-healthcare-data-breach
-epidemic-will-intensify-2019-4) (Healthcare IT News https://www.healthcareitnews.com/projects/biggest
-healthcare-data-breaches-2018-so-far)
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The path towards cloud environment seems to be a challenge. The recommended way to face it is
through the identification of Privacy and Security safeguards dedicated to protection of PII and PHI,
including harmonization of the standards and industry best practice, such as the COBIT 5 Cloud
Assurance and Cloud Security Alliance Cloud Control Matrix?2).

6.3.3 Availability

Availability embodies the concept of anywhere and anytime access to services, tools, and data.
Availability is also related to reliability. It is important to consider multiple redundant resources to
maintain the cloud computing service, including energy sources for the data centre and even replication
between fnultiple geographical locations in case of disasters. It also requires the selection of redundgnt
services if order to grant access to the information, regardless of which of the infrastructure ispart of
the cloud Fomputing service. Examples of restrictions to data upload and access could be related’to

a) goverjnment restrictions e.g. preventing sensitive data to be stored outside the country;
b) local (Intranet) - due to antivirus programs and firewalls, or

c) servige provider restrictions.

These nedd to be individually tested and catered to at all levels.

Services puch as infrastructure-as-a-service and platform-as-a-seryvice’ providers are possible for
most cloud-based service providers, especially for software-based services, as well as to offer servjce
level agrepments that could provide the right level of service required for an Electronic Health Recgrd
service.

The interaction of multiple components and automated sys$tems over distributed networks and data
centres cqn result in issues that take a long time to be resolved. Regardless of the quality of a servjice
provider, pf their underlying hardware or platform, theichance of failure increases with complexity. A
key issue |s the critical dependency on the WAN links'between a hospital or other healthcare premises
and the data centre hosting the cloud services.(These aspects can be considered within both pre-
contract gnd routine risk assessment and options for sustainable mitigation. It can be noted thaf] in
many couhtries power supply reliability, breadband and other WAN services are not always considerfed
to be satigfactory.

More impprtant in the context of the-document is the issue of availability. The service levels that a clqud
provider ¢an achieve are not thesame as the service levels that a healthcare organization such af a
hospital will receive. This is becatse the organization is dependent on the availability not only of the
cloud proyider's services but‘also of the WAN links.

If the serfvice offered dogs not achieve the availability requirements, an alternative would be|to
replicate §ervers on géggraphically distinct locations. Services can be hosted and replicated to multiple
providers} at multipleflocations, to reduce the chances of failure. Even downtime related to maintenarnce
can be reduced by'Spreading a service over multiple providers: the chance of planned maintenaiﬁce
windows pverlapping between providers is small.

ArtlflClal Infn"in‘nnne (/\‘I\ tachniguac to nrctrir]n coordinatad cacurity deFﬂnnnc and auailahilityy dan

TITCCTIITE CTITe T TeCTIIT e o P vroe—coorarore ot euTTy TeTrcCo—orroror v o rrer o TIre

be considered as a valuable resource for cloud environment because it can be set to evaluate multiple
parameters. It is recommended to evaluate which Al capabilities are offered and how can they be used
to provide the required availability and security protection to EHR systems in cloud.

As it is not possible to maintain uninterrupted availability, there are some questions to ask service
providers that would help understand, to some extent, the consequences of a cloud computing service
unavailability: (a) What happens when the services fail? (b) Is the service provider capable of delivering
on the promised availability level? (c) What is the service provider's track record?

2) Suggested source of COBIT information (http://www.isaca.org/cobit/pages/default.aspx) and Cloud Control
Matrix (https://cloudsecurityalliance.org/research /working-groups/cloud-controls-matrix/)
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6.3.4 Cloud deployment models considerations

Cloud deployment models represent how cloud computing can be organized based on the control and
sharing of physical or virtual resources. The cloud deployment models include: Public Cloud, Private
Cloud, Community Cloud and Hybrid Cloud. Public clouds have broad boundaries, where cloud service
customer access to public cloud services has few, if any, restrictions. Private clouds seek to set a
narrowly controlled boundary around the private cloud based on limiting the customers to a single
organization. Community clouds limit participation to a group of cloud service customers who have a
shared set of concerns, in contrast to the openness of public clouds. Community clouds have broader
participation than private clouds. These shared concerns include, but are not limited to, mission,

n ] ) "

sithations where interactions between two different deployments might be needed but
linked via appropriate technologies. As such, the boundaries set by a hybrid cloud reflect"its
deployments.

Se
caj
Se
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pabilities types and cloud service categories. Private cloud model and a closed model th
'vice provider exclusively segregates services for the Cloud Service Customer from other

multiple jurisdiction legal and compliance requirements. Security-considerations incre
ling more systems or deployment models.

Wi
he
ea
co
be
de

nen selecting cloud deployment models that best meet the' requirements of protecting
hlth data, it is necessary to understand the limitation, risk/exposure and security vulne
'h model. For example, public cloud or hybrid cloud that include public cloud would requit
1straints regarding cloud service customer data and.eloud service customer derived data.
a special policy to rule the reversibility process available in order to grant the correct use
rived data, the confidentiality and security of the'health records.

6.3.5 Audit trail and logs

A process can be put in place to review event logs with a specified, documented periodicity {
irnegularities and propose remediation efforts. It is important to consider a SIEM that
flekibility needed to deploy over ¢omplex digital environments, and the sophistication to ¢
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Curity in cloud computing can be strategically implemented regardless of deployment modlels, cloud

ht a Cloud
users can

pvide a Cloud Service Customer greater control over security, assurange*over data location, removal
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cloud PII

Where a cloud service customer is permitted to access log records controlled by the publig

pré . : ; t a
records that relate to that cloud service customer’s activities, and cannot access any log reco

)

nly access
rds which

relate to the activities of other cloud service customers. Log information recorded for purposes such
as security monitoring and operational diagnostics may contain PII. Measures, such as controlling
access, can be put in place to ensure that logged information is only used for its intended purposes. A
procedure, preferably automatic, can be put in place to ensure that logged information is deleted within
a specified and documented period.
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6.3.6 Cryptography and obfuscation
When developing a cryptographic policy, the following can be considered:

a) The management approach towards the use of cryptographic controls across the organization,
including the general principles under which business information can be protected.

b) Based on a risk assessment, the required level of protection can be identified considering the type,
strength and quality of the encryption algorithm required.

c) The use of encryption for protection of information transported by mobile or removable media
devices or across communication lines.

d) The approach to key management can include methods to deal with the protection of cryptographic
keys and the recovery of encrypted information in the case of lost, compromised or damaged keys.

e) Definp roles and responsibilities, e.g. who is responsible for

1) tIe implementation of the policy, and
2) the key management, including key generation.

f) The standards to adopt for effective implementation throughout the érganization (what solution is
used for which business process) can be defined.

g) The ilpact of using encrypted information on controls that rely’upon content inspection such|as
malwpre detection can be documented.

When implementing the organization’s cryptographic palicy, consideration can be given to the
regulatiofs and national restrictions that might apply*to the use of cryptographic techniques|in
different parts of the world and to the issues of cross-bérder flow of encrypted information.

Cryptogrdphic controls can be used to achieve different information security objectives including

a) confiflentiality: using encryption of information to protect sensitive or critical information, either
storedl or transmitted,

b) integrity/authenticity: using digital signatures or message authentication codes to verify the
authelnticity or integrity of stored or transmitted sensitive or critical information,

c¢) non-fepudiation: using cryptographic techniques to provide evidence of the occurrence or ngn-
occurnrence of an event or-action, and

d) authéntication: using cryptographic techniques to authenticate users and other system entitiies

Deciding whethera’ cryptographic solution is appropriate can be part of the wider process of rjsk
assessmeht and~selection of controls. This assessment can then be used to determine whethef a
cryptogrdphictcontrol is appropriate, what type of control can be applied, and for what purpose and
business proeesses —Apohey-onthetuse-oferyptographiccontrolsisnecessary-tomaximize-the benefits
and minimize the risks of using cryptographic techniques and to avoid inappropriate or incorrect use.
Specialist advice can be sought in selecting appropriate cryptographic controls to meet the information
security policy objectives.

The public cloud PII processor can provide information to the cloud service customer regarding the
circumstances in which it uses cryptography to protect the PII it processes. The public cloud PII
processor can also provide information to the cloud service customer about any capabilities it provides
that may assist the cloud service customer in applying its own cryptographic protection. PII that is
transmitted over public data-transmission networks can be encrypted prior to transmission. In some
cases, e.g. the exchange of e-mail, the inherent characteristics of public data-transmission network
systems might require that some header or traffic data be exposed for effective transmission. Where
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multiple service providers are involved in providing service from different service categories of the
cloud computing reference architecture, there may be varied or shared roles in implementation.

6.3.7 Retention, backup, and deletion

Information processing systems based on the cloud computing model introduce additional or
alternative mechanisms to off-site backups for protecting against loss of data, ensuring continuity of
data processing operations, and providing the ability to restore data processing operations after a
disruptive event. Multiple copies of data in physically or logically diverse locations can be created or
maintained for the purposes of backup and recovery. Pll-specific responsibilities in this respect may

lie
an

information to the cloud service customer about the capabilities of the cloud serviceywith
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1 restore services to the cloud service customer, the public cloud PII processor can(pro

Ckup and restoration of the cloud service customer data.

TE 1 Individual jurisdictions can impose specific requirements regarding the frequency d
banizations operating in these jurisdictions can ensure that they comply with these|requirements.

bcedures can be put in place to allow for restoration of data processing\operations within a
rumented period after a disruptive event. The back-up and recovery procedures can be rev|
ecified, documented frequency.

TE 2 Individual jurisdictions can impose specific requirements regarding the frequency of
h these requirements.

e use of sub-contractors to store replicated or backup copies of data being processed i
the set of controls described in this document.and apply to sub-contracted PII processi
1trols also apply where physical media transfers‘take place.

public cloud PII processor can have a\policy that addresses the requirements for
rmation and any further requirements, such as contractual and/or legal requirement
isure of PII contained in information.held for backup purposes.

.8 Access control and multi-elient segmentation

.8.1 General

et owners can determine appropriate access control rules, access rights and restrictions f
b1 roles towards their assets, with the level of detail and the strictness of the controls refl
ociated information security risks. Access controls are both logical and physical and thg
hsidered togéther.

brs and-Sepvice providers can be given a clear statement of the business requirements to
ess centrols.

The‘policy can take account of the following:

with the cloud service customer. Where the public cloud PII processor explicitly provides backup

ide clear
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f backups.

specified,
iewed at a

reviews of

kup and recovery procedures. Organizations operating in thése jurisdictions can ensure that they comply
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security requirements of business applications;

policies for information dissemination and authorization, such as the need-to-know principle and

information security levels and classification of information;

consistency between the access rights and information classification policies of systems and

networks;

relevant legislation and any contractual obligations regarding limitation of access t
services,

management of access rights in a distributed and networked environment that recognize
of connections available;
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f) segregation of access control roles, such as access request, access authorization, access
administration;

g) requirements for formal authorization of access requests;
h) requirements for periodic review of access rights;
i) removal of access rights;

j) archiving of records of all significant events concerning the use and management of user identities
and secret authentication information;

k) roles with privileged access.
Care can Be taken when specifying access control rules to consider

a) establishing rules based on the premise “Everything is generally forbidden unless expresgsly
perm|tted” rather than the weaker rule “Everything is generally permittedrunless expresgly
forbidden”,

b) changes in information labels that are initiated automatically by information processing facilitjies
and those initiated at the discretion of a user,

c) changes in user permissions that are initiated automatically by the iiformation system and thgse
initiated by an administrator, and

d) ruleswhich require specific approval before enactment andthose which do not.
Access control rules can be supported by formal procedures@and defined responsibilities.

Role basefl access control is an approach used successfully by many organizations to link access rights
with business roles.

Two of th¢ frequent principles directing the access-control policy are the following:

a) Need}{to-know: you are only granted.aceess to the information you need to perform your tagks
(different tasks/roles mean different need-to-know and hence different access profile);

b) Need}to-use: you are only granted access to the information processing facilities (IT equipment,
appliqations, procedures, rooms)’you need to perform your task/job/role.

6.3.8.2 [Assets and performance control

An organjization can identify assets relevant in the lifecycle of information and document their
importang¢e. The lifecycle of information can include creation, processing, storage, transmissipn,
deletion gnd destfuction. Documentation can be maintained in dedicated or existing inventories|as
appropriate.

The assetl|inventory can be accurate, up to date, consistent and aligned with other inventories.

For each of the identified assets, ownership of the asset can be assigned, and the classification can
be identified. Inventories of assets help to ensure that effective protection takes place, and can also
be required for other purposes, such as health and safety, insurance or financial (asset management)
reasons.

ISO/IEC 27005 provides examples of assets that might need to be considered by the organization when
identifying assets. The process of compiling an inventory of assets is an important prerequisite of risk
management (see also ISO/IEC 27000 and ISO/IEC 27005), likewise for the purchase of cyber-insurance
as a risk treatment option to share cyber-risks. ISO/IEC 27102 provides guidelines when considering
purchasing cyber-insurance.
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6.3.8.3 Legal and accountability

The public cloud PII processor can promptly notify the relevant cloud service customer in the event of
any unauthorized access to PII or unauthorized access to processing equipment or facilities resulting in
loss, disclosure, or alteration of PII. A SIEM would be an important tool to manage and support legal and
accountability issues. Provisions covering the notification of a data breach involving PII can form part
of the contract between the public cloud PII processor and the cloud service customer. The contract
can specify how the public cloud PII processor will provide the information necessary for the cloud
service customer to fulfil his obligation to notify relevant authorities. This notification obligation does
not extend to a data breach caused by the cloud service customer or PII principal or within system
co

nofification of a data breach involving PII.

In the event that a data breach involving PII has occurred, a record can be maintained with a d
of the incident, the time period, the consequences of the incident, the name of the réporter;
incident was reported, the steps taken to resolve the incident (including the person in ¢
th¢ data recovered) and whether the incident resulted in loss, disclosure or alteration of PIl
important to consider what type of breach, for example human-accidental, technical, human-
is will allow for better tracking and information for future planning, education, training, r

In [the event that a data breach involving PII has occurred, the record can also include a d
of the data compromised, if known; and if notifications were performed, the steps taken to
cldud service customer and/or regulatory agencies.

In
to
iny

some jurisdictions, relevant legislation or regulations €an require the public cloud PII
directly notify appropriate regulatory authorities (e.g»a PII protection authority) of a d3
olving PII.

NO
wi

TE There might be other breaches requiring notification that are not covered here, such af
hout consent or other authorization, use for unauthorized purposes, etc.

6.3.9 Change management
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organization can determine whether the continuity of information security is captured ¥
ciness continuity management.process. Information security requirements can be determi
nning for business continuity. In the absence of formal business continuity planning, in
se¢urity management can asstme that information security requirements remain the same

sithations, compared to nopmal operational conditions. Alternatively, an organization coul
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documented response and recovery procedures are developed and approved, deta
the organization will manage a disruptive event and will maintain its information sec

iling how
urity to a

predetermined level, based on management-approved information security continuity objectives.

6.3.10 Disaster recovery

An organization can determine whether the continuity of information security is within the disaster
recovery management process. Information security requirements can be determined when planning
for disaster recovery and alternative processing sites can be addressed as part of the cloud environment
and incident management/disaster recovery/business continuity planning.
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In the absence of disaster recovery planning, information security management can assume that
information security requirements remain the same in adverse situations, compared to normal
operational conditions. Alternatively, an organization could perform a business impact analysis for
information security aspects to determine the information security requirements applicable to adverse
situations.

According to the information security continuity requirements, the organization can establish,
document, implement and maintain:

a) information security controls within business continuity or disaster recovery processes,

procedures and sunnortinog sustems and tools:
rr 5 >) 7

b) processes, procedures and implementation changes to maintain existing information securjity
contrpls during an adverse situation;

c) comppnsating controls for information security controls that cannot be maintained during|an
adveryse situation.

6.3.11 Testing and evaluation

New and ypdated systems require thorough testing and verification during.thie development processes,
including |the preparation of a detailed schedule of activities and test ifhputs and expected outpfits
under a range of conditions. For in-house developments, such tests ¢an initially be performed by the
developmpnt team. Independent acceptance testing can then be undestaken (both for in-house and for
outsourcegd developments) to ensure that the system works as expected. The extent of testing can bg in
proportioh to the importance and nature of the system.

The use of operational data containing PII or any other confidential information for testing purposes
can be avpided. If PII or otherwise confidential information is used for testing purposes, all sensitjve
details and content can be protected by removal or megdification (see ISO/IEC 29101).

The following guidelines can be applied to protectoperational data, when used for testing purposes:

a) the agcess control procedures, which apply to operational application systems, can also apply| to
test application systems;

b) there| can be separate authorization each time operational information is copied to a tpst
envirpnment;

c) operdtional information,can be erased from a test environment immediately after the testing is
complete;

d) the cdpying and useof operational information can be logged to provide an audit trail, and intended
users|test setting~can consider an appropriate environment, taking into account the correct uger
profile and acgess control, in order to grant more efficient and correct evaluation of the new and
updatles systems.

System and-acceptance testing usually requires substantial volumes of test data that are as close|as
possible to operational data.

6.3.12 Information management

There is a multi-tier recommendation for Software Asset Management (SAM) available in the
ISO/IEC 19770 series. This demonstrates how important it is to know the type of data and systems used
by an organization to ensure proper management. The first six parts of the standard are of interest
to this document and are distributed as following: ISO/IEC 19770-1 defines requirements for asset
management systems. ISO/IEC 19770-2 defines the software identification tag. ISO/IEC 19770-3 defines
the entitlement schema. ISO/IEC 19770-4 defines resource utilization measurement. ISO/IEC 19770-5
establishes an overview and vocabulary. ISO/IEC 19770-63) is about hardware schema. ISO/IEC 19770-8

3) Under preparation. Stage at the time of publication: ISO/IEC/CD 19770-6:2020.
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is also of interest. ISO/IEC 19770-11% establishes requirements for bodies providing audit and
certification of IT asset management systems.

To better understand the proposed tiered SAM, the following provides a description and outlines each
tier’s benefits.

Tier 1: Trustworthy Data. To achieve this tier, the organization has foundational understanding of
what is contained and can manage it.

Good data is a prerequisite for good SAM. A common management observation which applies here is
that “vou cannot manage what you do not know.” This tier also provides the basis for demonstrating
license compliance, which is typically a high priority management objective.

Tier 2: Practical Management. To achieve this tier, an organization can improve management controls
anfl drive immediate benefits.

In practice, management typically only starts to take ownership of issues related to FAM after
the organization has recognized the issues which result from not having/trustworthy|data. The
organization recognizes the extent of the risks it faces as well as the opportunities for improvement
and savings. This tier covers the basic management control environment (see ISO/IEC 197)/0-1:2017,
4.2), including policies, roles and responsibilities. It also includés targeting and deliverjng “quick
wins” made obvious by the data of Tier 1.

Tier 3: Operational Integration. Achieving this tier results in\improved efficiency and effecfiveness.

Building on the foundation of the previous two tiers, this tier drives the integration off SAM into
operational processes (see ISO/IEC 19770-1:201%.4.6). The result is improved efficjency and
effectiveness.

Tier 4: Full ISO/IEC SAM conformance. Achieving this tier results in achieving best-in-class
stijategic SAM.

This tier addresses the more advanged and demanding aspects of full SAM, including its full
integration into strategic planningfor the organization.

4) Under preparation. Stage at the time of publication: ISO/IEC/PRF 19770-11:2021.
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Annex A
(informative)

Example guidance from the UK for selecting and risk managing

cloud based digital health services

A.1 Gujdance and recommendations for selecting
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can safelyf locate health and care data, including confidential patient information, in the public clo
including
the safegyards that should be put in place to do so.
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Quan

solutions that make use of data off-shoring. The paper provides advice and guidance regard

yerview

Cess that involves four recommendations. It should be used at the start of any digital proj
fe to do so. The recommendation are as follows:

hmendation 1 - Understand the data yetrare dealing with.

hmendation 2 - Assess the risks asseciated with the data.

hmendation 3 - Implement appropriate controls.

nmendation 4 - Monitor-the' implementation and ongoing risks.

rommendations

pcommendation 1 - Understand
tep is to.understand the data that will be handled. This can include the following:

1 the data fields/attributes that will be stored or processed by the system.

x is based on a jointly published paper by the Department of Health and Social Care, NHS
NHS Digitalll9 and NHS Improvement. According to it, the NHS and socjdlcare organizatigns

d,
ng

ment explains the process and provides details on what propertionate controls should be put

pct

fand the risk of the data that needs to be stored,and processed and the safeguards that can|be

tifty how much data 1s under consideration.

Consider how long the data will be held in the system.

Understand the Service Classification (see Annex C) of the system (Bronze | Silver | Gold | Platinum).
This relates to the availability SLAs and will be used to determine the cloud security approach
for availability and integrity. The service classification is normally agreed between the owning
Programme and Service management.

Carefully assess the data fields/attributes and decide which Data Type(s) this relates to.

Based on this information, use the NHS Digital Data Risk Model to calculate the risk classification of
the data.
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g) Ensure to document the outputs of the above, specifically:

1) Retain the list of data types/attributes.

2) Record the rationale for selecting the data type(s).

3) Retain the completed risk model.

The risk classification is used to help you understand the following:

— Therisk profile and the associated governance that we would expect you to undertake.

—| The controls that are needed to be put in place to mitigate the risk.

A.2.2 Recommendation 2 - Assess

A.2.2.1 General

Thiis step is about assessing the risk and identifying governance requirements for putting the data
in the cloud. At the end of this step, users should have decided on whether to use public clopd to host

their system.

A.2.2.2 Risk Appetite

Different organization and programmes will have differefit dppetites towards risk and this appetite

mdy vary over time.

—| Class I defines the lowest level of risk.

—| Class V defines the highest level of risk.

However, proportionate controls are available to help mitigate these risks, regardless of whether the
risk is classified as Class I or Class V. Thesé.are detailed in Recommendation 3 (see A.2.3). Itis Jmportant
to understand your organization’s risk-appetite, implement controls and monitor their effectjveness as

pal't of your ongoing governance progess.

A.2.2.3 Governance

Us|ng the Risk Classification obtained in Recommendation 1 (see A.2.1), see Table A.1 for examples of

goyernance expectations.

Table A.1 — Risks Profile Levels

Risk ProfileLevel Expectation
Class 1 All organizations are expected to be comfortable operating services at this level.
Whilst there may be some concerns over public perception and lock-in, most organ-
Clpss I izations are expected to be comfortable operating services at this level.
At this level, risks associated with impact of breach become more significant, and
the use of services at this level therefore requires specific risk management across
all risk classes described in Part 4 of Reference [26], requiring approval by CIO /
Class III Caldicott Guardian 2 level.
At this level, it may become more difficult to justify that the benefits of the using
public cloud outweigh the risks. However, a case may still be made, requiring ap-
proval by CIO / Caldicott Guardian, and be made visible to the organization’s Board.
Class IV Specialist advice and guidance should be sought.
Operating services at this level would require board-level organizational commit-
ClassV ment, following specialist advice and guidance.
a A Caldicott Guardian is a senior person responsible for protecting the confidentiality of people's health and care
information and making sure it is used properly. https://www.gov.uk/government/groups/uk-caldicott-guardian-council
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A.2.2.4 Other considerations

A2.2.4.1

General

Security is not the only aspect that you should consider when moving to cloud. Other elements to think

about are

A2.2.4.2

listed in A.2.2.4.2 to A.2.2.4.8.

Public perception

There is some degree of public concern over the use of computing environments that are well-known to

be publicl
trustas td
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A.2.2.4.3

If you bu
machines
componer
conscious
of data to
or needed

A2.2.4.4

Consider
cloud sery
back into
the contrg
be deleted

A.2.2.4.5

When conl
If you hay
public clo

A.2.2.4.6

Systems ¢

appropriate to_consider hosting some subsystems on public cloud whilst hosting other subsyste
elsewherd.

y-consumable and used for a wide variety of small and large scale uses. There may be a lack

the effectiveness of the people, technical and process controls that are intended to reduce
nfidentiality and breach to manageable levels. One should be comfortable with any(challer
s from the public and the media. And if there is a security incident, then the question will
o why public cloud was used.

Lock in and migration

ld your infrastructure using standard and widely available components such as virt
(VMs) and storage, it will ease any migration to another providerZHowever, vendor spec
ts are attractive as they may provide lower cost options and-facilitate faster delivery.
of any trade-off. Consider the impact of the necessity of migrating potentially large quantit]
launch a service, and the potential future impact of increased data scale if ever you wished
to, migrate to an alternative.

Data repatriation

how any data within the system can be retrieved and returned to you when the contract
rices expires. Discuss with your intended prévider how you wish your data to be transfert
your custody. Ensure such facilities and associated timescales are agreed and included wit}
ct. You should also seek assurances from your cloud provider that any copies of your data v
, overwritten or otherwise rendered,inaccessible.

Existing situation

sidering moving systems into public cloud, it is worth considering the “As-Is” hosting soluti
e an existing high risk but low security solution, then the perceived risks of moving int
ld might be mitigated:

Complex systems

an host{a)variety of different data types, which hold different risk profiles. It might
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A.2.2.4.7

Data residency and sovereignty

Some cloud providers might store or process data offshore, which might improve resilience and reduce
costs. Processing data in cloud services is legally complex, regardless of where the data is being
processed. Careful consideration should be given to the country that is used to host data storage to
ensure that it is adequate.
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A.2.2.4.8 Fair Processing

Regardless of the where services are hosted, organizations processing personal data are typically
expected to do so fairly and lawfully. This might be set out in local data protection regulations. Fair
processing includes providing details of

your identity,

the purpose or purposes for which you intend to process the information, and

any extra information you need to give individuals in the circumstances to enable you to process the
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information fairly.

.2.5 Documentation

select a cloud provider thatimeéets the required security standards, and
apply the security controls that are under your responsibility.

ng public cloud necessitates a joint responsibility to security. The cloud provider ensures
vice is appropriately secure, and to the users should have confidence in it. Similarly, the us
ponsibility to€nsure how they implement the solution is appropriately secure. This is ofte
hs the jointresponsibility model.

A
SO
ris

nex B lists'the minimum standards the cloud provider can meet and how you should impl
ution,’Against each principle is the recommended approach and specific guidance, depend
classification. The list is presented in Figure A.1.

5 important that a complete set of documentation is kept for audit purposes to prove that appropriate
e diligence has been taken with regards to where and how data is hosted:Therefore, document
puld include the following:

The governance decision to use the cloud (e.g. meeting minutes).

Responses to all other considerations listed above.
.2.6 Contracts

Cloud contracts need to be robust and clearly compliant with local law. It is essential to have
Cumentation that details what duties and obligations\have been agreed on.

.2.3 Recommendation 3 - Implement

.3.1 General
ce it is decided to utilise public cloud-to host the system, the typical next steps would ipclude the
owing:

that their
ers have a
h referred

ement the
hnt on the

NO
rat

©lI

TE Physical resilience and availability uses the service category (B)ronze, S(ilver), G(old) and (P)latinum,

her than CatIto V, to determine which minimum standards / controls that need to be in place.
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Guidance applicable
depending on Risk

individuals provididgpenetration testing, cyber incident response and threat
intelligence services s€éheme.

Category.
Ref Security Principle Recommended Approach Guidance Class Class Class
/1 1 /v
1. Data in transit protection TLS (Version 1.2 or above) The Cloud Provider should:
OR oy = —
User data transiting networks should be IPsec or TLS VPN gateway 1. Utilise strong cryptography as to encrypt communications. That includes:
N . a. Internally between Cloud Components.
adequately prot.ected against tampering b. Between Cloud Data Centres.
and eavesdropping. c. Between the Cloud admin portal and the Cloud.
X X X
2. Undertake annual assessment against a recognized standard such as ISO
to test the security of the communication. That includes:
a. Internally between Cloud Components.
b. Between Cloud Data Centres.
. c. Between the Cloud admin portal and the Cloud.
Guidance to help choose an /
. . Ensure that the assessment is conducted by a suitably qualified provider such
approprlate Cloud prOVlder as those certified under internationally recognized accreditation for Y Y
) organizations and individuals providing penetration testing, cyber incidep€
(mlnlmum Stan dards) response and threat intelligence services.
The Service User should:
1. Utilise strong cryptography to encrypt communications between the Cloud
. . . and the End-user. Y Y
Guidance for implementing
. 2. Undertake regular (minimum yearly).pénetpation testing of the
yO ur s Ol ution on a Cl ou d communication between the Cloud and the End-user
Infrastructure Ensure that the Penetration test jSwell scoped such that ‘Data in transit
protection’is fully tested.
Ensure that the test is copf@ucted by a suitably qualified provider such as those
certified under integnationally recognized accreditation for organizations and v v

A.2.3.2 Belect a cloud provider

Choose a loud provider thatineets the minimum-security standards as specified in Table B.1. Each
the 14 principles will have-a.séction entitled “The cloud provider should:” This lists a set of minimq
standardq. However, yotihonly need to adopt the standard that corresponds to your risk score. F
example, If your risk seore is Class I, then in the above example, the Cloud provider only needs to m

Figure A.1 — Example of the use of Table B.1 and its content

requirem¢nt 1. However, if your risk score is Class IV then they need to meet requirements 1 and 2.

You may heed‘terrequest further information from the supplier to be confident that they meet {

recomme11ded standards.

of
hm
or
bet

he

A.2.3.3 Apply security controls

Similarly, you can implement controls in-line with the recommendations in Table B.1. Each of the
14 principles will have a section entitled “The service user should:” This lists a set of minimum
implementation standards. However, you only need to adopt the standard that corresponds to your risk
score. For example, if your risk score is Class II, then in the above example you have no controls to apply.
However, if your risk score is Class IV then you should meet requirements 1 and 2.

28

© ISO 2021 - All rights reserved


https://standardsiso.com/api/?name=5aea39579fefe7d63d7385bd848a4ad3

ISO/TR 21332

A.2.3.4 Documentation
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[t is important that a complete set of documentation is kept for audit purposes to prove that appropriate
due diligence has been taken with regards to where and how data is hosted. Therefore, document and
retain, for example, the following:

a)
b)

Evidence that the supplier meets the standard.

Evidence that you have implemented the controls.

c) Cloud contract(s), showing that they are clearly compliant with UK law and what duties and

A.

A7

Li}
pr
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If there are any residual risks, then these need to be documentéd and pro-actively managed.

Al

Clg
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yo

Sin
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obligations have been agreed.

.4 Recommendation 4 - Monitor

r.4.1 General

actively monitored and managed.

.4.2 Manage known risk

0.4.3 Monitor cloud service

ud services offered by providers are most likely to continually evolve. You need to make
ir vendor keeps you informed of any changes that may affect, in a detrimental way, the §
ir system and data.

hilarly, your vendor should supply updated proof of certifications and assessments on a reg

P.4.4 Monitor controls

e service user is responsible for implementing and maintaining certain security contr
puld be reviewed/audited oh-a'regular basis.

e any other system, once implemented you cannot forget about security and risk. It ngeds to be

sure that
ecurity of

hlar basis.

bls. These
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Annex B
(informative)

Detailed advice and guidance

Table B.1 is based on a jointly published paper by the Department of Health and Social Care, NHS
England, NHS Digitall®® and NHS Improvement, Section 8 and states that the NHS and social, care
organizatjons can safely locate health and care data, including confidential patient informationsin‘the
public clofid including solutions that make use of data off-shoring on its Appendix A on Detailed-Advjice
and Guidgnce. These principles have been examined within the context of health and social.Care and
a recommjended implementation approach has been specified. Further, guidance has also)been listed
against edch principle, detailing what the Cloud Provider should do/provide. It also lists\what the Clqud
Service User should do to safeguard data.

These redommendations assume that an Infrastructure as a Service (IaaS)-model is used and the
split of regponsibilities between the Cloud Provider and Cloud Service Usenreflects this. When a SgaS
model isl;ﬁtilized then the split would need to be adjusted with the SaaS.provider taking more of the
responsibilities.

For clarit}, the “Cloud Provider” is the organization that is providing the cloud service. The “Servjice
User” refdrs to the customer-side architect / developer / programmer / IT Pro / etc. that is developing
and mainfaining the system in the public cloud.

The specific guidance is only applicable if there is a “Y” incthe category field that matches the data rfsk
category 4s defined by the risk tool. Section 2.6 on Physi¢al resilience and availability - is an exceptipn.
The “Y” rqlates to the Service Classification4, being éither Bronze, Silver, Gold or Platinum.

Table B.1] — Recommended approach for Implementing the Cloud Security Principles within the
context efhealth and social care

Ref Sdcurity Principle Recommended|Guidance Class | Class | Clasgs
Approach I/lIs| III |IV/|V
1. D4taintransitpro-|TLS (Vérsion 1.2 The Cloud Provider should:
tection or apqvE] 1. Utilise strong cryptography as to| Y Y Y
Uder data transiting | OR encrypt communications. That
ndtworks should be includes:

Psec or TLS VPN

gateway a. Internally between Cloud
Components.

adequately protect;
ed|against tampering
arnld eavesdropping.

b. Between Cloud Data Centres.

c. Between the Cloud admin
portal and the Cloud.
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Table B.1 (continued)

Ref

Security Principle

Recommended
Approach

Guidance

Class
1/1Is

Class
11

Class
IV/V

2. Undertake annual assessment
against a recognized SDO such
as ISO to test the security of the
communication. That includes:

a. Internally between Cloud
Components.

b. Between Cloud Data Centres.

c. Between the Cloud admin
portal and the Cloud.

Ensure that the assessment is ¢onducted
by a suitably qualified provider such as
those certified under interhationally rec-
ognized accreditation faor organizations
and individuals providing penetration
testing, cyber incidentresponse and threat
intelligence ser¥ices.

The Service User should:

1. Utilise * strong cryptography to
encrypt communications between
the'Cloud and the End-user.

2.0 Undertake regular  (minimum
yearly) penetration testing of the
communication between the Cloud
and the End-user

Ensure that the Penetration test is well
scoped such that ‘Datain transit protection’
is fully tested.

Ensure that the test is conducted by a
suitably qualified provider such as those
certified under internationally recognized
accreditation for organizations and individ-
uals providing penetration testing, cyber
incident response and threat intelligence
services scheme.

Asset protection and resilience User data, and the assets storing or processing it, should be

against physical tampering, loss, damage or seizure.

protected
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Table B.1 (continued)

Ref |Security Principle |Recommended|Guidance Class | Class | Class
Approach I/lls| III |IV/V
2.1|Physical location [KnownlocationsforThe Cloud Provider <can: Y Y Y
and legal jurisdic-|storage, processing
tion and management |1 provide cloud infrastructure (which
In orderto understand includes all hardware, software,
the legal circumstanc- networks and the physical data
es under which your centres that house it all) to provide
without your consent to comply with data protection
yolu can identify the requirements when transferring
lo¢ations at which it personal data.
is [stored, processed 2. Provide independent validation| Y 1% Y
and managed. that the data centres are actually
Yolu will also need to physically located to provide
urlderstand how data- companies with a mechanism
hdndling controls to c_omply with data protection
Wikthin the service are requirements when transfenring
enfforced, relative to personal data.
UK legislation. 3. State the legal jurisdiction(s) to| Y Y Y
which your data is subjéct.
The Service Uger/ should:| Y Y Y
1. Only use Cloud Infrastructures
to store and process data that
are physically located to provide
companies with a mechanism
to comply with data protection
requirements when transferring
personal data.
27> Review the Cloud Provider’s Terms| Y Y Y
and Conditions to ensure they
are compliant with the local Data
Protection Act and the General Data
Protection Regulation.
ta centre security | Conforms to a rec- | The Cloud Provider should: -
Ldcations used to ognized standard (1~ yo1d and maintain certification to| Y Y Y
provide cloud ser- ISO/IEC 27001121,
vites need physical
protection agaist
unauthorized-gccess,
tampering\theft or Prove that the scope of certification includes
reconfiguration of the physical security of the data centres.
Syptems. [nadequate The certification should be conducted by
pritections mqy result

in the disclosure, alter-

ation or loss of data.

acertificatiomrbody meeting the requires

ments of ISO/IEC 27006.
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Table B.1 (continued)

Ref Security Principle Recommended |Guidance Class | Class | Class
Approach I/lls| III |IV/V
2.3 |Dataatrestprotec- | Encryption of all| The Cloud Provider should:
tion physical medial.
To ensure data is 1. Provide encryption facilities to| Y Y Y
not available to un- ensure that no data is written to
authorized parties storage in an unencrypted form.
with physical access 2. Provide secure key management| Y Y Y
LU USTT UCLUre, Uset service providing strong
data held within the cryptography.
service should be pro-
tected regardless of|
the storage media on
which it’s held. The service can provide detailed audit
Without appropriate reporting on access of the keys
measures in p_lace, 3. Confirm that the encryption utilises| Y Y| Y
data may be inad- strong cryptography.
vertently disclosed 4 Undertak 1 N v v
on discarded, lost or . ndertake  annual (-assessmen
stolen media against a recoghized standard
’ from SDO such as)ISO to test the
encryption.
Ensure tlvat the test is conducted by a
suitably.qualified provider such as those
certified under internationally recognized
aceveditation for organizations and individ-
uals providing penetration testing, cyber
incident response and threat intelligence
services.
The Service User should: -
1. Ensure that the encryption is| Y Y] Y
appropriately configured when
you implement the system on your
chosen cloud provider.
2. Ensure keys are managed by the| Y Y| Y
data controller. Keys can be stored
either locally or in an HSM service
provided by the cloud supplier the
key management solution should
utilise strong cryptography.
2.4|Data sanitization |Explicit overwrit-|The Cloud Provider should:
The process of pro- lcng (?ﬁfnsj?ra;gfhl‘)ﬁe- 1. Provide assertions regarding their| Y Y| Y
visioning migrating YRR BRI data sanitization approach.
and de-, provisioning 2. Show that the specified data Y Y
resources should not sanitation approach has been
result in unauthorized validated by a suitably qualified
access to user data. independent third party.
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Table B.1 (continued)

Ref |Security Principle |Recommended|Guidance Class | Class | Class
Approach I/lls| III |IV/V
2.5 |Equipment disposal | Arecognized stand- | The Cloud Provider should: -
Once equipment used Z?d for le_qlfuﬁmeng 1. Hold certification as recommended Y Y
to deliver a service|“SPOS 1SToHOWeE by ISO/IEC 27001121,
reaches the end of its|OR
useful life, it should
be disposed of in a
wqy WHiTH Toes ot Provethatthe scope of certificationrvat=
compromise the se- dates the secure equipment disposal.
curity of the Service, The certification should be conducted by
orluser data stored in e . .
thh service. a certification body meeting the require-
ments of ISO/IEC 27006.
A third-party de-|The Cloud Provider should: -
struction service
isused
1. Ensure the security of (the Y Y
equipment and prove the “chain
of custody until the equipment is
successfully destroyed,
2. Demonstrate that _the) ‘third-party Y Y
services have been'dssessed against
arecognized standard.
Prove that'the scope of the assessment
validates the secure equipment disposal
and chain of custody.
Demonstrate that the assessment was
performed by a suitably qualified expert
party such as those certified under inter-
nationally recognized accreditation for
organizations and individuals providing
penetration testing, cyber incident response
and threat intelligence services.
2.6 Physical resilience | The) service pro-|Service Classification (See Annex B): |B S G/P
and availability _{vider cc_)mmits t0[The Cloud Provider should:
. a Service Level
Services have vary* Agreement (SLA) [1. Provide a contractual commitment| Y Y Y
ing levels of resilience, to SLAs, with remedies available
w. ;Ch will affect their | AND should the SLA be missed.
ahylity to.operate nor- .
mally’in the event of Analysis of the de-
falltres, incidents or sign
attacks. A service L. Prove that the data centres are Y
without guarantees certified to Uptime Institute
of availability may Tier 2 or equivalent qualified
become unavailable, provider such as those certified
potentially for pro- under internationally recognized
longed periods, re- accreditation for organizations and
gardless of the impact individuals providing penetration
on your business testing, cyber incident response
and threat intelligence services.
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Table B.1 (continued)

Ref

Security Principle

Recommended
Approach

Guidance

Class
1/1Is

Class
11

Class
IV/V

Prove that the data centres are
certified to Uptime Institute
Tier 3 or equivalent qualified
provider such as those certified
under internationally recognized
accreditation for organizations and
individuals providing penetration

testing, cyber incident response
and threat intelligence services.

Provide two or more “availability
zones” / Data Centres in-line with
the requirements in 2.1.

The Service User should:

1.

Design for failure. Solutions‘should
be architected for cloud.such that
they are resilient regardless of the
underlying cloud infrastructure.

Use at least one dvailability zone /
Data Centre.

Have resilient'network links to the
zone / Data Centre.

Use multiple availability zones /
Data‘€entres.

Have resilient network links to each
zone / Data Centres.

Use different cloud vendors or
multiple regions from the same
vendor.

Have resilient network links to each
region / vendor.

Ensure their system has DDoS
protection. This may be provided by
the Cloud vendor or a third party.

Separation betweéen
users A malietous or
compromised user of|
the seryice should not
be able to affect the
serviice or data of
another.

Virtualization
technologies (e.g.
a hypervisor) pro-
vide separation
between users

OR

Other software pro-

widac canaration

The Cloud Provider should: -

1.

Provide Supplier Assertions
regarding their approach to user/
customer environment separation.

Undertake annual assessment
against a recognized standard
from SDO such as ISO to test
the ‘separation between users/

v IorCo— ot poTroeroTT

between users

customer environment’.

Ensure that the test is conducted by a
suitably qualified provider such as those
certified under internationally recognized
accreditation for organizations and individ-
uals providing penetration testing, cyber
incident response and threat intelligence
services.
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Table B.1 (continued)

Ref |Security Principle |Recommended|Guidance Class | Class | Class
Approach I/lls| III |IV/V
3. Hold and maintain certification Y Y
to ISO/IEC 27017[3] for the Cloud
Platform.

The certification should be conducted by
a certification body meeting the require-
ments of ISO/IEC 27006.

The Service User should: -

1. Undertake end-to-end Penetration Y Y
testing of the solution.

2. Implement a GPG13 compliant Y
Protective Monitoring solution.
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Table B.1 (continued)

Ref Security Principle Recommended |Guidance Class | Class | Class
Approach I/lls| III |IV/V

4. Governance frame-|Con forman ce|The Cloud Provider should: -

work with a recognized

The service provider standard

should have a security 1. Hold and maintain certification as Y Y

governance frame- recommended by ISO/IEC 27001[2]

work which coordi-

rnucecs ullu’ M,l'l cCld l’LD

management of the

service and informa- The certification should be conducted by

tion within it. Any a certification body meeting the require-

technical controls ments of ISO/IEC 27006.

deployed outside of 2. Prove that the scope of certification Y

this framework will includes the governance framewprk

be fundamentally un- goals set out below:

dermined.

a. A clearly identified, and
named, board .fepresentative
(or a person ‘with the direct
delegated ,authority) who is
responsjblé. for the security
of thecloud service. This is
typically someone with the
title> “Chief Security Officer’,
‘Chief Information Officer’ or
‘Chief Technical Officer’.

b. A documented framework
for  security = governance,
with policies governing key
aspects of information security
relevant to the service.

c. Security and information
security are part of the
service provider’s financial
and operational risk reporting
mechanisms, ensuring that
the board would be kept
informed of security and
information risk.

d. Processes to identify and
ensure compliance with
applicable legal and regulatory
requirements.

5 Operational security

The service needs to be operated and managed securely in order to impede detect or prevent attacks., Good
operational security should not require complex bureaucratic, time, consuming or expensive processes.
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Table B.1 (continued)

Ref |Security Principle |Recommended|Guidance Class | Class | Class
Approach I/lls| III |IV/V
5.1 Configuration and|{Con forman ce|The Cloud Provider should:
change manage-|with a recognized
ment standard
You should ensure 1. Hold and maintain certification as Y
that changes to the recommended by ISO/IEC 27001[2],
system have been
pr yeliy testedumd
aulthorized. Changes
shpuld not unexpect- Prove that the scope of certification includes
edly alter security configuration and change management
prpperties processes.
The certification should be conducted by
a certification body meeting the require-
ments of ISO/IEC 27006.
The Service User should: -
1. Maintain an accurate inventory| Y Y Y
of the assets which mrake up
the service, along ,with their
configurations and depéndencies.
2. Ensure changes to<the service are| Y Y Y
assessed for, potential security
impact, and the“implementation of
changes are‘managed and tracked
through,to-completion.
5.2 Vylnerability man-|{C on for man ce|The CloudProvider should:
agement with a recognized
Ydu should identify standard
and mitigate security 1-\""Hold and maintain certification to Y Y Y
isques in constituent CSA CCM v3.0 OR ISO/IEC 27001,[2]
conponents ISO/IEC 27017151,
The certification should be conducted by
a certification body meeting the require-
ments of ISO/IEC 27006.
2. Manage vulnerabilities in a manner| Y Y Y
that aligns with ISO/IEC 30111
and show ISO / CSA compliance to
validate the process.
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Table B.1 (continued)

Ref Security Principle Recommended |Guidance Class | Class | Class
Approach I/lls| III |IV/V
3. Prove that mitigations for| Y Y Y
discovered  vulnerabilities are
implemented for the server-
less devices, hypervisors and
supporting infrastructure, within
the NCSC best practice timescales
set out below:
a. ‘Critical’ vulnerabilities should
be mitigated within 24 hours
b. ‘Important’ vulnerabilities
should be mitigated within, 2
weeks.
c. ‘Other’ vulnetabilities
mitigated within 8 weeks.
If compensating centrols are in place to
reduce the vulnerability risk, the timescales
can be adjustéd accordingly.
The Servicé\User should: -
1. Undertake patching or vulnerability Y| Y
mahagement for the guest operating
system and application components,
within the best practice timescales
set out below:
a. ‘Critical’ patches should be
deployed within 24 hours
b. ‘Important’ patches should be
deployed within 2 weeks of a
patch becoming available
c. ‘Other’ patches deployed
within 8 weeks of a patch
becoming available
Undertake regular (min yearly) penetra- Y| Y
tion testing.
Ensure that the Penetration test is well
scoped such that ‘security vulnerabilities
in the Operating system and components
above’ are fully tested.
Ensure that the test is conducted by a
suitably qualified provider such as those
certified under internationally recognized
accreditation for organizations and individ-
uals providing penetration testing, cyber
incident response and threat intelligence
services.
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Table B.1 (continued)

Ref |Security Principle |Recommended|Guidance Class | Class | Class
Approach I/lls| III |IV/V
5.3 Protective moni-{Conformance|The Cloud Provider should:
toring with a recognized
You should put meas- standard
ures in place to detect 1. Hold and maintain certification as Y Y
attacks and unau- recommended by ISO/IEC 27001[2]
thorized activity on and ISO/IEC 2701713
thpservice
Prove that the scope of certification includes
protective monitoring controls showingthat:
a. The service generates adequate
audit events to support effective
identification of suspicious activity
b. These events are promptly analyzed
to identify potential compromises
or inappropriate use of your service
c. The service providertakes prompt
and appropriatesaction to address
incidents
The certifieation should be conducted by
a certification body meeting the require-
ments.of ISO/IEC 27006.
TheService User should: -
1. Putin place appropriate monitoring| Y Y Y
solutions to identify attacks against
their applications or software.
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Table B.1 (continued)

Ref Security Principle Recommended |Guidance Class | Class | Class
Approach I/lls| III |IV/V
5.4 | Incidentmanagement The Cloud Provider should:| Y Y Y
Ensure you can re-
spond to incidents 1. Hold and maintain certification as
and recover a secure, recommended by ISO/IEC 27001121,
available service
Prove that the scope of certifica-
tion includes incident management
controls in detail showing that:
a. Incident management processes
are in place for the service and are
actively deployed in respofise”to
security incidents
b. Pre-defined processes-are in place
for responding to common types of
incident and attack
c. A defined~process and contact
route exist for reporting of security
incidents» by consumers and
external entities
d. Seeurity incidents of relevance to
the Service User will be reported in
acceptable timescales and formats
The certification should be conducted by
a certification body meeting the require-
ments of ISO/IEC 27006.
2. Demonstraterobust, well testedand| Y Y| Y
rehearsed incident management
procedures
The Service User should:
1. Put in place monitoring solutions Y| Y
to identify attacks against their
applications or software.
2. Have an incident management Y| Y
process to rapidly respond to attacks
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Table B.1 (continued)

Ref |Security Principle |Recommended|Guidance Class | Class | Class
Approach I/lls| III |IV/V
6. Personnel security | Personnel screen-|The Cloud Provider should: -
Where service pro- 1brlg pderformed Operate a personnel screening Y Y
vider personnel have utf oes r’{og process that aligns with security
access to your data CB(S)I;S%BI:;(S)lngt screening of individuals employed
and systems you need ' in a security environment and show
a high degree of con- ISO / CSA compliance to validate
fidercetmrtieirtrust the-proeess:
wqrthiness. Thorough
screening, supported
byladequate training,
refluce the likelihood Demonstrate that the assessment was
oflaccidental or ma- performed by a suitably qualified expert
lidious compromise party such internationally recognized
by service provider accreditation for organizations and individ-
personnel. uals providing penetration testing, cybet:
incident response and threat intelligence
services.
The Service User should: -
1. Ensure IT admin stafflare strongly Y Y
authenticated.
2. Have a suitable quditing solution is Y Y
in place torecordall IT admin access
to data and hesting environments.
7. Secure development | Independentreview | The Cloud Prowider should: -
Services should be de- of enfimeer-‘mg ap-|q, Hold anid maintain certification to: Y Y
siqned and developed | P+ 02 ;gams rgc-
tolidentify and miti- ognized secure de- a~y, ISO/IEC 27034, or
gdte threats to their velopmentstandard
2
segurity. Those which b.  1SO/IEC 27001 [2
argn’t may be vulner-
ablle to security issues
which could compro-
mise your data csuse The certification should be conducted by
lods ofservice'or en- a certification body meeting the require-
allle other malicious ments of ISO/IEC 27006.
adtivity.
8. Sypply chain seca-}Assessed through|The Cloud Provider should:
rity apph(?a:lo{cl Ogap& 1. Hold and maintain certification to: Y Y
THe serviceprovider propriate standar (2]
shpuld ensure that its a. ISO/IEC 27001 14, or
supplychain satisfac- .
tofiG-supports all of b. 1SO 28000:2007
thesecurity primnci=
ples which the service
claims to implement.
P The certification should be conducted by
a certification body meeting the require-
ments of ISO/IEC 27006.
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Table B.1 (continued)

Ref Security Principle Recommended |Guidance Class | Class | Class
Approach I/lls| III |IV/V
Prove that the scope of certification Y
includes supply chain security
showing:
a. How your information is
shared with, or accessible to,
third party suppliers and their
supply chains.
b. How the service provider’s
procurement processes place
security requirements on third
party suppliers.
c. How the service provider
manages security risks from
third party suppliers:
d. How the service provider
manages the(conformance of
their suppliers with security
requirements.
e. HowX'the service provider
verifies that hardware and
software used in the service
is genuine and has not been
tampered with.
9 Secure user management
Your provider should make the tools available for you to securely manage your use of their servicg. Manage-
ment interfaces and procedures aré a vital part of the security barrier, preventing unauthorized giccess and
alteration of your resources, applications and data.
9.1 Authentication of|Strongauthentica-|The Cloud Provider should: -
[admin] users to|tioifin place, whichf; = p . yide Supplier Assertions| ‘Y Y| Y
management inter- {issubject to regular regarding their approach to strong
faces and support|exercising authentication
channels
D List all the channels by which the| Y Y| Y
In order to maintain service provider would accept.
a SecursN\gprvice, management or support requests
[admin]dsers need from you (telephone phone, web
to beproperly authen- portal, email etc.).
ticated before being
atlowed to perform
management activi-
ties, report faults or
request changes to
the service.
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