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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance ate
describefd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance. with the
editorialrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentioh is drawn to the possibility that some of the elements of this document may be the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patentrights. Details pf
any patept rights identified during the development of the document will be in the Tntroduction and/¢r
on the IS0 list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does n¢t
constitufe an endorsement.

For an ¢xplanation of the voluntary nature of standards, the-mganing of ISO specific terms and
expressipns related to conformity assessment, as well as jnfermation about ISO's adherence to
the Woilld Trade Organization (WTO) principles in the ¢Technical Barriers to Trade (TBT) sege
www.isd.org/iso/foreword.html.

This doqument was prepared by Technical Committee\ISO/TC 22, Road vehicles, Subcommittee SC 3[L,
Data communication.

This secpnd edition cancels and replaces thexfirst edition (ISO/TR 20078-4:2019), which has bedn
technically revised.

The main changes are as follows:

— revied the clause containers;

— addgd new subclause describing push of resources (5.4.3).

Alist of ll parts in the ISO\20078 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body.[A
completg listing of these bodies can be found at www.iso.org/members.html.
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Road vehicles — Extended vehicle (ExVe) web services

Part 4:
Control

[y

Scope

This document describes the processes of an offering party’s implementation to provide (IS
2) access-controlled (ISO 20078-3) resources (ISO 20078-1) to accessing parties;-The procg
siimmarized as: registration of different stakeholder as well as granting, denying and rey
agcess to resources. Those processes are held as examples of combining ISO,20078-1, ISO 200
1§0 20078-3 and can vary depending on the actual implementation of the offering party.

Normative references

2
The following documents are referred to in the text in such a(way that some or all of theil
c
u

hdated references, the latest edition of the referenced document (including any amendments]

[0 20078-1, Road vehicles — Extended vehicle (ExVe) web'services — Part 1: Content and definit

3] Terms and definitions

z3]

br the purposes of this document, the termsand definitions given in ISO 20078-1 apply.

et

§0 and IEC maintain terminology databases for use in standardization at the following addres

- ISO Online browsing platform: available at https://www.iso.org/obp

- IEC Electropedia: available'at https://www.electropedia.org/

4 Roles
41 Resourcé owner

4/1.1 Resources

The xFesource owner is in control of the access to its resources. To control access, the resour

D 20078-
sses are
oking of
78-2 and

content

pnstitutes requirements of this document. For dated references, only the edition cited applies. For

applies.

ons

Ses:

fe owner

Késthe processes: granting, denying, ignoring and revoking.

=

© IS0 2021 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://standardsiso.com/api/?name=b4541e770ca442bf8eb65a2bd45caab0

ISO/TR 20078-4:2021(E)

grants,
resource denies,
owner revokes

position

\
resources \

accessing narty
(=25 = Tuel level

[
|
|
|
|
|
|
|
J
|
[

unlock vehicle

4

cljent application t
/\:\

set value of pre-heater

in-vehicle tempeérature )

A
vehicle status
( odometer )
[ AN
N J

J
A D

L
€

~
{ DTC'readouts

C diagnostic trouble code 1 )

\ diagnostic trouble code N %
\ offering party

Figure 1 — The resource owner grants, denies or revokes access to resources

Figure 1]illustrates an example of how a resource*owner controls access to resources offered to th

accessin
3) to its

b party by the offering party. The resqu¥ce owner can grant, deny or revoke access (ISO 2007
resources at any time.

— Grarnting: the resource owner reviews'the resources presented by the offering party and decides 1
grarnt access to the accessing party.

— Denying: the resource owner reviews the resources presented by the offering party and decides {
deny access to the accessingparty.

— Ignoring: the resource-owner does not grant or deny access to the accessing party. The request stay
pending for a pre-defined time, after which it will be denied.

— Revgking: therésource owner revokes an already granted access to an accessing party.

NOTE

The'aecessing party is a third-party service provider or the VM when acting as a service provider bo

acting for after sales services after the ExVe has been sold or leased.

(0]

'S

4.1.2 Containers

The resource owner is in control of the access (ISO 20078-3) to their resources (ISO 20078-1) grouped
by a container. The resource owner uses the processes: registration, granting, denying, ignoring,
revoking to grant, deny or revoke access resources.

The content of a container is defined by the accessing party or the offering party. The offering party
offers the container with the granted resources if available.

© IS0 2021 - All rights reserved
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Figure 2 — The resource owner grants, denies or revokes access to containers

Flgure 2 displays an example for one accessing party’ The accessing party or the offering part
cpntainers, each identified by a unique containerId (CID), to access resources of the offeril
The resource owner can individually grant, deny or revoke — at any time — access (ISO 20
r¢sources of defined containers (ISO 20078:1) in relation to a one or more vehicle identifie]
fQr not anonymized resources. Such decisions made by the resource owner are collectively ¢

— Granted: a certain container is/defined by the accessing or the offering party. The resour
grants access to the container (and if required in combination with a vehicle identifier

the purpose of data processing of the container are presented by the offering party; see H
and/or Figures 16/and 17.

— Denied: a certain container is defined by the accessing or the offering party. The resour
denies the dccess to the container for the accessing party. Because of this action, the resour
does notapprove the access to the resources and/or the purpose of data processing of the ¢
that are presented by the offering party; see Figure 18.

—+ Pending/ignored: a certain container is defined by the accessing party or the offering p|
selected for a grant request. After starting the request, the resource owner does not col

r¢quest permission processes. Possiblé-states or outcomes of these processes are the following.

y defines
g party.
78-3) to
s (VINs)
alled the

b

‘e owner
) for the

accessing party. Throughthis grant process the resource owner verifies that both the resoujrces, and

igure 15

e owner
Ce owner
ontainer

arty and
tinue to

1

N 4 - | £l £ Tl ok = H ] P dlasr &
CILIITI sl dlit vl tu ucu_y LIICT I C\.iuCDL- I'IIC1 C\.iuCDL DLCI_)’D ycuulus [c ) lUlls dos 1L1S lsllUl U U_y LIIC

esource

owner. If a pre-defined time passes, and the request has been ignored, it is denied by the offering

party; see Figure 19.

— Revoked: a certain container is defined by the accessing party or the offering party and was granted
by the resource owner. After a certain time, the resource owner revokes the access to resources of
the container for the accessing party. This immediately denies any further access to resources for

the accessing party; see Figure 20.

© IS0 2021 - All rights reserved
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4.2 Accessing party

The accessing party uses the issued credentials to authenticate itself when requesting access tokens
from the offering party. To retrieve an access token and access the resource owner’s resources, an
explicit grant from the resource owner is required.

Afterwards the accessing party registers its own digital customers on its digital services/applications
and/or on its resource providing services; see Annex A as an example.

These digital customers consume the digital services/applications that are developed, offered and
maintairfed by The accessing party. I NeSE SErvices are availabie foT USE as I10Ng as acCess to resources pf
the offerfing party is granted by the resource owner.

4.3 Offering party

The offering party makes resources available via web services for access by an accessing party. The
offering [party provides access to resources based on the consent of the resource-owner either on|a
single rgsource or resources grouped by a container. Additionally, the offering, party manages the
processds defined in (Clause 5).

5 Processes

5.1 Rdgistration

5.1.1 Acceptregistration of a requesting party

A requesting party (not yet an accessing party) sends a registration request with the mandatory
registraffion information (identification) to the offeringparty.

requesting / accessing party offering party
] ]

registration (identification)

h
>

approval (identification)

accepted (APID + APC)
e S T
| |

requesting / accessing party offering party

Figure 3 — Registration request of a requesting party accepted by the offering party

The approval of the registration is the responsibility of the offering party. If the registration is approved,
the offering party provides information on how to access web services and (if available) web portals,
e.g. web service documentation, URIs and necessary credentials.

After successful registration, the requesting party receives the role of an accessing party and can (for
example) create containers.

4 © IS0 2021 - All rights reserved
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The registration process (Figure 3) can be online, offline or a combination of both.

:2021(E)

NOTE AccessingPartyID (APID) and AccessingPartyCredentials (APC) are issued; see ISO 20078-1.

5.1.2 Rejectregistration of a requesting party

A requesting party sends a registration request with the mandatory registration information to the

offering party.

requesting party offering party

registration (identification)

approval (identificatioit)

denied (reason)

requesting party offering party

Figure 4 — Registration of a requesting partyis rejected by the offering party

—3

verified, or information is missing (see Figure“4). If technically possible, the requesting
formed of the reason.

—

[

fl the circumstances change and any registrations become invalid, the offering party can
¢gistrations.

—

9]}

1.3 Accept resource owner registration

he offering party verifies the request. Invalid requests are rejected, e.g. if the identity cgnnot be

party is

els such

Alresource owner sends a registration request including the mandatory information (identifidation) to

the offering party.
resource owner offering party
1 1
register (identification) -
»~
approval (identification)
<
ok
accepted (ROCOP 4|(
| <.Accepted (ROCOP) .
login (ROCOP) -
»~
logout ()
I I
resource owner offering party

Figure 5 — Accepting registration of the resource owner at the offering party

© IS0 2021 - All rights reserved
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The offering party verifies the request. If the request can be approved, the offering party provides
information to allow the resource owner to manage access to its resources, e.g. credentials (ROCOP, see
20078-1), instructions and URIs to portals.

The registration process (Figure 5) can be online, offline or a combination of both.

NOTE The resource owner can register independently at the accessing party; see Annex A.

5.1.4 Rejectresource owner registration

resource owner offering party
1 1
register (identification) -
»
approval (identification)
denied (reason)
TG T n
resource owner offering party

Figure 6 — Rejecting registration of the resource owner at the offering party

A resoufce owner sends a registration request including the mandatory registration informatign
(identifi¢ation) to the offering party.

If possible, the resource owner is informed about,the reason (for example, it was not possible to verify
the identity, or general information is missing).

If circurpstances change and any registrations become invalid, the offering party cancels sugh
registratfions (see Figure 6).

5.2 Rdsources

5.2.1 Grant access to resources

After registering andyselecting resources, the accessing party can initiate the granting process, jy
requestipg consentidirectly from the resource owner to retrieve access (ISO 20078-3) to resources ft
the offerjing party.

6 © IS0 2021 - All rights reserved


https://standardsiso.com/api/?name=b4541e770ca442bf8eb65a2bd45caab0

accessing party

i login (ROCAP)

resource owner

listServices()

selectService(resources)
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offering party

accessing party

LT |

~ =0

IS0 20078-3).

—

resource owner

| requestLogin()
login (ROCOP
login (ROCOP) . { )
| requestConsent (resources)
t
grantQ a0 >
k I
[ L °kO :

Figure 7 — Granting accessto resources

he process of Figure 7 can be simplified to an implicit grant.

resource owner

login (ROCAP)

offering party

offering party

gure 7 shows the process for granting access to reésources by the resource owner at the| offering
hrty. The resource owner starts at the accessing party and is redirected to the offering party| On both
des, the resource owner authenticates by separate credentials. For the resource owner sigle, those
‘edentials are the ROCAP, and for the offeringparty those credentials are the ROCOP (see; ISP 20078-
. After authentication with the offering paxty, the resource owner checks the resources to bg granted

>
< listAccessingParties()
select (APID
_________ 0
__ listResources(APID)
[~
select (resources)
..................................................... >
requestConsent(resources)
< 1 Y J
rant
gantQ g
ok()

e ST L

resource owner

Figure 8 — Implicitly granting access to resources

© IS0 2021 - All rights reserved
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Figure 8 shows the process for implicitly granting access to resources by the resource owner at the

offering

party. The resource owner starts at the offering party and authenticates using their ROCOP

(ISO 20078-1) credentials. After authentication the resource owner lists the accessing parties and
selects an accessing party. Whilst granting, the resource owner selects resources from a list and/
or resource groups. The offering party requests consent for access to the chosen resources and/or
resource groups for the selected accessing party. The resource owner grants this request.

NOTE 1

NOTE 2

The accessing party is not (necessarily) in an active role at the process of Figure 8.

The process of Figure 9 follows after the process of Figure 8.

Figure 9
resourceq

validated, an access token (AT; ISO 20078-1) is generated and transferred to the accessing party. Thijs

AT allow

5.2.2 Reject access to resources

As show|
made by

accessing party offering party

I requestAccess(resources) I

Y

check (grant)

issue access token (AT)

..........

accessing party offering panty

Figure 9 — Requesting access’to'resources

completes the implicit granting of Figure.8: The accessing party is requesting access to
s. The offering party checks the given consent (grant) for this request. If the request can he

s the accessing party to access resources at the resource provider (ISO 20078-3).

h by Figure 7 for granting-access, the resource owner could also deny the request for acces$s
the accessing party.

© IS0 2021 - All rights reserved
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accessing party resource owner offering party
1 1 1
] ] I
< login(ROCAP) !
|
listServices() - I
> I
I
selectService(resources) I
........................................................ |
prepareRequestConsent(resources) - :
_ requestLogin()
[~
login(ROCOP
[ floginrocop) ¢ )
< requestConsent(resources)
den
fdeny) AT g
denied
TR Qe = n
accessing party resource owner offering party

Figure 10 — Rejecting access to resources

|

gure 10 displays the process for requesting access-tonsent for resources that are denied by the
¢source owner at the offering party.

—

9]}

2.3 Ignore access request to resources

Als shown by Figure 7 for granting access, the resource owner could also ignore the accesy consent
r¢quest made by the accessing party forresources.

accessing party resource owner offering party
1 1 1
] ] I
| _ login(ROCAP) I
< I
|
listServices() > !
I
seléctService(resources) I
........................................................ |
prepareRequestConsent(resources) - :
»
< requestLogin()
Hlo in(ROCOP
login(ROCOP) g
requestConsent(resources)
<
denied() :
T T O
accessing party resource owner offering party

Figure 11 — Ignoring access request to resources

Figure 11 displays the process for requesting access consent for resources that are ignored by the
resource owner at the offering party. The resource owner neither grants access nor rejects the request

© IS0 2021 - All rights reserved 9
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for access. The offering party sets a time out (or time to live) interval that automatically rejects the
request for access consent after a certain time period towards the accessing party.

5.2.4 Revoke access to resources

The reso

Figure 1
at the of

onreso

The revd
against

receives
status cd

5.3 Co

5.3.1 ¢

The folld
party or
grouped

Containe
API (ISO

urce owner revokes a granted access to resources at the offering party.
offering party resource owner
1 1
< [O8M(RUCAP]
< list()
show(grants
[show(granes) g
_ revoke (resources)
[~
ok
gy )
logout()
! !
offering party resource Owner

Figure 12 — Revoking access toresources

P shows the process for the resource owner revokitig access. The resource owner authenticatg

ces and is able to revoke a selected grantedraccess on resources of an accessing party.

cation of access to resources is validatéd against the resource owner and it can be validate
the accessing party. During the next request for access, the accessing party immediate
a notification of the revoked access-by the offering party. The notification can be a respon;
de, e.g. a HTTP 403 “Forbidden”\(ISO 20078-2).

ntainers

Creation of a container

wing subclauses-define the processes for creating and deleting containers by an accessir
pffering party-additionally granting, rejecting, ignoring as well as revoking access on resourcg
by containers.

rs (1S©:20078-1) can be created out of a superset of resources with the container managemel
200%8-2).

ering party by its ROCOP (ISO 20078-1). Afterwards the resource owner is able to list all grang

g
S

Nt

10
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offering party

09 |71

S -

y N times.

9]}

login(APC) <!
createContainer(parameters) o |
generate(CID)
L
( __________
.accepted(CID) u
logout()

accessing party

offering party

Figure 13 — Creating a container

3.2 Deletion of a container

accessing party
1

gure 13 displays the process for creating a container (ISO 20078-1) by the accessing pa
enerated ContainerID (CID) and related internal parameters are stored at the offering party.
passed securely to the accessing party and used for thepurpose of container management.

he accessing party can repeat the process of Figure 18'et repeatitin parts [e.g. only createCont

Aln accessing party can delete a certain container using its ContainerID by the following proces

offering party

irty. The
The CID

ainer(..)]

accessing party

login(APC) > I
deleteContainer(CID) oL
delete(CID)
Lo
oko) |
logout() >

offering party

Figure 14 — Deleting a container

In Figure 14 the accessing party authenticates, is authorized, and selects or sends the CID (ISO 20078-1)
to the offering party, indicating a request to delete the selected container. The offering party uses the

transmitted CID to identify the container to be deleted.

© IS0 2021 - All rights reserved
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The accessing party can repeat the process, or the relevant part deleteContainer(), of Figure 14; to
delete more than one container.

5.3.3 Grant access to resources grouped by a container

After the creation of a certain container, the accessing party requests access permission (consent by
resource owner) to the grouped resources. If resources are not anonymized, accessing party provides
one or multiple vehicle identifiers. Connecting a vehicle with VIN(s) to a container allows the offering

the clien
resourceg

ap

accessill

g party

login (ROCAP)

plication of the accessing party to initiate a grant. But to confirm and manage grants, t}
owner uses the client application of the offering party (see Figure 15).

resource owner

listServices()

selectService(CID(s))

prepareRequestConsent(CID(s), VIN(s))

offering party

Y

accessil

Figure 1
party. T

sides the
the ROC/

After au
the cont
resource

sto be granted.

_ requestLogin()

login (ROCOP)

_ requestCohsent (CID(s) / VIN(s) / purpose / AP)

-

|grant)

resource owner

Figure)l5 — Granting access to containers

b shows the process,for granting access to containers by the resource owner at the offeriy
le resource owner-starts at the accessing party and is redirected to the offering party. On bot
resource ownien authenticates by separate credentials. For the accessing party side, these a1
\P credential§,and for the offering party these are the ROCOP (ISO 20078-1) credentials.

[hentication at the offering party, the resource owner checks the name and the purpose
hiner,\name of the accessing party, provided vehicle identifiers (VINs) as well as the coverg

offering party

The process of Figure 15 can be simplified to an implicit grant.

12
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resource owner offering party accessing party

1 1

| _ assign VIN(s) to a container
[~

identify resource owner and
request consent

request consent
<

[ I~ ) T

login(ROCOP) -
 listAccessingParties() .
select (APID)
............................................................. )
_ listContainers(APID)
lect(CID/CID
select(CID/CIDS) o

| _ requestConsent(CID(s), optionally VIN(s))

[ I

resource owner offering party accessing |

arty

Figure 16 — Implicitly granting access to resources grouped by containers

gure 16 shows the process for implicitly granting access to containers by the resource own
[fering party. Based on assigned vehicle identifier to a container, offering party identifies the
lvner in order to request access to related resources.

o o |

he resource owner starts-at the offering party and authenticates using their ROCOP (ISO

redentials. After auth@ntication, the resource owner selects an accessing party from the list.
Uailable container($)yare listed, where the resource owner selects from for granting. The offer
¢quests access consent to the selected container(s) and optionally vehicle resources for the
ccessing party."The resource owner grants this request.

LA

Z

ODTE 1 _<The accessing party is not (necessarily) in an active participating in the granting process of
ter assighthent of vehicle identifier to a container.

QO

er at the
resource

P0078-1)
Next, the

ng party
selected

Figure 16

NOTE2  For not anonymized resources, consent is requested for specific vehicle identifiers (VINs).

NOTE 3  The process of Figure 17 follows after the process of Figure 16.
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accessing party

offering party

I
I requestAccess(CID(s), optionally VIN(s)) !

check (grant)

issue access token (AT)

-1

accessing party

Figure 17 completes the implicit granting of Figure 16. The accessing party<is, requesting access 1
resourcds grouped by containers and providing vehicle identifiers (VINs) for iot'anonymized resource
The offefring party checks the given consent (grant) for this request. If the€)request can be validate
an accesp token (AT; ISO 20078-1) is issued and transferred to the accessing party. This AT allows t}
accessing party to access resources at the resource provider (ISO 20078-3).

5.3.4 Reject access to containers

The resource owner could also deny the request for access permission of the accessing party.

accessing party

_ login (ROCAP)

[fokem ]

offering party

resource owner.

listServices()

Y

| _ selectService(CID(s))

prepareRequestConsent(CID(s), VIN(s))

Figure 17 — Requesting access to resources

oY o

offering party

" denied()

_ requestLogin()

Y

| |login (ROCOP)

accessing party

resource owner

offering party

Figure 18 — Denying access to resources grouped by containers

Figure 18 displays the process for requesting access consent for access on resources grouped by
containers and related to provided vehicle identifiers (VINs) that is denied by the resource owner at the

offering party.

14
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As shown by Figure 15 for granting access, the resource owner could also ignore the request for access
consent to resource grouped by a container.

accessing party

resource owner

I
i login (ROCAP)

offering party

lic‘l‘QPrvir‘pcO

Y

| _ selectService(CID(s))

prepareRequestConsent(CID(s), VIN(s))

Lk denied()

accessing party

o o=

a —

<
[~

requestLogin()

Y

—
e
o
9,
=
—~
-~
o
()
o
o
—

resource owner

5/3.6 Revoke access to containers

resource owner

Figure 19 — Ignoring access request toresource grouped by containers

offering party

offering party

gure 19 displays the process for requesting consent to access resources grouped by a containfer that is
gnored by the resource owner at the offeringfparty. It is possible for the resource owner to support its
ODCOP (ISO 20078-1) towards the offering party but neither grant nor reject the request for acfess. The
ffering party sets a time out (or time_to live) interval that automatically rejects the request for consent
towards the accessing party after a.cértain time period.

t{ is important that the reseurce owner is able to revoke a granted access to resources grouped by
pntainers at the offering party.

login(ROCOP) <!
list() S
h t

¢ SPOW(BIants)

revoke(CID(s)) S
ok
( .......................................................
logout()

resource owner
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Figure 20 — Revoking access to resources grouped by containers
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Figure 20 shows the process for the resource owner revoking access. The resource owner authenticates
at the offering party by its ROCOP (ISO 20078-1). The resource owner is able to list all containers which
relate to the granted access to resources. The resource owner revokes a granted access(es) by selecting
a container.

The revocation of access to resources grouped by containers can be validated by the accessing party.
During the next request for access, the accessing party immediately receives a notification of the
revoked access by the offering party. The notification can be a response status code, e.g. HTTP 403
“Forbidden” (ISO 20078-2).

5.4 Rdsource access

5.4.1 ccess

After being granted access, it is possible for the accessing party to request resources; see’Figure 21. The
accessing party accesses a resource URI by providing the access token containing thie€ontainerlID, {o
retrieve data.

accessing party offering party

loop ) [m timés]

]
1
Ife.g. HTTP GETIﬁ
1
|
1

request(resources / CID)

>
e.g. HTTP 200 OK Iﬁ
ok ()
T~ 1
I I
accessing party offering party

Figure 21 — Access to resources by the accessing party at the offering party

5.4.2 No access

The accepsing party requests access to resources, where the access is either pending, ignored, denied ¢r
revoked |py the resource,owner. Such request is directly denied by the offering party.
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