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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procgdures used to develop this document and those intended for its further maintenance-gre
described|in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed\for the
different fypes of ISO documents should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2. www.iso.org/directives

Attention|is drawn to the possibility that some of the elements of this document maybe the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patént rights. Detailq of
any patenf rights identified during the development of the document will be in the.Introduction andjor
on the IS{ list of patent declarations received. www.iso.org/patents

Any tradg name used in this document is information given for the convenience of users and does not
constitutg an endorsement.

For an eyplanation on the voluntary nature of standards, the <méaning of ISO specific terms gnd
expressiohs related to conformity assessment, as well as information about ISO's adherence to the W[['O
principleg in the Technical Barriers to Trade (TBT) see the foHowing URL: Foreword - Supplementgary
informatipn

This docujment was prepared by ISO/TC 215, Health informatics.
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Health informatics — Person-owned document repository
for PHR applications and health information exchange

5 A o 7 6 A pments. It
suggests representative uses for PoRs and surveys some of the existing technologies and projects that
can be categorized as PoRs. It is, however, not intended to cover document formats (such,as HL7 CDA),
exict communication protocols, details of security and privacy protection strategies, or pny other
nofmative aspects of PoRs.

2 | Normative references

Thlere are no normative references in this document.

3 | Terms and definitions
For the purposes of this document, the following terms and.definitions apply.
ISQ and IEC maintain terminological databases for use‘ih’standardization at the following addiresses:

—| ISO Online browsing platform: available at http}y//www.iso.org/obp

—| IEC Electropedia: available at http://wwwi{électropedia.org

3.1
acgess control
mgans of ensuring that the resourees of a data processing system can be accessed only by authorized
entities in authorized ways

[SQURCE: ISO/TS 21547:2010;3.2.1]

3.2
aufhorization
granting privileges

[SOURCE: 1ISO/TR-14292:2012, 2.4]

—

3.3
clipicaliinformation
intlormation about a person, relevant to his or her health or healthcare

[SOURCE: ISO 13606-1:2008, 3.13]

3.4
data owner
person having responsibility and authority for the data

[SOURCE: ISO/TR 14292:2012, 2.10]

© ISO 2018 - All rights reserved 1
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3.5

electronic health record

EHR

information relevant to the wellness, health and healthcare of an individual, in computer-processable
form and represented according to a standardized information model

[SOURCE:
3.6

ISO 18308:2011, 3.20]

healthcare

activities,

services or cnpp]iac related tothe health of an individual

[SOURCE:

3.7
healthcai
healthcar

[SOURCE:

3.8
informat
person or

3.9
personal
PHR

ISO/TR 12773-2:2009, 2.15]
'e provider
b organization or healthcare professional involved in the direct provision of-healthcare

ISO 18308:2011, 3.32]

on broker
system that commercially undertakes to locate, to retrieve and 1o provide information

health record

represent
and welf:
multiple

his or her|rights, manages and controls the PHR contént and grants permissions for access by, and

sharing
Note1ltoe

3.10
service
ability of
informati

[SOURCE:

4 Sym]

AA

htion of information regarding, or relevant to, the,health, including wellness, developm
re of that individual, which may be stand-aloné.or may integrate health information fr
urces, and for which the individual, or the representative to whom the individual delegat

ith, other parties

htry: See ISO/TR 14292:2012, 4.1.

a system to provide a defihed set of output information based on a defined set of inj
b

ISO/TR 14292:2012;)2.31]

pols and abbreviated terms

authentication agent

bnt
bm
ed
or

put

CDA

clinical document architecture

CRIB
CRIC
CRIP
EHR
HIE

clinical research information broker
clinical research information consumer
clinical research information provider
electronic health record

health information exchange

© ISO 2018 - All rights reserved
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PH
PH

PoR
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5.1

ISO/TR 20055:

M personal health management

R personal health record

person-owned repository (of health documents)

Characterization of PoR technologies

Introduction

A
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e
g:;/er based cloud service

PoR is a repository of health-related information about an individual which is owned;
essed and shared by the individual using computer technology. A PoR can be implemente

rent ways such as on a mobile device, USB, personal computer, or by using a PHR appl
(1][2]. Its basic purpose is to enable a person to collect atid share th

rmation. Potential sources of information include clinical information frombhealthcare
ults from laboratories, health status data such as vital signs from personal'sensor device
hlth-related information entered by the individual who owns the PoR. Qnce collected, the in
red in the PoR will be available for sharing with other parties as determined by the indiv
ns the PoR.

PoR is substantially different from health document repositories operated by healthcare
provider-sponsored HIEs which primarily support the colléction of patient health inforr
hange among healthcare providers (although patients<may have some access via a port]
th provider-centric HIEs are beneficial in many ways,.there are circumstances where HIE
adequate for reasons including lack of budget, lack of motivation for information shari
pviders, regulatory barriers, and poor support frenvindividuals and patients. In those case
1cept can be an effective alternative to provider-eentric HIEs.

T

wh

repo
a?oR, including the technology used to_implement the PoR, when and how information is

defining characteristic of a PoR that distinguishes it from other types of health
sitories is that the individual has totalcontrol over every aspect of their health informat

at information is retained and to whom it is provided.

e of the biggest concerns with'PoRs could be data reliability. Information sharing in HIE
be conducted between trustworthy participants (providers, public health authorities, etd

2018(E)

managed,
d in many
ication or
eir health
broviders,
5, and any
formation
idual that

providers
nation for
al). While
s may not
ng among
s, the PoR

document
on within
collected,

s thought
.), but the
bct on the
iability of

q(3l.

tlected by

PoRs will

1nteroperate with EHR systems and other rep051tor1es of patlent-related 1nformat10n maintained by
networks of healthcare providers. This consideration needs to take into account:

a)

b)

©lI

the health IT systems and infrastructure and related health informatics standards that may be
applicable to the exchange of patient health information at the level of any particular region, nation,

province/state or healthcare provider network;

the need to support trusted flows of information from provider-owned repositories to in
PoRsl4];

dividuals’

the desirability of supporting flows of information from individuals’ PoRs into provider-owned

repositories;

SO 2018 - All rights reserved
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d) the level of control for documents from healthcare professionals;

e) privacy and security issues, including the ways in which an individual’s health information may be
used and who may access it after it has been provided to a potential user.

Existing repositories of patient healthcare information often hold and/or require the exchange of
information as CDA documents.[3] It has therefore been assumed that PoRs should have the capability
to handle clinical information in the form of documents (CDA documents and/or other document types).
Nevertheless, consideration also needs to be given to the other forms in which information may be
interchanged and the applicable standards needed to support such interchanges.

5.2.2 C(lassification criteria of PoR implementations

5.2.2.1 |General

PoR impl¢mentations can be classified by the combination of two criteria: the stordge-type and the
document discovery mechanism.

5.2.2.2 [Storage type

The storage type refers to the way health documents are stored and managed and three storage types
are considered in this document (Figure 1).

— Off-lirxe personal storage: this type of storage includes USB dongles, CDs, personal devices with USB
or sinjilar connection, etc. with or without built-in applications.

— Netwprk connected personal device: personal digital (devices with wired or wireless netwgrk
conndctivity and relevant applications including smart phones, tablets, laptops, and desktop
complters that are not shared with others fall into-this type.

— Netwprk connected shared storage service: the'most common form of this storage type is cloid-
based storage services.

4 © ISO 2018 - All rights reserved
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EHR EHR EHR

5.4

Thl
do

Device type: :
. Mobile devices, Desktop, etc. :
Device type: _
USB, CD, etc. ¢ Cloud services,
a) Off-line personal storage b) Network connected ¢) Network conne

.1 Clinical document exchange using PoRs

Figure 1 — Storage type of PoR

.2.3 Document discovery mechanism

e document discovery mechanism refers'to the way a health document consumer can find a
fument. The following cases are considered in this document:

manual discovery: only simplistic searching and browsing is provided;

registry/index service:\various types of remote queries based on the document met
facilitated and offered:through a network.

Potential usés for PoRs

lad

pos e - atively ridtals-eanpa pa
facilitate clinical document exchange using PoRs (Figure 2). This could be possible because pa

inical ‘decument exchange between healthcare providers is not always feasible for reasons

kcof budget, lack of motivation for information sharing among providers, regulatory bar

a d d A d

personal device shared storage deyvi

----------

particular

adata are

including
riers, and

process to
tients and

other qualified individuals can request their own medical records from healthcare providers in most
jurisdictions. Individuals can receive their clinical documents from healthcare providers and store
them in their PoRs. Conversely, they can send their documents in PoRs to other healthcare providers or
other parties, as needed. In the latter case, de-identification may be applied, depending on the purposes
such as research.

©lI
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Healthcare Healthcare
Provider Provider
document \ / document

pI'OdLIC(:‘I' consumer

Person-owned
Repository

v

Third Party

non-clinical document consumer
e.g. government agencies, payers,
scientific surveys and clinical research,
and laboratories.

Figure 2 — Clinical document exchange using'a PoR

6.2 Personal health management

Informatipn from an individual’s PoR can be used as one,0f'the sources of input for personal health
managemgnt (PHM) applications in conjunction with inputs from other sources such as monitoring
devices o1 sensors (e.g. blood pressure, blood glucose levels). PHM systems could use these data to gjve
insight in ftheir health status, or generate alerts or advice based upon these data (Figure 3).

Alert/Advise
4 )
Personal Health
Management Application
‘ & D> Decision Support
e Monitoring data Module :
PCU) e.g. blood pressure, \)
wn

glucose level, etc.

PoR
Clinical information

Figure 3 — Personal health management using a PoR
Possible uses of PoR information to support personal health management through PHM applications
include:
— enabling personal health to be monitored between visits to health practitioners;

— enabling information on health conditions, current medications, health status and recent
interventions to be shared with health practitioners either at or between visits;

6 © ISO 2018 - All rights reserved
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— assisting the achievement of personal health goals, such as stopping smoking, losing
lowering cholesterol levels;

weight or

— providing alerts and relevant advice based on monitoring algorithms for health parameters such as

blood pressure, blood glucose, etc.;
— providing reminders to take medications;
— recording exercise and dietary habits;

— managing appointments for follow-up visits to health practitioners;

—| interacting with digital intermediaries providing health-related services such asc
services;

—| triggering requests for services such as repeat prescriptions for people with chixenic dise
6.3 Clinical research

6.3.1 Use of PoRs to support information trading in clinical research

PoRs accessible via a registry/index service can be used in clinical research as clinical
information providers (CRIPs) where clinical researchers act asclinical research information ¢
(CRICs) (Figure 4). In between them, there may be clinical ¥esearch information brokers (C
fadilitates trading of information between CRIPs and CRICs by providing the following func
(aq further described in the remainder of this clause).

—| Searching for individuals who own clinical inferthation potentially relevant to particul
research studies. Such searches may be based-on query criteria set by a CRIC, possibly|
conditions such as gender, age, medicationglab results, and characteristics of the PoR.

—| Providing security safeguards and anonymization or pseudonimization of clinical infor
that the CRIPs are protected from poténtial hazards caused by trading their clinical infor

—| Assuring the authenticity and integrity of traded clinical information.

—| Offering a mechanism to reward those CRIPs who are engaged in the trade of clinical infdq

bmmunity

ase.

research
onsumers
RIBs) that
tionalities

ar clinical
including

mation so
mation.

rmation.
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Authentication Agent
1 1 I A A
: Clinical Research Information Providers
PoR, )( PoR, ) oo ( PoR, )é
3 A A
1 1 1 J
Clinical Research Information Broker
4 4 A
1 1 1 J
: Clinical Research Information Consumers
Consumer, Consumer, ol o Consumer,

6.3.2 S¢
A CRIC is

medication, and lab result. It then submits a query to the CRIB specifying the eligibility conditions a
set of clinical information-they need. There may be various ways to process such a qusg
nario, the CRIB forwarnds-the query to all participating CRIPs who then examine the que
b to decide whether they are eligible and own the kind of information needed by the initiat
send back the resultto CRIB, which in turn notifies the initiating CRIC of the search result

the exact
In one scd
condition
CRIC, and

In anothe
queries in

6.3.3 Sq
All clinic

= (linical information = = =% Rewards <€<—> Authentication

Figure 4 — Clinical research use case of PoRs

barching CRIPs

seeking a population that exhibits a specific set of characteristics such as gender, age,

 scenario, a CRIB"collects from all participating CRIPs the information needed for process
advance. Upbirreceipt of a query from a CRIC, the CRIB processes it using the information it h

ecuritysand privacy

ICinformation is exchanged between actors (CRIPs, CRIB, and CRICs) through secuj

nd
ry.
bry
ng

ng
as.

ed

channels amd s amonymized S0 tiat the Teat faemntities of maividuats are not disclosed: At actors

ay

be responsible for this functionality but, as the facilitator, it is especially the CRIB that guarantees the
secure trading of sensitive health information.

6.3.4 Authenticity and integrity of clinical information

A participating CRIP may be motivated to provide false information, which may significantly
compromise the validity of a clinical research study. To prevent such conduct impacting the validity of
research studies, there may be an authentication agent (AA) who checks the identity of CRIPs and the
integrity of information they provide. The AA could be an independent third-party service provider,
or a healthcare provider that is the original source of clinical information a CRIP holds. A CRIB then
communicates with the AA to provide the authentication and integrity checking service to CRICs.
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