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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procgdures used to develop this document and those intended for its further maintenance-gre
described|in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed\for the
different fypes of ISO documents should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document may.be the subject of
ts. ISO shall not be held responsible for identifying any or all such patént rights. Detailq of
any patenf rights identified during the development of the document will be in the Introduction andfor

patent ri

on the IS

Any trade
constitute

For an ey

Barriers tp Trade (TBT) see the following URL: Foreword - Supplementary information

The comnpittee responsible for this document is ISO/TC 204, Intelligent transport systems.

list of patent declarations received (see www.iso.org/patents).

name used in this document is information given for the convénience of users and does npot

an endorsement.

planation on the meaning of ISO specific terms and{expressions related to conformiity
assessmelt, as well as information about ISO’s adherence toithe WTO principles in the Technigal
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Introduction

On-board account payment means are used, e.g., in public transport systems and in some electronic fee
collection (EFC) systems. It is expected that the deployment of on-board account payment scheme will
grow, as it has little dependence on the communication network and as it potentially can provide users

wi

th a common payment means for a range of multi-modal transport services.

This Technical Report (TR) provides an analysis of the specific requirements of common payment
schemes within the framework of EFC systems as outlined in the existing EFC standards. The Technical

DO cLoe a) D DO CLLNO 1IN0 2 ars anve’ an ala DO l‘. en e a S ICCardS)

an ¢ previous
edjtion of the ISO/TS 17573:2003). Payment means and Payment means Issuer are, degcribed in
ISQ 17573:2010, the latest version of the EFC architecture role model, hence allowing for the usage of

th¢ Payment means of the EFC On-board account for payment for other services. Thi$'Techni¢al Report

pr

mdans Issuer and information flows.

The motivation for this Technical Report is as follows:

pvides for an additional information (e.g. requirements, descriptions) relevantto the role of Payment

On-board account based EFC systems using payment means are widely adopted in many|countries
in Asia. In several of these countries, payment means are alrgady used or planned to bg used for
both for the EFC and for the public transport services.

Central account based EFC systems are widely adopteddn many European countries and ih the USA.
Payment means used in such EFC systems can also bewused in the common payment scheine (i.e. for
the payment for other services).

Thipough there is a description of interaction betwéen Toll charging environment and Financjal system

in

the 1SO 17573:2010, to provide for the On-board account EFC system used in the common payment

schiemes, additional information, relevant to.the'interactions between the Financial system and the Toll

ch
en

irging environment (i.e. interface between the Toll charging environment and objects outside of this
yironment), is required.

Thie following are the envisaged benefits of the common usage of payment means in ITS and EF( services:

©lI

greater convenience of transport usage both for EFC and for public transport;

enhanced multi-modal transport, more cost-effective, efficient and environmentally friendly.

SO 2015 - All rights reserved \Y
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TECHNICAL REPORT ISO/TR 19639:2015(E)

Electronic fee collection — Investigation of EFC
standards for common payment schemes for multi-modal
transport services

1 _Scope

Common payment scheme for multi-modal transport services, such as toll roads and publ¢ transport,
ar¢ implemented all over the world. These systems are often based on a common payment m¢dium, e.g.
IC cards, for use in more than one transport service. The aim of this Technical Repdrt is to ahalyse the
ex]sting set of EFC standards for their suitability for using common payment miedia for miyilti-modal
trgnsport services, where applicable identify standardisation gaps and to make-proposals foff such EFC
stgndardisation projects. This includes definition of additional information/to be exchanged gmong the
related entities and to define the specific requirements for common paynient scheme.

<

Thie scope of this Technical Report includes:
—| investigation of a suitable model for EFC systems and other tfansport services;

—| identification of the required interface definitions betweenthe EFC and the public transport services
including e-money services;

—| identification of additional needs for additional, EFC related information exchange among the
related entities;

—| provision of guiding information to be conSidered in revisions of EFC standards.

Thie scope includes all types of EFC systemns, i.e. including both DSRC based EFC and autonomous EFC
systems, and both pre-pay type and post-pay type.

Service related information of beth public transport and e-money are outside the scope of this
Teghnical Report.
2 [ Normative references

None.

3 | Terms-and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
central account

payment means, e.g. electronic values or number of passages in an EFC system, stored in a central
system operated by the Toll Service Provider

3.2

clearing house

organisation re-allocating value generated in the payment system between the various actors, enabling
these actors to execute settlement

© IS0 2015 - All rights reserved 1
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3.3

EFC architecture
description of the key elements of an EFC system, their functions, and the interrelationships among the

elements
[SOURCE:

3.4
EFC infor
exchange

[SO 22902-1:2006, 3.1.8 modified]

mation exchange
of EFC related information between EFC actors

3.5

value hav
which thul

3.6
fare colle
set of rule

3.7
integrate
IC card
card cont
capability

Note 1 to

IC cards aj
are specif
ISO/IEC 15

Note 2 to 4
other stora

3.8
issuer
entity res

3.9
on-board

electroniL-money
ng its equivalence in real money, electronically stored e.g. on a bank account or an IC-calrd,

s can be used by the user for payments

ction regime
s, including enforcement rules, governing the fare system in the public/transport domain

d circuit card

ining electronic components performing processing opmemory functions and with {
to communicate with an interrogator

entry: Contact IC cards are specified in the ISO/IEC 78%6-5uite of standards, contactless proxim
e specified in the ISO/IEC 14443 suite of standards, ¢ontactless near-field communication IC ca
ed in ISO/IEC 18092 and ISO/IEC 21481, whereas contactless vicinity IC cards are specified|
693 suite of standards.

ntry: All references to an IC card are understood to be references to the IC of the card and not to 3
ge on the card (e.g. magnetic stripe).

ponsible for issuing the paynient means to the user

account

payment neans, e.g. electroieValues, tokens or evidence of passage in an EFC system, stored on-boz

the paymgd

3.10

payment
value (e.g
number o

ent media held b§the user, such as on-board equipment or an IC card

means

" a conitract (e.g. a ticket) that gives the user access to available services

rd

cash ersstored electronic values), a reference to a central account or a credit card accoyint

3.11

payment

medium

the carrier of payment means, such as paper ticket, IC-card, smart phone or on-board unit (OBU)

3.12

prebilling operator

entity for

3.13

clearing of billing data and for informing on payment claims to issuers

public transport services
shared passenger transport service which is available for use by the general public, such as buses,
trams or trains

© ISO 2015 - All rights reserved
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3.14
toll regime
set of rules, including enforcement rules, governing the collection of toll in a toll domain

[SOURCE: ISO 17573: 2010, 3.20]

4

Abbreviations

DSRC Dedicated Short Range Communications

EF
ET
ER

ITY

0
RU
HG
I1C(

WA

EF
sel
thg
ch
Ce

A (

C Electronic Fee Collection
C Electronic Toll Collection
o Electronic Road Pricing

Intelligent Transport Systems

OI On-Board Unit

Open Distributed Processing

C Road User Charging

v Heavy Good Vehicle

Integrated Circuit card, IC card

N Wide Area Network

Background and context

.1 Various EFC systems

C systems have been introduced all over the world and have become one of the fur
vices of Intelligent Transpert Systems (ITS). Regardless of the same type of the service
 technical and operational/aspects across the existing EFC systems vary (e.g. classificat
hirging methods for the ' PSRC based systems and autonomous systems or account metho
htral account and Qn:board account).

omparison between European EFC and Asian EFC is provided in Table 1.

In Europé&yboth DSRC based and Autonomous systems are in operation. In Asia, current
systenis deployed are based on DSRC, the introduction of Autonomous systems is being s

The'majority of the EFC systems in Asia use an On-board account method, while most of the

damental
provided,
ion of the
ds for the

y the EFC
fudied.

European

EFC systems use the Central account method.

©lI

An OBU is used as Payment means in EFC systems in Europe, while an IC card in systems in Asia. The

issuer of the Payment means is the issuer of the card. In terms of the systems in Asia, this
banks, credit card companies and road operators.

applies to

In Europe, service providers, banks or the toll road operators issue the OBU to the user, while in Asia

the user usually purchases (and owns) the OBU.

Interoperability with public transports will be realized by utilizing the common use Payment

means in Asia.

SO 2015 - All rights reserved
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Table 1 — Various EFC systems

Item

Region

Europe

Asia

1. EFC method

DSRC based EFC

Autonomous system

DSRC based EFC

(Autonomous system - in Future)

toll road operators

(Payment means=0BU)

2. Account method Central account (mainly) and On-board On-Board account (mainly)
account (Austria and France)
3. Payme method Debit or credit from user’s accountin cen- Dvnpqiﬂ card
tral system and for
Credit card
4. Paymenft means issuer Service provision, banks or Transport related institution (Tol

road operator)

and/or

Financial related institution (Banlk

Credit card)
5. OBU isspier Service provider, banks OBU dealers
or or

Toll road operators

Toll road operator

6. OBU holder

Service provision (mainly)

User

7. Toll pay

P

Payment means holder, Vehicle owner

Payment means holder

8. Commd

n payment with

public trapsport

YES

5.2 Cor

52.1 G

In order o consider an On-board-account EFC system for common payment scheme for multi-mo
services, an architecturedeyel (i.e. EFC architecture in ISO 17573:2010) has to be consider

transport

ISO 17573

to use the
transport

NOTE
described
described

sideration of EFC architecture and models

bneral

:2010 contains a role'model of the EFC architecture including On-board-account, where {
Payment neans issuer is an @mportant entity in the On-board-account EFC system. Therefore, the r
of this entfity in the EFC architecture should be described in more specific and clear way (especially h
payment means in EFC system including potential interoperability with any of the relev

services).

The firstversion of EFC architecture standard was published in 2003. This first version (ISO/TS 175
the conceptual model for EFC. The architecture of the on-board account EFC system could be y

in_this model, which includes the licensed Collection Agent who recharges prepaid cards and
AN H H

dad+

Hal
bd.

he
ble
DWW
int

3)
rell
the

mddlba cloiooiog

al

Clearing o

Yoo ol AL} borng ba tro fion d 2
perato— Wit~ Wi ot e Cata—o— X tange—nt—transacaon—tata

+ adta xazitl i
art— Tt tra g trata— Wit Xty

Charging systems when common payment with public transport becomes necessary.

5.2.2 Role model (ISO 17573:2010)

At the time when standardization works for Autonomous EFC systems had progressed, the EFC
architecture was reviewed and a new version established (in ISO 17573:2010). Figure 1 describes a new
model (role model) in the Toll Charging environment of the EFC community. This new role model also
explains the interoperability among multiple service providers and toll chargers which is an important
aspect for cross-border toll services.

© ISO 2015 - All rights reserved
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Management of the Toll

/ Charging environment

Provision of the
Toll service

Use of the
services

N
O

N\
Figure 1 — Roles in the Toll Qh‘_}rging environment

5.2.3 Comparison ®$

Clgaring operator role is considere({{(s, eing outside of the EFC environment and outside
ar¢hitecture standard. O

Management of the toll
charging environment

Trusted Third-
Party roles

ovision of the Charging of the toll

Toll service Transport

Issuer Collection Service
roles agent roles provider roles

Use of the services

Figure 2 — Comparison of roles between new and old model

© ISO 2015 - All rights reserved
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Thie relationships between the new role H%l and the old conceptual model of the EFC are [described
in Annex B of ISO 17573:2010. The ISQL%’%. ole is included in the Provision of the toll servige and the

f the EFC
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On-board account EFC systems using IC cards as payment means are operational in many Asian
countries (in some of these countries, IC cards are used also for the public transport services).

A generic role model of On-board account EFC is shown in Figure 2 (as the Issuer role) in which the
issuer of payment means has a big role and is an entity with direct interaction with users. Examples of
actual EFC systems using payment means in several countries are shown in Annex A.

5.3 Consideration of different account type systems

There are two types of systems, based on the account type implemented: Central account systems
and On-b¢ard account systems. Existing EFC standards do not tully specily how to realize a commjon
payment §cheme in the On-board account system. This is explained in clause 6.

In the casp of the central account system, it is feasible to integrate user accounts existing in-the’ centjral
part of the system through the common central account. E.g. existing payment means for'transpprt
services dre designed for individual service, therefore it seems difficult to migrate'these deviges
into comrhon payment means. The common central account system will have no_impact on existing
standardq because the modification of the existing systems is not necessary. This‘concept is descrihed
in Annex D as well as in ISO/TR 14806:2013.

6 Congideration of On-board account EFC

6.1 Role model

As specified in ISO 17573:2010, the overall EFC architecturelis defined by 4 main roles (see Figure
1). Some ¢f these main roles are composed of roles, but adding no more interactions with other rﬁﬁes
outside tHe main role. These definitions constitute the entérprise viewpoint to EFC systems according
to the Opgn Distributed Processing (ODP) definition, see ISO/IEC 10746-1, clause 6.2.2.

As definefd in clause 7.3 of ISO 17573:2010 the description of the roles covers also the interactjon
sequenceg between roles and therefore the overall functionality. These interaction diagrams represg¢nt
the ODP imformation viewpoint of ISO/IEC 10746-1.

However, [in case of EFC specific payment means issued by the actor in the EFC environment, in the
2010 verdion of ISO 17573 there istenly the text “providing the payment means”, and no specific
interactiops defined including the‘loading/reloading of the on-board account using payment megns
and how to handle the payment.claim by the reload operator getting the physical money or value from
the user (however these interactions are included in the phrase “providing the payment meads”|in
IS0 17573:2010 essentially).

Therefore, descriptions-of these interactions are added in this Technical Report (see Figure 4) whjch
completeq the information viewpoint for the use of on-board account using payment means.

The folloying clauses of this document are using the roles of Service Provisioning to recommend hpw
the on-board’account using payment means should be used within the overall EFC system configuratipn.

— payment means issuing

— reload operating

— hot-listing operation

— accepting the payment means

Both on-board account and centralized account payment means are allowed within the EFC regime,
and the payment interactions between the Toll Charger and the Toll Service Provider are specified in
ISO 12855:—1). So far, the payment means interactions between user and Toll Service Provider, which
also covers the role of the Payment Means Issuer, are not specified.

1) To be published. (Revision of ISO 12855:2012)

6 © IS0 2015 - All rights reserved
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6.2 Computational architecture

6.2.1 Central account EFC

As discussed in the previous clause, the architecture standard ISO 17573:2010 specifies interoperable
EFC clusters in the ODP enterprise and information viewpoint. Deriving from that, the required
interfaces between information processing devices the ODP computational viewpoint defined in
ISO/IEC 10746-1:1998, clause 6.2.2 is used. However, as shown in Figure 3, which is used in many EFC-
related standards, the actual payment information flow is not only between the Toll Service Provider
and the Toll Charger, but also between the Payment Service Provider and The Toll Service Provider.
However, it is not clear whether the information exchange between the Payment Service Prqvider and
th¢ Toll Service Provider is in or out of the scope of the EFC architecture standard.

150 17573-3
- Context data

Toll Service Provider
150 175751 {back office system)
- Charging data

'y 150 12855 &k 150 12855
150 14506 2514 .
e - Trust objests, - Trust objects

- Charging identification £& - Excapbion list - Tall context data

Transfer Charging information - Billingdetsils - Billing details
- Trarrs.rt |nl’§r.ma'.c|an - QA\Darameters - Payment claims
- Useridentification S{Eaforocement support data - QA parameters
150 12813 ] - List of Usars - CCC Event dats
- DBE interogation < Payment announcement
150 13441 - Toll declaration{GN5S5)
- R5E localisation data

[

1 Ortheer propri€tary Toll Charger
‘ specific ponfiguration data

-4
\ RSE Toll Charger
TelMNdeclaration {DSRC, video, (back office system)

~ ‘Wehicle measurements ..}
— P

Figure 3 — Computational architecture

Providing on-beard account payment means would require including the payment media intd the OBE.

6.2.2 On=board account EFC

In Figure 4 the information processing tasks assigned to the actors including the information| exchange
forom=boardaccoumnts s itustratedAfurther decompositionr of tts—informmation processitig devices
at this level of the computational system architecture would have several options depending on the
behaviour and information requirements towards the payment means.

Adding the payment information flows of the on-board account using payment means to the
computational viewpoint diagram requires separating explicitly some actors or roles from the Service
Provisioning main role. This is specified in clause 7.

© IS0 2015 - All rights reserved 7
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Figure 4 — Computational architecture for On-board account EFC using payment means

It depend

what prodessing requirements are specified towards the Toll Service Provider.

Furtherm‘{)
Charger.

Chargers

Clause 8 grovidesdetailed information on how different requirements for different classes of paym
solvech

means arg

6.3 EF(

re-loading
coded value
Payment | icc Reloader Payment Means Issuer
Means ICC | «—» e and
reloading Operator
50 25110 <tes
on-board accounting
Toll Service Provider
150 17573 [back office system)
‘1 - Context data
Context and Customer
150 17575 Charging Data || Relations
- Charging data > Manager
A 150 12855 A 150 12855
150 14906 : .
- Trust obijscts - Trust objects
- Charging identification 8 & 2 E;“:E;bn list - Toll context tala
TTrarssFe; Charging information - Billing detsils - Billir@,detailst
- ran.f,_rt in gr_m-amn - A parameters - Paymefitclasims
- Useridentification - Enforcement support data - 24 parameters
150 12813 ] - Listof Usars ¢ORC Event dats
- OBE interrogation - Payment announcement
150 13141 - Toll declaration]{ GM55)
- R5E lecalisation data
Y
[
1 Other proprietany Toll Changer
‘ specific configuration data
-
\ RSE Toll Charger
\ Tell declaration {DSRC, video, [back office system)
L ‘Wehicle measurements ..}
—

also on the general tolling technology - either DSRC or autonomous charging principles - |i.e.

re, for DSRC technology and on-board account payment systems the activity of the 1
Service Provider is reduced to.operate the re-loading devices and react on payment claims of the T

nd if both these‘activities are operated by non EFC specific entities the
Provider fole - managing-the customer relations and transferring the money from the users to the T
- does not existhere.

6.3.1 EFC Architecture standard (ISO 17573:2010)

“regular” Serv|

oll
oll
ice
oll

ent

In order to include payment means for both pre-payment and post-payment on-board accounts in an
EFC regime which should be interoperable with local public transport systems or even general e-money
applications, the overall architecture as specified in ISO 17573:2010 and the additions laid out in this
clause should be used.

NOTE

obsolete in this Technical Report.

Future revisions of the ISO 17573:2010 may incorporate these additions which will make them

© ISO 2015 - All rights reserved
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6.3.1.1 Action diagrams
(1) Adding (or excluding) a new Payment means issuer

Adding at least one Payment means issuer role to the interoperable EFC scheme is a precondition to
start the overall operation. The candidate for the Payment Means Issuer role initiates such operations
by applying for the certification process at the appropriate managing authority. If the certification is
granted, all of the existing instances of the toll charging role should be informed and the negotiation of
bilateral agreements on common operations should be conducted.

The following Figure 5 shows the relevant action diagram. The actor playving the provision role fulfils
th¢ basic provision responsibilities.

Charging _
Management and Providing Issuing of payment means
toll service
P
Service Provider

(o H—(Come)

System rECoQnising
overview
L 4

L
?C-Eusl objects

managing fiscal managing hiscal

Figure 5 — Adding a new Payment means issuer

(2) Claiming fees from the Payment means issuer

The following Figure 6 depicts the claiming fees process in case of replacing Provision to Payment means
issuer. The involved roles are Management and charging and Payment means issuer. In case one of the
partners complains that the other partner does not fulfil his obligations defined in the certification, the
management will be involved to settle the dispute.

© IS0 2015 - All rights reserved 9
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7 Cons

7.1 Ger

Management Providing toll service I Issuing Payment Means

I Payment claim J—&

=)

applying TC specific
contractual conditions

¥
i) =

managing the fiscal ﬂ

Ji—{ Fiscal objects buying or tax MQ‘G\

[ complaining fula nnnhrﬂ:inhg rula

[ Complain }J 4{ Complain

Today, in
public tra

A. There 3

Case
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Figure 6 — Claiming fees

ideration for multi-modal transport services

jeral

some parts of the worldythe trend for the common use of the Payment means in EFC 3
hsport is advancing. In Some countries, such schemes are already deployed as shown in Anf
re different forms ofithe issuer of the Payment means, as summarized below:

| (Payment means‘issued in EFC regime): The Payment means issuer and all the associat

ic applicatiens including payment applications.

P (Paymerit means issued in Public transport regime): The Payment means issuer belongs
blic transport regime. The Payment means issued for the Public transport domain can a

nd
lex

ed
FC

to
Iso

pd for EFC. In this case, the payment means stores both EFC specific applications and paym

ent

attons functionatty owned by mon-EFC actors.

Case 3 (Payment means issued in Electronic money regime): The Payment means issuer and all the
associated equipment and infrastructure belong to a third party. The Payment means is of the class
e-money and intended to be used for the general-purpose including EFC and Public transport and
does not store EFC specific applications.

In all the cases the IC card used as payment means should achieve compatibility with the OBU interface
according to ISO/TS 25110.
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Figure 7>- Computational architecture including common payment scheme

Figure 7 shows the decomposition of the service provider activities and its information exchpnge with
other infernration processing entities.

System architecture for Payment means issued in EFC regime (Case 1)

7.2.1 Computational architecture

As illustrated in Figure 7, the case 1 system configuration assigns the responsibility of all the on-board
account devices and their management to the Toll Service Provider. It is an EFC specific solution.

The IC card itself and its back-end processing may be compatible with one or more public transport
fare management systems. In this case, the IC card must support the toll declaration process of the EFC
system as well as the fare declaration assembling process of the public transport regime. The process
handling the payment claim of the public transport operator to the EFC service provider is out of the
scope of this Technical Report.
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The reloading of the IC card should be processed according to one or more of the following options:
— operating a number of teller machines accessible for the road users,
— providing a manual cash reload process at the promises of the EFC service provider,

— providing an on-line reload process for the IC card in the OBE if OBU has a wide area network (WAN)
interface such as Cellular Network,

— or others.

The interfatebetween the 1€ Ttardamda tetter mrachimeas—weltastireinterface between thetefler
machine find the Service provider back-end is an internal EFC service provider interface and-mot
addresse( in this Technical Report. This applies also for the other re-load options.

The IC cdrd should support the toll declaration assembling process as specified in [SO;14906 3and
ISO 1285%:—2). This applies for DSRC as well as for autonomous EFC systems.

7.2.2  Architecture of EFC systems for common payment scheme

According to ISO 17573:2010 as well as to the case 1 definition in clause 7.1 pf this Technical Report,|all
actors required for on-board account EFC payment are under the responsibility of the Service Provider.

Figure 8 ghows the allocation of tasks to operative entities in EFCsegimes for a common payment
scheme anjd explain the relationship between EFC regime and publi¢\transport regime.

2) To be published. (Revision of ISO 12855:2012)
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Figure 8 =Task Allocation where Payment means issued in EFC regimes are used for rommon
payment schemes

The Service Provider may be part of an organisation managing more than the associated E

This may be a public transport system or other services.

C regime.

The Service Provider may outsource parts of its operational tasks to other organisations or entities.
This does not relieve him from bearing the responsibility for these activities.
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7.3 System architecture for Payment means issued in Public transport regimes (Case 2)

7.3.1 Computational architecture

As illustrated in Figure 7, the case 2 system configuration should allow assigning EFC specific roles
and responsibilities to entities having their main activities outside the EFC environment as specified in
IS0 17573:2010, Clause 5.1.

In this case, the IC card must support the fare declaration process of the public transport system as well
as the toll declaration assembling process of the EFC regime. The process handling the payment claim

of the EF(JService provider to the public transport operator 1s out ol the scope of this Technical Repg

This shou|

the IC cayd. It may allow adding EFC specific features to IC cards, such as the vehicle configurat

paramete
originally

These IC qards, when used for tolling and other applications, should be able to be £éloaded at locatic
close to tHe tolling road infrastructure.

732 A

The public transport organization takes an additional role which-was originally specified as p

of the EF

by the EFC external organization. The Architecture of interdperable fare management system
described in ISO 24014.

In contra
originally
environm
organizat

selling process of IC cards is also outsourced, then the remaining rest of service provisioning functig
compriseg just the payment clearing with the(Toll Charger and the customer care.

Figure 9
EFC syste

transport|regimes. Both Public trahsport application and EFC application and common value data §

stored in

14

[ld support the re-use of existing IC card issuers including their infrastructure for relpad

s or EFC specific security means. This should not jeopardize the functionality~the IC c3
was designed for.

rchitecture of EFC systems for common payment scheme

[ environment. This does not reduce the functions of the\none-EFC roles which are play

bt to case 1, the case 2 configuration of the EFC system will include organizations wh
were not focusing on EFC but are now performing an additional role within the E
ent as specified in ISO 17573:2010, clause 5.1. This reduces the tasks compared
ons operating according to the full role allocation of the service provisioning. In case {

hows the allocation of tasks to operative entities in EFC and Public transport regimes
ms for common payment scheéime and explain the relationship between EFC regime and puh

bne IC card and can be used in EFC regime and Public transport regime.

rt.
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Figure 9 *=Task Allocation where Payment means issued in Public transport regimes pre used
for common payment schemes

The Payment means issuer should handle the customer care for questions regarding the IC card and the
reloading process.

Payment clearing process of the on-board account payment with the Toll Charger comprises just
forwarding requests and responses from the Toll Charger to the Payment means issuer and back. This
may result in assigning the rest of the customer care role to the local toll operator in addition to his
tasks relevant to the role of a Toll Charger. Therefore, the Payment means issuer (and operator of the
IC card re-load devices - where the money comes from) should directly communicate with the toll
operator for clearing the payment claim.

NOTE1 This is still strictly according to the ISO 17573 architecture. However, the assignment of roles to
operational entities cuts the main roles differently as in the system configurations according to case 1.
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The information exchange between the IC card issuers back office and the EFC operator should be

implemen

ted using one of the following options:

— using the existing interface of the applied public transport system and assigning to the EFC operator
as actor of the service provisioning role the task of converting the toll declarations to financial objects,

— using the interface according to ISO 12855:—3) and assigning the service provider role task of
converting the toll declarations to financial objects to the IC card issuer. In this case, the IC card
issuer must implement an EFC specific functionality into his back-office system.

NOTE 2

Further investigations will clarify if the currently available ADUs of ISO 12855:—3) are sufficient for i

7.4 Sys

tem architecture for Payment means issued in Electronic money regimes (Case

7.4.1 Computational architecture

As illustr

and responsibilities to entities having their main activities outside the EFC envirenhinient as specified

ISO 17573

In contraf
payment §
not modif]
will requi
including

NOTE
toaroad o
allocating
which cary
definition

According
- EFC op
the basic
conversio
requires g

742 A

The allocd
the respo
In most ¢
the IC car

Figure 10
regime fo

:2010, Clause 5.1.

t to case 1 and case 2, the case 3 overall system configuration ‘ef‘on-board account toll

W

)

hited in Figure 7, the case 3 system configuration should allow assigning EFC specific roles

in

ng

1llocates (according to ISO 17573:2010) roles to EFC environment-external entities which v

ies already the role of the toll charger. With this; the payment means issuer according to the cas
ill directly communicate with the EFC operator for the purpose of payment claim clearing.

brator interaction is actually a service provisioning internal interaction between parts
provision role (allocated to the.payment means issuer) and providing toll declaration, {
h of tolling objects to financial objects and vice versa. Hence, implementing this interact
purely financial interface'standard which is out of the scope of the suite of EFC standards

rchitecture of EFC systems for common payment scheme

tion of operationdl tasks to organisations in case 3 is similar to case 2 (see Figure 7). Howey
hsibility for the\functionality of the IC card is fully in the hands of the Payment means issy
ises this willbe an existing e-money organisation. It is also fully under the responsibility
] issuer<where and how to implement means for reloading the IC card by users.

showis the allocation of tasks to operative entities in EFC, Public transport and E-moy
" hmulti-modal payment service and explains the relationship between EFC regimes and puh

rill

y their existing concept to make it usable for EFC. Hence, the‘dse of this e-money functionalliity
Fe adapting the EFC system to their existing interfaces. These cover the OBU - IC card interface
its security policy and key management as well as the IC card issuer - EFC operator interfajce.

As already discussed in the case 2 version, the strict role allocation of all service provisioning rdles
wner external organization is not necessarily requir€d: ITn DSRC systems the “remaining” roles (when
he payment means issuer to an external organizatign) most likely will be allocated to the EFC operaltor

e 3

to the EFC architecture standard ISO 17573:2010, clause 7.2 and others, the IC card issuiier

of
he
on

er,
er.
of

ey
lic

transport regime and e-money regime. E-money applications in IC cards can be used in EFC regime and
Public transport regime.

NOTE 1

Payment claim by public transport services and fare information are fully EFC external interfaces wh

ich

should be out of the scope of this Technical Report. Similarly, Payment claim by E-money services and E-money
information are fully EFC external interfaces which should be out of the scope of this Technical Report also.

3) To be published. (Revision of ISO 12855:2012)
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nes are

The information exchange between the IC card issuers back office and the EFC operator should be
implemented using one of the following options:

— Using the merchant interface of the applied e-money system and assigning to the EFC operator as
actor of the service provisioning role the task of converting the toll declarations to financial objects.

Using an interface according to ISO 12855:—%) and assigning the service provider role task

converting the toll declarations to financial objects to the IC card issuer. In this case the IC card
issuer must implement an EFC specific functionality into his back-office system.

4) To be published. (Revision of ISO 12855:2012)
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NOTE 2  The merchant interface is the interface between the e-money terminal at the POS and the clearing
operator connected via a WAN aiming on paying the merchant who has delivered the purchased goods to the
customer.

NOTE 3 In the case of using e-money cards in EFC regimes, the merchant is either the Toll Charger (in DSRC
systems) or the entity taking the part of the responsibility of the service provider claiming to the e-money card
issuer the payment for toll declarations received from the OBE.

In case of autonomous systems, the Toll Charger should assign the delivery of context data to the OBE
to an external organisation or manage this by its own. Again this is still part of the role of the service
provisioning.

8 Congdlusions and recommendations

8.1 General

This clauge summarises the consideration, results and recommendations for existing EFC standatds
and other|recommendations for common payment scheme for multimodal transpert service.

The EFC grchitecture standard, ISO 17573, defines the role model and the intetractions for Toll charging
environmpnts. It is, however, restricted to determine the amount to be_ charged for the use of toll
domains gnd to issue appropriate payment claims. Hence, the payment iricluding the actual money flpw
is out of itp scope. The payment to the Toll Charger is assumed to be state-of-the art based on businesq to
business interactions. The payment from the User to the Toll Service Provider is seen as part of the rple
service pijovisioning and is not outlined in detail. In case prepaid-payment means is a payment optjon
for users, [the toll service provider may define it either according to its own requirement or re-using|an
existing ohe which may be compatible with other application§’like public transport or even e-money.

Issuing arnjd operating of payment means which has an;important role to apply EFC architecture to Qn-
board-acdount EFC system is explained in clause 5. Wien implementing On-board-account EFC systqm,
explanatipn of the Action diagram of Payment means issuer becomes important like other entitieg in
EFC envirpnment. For clearly identifying this;¢latuse 6.3 explains the diagram of Adding and Claimng
of Payment means issuer which is a role of Service providing in the EFC environment.

In claused 6 and 7, Computational architecture and EFC systems for a common payment scheme for
three casgs, which describe Paymentineans in On-board-account EFC system, concretely was explairled
to identify undefined interfaces imEFC architecture or interactions with outside of EFC regime.

For real ijnplementations allewing the use of prepaid payment means, however, some specific detailed
requirem¢nts must be spegified. These EFC specific requirements are currently not standardised.

This lead$ to the need’of some additional standardised EFC specific interface definitions specify|ng
the data elements reguired to handle the EFC payment process observing the security, the privacy dnd
interopergbility with other applications like public transport or even e-money.

8.2 Majnfindings

To realize the common payment between EFC and the public transport, it is necessary to develop
the following interfaces and information exchanges in the three cases of the Payment means issuer
described in clause 7.

The reloading can either take place directly with the ICC or via DSRC, and therefore the following two
interfaces are distinguished:

— Interface between Payment means (the ICC/hardware directly) and Payment Means Issuer, where
new definitions will concentrate on specifying the use of existing and standardised payment means
interfaces when used in EFC systems;

— Interface between Payment means and OBU, as described in 6.2.2, is an essential part of pre-
payment EFC systems.
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ISO 14906 defines the DSRC application interface including a reloading function in form of the

In addition, it is necessary to clarify the following requirements for real systems that are the
prerequisites of information exchange before introducing a common payment system, though some

rel

ating standard exist but it is out of scope of these standards.

Requirements for security with the focus on re-using the existing security means o
payment means when used in an EFC environment. E.g. hot-listing operations are assum

NO
NO

NO

NO
CE

NO

NO

NO

transmissieh protocols and message sets for EFC.

part of the security requirements.

TE3  Requirements for payment media are described in Payment Card Industry Data Security St

TE 4  ISO/TS 19299 describes the security framework including payment means.

TES5 ISO/TS 17574 describes the security protection profile of on-board accournt ising payment

Requirements for Payment means with the focus on required additionalfeatures of existin
means allowing their use in EFC systems.

Requirements for Clearing between other EFC regimes establishing an interoperable E
when using common payment means, e.g. currency convepsiod issues. In the case of pre
as the specific currency is stored in the payment media, aproblem of conversion occurs g
of charging varying in the currency. This is an operational issue that requires the agre
the clearing between operating companies in the aréa-varying in the currency. In the ca
payment, the payment service provider will be able to do the processing just like a c
company performs processing of currency conversion at payment after delivery.

Identification of existing payment means-related standards to be taken into account
specifications or standardisation works.

TE 6  EFC interoperability pre-payment requirements (for central and on-board accounts) are d
N/TR 16092, but not for post-payment 6n*board accounts.

TE7  TheISO 12812 series deseribes mobile payment including e-money services.

TE8 The EMV suite of specifications defines payment cards and associated devices.

with payment means on basis of existing standards. Requirements for EFC application
definitions whiehare defined in ISO 14906 and three types of accessing methods are de
ISO/TS 25140,

TE9 ENV' 14062-1/2 define the IC card interfaces, physical characteristics, electronic s

NO
co

e ISO/IEC 78

f existing
ed to be a

andard.

means.

b payment

FC cluster
rpayment,
t the time
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se of post-
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bscribed in

Requirements for OBU-specifications. E.g. OBU has to be specified to communicate and confmunicate
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scribed in

gnals and

5 describes

TE10 Th 16 series describes contactt C 14443 serie
a AXN inte ace _and the 0 l_gll-

face.

8.3 Recommendations for the EFC architecture standard (ISO 17573:2010)

In order to define the EFC architecture using the payment means more clearly, in new revisions of
ISO 17573, the payment means should be included in the information viewpoint.

IS0 17573:2010, clause 5.1 and Figure 1, defines what is inside and what is outside an EFC environment.
These definitions should be extended in a way that e.g. financial systems may take roles defined as
being part to the EFC environment even if it is not the main business of these entities.
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Because it is most likely that in actual implementations of on-board account EFC systems the actors for

the Servic

e Provisioning roles are including:

— payment means issuing,

— opera

— opera

ting the re-load machines, and

ting the on-board account payments with the Toll Charger.

These might be assigned to non-EFC specific organisations and the interfaces between them when these
are outside of Toll charging environment and has interaction with Toll charging environment. And the

EFC speci

The expaJ;)ded EFC architecture was described in clause 6.2, and the new additional action diagra
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e describes undefined interfaces in EFC architecture using Common, payment media 4
ins security in EFC architecture using Common payment media andrequirements regard
nd specification in terms of Payment means in interoperable regime, and the need of {
ion of requirements on the interface.

b define the EFC architecture using the Payment media more‘clearly, it is required defining
ent means and following interfaces including message sets.

pplication interface for reloading

ace between Service user (payment media) and Payment Means Issuer because paym
1 and this issuer are important actor for on<board account EFC and have important roleg
nvironment.

ing application data exchanges. Basé standards relating to these interfaces are described
b 8.2. In addition, the following spécifications are necessary:

hyment data elements,

eload data elements.

formation exchange between Toll service provider and Payment Means Issuer

ace betweefivPayment Means Issuer and Toll Service Provider in service providing. T
Ace is miner but important for on-board account EFC.

hyment'claim focussed on the data elements collected during the merchant interaction.

ms

nd

ng
he

of

aces between payment means and reloading device and between payment means and OBU

his

— P

hyvment re-using existing ADUs and security means.

8.4.3 Requirements of Payment means for EFC use

Following rearrangement of requirements and study of interfaces and information exchanges will be
necessary to realize the common payment in Multi-modal transport services.

— Requirements for security. These are described in clause 8.2.

20
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— Requirements for Payment means. These are described in clause 8.2, and additionally the following
definitions are necessary for EFC operation in case of on-board account using payment media.

— Data Definitions for EFC Application in the Payment media.

— Requirements for Clearing between EFC regime, Public transport regime and E-money regime. These
requirements should be contract issues among relating actors, these are described in clause 8.2.

— Requirements for OBU specifications. The OBU should support the required interface for accessing
payment means, as described in clause 8.2.

NOTE CEN/TR 16092, Electronic fee collection - Requirements for pre-payment systems was published in 2010.
If 4 new ISO standard was to cover similar issues, it should seek to take into account this TR and\ref¢rence to it
whlenever appropriate.

© IS0 2015 - All rights reserved 21


https://standardsiso.com/api/?name=65a1472562e41a056ae4ccf2ce00bf6a

ISO/TR 19639:2015(E)
Annex A
(informative)

Various EFC systems

Detailed comparison of EFC systems in Asian countries is shown on Table A.1.

Table A.1 — Comparison of various EFC systems

Region
Item Europe Asia
(ETC, HGV, RUC) Japan ETC | Korea ETC Malaysia ETC | Singapore ERP
1. EFC DSRC based EFC DSRC based EFC
method Autonomous system (Autonomous system - in-Future)

Central account
2. Account] On-Board account

method (Notel)
3. Paymen} Debit or credit from Prepaid card Prepaid card
' hod user’s account in Credit card Prepaid card

metho centre system Credit card Post pay card
Service provision, Toll road oper- | Toll road@pera- Financial relatg¢d

fr;eP;r}lIsment banks or toll road ators tor,Banks | Transport related company

issuer operators (Payment | Credit card com- | Grédit card com- company Transport relatpd
means=0BU) panies panies company
Service provision, OBU dealers )

1555?159 banks or toll road OBU dealers Toll rg?;iroper Toll road operafor
operators (Note 3)
Service provision (or

l61.o?d]i[r] User) User User User User
(Note 4)

7 Toll paver Payment means Payment means | Payment means | Payment means | Payment mears

’ pay holder, Vehicle-owrier holder holder holder holder

8. Common

payment S YES YES

with publig (Note2) (Note5) Yes Yes

transport

NOTE1 [ImAustria and France, on-board-account using OBU is operated for several toll roads.

NOTE 2 The IC card for EFC which is the uniform standard in Japan is not available in public transport,
however, at some rural toll road the public transport IC card is used.

NOTE 3 OBUs are sold at automobile dealers and auto-supply shops, and at the same time, the OBU sellers
conduct registration of the automobile inspection certificate.

NOTE4 Insome road route, OBUs are sold.
NOTES5 InKorea, the new IC card available in both public transport and EFC is being planned.

NOTE6  The Chinese ETC market employs an on-board account payment model. The Chinese ETC model is
similar to the other Asian countries in Table A.1.
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B.IKoreanm EFCmodel
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Thie “reloader” is the equipment to recharge the prepaid:¢ard and is installed in the service g

ex

The function of the Clearing Centre is different frtem that of the so-called Clearing House

Pa
frg

Ea
actl

ISO/TR 19639:

Annex B
(informative)

Examples of EFC systems using payment means

2015(E)

e ETC in Korea began full scale operation in 2005 and is available now on expressways of
intry. The payment of the fee is done without stopping the car through an IC eard’ callg
'd inserted into the on board equipment, and the same IC card can also be used’for one sf]
thod called “Touch & Go.”

e payment card has three kinds according to the publisher as follows.
Case 1: Cards published by the KEC (Korea Expressway Corporation) - Prepayment.
Case 2: Cards published by the Bank - Prepayment.

Case 3: Cards published by the credit card company -Postpayment.
bress way and the main service point in the city.

yment Claim data for each Card Issuer based.on the Toll Declaration data (Debit Trx Data]
m the Toll Charger. It is a function same as\the Japanese Consolidated Center.

Ch payment from Card Issuer to respective Toll Charger is processed via Bank which doe
ive role in EFC and may be deleted in'the Figure B.1.

Paymentt-:n Ea nk &

Payment

Card Issuer- I e ClearlngCEnterl (Bank) “ I

& Debit __,a"
i Dt o Payment to

*"" Tu:uII Charger

Reload

the whole
d Hi-Pass

op paying

rea of the

it makes
collected

E not have

Trx Data
Reloader Toll Charqer

©lI

I'-.Iu::te
*: Gov't owned expressway (KEC)

and

Reload i Private expressway & local road operators
Reload d
Trx Data *2: Settde claim and payment processes
Card between Card Issuer and Toll Charger in
|=sue I User bac kground
R et s i s R = {OBEACC)

Figure B.1 — Korean EFC model
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B.2 Japanese EFC model

B.2.1 Overview

Full-scale operation of the Japanese ETC began in 2000 and the ETC is available now on expressways of
the whole country. The payment is performed by inserting the chip card called an ETC card published
by credit card companies into the on board equipment of the vehicle.

Figure B.2 is the UML actor’s role described in the Annex E of ISO 17573:2010.
o

anagement of the to
charging environment

Trusted third
party roles

Provision of
the toll service

i Pre-billing
PETRIT operator roles
ethoddq rol
Issuer of
OBE roles

Chargﬁg of the toll

Se rvice Enforcement
& \provider roles operator roles

Use of the serviges

R
|7 OBE roles

Vehicle roles

Figure B.2 — UML actor’s roles in the new model in ISO 17573:2010

In the cade the Payment means issuer (Card issuer) is newly added, the process flow is as shown
Figure B.3.
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System overview Certification\ \Request Certification

(( O
Figure B.3 — Japanese EFC model <S%@(change trust objects

Q

Pre-billing operator is a central system mana§¥1ointly by the Toll Chargers, and as in the case of
the¢ Korean Clearing Centre, it prepares for ever&? rd Issuer the Payment Claim data based ¢n the Toll
Defclaration data collected by the Toll Charge&\e.

Eafh payment from Card Issuer to respective Toll Charger is processed via Bank which is hot in the
Figure B.4 because it does not have apete role in EFC.

o

Payment claim

Payn%n%S; im

O
&

*1: Coalition centerofToll Chargers

*2: Major expressway companies and
local toll road operators

*3: Credit card companies and others

T
Informatio Receipt

Indicate a toll fare equest

and record a receip
information

payment

Financial objects (invioice)

Figure B.4 — Japanese EFC model of Claim payment
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B.2.2 Exchange trust objects

Management EFC system overview authorizes a new Payment means issuer when new Payment means
issuer requests participating into toll environment, and generates new issuer number for the new
payment means issuer.

Management EFC system overview distributes updated issuer number as system overview information
to all actors in toll environment. Refer to Figure B.5.

Provision Charging Management
Pre-billing Managing Trust Payment means issuer Toll charger EFC system oyerview
operptor relations

Request

Certification
Request to add into
toll environment

Fﬁuthurize of nev.j

kPa;y'n:Ent means 1ssuer

Certification i
” ﬁ?.e sponse of Cerﬁficaﬁon]
Receive aly
certification .8 l
[Update system ove I‘L‘iE,“'J

System over view |

I

Receive |p system Recelve a system Receive a system Beceive a system
overview| overview. overview. overview.

Send security é)
information for
interoperability.
Trust Objects
v
@eceive security | || Receive security information,
information, and | [l and implement inte RETU

\i_mple ment into IC Card &

O

Figure B.5— Exchange trust objects involving Payment means issuer

B.2.3 Claim payment

Figure B.q is’the sequence flow of the Claim payment.

Toll Charger(s) sends payment claim to Pre-billing operator in an agreed frequency (e.g. tour time per
month).

Pre-billing operator calculates individual due amount for each Toll Charger, and reports divided due
amount to Toll Charger. And Pre-billing operator sends Invoice to Payment means issuer(s) separately.

Payment means issuer(s) pays due amount according to Invoice to each Toll Charger. After this payment,
Payment means issuer(s) has a responsibility to collect all user bills from User.
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Provision

Pre-billing operator

Pavment means izsuer

Charging
Toll chargeris)

Management

EFC system overview

!

Make Payment claim
from stored Charging data

Payment claim

L3

[Receive Invoice

'

Calculate individual
due amount for each
Toll Charger

'

y
)

due amount report

Fiacal olgectz
(Dvided due amount)

Send Payment claim ]

Eend result of divided

[Send Invoice v

pice

[Pa;rmentm Toll Ch arger]

Receive Invoice

!

.

Send User bill tod Neer
and collect.

5

. [ Receive individual due
amount report

Fizcal ohjects,
(Money Tramsfer)

Receive payment

Figure B.6 —Claim payment for service usage involving Payment means issuer
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