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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
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Introduction

In order to significantly strengthen DEA (Data Encryption Algorithm) and extend its useful lifetime, the use of
Triple Data Encryption Algorithm (TDEA) modes of operation has been recommended. These TDEA modes of
operation not only provide greatly increased cryptographic protection, but because they are based on DEA,
the TDEA learning curve for users and vendors is reduced. Since certain TDEA modes of operatjon can be
mgde backward compatible with existing DEA modes of operation, the financial community may_ lg¢verage its

Eaph mode of operation provides different benefits and has different characteristics. The| selection,

acgeptance posture, and operational needs of the financial institution and are beyond the scqpe of this
Teghnical Report. This Technical Report is necessary to provide the basisfor “interoperability between
different parties using any of the TDEA modes specified herein, provided that‘they use the same mode of
operation and share the same secret cryptographic key(s).

Thfs Technical Report does not replace the Data Encryption Algerithm Standard nor the Triple Data
Engryption Algorithm specified in ISO/IEC 18033. DEA is the basis for'the TDEA modes of operafion. TDEA
prqvides increased security in keeping with advances in computing.technology and cryptanalytic techniques.
TDOEA may be implemented in hardware, software or a combination of hardware and software.

Thfs Technical Report provides implementation guidelines for the modes of operation specified in
ISQ/IEC 10116.

It i$ the responsibility of the financial institution toput overall security procedures in place with the|necessary
controls to ensure that the process is implemented in a secure manner. Furthermore, the process| should be
auglited to ensure compliance with the procedures.

© 1SO 2005 - All rights reserved \
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s Technical Report provides the user with technical support and details for thé’safe an
blementation of the Triple Data Encryption Algorithm (TDEA) modes of operation for the

Ciphering and deciphering operations. The modes described in this TechnicalsReport are imple
the block cipher modes of operation specified in ISO/IEC 10116 using the Triple DEA algorith
bcified in ISO/IEC 18033-3.

e TDEA modes of operation may be used in both wholesale and retdil financial applications. The
chnical Report provides the basis for the interoperability of products and facilitates the deve

er ISO standards using DEA.

Normative references
b following referenced documents are indispensable for the application of this document.
brences, only the edition cited applies. Foer*undated references, the latest edition of the
cument (including any amendments) applies!

D/IEC 10116, Information technology=== Security techniques — Modes of operation for an n-bit bl

D/IEC 18033-3, Information tethnology — Security techniques — Encryption algorithms — Pa3
hers

D/IEC 9797-1, Information technology — Security techniques — Message Authentication Codes
It 1. Mechanisms using a block cipher

Terms and definitions

- the purposes of this document, the following terms and definitions apply.

d efficient
enhanced
d for both
mentations
m (TDEA)

use of this
opment of

blication standards that use the TDEA modes of operation. This<Technical Report is intended for use with

For dated
referenced

bck cipher

rt 3: Block

(MACs) —

3.1

birthday phenomenon
phenomenon whereby at least two people out of a relatively small group of n people will likely share the same
birthday

EXAMPLE: when n = 23, the probability is over ¥2. Generally, if one randomly picks up a number from m possible numbers
with replacement, the probability to get at least one coincidence in n experiments (n < m) is approximated by:

p= 1-— e—n2/2m

In the above experiment, the expected number of trials before a coincidence is found is approximately (mm/2)"2. It implies
that for a 64-bit block encryption operation with a fixed key, if one has a text dictionary of 232 plaintext/ciphertext pairs and
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232 blocks of ciphertext produced from random input, then it should be expected that one block of unknown ciphertext will

be found in

3.2
block

the dictionary (see [11]).

binary string

EXAMPLE: a plaintext or a ciphertext, is segmented with a given length. Each segment is called a block. A plaintext
(ciphertext) is encrypted (decrypted) block by block from left to right. In this Technical Report, for TCBC, TCBC-I, TOFB,
TOFB-I modes, the plaintext and ciphertext are segmented into 64-bit blocks, while for TCFB and TCFB-P modes, the

encryption and decryption support 1-bit, 8-bit and 64-bit plaintext and ciphertext block sizes.

3.3
bundle
collection

NOTE

3.4
ciphertexi
encrypted

3.5

clock cyc
time unit
DEA functi

3.6
cryptogra
process g

bf elements comprising a TDEA (K) key

enciphered) data

e

onal block

phic initialization

commencgment of encryption or decryption

3.7

cryptographic key

key

parameter|that determines the transformation from plaintext to ciphertext and vice versa
NOTE A DEA key is a 64-bit parameter/consisting of 56 independent bits and 8 parity bits.
3.8

cryptoperjod

time span during which a speeific (bundle of) key(s) is authorized for use

3.9

data encryption algorithm

DEA

algorithm gpecified in ISO/IEC 18033-3

NOTE

3.10

A bundle may consist of two elements (k;,k,) or three elements (k,,k,,ks3).

sed in this Technical Report to define the time period for€xecuting DEA operation once by d

f entering the initialization vector(s) into theS“TDEA to initialize the algorithm prior to

ne

the

The term “single DEA” implies DEA, whereas TDEA implies triple DEA as defined in this Technical Report.

DEA encryption operation

encipherin

3.11

g of 64-bit blocks by DEA with a key K

DEA decryption operation

decipherin

g of 64-bit blocks by DEA with a key K
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3.12
DEA functional block

that which performs either a DEA encryption operation or a DEA decryption operation with a specified key

NOTE In this Technical Report, each DEA functional block is represented by DEA/..

3.13
decryption
process of transforming ciphertext into plaintext

3.14
engryption

ptographic

=}

de ay between the presentation of a plaintext block to a TDEA mode and the availability of the resulting

AMPLE?f the additions or deletions can be detected, and if the appropriate number of bits can be deleted
CIphertext SO that the block boundarles are re- establlshed correctly stamng at block C, such that the

3.21
self-synchronization
automatic re-synchronization

blocks

or added to
succeeding

EXAMPLE: the TCBC mode exhibits self-synchronization in the sense that if an error (including the loss of one or more
entire blocks) occurs in ciphertext block C; but no further error occurs, then C,,, and succeeding ciphertext blocks are

correctly decrypted to P,,, and succeeding plaintext blocks (see [11] and [12]).
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https://standardsiso.com/api/?name=02b36c88cba6021eaae67849d65f8300

ISO/TR 19038:2005(E)

3.22

synchronization

where, for a plaintext with blocks P4, P,, ...

foranyi, 1 <i<mn, Py, Py, ... P, can be correctly decrypted from C,, C,, ... C,.

NOTE

then synchronization is lost.

4 Symbols and abbreviations

C;

cl)
Cj’l
CBC

CFB

O

OFB

P, if it is encrypted as a ciphertext with blocks C4, C,, ... C,, then

If some error occurs in the transmission of the ciphertext or if some bits are added or lost from the ciphertext,

i-th ciphertext block consisting of k& bits, where k£ = 1, 8, 64.
j-th ciphertext substream in TCBC-I mode.

i-th block in j-th ciphertext substream.

Cipher block chaining.

Cipher feedback.

A DEA decryption operation with key "Kj".

The data encryption algorithm specified in ISO/IEC 18033:3.
j-th DEA functional block.

A DEA encryption operation with key "Kj".

Electronic codebook.

i-th input block of encryption operation consisting of 64 bits in TCFB, TCFB-P, TOFB, 4
TOFB-I modes of operation.

Index of blocks.
Initialization vector.

Index of functional blocks, index of keys, and index of plaintext substreams (ciphert
substreams).in TCBC-I.

A given/tounter value of a clock cycle. It is for describing the actions of each DEA functio
block at-t = h -1, t = h, and t = & + 1. In the interleaved or pipelined mode, # is used
deseribe at clock cycle 1= 3(h — 1) +,j = 1, 2, 3, the simultaneous actions of three functio
blocks. In the interleaved mode, % is used as an index of blocks for tripartition of a plaintext.

nd

ext

hal
to
hal

Size of blocks, a parameter for shifting functions S,, k = 1, 8, 64.

Cryptographic key.

Number of blocks in a plaintext.

i-th output block of encryption operation consisting of 64 bits in TCFB, TCFB-P, TOFB, and

TOFB-I modes of operation.
Leftmost k bits of O,, k =1, 8, 64. When k = 64, {O}, = O,.

Output feedback.
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P; i-th plaintext block consisting of & bits, where k= 1, 8, 64.

P) j-th plaintext substream in TCBC-I mode.

Pj‘i i-th plaintext block in j-th plaintext substream.

S, “k-Shifting” function, defined as follows:
Given a 64-bit block | = (iy, iy, ..., ig4) @and a k-bit block C = (cq, ¢y, ... ¢;) Where k = 1, 8, 64,
the shifting function S(I | C) produces a 64-bit block:
Si(I'| C) = {it+1» ke ---» igas C1> Co, ... C1}
where the bits of | have been shifted left by k places, discarding iy, iy, ....J; and placing the &
bits of C in the rightmost k places of |. When £ =64, S;(1 | C) = C.

t Counter of clock cycle starting from 1.

TgBC TDEA cipher block chaining.

TaBC-I TDEA cipher block chaining-interleaved.

TJFB TDEA cipher feedback.

TJFB-P TDEA cipher feedback-pipelined.

TOEA Triple data encryption algorithm.

THCB TDEA electronic codebook.

TQFB TDEA output feedback.

TQFB-I TDEA output feedback-interleaved.

X@Y “Exclusive-or” operation of X and Y.

XY Concatenation of X and Y.

[X] Length of binary string X.

5 | Specifications

5.1 TDEA'encryption/decryption operation

In |this) Technical Report, each TDEA encryption/decryption operation is a compound operatign oftDIiA

enCryptionm and decryption operations as _specified 1 ISOAEC18033-3The foifowing operations are to be

used in this Technical Report.

a)

TDEA encryption operation: the transformation of a 64-bit block | into a 64-bit block O that is defined as

follows:

O = Eg3(D2(Ex4(1))-

TDEA decryption operation: the transformation of a 64-bit block | into a 64-bit block O that is defined as

follows:

O = Dk1(Ex2(Dks(1))-

© 1SO 2005 - All rights reserved
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5.2 Keying options

This Technical Report uses the following keying options for the TDEA key.

a) Keying Option 1: K1, K2 and K3 are independent keys;

b) Keying Option 2: K1 and K2 are independent keys and K3 = K1;

c) Keying Option 3: K1 = K2 = K3.

NOTE

5.3 TDE

This Technical Report discusses:

a) TDEA
b) TDEA
c) TDEA
d) TDEA
e) TDEA
f) TDEA
g) TDEA
These are
ISO/IEC 1

propagatio
modes are

5.4 Bac

In this Tec
with a proyf

a) anen
correg

b) an en
correg

1 H £ o 4 deael HS <l 4o 4 dlo £ 4l o TN A 4 fotlo ot o f N A
ey OPtOIT I TS TTUTTCLOUIMTTITCTIOC U S TS OSTTCUTLT S UTC SUTCTIUT UT UTC T AT UpPCTatumT U UTat OT D7

A modes of operation

Electronic Codebook Mode (TECB);

Cipher Block Chaining Mode (TCBC);

Cipher Block Chaining Mode — Interleaved (TCBC-I);
Cipher Feedback Mode (TCFB);

Cipher Feedback Mode — Pipelined (TCFB-P);
Output Feedback Mode (TOFB);

Output Feedback Mode — Interleaved (TOFB-)).

provided.

kward compatibility

hnical Report, a TDEA made of operation is backward compatible with its single DEA counterpar
er keying option for(FDEA operation,

crypted plaintext computed using a single DEA mode of operation can be decrypted correctly b
ponding TDEA mode of operation;

crypted—plaintext computed using a TDEA mode of operation can be decrypted correctly b
ponding single DEA mode of operation.

When using

triple DEA implementations of the ECB,~CBC, CFB, and OFB modes of operation specified in
D116. For applications in which high TDEA-encryption/decryption throughput is important or in which
n delay must be minimized, the new(interleaved (for TCBC and TOFB) and pipelined (for TCKB)

pif,

y a

irgle

DEA modes of operation ECB CBC CFB OFB respectively. It should be noted that backward compatibility

with single

5.5 Sch

DEA reduces the security of the TDEA mode to that of the single DEA mode.

edule of DEA functional blocks

In this Technical Report, one clock cycle is defined as the time period for a DEA functional block to perform
Ex(I) or Di(1). In a schedule of DEA functional blocks, O = Ex3(Dko(Ek4(1))) is broken down into three actions.
Each action is finished in one clock cycle by a functional block. The following table shows the schedule for

three DEA

functional blocks in performing Ey3(Dyo(Ek4(1)))-
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Input DEA, DEA, DEA, Output
t=1 I Ex4(1)
t=2 Dyo(Ex4(1)
t=3 Ex3(Dyo(Exq(1))) 0

5.6 Improving throughput and minimizing propagation

As[i5Sshown In 5.5, a vali output block, O, is produced only after the Input block, I, has propagated
thrpugh the three individual DEA functional blocks. That is, it takes three clock cycles to get the-gutput. Within
each clock cycle, only one DEA functional block is actively encrypting/decrypting data. This cgnfiguration
prqvides the slowest throughput speed and greatest propagation delay.

=

In |lorder to improve the throughput and minimize the propagation, interleaved @nd pipelined [modes of
operation are provided. They are TCBC-I, TCFB-P, and TOFB-I modes. In an interleaved mode, thHe plaintext
sequence is split into three subsequences of plaintext. The encryption can be-done simultanegusly. In a
pipelined mode, the encryption is initiated with three Vs at three clock cyclés so that after initialization, the
three DEA functional blocks can process the data simultaneously.\The interleaved and| pipelined
configurations are intended for systems equipped with multiple DEA processors.

In & mode of operation, which is interleaved or pipelined, a schedule defines simultaneous actions [of multiple
DHA functional blocks within each clock cycle.

5.7 Keys and initialization vectors

The following specifications for keys and initialization“vectors shall be met in implementing the TDEA modes
of pperation.

a) | For all TDEA modes of operation, the three cryptographic keys (K4, K, K3) define a TDEA key bundle.
The bundle and the individual keys shall:

1) be secret;
2) be generated randomly;

3) have integrity whereby each key in the bundle has not been altered in an unauthorized mgnner since
the time it was_genherated, transmitted, or stored by an authorized source;

4) be used.in the appropriate order as specified by the particular mode;

5) be<«Considered a fixed quantity in which an individual key cannot be manipulated while leaving the
other two keys unchanged;

6), * cannot be unbundled for any purpose.

b) Vs shall meet the following attributes:
1) for TECB, no IV is used;
2) for all modes using IV(s), the IV(s) may be public information;

3) in the cryptoperiod of a given bundle of keys, a new IV or three new IVs shall be generated whenever
the encryption process is reinitialized.

© 1SO 2005 - All rights reserved 7
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Three keying options are defined for TECB mode as described in Section 6.2.

6.1.1.2

Input:

TECB encryption

Py, Py, ... P; [P, = 64.

— Output: C4,C,, ... C,; |C;| = 64.

¢) IVs shall be generated by one of the following methods, which are given in order of preference:
1) generate randomly or
2) use values of a monotonically increasing counter such that the values will not be repeated during the
cryptoperiod of the keys.

d) When three IVs are required, then generate IV by method 1) or method 2) in item c) such that
1) IVy =1V,

2) I, =1V, + R mod 264, where R; = (5555555555555555);
3) I\3=1V4+ Ry, mod 264, where R, = (AAAAAAAAAAAAAAAA).

— In the[above equations for IV, and IV, the binary strings or hexadecimal strings are converted to integgrs.
The dperation is integer addition modulo 264. The operation results shall be converted back to binfry
string$ or hexadecimal strings.

— When|the IV is generated by method 2), i.e. values of a monotonically increasiiig counter are used, theg IV
value| once converted to an integer, shall be smaller than Ry. R, is considered as the integer converfed
from (p555555555555555).

5.8 Input and output

For the ingut and output of the TDEA modes of operation, the follewing specification applies.

a) The ipput and output of a TDEA operation are 64shit blocks. For TCFB and TCFB-P modes, the
plaintgxt/ciphertext block size may be 1 bit, 8 bits, :0r’64 bits. For TECB, TCBC, TCBC-I, TOFB, TOHB-I
modes, the plaintext/ciphertext requires complete data blocks of 64 bits for its operation. Blocks of lgss
than @4 bits require special handling, which is nat-addressed in this Technical Report.

b) As knpwledge of intermediate results reduces the strength of the TDEA to that of DEA, implementations
of any TDEA mode of operation should €nsure that the intermediate results between the different DEA
functipnal blocks are not revealed. dhus to protect against attacks on the device implementing TDEA the
device itself must be a physically(secure device and must not reveal intermediate results.

c) The irfitial output data shall be)suppressed because it is invalid and may create a security risk if revealgd.
Each mode of operation shall specify how many bits of output should be suppressed.

6 TDEA modes. of operation

6.1 TDHEA electronic codebook mode of operation

6.1.1 TECB definition

6.1.1.1  General

© 1SO 2005 — All rights reserved
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Fori=1,2,...n,do

1) C; = Exa(Dka(Ek1(P));
2) Output C..
The TECB encryption is shown in Figure 1.

Suppose that three DEA functional blocks, DEA;, DEA,, and DEAg3, are simultaneously clocked. Let DEA,
perform the E,4 operation, DEA, perform the Dy, operation and DEA; perform the Ey5 operation. At each
Clopk—eyele—each-DEA—performs—the—specified—ope ioR—with—the—inp or—BEA——(or uffer) and
passes the result to DEA,, 4 (or output buffer). Table 1 shows how three DEA functional blocks afe)scheduled.

At [the first two clock cycles, the 128-bit output of the TDEA should be suppressed since valid-odtput is not
praduced.

Table 1 — Schedule of TECB encryption

Clock Input DEA, DEA, DEA3 Qutput

r=1 P, Exq(P) idle idle N/A

t=3 P3 Ek1(P3) Dk2(Ex1(P2)) Ek3(Dka(Ek1(P1)) Cq

t=4 Py Ek1(P4) Dk2(Ex1(P3)) Exk3(Dka(Ex1(P2)) Co

t=h Py Ek1(Pp) Dk 2(Ek1(Pj—1)) Ek3(Dka(Ek1(Py-2))) Ch2

t=n Py Ek1(P,) Dk2(Ek1(Py—1)) Ek3(Dka(Ek1(P,-2))) Cy2
t=n+1 N/A idle Dy (E1(P,) E3(Do(Exct (P,_1) C, 1
t=n+2 N/A idte idle EK3(DK2(EK1(PI’1))) n

Fof example:

If {he plaintext to be enciphered is “Now is the time for all good men” which when encoded iph ASCII is
regresented in hexadecimal as:

X'"4ECFU/72069732074 68652074696D6520 666F7220616C6C20 676F6F64206D654E"’

is ¢nciphered“using TECB mode with Key X'0123456789ABCDEFFEDCBA9876543210" the following results.

© 1SO 2005 - All rights reserved 9
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Table 2 — Example of TECB encryption

Clock Input DEA, DEA, DEA, Output
P
! Ex4(Pq)
t=1 K1t 1 idle idle N/A
4E6F 772069732074 3FA40E8A984D4815
=2 2 Zz D652 Fri(P) PcalEict(Po)) idle N/A
6865 070696 65 6A271787AB8883F9 | OEF220F064194595
t=3 PS EK1(P3) DKZ(EK1(P2)) EKB(DKZ(EK1(P1))) C1
666F7220616C6C20 | 893D51EC4B563B53 | 174B332E073DESAF | D80AOD8B2BAESE4E | DSOAODS8B2BAESE{IE
t=4 P4 EK1(P4) DKZ(EK1(P3)) EKS(DKZ(EK1(P2)) C2
676F6F64206D656E | 73C1ADB2171F7894 | 47B3F7FOE82E1F35 6A0094171ABCFC27 | 6A0094:171ABCFC27
t=5 N/A idle DKZ(EK1(P4)) EK3(DK2(EK1(P3))) C3
7A1E4ABD1DA455C6 | 75D2235A706E232C 75D2235A706E232C
Era(Dyo(Ey (P C
=6 N/A idle idle k3(Pia(Exa(Pe) 4
41B637F9AB83FFD4 | 41B637F9AB83FF)4
6.1.1.3 [TECB decryption
— Input{C4, C,, ... C,; |C,| = 64.

— Outpyt: Py, Py, ... P,; |P,| = 64.

Fori=1, 2

1) P

2) d

The TECB|

Suppose that three DEA functiopal-blocks, DEA,, DEA,, and DEAg3, are simultaneously clocked. Let DH

perform th
clock cycl
passes the
At the firsf
produced.

, ..., n, do
= Dx1(Eko(Dg3(C))));
utput P,.

decryption is shown in Figure:d.

p, each DEA]. performs the specified operation with the input from DEAH (or input buffer) 3
result to DEA ¢3\(er output buffer). Table 2 shows how three DEA functional blocks are schedul
two clock cycles, the 128-bit output of the TDEA should be suppressed since valid output is

A

e Dys operation, DEA, perform the Ex, operation, and DEA; perform the Dy, operation. At egch

nd
ed.
hot

10
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P, C,
TDEA |Encrypt TDEA |Decrypt
DEA, DEA,
Eki Dys
DEA, DEA,
Dko Ekz
y
DEA, DEA;
Eks D1
y y
C, P,
Encryption Decryption

Figure 1 — TDEA electronic codebook

Table 3 — Schedule of TECB decryption

Clock Input DEA, DEA, DEA, Dutput
r=1 Cy Dy3(C1) idle idle N/A
t=2 G, Dy3(C2) Ex2(Dks(Cy)) idle N/A
t=3 Cs Dk3(Ca) Ex2(Dks(Cy)) Dk +(Ek2(Dk3(C4))) Py
t=4 Cy Dk3(Ca) Ex2(Dk3(Cy)) Dk1(Ex2(Dks(C2))) P,
1=nh 7 DR B OaCrn BB BratCr2 Py2
t=n C, Dks(C,) Ex2(Dks(C,-1)) Dk +(Ex2(Dks(C,-5))) P2

t=n+1 N/A idle Exo(Dks(C,)) Dy1(Ex2(Dks(C,-1))) n—1
t=n+2 N/A idle idle Dy (Exa(Ds(C,))) P,

© IS0 2005 - All rights reserved 1
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6.1.2 TECB properties

a) When the three keys are set to be the same (see Keying Option 3), the TECB mode of operation is
backward compatible with the single DEA ECB mode using the same key.

b) In TECB decryption, a single bit error in a ciphertext input block C; will result, upon decryption, in a
maximum of 64 bits of error in plaintext block P,. The average error rate for such a plaintext block P; will
be 50 %. However, there is no error propagation to other blocks, i.e. the plaintext error brought about by

C, onl

c) Synchronizationisrequiredforthe TECB mode-

If less|than 64 bits are added or deleted in a ciphertext block C;, then synchronization will be lost(lf-the
additiIns or deletions are detected and if the proper number of bits are removed from or added'to C,, tf

cryption may be re-synchronized such that, except for P,, the succeeding decryptediblocks gare
corregt. Otherwise, the decryption of C; and succeeding decrypted blocks are all in error,

the d

y occurs in P;.

bit
en

If one|or several entire blocks are lost or added, then the same number of blocks 4S.lost or added in the

decry
if no fi

d) As fo

data
plaint

varialjility or the data consists of a single block.
e) TECBH|is a block method of encryption, and therefore reqtiires complete data blocks of 64 bits for

operation. Blocks of less than 64 bits require special handling, which is not addressed in this Techn
Report.

6.2 TDEA cipher block chaining mode of operation

6.2.1 TCBC definition

6.2.1.1

This mode of operation is the CBC, mode (with parameter m equal to 1) defined by ISO 10116 using TDEA

the n-bit b

Three keying options are defined for the TCBC mode as described in 5.2.

12

plaint{xt blocks under the action of the same key. This characteristic makes TECB unsuitable for gend

irther error occurs.
il the single DEA ECB mode, the TECB mode will produce identicalciphertext blocks for ident

ncryption where the pattern of plaintext block repetitions will réveal significant information about
xt (e.g. digitized pictures). It is suitable for those applications where the input data has h

General

Ibck cipher. See Figures2 and 3.

pted plaintext. However, the succeeding decrypted blocks after the additions ‘er'deletions are correct

cal
ral
the

gh

ts
cal

as
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Pi Py P i1
cud b 4
TDEA TDEA TDEA
DEA, DEA, DEA,
Ex4 Exi Eki
DEA, DEA, DEA,
Dk Dk2 Dk
DEA, DEA, DEA,
Exs Exs Eks
etc
\ \ \
Ci Cj C st

Figure 2 — TDEA cipher block chaining — Encryption
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Ci Cy C 1
———» etc.
TDEA TDEA TDEA
DEA, DEA, DEA,
D K3 D K3 D K3
DEA, DEA, DEA,
Ekz Ekz Ekz
Y Y Y
DEA; DEA; DEA;
DK1 D K1 DK1
Crp Y Y Y
—D =D =D
P. :
Y j+1 Y I:)1 v PI—1

6.2.1.2 [TCBC encryption

— Input{P,, Py, ..., P; IV; |P,| = 64, |IV| =

— Outpyt: C4, Cy, ..., C,; |C)| = 64.
a) Cp=IpV.
b) Foriz1,2,...ndo

1) G = Exa(DkoA Bk (P; © C;_1)));

2) Qutput.Cy.

Figure 3 — TDEA cipher block chaining — Decryption

In TCBC encryption, let DEA, perform the E,, operation. DEA, perform the D, operation, and DEA; perfgrm

the Ey5 operation. If at clock cycle ¢ =1, DEA1 performs EK1(P ), then at ¢ = 2and = 3, DEA, must be idle,
since the next input for DEA, is P, @ C1 where C, is the output at r = 3. So it is impossible for DEA,, DEA,,
DEA; to perform DEA operations simultaneously for TCBC encryption. The schedule for DEA,, DEA,, and

DEA; is such that at time = 3(h — 1) +j, where j =1, 2,3,and h = 1, 2, ...

other two have to be idle.

14

n, only DEAj is activated and the
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If the plaintext to be enciphered is “Now is the time for all good men” which when encoded in ASCII is

represented in hexadecimal as:

X'"4E6F772069732074 68652074696D6520 666F7220616C6C20 676F6F64206D656E"

is enciphered using TCBC mode with Key X'0123456789ABCDEFFEDCBA9876543210"

X'0000000000000000" the following results.

and an IV of

Table 4 — Example of TCBC encryption
Clock Input DEA, DEA, DEA, Output
F’1
=1 4EBF772069732074 Ex1(Py) idle idle N/A
® 3FA40E8A984D4815
0000000000000000
Dyo(E (P
1=2 N/A idle k2(Exa(P1) idle N/A
0EF220F064194595
Eya(Dyo(E (P ¢
t=3 N/A idle idle k3(Dk2(Ek1(P1)) 1
D80AOD8B2BAESE4E | D8OAODSB2BAESEAE
P2
=4 68652074696D6520 Ex1(P2) idle idle N/A
® 38D4E8D33C87C3F3
D80AOD8B2BAESE4E
Dy»(Ey4(P
=5 N/A idle k2(Exa(P2)) idle N/A
2259D3308D542A00
Eya(Dyo(E (P ¢
t=6 N/A idle idle k3(Dk2(Ek1(P2))) 2
319E5E68C3E8891B | 319E5E64C3E8891B
P3
i=7 666F7220616C6C20 Ex1(P3) idle idle A
® 9A08D22BD5F 1B809
319E5E68C3E8891B
Dyo(Ey4(P
1=8 N/A idle k2(Exi(Ps)) idle N/A
810A66ACB66A0A869
Ey2(Dyo(Ey (P ¢
1=9 N/A idle idle k3(Pa(Exi(P3)) 3
93462A6DB9B4A4D1 | 93462A60BIB4A4D1
Py
E.(P
=40 676F6F64206D656E k1(P4) idle idle NA
® 2A389A64B537E2D5
IJoF40ZA0DUDIDAA4dU |
Dyo(E (P
1=11 N/A idle k2Exa(Pa) idle N/A
C8247F029F02DFBD
E2(Dyo(E (P C
1=12 N/A idle idle k3(Pka(Ex1(Pa)) 4
976E095D6DA30EES | 976E095D6DA30EED

© 1SO 2005 - All rights reserved
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6.2.1.3 TCBC decryption

a)

b)

Input: C4, Cy, ... C,; IV; [C,| = 64, |IV| = 64.

Output: P4, P,, ... P,; |P,| = 64.

Fori=1,2, ..., n do

2) Qutput P,.

TCBC degryption differs from TCBC encryption, in that, if DEA; performs the D5 operationy BEA, performs

the Ey, operation, and DEA3 performs the Dy, operation, DEA;, DEA,, DEA3 can perform DEA operatig

ns

simultanequsly. Refer to Table 2 in 6.1.1.2 to get the schedule of DEA functional blocKs. Notice that if TCBC

decryption|is implemented with multiple DEA processors according to Table 2, the output of the DEA; ne¢
to be XORed with C,_, in order to get plaintext block P;.

6.2.2 TCBC properties

a)

b)

d)

e)

When| the three keys are set to be the same (see keying option 3), the TCBC mode of operatiorn
backward compatible with the single DEA CBC mode using the same key.

ds

For tHis mode, one or more bit errors within a single ciphertext block will affect the decryption of fwo
blockg: the block in which the error occurs and the sucteeding block. If the error(s) occur in cipherfext
block [C,_4, then each bit of plaintext block P;_; will have an average error rate of 0,5. The plaintext blpck
P, wil| have only those bits in error which correspond directly to the ciphertext bits in error. If no efror

occurs in C;, then P, 4 will be decrypted correctly;i.e. limited error propagation.

SyncHronization is required for the TCBC.mode of operation. If less than 64 bits are added or are losf in
ciphentext block C,_;, then synchronization“is lost. If the bit additions or deletions are detected and if fhe
prope[ number of bits is removed from*or added to C,_4, then the decryption may be resynchronized siich

that, except for P,_
succegding decrypted blocks are'‘all in error.

If » entire blocks are added orlost right after C,_4 (i.e., blocks C; to C,,,_4 are added or lost), then P; is

error plock, and r blocks\are added or lost after P, (i.e., P,,4 to P,,,. are added or lost). However, fhe

6.3 TDEA cipher block chaining mode of operation — Interleaved

6.3.1 TCBC-Il definition

6.3.1.1 General

4 and P,, theSsucceeding decrypted blocks are correct. Otherwise, P,_; and the

an

cal

the

k3 of

To increase the performance of TCBC, the mode can be modified by dividing the plaintext into three plaintext
substreams. Three keying options are defined for TCBC-I mode as in 5.2.

16
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This mode of operation is the CBC mode (with parameter m equal to 3) defined by ISO/IEC 10116 using
TDEA as the n-bit block cipher.

6.3.1.2 Plaintext division

Let P = (P4, P,, ... P,) be a plaintext with n blocks. P’s blocks are re-indexed in the following way.

For each P, 1 < i < n, first find a pair of integers (j, #), j =1, 2, or 3 and /> 0 such that i = 3(2 — 1) +j. Then

re-

Fo

Th

wh

Th

wh
foll

index P; as P; ;.

r example, for Pg, since 8 =3(3 - 1) +2,j=2and 4 = 3. Pg is re-indexed as P, 3.
e plaintext P = (P4, P,, ... P,) is re-indexed as
P = (P11, Po1, P33 P12 Poo, P3oi Prg Pog Pagi oo P Poj P s Py

ere the last block Pjr‘njr

=P,andn=3(n-1)+,,j =12 or3.
bn divide P to three plaintext sub-streams

P =Py 45 Py i i Py s

P =P, 1 Py i i Py o

PB) =Py 4; P32y i P33,

ere the three plaintext substreams may not have the same length and depend on the numb
powing ways:

if =0 mod 3, then n = ny = ny = n/3;
if »=1mod 3, then ny = (n + 2)/3,.n3= ny = (n - 1)/3;

if n=2mod 3, then ny=ny, =(u + 1)/3, and ny = (n - 2)/3.

Br n in the

© 1SO 2005 - All rights reserved
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Plaintext input (64-bit blocks)

LPi] [P [Ps] [Pa] [Ps] [Pe] [Pr] [Ps] [Po]

Plaintext substream 1

Plaintext substream 2

DE C
- - ‘Functional
DEA DEA ‘Block 3
Functional Functional
Block 1 Block 2

Figure 4 — TCBC-l encryption
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6.3.1.3 TCBC-l encryption

In TCBC-I encryption, each plaintext substream PY) is encrypted by the algorithm in 7.2.1.1 with initialization
vector IV..
J

Fo

For

Th
su

Th

C

Wi
of

pe
blo

two clock.cycles, the 128-bit output of the TDEA should be suppressed since valid output is not prog

e above algorithm gives the relationship of plaintext blocks and ciphertext blocks in terms of thre
pstreams and three ciphertext substreams.

s results in the following cighertext stream

T (€11, C215 C345C1.4, €22, C32: C1 3, Ca 3, C 35 3 Cq pyy Co s G o5 -Gy )

Input: P() = P171; P172; S P1,n1;

P =Py 15 Pygi i Py

P(S\ =D

LN E e W

V4, IVy, IV3, where |P; | = 64 and [IV)| = 64.
Output: CM'=Cy 45 Cy 9 ... Cy .

c@= C21: Cg0i i Cg

C(3) = C371, C3‘2, vy C37”3' |C =64.

lJl
i=1,2,3, do

h=1,2,...n;,do

C;.» = Exa(Dk2(Ex1(P;;, @ C; ;_1)));

Output C; ;.

h three DEA functional blocks, DEA,, DEA,, and DEA3, which are simultaneously clocked, the

form the Dy-operation, and DEA; perform the Ey5 operation. Table 5 shows how three DEA
cks are scheduled (as an example, suppose that » mod 3 = 0. In this case, nq = ny, = n3 = n/3).

e plaintext

encryption

three plaintextisubstreams P(1), P(), PG) can be interleaved. Let DEA; perform the Ey4 operafion, DEA,

functional
At the first
uced.

© 1SO 2005 - All rights reserved
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Table 5 — Schedule of TCBC-I encryption

Clock Input DEA, DEA, DEA, Output
=1 P11®Cip Ek1(P1,1®Cy ) idle idle N/A
1=2 P21®Cyp Ex1(P2,1© Cyp) Di2(Ex1(P1,1® Cq p)) idle N/A
t=3 P31®C3p Ek1(P3,1® C3) Di2(Ex1(P2,1® Cy ) Exa(Pka(Ex1(P1,1® Cq ) Cy 1
t=4 P12®Cq 4 Ex1(P12©Cq9) Di2(Ex1(P3,1® C3)) Exa(Pra(Ex1(P2,1® Cyp))) Cas
1=35 Py2®Cy Ek1(P22® Cy9) Di2(Ex1(P12© Cy 4)) Exa(Pka(Ex1(P3,1® C3))) Cali
1=6 P32® Cg Ex1(P32© C39) Dia(Ex1(P22® Cy ) Exa(Pra(Ex1(P12® Cq 1)) Cip
t=3h-1)t1| P,®Cq)y4 Ex1(P1,® C14) | Dia(Exq(P3 1@ Cy3, 5)) | Ea(DyalEx1(P2 ;1 8€3,0))) | Copt
1=3h-1)t12| Pyp®Cyuy | Ext(Py;®C2 ) | DialBq(P1,®Cyq)) | Exa(PralBa(P3475® Cs-2))) | Cayft
t=3h-1)13| P3;®Cy, 4 | Ey(Py;®Cs)q) | DyalBki(P2,®Cy)q)) | Exa(Dyal€&y(P1,®Cyp))) | Cas
t=n=3ng |P3,.®Cs 3 1|Exi(P3,,9 C3,31) | Dka(Ex1(P2,,,, @ C2 13 1)) L Ea(DyaEcq (P, Cq 3.4))) | Cyf3
t=n+1 N/A idle Di2(Bk1(P3,,,® Cs,,3.40) | Eka(Pka(Bk1(P2,1,® Co3-1))) | Cy )3
t=n+2 N/A idle idle Exa(Da(Ex1(P3,,® C3,,3.4)) | Cj |3
Note that gven though the plaintext is divided into threg“plaintext substreams, in TCBC-lI mode, the order of
input blocks is the same as that of the original plaintext P,, P,, ... P,. If the output blocks are indexed
according o the order of output as C4, C,, ... C;,.then three corresponding ciphertext substreams C(1), (@),
C® are defived from ciphertext C4, C, ... C,, by.division as described in 6.3.1.1.
6.3.1.4 [TCBC-l decryption
In TCBC-I[decryption, the ciphertext G, C,, ..., C, are divided to three ciphertext substreams C(1), C(3), g3
The methqd of ciphertext divisionis:the same as the method of the plaintext division as described in 6.3.1.1.

Each ciphértext substream CUlis decrypted by the algorithm as described in Section 6.2.1.2 with initializatjon

vector IV]..

Input

c@ =

C'=Cq 5G4 2 - Cyr;

Co €925 - Co 2;

3) _ . .. .
CO) =le37657—653

V4, IV,, IV3; where [C, | = 64 and [IV,| = 64,

— Output: P(1) = P171; P1‘2; fes P’I,n'l;

P(2) =Py 4 Py ;
PR =P34 P3o;

Forj=1,2,3,do

20

P2‘n2;

i Pai Py | = 64,

1
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Forh=1,2,. do

This results in the following plaintext stream

]1
Pj,h = Dk1(Ex2(Dxa(

Output P; ,

Cj,h))) @ C] Bt

ISO/TR 19038:2005(E)

P=(Py,1, P21, P31; P12, P22 P32 P13, Pos, Paai i Py Py Pa s oo o Py,
With three DEA functional blocks, DEA;, DEA,, DEA;, which are simultaneously clocked, the defryption of
thrbe plaintext substreams C(1, C2), C®3) can be interleaved. Let DEA, perform the D3 operafion, DEA,
pefform the Ey, operation, and DEA; perform the Dy operation. Table 6 shows how'three DEA functional
blgcks are scheduled (as an example, suppose that » mod 3 = 0. In this case, nq =w; = ng = n/3).|At the first
two clock cycles, the 128-bit output of the TDEA should be suppressed since valid-eutput is not produced.
Table 6 — Schedule of TCBC-I decryption
Clock Input DEA, DEA, DEA, Qutput
r=1 Ci1 Dks(Cy 1) idle idle N/A
t=2 Co1 Dks(C3 1) Eo(Dks(C1,1)) idle N/A
t=3 Ca1 Di(C3.1) Ex2(Dk3(€21)) Di1(Ex2(Dy3(C1,1))) Py
1=4 Ci2 D3(Cq ) Exa(Pka(C3,1)) Di1(Ex2(Pia(C2,1))) P21
1=5 Ca2 D3(Ca) Eky(Dk3(C4 2)) Di1(Ex2(Pia(C3,1))) 3,1
1=6 Cs2 Dy3(C3) Exa(Dka(C22)) Di1(Ex2(Dia(Cq 2))) 1,2
(F3(h-1)+1 Ci Dy3(Ci.4) Ex2(Pk3(C3,-1)) Di1(Ex2(Dya(Ca 1)) 2,1
tg3(h-1)+2 Can Pa(Ca) Eka(Dk3(C4,4) Di1(Exa(Pka(C3,1-1)) 3
(F3(h-1)+3 Ca Dia(C3.4) Ex2(Pka(Ca.0) Di1(Exa(Pka(C1.)) Pin
1=n=3ny Cay Dy3(C3, ;) Ex2(Dks(Cy ) Dy1(Eka(Dka(Cy, ) P11,
t=n+1 N/A idle Ex2(Dis(Cs, ;) Dyc1(E2(Dks(C, ) P2y
t=n+2 N/A idle idle Dy1(Ex2(Dys(Cs. "3))) P3,n3

.2 TCBC-I properties

TCBC-I mode is not backward compatible with the single DEA CBC mode.

For the TCBC-l mode, one or more bit errors within a single ciphertext block C;, ; will affect the
decryption of two blocks: the block P; ,_; and the succeeding block P; ; in the same plalntext substream.
Each bit of the plaintext block P, , 4 Will have an average error rate of 50 %. The plaintext block P; ; will
have only those bits in error which correspond directly to the ciphertext bits in error. However, if no error
occurs other than the errorin C; ;,_;, then the blocks, except for P; ,_; and P; ;,, will be correctly decrypted,
i.e. limited error propagation.

© 1SO 2005 - All rights reserved
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Note that P, , 4 and P;

successive Blocks in the plaintext Py, P, ... P,. There are two blocks between P; , jand P; ;: e.g. if j =
then the blocks between P, , 4 and P, , are P3h 1 and Py ;. In this case, except for P, ,_1 and P, ;, the
other blocks will be decrypted correctly.

c) Synchronization is required for the TCBC-I mode of operation.

, are two successive blocks in jth plaintext substream P(). But they are not two

2,

If block boundaries are lost between encipherment and decipherment (e.g. due to loss or insertion of a
ciphertext bit), synchronization between the encipherment and decipherment operations will be lost until
the correct bit boundaries are re-established. The result of all decipherment operations will be incorrect

while

he block boundaries are lost

d) If the

same IVs are always used then TCBC-I will always produce the same ciphertext forca-gi

plaintgxt and key. Therefore (to avoid this) new IVs should be used with each new plaintext.

e) Since

64 bits.
Repoit.

6.4 TDE
6.41 TC

6.4.1.1

The TDEA
of ISO 101

TCFBis d
can be sm
For this Tg
a) TCFB
b) TCFB
c) TCFB

With the a
Py, Py, ...

6.4.1.2

TCBC-l is a block method of encryption, it needs to operate on complete data blocks\of multipleg
Blocks of less than 64 bits require special handling, which is not addressed in this Techn

A cipher feedback mode of operation
FB definition

General

cipher feedback (TCFB) mode of operation shown in Figures 5 and 6 is based upon the CFB mq
16.

fferent from the other modes in this Technical Report because the plaintext/ciphertext block len
The IV consists of 64 bits. Three keying.options are defined for TCFB mode as described in 5.2
chnical Report, the following implementations of TCFB are defined:

1, the1-bit plaintext/ciphertext block implementation;

B, the 8-bit plaintext/ciphertext block implementation;

b4, the 64-bit plaintext/Ciphertext block implementation.

Jove k-bit TCEB. implementations, the plaintext data is divided into a sequence of » plaintext blo
each of k.bits, where k= 1, 8 or 64.

ﬂ’

TCFB-encryption

— Input

en

of
cal

de

gth

aller than 64 bits. Note that the input/output-data block to TDEA encryption/decryption operation is
still 64 bits|

cks

Pyl Po . P oIV P =k |IV|=64

— Output: C4,C,, ...C; |IC)| =k

lp = IV;
04 = Exa(Dka(Ek1(lp)));

C1=P1® {04}

Output and feedback C;.

Fori=2, ...

22

n, do
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i1 = Sillio 1 Ciq);
O; = Exa(Dka(Ek1(li-1)));
C;=P,®{O};

Output and feedback C,.

The input to the TDEA encryption operation is a 64-bit block |,_;. The output is a 64-bit block O,. The leftmost k

bits of O,, denoted as {O}},, are exclusive—ored with the plaintext block P; to get ciphertext C;, which is also
used-as-an inlr_\l it to the chiﬂ'ing function QK(Ilfl ! (“l)

In TCFB encryption, let DEA, perform the E 4 operation, DEA, perform the Dy, operation, and:DEA; perform
thg Ex3 operation. If at clock cycle 1 = 1, DEA; performs Ey4(ly), then at 1 = 2 and ¢ = 3, DEA; must be idle,
since the next input for DEA; should be S(l | C¢). But C, is the output occurring at,#=3. Therefore it is
impossible for DEA,, DEA,, DEA; to perform DEA operations simultaneously for TCEB encryption.

6.41.3 TCFB decryption

—1| Input: C4, Cy, ... C,; IV; |C/| =k, |IV| = 64,
—| Output: P, Py, ... P,; |P| = k.

O, = Exs(Dka(Ex1(lp)));
Output P, and feedback C;.
Fofi=2,...n,do

li4 = Sp(li2 1 Ciq);

O, = Exa(Dka(Exi(l:21)));
P,=C,®{O}y

Output P; and feedback-C:.

NQTE In TCFB mode;-the TDEA encryption operation is used for both encryption and decryption |[to produce
04] 0y, ... O,
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Y |
Sk(li2Cj4) Sk(li2C ;)
TDEA TDEA TDEA
DEA, DEA, DEA,
EK1 EK1 EK1
DEA, DEA, DEA,
DK2 DK2 DK2
DEA, DEA, DEA)
Exs Exs Eks
Y Oi—1 v Oi Y oi+1
Left k bits Left k bits Left k bits
{O i—1}k {O i}k {O i+ 1}k
Pig Y P, | R |
—D —=D —=D t
etc.
vy Cix vy & y G
Figure 5 — TDEA cipher feedback-encryption
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Y Y
Sk(lj-2lC/4) Sk(lj-2lC/1)
TDEA TDEA
DEA, DEA, DEA;
Exi Eki Eki
DEA, DEA, DEA,
Dk2 Do Dk2
DEA, DEA, DEA,
Exs Eks Exs
y OF v y O
Left k bits Left k bits Left k bits
{04k {0 {O sk
Y Y Y
Sra = Sra
Ciy C; C st
Pio1 v P,V Y Py
Figure 6 — TDEA cipher feedback-decryption

6.4.2 TCFB properties

a) [ When the threé~keys are set to be the same (see Keying Option 3), the TCFB mode of operation is
backward cempatible with the single DEA CFB mode using the same key.

b) | In this.maode, bit errors in any k-bit ciphertext block C; will affect the decryption of (64/k) + 1 Blocks. The
first affected k-bit block P; of plaintext will have errors in exactly those places where the ciphertext is in
erfof. Succeeding decrypted plaintext blocks will have an average error rate of 0,5 until the hits in error
are no longer used (i.e. they have been removed by the action of the shifting function S(I;]5 || C;_4)).
Assuming that no additional errors aré encountered during this time, the correct plaintext blocks will then
be obtained; e.g. with k = 8, if C; is the ciphertext block with errors, then P; will have errors at the same
places as C,. Each of P,,4, P;;,, ... P,,g Will have an average error rate of 50 %. If no additional errors are
encountered after C,, then P,,4 and the succeeding blocks will be correct.

c) Forthe TCFB mode, synchronization is required.

If less than k bits are added or are lost in a ciphertext block C,, then synchronization is lost. If the bit
additions or deletions are detected and if the proper number of bits are removed from or added to C;, then
decryption may be re-synchronized such that, except for P;, P4, Pyo, ... Pl-+(64/k), the succeeding
decrypted blocks are correct. Otherwise, the decryption of C; and succeeding blocks are all in error.
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d)

If » entire blocks are added or lost right after C,, then r blocks are added or lost after P; After the added or
lost r blocks, 64/k error blocks follow. However, the succeeding blocks after 64/k error blocks can be
decrypted correctly if no further error occurs. For example, if k = 8 and if C,,4 is lost, then block P, will
be lost, and P,,5, P;.3, ... P;4g are in error. If no further error occurs, then P, 1o and succeeding blocks
are correctly decrypted.

If the same IV is used with each new plaintext, then TCFB will produce identical ciphertext for identical
plaintext. Therefore a new IV shall be used with each new plaintext under the action of the same key.

6.5 TDEA cipher feedback mode of operation — pipelined

6.5.1 TCFB-P definition

6.5.1.1 eneral

In the pipglined configuration of TCFB, three IVs, generated as described in 6.7, shall be used. Three keyjng

options ar¢ defined for TCFB-P mode as described in 5.2.

Prior to commencing TCFB-P encryption or decryption, the mode shall be initialized as described below. W

ith

the feedbgck path disconnected, 1V, is clocked as input |y. Then IV, is clocked as-j. Finally, IV is clocked|as

I,. The feedback path is now connected and encryption/decryption can commence.

6.5.1.2 [TCFB-P encryption

— Outpyt: C4, Cy, ... C,; IC| = k.

Fori=1,2, 3, do

Fori=4,8, ...n,do

26

Inputi Py, Py, ... P, IVy, IV, V. [P = £, [IV/] = 64.

i = Vs
O; = Bka(Dk2(Ek1(1:-1)));
C. = R ® {Oi}k;

Outpyt and feedback C,.

liiq = Pillio | G3),

O; = Hy3@ya(Ek1(1;1)));

C,=P;® {0},

Output and feedback C..
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Plaintext input (1, 8 or 64-bits blocks)

[Pi] [Pa] [Ps] [Pu] m = . " "

) Ekallo)

Left K
Bits
[
[
L
o

LeftK
Bits
|
(@]
N

x [2]
Sk(|3”C2) EK1(|4) % 5 — C3
Q = (o)
Y \ i v v
Sk(|4”CS) EK1(|5) § % C4
{0}
|
\ i \ i -
Sk(ls11Cy) Ex1(lg) -
|
= :
CCDEACT Cn
= - Functional
DEA DEA “Block:3:
Functional Functional
Block 1 Block 2

Figure 7 — TCFB-P encryption

With three DEA functional blocks, DEA;, DEA,, DEA3, which are simultaneously clocked, and with three
initialization vectors 1V4, IV,, IV, the TCFB encryption can be pipelined. Let DEA, perform the E,4 operation,
DEA, perform the Dy, operation, and DEA; perform the Eyx; operation. Table 7 shows how three DEA
functional blocks are scheduled. Table 7 includes the feedback path connection or disconnection information.
F =0 is used for feedback path disconnection, and F = 1 is used for feedback path connection. At the first two
clock cycles, the 128-bit output of the TDEA should be suppressed, since valid output is not produced.

© 1SO 2005 - All rights reserved 27


https://standardsiso.com/api/?name=02b36c88cba6021eaae67849d65f8300

ISO/TR 19038:2005(E)

Table 7 — Schedule of TCFB-P encryption

Clock Input DEA, DEA, DEA, Out-put| F
£ =1 lp = IV, Exa(lo) idle idle N/A 0
=2 I =1V, Exq(ly) Dio(Exc(l)) idle N/A 0
t=3 l, =1V Ex1(l2) Dyo(Ek4(l4)) Ex3(Dka(Ex1(1p))) 0, 1
1=4 I3=S,(I,1 C4) Ex1(l3) Dyo(Ek4(l5)) Ex3(Dka(Ex1(14))) 0, 1
1=5 I,=S,(I511 Cp) Ex1(l4) Dko(Ek4(l3)) Ex3(Dka(Ex1(12))) O3 1
1=6 I5=S,(I411 Cy) Ex1(l5) Dko(Ek+(l4)) Exs(Dka(Ex1(13))) Oy 1
t=h 1= Sl 11 Cg) Ex1(lp—1) Dyo(Ex1(l—2)) Ex3(Dko(Ex1(15-3)) O3 1
1=n-13 3= Sill,_4 11 C,_5) Exq(l,-3) Dya(E(1,-4)) Ex3(Dka(Ex1(l,-5)) 0,4 1
1=n-1 2= Sill, 311 C,_4) Exq(l,-2) Dk(Ex(1,-3)) Ex3(Dka(Egall,24))) 0,3 1
t=n 1= Si(l, 211 C, 3) Exq(l,-4) Dyo(E(1,-2)) Ex3(DkoExq(l,-3))) 0, 1
[=nt 1, = Si(l,_1 11 C,5) Exq(1,) Dy2(Exq(1,-1)) ExaBga(Ex1(1,-2)) 0,1 1
1=n+2 1= S, 11 C, ) Ex1(l,41) Dyo(Exq(1,) Exa(Dko(Exq(1,1)) 0, 1
6.5.1.3 [TCFB-P decryption
— Input{C,, Cy, ... C,; IV4, IV,, IV5. [C| = &, |IVj| =64.
— Outpyt: P4, Py, ... P,; |P;| = k.
a) Forif1,2,3,do
liq = Vi
O; = Hya(Dka(Ek1(1;1)));
P,=Q;®{O;};;
Outpyt P; and feedback C,.
b) Forid4,5, .. nvdo
liiq = Pelli 2 Il Cia);
O, = Exs(Dka(Ex1(l;_1)));
P.=C,® {0},
Output P; and feedback C.,.
NOTE In the TCFB-P mode, the TDEA encryption operation is used for both encryption and decryption to produce

the same Oy, O,, ... O,. Therefore, Table 7 can be used to schedule the work of DEA,, DEA, and DEA, within each clock
cycle.
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6.5.2 TCFB-P properties

a)

b)

TCFB-P is not compatible with the single DEA CFB mode.

In this mode, bit errors in ciphertext block C; will affect the decryption of C; and of the 64/k succeeding
blocks after C,,, until the bits in error are no longer used (i.e, the bits have been removed by the action of
the shifting function S(I,_, || C,_3)). The error bits of P; are at the same positions as the error bits in C,.
The 64/k succeeding affected blocks after P;,, will have an average error rate of 50 %, e.g. in TCFB1-P
mode, bit errors in C; will produce corresponding errors in P,, followed by two properly decrypted plaintext

bits, P,,q, P;4o, followed by 64 error bits, P,,3, P,y4, ...

P..65 With an average error rate of 50 %. If no

further error. QCCULS, P 57 and-the mmr\nnr‘ling blocks are r‘nrrnr‘fly dnr‘rypfnd blocks
T

For the TCFB-P mode, synchronization is required.

If less than k bits are added or are lost in a ciphertext block C;, then synchronization is los
additions or deletions are detected and if the proper number of bits are removed ffom’ or added
decryption may be re-synchronized such that, except for P;, P53, P4, ... Pi+2+(64/k), the 9
decrypted blocks are correct. Otherwise, the decryption of C; and succeedingiblocks are all in g

If r entire blocks are added or lost immediately after C, then r blocks dre added or lost after H
added or lost r blocks, (64/k) + 2 error blocks are decrypted. However, the succeeding block
(64/k) + 2 error blocks, can be decrypted correctly if no further errér occurs; e.g. if £ = 8 and (
then block P;,4 will be lost and P;,,, P;y3, ... P11, Pi+q1 @rerror blocks. If no further error
P,.+14 and succeeding blocks will be correctly decrypted.

If the same Vs are used with each new plaintext, then TCFB-P will produce identical cip
identical plaintext. Therefore new IVs shall be used with"each new plaintext under the action o
key.

6.6 TDEA output feedback mode of operation

6.9.

6.9.

Th
crg
de

Th
the
fro

1 TOFB definition

11  General

e TOFB mode of operation-isibased upon the OFB mode defined by ANSI X3.106 and ISO 83
inition of the mode. See\Figures 8 and 9.

b |V shall consist©f64 bits. Three keying options are defined for TOFB mode as described in 6

TCFB mode, €ncryption and decryption use the same TDEA encryption operation. The only,
m TCFB in 724 is that the feedback to the shifting function is O, instead of C;, and & = 64, in thig

Si(l—1110,)=0;.

. If the bit
to C;, then
ucceeding
rror.

.. After the
5, after the
L1 is lost,
bceurs, the

hertext for
f the same

72, and is

ated by substituting the/TDEA encryption operation (see 6.1) for the DEA encryption operafjon in that

2. As with
difference
case, |; =
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O,
TDEA TDEA TDEA
DEA, DEA, DEA,
Eki Exi Eki
DEA, DEA, DEA,
Dk2 Do Dk2
\ i \ i
DEA, DEA, DEA,
Eks Exs Eks
etc.
Pi—1 "90/—1 P/‘ VBOI i1 Oi+1
Ci C; (o7
\ \ /

6.6.1.2 [TOFB encryption

— Input{Py, Py, ... P,; IV; |P,| = 64; [IV}\= 64.

— Outpyt: C4, Cy, ... C,; |C;| = 64,

lp = I\
01 = Ex3(Dka(Ex1(tg)));

Cy =R, ® Of

Outpyt €3 and feedback O,.

Figure 8 — TDEA output-feedback-encryption

O; = Ex3(Dka(Ek1(1;-1)));

C,=P,®0;

Output C; and feedback O,.

1

30
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In TOFB encryption, let DEA, perform the Ey4 operation, DEA, perform the Dy, operation, and DEA; perform
the Ey3 operation. If at clock cycle t = 1, DEA, performs Ey4(ly), then at = 2 and ¢ = 3, DEA; must be idle,
since the next input for DEA, needs to be O4. But the output O does not occur until t = 3. Therefore it is
impossible for DEA,, DEA,, DEA; to perform DEA operations simultaneously in TOFB encryption.

6.6.1.3 TOFB decryption
— Input: C4,C,, ... C; IV; |C,| =64, |IV]| = 64.

— Output: P,, P,, ... P

0

I = IV;
04 = Ex3(Dk2(Ek1(lp)));

Output P, and feedback O,.

Fori=2,...n,do

0O, = Exa(Dka(Ek1(li-1));
P,=C,®0O;
Output P; and feedback O;.

NQTE In TOBF decryption, the TDEA encryption operation is used with K, K,, K3, and IV to produce the same key
strgam O,, O,, ... O, that was produced during‘encryption: DEA,, DEA, and DEA; each perform the same opgration as is
done for encryption. For the same reasen\as cited in 6.4.1.1, DEA,, DEA, and DEA; cannot perform thg operations
simjultaneously for TOFB decryption.
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Oi—2

TDEA TDEA TDEA
DEA, DEA, DEA,
E K1 E K1 E K1
DEA, DEA, DEA,
Dko Dka Dko

6.6.2 TOFFB properties

a)

b)

c)

d)

32

DEA, DEA,
Eks Eks
01—1 C)i

Ci+1

Figure 9 — TDEA output feedback — Decryption

etc.
O/‘+1

P/'+1

When| the three keys are set to bewthe same (see Keying Option 3), the TOFB mode of operation is
backward compatible with the singlelDEA OFB mode using the same key.

There|is no error propagation,when using TOFB, but an error in the ciphertext causes a correspondjng

error in the plaintext; i.e.,
plaintgxt block P,.

For the TOFB mode; synchronization is required.

if-ciphertext block C, has some error bits, then it only affects the same bitg of

If bits [are added”or lost in ciphertext, then synchronization will be lost. If the bit additions or deletions gre

then

e-decryption may be re-synchronized. Otherwise, the decryption of the succeeding blocks ig in

detect}"ed and'if the proper number of bits is removed from or added to a suitable position in the ciphertéxt,

error.

For the TOFB mode, if the same IV is ever re-used, then the same stream cipher key will be produced for
different plaintexts P and P’'. As aresult, C ® C' = P ® P'. Assuming the plaintext is structured, this event
will leak information. Therefore, a newly selected IV shall be used for encryption of each new plaintext
under the action of the same key.
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6.7 TDEA output feedback mode of operation — Interleaved
6.7.1 TOFB-I definition

6.7.1.1 General

In order to interleave the TOFB mode of operation, three 64-bit I[Vs are required. These shall be generated as
described in 5.7. In Figures 8 and 9, the TDEA is initialized by disconnecting the feedback path and
sequentially loading each 1V into the input block of the TDEA encryption operation. Once the Vs have been
loaded, the feedback path should be connected and the mode started.

The plaintext is not explicitly divided into three plaintext substreams. The reason for this.isythat, for the
engryption and decryption algorithm, the process can be considered as either that three plaintext qubstreams
arg encrypted/decrypted separately with the three given IVs, or that the encryptioncand decnyption are
pipelined as they are in TCFB-P mode. In other words, for TOFB mode, interleaved mede)and pipelined mode
arg the same.

=3

6.7.1.2 TOFB-l encryption

—| put: Py, Py, ... P,; IVy, IV, V5. [P = 64, |IV,| = 64,

n’

—| Output: C4, C,, ... C,; |IC,| = 64.

Fori=1,2, 3, do

0O, = Exa(Dka(Ek1(1i-1));
C,=P;®0;

Output C; and feedback O,.
Fofi=4,5,...n,do

li1 =03

O, = Exa(Do(EgaltiZ1)));
C,=P;®Q;

Output C; and feedback O,.

With_¢hree DFEA functional blocks DFA1 DFA2 DFAS which are simultaneously clocked, and lwith three
initialization vectors 1V4, IV,, V3, the TOFB encryption can be interleaved. Let DEA, perform the Eyj,
operation, DEA, perform the Dy, operation, and DEA3 perform the Ey5 operation. Table 8 shows how the
three DEA functional blocks are scheduled. Table 6 includes the feedback path connection or disconnection
information: F = 0 is used to imply disconnection, and F' = 1 is used to imply connection. At the first two clock
cycles, the 128-bit output of the TDEA should be suppressed since valid output is not produced.
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Table 8 — Schedule of TOFB-I encryption

Clock Input DEA, DEA, DEA, Output F
r=1 lg =1V, Ek1(lo) idle idle N/A 0
t=2 ly =1V, Exa(ly) Dy2(Ex(l)) idle N/A 0
1=3 I =1V3 Ex1(l2) Dica(E4(14)) Exa(Pra(Ex1(l))) 0, 1
1=4 3= 04 Ek1(l3) Dica(E4(12)) Exa(Pra(Ex4(14)) O, 1
1=95 4= Sk1lla) Pk2(Ekall3)) Sk3Pka(Ek1(l2)) Us 1
1=6 5= O3 Ek1(l5) Dica(E4(14)) Exa(Dra(Ex(13))) O 1
t=h lh-1= O3 Exa(lj-1) Dia(Es(1-2)) Exa(Dra(EBka(l4-3)) Ol 1
t=n-2 l,3=0,5 Ex1(l,-3) Dy2(Ex1(l,-4)) Exa(Dka(Ex1(l,_5)) 0,4 1
t=n-1 l,2=0,.4 Ex4(l,2) Dy2(Ex4(l,-3)) Exa(Dyo(Exy(hoa))) 0,3 1

1=n l1=0,3 Exa(l,1) Dica(Exq(l,2)) Exa(Dra(Exr(l,-3)) 0,2 1
t=n+1 n=On2 Exa(l,) Dica(Eq(1,-1) Exg(Pia(Ex1(1,-2)) 0,1 1
1=n+2 L1 = O, g Ek1(ly41) Dica(E4(1,)) Eka(Pk2(Ex1(l,-1)) O, 1

6.7.1.3 [TOFB-I decryption
— Input}Cy, Cy, ... C,; V4, IV, IV3. |C| = 64, [IV;| ©64.
— Outpyt: Py, Py, ... P,; |P,| = 64.
Fori=1,2,3,do
liq = Vi
O; = Bka(Dka(Ek1 (1))
P,=(Q;®0;

Outpyt P; and-feedback O,.

Fori=4,4%, ..Yn,do

l;1=0.3
O; = Exa(Dka(Ek1(1:-1)));
P,=C,;®O;

Output P; and feedback O,.
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For TOFB-I decryption, the TDEA encryption operation is used to produce the same O,4, O,, ... O, as is
produced for encryption. Table 6 as provided in 6.3.1.4 can be used to schedule the work of DEA;, DEA, and
DEA; within each clock cycle.

6.7.2 TOFB-I properties

TOFB-I is not backward compatible with the single DEA OFB mode.

There is no error propagation when using TOFB-I, but an error causes an error. A bit flip in
block C; will result in an error for that particular bit in plaintext block P;.

ciphertext

For the TOFB-I mode, synchronization is required.

If bits are added or lost in the ciphertext, then synchronization will be lost. If the bit additions g
are detected, and if the proper number of bits is removed from or added to a suitable pos
ciphertext, then decryption may be re-synchronized. Otherwise, the decryption’ of the bl
additions or deletions start and the succeeding blocks is in error.

r deletions
tion in the
bck where

For the TOFB-I mode, if the same IVs are ever re-used, then the same stream cipher key will bg¢ produced

for different plaintexts P and P’. As a result, C ® C’' = P & P'. Assuming the plaintext is strug
event will leak information. Therefore, newly selected Vs shall be.uséd for each re-initialized
under the action of the same key.

tured, this
encryption
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Annex A
(informative)

ASN.1 syntax for TDEA modes of operation

provides ASN.1 syntax (see [4 - 7]) for the Triple DEA modes of operation defined in this Techn

In cases Where interoperability is a requirement, implementations shall use the following ASN.1 encod
(see [8] and [9]). Use of ASN.1 encoding is not mandated in situations where interoperability is not required

where equ

ally robust rules for syntax and encoding are defined.

An algorithm identifier is defined by an object identifier and parameters. The parameters define keying optic

IV genera

TDEA modes of operation.

A.2 Syn

In this cla
operation i

tax for TDEA modes of operation

Lise, the general syntax definitions for modes of operation are provided. A Triple DEA mode
s defined by ASN.1 type TDEAIdentifier:

TOEAIdentifier ::= AlgorithmIdentifier {{ TDEAModes }}

The Triplg

cal

ng
or

ns,

ion preference and feedback parameters. Together these algorithmand parameter pairs define

of

DEA modes of operation defined in, this Technical Report are specified by objects of class

ALGORITHM-ID. The information object set TDEAModes is used as the single parameter in a reference
type AlgdrithmIdentifier and containg seven objects followed by the extension marker (“...”). E

object that
The valug
extension

s of these objects define all\of the valid values that may appear in TDEAIdentifier.
marker allows backward compatibility with future versions of this Technical Report which may de

to
ch

represents a Triple DEA operation mode contains a unique object identifier and its associated type.

he
ne
ort

objects to fepresent additional operation modes. The set of Triple DEA modes defined in this Technical Ref
are:
TOEAModes ALGORITHM-ID ::= {
{ OID tECB PARMS ECBParms } | -— mode 1 —--
{ OID— tCBC PARMS TDEAParms } | --— mode 2 —--
{HOID +tCBC-I PARMS TDEAParms } | -- mode 3 --
{ OID +tCFB PARMS CFBParms } | -— mode 4 —--
{ OID tCFB-P PARMS CFBParms } | -— mode 5 --
{ OID +tOFB PARMS TDEAParms } | -- mode 6 —-
{ OID tOFB-I PARMS TDEAParms }, -- mode 7 --
}
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Values of type TDEAIdentifier are constrained to the object identifier and parameter pairs defined by the
objects listed in the information object set TDEAModes. For some instances of those operation modes which
do not require CFBParms, the parameters component of TDEAIdentifier need not be present in an
encoding of a value of that type. This may occur when none of the optional components of types ECBParms or

TDEAParms are present. For operation modes associated with type CFBParms, the width of the feedback
path must always be provided.

ECBParms ::= TDEAParms (WITH COMPONENTS {
ivGeneration ABSENT })

TDEAPATmMS .= SEQUENCE {
keyingOptions KeyingOptions OPTIONAL,
ivGeneration [0] IVGeneration OPTIONAL
}
CFBParms ::= SEQUENCE {
keyingOptions KeyingOptions OPTIONAL,
feedbackSize FeedbackSize
}
A dser can further restrict the keying options allowed for @given X9.52 mode. Keying Option 3 can Ipe used on

some modes for which backward compatiblity is needed. Keying Option 2 uses two independent kegys. Keying
Option 1 requires that three independent keys be used.

KeyingOptions ::= BIT STRING. {
option-1 (0), -- (3-key) K1, K2 and K3 are independent keys
option-2 (1), -- {(2-key) K1 and K2 are independent and K3 = K1
option-3 (2).\-~ (l-key) K1 = K2 = K3

}

When the optional'Keying Options component is not specified, it is assumed that the number of independent
keys is decidedelseéwhere, perhaps by negotiation, prior arrangement or because in some context the number
is obvious. Example values of type KeyingOptions are:

three-Key KeyingOptions ::= { option-1 }
three-or-two-Key KeyingOptions ::= { option-1, option-2 }
dea-compatible KeyingOptions ::= { option-3 }

In X9.52, an IV or three IVs can be generated by a random number generator or by a monotonically increasing
counter. The former is preferred to the latter.

IVGeneration ::= BIT STRING {
random (0),

counter (1)
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When the optional IV generation component is not specified, it is assumed that the method in which 1Vs are
generated is decided elsewhere, or that the order of preference specified in this Technical Report and the
capability of the user will decide. Example values of type IVGeneration are:

randomOnly IVGeneration ::= { random }

eitherMethod IVGeneration ::= { random, counter }

TCFB mode and TCFB-P mode require 1-bit, 8-bit, and 64-bit feedback path widths, which are specified in the
parameters component of type TDEATIdentifier for these modes as values of type FeedbackSize:

FJedbackSize ::= INTEGER { -- Feedback path widths in bits
one (1),

eight (8),

sixtyfour (64)

} |( one | eight | sixtyfour )

A.3 Object identifiers

The object identifier id-ansi-x952 represents the tree containing all object identifiers defined in this
Technical Report, and has the following value:

id-ansi-x952 OBJECT IDENTIFIER ::= {
ido (1) member-body(2) us(840) ansi-x952(10047) }

The objecy identifier mode represents the tree cantaining object identifiers representing all of the Triple DEA
modes of pperation defined in this Technical Réport. It has the following value:

mgdde OBJECT IDENTIFIER ::= { id-ansi-x952 1 }

The following object identifiers represent each of the seven Triple DEA modes of operation defined in this
Technical Report. These modes have the following values:

tECB OBJECT _IDENTIFIER ::= { mode 1 }
tdBC OBJECT IDENTIFIER ::= { mode 2 }
tdBC-1I OBJECT IDENTIFIER ::= { mode 3 }
tdEB OBJECT IDENTIFIER ::= { mode 4 }
tCFB-P OBJECT IDENTIFIER ::= { mode 5 }
tOFB OBJECT IDENTIFIER ::= { mode 6 }
tOFB-1I OBJECT IDENTIFIER ::= { mode 7 }
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A.4 Supporting definitions

A parameterized version of X.509 (see [10]) type AlgorithmIdentifier is defined in this Technical Report.
A single parameter is required in a reference to this type, an information object set of class ALGORITHM-1ID.
The reference which defines type TDEATIdentifier above specifies the parameter TDEAModes.

Ty
de
&i

Th
Th

AL
Al
ID

“o

se

AlgorithmIdentifier { ALGORITHM-ID:IOSet } ::= SEQUENCE {

algorithm ALGORITHM-ID. &id ({IOSet}),

.p ASN.1 module

parameters ALGORITHM-1D. &Type ({10Set}{Calgorithm}) OPTIONAL

}

be AlgorithmIdentifier is composed of two components, algorithm and parameters,
ined in terms of the information object class ALGORITHM-1ID, and are specified, byythe fields of
H and &Type.
ALGORITHM-ID ::= CLASS ({
&id OBJECT IDENTIFIER UNIQUE,

&§Type OPTIONAL

WITH SYNTAX { OID &id [PARMS &Typed }
bse fields form a template for defining sets of information objects, instances of the class ALGOR
GORITHM in X.509 (see [10]), but) differs in allowing the parameters comyj
‘algorithm” will contain an oebject identifier value that uniquely identifies the type cq

quence is to tightly bind the object identifier and its type.

complete ASN. A~module is provided below, which contains all of the notation defined in this|
port.

ANSI~X9-52 {

iso (1) member-body(2) us(840) ansi-x952(10047) module(4) 1 }

which are
that class,

ITHM-ID.

s class is similar to the useful information “object class TYPE-IDENTIFIER used to dgfine class

onent of

borithmIdentifier to be absent innan encoding of a value of that type. In an instance of ALGORITHM-

ntained in

rameters”. The effect of referencing “algorithm” in both components of the AlgorithmIdentifier

Technical

DEFINITIONS EXPLICIT TAGS ::= BEGIN
-- X9.52 TDEA Modes of Operation
-— EXPORTS All;
-—- IMPORTS None;
TDEAIdentifier ::= AlgorithmIdentifier {{ TDEAModes }}

TDEAModes ALGORITHM-ID ::= {
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{ OID tECB PARMS ECBParms } | --— mode 1 —--
{ OID tCBC PARMS TDEAParms } | --— mode 2 —--
{ OID tCBC-I PARMS TDEAParms } | -- mode 3 —--
{ OID tCFB PARMS CFBParms } | -— mode 4 —--
{ OID tCFB-P PARMS CFBParms } | --— mode 5 —-
——OID—+OFB— PARMS— TDEAParms—— mode—6
{ OID tOFB-I PARMS TDEAParms }, -- mode 7 --
}
EJBParms ::= TDEAParms (WITH COMPONENTS {
., ivGeneration ABSENT })
TOEAParms ::= SEQUENCE {
keyingOptions KeyingOptions OPTIONAL,
ivGeneration [0] IVGeneration OPTIONAL
}
CHBParms ::= SEQUENCE ({
keyingOptions KeyingOptions:- OPTIONAL,
feedbacksSize FeedbackSize
}
KgdyingOptions ::= BIT STRING ({
option-1 (0)75/) -- (3-key) K1, K2 and K3 are independent keys
option-2>(1), -- (2-key) Kl and K2 are independent and K3 = K1
option-3 (2) -- (l-key) K1 = K2 = K3
}
IVGeneration = BIT STRING {
random (0),
counter (1)
}
FeedbackSize ::= INTEGER ({ -- Feedback path widths in bits
one (1),
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eight (8),

sixtyfour (64)
} ( one | eight | sixtyfour )
-—- Object identifiers

id-ansi-x952 OBJECT IDENTIFIER ::= {

; sod) . body{2) (840) ; —3052(10047)

mode OBJECT IDENTIFIER ::= { id-ansi-x952 1 }
tECB OBJECT IDENTIFIER ::= { mode 1 }
tCBC OBJECT IDENTIFIER ::= { mode 2 }
tCBC-I OBJECT IDENTIFIER ::= { mode 3 }
tCFB OBJECT IDENTIFIER ::= { mode 4 }
tCFB-P OBJECT IDENTIFIER ::= { mode 5 }
tOFB OBJECT IDENTIFIER ::= { mode 6.}
tOFB-1I OBJECT IDENTIFIER ::= { mode 7 }

-- Supporting definitions
AlgorithmIdentifier { ALGORITHM-ID:IOSet } ::= SEQUENCE {
algorithm ALGORITHM~ID. &id ({IOSet}),
parameters ALGORITHM-ID. &Type ({IOSet}{Q@Ralgorithm}) OPTIONAL
}
ALGORITHM-ID( :):= CLASS {
&id OBJECT IDENTIFIER UNIQUE,

&Type OPTIONAL

WITH SYNTAX { OID &id [PARMS &Type] }

END
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Annex B
(informative)

TDEA modes of operation cryptographic attributes

This annex describes, in a general nature, the major cryptographic attributes of the TDEA modes of operatipn.
Unless marked with (*), the identified attributes are also applicable to the interleaved or pipelined modes.

Table B.1 — Modes of operation

A‘tribute TECB TCBC TCFB1 TCFB38 TCFB64 TOFB
Error propggation 1 Block 2 Blocks 65 Blocks 9 Blocks 2 Blocks None
g/ll:;lizxtiloc k pattern in No Yes Yes Yes Yes Yes
Backward gompatible (*) Yes Yes Yes Yes Yes Yes
Number of[DEA per block 3 3 3 3 3 3

B.2 Key| attacks

A key attapk attempts to recover the value of the keyyand thereby enable the recovery of all data encrypled
using that key.

With Keying Options 1 and 2, if there are a.few known plaintext/ciphertext block pairs then the best kngwn
attacks fory TECB, TCBC, TOFB and TCFB64 take 2112 single DEA encryptions.

If there ar¢ many known plaintext/ciphertext block pairs, then with Keying Option 2 (see 5.2), the best attack
takes (212P)/r single DEA encryptions, where r is the number of known plaintext/ciphertext block pairs. But
with Keying Option 1 (see 5.2); the attacks are not known to be easier by knowing many plaintext/ciphertext
pairs.

Currently, there are no known feasible key attacks on any of these modes, when using Keying Options 1 or|2.

B.3 Text attacks

B.3.1 General

A text attack attempts to recover some plaintext or information about some plaintext from the ciphertext; the
key is not recovered.
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B.3.2 Stream cipher cycle length

B.3.2.1 General

For TOFB, a concern is the length of the key stream before it repeats. TOFB has an average cycle length of
263 blocks. Once TOFB repeats, the conservative assumption is that all encrypted data using a repeated key
stream can be recovered.

After the generation of approximately 232 |Vs for the same set of keys, the expectation is that the IV will repeat,
thus causing the same key stream to be produced. In this event, the conservative assumption is that all
plgiAtext can be recovered.

It i$ strongly recommended that the set of TDEA keys be changed well before either of these-évents occurs.

B.3.2.2 Text dictionary

An| attacker may build a dictionary of known plaintext/ciphertext pairs and seek to find at least| one entry
corresponding to encrypted text where the plaintext is (supposed to be) secret.

Let m be the number of different 64-bit plaintext blocks to be encrypted i6-the TECB mode; m is af most 264,
Lef the crossover point be the number of blocks at which there is an expectation that one encryptéd block of
segret plaintext is revealed by being in a dictionary due to the birthday.phenomenon. The crossovef points for
thd TDEA modes of operation are given in Table B.2.

Table B.2 — Crossover points

Mode of Operation Crossover Point
TECB 2(m¥2) encrypted blocks
TCBC 233 encrypted blocks
TCFB64 233 encrypted blocks

The prudent implementer should consider changing the bundle of TDEA keys well before reaching the
crgssover points.

B.3.2.3 Matching ciphertext

After about 232 blocks have been encrypted, the birthday phenomenon predicts that one block of ciphertext
wil| match another block.

For TECB;-matching ciphertext blocks indicate that the same plaintext blocks occur in differing locgtions; this
mgy result’in an information leak. As TECB does not randomize, or “pre-whiten”, the block (as does TCBC) by
using-an IV, the chance of matching ciphertext is dependent only on the number of different plaintext blocks
be nget |uyptcd.

For TCBC, matching ciphertext blocks C; = C, implies that P, ® P, = C,_y ® C,_4; assuming that the plaintext
blocks are structured, this event will leak information.

For TCFB64, matching ciphertext blocks C;=C; implies P; 1 ®P;,;=C,; ® C,,q; assuming that the
plaintext blocks are structured, this event will leak information.

For TOFB, one block of matching ciphertext should not be significant, as the key stream is independent of the
previous ciphertext.

The prudent implementer should consider changing the set of TDEA keys well before this event becomes
likely.
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