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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procg¢dures used to develop this document and those intended for its further maintenance, are
described|in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed\for the
different fypes of ISO documents should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document may.be the subject of

patent ri

ts. ISO shall not be held responsible for identifying any or all suc

h patént rights. Detailq of

any patenf rights identified during the development of the document will be in the.Introduction andjor

on the IS

Any trade
constitute

For an ex
expressio

list of patent declarations received (see www.iso.org/patents).

an endorsement.

name used in this document is information given for the convénience of users and does ot

planation on the voluntary nature of standards, the <meaning of ISO specific terms gnd
hs related to conformity assessment, as well as information about ISO’s adherence to the

World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the follow]ng

URL: wwy

v.iso.org/iso/foreword.html.

This docujment was prepared by Technical Committee }SO/TC 215, Health informatics.
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Introduction

Health information privacy concerns need to be addressed with the expanding adoption of health
information technology (HIT) including the use of electronic health record (EHR) systems. Both the
increasingly legislated environment around privacy and the increasing need for information sharing
between patients, providers, payers, researchers and administrators contribute to the growing need
for information privacy education in the healthcare sector. In spite of increasing awareness of and
sensitivity to patient privacy, there are no guidelines or standardization for education on privacy of the
healthcare information within healthcare organizations.

Thle purpose of this document is to describe the essential educational components recolmmended
to|ensure health information privacy in a healthcare organization. This document~des¢ribes the
concepts of health information privacy, the components of a privacy education programy for healthcare
organizations and basic health information privacy educational content that can be‘applied fo various
jurfisdictions.

Thlis document provides guidance for healthcare organizations for establishing and imprfoving the
heplth information privacy education for their workforce.

Aninex A provides the list of standards published by ISO/TC 215 that'may be used to develdp privacy
edpcation in healthcare organizations as they convey specific content and approach health information
privacy protection.

© IS0 2017 - All rights reserved v
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Health informatics — Guidance on health information
privacy education in healthcare organizations

Thlis document provides the components of privacy education within the context of role
ponsibilities. It is the responsibility of the organization to define and apply privacy protection

req

po
thg

Thie scope of this document covers:

a)
b)
‘)
d)

2

Thiere are no normative references for this document.

Fo
I1S(

3.1
ac

rivacy education program to support information privacy protection in healthcare orga
e primary users of this document are those responsible for planning, establishing(and
hlthcare information privacy education to a healthcare organization.

icies and procedures and, in turn, ensure that all staff in the healthcaré’erganization un
bir privacy protection responsibilities.

the concept of information privacy in healthcare;
the challenges of protecting information practices in thie healthcare organization;
the components of a healthcare information privady.education program;

basic health information privacy educational efntent.

Normative references

Terms and definitions

" the purposes of this decument, the following terms and definitions apply.

IEC Electropedia: available at http://www.electropedia.org/

[SO Online-browsing platform: available at http://www.iso.org/obp

CESS

nd deliver
nizations.
delivering

s and job

derstands

and I[EC maintainterminological databases for use in standardization at the following addlresses:

ab

lity or means necessary to read, write, modify, or communicate data/information or othery

vise make

use of any system resources

[SOURCE: ISO/TR 18307:2001, 3.1]

3.2

access control
means of ensuring that the resources of a data processing system can be accessed only by authorized
entities in authorized ways

[SOURCE: ISO 17090-1:2013, 3.2.1]

©lI

SO0 2017 - All rights reserved


http://www.electropedia.org/
http://www.iso.org/obp
https://standardsiso.com/api/?name=fc15544876bef11708e7f274446b0cbf

ISO/TR 18638:2017(E)

3.3

anonymization
process by which personal identifiable information (PII) (3.21) is irreversibly altered in such a way that
a PIl principal (3.22) can no longer be identified directly or indirectly, either by the PII controller (3.23)
alone or in collaboration with any other party

Noteltoe
[SOURCE:

3.4
asset
anything

Note1toe

a) informpation;

b) softw

c) physidal, such as computer;

d) servic

e) peopl¢, and their qualifications, skills and experience, and

f) intangibles, such as reputation and image.

[SOURCE:

3.5

audit
systemati
informati

are fulfill¢d

[SOURCE:
3.6

availability

property
Note1ltoe
[SOURCE:
3.7

confidentiality

property
to unauth

[SOURCE:

ntry: See pseudonymization (3.33).

ISO/IEC 27038:2014, 2.1, modified]

hat has value to the organization

ntry: There are many types of assets, including:

hre, such as a computer program;

eS;

ISO/IEC 27000: 2014, 3.6]

L, independent, documented process for obtaining records, statements of fact or other relev
bn and assessing them objectively to determine the extent to which specified requireme

ISO/IEC 29110-2-1:2015, 4.7]

bf data or of resources being accessible and usable on demand by an authorized entity
ntry: This is the definition relevant to use in computer security.

ISO/TS 27799:2009, 3.10]

bf datd that indicates the extent to which these data have not been made available or disclos

ant
hts

ed

bfized individuals, processes or other entities

ISO/IEC 2382:2015, 2126249]
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3.8

control

means of managing risk, including policies, procedures, guidelines, practices or organizational
structures, which can be administrative, technical, management or legal in nature

Note 1 to entry: Control is also used as a synonym for safeguard or countermeasure.
Note 2 to entry: Controls include any process, policy, device, practice, or other actions which modify risk.

Note 3 to entry: Controls may not always exert the intended or assumed modifying effect.

[SQURCE: TSO/TEC Z7000:20716, Z.16]

3.9
education
knpwledge, skill and understanding that you get from attending a school, coHege, uniyersity or
vogational teaching

Note 1 to entry: The action or process of teaching someone especially in a school, éoHege, or university.
Nofe 2 to entry: A field of study that deals with the methods and problems of teaching.

Nofe 3 to entry: Synonyms are learning, knowledge, literacy, scholarship*and enlightenment
Note 4 to entry: Education (which is concept based) is different than\fraining (3.39) (which is skill basgd).

3.10
heplthcare
type of services is provided by professionals or paraprofessionals with an impact on health status

[SOURCE: ISO 27799:2016, 3.3]

3.11

heplthcare organization
organization involved in the direct orindirect provision of healthcare services to an individpal or to a
population

—

[SQURCE: ISO 13606-1:2008, 3.33]

3.12
heplth professional
person who is authorized by a recognized body to be qualified to perform certain health duti

19%
wn

Note 1 to entry: The defined term is often “healthcare professional”.
[SOURCE: 1S©'27799:2016, 3.5]

3.13

identifiable person
onkwho can bhe identified directly or indirpr‘ﬂy in pqrrir‘nlm‘ by reference to an identificatidn number
or one or more factors specific to his/her physical, physiological, mental, economic, cultural or social
identity

[SOURCE: ISO 22857:2013, 3.7]

3.14

information privacy

rights and obligations of individuals and organizations with respect to the collection, use, retention,
disclosure and disposal of personal information

[SOURCE: ISO/TS 14441:2013, 3.26]

© IS0 2017 - All rights reserved 3
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3.15

information security

protection of information from (accidental or intentional) unauthorized access, use, disclosure,
disruption, modification or destruction

[SOURCE: ISO/TS 21547:2010, 3.2.24]

3.16
media
means by which information is perceived, expressed, stored or transmitted

EXAMPLE Audio, video, (animated) graphics, images, text.
Note 1 to eptry: Medium (plural media).
[SOURCE:|ISO/IEC 14478-1:1998, 3.2.2]

3.17
patient
subject of|care consisting of one person

[SOURCE:|ISO 13606-2:2008, 4.13]

3.18
personalfinformation
informatipn about an individual which can be used to identify thatindividual

Note 1 to eptry: The specific information used for this identification‘will be that defined by national legislatio

e

Note 2 to eptry: See personal identifiable information (PII) (3.21).
[SOURCE:|ISO/IEC 27011:2008, 3.1.5]

3.19
personaljhealth information
informatipn about an identifiable person thatrelates to the physical or mental health of the individugl

[SOURCE:|ISO 27799:2016, 3.8]

3.20
personaljhealth record
PHR
representption of information regarding or relevant to the health, including wellness, development, and
welfare of a subject of care, which may be stand-alone or integrating health information from multiple
sources, alrd for which-the individual, or their authorized representative, manages and controls the PHR
content aid grantS.permissions for access by and/or sharing with other parties

[SOURCE:|ISO/ TR 14639-2:2014, 2.60]

3.21
personal identifiable information

PII

information about a person that can be used to identify that individual

Note 1 to entry: The specific information used for this identification will be that defined by national legislation.
Note 2 to entry: See personal health information (3.19) and pseudonymization (3.33).

[SOURCE: ISO/IEC 27011:2008, 3.1.5]
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3.22

personal identifiable information principal

PII principal

person who granted/entrusted an organization with the ability to manage his/her PII

Note 1 to entry: See pseudonymization (3.33).

3.23
personal identifiable information controller
PII controller

rsondesiognated by an organization to control access to Pl
O J =]

2017(E)

pe
No
3.2

policy

sel
pr

No
[Sq

3.2

pr
frd
un

[S¢

3.2
pr

right of an individual to keep oneself:and one's health information concealed or hid

un|
pr

3.2
pr
sit
ma

[S

3.2
pr
ind
pe
an

Le 1 to entry: See pseudonymization (3.33).

4

of rules such as legal, political, organizational which can be expressed as obligations, pern
phibitions

Le 1 to entry: Adapted from ISO/TS 22600-1:2014, 3.13.
URCE: ISO/TR 14639-1:2012]

5

vacy

edom from intrusion into the private life or affairs of an individual when that intrusion re
due or illegal gathering and use of data about that individual

URCE: ISO/TS 27790:20009, 3.56]

6
vacy in healthcare

puthorized access and view by othersthat rests on the principle of confidentiality between |
pviders and patients

7

vacy breach
hation where personal (information (3.18) is collected, accessed, used or disclosed in an|
nner or in violation ¢f'one or more relevant privacy policies

URCE: ISO/TS 17975:2015, 3.26]

8

vacy manager

lividual-designated as a privacy official, who manages personal information directly or v
Fson agpart of his/her duties, who is responsible for developing and implementing its priva
 procedures or a contact person or contact office responsible for receiving complaints and

issions or

bults from

den from
lealthcare

unlawful

a another
Ly policies
providing

: ——l 1 LR I Pl w1 1 APR| . b 2 : ]
1Inarvraudars WICIT ITITOT IITatIoO1T O1T CITe ITedltiIcar e or SAUIZALIUITS PI'Ivdly pPIdULILT

3.29
privacy protection
capacity to control when, how and to what degree information about oneself is communicated to others

3.30

privacy stakeholders
individuals involved in privacy protection (3.29) including PII principal (3.22), PII controller (3.23),
privacy manager (3.28) and other defined by the national regulation

©lI
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3.31

procedure
specified way to carry out an activity or a process

[SOURCE:

3.32
provider

IS0 30000:2009, 3.12]

person or organization that is involved in or associated with delivery of health care to a subject of care,
or caring for the well-being of a subject of care

Note1toe
in the prov

Note 2 to
document
inanoun f

[SOURCE:

3.33
pseudony
process a

htry: A provider in this context includes not only healthcare providers, but also those directly involy
ision of services to patients.

entry: The defined term is often “healthcare professional”. A convention has been adopted in t
whereby the term “healthcare” is abbreviated to “health” when used in an adjectival ferm."When u
brm, the word “care” is retained but as a separate word (e.g. delivery of health care):

ISO/TS 27527:2010, 3.6]

'mization
bplied to personal identifiable information (PII) (3.21) which replaces identifying informat

with an alias

Note 1to e

Note2toe
(3.23). See

Note 3 to ¢
without di
accountabl

Note 4 to
of) privacy
determine

[SOURCE:

3.34
review
verificatid
the result
conformit

[SOURCE:
3.35

htry: Synonym is reduction, masking.

(try: Pseudonymization can be performed either by PII principals (3.22) themselves or by PII controll
PII, PII principal and PII controller.

entry: Pseudonymization can be employed by Plliiprincipal to consistently use a resource or sery
sclosing his/her identity to this resource or setvice (or between services), while still being h
e for that use.

entry: Pseudonymization does not rule-out the possibility that there might be (a restricted
r stakeholders other than the PII princ€iple controller of the pseudonymized data which are able
the PII principal’s identity based on‘the alias and data linked to it.

ISO/IEC 29100:2011, 2.244

n of the suitabilityradequacy and effectiveness of selection and determination activities, a
s of these activities, with regard to the fulfilment of specified requirements by an object
y assessment

[SO/TS-14441:2013, 3.44]

red

his
ed

on

ers

ice
eld

set
to

nd
of

risk

combination of the probability of occurrence of harm and the severity of that harm

[SOURCE:
3.36

[SO 10377:2013, 2.16]

risk management
coordinated activities to direct and control an organization with regard to risk (3.35)

[SOURCE:

ISO/TS 16901:2015, 3.32]

© ISO 2017 - All rights reserved
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3.37
subject of care
one or more persons scheduled to receive, receiving, or having received a health service

[SOURCE: ISO/TS 18308:2011, 3.47]

3.38
threat
potential cause of an unwanted incident that may result in harm to a system or organization

3.39
training
process by which someone is taught the skills that are needed for an art, profession or job

Nofe 1 to entry: The action of teaching a person or animal a particular skill or type of behavipur.
Note 2 to entry: The action of undertaking a course of exercise and diet in preparation for-a sporting gvent.
Note 3 to entry: Exercise, exercises, working out, conditioning.
Note 4 to entry: See education (3.9).

3.40
wqrkforce
pepple who provide a service or labor to contribute to business or organizational outcomes

[SQURCE: ISO 30409:2016, 10.1]

4 | Abbreviations

EHR electronic health record

EN European Norm (Standard)

EU European Union

HI health informatioiitechnology

ID identification

ICT informatior’and communication technology

OHCD Organization for Economic Cooperation and Development
PHII personal health information

5 | Understanding information privacy in healthcare

5.1 General concept

The internet and emerging health information and communication technologies are changing the way
that health professionals and the public gain access to health information, resulting in an expectation for
the increased use of such information. Although personal health information is personally private data,
such information may be used for public health, clinical research, medical education, policy making,
legislation enforcement, accreditation and other purposes for the betterment of society. Healthcare
organizations should develop a comprehensive approach to enable adequate protection of health
information privacy for their patients. Workforce education regarding health information privacy
should be an integral part of this approach including guidance on when and how health information
should be protected with regards to the specific workforce roles.

© IS0 2017 - All rights reserved 7
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Privacy education in a healthcare organization is a set of educational resources tailored to the roles of
the workforce involved in the creation, management, sharing, use and re-use of health information. The
education should be built upon agreed international concepts and standards on the topic of information
privacy, in general, and health information privacy, specifically. Jurisdictional legislation should be
considered in the design and implementation of organizational policies and the procedures of the
privacy protection program as well as being an educational component of such a program. Educational
requirements need to be inclusive of local settings and legislation. Furthermore, these requirements
should consider information privacy and healthcare goals in the context of clinical care and other
information use.

5.2 Inf¢rmation privacy in healthcare

5.2.1 Personal health information and privacy

Health information contains unique sensitivity characteristics in terms of privacy. Personal health
informatipn includes wide range of patient demographics including name, identification numbers,
address, phone number, education, marital status, socio-economic status and’ether individuglly
identifiable data points. Personal health information also includes data about physical and menftal
health stgtus, provision of healthcare services to a subject of care or payment.for healthcare serviges
provided to a subject of care. It is collected or created in the context of scheduling delivery or payment
for a healthcare service including:

a) regisfration and identity verification of the individual for the priovision of healthcare services;

b) information about the individual that is collected or created during the provision of healthcare
serviges to the individual;

c) information about the workforce involved in the provision of healthcare services to the individupl;

d) resulfs derived during the provision of healthtare services to the individual including test|or
exam|nation results, medications prescribed and other.

Such infoffmation may be considered sensitive by the person to whom it relates.

Personal health information may be shared with multiple providers involved in the provision| of
healthcarg services to the individuak.lh addition, this information can be re-used for a wide array| of
purposes,|such as clinical research,'public health, training and other health related activities.

Personal health information_that is collected during the delivery of healthcare services is recorded
in health [records. It can reside in various media including paper records, electronic records, mohile
applications, films, specimens, etc. This information is collected, maintained, transmitted, storgd,
used andaEe-used by workforce involved in the healthcare delivery. Therefore, it is the responsibillity
of the heaflthcare organization as well as its workforce to protect privacy of health information for the
patients.

5.2.2 Pftient's rights on personal health information privacy

According to the 2002 guidelines on the protection of privacy and trans-border flows of personal data
from the Organization of Economic Cooperation and Development (OECD), privacy is the right of an
individual to keep oneself and one’s information concealed or hidden from unauthorized access and
view by others. Patients’ rights for privacy of health information include:

a) rightto access and obtain personal health information in a readable form and format;

b) right to permit access or disclosure before personal health information can be used and shared for
specified purposes (except where otherwise permitted by legislation);

c) right to correct or amend personal health information if an individual believes the information is
incorrect, incomplete or inaccurate;

8 © IS0 2017 - All rights reserved
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d) right to receive confidential communication;

e) rightto file a complaintif an individual believes rights are being denied or health information is not
being protected properly;

f) rightto delegate personal health information access and/or retrieval to a third party.

5.3 Privacy concerns

Privacy concerns regarding personal health information, whilst not new, are a major issue for healthcare
:"::“" reazatio FE i Hely-sharins atioretee e 0
patient health information being accessed by unauthorized persons or being used for una
purposes by those with legitimate access raises concerns that information privacy. breaches might
leqd to information misuse or abuse with consequences ranging from embarrassment; financial loss,
dijcrimination and legal consequences.

5.4 Organization’s privacy protection program

Prlvacy protection refers to the capacity to control when, how and to,what degree information about
onpselfis communicated to others. An organization’s privacy protection,policies and practicesfare aimed
to [guard patient’s health information. These policies and practices form the basis of orggnization’s
privacy protection program.

Anlorganization’s privacy protection program should be designed to protect patient rights with respect
to [nformation privacy and should be developed and implemented within the framework of thie relevant
jutisdictional laws. The program should specify:

a) | policies and practices to protecting patient’s privacy within an organization;

b) | specific roles of the workforce involved in.€6llection, management, sharing, use and reuse|of patient
health information;

c) | education of workforce regarding privacy protection policies and practices;

d)| education of patients regardingtheir right in health information privacy.

5.4.1 Policies and practicCes'to protect health information

Information protection(policies and practices performed by the workforce of a healthcare organization
enpure that:

a) | all uses of information are known and appropriate in accordance with jurisdictional lawsg;
b) | healthinférmation is protected from inadvertent or deliberate misuse or disclosure;

c) | health information collection, sharing and storing are legally permitted and justified;

d) Lpatients are informed about their rights regarding health information;

e) patients are informed why, when and how their health information is collected, shared and stored
prior to the beginning of collection of their information;

f) patients can expect that their data is protected by information privacy protection program;
g) patients are informed about their right to access their healthcare information.

As a part of the privacy protection program, the organization should maintain reasonable and
appropriate administrative, technical and physical safeguards to prevent intentional or accidental use
or disclosure of personal health information which may violate jurisdictional privacy legislation. This
includes limiting incidental use and disclosure pursuant to otherwise, permitted or required use or
disclosure of the information; as well as appropriate use of patient consents and directives regarding

© IS0 2017 - All rights reserved 9
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information capture, management, sharing, use and re-use. Education of workforce is critical part of
the organization’s privacy protection program.

5.4.2 Roles of workforce in protecting information privacy

An organization’s privacy protection program’s policies and practices are carried out by workforce
involved in managing patient health information in various roles. The roles of the workforce fall into
the following groups:

a) health professionals;

b) healthcare information managers;

c) administrative staff;

d) reseafchers;

e) IT, se¢urity and privacy workforce;

f) other|workforce involved in patient’s care;

g) other|workforce that support operation of healthcare organization.

Table 1 prjesents the roles of workforce in protecting health informatign privacy by group.

Taljle 1 — Roles of workforce in protecting health information privacy in healthcare
organization

Group Roles

Health prgfessionals Individuals who provide healthcate services, such as physicians, nurses, allied

health professionals, medical technicians and other directly involved in the gener-
ation, sharing and use of information within the episode of care to support care de
livery. They are also involved in establishing organizational policies and procedurgs
related to care delivery using clinical guidelines and best practices.

Health infprmation Individuals such a§ medical record staff and others who maintain health records
managers created during the care delivery. They are involved in the collection, access, valida|
tion, verificatien, codification, audit, protection, retention, storage and disposition
of information, i.e. support of the information lifecycle within an organization.
They support information management for the provision of direct care, as well as
information exchange/sharing including the release of information (disclosure) to
the.authorized users. In addition, they participate in planning, implementation andl
operation of information systems including EHR and ancillary systems that contaip
health information. They are also involved in establishing healthcare information
management (HIM) policies and procedures for the health information lifecycle,
including policies and procedures for protecting information privacy.

Administrjative staff Individuals who use healthcare information for non-clinical administrative duties
including an organization’s operation and financial management, business deci-
sion-making to support tasks related to operational policy development and
evaluation. They may be employees of the healthcare organization as well as busi-
ness associates, e.g. contractors that perform operational, non-clinical services.

Researchers Individuals who use healthcare information for research purposes, e.g. clinical
research, population health surveillance, monitoring of health risks, health services
utilization research and others. They may be involved in the development of educa-
tional materials for care delivery and disease prevention for health care provider
and patients as well as the development and delivery of health education to health
professionals including health information managers.

10 © IS0 2017 - All rights reserved
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Table 1 (continued)

Group Roles

IT, security and privacy |Individuals who implement and support the operation of health information sys-
workforce tems and applications to enable electronic collection, management, sharing and use
of healthcare information. Such individuals may include those who have specific
roles in information security and information privacy.

Other workforce in- Outsourcing agents, contractors, pastoral care workers, counselors, volunteers,

volved in patient care social workers, students and others who may be involved in healthcare delivery and
information management services.

Otfher workforce that Sanitation workers, guards, maintenance technicians and others who provide daily

s:tport organization’s operational support to the healthcare organization. They are not directlyipvolved in

operation patient care and are not allowed to access patient records. However,'as employees of

healthcare organization they need to be aware about general organizationpl policies
regarding information privacy protection of patients.

To[ensure the protection of patient rights for information privacy, an orgahization may establish a
committee of representatives from these workforce groups to define and/implement orgapizational
policies and procedures as well as specific responsibilities of each group~in privacy protedtion. This
committee, in turn, may define specific educational content, training-formats and periodicitly for each
of these groups of workforce as described in 5.4.3 and 5.4.4.

5.4.3 Workforce education in protecting health information privacy

Organization’s privacy protection program’s policies and ‘practices contribute to a privagy culture
anfl help form the basis of privacy education for the.workforce involved in information| creation,
mgnagement, use and re-use. Education should help workforce to ensure the protection of pat{ent rights
for] information privacy. Clause 6 provides guidance regarding workforce’s education in protecting
heplth information privacy in a healthcare organization.

5.4.4 Patient’s education in protecting information privacy

Prior to collection of health information, the patient and/or his/her legal representative should be
informed about why, when, with whém and how their personal health information is shared| used and
refused. The patient and/or his/her legal representative have to express via consent directlives, why;,
when, with whom and how personal health information may be shared, used and re-used. Therefore,
an|organization’s privacy(protection program should include an educational component fofr patients
anfl/or their legal repreSentatives on how patient information privacy is protected by the organization.
Thiis includes executiémof consent directives. Clause 6 provides guidance for privacy education.

6 | Information privacy education in healthcare

6.1 General concepts

Heplthcare organizations have an obligation to educate their workforce, business parfners and
stakeholders as well as patients and/or their legal representatives themselves regarding health
information privacy protection. Health information privacy education should be an integral part
of the overall healthcare organization workforce training. It should be based on international and
jurisdictionally-relevant educational standards, ethics and core competencies on privacy protection
tailored to the applicable legislation and organizational policies and procedures. Privacy education can be
delivered through existing organizational educational programs or as a specialized program of its own.

The healthcare organization should maintain and update the privacy education curriculum as needed
according with the changes in privacy protection technology and standards. It is important to keep
educational materials up to date and ensure that workforce renew their training periodically according
to the organizational policy for the workforce continuing education. The organization should also
document evidence of workforce compliance with the privacy protection policies and practices as well
as retain proof of such compliance.
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6.2 Target audience of the privacy education

The target audience for health information privacy education includes the seven groups of organization’s

workforce as described in Table 1. These consist of six groups (groups 1 to 6) who are involved

in

managing patient healthcare information and group 7 who are involved in the general support of the

organization’s operation.

In addition, health information privacy education should be delivered to patients or their legal

representatives.

6.3 Comipetencies, educational objectives and content

According to the Global Academic Curricula Competencies for Health Information Professionals. (201
privacy education should be aimed at the overall information protection including data'priva
confident]ality and security. The central theme of these competencies is that information‘’is’'viewed

5),

Cy,
as

a strategif organizational asset that requires high level oversight in order to be able to-effectively use

it for safefcare delivery, organizational decision-making, performance improvement, cost managem
and risk rpitigation. From these perspectives, workforce of the organization as<well as its custom
(patients)|carries out specific roles and responsibilities in protecting health infexrmation privacy.

Annex B provides detailed description and examples of setting learning objectives under the four lev
of comprehension as follows:

a) awargness;

b) undegstanding;
c) practice;

d) habit
In general, the academic educational objectives are,to assure that trainees

— undefstand applicable healthcare law, regtilation and standards related to information protect
from the perspectives of various stakehplders;

— be aljle to develop and implement related privacy, security and confidentiality organizatio
policigs;

— be aljle to develop and maintain an organizational infrastructure on information protect
including privacy protection;

— beable to educate stakeholders on health information protection methods and their responsibiliti

Though the Global-€ompetencies were developed for the academic education, they may be applica
to vocatignal (on-the-job) training at the healthcare organizations as well. Thus, overall educatio
objectiveq of the'privacy education in a healthcare organization are aimed to enable workforce to:

ent
EI'S

els

on

hal

on

€S.

ble
hal

ded

a unde ctAnd tha concnntc Af natinnt’c 1 farnatinn nivaoyy confidantiality nnA tha racarmmnnd
I'SeeRa—tthRe—-eoneeptsS—orpate Rt SHHerRaHeR privacy—eontaeRtartt y—aia—tne-—frecomneh

safeguards to protect that information;

b) understand the importance of patient’s privacy protection;

c) understand the relationship between information privacy and information security in a continually

changing healthcare environment;

d) recognize potential threats to patient privacy;

e) acquire knowledge of legal, administrative, technical and physical safeguards for privacy

protection;

f) learn effective approaches for protecting patient privacy in relation to patient information;
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understand the actions required to safeguard personal health information;

understand the roles of workforce in protecting patients’ privacy when managing patient

information;

apply knowledge obtained in item a-h above in protecting information privacy on the job.

The specific types of training modules, the depth and the degree of comprehension upon training
completion for each workforce’s group depend on the role and responsibilities with regards to access,
management, sharing, use and re-use of the patient information.

Tal
be

ble 2 presents examples of the competencies themes as well as curriculum considerations t
tailored to a specific role of the workforce’s group described above in Table 1.

Table 2 — Privacy education: Examples of the competences themes and ‘curriculy

considerations

hat should

Competencies themes

Curriculum considerations

Foundational concepts

to

Pdtient’s rights to privacy and access

health information

— Patient rights to privacy standards;laws and regulations

— Patients’ rights to access

Th
de
an|
in

e concept of physician/patient confi-
ntiality and how it demands privacy
d security measures to protect health
formation

— Physician/patient relationship

— Trust

— Comfort

— Confidentiality

— Safeguards, (disclosures, HIPAA, Hippocratic Oath, etc.)

— Physicaland automated/electronic Privacy and security §
(passwords, pins, accessibility, physical safeguards)

afeguards

In

formation exchanges in healthcare

— Local, regional, national and international health information
—<Patient-generated data, personal health records
— Patient safety

— Health information systems interoperability (semantic, tec|
functional)

— Information availability, quality, integrity and protection

exchanges

hnical and

Pri
te
do

Actice of health information pro-
ction; legal concepts) principles and
cument

— Health information/record laws and regulations
— Healthcare legal terminology
— Information protection, transparency, compliance

— Patient consents: (a) consent for treatment, retention, priva
rights, advocacy, health power of attorney, advance directive
(b) consent for information sharing

Cy, patient
s, etc. and

— Legal health record

— Electronic discovery (e-Discovery)

©lI
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Table 2 (continued)

Competencies themes

Curriculum considerations

Information access and disclosure of
confidential health information

— Principles for releasing personal health information
— Consent for information sharing

— Permitted disclosure without authorization

— Re-disclosure

— Required elements of an authorization

—Desigmated Tecord Set
— Institutional Review Boards (IRBs)

— Tracking disclosures

Confident
measures

mation pr

ality, privacy and security
policies and procedures for

data captyre, management, exchange,
use and rg-use to protect health infor-

vacy (regardless of format)

— Information protection

— Professional obligations related to privacy protection of health informati

— Internal and external standards, regulations, andinitiatives on hea

information privacy

— Patient verification

— Medical identity theft

— Data security concepts, processes'and monitoring

— Administrative, physical and technical safeguards

on

Retention
health infi

and destruction policies for
rmation

— Information retention
— Data storage and retrjeval
— Information archival, data warehouses

— Incident reporting

departme
informati

Security ajnd privacy policies for

htal and organizational
n management practices

— Information protection

— Data breaches

— Privileged communications
—Rolicies for authorized users
=L Security processes and policies

— Systems quality and data quality

health infi

Policies anjd procedures to mattage
access and disclosure of confidential

rmation

— Privacy and security laws and regulations

— Systems integration, interfaces and data reliability

— Information security measures, policies and procedures

— Risk assessment, evaluation and management
— Business continuity planning

— Audit techniques and principles

— Principles for releasing PHI

— Required elements of an authorization
— Designated record set

— IRBs

— Re-disclosure

— Tracking disclosures

— Encryption/electronic access

— Anonymization and pseudonymization

— Systems quality and data quality

14
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Table 2 (continued)

2017(E)

Competencies themes Curriculum considerations

an

Risks to health information privacy

cies/procedures and protocols

d management of breaches of poli- |exchanges

— Information protection

— Case risk analysis, management and mitigation
— Breach analysis and notification requirements

— Gap analysis of current policies and procedures

— Local, regional, national and international health information

R
re
an

cord and system disaster — Patient safety
covery and management protocols

4 procedures — Contingency planning

— Downtime policies, procedures and processes

— Systems quality and data quality

Ad
fo

ditional educational components |— In-service programs for employees
[ employees in information privacy, | Code of Ethics

serurity and confidentiality
— Organizational policies and procedures
Privacy education should be developed as a part of the overall‘organizational privacy protection
program. Specific training modules may be developed at the.institutional level as well as they may be
airtped at a specific target group and/or role/functional levelvof participants in the target group (see
Table 1). When developing the educational content for-a specific group of workforce, the|following
re¢ommendations may be considered.
—| Develop educational materials and training forxmats using best educational practices, ¢.g. Global
Competencies described above.
—| Focus on examples (cases) relevant to the organization at large as well as to specific|roles and
responsibilities of the workforce involved.
—| Choose attention-getting themes,e:g. patient-centered focus.
—| Use appropriate outside resources.
To[ensure continuity of theprivacy education as a part of the organizational culture, the|following
practices should be pursued.
a) | Focus on training-as part of risk reduction strategy to ensure continuing awareness of the staff
with what is¢pyotected information.
b)| Conduct.'¢ontinuing awareness campaigns to provide organizational reinforcement|including
surveyswof organization’s staff including contractors as well as patients as follows:
1)\ surveys of workforce to assess their knowledge about the privacy protection efforts yithin the
organization;
2) surveys of patients to assess their satisfaction with the privacy protection efforts within the
organization.
c) Provide feedback to staff on both staff and patients’ surveys.
d) Identify champions of privacy protection awareness, offer awards, incentives or both.
e) Update educational modules as needed based on the feedback from the staff and patient/client

surveys.

© IS0 2017 - All rights reserved
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7 Examples of content modules

7.1 General
Training overview, learning objectives, expectations, and administrative matters.

Sections that follow provide specific examples of educational modules that should be included in a
privacy education program built from the global competencies described in Table 2.

7.2 Int

a) Definjtions of information privacy, confidentiality and security in healthcare;
b) Curregnt and future trends of eHealth:
1) Health information and communication technology (HICT) in healthcare;
2) Health information exchanges: local, regional, national and international;

3) Imternational and national standards for HICT systems interopetability and informatjon
sharing.

c) Patieptinformation privacy protection: legislation, policies, guidarice;principles and best practides;
d) Thredts to patient information privacy in eHealth environment;

e) The rple and responsibility of a healthcare organizationin protecting privacy of patient heafth
inforgation:

1) Rjisks to patient information privacy in an organization;

2) Mitigations of risks in protecting patient information privacy including reporting a privacy
vjolation incident;

3) Afdministrative, technical and physical security safeguards to protect patient informatjon
privacy;
4) Cpnsequences for violationseof safeguards for patient information privacy.

7.3 International guidelines and principles for information privacy protection

These int¢rnational guidelines and national laws play a major role in assisting healthcare organizatigns
and consymer represefitatives in their efforts to protect health information privacy and personal dgta.
Examples|of internatienial and national regulations include:

-t

a) OECD|Guidelinies on the Protection of Privacy and Trans-border Flows of Personal Data;

b) Unitefd®ations Guidelines for the Regulation of Computerized Personal Data Files;

c¢) European Union Data Protection Directive (Directive 95/46/EC).

7.4 National legislation, regulation and policies for information privacy protection
National regulation and guidelines on information privacy protection. For example:
a) Australian Privacy Protection Principles;

b) US Health Insurance Accountability and Portability Act (HIPAA), 1996.
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7.5 Patient’s rights on personal health information

a) Patient’s rights on personal health information

b)

7.6 Administrative policies for privacy protection

a)

b)
‘)

d)

f)

Organizational policies and procedures to protect patient’s information privacy

1) Notice of information privacy

2) Confidential communications

3) Access to information

4) Amendments to correct information in the record

5) Access or amendment refusal

6) Consents

7) Request forms to access personal health information
8) Complaints

Patient's rights on the use, access to and disclosure of‘personal health information within an

organization (compliance with applicable legislation, regulation and policies)

Job responsibilities and patient information

Collection, use and disclosure of personal héalth information including information provenance

(additions, modifications, disclosures)

1)
2)
3)

Patient consents

1)
2)
3)
4)
5)

Categories of personal health information to which access is needed
Authorized workforce to access:and manage personal health information

Verification of authority and'identity of individuals requesting personal health inforgation

Explicit and implied consent
Consent for-procedure
Consentfer information sharing
Consent withdrawals

Exclusions and exceptions

A5} | 4+ 43 pn A | 4 43
INCLUTU TULUTINIVUIT dITU UCOSLT UL LlIvIl

Privacy breaches
1) Unauthorized collection of personal health information
2) Unauthorized disclosure of personal health information
i) loss (afile is misplaced)
ii) theft (alaptop is stolen), or
iii) mistake (a letter addressed to one person gets faxed to the wrong person)
3) Unauthorized access

© IS0 2017 - All rights reserved 17


https://standardsiso.com/api/?name=fc15544876bef11708e7f274446b0cbf

ISO/TR 18638:2017(E)

4) Unauthorized or unsecured disposal of personal health information
g) Privacy policies violations

1) Disciplinary actions including termination of employment

2) Fines

3) Criminal charges

h) Documentation of organizational policies and procedures

i) Workforce training

7.7 Tedhnical and physical safeguards for protecting healthcare information privacy
a) Inforgnation security threats

) i
2) Natural disasters, e.g. fire, flood, lightning, earthquake, etc.

man errors, e.g. erasure, accidental damage, deliberate acts, improper,disposal of data

3) Technical errors, e.g. lack of back up, system failure, malware, loss.of power, etc.
4) Dieliberate errors, e.g. unauthorized disclosure, modification;xinformation leaks, etc.
5) Media handling
b) Techrjical safeguards
1) Network security

2) Alccess management

bt
L—

ID and password management

i) Photo and Biometrics IDs

—

—
—

ij) Access logs

—

\) Screen saver
3) Data encryption and-secure transmission
4) Diata back-up

c) Physifal safeguards

1) Fhcilitjpaccess control (locks, electronic access control systems, security workforce)

2) Designated physical storage locations

3) Electronic storage devices and equipment

4) Equipment/workstation security and theft protection at the facility and in transit
5) Media protection from theft at the facility and in transit

6) Workspace security

7) Protection from natural disaster

Annex C provides comparison of the levels of learning objectives (1 - Awareness; 2 - Understanding;
3 - Practice; 4 - Habit) by workforce groups described in Table 1, including patient or legal representative,
with respect to specific content modules/topics in educational curricula.
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Instructional methods, delivery mechanisms and evaluation

8.1 Instructors

Instructors should have in-depth conceptual and practical knowledge of

a)
b)

the subject of protecting individual’s privacy in healthcare;

jurisdictional regulation and organizational policies regarding maintaining patient pr
confidentiality;

‘)
d)

Qu
an
m4
Ing
co
of

8.

De
kn
of

tai

Va
on
ch
au

It
to

Pr
asy
sh

.3 Delivering training

information security and its role in protecting personal information;

protect personal information.

tructors should develop and deliver educational sessions under the supervision of a privacy
mmittee and a designated person responsible for the implementation, management and en
brivacy protection program in the healthcare organization.

? Instructional methods and delivery mechanisms

pending on the audiences’ roles and responsibilitieés;, prior education, working exper
pwledge, a variety of instructional methods may be, used to address the specific learning
the privacy education program in order to meet\the needs and desired outcomes for the
get group.

Fious training delivery mechanisms may be used including traditional face-to-fac
ine e-learning, and/or a combination*of both. Instructional methods should take into ag
hracteristics of the various deliveryanechanisms, training methods and the capabilities of
lience as elaborated in Annex D,

s important to vary the instructional methods to keep the target audience’s interest and a
nteract with the content inja variety of ways, e.g. videos, role play, animation, etc.

vacy educationymay be included in staff orientation and on-boarding and sustaine
ociated contihtling education. When delivering the training, the following administrative
puld be pursued.

Setup-the appropriate training format and schedule for the affected workforce.

Document attendance.

ivacy and

national and international HIT standards used in health information systems and applications to

alifications and eligibility criteria for instructors should be determined by,jupisdictional legislation
 organizational policies. For example, instructors should have experienge in enterprise information
nagement and healthcare administration as well as possess basic Kknowledge of teachfing skills.

y program
forcement

lence and
bbjectives
identified

b classes,
count the
the target

[low them

| through
practices

Document training completion by issuing certificate or acknowledgement documents.
Grant access to patient health information only after completion of the training.

Make information privacy education a precondition for any credentialing processes.

8.3.1 Orientation and on-boarding training

Or

a)
b)

©lI

ientation and on-boarding training should address the basic knowledge of
patient health information;

patient’s information privacy rights;

SO0 2017 - All rights reserved

19


https://standardsiso.com/api/?name=fc15544876bef11708e7f274446b0cbf

ISO/TR 18638:2017(E)

c¢) how health information privacy is protected in a healthcare organization including the legal

aspec

ts and responsibilities of the workforce in protecting patient information privacy;

d) specific job responsibilities of the employee in his/her position with regard to protecting health
information privacy in a healthcare organization.

In addition, other organizational policies and practices regarding to the management of patient
healthcare information may be added to the on-boarding training as needed based on the person’s
role including patient consents, confidentiality agreements and information security statements; their
periodic renewal according to the jurisdictional regulation and organizational policies; and other topics.

8.3.2 C])ntinuing education

For contiy
periodict
content fr

uing education, more detailed information regarding specific topics may be included in {
Faining sessions based on the person’s role within the organization and expanded-educatio
pm the specific competencies and educational modules provided above.

8.3.3 Education of patients

In additio
to patient
interactiv|
explain th
materials
drawings

It is impg
managers

h to educating workforce, the organization have to develop and delivery educational materi
s and/or their legal representatives. The educational format may~include booklets, poste
¢ videos and mobile applications, etc. describing how patiefit’s privacy is protected 4
e patient’s role in protecting privacy of his/her information<It is important to develop th¢
at a level to be understood by a lay audience, e.g. at the@rd-4th grade reading level or us
and cartoons for the audience that may not know how:te read.

rtant to include patient’s education in workforce’training because clinicians, informat
and other workforce may likely deliver these educational materials to the patients.

8.4 Evdluation methods

Evaluatio
need and
knowledg
demonstr

The train
learner’s |
quizzes ul

For furth
feedback

topics, mg

L of the effectiveness of the privagy ‘education program depends on the organizatio
available resources. There are a series of steps that help learners understand how to ap
e obtained during the training. The competency-based learning approach allows trainees
hte mastery and provides forypersonalized learning opportunities.

ng should include tasks; exercises, quizzes, surveys, exams and other techniques to acc
xnowledge gained threugh the completion of the training. Annex E presents the exampleg
der privacy education.

br improvementyof the training content and delivery, it is important to solicit continu
rom workfotceas well as patients via surveys on the quality of privacy education, e.g. train
terials, fermat, etc. so the improvement could be timely made as needed.

he
hal

als
rs,
nd
bse
ng

on

hal
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to

bSS
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ng
ng
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Annex A
(informative)

ISO/TC215 Health informatics: List of standards on privacy

protection

o

50 Document Type, Number

and Year

Title

IS

D/ TS 25237:2008 (Ed 1)

Health informatics — Pseudonymization

IS

D/TR 11633-1:2009 (Ed 1)

Health informatics — Information security managementfor remot
tenance of medical devices and medical informationsystems — Pa
Requirements and risk analysis

P main-
rt1:

ISP/TR 11633-2:2009 (Ed 1) Health informatics — Information security nfanagement for remotf mainte-
nance of medical devices and medical information systems — Part|2: Imple-
mentation of an information security management system (ISMS)

ISP/IS 22600-1:2014 (Ed 1) Health informatics — Privilege management and access control — [Part 1:
Overview and policy management

ISP/IS 22600-2:2014 (Ed 1) Health informatics — Privilegeymanagement and access control — [Part 2:
Formal models

ISP/TS 22600-3:20014(Ed 1) Health informatics — Privilege management and access control — [Part 3:

Implementations

IS

D/TS 21547:2010 (Ed 1)

Health informatics\—Security requirements for archiving of electionic

health records —PRrinciples

IS

D/TR 21548:2010 (Ed 1)

Health informatics — Security requirements for archiving of electionic

health recerds — Guidelines

IS

D/TS 14265:2011 (Ed 1)

Healthdnformatics — Classification of purposes for processing per
healthiinformation

sonal

IS

D/TS 13606-4:2009

Health informatics — Electronic health record communication — Rart 4:

Security

IS

D/TS 14441:2013 (Ed 1)

Health informatics — Security and privacy requirements for comp
testing of EHR systems — Part 1: Foundation

iance

IS

D/1S 22857:2013 (Ed-2)

Health informatics — Guidelines on data protection to facilitate trgns-bor-

der flows of personal health data

IS

D/1S 20301 (Ed2)

Health informatics — Health cards — General characteristics

IS

D/1S 20302:2014 (Ed 2)

Health informatics — Health cards — Numbering and issuer identification

ISP/IS 17690-4:2014 (Ed 1) Health informatics — Public key infrastructure — Part 4: Digital signatures
for healthcare documents

ISPAS22600-1:2014 (Ed 1) Health informatics — Privilege management and access control — [Part 1:
Overview and policy management

ISO/IS 22600-2:2014 (Ed 1) Health informatics — Privilege management and access control — Part 2:
Formal models

ISO/IS 22600-3:2014 (Ed 1) Health informatics — Privilege management and access control — Part 3:

Implementations

ISO/TS 17975:2015 (Ed 1)

Health informatics — Principals and data requirements for consent in the

collection, use or disclosure of personal health information

EN-ISO/IS 27799:2016 (Ed 2)

Health informatics — Information security management in health using ISO/

IEC 27002

1SO/IS 27789:2013 (Ed 1)

Health informatics — Audit trails for electronic health records
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Annex B
(informative)

Setting learning objectives (example) (Source: TriageTraining
Group, HIPAA training playbook)

Level 1 Ayareness: Knowledge from facts and data

The purptlse of this level is to develop familiarity with the subject matter (learn concepts and;tern;
The demonstration of knowledge includes the ability to recall or recognize concepts.

In terms pf learning objectives, some verbs that are common to this level are: show,-label, collg
examine, fabulate, quote, name, recall, recognize, reproduce, select, state, list, match and outline.

Level 2 Upderstanding: Comprehension from instruction

1S).

The purpgse of this level is to understand the meaning and interpretation ‘efinstructions. The learper

should befable to state a problem in his/her own words. A demonstration®f understanding includes {
ability to fecall and explain in different words, knowledge of the major ideas, understand informati
grasp megdning, compare and contrast.

In terms ¢f learning objectives, some verbs that are common, tg this level are: comprehend, contrg
defend, define, describe, differentiate, discuss, distinguish, "estimate, explain, extend, generali
interpret,|paraphrase, predict, rewrite, summarize and translate.

Level 3 Practice: Application and analysis

At this leviel, people begin to use information sucli.as methods, concepts and theories in new situatio
They begin to solve problems using acquired sKills, notice patterns and organize information. They d
recognize| hidden meanings and identify components. A demonstration includes using a concept i
new situafion or giving an example. The learner can separate the information into its component pa

he
b1,

st,
ze,

ns.
an
la
rts

so that the¢ structure may be understodd and can distinguish between facts and inferences. The learper

can also apply what was learned inhe classroom into new situations in the workplace.

In terms ¢f learning objectives; some verbs that are common to this level are: analyse, apply, calculg
categoriz¢, change, composef-complete, demonstrate, design, discover, examine, experiment, illustrg
modify, plan, produce, relate show and solve.

Level 4 Hpbit: Judgment, ethics and wisdom from synthesis and evaluation

The learngr at thisYevel is able to demonstrate a complete understanding of the information and ¢

(g

€,

an

use old ideas.to’create new ones, relate knowledge from several areas, predict and draw conclusiops,

ke

from diverse elemen
meaning or structure or making judgments about the value of ideas or materials.

ts, putting parts together to form a whole, with emphasis on creating a new

rn

In terms of learning objectives, some verbs that are common to this level are: assess, combine, conclude,
convince, criticize, critique, decide, defend, evaluate, formulate, integrate, interpret, invent, judge, rank,

recommend, support and test.
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Table B.1 and Table B.2 provide examples of setting learning objectives regarding personal health
information and new security policy for computer password management. Please note that the level of
learning objective depends on the workforce role and responsibilities. For example, health information
managers (see Table 1, group 2) who work directly with personal health information should be trained
at level of Practice up to level of Habit.

Table B.1 — Learning objectives: Meaning of personal health information

I . P
Cearmnmmg objective

Level Description

Awareness Identify the definition of personal health information.

Understanding |Describe forms of personal health information that you come in contactwrith.

Decide whether the information asked for by a family member is personal health information

Practice and if it can be shared with the family.

Evaluate the actions of new staff members regarding their us€.and disclosure of pefsonal

Habit health information.

Table B.2 — Learning objectives: Proper actions regarding password manageme¢nt

Learning objective

Level Description
Awareness Recall your organization’s policy on computer security password management.
Ufderstanding flnxap;l:;r;rirrllei(?r own words the meaning’and importance of computer security password
Prjactice Apply the password management,policy to your daily work.
Hgbit Assess how your organization's policy protects patients’ rights.
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Annex C

(informative)

Level of Learning Objectives by Audience (Provided by South Korea)

Table C.1 provides metrics for comparison of the levels of learning objectives described in Annex A

(1 - Awaré¢ness; Z - Understanding; 3 - Practice; 4 - Habit) by workiorce groups (see Iable 1) as well as
patient or]legal representative with respect to specific topics in educational curricula.
Table C.1 — Metrics for comparison of the levels of learning objectives
Health pro- | Health in- |Admin.| Re- IT | Others | Others | Patient
fessionals | formation | staff |search-|staff| in- support- | or legpl
Curricula topics managers ers volved(ing oper- | reprg-
in care ation sentd-
tive
7.1 Training overview, learn-
ing objectives, expectations 4 4 3 2 2 1 0 0
and admihistrative matters
7.2 Introduction to informa-
tion privacy, confidentiality 4 4 4 4 4 4 4 1
and secuility in healthcare
7.3 Internlational guidelines
and princjiples for informa- 4 4 3 3 4 1 0 0
tion privdcy protection
7.4 Natiorial legislation,
regulation and policies for in- 4 4 4 4 4 4 1 1
formatiorn privacy protection
7.5 Patienit’s rlgh_ts on 4 4 4 4 4 4 1 2
personal health information
7.5 b) 1) Nptice for information 4 4 3 3 3 1 0 2
privacy
7.5 .b) 2) Confidential communi- 4 4 3 3 3 2 0 2
cations
7.5 b) 3) Afcess to information 3 3 1
7.5 b) 4) Amendment
7.5 b) 5) Afcess or amendment 4 4
refusal
7.5 b) 6) Consent 4 4
7.5 b) 7) Request forms to ac- 3 3 1
cess personal information
7.5 b) 8) Complaint 4 4 3 3 3 1 0 2
7.6 Administrative policies for privacy protection
7.6 a) Patient’s rights on the
use, access to and disclosure
of personal health information
within the organization:
Organizational policy and 4 4 3 3 4 1 1 1
procedure and compliance with
applicable legislation, regula-
tion and policies
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Health pro- | Health in- [Admin.| Re- IT | Others | Others | Patient
fessionals | formation | staff |search-|staff| in- support- | or legal
Curricula topics managers ers volved | ing oper- | repre-
in care ation senta-
tive
7.6 b) ]qb respon§1b111t1es and 4 4 3 3 4 2 1 1
patient information
7.6 c) Collection, use and
diselesure-ofpersenatheatth
information including infor- 4 4 2 3 3 2 0 2
mation provenance (additions,
medifications, disclosures)
7.6 d) Patient consent 4 4 2 3 2 2 0 2
7.6 €) Regord retention and 4 4 3 3 4 2 1 2
dejstruction
7.6 f) Privacy breaches 4 4 4
7.6 g) Privacy policies violation 4 4 4
7.6 h) Documentation of
organizational policies and 4 4 4 4 4 4 4 2
prpcedures
7.6 i) Workforce training 4 4 4 4 4 4 4 0
7.7 Technical and physical safeguards for protecting health-information privacy
7.1 a) Information security 3 4 3 3 4 1 0 0
threats
79b) 1) Tec.hnlcal guards: net- 3 3 3 2 4 1 0 0
work security
7.1 b) 2) Technical guards:
Adcess management (IS and 4 4 4 3 4 1 0 1
password management, screen
sayer)
7.1 b) 3) Technical guards: Data
encryption and secure trans- 3 3 3 3 4 1 0 0
mission)
7.1 b) 4) Technical guards™Data 3 3 3 3 4 0 0 0
back-up
7.1 ¢) 1) Physical Guards: Facili- 4 4 4 3 4 2 2 1
tylaccess control
740 4) Physwa_l Guards:'Equlp- 4 4 4 3 4 2 2 1
mé¢nt/workstation security
7.9 ¢) _5) Physical Guards: Media 4 4 4 3 4 2 2 1
hangling
+ ; : .
7. 7Ty 7 Phystcal Guards Pro-
tection from natural disaster 4 4 4 3 4 2 2 1
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Annex D
(informative)

Educational methods (examples)

A variety of methods may be employed to address the specific learning objectives for the target
audience. [Traiing methods and schedules should meet the learners needs.

Examples|of methods are:

a) case qtudy;

b) discupsion of issues;

c) scenalrios or role play;

d) comppter-based training;

e) videofaped instruction;

f) interdctive technology;

g) handguts, audiovisuals, references, self-study information;
h) briefipgs and lectures;

i) revieyws during performance evaluations;
j)  netwgrk (e-mail) briefings.

Training dan be delivered on both traditional(in-class) as well as in on-line formats. Table D.1 presents
character|stics for the two training formats.

[Fable D.1 — Characteristics of training delivery formats for privacy education

Characteristics Traditional (in-class) training Online training
Training format Léctures, seminars Recorded lectures, interactive webinars
Number of participants Over 30 persons - Lecture Unlimited

Less than 20 persons - Seminar

Type of participants Groups of workforce with similar roles and responsibilities
Frequency Defined by organizational policies
Learnin jectives level |Based on workforce group roles and responsibilities
Grading clitéfiaoftratnees Gradeforparticipationorgrade based-onmerit uporrcompletionofassisnments
Course evaluation Survey of trainees and other type of feedback to the instructor to assess and

strengthen the education content as needed

Course updates Modification of education content based on the results from course evaluation
according to the schedule set by the organizational policies
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