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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance_afte
describefd in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editoriallrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may\be the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patentrights. Details pf
any patept rights identified during the development of the document will be in the Thtroduction and/¢r
on the IS0 list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does n¢t
constitufe an endorsement.

For an ¢xplanation on the meaning of ISO specific terms and;‘expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical Barriers
to Trade|(TBT) see the following URL: Foreword - Supplementaty information.

The committee responsible for this document is I[SO/TC 204; Intelligent transport systems.

ISO/TR 17465 consists of the following parts, undep;the general title Intelligent transport systems +
Cooperative ITS:

— Part|1: Terms and definitions
— Part|2: Guidelines for standards docurerts
— Part)3: Release procedures for standards documents

This inclides an Annex that provides examples of the way that the guidance it contains should be appligd
to multi-part standards.

iv © ISO 2015 - All rights reserved
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Introduction

As Cooperative-ITS involves many services provided using a large number of applications all
communicating with each other and sharing data, it is very likely that some standards will become
very large. This will be particularly true where a particular standard documents the requirements for a

particular service or set of applications. It is thus likely that in some instances, multi-part stand
be required so that finding particular aspects of a standard can be made easier.

In order for users to quickly find the standard’s information that they require in multi-part st

ards will

andards,

tmls part of ISO/TR 17465 provides guidance on the common structure to be used for the
these multi-part standards. This will mean that a specific number is always used for each/pat]
Alrchitecture/Application will always be part 1, ITS-station Management will always bepart 2,
bt will always be part 3, etc. This part of ISO/TR 17465 also describes the relations bety

he use by multi-part standards of the structure described in this Technical Refyort does not re
pligation for those creating standards to involve other Technical Committees and/or Workin
1} the creation of a particular standard. Thus, for example, the part of thedstandard that desc
provisions for protection of privacy data and requirements for security,of data and data trans
should be created in explicit coordination with the CEN/ISO workinggidup responsible for ovel
bcurity and Privacy.

—

fope and contents of the multi-part standard. There mightlbe need for this involvement to be i
i the New Work Item Proposal from which the multi-parxt standard is to be created and for a
¢ be created so that this is done in a consistent way fer.all multi-part standards.

S
The need for the involvement of other Technical Committees-dand/or Working Groups will depel
S

[l

his Technical Report is thus only for use with standards that relate to Cooperative-ITS. Its

kchanges because they are not relevant to thése standards (such as standards for stand-alone
that acquire information only from sensogs).

S
djfferent parts of these standards, e.g. the relationship between architectural elements and data sets.
T
0

parts in
t, so that
Security
veen the

move the
o Groups
ribes the
missions
rall C-ITS

nd on the
Hentified
template

contents

T
need not be applied to the ISO TC 204 and CEN TC 278 standards that do not specify infgrmation
e

systems
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TECHNICAL REPORT ISO/TR 17465-2:2015(E)

Intelligent transport systems — Cooperative ITS —

Part 2:
Guidelines for standards documents

[y

Scope

—3

his part of ISO/TR 17465 provides guidance for the structure that is to be used in multi“part
tandards for particular services or applications to be included in Cooperative-ITS.{Fhe guidan
hrt of ISO/TR 17465 may also be considered for use in multi-part standards for.other ITS sery
bplications.

LT ©n

Terms and definitions

br the purposes of this document, the following terms and definitiens apply.

1

poperative-ITS

TS

wbset of overall ITS (2.2) that communicates and share$information between ITS stations (2.5

woonNnN T N

D Q

ficiency, and comfort beyond the scope of stand<alone systems
Npte 1 to entry: For further details and the justification of this definition, see ISO/TR 17465-1.

212

intelligent transport system

ITS

transport systems in which advanced information, communication, sensor and control tech|
including the internet, are applied to increase safety, sustainability, efficiency, and comfort

2{3

ITS application

ifstantiation of an JFS service (2.4) that involves an association of two or more complement
application processes'(2.6)

Npte 1 to entryFragments of an application may also reside in nodes that are not ITS stations (2.5).
[SOURCE=XSO 21217:2014, 3.9]
2|4

I'TS:service

[SO/CEN
ce in this
rices and

) and ITS

bplications (2.3) to give advice or facilitate actions with the objective of improving safety, sustajinability,

nologies,

hry ITS-S

functionality provided to users of intelligent transport systems (2.2) designed to increase safety,

sustainability, efficiency, or comfort

[SOURCE: ISO 21217:2014, 3.11]
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2.5

ITS station

ITS-S

functional entity comprised of an ITS-S facilities layer, ITS-S networking and transport layer, ITS-S
access layer, ITS-S management entity, ITS-S security entity, and ITS-S applications entity providing ITS
services (2.4)

Note 1 to entry: From an abstract point of view, the term “ITS station” refers to a set of functionalities. The
term is often used to refer to an instantiation of these functionalities in a physical unit. Often, the appropriate
interpretation is obvious from the context. The proper name of the physical instantiation of an ITS-S is ITS station
unit (ITS-§UJ(Z.38).

[SOURCH: ISO 21217:2014, 3.12]

2.6
ITS-S application process
element fin an ITS station (2.5) that performs information processing for a particulan application, arjd
uses ITS{S service (2.7) to transmit and receive information

[SOURCH: ISO 21217:2014, 3.19]

2.7
ITS-S service
communlication functionality of an ITS-S that provides the capability.to connect to other nodes

[SOURCH: ISO 21217:2014, 3.37]

2.8
ITS statjon unit
ITS-SU
implementation of an ITS-S (2.5)

[SOURCH: ISO 21217:2014, 3.38]

3 Symbols and abbreviated terms
API application programme interface

ODP Open Distributed Processing

OMA Open Mobile Alliance

SDO Standards Development Organizations

TC Technicall€Committee, within a Standards Development Organization

4 Organization of multi-part Cooperative-ITS standards

4.1 Overview

It is envisaged that standards for ITS-S application processes in Cooperative-ITS will need to cover many
aspects of their design and operation. This is because by its very nature, Cooperative-ITS will involve a
number of actors, data from different sources, and information being sent to a variety or recipients, possibly
needing to use more than one communications mechanism and a variety of interfaces. There will also be
other standards relating to more generic issues such as roles and responsibilities that will be needed.

To aid the use of these standards, it will be advantageous if the standards that relate to a particular
Cooperative-ITS service and/or application have a single number. Each standard would be made up of a
number of parts, the number being dependent on the scope of the service and/or application. The parts

2 © IS0 2015 - All rights reserved
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would each be a separate standards document, written using the ISO template. This type of approach is
already quite common for large and complex standards in other areas of ITS, but as yet the parts do not
always follow a common structure. Although this lack of a “common structure” enables a very flexible
approach to be adopted for standards creation, it can actually make the task of finding the appropriate
part of a standard very difficult for their users. This is because if a user is only interested in a particular
aspectofastandard (e.g. interfaces, data used, architecture), all the parts have to be searched to find the
one containing the aspect that is of interest. What would make the task of searching much easier is the
application of a common structure for the numbering of the parts in each standard.

o Cim - £ P pal g ITNC 3 3
4’.4 IUTULLUIC UL PdIi'lS 101 WOUPTCTIAUVETTTO StdlIUudIiud

NN

2.1 Overview

he common structure of parts for the aspects that are to be included in multi-part standards for
boperative-ITS services and/or applications is shown in Table 1.

O

Table 1 — Organization of the parts in a multi-part Cooperative-ITS standard

Content Part number

Architecture/Application base standard 1

ITS station management

Privacy

Data

Interfaces

Network/protocols

Identifiers
Facilities/API’s

Conformance testing

O [0 | N ||| W (N

=
o

Security

—3

he possible identities of the standards that relate to each part will be discussed in more detall in 4.3.

4/2.2 Use of annexes instead of parts

ot

tf should be noted that’the need for separate parts will depend on the application being coyered by
the standard. Forés@me applications, annexes may be created and added to part 1 (the base sfandard)
jstead of one or more of different parts shown above.

—

et

fl the result, of the use of annexes as just described is that none of the other parts are required, then
lhere issno*heed to call the remaining single standard part 1. This means that only a single standards
bcument will be produced.

Q.

4.2.3 Contents of part1

The set of documents for each Cooperative-ITS standard will always have a part 1. This is the “base”
standard and should provide all the basic information for the ITS application(s) that the standard covers.
In addition, part 1 should also contain a short description of all the other parts in the standard. Each
partwill also, as a minimum, contain a table (see Table 1) so that if the user does not initially open part 1,
they will realize that they are looking at a multi-part standard and can easily identify which other parts
are relevant.

The following example shows the different lists of parts that would appear in part 1 of a multi-part
Cooperative-ITS standard. It has been assumed that the Cooperative-ITS application to which this

© IS0 2015 - All rights reserved 3
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particular multi-part standard relates to does not have a scope that necessitates the use of the full range
of parts shown in Table 1.

Part 1: Architecture/application base standard
Part 2: ITS station management

Part 3: Privacy

Part 4: Data

Part 5: Interfaces

this document
ISO xxxxXx-2
ISO xxxxx-3
not relevant
ISO xxxxx-5

Part 6: Network/protocols ISO xxxxx-6
Part 7: Identifiers not relevant
art 8: Facilities/API’s [SO xxxxx-8

art 9: Conformance testing
art 10: Security

ISO xxxxx-9
ISO xxxxx-10

NOTE The value “ISO xxxxx” represents a theoretical C-ITS standard that can be created.

4.2.4 Contents of part 2 to part 10

What nefeds to be defined for each of the other parts of the standard identifiéd in Table 1 (part 2 to
part 10) will be the subject of separate standards that are relevant to each part.: Two examples of thege
standards are ITS Station Management, which will be defined in ISO 17423,-and the identifier set whigh
will be defined in ISO 17419.

The follgwing example shows the different lists of parts that would appear in part 8 of a multi-paft
Cooperative-ITS standard. Again, it has been assumed that the‘Cooperative-ITS application to whigh
this partiicular multi-part standard relates to does not have a scope that necessitates the use of the fyll
range of parts shown in Table 1.

art 1: Architecture/application base standard, ' ISO xxxxx-1

art 2: ITS station management [SO xxxxx-2
art 3: Privacy [SO xxxxx-3
art 4: Data not relevant
art 5: Interfaces [SO xxxxx-5
art 6: Network/protocols [SO xxxxx-6
art 7: Identifiers not relevant

art 8: Facilities/API’s
art 9: Conformance testing
art 10: Security

this document
ISO xxxxx-9
ISO xxxxx-10

NOTE The value “ISO xxxxx' represents a theoretical C-ITS standard that can be created.

4.2.5 Further illustration of arrangement of parts

Three fuftherillustrations of how the Parts in multi-part Cooperative-ITS standards would be numberdd
using the pringciples set out in Table 1 is shown in Table 2.

Table 2 — Partnumbers for a set of different standards
ISO xxxxx ISOyyyyy ISO zzzzz
Aspect Part numbers Part numbers Part numbers

Architecture/application base ISO xxxxx-1 ISO yyyyy-1 1SO zzzzz-1
standard

ITS station management ISO xxxxx-2 ISO yyyyy-2 ISO zzzzz-2
Privacy [SO xxxxx-3 ISOyyyyy-3 not relevant
Data not relevant ISO yyyyy-4 not relevant
NOTE  The values “ISO xxxxx”, “ISO yyyyy” and “ISO zzzzz” represent theoretical C-ITS standards that may be created.

© ISO 2015 - All rights reserved
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Table 2 (continued)

ISO/TR 17465-2:2015(E)

ISO xxxxx ISOyyyyy ISO zzzzz
Aspect Part numbers Part numbers Part numbers
Interfaces ISO xxxxx-5 not relevant ISO zzzzz-5
Network/protocols ISO xxxxx-6 not relevant ISO zzzzz-6
Identifiers not relevant ISO yyyyy-7 I1SO zzzzz-7
Facilities/API’s [SO xxxxx-8 not relevant ISO zzzzz-8
(Jonformance testing ISO xxxxx-9 ISO yyyyy-9 ISO zzz22z19
Security ISO xxxxx-10 [SOyyyyy-10 [SO.2zzzz-10
NOTE The values “ISO xxxxx”, “ISO yyyyy” and “ISO zzzzz” represent theoretical C-ITS standards that nfay be ¢reated.

oain, it should be noted that the need for all of the separate parts shown abowe Wwill depen
bplication being covered by the standard. For some applications, annexes may\be created and
hrt 1 (the base standard) instead of one or more of different parts shown above. As noted in a

oo » >

b need to call the remaining single standard part 1. This means that enly a single standards
ill be produced.

< 5

4|2.6 What if a particular part is very small?

]

fithe content of a part happens to be very small, i.e. less thah three pages, then its contents s
ficluded as annex to part 1. This means that the contents of Table 1 and Table 2 would not re
phrticular part but would point to the relevant annex inpart 1, e.g. “See ISO xxxxx-1, Annex A”.
ayoid the need to obtain a separate standard for less“than three pages of content.

—

4/2.7 What happens if a particular partisiot needed?

I[fja partis not needed because the aspectthat it should cover is not relevant to a particular Coo
ITS application, then it should be omitted and shown as being “not relevant” in the list of part
cfse however, the numbering of thé.parts would always remain the same. This means that p4
ways be the “Facilities/API Set” in every multi-part standard for Cooperative-ITS applicatior
s¢me or all of part 3 to part Zde not exist.

jo5)

4{2.8 Need for coordination

—3

he use of multi-part-standards of the structure described in the clauses of this Technical Rep
bt remove theobligation for those creating standards to involve other Technical Committed
orking Groups-in the appropriate aspects of the creation of a particular standard. Thus, for
phrt 3 andpart 11 of the multi-part standard that describe the provisions for protection of priy
anhd requixements for security of data and data transmissions should be created in explicit coof

=

d on the
added to

previous

ause, if a consequence of the use of annexes is that none of the other parts-are required, the;ll there is

ocument

hould be
ference a
This will

berative-
s. In this
irt 8 will
1S even if

ort, does
s and/or
example,
racy data
dination

hd on the

scope and contents of the application(s) for whlch the multi-part standard is bemg created. It may in fact
be beneficial to identify the need for and scope of this involvement to be identified in the New Work Item
Proposal that describes the need for the creation of a multi-part standard. As an aid to this, a modified
version of the existing New Work Item Proposals template could be created so that the identification is

done in a consistent way for all multi-part standards
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4.3 Descriptions of the scope of each part of a Cooperative-ITS standard

4.3.1 Overview

Inorder to avoid confusion and to ensure thatall the parts across all Cooperative-ITS standards are consistent
in what they include, they should be based on the particular base standard that applies to the aspect that
they describe. The following clauses provide descriptions of what should be the content of each part.

4.3.2 Part 1: Architecture/application

As will b

of the toftal scope of ITS services that shares necessary information across multiple ITS-S applicatiq

process

The arch
host will
which, u

Using th
will alsd
process(
to under
exchang

Other in

responsibilities) should be included to enable the other parts (orlaek of them) in the multi-part standaf

to make
standard

e expected from the definition given in ISO/TR 17465-1, Cooperative-ITS consists of a subs

hreas, e.g. information generated for safety purposes can be used for efficiency applieation
itecture showing the required ITS stations and the ITS-S application processes that'they w
be described in this part of the standard, together with a detailed description{ofthe servic
bes as its starting point, the list of ITS services provided in ISO 14813-1.

b [ TS service description and the architecture as its starting points, thiS/part of the standar

provide an overall description of the functional requirements for ‘the ITS-S applicatid
5) that are needed to deliver the ITS service(s). This description should’be sufficient for reade
stand how the ITS-S application process(es) should work(s) and what data it(they) will need 1
e with functionality located elsewhere.

formation about the ITS-S application process (e.g. organizdtional architecture and roles an

some sense. Again, this information should be based on what is available in the relevai
s, e.g. ISO 17427 for roles and responsibilities.

If partic

exclusio should be stated in part 1. These reasonstnay include the fact that the required standarg
informatjion is provided by another standard or“that the information they could contain has beg
included|in an annex to part 1, because it is insufficient to warrant the creation of a particular part f

this sta

4.3.3

The baSJ;:s of ITS communications_and related management and security features based on the IT

station

lar parts are not included in a multi-part Cooperative-ITS standard, then the reasons for the

ard.

art 2: ITS station management

chitecture is specified in' [SO 21217:2014, 7.2.

bt
n

[72)

1l

o wn S &

d
Nt

ir
s
n
r

Implementations of the ITSstation architecture, i.e. ITS station units (ITS-SUs), need to be compatible

and/or ipteroperable and-oOperate within a common framework. [SO 21217:2014 specifies an overdll

architecture for ITS stations and their interactions. Other relevant standards are:

1SO 21218 complements ISO 24102-1 for management of communication interface;

ISO 24102-1 specifies local ITS station management;

[SO 24102-2 specifies remote ITS station management;

ISO 24102-3 specifies service access points in an ITS station related to station management and
security issues;

ISO 24102-4 specifies ITS station-internal management communications for distributed imple-
mentations of ITS-SUs;

ISO 24102-5 specifies ITS service advertisement, especially the management of session set-up;

ISO 24102-6 specifies path and flow management, i.e. how to set up and maintain communication
links;

6 © IS0 2015 - All rights reserved
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[SO 17419 defines globally unique identifiers and addresses, related registries and functional
usage of them to ensure trust and proper operation of ITS-SUs;

[SO 17423 defines ITS application requirements and objectives for communications in order to
abstract ITS applications from communication tools in an ITS-SU, which complements
ISO 24102-6.

This part will also need to discuss how the ITS station will need to be managed. This may need to take
into account the possible need to distribute the ITS-S process applications over several physical “boxes”
ind i ' istri i Itiple ITS
stations in several vehicles, for each of them to transfer that data to a roadside ITS station{which will
fuse and extract the core data, before sending it back to (possibly different?) vehicle ITS stations and in
the form of a report to a central ITS station.

3.4 Part 3: Privacy

4

Personal privacy protectionwillneed tobe protected inaccordance with thelocal dataprivacyregulations
applicable within any jurisdiction and must respect the international pfivacy regulations. Details of
these can be found in ISO/TR 12859 (Privacy aspects in ITS standards.and systems). Jurisdictjons may
inpose regulations and carry out audits to protect personal privaey-Such measures are not defined
ithin this Technical Report and will be included in another standard.

—

0
Guidance on privacy aspects and associated legislative requiréments is again provided by ISO/TR 12859
ahd new standards for privacy are being produced. The Privacy aspects that may need to pe taken
to consideration during the design and implementation of Cooperative-ITS applications| include,
btermination or liability, PKI deployment, user authentication, Single Sign-On (SS0O), trusted sharing
F data (circle of trust), scalable trusted authenticated communication, any real-time commuhications
bnstraints for V2V/V2I authentication, trusted"execution, management of available r¢sources,
eclaration of required resources in advance, protection against denial of service, provision of trusted
blicy management, use of Regime for Open-Application Management (ROAM), and guarantedd secure
bmmunications with external applications.

0o Q00 o

S

3.5 Part4:Data

@)

boperative-ITS is focused around the sharing of data, which therefore means that the data used by the
TS-S application processes-hias to be organized consistently. One way of achieving this is by defining a
bcal Data Tree (LDT) which provides a uniform view of the data associated with any ITS stdtion. For
thicles, it provides what.is called “Essential Vehicle Data”.

< =

—

he use of a LocalData Tree enables the following:

- management’of the ITS station database (discover, expand, or delete database elements) Idcally;

- provision of different access rights to all or parts of the data;

- ability to have different provisioning timings.

Topoputate a tocat Data Tree, datawilt beTequired fromr the device that the TS statiorisserving (e.g.
vehicle, roadside unit, and mobile device), and the coding schema of status information generated by
electronic control units and sensors is likely to be proprietary. Therefore, it will probably not be possible
to harmonize this across all device manufacturers. However, it is believed that if a common set of status
elements with status information of a defined type can be specified at ITS-S application process level,
proprietary systems will be prepared in many cases to provide the data in that format, which will enable
a device configuration independent access for safety-related and other ITS-S application processes.

The use of a Local Data Tree is not the only way of organizing the data that is used and shared by ITS-S
application processes. For example, the data set can be described using ASN.1. Whatever method is
selected, the reasoning behind the choice that has been made should be clearly explained in this part of
the standard. This reasoning should take account of the types of devices in which the data will be used,
such as vehicles, traffic signal controllers, and central systems

© IS0 2015 - All rights reserved 7
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One way to establish a common definition of data elements is through the establishment of a Data
Registry/Data Dictionary (DRDD). This is being actively pursued by both CEN and ISO, which are both
requiring that a DRDD be created. It is envisaged that such a DR will not just be for data elements, but
will also include definitions of terms so that these can be used and understood in a consistent manner.

Data, even where agreed and interoperable, can also appear or disappear dynamically. An example of
when this can happen is when a sensor is plugged in or unplugged from the client system. The interfaces
in the devices should be able to provide mechanisms to handle this dynamic behaviour.

[t should also be a basic assumption that the same information will not be available in all devices of the
same tyjpe, e.g. vehicle, roadside unit, and mobile device. This implies that a discovery mechanism will
need to he supported in the ITS station or elsewhere in the device so that the client application canleqk
up the ayailable status items. The set of status elements can be accessed remotely, e.g. from adbackend
server by using the OMA device management specification.

— Loc3l client: a software component running on the client system that wants to access device statys

ldevice information provider: provides software components thatcontain information abotit
the qtructure of the status element database and the mapping of the device data to this structure

— Remote client: a software component running on the backend server that wants to access ¢r
manpge device status elements.

N

Further jnformation on the roles and responsibilities of these three actors will be found in ISO/TS 1742

4.3.6 Part 5: Interfaces

This is where the standards for interfaces are specified or referenced for the lower layers in the OpI
referencg model. But it is important that any diseussion about interfaces does not make any choige
or express any preference about the actual medium(s) that is (are) to be used for communications
between|ITS stations, which in turn will dictate-the interface requirements. This is being documented |n
ISO 21218, which includes the concept of thefollowing two types of interface: Communication Interfage
and Virtfial Communication Interface.

Commurjication Interface is a real communication equipment containing functionality of the ITS statign
access layer. On top of a Commuthication Interface, one or several Virtual Communication Interfaces for
transmigsion to specific peer(ITS stations, groups of ITS stations, or all ITS stations, and one or severgl
receive Yirtual Communication Interfaces may be created.

Further Information oinhow these interfaces should be used is being provided in ISO 21218.

4.3.7 Part 6: Network/protocols

From a 11etwork perspective, Cooperative-ITS consists of a communications network that

— s dynamlc and connects mutually reachable I'TS5 stations,

— enables the implementation of the many services that Cooperative-ITS supports using multiple
ITS-S application processes, and

— may link to traditional ITS networks, applications, and services.
This has already been illustrated and discussed in ISO/TR 17465-1.

In general and if possible, the communications means already available in the ITS station can be used.
Butifthis is not possible, it should be remembered that [Pv6 will be the basic network protocol for C-ITS,
but other protocols may be needed in special circumstances, such as media dependent protocols and
(possibly proprietary) protocols used in existing ITS implementations.
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There are essentially two different networking approaches, i.e. using Internet Protocol IPv6 and using
non-IP communications.

Thebasicuseof [IPv6isdescribedinISO21210.Other standards thatwill coveraspects such asnetworking
security, optimization, multicast and IPv4-IPv6 interoperability are expected to be produced.

Non-IP communications mainly is for the purpose of very efficient single-hop communications, i.e.
without real networking features:

— 150 29281-1 specifies the “Fast Networking & Transport Layer Protocol” (FNTP), i.e. a port
Tapper protocotforsingte=hopcommurications withrseveratfeatures,; e g N-hop broadcast, station-

internal forwarding of packets, tunnelling of [P packets, support of DSRC technologies (e.g. IS) 15628);

— IS0 29281-2 specifies usage of FNTP to support ISO 15628 DSRC technologies.

4/3.8 Part 7: Identifiers

)

Foper and trusted operation of ITS station units (ITS-SUs) requires globally unique identifiers and
ldresses (ITS-S object identifiers) which are both internal and externalte TTS-SUs.

5]

I§0/TS 17419 identifies and specifies ITS-S object identifiers and describes how these are |used for
classification, registration, and management of ITS applications, and for communications in|ITS. The
fqllowing are some important examples of such identifiers.

ITS-AID “ITS application identifier” identifying globally unique ITS application which provides
ITS service by executing one or several conmiplementary ITS-S application procefses.

et

TS-MsgSetID “ITS message set identifier” identifying'globally unique ITS message set.

[

TS-SCUID “ITS station communication unitidentifier” identifying globally unique physical unit
which contains either a part of’or a complete ITS-SU.

ITS-PN “ITS port number” and I'TS-S networking and transport layer address identifying an
end-point of communications, e.g. in the ITS-S facilities layer or the ITS-S management
entity.

ITS-LCHID “ITS logical channel identifier” allowing automatic selection of communication profiles

by the ITS station management based on functional requirements set up by ITS}-S appli-
cation prdcesses for each flow type as specified in ISO/TS 17423.

>

utomatic selectionCef"communication profiles by the ITS station management based on fynctional
¢quirements set@ipby ITS-S application processes for each flow type is specified in ISO/TS 17423. The
fallowing are sét of requirements that distinguish mandatory requirements (examples listed |pbelow in
bld) and optiénal requirements:

=

o

- operational requirements (logical channel);

— ~destination requirements (destination type, destination domain);

— performance requirements (maximum APDU size);
— security requirements;

— protocol requirements.

4.3.9 Part 8: Facilities/API's

In a connected world, the most effective business case for a vehicle subsystem is one where a single ITS
station platform can support simultaneously a number of ITS-S application processes, some of which
may be standalone and others cooperative. The means by which this is achieved is commonly referred
to as a “facilities” layer, which manages how ITS-S application processes are loaded, operated, and
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managed and how data are stored and accessed, together with the security required. In the wider world
of Cooperative-ITS and particularly for safety related services, these aspects need to be clearly specified.

In order to provide Cooperative-ITS functionality in an open environment, specifying the architecture,
selecting communications, and standardizing the ITS station is not enough. ITS-S application processes
need to be loaded and run on-board the devices in which the ITS stations are located. These ITS stations
should work in cooperation with each other and/or with other systems on-board the devices in which
they are located. This requires a “facilities” layer which provides an open access, yet secure runtime
environment for Cooperative-ITS-S application processes, on top of whatever else needs to be run.

This parft should include a sufficiently detailed description so that the communication requlremen,[s
of the application can be understood. The understanding should be sufficient for the communicatioens
provider](s) to be able to define the required communications profile(s) in order for the application to
both send and receive the data it needs to exchange. Equally, the description of the API shouldrecognize
the profilles that are currently available for use by the application.

4.3.10 Part 9: Conformance testing

In order|to ensure interoperability, conformance testing is a crucial componént of Cooperative ITf.
They shduld be written in combination with writing the functional requiremérits for the required ITStS
application processes. Standards exist that describe how to write these test'standards that are available
from SDQ’s such as ETSI, which also provides a test platform that implemeénts test suites related to C-ITS
(not restyricted to base standards from ETSI).

This does not remove the need for a clause to be included in eachipart that defines what has to be donje
to conform to what is in the part.

4.3.11 Part 10: Security

Securitylis a crucial element of most ITS applicationgand particularly for Cooperative-ITS in the ITS}S
application processes which are expected to exchange and reuse data and information. This can he
largely vfith parties with whom the owner and /oroperator of the sending or receiving ITS-S applicatign
process has no direct contractual relationship::Security is important both at the overall system level anld
in the management of the ITS station thatispart of the in-vehicle subsystem which has specific security
and privicy requirements for ITS-S applicdtion process and data pantry management.

The focys of security should be onythe requirements as viewed from the ITS-S application process
perspectlive. This includes the fite)basic data security requirements listed below that are often listed |n
discussigns on this subject.

— Datg authenticity: it-is process needed to ensure that the data, transactions, communications, ¢r
docyments (electronic or physical) are genuine. It is also important for authenticity to validate that
both parties involved are who they claim to be.

— Data availability: for an ITS station to service its purpose, the information it provides should he
available when it is needed. This means that the ITS station, the security controls used to proteft
it, apd-the communication channels used to access it should be functioning correctly. Those ITS
Statmtmwﬁﬁﬂmfﬁﬂﬁ_ﬁWW&
preventing service disruptions due to power outages, hardware failures, and system upgrades.
Ensuring availability also involves preventing denial-of-service attacks.

— Data confidentiality: in its general form, this refers to preventing the disclosure of information
to unauthorized individuals or systems. For ITS stations, mechanisms will be needed to apply
confidentiality by encrypting data during transmission, by limiting the places where data might
appear (in databases, log files, backups, printed records, and so on), and by restricting access to the
places where the data is stored. If an unauthorized party obtains the data processed by an ITS station
in any way, a breach of confidentiality has occurred. Confidentiality is necessary (but not sufficient)
for maintaining the privacy of the travellers whose personal information an ITS station holds.
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