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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for th
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1 is drawn to the possibility that some of the elements of this document may\be the subject
hts. ISO shall not be held responsible for identifying any or all such patentrights. Details

list of patent declarations received (see www.iso.org/patents).

e name used in this document is information given for the conveniénce of users and does n
e an endorsement.

xplanation on the meaning of ISO specific terms and;expressions related to conformif
ent, as well as information about ISO’s adherence to. the WTO principles in the Technic
to Trade (TBT) see the following URL: Foreword - Supplementary information

mittee responsible for this document is ISO/TC 204, Intelligent transport systems.

b7 consists of the following parts under. the general title, Intelligent transport systems A
ive ITS:

2: Framework overview [ Technical Report]

3: Concept of operations (ConOps) for ‘Core’ systems [Technical Report]

4: Minimum system requirements and behaviour for core systems [Technical Report]
6: ‘Core System’ risk assessment methodology [Technical Report]

7: Privacy aspects|Technical Report]

8: Liability aspecdts [Technical Report]

9: Compliaiice and enforcement aspects [Technical Report]

10: Driver distraction and information display [Technical Report]
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The follg

— Part
— Part
— Part
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— Part

wing parts are under preparation:

1: Roles and responsibilities in the context of co-operative ITS architecture(s)
5: Common approaches to security [Technical Report]

11: Compliance and enforcement aspects [ Technical Report]

12: Release processes [Technical Report]

13: Use case test cases [Technical Report]

14: Maintenance requirements and processes [ Technical Report]
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This Technical Report provides an informative ‘C-ITS Core System Risk Assessment Methodology’
for Cooperative Intelligent Transport Systems (C-ITS). It should be studied alongside I1SO 17427-1,
ISO/TR 17465-1, and other parts of the ISO/TR 17465 series and ISO 21217. Detailed specifications for
the application context will be provided by other ISO, CEN and SAE deliverables, and communications
specifications will be provided by ISO, IEEE and ETSI.
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Introduction

Intelligent transportsystems (ITS) are transportsystems in which advanced information, communication,
sensor and control technologies, including the Internet, are applied to increase safety, sustainability,
efficiency, and comfort.

A distinguishing feature of ‘ITS’ is its communication with outside entities.

Some ITS systems operate autonomously, for example, ‘adaptive cruise control’ uses radar/lidar/and/or
video torcharacterize—thebehaviourof-the—vehictenfrontand adjuot its—vehicte bpccd accort C‘liugly.
Some IT§ systems are informative, for example, ‘Variable Message Signs’ at the roadside, or transmittgd
into the yehicle, provide information and advice to the driver. Some ITS systems are semi-autonomouls,
in that, they are largely autonomous, but rely on ‘static’ or ‘broadcast’ data, for example, GNSS basqd
‘SatNav’ kystems operate autonomously within a vehicle but are dependent on receiving data broadcapt
from satgllites in order to calculate the location of the vehicle.

Cooperative Intelligent transport systems (C-ITS) are a group of ITS technologies where.service provisign
is enabled by, or enhanced by, the use of ‘live’, present situation related, dynamic.data/information from
other entities of similar functionality [for example, from one vehicle to other vehicle(s)], and/or betwegn
differeny elements of the transport network, including vehicles and ipfrastructure [for example,
from thq vehicle to an infrastructure managed system or from an infrastructure managed system to
vehicle(q)]. Effectively, these systems allow vehicles to ‘talk’ to each other and to the infrastructurge.
These syjstems have significant potential to improve the transport nétwork.

A distinguishing feature of ‘C-ITS, is that, data is used across application/service boundaries.

Itis impqgrtant to understand that C-ITS is not an end in itself, but a combination of techniques, protocol
systems jand sub-systems to enable ‘cooperative’/collaborative service provision.

wn
~

The purpose of this ‘C-ITS Risk Assessment Methodology’ Technical Reportis to identify critical technicpl
and cost|risks that can impact C-ITS vehicle and highway systems service provision deployment, and
to provifle means to evaluate such risks. Risk'varies according to the complexity, size, commercipl
paradigm, and political paradigm prevalent jn:each jurisdiction where C-ITS are supported.

While the principle causes of risks, both/technical and cost risks, will be generally similar in ead
jurisdictjon which encourages and supports C-ITS vehicle and highway systems, the quantifiable

assessablle risk will vary to some@extent in each case, and each jurisdiction, the core system operatd
and application service providerf will need to make their own risk assessment. This Technical Repor
therefor¢, does not provide a calculated ‘global’ risk assessment for C-ITS, but identifies the principal
causes of risk, and providésja consistent way for a jurisdiction, core system operator, or applicatign
service pyovider, to assessthe risks that they face.

a5

—
-

Some se¢ the evolution of C-ITS as possible on a V2V basis, without the need for ‘Core Systems’ and sug¢h
casual encounter(C:ITS is indeed possible and the technology proven. The subject of risks associatgqd
with In-pehicleSsystems is outside of the scope of this Technical Report, which is focused on rigk
assessmentAfor core system deployments.

The principteenvironment that thisRisk AssessmentTechmical Report s designed toembrace are
C-ITS vehicle and highway systems where there is some institutional involvement and support, by the
direct or indirect provision of core system support, and it is the risks associated with the deployment of
‘Core Systems’ that provide the focus of this Technical Report.

This Technical Reportis a ‘living document’, and as our experience with C-ITS develops, it is intended that
it will be updated from time to time, as and when we see opportunities to improve this Technical Report.

vi © ISO 2015 - All rights reserved
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Intelligent transport systems — Cooperative ITS
Part 6:
'Core system' risk assessment methodology

Scope

1
The scope of this Technical Report is to identify critical technical and financial risks thadt'¢an in
core system deployment supporting C-ITS vehicle and highway systems service provision and t
njeans to evaluate such risks.

T

his Technical Report is designed to embrace C-ITS vehicle and highway systems where there
ifstitutional involvement and support, by the direct or indirect provision ef€ore system support
the risks associated with the deployment of ‘Core Systems’ that provide the focus of this Technicg

his Technical Report does not provide a calculated ‘global’ risk assessment for C-ITS, but iden
Fincipal causes of risk, and provides a consistent methodology for a jurisdiction, core system
" application service provider, to assess the risks that they fdee. The objective of this Technic:
to raise awareness of and consideration of such issuesand to give pointers, where approj
andards deliverables existing that provide specifications for all or some of these aspe
bchnical Report does not provide specifications for selittions of these issues.

o T

=2 o

Terms and definitions

1
pplication
ftware application

voAN N

2

pplication service

brvice provided by a service provider accessing data from the IVS vehicle in the case
Ihrough a wireless communications network, or provided on-board the vehicle as the
pftware (and potentially also hardware and firmware) installed by a service provider or to
Fovider’s instruction

O N

=+ n

3

poperative JTS

ITS

group of\ITS technologies where service provision is enabled, or enhanced by, the use of ‘live
sjtudtion related, data/information from other entities of similar functionality [for example,

OO0 N T W

\pact the
provide

is some
and itis
1 Report.

tifies the
bperator,
1l Report
briate, to
rts. This

of C-ITS,
result of
h service

present
‘rom one

vehicle to other vehicle(s)], and/or between different elements of the transport network, i

ncluding

vehicles and infrastructure (for example, from the vehicle to an infrastructure managed system or

from an infrastructure managed system to vehicle(s)]

2.4
‘core’ system

combination of enabling technologies and services that provides the foundation for the support of a
distributed, diverse set of applications (2.1)/application transactions which works in conjunction with

‘external support systems’ such as ‘Certificate Authorities’

Note 1 to entry: The system boundary for the core system is not defined in terms of devices or agencies or
vendors, but by the open, standardized interface specifications that govern the behaviour of all interactions

between core system users.
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2.5

global navigation satellite system

GNSS

several networks of satellites that transmit radio signals containing time and distance data that can be
picked up by a receiver, allowing the user to identify the location of its receiver anywhere around the globe

2.6

in-vehicle system

hardware, firmware and software on board a vehicle that provides a platform to support C-ITS service
provision, including that of the ITS-station (ISO 21217), the facilities layer, data pantry and on-board ‘apps’

2.7
intelliggnt transport systems
ITS
transpoift systems in which advanced information, communication, sensor and control“tethnologie
including the Internet, are applied to increase safety, sustainability, efficiency, and comfort

[72)
-

2.8
ITS-statjon
ITS-S
entity inl a communication network [comprised of application (2.1), facilities, networking and acce$s
layer components] that is capable of executing ITS-S application proéesses, comprised of an ITS}S
facilities|layer, ITS-S networking & transport layer, ITS-S access layer;-ITS-S management entity and
ITS-S se¢urity entity, which adheres to a minimum set of securityprinciples and procedures so as fo
establisH a level of trust between itself and other similar ITS stations with which it communicates

3 Abbreviated terms

CA Certificate Authority

CCA Core Certification Authority

C-ITS cooperative intelligent transportsystems, cooperative ITS
CRL Certificate Revocation List

ESS External System Support

ITS intelligent transport systems (2.7)

IVS in-vehicle system (2.6)

RA Registration Authority

V2I vehicle to/from infrastructure

\'WAY% vehicle to vehicle

4 How to use this Technical Report

4.1 Acknowledgements

The contribution of the following sources are acknowledged as the prime sources of material for this
Technical Report, and thanked for their contribution:

http://www.cvisproject.org/

www.its.dot.gov/research/systems_engineering.htm
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Cooperative ITS Regulatory Policy Issues and Cooperative Intelligent Transport Systems Policy Paper,
National Transport Commission, Australia.

4.2 C-ITS ‘Core System’ risks

The purpose of this Technical Report is to identify critical technical and cost risks that can impact
a ‘Core System’ for C-ITS vehicle and highway systems service provision deployment, and to provide
means to evaluate such risks.

The risks that are faced by any jurisdiction or deployer of a C-ITS vehicle and highway system varies
ccording to a number of factors:

o)

— the predominant political paradigm of the jurisdiction in which the deployment is ifistantilated;

—+ the predominant commercial paradigm within the jurisdiction in which/\the deployment is
instantiated;

— the size of the transport network covered by the deployment;

— the complexity of the transport network covered by the deployment;

- the extent of service provision covered by the instantiation.

The political paradigm probably has the greatest impact. Some jurisdictions are very centralizgd, while
ofhers are, in some way or the other decentralized and/or federated. Some countries organize af a single
mjonolithic jurisdiction, others are organized as a federation of jurisdictions (states), others somewhere
1}-between. Some countries are associated into political\groups of countries where the membler states
e the paramount jurisdictions and the central jurisdiction is controlled by the will of unanimity or
ajority, sometimes both.

—e

jurisdiction (for example, Great Britain, France, China), while they may have regional Depgartments
of Transport (DoT), have a centralized¢ontrolling DoT which determines policy and strategy. In
me jurisdictions, this may be one\ef centralized control with management of all core ptrategic
blicies, including transport, managed by the central government [for example, China which has one
uper’ ‘Ministry of Transportation of the People’s Republic of China’ including the former {Ministry
of Communications’, ‘Civil Awiation Administration’, ‘State Post Bureau’, ‘China Mariti Safety
dministration’ and (sincé€ 2013) the ‘Ministry of Railways’]. Federated states (for example, USA,
ustralia) that have theif.own DoTs and central policy, in some cases, may be determined centfally and
mposed locally [by a combination of regulations for consistency across the country, and by dontrol of
lne allotment of finarcial resources to implement central policies/strategies (for example, USA)], or may
be determined loecally and brought to the central DoT for agreement by consensus where achievyable (for
kample, Austfalia, Switzerland).

a
I
The practical effect of this on the managemeint of the transport network is significant. A mjnolithic
)
s
p

A
A

-+ —

¢

I combirdation with the constraints and opportunities of the political paradigm is the cornmercial
hradigm that it fosters. In nearly all countries, the transport environment, and especially [the road
etwork, is ‘state’ funded and controlled. Highways may be totally state funded from faxation,
ol “outsourced to commercial or pseudo-commercial organizations to fund the development of
autoroutes/highways/and infrastructures such as tunnels and bridges, increasingly a combination of
both, but the paradigm is almost globally managed by the ‘jurisdiction’. However, whether this is the
local jurisdictional ‘state’ or the National DoT varies considerably, and in cases such as Europe, while
there may be a European “Directorate General” MOVE (Mobility and Transport), it is the National
Member States whose DoTs are paramount, and whose policies vary from one member state to another.
Some jurisdictions are sympathetic to the provision of commercial services (including C-ITS service
provisions), while others are hostile and consider commercialisation to be potentially a safety risk.
Most will live with some compromise that suits the local community, but those compromises will vary
from jurisdiction to jurisdiction.

= o

The other factors that are most important in shaping the shape of C-ITS deployment are the size and
complexity of the transport network, and in particular, the road network. In countries such as USA,

© IS0 2015 - All rights reserved 3
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the network is so complex, with many different layers of governance, and many different local political
and commercial environments, and the size, both in terms of road pavement kilometres/miles and in
the number of road users, so vast, that would make a monolithic ‘Core System’ impracticable. However,
other countries, such as Australia, although the size of the territory is 80 % the size of USA, because
the road network is only 12 % of the size of that in USA and serves a population of 7 % of that of USA,
a single monolithic ‘National’ core system may seem to be the only viable arrangement to support C-ITS
service provision.

The principle causes of risks, both technical and cost risks, will be generally similar in each jurisdiction
which encourages and supports C-ITS vehicle and highway systems, but the quantifiable or assessable
risk willlvary to some extent in each case, and each jurisdiction, core system operator, and applicatign
service (L.2) provider, will need to make their own risk assessment. This Technical Report, thereforg,
does notjprovide a calculated ‘global’ risk assessment for C-ITS, but identifies the principal causés of risk,
and provides a consistent way for a jurisdiction, core system operator, or application service provider, {o
assess the risks that they face.

While thlis Technical Report can provide tools for deployers and enablers of C-ITS sgrvice provision to
assess the general risks that face any implementers of a core system to support-C-ITS, there can algo
be specific risks specialized to a jurisdiction or implementation that are very lécation or instantiatign
specific |that are not covered in this Technical Report (for example, the communications and
environrpental issues in the Australian outback or Siberia), so there is a.general section towards the
end of this report which reminds the deployer/enabler to consider additional local aspects, (but do¢s
not provjde specific tools for their assessment). Generally, however, the principal causes of risk inherent
in most (-ITS instantiations have been included and tools identified to'consistently assess them.

Another[alternative for consideration is to rely on autonomoussafety systems coupled with whatevér
the comjmercial sector develops in terms of C-ITS vehiclechighway systems (perhaps funded Ly
advertising). In these circumstances, it is the tools available’ to ‘application service providers’ to assess
their risk exposure that are relevant, and the principle\risk to the jurisdiction/administration in thege
circumsfances are the risks of ‘doing nothing’.

The evolution of C-ITS on a V2V basis, without the need for ‘Core Systems’ as casual encounter C-ITS
presents| different issues of risk. While these ‘casual’ or ‘commercial’ C-ITS options clearly bring
additiongl benefits over a current, non C-ITS-Service environment, their utility will be limited in scope
and the [client system will be limited. In_any event, the roll out will most probably be significant]y
slower gnd many of the life-savingj\injury mitigation benefits significantly deferred or even lopt
altogether. However, in some jurisdictions, such routes, can provide the only feasible, or best, option. In
these cirfcumstances, it will be itnportant for the jurisdiction, even if not funding or getting involved |n
deployment, to at least ensurg that such solutions are not proprietarily locked to the extent that safety
of life anfl interoperability dud transport system efficiency benefits are impaired, and such jurisdictions
would be wise to consider how they will achieve this goal. (Requiring adherence to International
Standards is recommended as a first step.)

This Technical Report does not address issues of risk that do not involve ‘Core Systems’.

The prirciple \énvironment that this ‘Risk Assessment Technical Report’ is designed to embrace are
C-ITS veljicle and highway systems where there is some institutional involvement and support, probably
often by 'thedirectorimdirect provisiomrof coresystenTsupport, amd it s the Tisks associated witir the
deployment of ‘Core Systems’ that provide the focus of this Technical Report.

A common definition of a risk is the probability that a decision or action will result in a negative or un-
wanted consequence, where the probability of each possible outcome is known or can be estimated.
In this Technical Report, risks will be identified along with a discussion of their potential impact
on deployment. Each risk will have a qualitative discussion of its impact (e.g. high, medium, or low
impact) and its likelihood (e.g. high, medium or low likelihood) that the risk will materialize. For each
deployment/proposed deployment, actions or mitigation measures will then need to be listed as a part
of the assessment.

Table 1 summarizes the high core system risks based on the combination of impact and likelihood. More
detail on these and all other identified risks are provided in Clause 6.
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Table 1 — High core system risks

Subclause Subject
6.1.1 Timely deployment
6.1.2 Relationships between ‘Core Systems’ and external enterprises
6.2.1 Role and makeup of a ‘Core Certification Authority’
6.2.2 External Support System (ESS) for security
6.2.3 Operations and maintenance (0&M) of External Support System (ESS) for security
q.2.4 Security management
The principle body of this Technical Report consists of the following sections:

QB

S¢

D

T
b

.3 ‘Core System’ overview

ITS vehicle and highway systems service’provision envisions the combination of the applicati
brvices and systems necessary to provide the safety, mobility and environmental benefits thr
kchange of data between mobileland fixed transportation users. It consists of the following:

he /Core Systems’ main mission is to enable safety, mobility and environmental commun
hsed applications for both mobile and non-mobile users.

The Introduction provided the context of this Technical Report, and Clause 1 detern
purpose and extent.

Clause 2 and Clause 3 provide explanation of the terms and abbreviations used.

Clause 4 provides an overview of how to use this Technical Repgrt'and what is meant by
system.

Clause 5 describes how the risks are organized and explainsithe ‘scoring’ mechanisms.

Clause 6 provides the detailed listing of each risk including a ‘Risk statement’, a root c
consequence, likelihood it will happen, a graphicalisummary of the overall risk, and a li
actions that can be taken to mitigate or reduce the'risk.

A bibliography is provided at the end of the doctument.

applications that providefunctionality to realize safety, mobility and environmental ben¢
communications that/facilitate data exchange;

‘Core Systems’Which provide the functionality needed to enable data exchange betw
among mobjileand fixed transportation users;

supportsystems, including security credentials certificate and registration authorities tl
devicésand systems to establish trust relationships.

hined its

the core

huse, the
st of any

bns (2.1),
ough the

pfits;

Feen and

hat allow

ications-

See ISO/TR 17427-2 for a more detailed explanation of the framework and overview of C-ITS service
provision.

See ISO/TR 17427-3 for amore detailed explanation of the concept of operations for C-ITS ‘Core Systems’,
and ISO 17427-1 for explanation of the roles and responsibilities involved in C-ITS service provision.

Within the C-ITS vehicle and highway systems environment, the core system concept distinguishes
communications mechanisms from data exchange, and from the services needed, to facilitate the
data exchange. The core system supports the C-ITS vehicle and highway systems environment by being
responsible for providing the services needed to facilitate the data exchanges. The contents of the data
exchange are determined by applications unless the data exchange is used as part of the facilitation
process between the user and the core system.

© ISO 2015 - All rights reserved
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The core system provides the functionality required to support safety, mobility, and environmental
applications. This same functionality can also enable commercial applications but that is not a driving
factor for the development of the core system. The primary function of the core system is the facilitation
of communications between system users and many of the communications must also be very secure.
The core system can also provide data distribution and network support services depending on the
needs of the core system deployment.

A critical factor driving the conceptual view of the core system and the entire C-ITS vehicle and highway
systems environment is the level of trustworthiness between communicating parties. A complicating
factor is the need to maintain the privacy of participants, though not necessarily exclusively through
anonym¢us communication. ISO/TR 14827-7 will address privacy aspects of C-ITS service provision, jn
greater detail. ISO/TR 17428-8 will address Liability issues in greater detail.

4.4 Ngn ‘Core System'’ risks

This Technical Report is focused on risk assessment in respect of ‘Core Systems’ deploymeént. The risks
associat¢d with in-vehicle systems is not assessed, and such systems, may it be OEM*or aftermarke
need to flace the same risk assessment processes used to assess risk for any vehicle'safety equipment.

—t
-

Some seg the evolution of C-ITS as possible on a V2V basis, without the need ‘for ‘Core Systems’ and
such cagual encounter C-ITS is indeed possible and the technology proven. Another alternatiye
for consjderation is to rely on autonomous safety systems coupled with whatever the commercipl
sector d¢velops in terms of C-ITS vehicle-highway systems (perhaps funded by advertising). In thege
circumsfances, it is the tools available to ‘application service providers’ to assess their risk exposure
that are [relevant, and the principle risk to the jurisdiction/administration in these circumstances ate
the riskd of ‘doing nothing’.

The subject of risks associated with In-vehicle systems issoutside of the scope of this Technical Repoift,
which isffocused on risk assessment for core system deployments.

While thlese ‘casual’ or ‘commercial’ C-ITS options-¢learly bring additional benefits over a current, nqn
C-ITS senjvice environment, their utility will be limited in scope and the client system will be limitef.
In any eyent, the roll out will most probably be significantly slower and many of the life-saving, injuty
mitigatign benefits that are the target of many C-ITS services can be significantly deferred or even loft
altogether. However, in some jurisdictionsysuch routes, may provide the only feasible, or best, option.
umstances, it will be impartant for the jurisdiction, even if not funding or getting involved
nt, to at least ensure that such solutions are not proprietarily locked to the extent that safety
interoperability and transport system efficiency benefits are impaired, and such jurisdictions
would be wise to consider_how they will achieve this goal. (Requiring adherence to Internationpl

there is another layer of risk that needs to be assessed, and this is associated with the risks of
— reliance omsreceipt of data from other vehicles in order to make system decisions,

— risk$ associated with processing such data, and

— and risks associated with providing data to other system users.

A Technical Report providing advice and guidance for risk assessment of IVS (in both ‘core system’
supported and ‘casual encounter’ C-ITS systems) can be produced in this series at a later date to provide
guidance for these issues.
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5 Tools to assess risk
5.1 General

5.1.1 Technology risk

Within this Technical Report ,'Technology Risk’ is taken to mean exposure to loss arising from risk

that the employed technology might not work as expected; the probability of loss incurred

through

the execution of a technical process in which the outcome is uncertain, i.e. uncertainties caused by the

bhsic technological design.

Untested or unstable design, engineering, technological or manufacturing procedures entail sq
technology risk that can resultin the loss of time, resources, and possibly harm to individuals and

5/1.2 Technical risk

Within this Technical Report, ‘Technical Risk’ is taken to mean exposure te loss arising from
dilure in operation. Technical risk is measured as an expected value derived from prior experi

Fhulty manufacture, operation or operational procedures entail some technology risk that can
the loss of time, resources, and possibly harm to individuals and‘acilities.

5/1.3 Financial risk

V‘Ethin the context of this Technical Report, ‘Financial*Risk’ is a term used to mean the pot¢
financial loss.

Flnancial loss can occur from three basic causes:
a) failure of the business model to suppert continuance of the operation of the system;

b) technological or technical failure-directly causing financially quantifiable losses;

(o)

] liability for consequential loss-causing financial cost.

5(1.4 Liability

p—

§0/TR 17427-8 addresses liability issues in C-ITS deployment.

(9]}

.2 Operatignal phases of risk assessment

—3

he process'\recommended for risk assessment is kept deliberately simple and the result gr
bvious..Lhé steps are as follows.

@)

a) ~Calculate appropriate ‘Mitigation Cost’ bands (see 5.3).

l4d to undesirable results, i.e. uncertainties caused by the physical instantiation and operation|.

me level
facilities.

echnical
bnce that

result in

ential for

hphically

b) Calculate appropriate ‘Schedule’ bands (see 5.3).

c) For each ‘Category’, extrapolate the calculations and identify the location of the result with a ‘spot’

or similar marking.

For most instantiations, this can provide adequate information to assist management to ass
involved in the judgements and decisions that they have to make.

ess risks

If a summary grid is felt to be useful, this can be constructed by extracting the row featuring the ‘spot’
row from each category and presenting these as a single chart. Alternatively, the values can be added

and divided by the number of categories to provide an average, if that approach is preferred.
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If a financial risk assessment is required, these charts can be supplemented by the following simple
algorithm:

Risk Loss = Calculated cost in the event of failure x probability of failure.

This provides a simple, though naive, guide to the ‘exposure’ caused by various aspects of the project,
which may be useful to project managers to assess the ‘scale’ of risk (for example, to compare between
a high risk option with low consequential loss or a low risk option with high consequential loss).

However, it is a very simple guide to indicate the financial significance of risk, and by no means a
precise qatcutatiom: QD

Where required, more sophisticated calculations can be made, but this is beyond the scope hijis
Technicql Report.

Recommlended links for more complex risk assessment: (-{/\'
D

http://www.cimaglqi\bal

http://anxiv.org /pdf/1008.1108.pdf g\\cJ

http:/,Www.pacca.info/public/files/docs/public/fiﬁ(ance/Active%20Risk%20
Manager . T

ISO 31000, ‘Risk Management — Principles and Guidelines’ \IEC 31010, Risk management — Risk
assessmdnt techniques are also recommended as providing to@s or risk assessments.
)

5.3 Risk evaluation explanation ®$

N
The mo;ilfl proposed for evaluation of risk is basedéround the development and use of “Risk assessment
Grid Chafrts”. These can be explained as follo%s::\

The’ Risk Assessment Grid Chart’ is m \\Sf:) of an ‘x-axis’, called ‘Consequences’ (or impacts) and|a
‘y-axis’, dalled ‘Likelihood’ (or probabilitag.sEach x-axis and y-axis is made up of five grid cells (1-5), with
the lowef numbers representing lessirisk than higher ones as represented in Figure 1. The green sectign
represerits lower numbers (e.g. , 1), while the red section represents higher numbers (e.g. 5, 3; 4,4).

Ve
~
Llikelihood

Consequence (Impact)

Figure 1 — Risk assessment grid

The y-axis as likelihood (or probability) is evaluated as a percentage as follows:
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Table 2 — Likelihood evaluation table

Likelihood score Probability range Overall probability
1 1%to19 % Very low
2 20 % to 39 % Low
3 40 % to 59 % Medium
4 60 % to 79 % High
5 80 % to 100 % Very high

with a mean score for the overall ‘Consequence’ score. An example is provided in Table 3.

Table 3 — Example ‘Consequence evaluation table’

015(E)

The ‘y-axis’ as ‘consequences’ (or impacts) is typically made up of cost, schedule, and technical factors

eyaluation factors to-determine impacts, but not cost.
he overall risk{s¢ore consists of green for low, yellow for medium, and red for high.

T
Alresultantcdlculated grid might look like the example in Figure 2.

Consequence Mitigation cost Schedule Technical evaluation
score (months)

1 $1K to $25 0002 1to2a |Existing technologymeets requirements

2 $25000 to $100 0002 2to 32 |Minor evolutiopofexisting technology needgd to
meet requirements, all issues addressed and near
resolution.

3 $100 000 to $500 0002 3to52 |Moderate evolution of existing technology ne¢ed
to meet requirements, issues addressed but pot
resolved.

4 $500 000 to $1Ma 5to 62 _(Significant evolution of existing technology, major
performance issues remain, critical requirerpents
not met.

5 $1M and overa 6.and overa |New “State of the Art,” Limited technology ekperi-
ence, current system does not meet critical fjequire-
ments.

al  These are suggested figures. Actual figures to be calculated as part of the assessment.

Likelihood (probability) scores can be typically supported by rationale, whereas consequence|(impact)
dctors are more difficult-to determine especially in the design phase. Consequence fadtors are

bptter evaluated at the dévelopment and implementation phase where costs and schedules are more

pronounced. For the purpose of this Technical Report, ‘Consequence’ factors use schedule and fechnical
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o

Q
oY

Likelihood (Probability)

Consequence (Impacts)

/\
WV
X\

The dev¢lopment and management team for each instantiation needs to @Pthrough the calculatign
for at lealst each of the categories below. &

o
X

Within this Technical Report, the risks for the core system wkl\@ separated into two categories:

Figure 2 — Overall risk score grid

5.4 Categorization of risk

— risks that are associated with an individual core syst@g!

— risks that are associated with the collection of y@ﬁ\ple ‘Core Systems’ and their relationships.
The follgwing risks are those that are associate@v\l\\h an individual core system:

a) timdly deployment (usually high risk); .\c}{‘

b) relationships between ‘Core System@ld external enterprises (usually high risk);

c) adequate operations and mair@%nce personnel (usually medium risk).

The following risks are those@aq)are associated with multiple ‘Core Systems’ and their relationships
a) rolejnd makeup of t%\%ore Certification Authority’ (usually high risk);

b) ‘External Suppo@tem' (ESS) for security (usually high risk);

c) 'Operation@ Maintenance (O&M)’ of the security ‘External Support System’ (ESS) (usually high

risk} &?\

d) secup‘@ management (usually high risk);

e) system performance management (usually medium risk);
f) privacy (usually medium risk);

g) device certification (usually medium risk).
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6 Risks for the core system

6.1 Risks associated with an individual ‘Core System’

6.1.1 Timely deployment

Likelihood

Consequence 8@ act)
AN
Risk statg{{y\\lt

 the deployment for functioning ‘Core Systems’ is not céinplete by the time mobile system, users are Heginning
b use the C-ITS vehicle and highway systems envirog’fn nt, THEN the core services including trust management

-+ —

aind data distribution will not be available to systemiusers and applications that rely on having common frust and
tandardized data can be affected. 4‘\

re the next steps for implementing the des{@ of the core system documented and scheduled?

S

A

Are the schedules for the core system d@yment in alignment with the deployment of other parts ofthe C-ITS
viehicle and highway systems servic@%vision such as the vehicle-based safety systems?
A
h
a

ighway systems related devj nd applications could jeopardize the successful implementation of the overall

llowing the design and implegﬁtation of the core system to fall behind the development of C-ITS vehicle and
-ITS vehicle and highway systems environment.

o
O Root cause driver
Hlanned deploymep.tl@w.
AQJ Consequence (Impacts)

Ifthe cores r?}&Ts not deployed along with the C-ITS vehicle and highway systems applications, then sysfem users
may hav sort to devices with non-standard interfaces or stand-alone applications resulting in a patchwork
of syst@t at cannot interoperate.

AY Likelihood (Probability)

J . L 1 13 3 . PN L 3 . .

TS IS dIT HISTITULIONAT ISSUS WITICIT TTId Y TdRE UITIE 1O dCCOIIIPITSIL. FIdIIHIITE ITTVOIVES VATI'TOUS HIIETEST § OupS. At
this point, with few specific decisions about the deployment of the core system being discussed or documented,
the likelihood is most probably high that this risk will occur.

Overall score:

Risk reduction actions/events

1) The responsible Jurisdiction/DoT should conduct an analysis to determine when the core system should
be deployed relative to other devices and applications being developed in order to provide the best benefits.

2) The core system documentation needs to be made available to research programs, test bed, and other
private researchers to support prototyping and to determine how to design and implement core system(s).
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Risk statement

3) Standards organizations need to begin evaluating how to incorporate core system interfaces.

6.1.2 Relationships between ‘Core Systems’ and external enterprises

=]
=
—_

&)
-~
-
]

Consequence (Impact) O
O
N
Risk statement /. o)

IF the enterprise relationships between the core system and external e&@‘s are not developed, deployed, oper
ational, and maintained, THEN the core system will likely not operate\c rectly and efficiently.

A ‘Systerh Architecture Document’ defines relationships for gov nance of the ‘Core Systems’, including a corf
system ‘Cprtification Authority’ and ‘External Support Systems’. This affects all aspects of the core system include
trust mahagement and data distribution services. Q

Related 1fisks: $
.\@
6.2.1 3

2

o
O
R@ause driver

Stakeholfler operational agreements ,.‘\\ )

L Mlsequence (Impacts)

the core §ystem is impacted operati ly and over time through undefined maintenance agreements and opey

The core fystem has dependencies Wnal enterprise relationships working correctly as designed, otherwis¢

ating agreements. A

©” Likelihood (Probability)
Externallenterprise obj ﬂ(e the ‘Core Certification Authority’ will involve many different stakeholder organ-
izations, [including pu nd private sector organizations. The likelihood can be high that the diverse group

[SP=S

stakeholglers will able to coalesce and establish the necessary structure to govern the core system(s) an
the secutity exte@ support systems or sustain their operations over the long term.

Overall sco ?3
N

)

Risk reduction actions/events

1) Assess the system architecture documentation (SAD) external ‘enterprise objects’ and their relationships
to ensure cooperation and interoperability.

2) Develop the institutional/policy concepts necessary to establish the ‘Core Certification Authority’ and
‘External Support Systems’ while continuing to develop the technical aspects of the core system to ensure inter-
operability.
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6.1.3 Adequate operations and maintenance personnel

Likelihood

Consequence (Impact) &Q‘
A

4
Risk statement \c_)

IF
maintain a core system, THEN appropriate annual budgets and trairﬂ(lg time must be available so that co
critical updates will not lag behind which could cause security incompatibility issues over time.

new personnel need to be hired and trained or retraining is nee(@} for existing personnel to opée

rate and
re system

Root cause ds‘&y\ér

Tlhat there is budget required for personnel to operate ap,é\\n)aintain the ‘Core Systems’.

Conseque@g (Impacts)

Tlhere are operations and maintenance personne@&%ndle the day-to-day operations of the core system
may be a need for these personnel to be traine ere are also training costs that are needed as well. {ithout a

Hudget for support staff, the core system cannot operate.

ind there

~ ~lLikelihood (Probability)
4

oL

dequate and complete budgets are (e}hed to operate/maintain the core system. The assumption is thatjif a juris-
iction is installing a core system that'th

ey have considered personnel for operations and maintenance

o

verall score: f\$\

C)\J

GQ ' Risk reduction actions/events

1

sers (pargi
setup n bscriptions, investigate misbehaviour, etc.), as well as the hours of operation of that core

L. 7 .
The ]urlsd@\on will need to conduct an assessment to determine what personnel are needed t

d maintain ¢ ystem equipment, servers, accounts, etc. This makeup of the workforce will depend on the
sfale of the s es being provided by a core system, including, to some degree, the estimated number
%rly centre based system users with which a core system will interact in order to set up geo-casts,

h operate
fsystem

by stem.

N
he jurisdiction, as part of the institutional /policy development for the core system governan

e should

@stabhsh pol1cy gu1delmes (see r1sk

ensure that the requlred levels are in place and are malntalned over time.

6 2 1) that address the mlmmal staffmg requlrements for any jgency or

Tority’ - to

6.

2 Risks associated with multiple ‘Core Systems’

The following risks are those that are associated with multiple ‘Core Systems’ and their relationships:

©
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6.2.1 Role and makeup of the ‘Core Certification Authority’

g
=)
=)

=

—_
)

Li

Consequence (Impact
q (Impact) ,<\

Risk statement

IF the Co
policy an

[¢)

Fe Certification Authority (CCA) is not established and operational, THEN tl@\)re systemwill likely hayj
d interdependence issues with other ‘Core Systems’, as well as with ext support systems.

System

The ‘Corsg

importarce of bringing together a number of diverse stakeholders in order to/establish this authority. The succes
of the cone system depends on having a trusted authority to establish th ernance models, standards for ope
ations, and provide leadership concerning the institutional issues g; nding the operation of the core system.

[}

rchitecture documentation should define roles for the ‘Core Certlflé%lon Authority’ and suggest th

U}

[72)

Certification Authority’ will need to monitor upgrades y come along to determine when there

an interdperability issue with other ‘Core Systems’ or system u The make-up of the CCA is probably many
different|bodies, all of which need to be identified. \
Related 1fisks: ®$
6.1.2 K\
6.2.4 \{‘\O
6.2.5 ‘\\0
6.2.7 . C)
A@ Root cause driver
Establisiment and operation of th('éo%e Certification Authority’ is needed.
,.O : Consequence (Impacts)

If the ‘Cdre Certification ‘grity' is not available, then core system policies, conflicts, jurisdictional issues,
interdependencies, application standards, etc., may not be resolved in a manner that supports the overall inter-
operability of the C—I?;Q‘e icle and highway systems environment.

OF Likelihood (Probability)
Thisisan insti@nal issue which will usually take time to resolve. There will likely be a need for a jurisdictional
national ¢h for this authority. The task of establishing the CCA will include establishing budgets, defining role},
identifyin vernance processes, and determining personnel needs. It will also need buy-in from local jurisdig¢-

tions, device/system developers, and other various interest groups. This effort will require time to establish the
CCA. Given the institutional complexity of this activity and the number of stakeholders that must work together,
the likelihood is high that it will take longer to establish the institutional issues than to get the technical issues
worked out and ready to support deployment of the C-ITS vehicle and highway systems environment.

Overall score:

Risk reduction actions/events

14
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Risk statement

1) Jurisdiction should continue the policy research already underway for the overall governance needs for
the C-ITS vehicle and highway systems environment and use the enterprise objects and relationships described
in system architecture documentation to better inform the investigations into what formal or informal processes
are needed, what roles might need to be filled, how the CCA will be chartered, how budgets will be established,

etc.

2) Using this assessment, the national oversight and governance authority can be scoped.

© ISO 2015 - All rights reserved
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6.2.2 External support system (ESS) for security

Likelihood

Consequence (Impact) &
a\
A4
Risk statement \

T D

not developed, established, and deployed, THEN the system users will not ble to receive valid security certi
icates nof will the core system or system users be able to receive ‘Certifi evocation Lists’ (CRLs) in order
quickly iglentify any misbehaving users and maintain an operational\“\ tem.

Related yisks: K\}

6.2.3 o

N
Root cause@iver

IF the ESP for providing a security credentials ‘Registration Authority’ (RA a(?“éertificate Authority’ (CA) ar
&a

[=]

Inadequdte planning for security distribution 4‘\‘0

Conseg’s@we (Impacts)

The ‘Cor¢ Systems’ misbehaviour manageme @mpacted if CRLs are not distributed to the core system. Cor
nected v¢hicle services like Vehicle-to-Vehi@ZV) safety are impacted if there is no defined way to distribute

certificajes and CRLs to system users. _ *

" Likelihood (Probability)

N
The automobile companies and cor€9ystem have expectations that appropriate certificates are to be distribute
by an exflernal authority. This i@l’institutional issue which may take time to accomplish. The establishment
this external support syste Ql)'olves various interest groups, including system users and the likelihood is hig
lg%

T o o,

that this may not be in p time for full-scale deployment of devices and applications in the C-ITS vehicle an|
highway[systems envirgnhment.

Overall score: ,&S
\Y

/\\?“ Risk reduction actions/events

N o whid " hority functions for the ESS need ta he develoned. estahlished. and denlovel

and set up a plan.

2) Determine who will operate the ESS and what is the funding model will be for both the initial roll-out
and ongoing support phases.

3) Determine who has oversight and governance to ensure that the core system is compatible with the ESS
functions.
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6.2.3 Operations and maintenance (0&M) of the security ‘External Support System’ (ESS)

=)
=
=
=
:
)

Li

Q
oY

>

Consequence (Impact
q (Impact) A

Risk statement \/é{"
IF the ESS RA and CA roles and responsibilities for operations, maintenan@&nd funding are not established,
THEN the ESS may not be efficiently managed. \
The core system will be impacted if it is relying on an ESS for securit édentials management, particujarly reg-
ular, accurate CRLs to ensure that the ‘Core Systems’ users are aglately protected.
Related risks: Q
N\
a.2.2 &\S
Root cause driver
HSS RA and CA Enterprise roles and responsibilitiew&d to be defined for efficient operation and maintenance.
Con%@\l‘lence (Impacts)
~3
Thhe ESS roles and responsibility for operatj? and maintenance need to be defined for certificate dis{ribution,
aind especially for IEEE 1609.2 (5.9 GHz) Q% ficate distribution and CRL distribution, otherwise the cofe system
i$ impacted by poor operations and maintenance of CRL distribution and all C-ITS vehicle and highwayf systems
environment users are impacted by r O&M of the certificate distribution process.
\\‘ . Likelihood (Probability)
This is an institutional iss @\wh must be planned for and may take time to accomplish. The establighment of
this ESS involves various i‘iérest groups, including system users to define roles and responsibilities.[With the
great number of stake c@afs that mustagree on how this is done and continue to ensure that this security system
i$ operational the likelilood may be high that this risk will occur.
Qverall score: ()
N
\ . . .
AQ Risk reduction actions/events
P . v}ssess what the roles and responsibilities for the ESS are.
N
2) O_) Develop a business model for continued solvency of the ESS, including how long term 0&M will he funded
and sustained.
© IS0 2015 - All rights reserved 17
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6.2.4 Security management

g
=)
=)

=

—_
)

Li

Consequence (Impact
q (Impact) A

Risk statement /é{"

IF the segurity management standards or policies are not established nationally, in@hing agreements on wha

constitufes misbehaviour and how bad actors are removed, THEN ‘Core Syste and system users could b

vulnerabfle to the actions of unidentified malicious system users, and the data provided to system users may b

suspect. puch policies need to include registration, expiration, revocation, a ewal of certificates. Revocatio

policies ]:eed to define what constitutes misbehaviour and identify the 9@ priate response(s) for incidence
e

misbehayiour. This should include how to handle devices that do not o according to their specification by
may simply have malfunctioned, as well as devices that operate in s&h a way as to indicate they may have bee
tampereg with.

= on S D O

i Z
Related 1fisks: \\'Q
6.2.1 [
Root cat@§) driver
Governance, security credentials policy \O

Cogéb‘&uence (Impacts)
‘Core Sygtems’ with different security mar;a%e’f;lent standards or policies may be incompatible.
A@l:ikelihood (Probability)
This is an institutional issue Whic}(w}l-t)involve planning among diverse interest groups, including system users.

Overall score: ,-O ‘

c\\‘O
AQJ Risk reduction actions/events
1) Assess the for a jurisdiction or nationwide policy or standard dealing with security management
of the C-I[T'S vehicl d highway systems environment.
2) Inve \?e a potential role for the ‘Core Certification Authority’ to provide oversight in establishing the

security management standards or policies for the ‘Core Systems’, individually and collectively.
7

3) Stablish criteria or thresholds to govern how misbehaviour in the core system 1s identiiied and now the
information is provided to the ESS ‘Certificate Authority’ for removal.

4) Establish a policy for the ESS ‘Certificate Authority’ to accept or reject the ‘Core Systems’ CRL Change
Request recommendation(s).
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