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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The pro
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different
editorial

fedures used to develop this document and those intended for its further maintenance al
d in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for th
types of ISO documents should be noted. This document was drafted in accordance with t}
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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1 is drawn to the possibility that some of the elements of this document may\be the subject
hts. ISO shall not be held responsible for identifying any or all such patentrights. Details

list of patent declarations received (see www.iso.org/patents).

e name used in this document is information given for the conveniénce of users and does n
e an endorsement.

xplanation on the meaning of ISO specific terms and;expressions related to conformif
ent, as well as information about ISO’s adherence to.the WTO principles in the Technic
to Trade (TBT) see the following URL: Foreword - Supplementary information

ittee responsible for this document is ISO/TC 204, Intelligent transport systems.

b7 consists of the following parts under. the general title, Intelligent transport systems A
ive ITS:

2: Framework overview [ Technical Report]

3: Concept of operations (ConOps) for ‘Core’ systems [Technical Report]

4: Minimum system requirements and behaviour for core systems [Technical Report]
6: Core systems risk assessment methodology [ Technical Report]

7: Privacy aspects|Technical Report]

8: Liability aspecdts [Technical Report]

9: Compliaiice and enforcement aspects [Technical Report]

10: Driver distraction and information display [Technical Report]
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The follo

— Part
— Part
— Part
— Part
— Part

— Part

Vi

wing parts are under preparation:

1: Roles and responsibilities in the context of co-operative ITS architectures(s)
5: Common approaches to security [Technical Report]

11: Compliance and enforcement aspects [ Technical Report]

12: Release processes [Technical Report]

13: Use case test cases [Technical Report]

14: Maintenance requirements and processes [ Technical Report]
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This Technical Report provides an informative ‘Concept of operations for ore systems’ supporting
Cooperative intelligent transport systems (C-ITS). It is intended to be used alongside ISO 17427-1,
ISO/TR 17465-1 and other parts of ISO 17465, and ISO 21217. Detailed specifications for the application
context will be provided by other ISO, CEN and SAE deliverables, and communications specifications
will be provided by ISO, IEEE and ETSI.
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Introduction

Intelligent transport systems (ITS) are transport systems in which advanced information, communication,
sensor and control technologies, including the Internet, are applied to increase safety, sustainability,
efficiency, and comfort in the movement of people and goods.

A distinguishing feature of ‘ITS’ is its communication with outside entities.

Some ITSs operate autonomously, for example, ‘adaptive cruise control’ uses radar/lidar/and/or video
to charagtert i fete jrrst i i .
are inforimative, for example, ‘Variable Message Signs’ at the roadside, or transmitted into the vehicle,
provide Information and advice to the driver. Some ITSs are semi-autonomous, in that they arelargely
autonombous, but rely on ‘static’ or ‘broadcast’ data, for example, GNSS-based ‘SatNav’ systems operafe
autonomously within a vehicle but are dependent on receiving data broadcast from satellites/in order to
calculatg the location of the vehicle.

Cooperative intelligent transport systems (C-ITS) are a group of ITS technologies where.service provisign
is enabled by, or enhanced by, the use of ‘live’, present situation related, dynamic.data/information from
other entities of similar functionality [for example, from one vehicle to other vehicle(s)], and/or betwegn
differenfelements of the transport network, including vehicles and infrastructure [for example, from the
vehicle tp an infrastructure-managed system or from an infrastructure-managed system to vehicle(s]].
Effectivdly, these technologies enable vehicles to ‘talk’ to each other and'to the infrastructure, and |n
so doing|will have significant potential to improve the safe, sustainable and efficient operation of the
transpoift network.

A distinguishing feature of ‘C-ITS’ is that data is used across application/service boundaries. This means
that datd collected at one point and/or processed by one application becomes available to be re-used by
other applications, which may be operating in the same, ‘ox different physical entities.

The diffprence between any ‘ITS implementation’@nd a ‘C-ITS implementation’ is that C-ITSs are
dependept on the interaction with other vehicles and/or the infrastructure, and the exchange
of dynainic data, to receive data to enable their function, or conversely to provide data to oth¢r
vehiclesfinfrastructure to enable their C-ITSs o function.

C-ITS as|an entity, is therefore the funetionality that enables such ‘cooperative’ and collaborative
exchangg¢ of data, and in some cases, collaborative control, or even decision making, that will enable
applications to provide their services'to one or more actors (3.1).

ISO/TR [17465-1 provides a summary definition of C-ITS as a “subset paradigm of overall ITS that
communiicates and shares, irifformation between ITS-stations to give advice or facilitate actions with
the objeftive of improyving safety, sustainability, efficiency and comfort beyond the scope of stangl-
alone sy$tems”.

ISO 1742[7-1 will provide descriptions of the roles and responsibilities of actors involved in the provisign
and use ¢f C-ITS:

ISO/TR 17427-2 provides a framework overview which characterize the components of a Cooperative-
ITS (C-1TS),itscomntextamd Tetevance for 115 service provision, amd provides Teferences to Stamdards
deliverables where specific aspects of C-ITS are defined.

This Technical Report concerns the high-level generic requirements for the “Concept of operations” for
a ‘Core System’ (CorSys) (3.10) to support C-ITS in a connected vehicle-highway system paradigm. It is
agnostic in respect of technology and operates with whatever (and probably multiple) communications
technologies and hardware technologies that can support its functionalities.

The benefits of Intelligent Co-operative Systems (C-ITS) stem from the increased information that is
available from the vehicle and its environment and from other vehicles. The same set of information
can be used to extend the functionality of the in-vehicle safety systems and through vehicle-to-
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infrastructure communications for more efficient traffic control and management. The benefits include
the following:

— improved safety;

— increased road network capacity;

— reduced congestion and pollution;

— shorter and more predictable journey times;

p—

{
SY
h

a

T
it

—

- improved traffic safety for all road users;

- lower vehicle operating costs;

- more efficient logistics;

- improved management and control of the road network (both urban and inter-urban);
- increased efficiency of the public transport systems;

- better and more efficient response to hazards, incidents and accidents.

ource: EC project CVIS)

is important to understand that C-ITS is not an end in itself /bt a combination of techniques, protocols,

ystems and sub-systems to enable ‘cooperative’/collaborafive service provision in a connectec

ghway system paradigm.

Otther parts in this family of C-ITS standards will define specific aspects of technology and b{

nd the roles and responsibilities within the context of C-ITS.

| vehicle-

bhaviour,

his Technical Reportis a ‘living document’ anid as our experience with C-ITS develops, it is intended that

will be updated from time to time, as and when we see opportunities to improve this Technicg

1 Report.
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Intelligent transport systems — Cooperative ITS —

Part 3:
Concept of operations (ConOps) for ‘core’ systems

[y

Scope

This Technical Report provides the high-level generic requirements for the “Concept.'0f op¢rations”
or a ‘Core System’ (CorSys) (3.10) to support C-ITS service delivery. It is intended a§ an inppt to the
anning and development elaboration of core functions that will support the deployment of copperative
Ntelligent transport systems (C-ITS) in a connected vehicle-highway paradigm

-

=

The objective of this Technical Report is to raise awareness of and consideration of such issug¢s and to
glve pointers, where appropriate, to standards existing that provide-specifications for all o1l some of
these aspects. This Technical Report does not provide specificationsfor'solutions of these issups.

This Technical Report is agnostic in respect of technology and operates with whatever (and probably
multiple) communications technologies and hardware technolegies that can support its functidnalities.

[\S)

Normative references

=

here are no normative references.

Terms and definitions

br the purposes of this document, the/following terms and definitions apply.

3

F

3i1
agtor
pharty participating in a system, within this Technical Report participating in C-ITS (3.6) service
plovision/receipt
3
a

2

pplication

app’

s¢ftware applic¢ation to provide functionality to realize C-ITS (3.6)

3({3

application service
s¢pvice provided by a service provider accessing data from the IVS vehicle in the case of C-ITS (3.6),
viaawirelesscommunicationsnetworkor provided-on-board the vehicle as the result sf Software
(and potentially also hardware and firmware) installed by a service provider or to a service
provider’s instruction

3.4
back office
central system (‘centre’/CorSys) for commercial applications (3.2)

Note 1 to entry: The terms ‘back office’ and ‘Centre’ are used interchangeably throughout this Technical Report.
‘Centre’ is a traditionally transport-focused term, evoking management centres to support transport needs, while
back office generally refers to commercial applications (3.2). From the perspective of this ConOps, their functions
are considered to be similar.

© IS0 2015 - All rights reserved 1
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bounded secure managed domain

BSMD

secure ITS-station entity capable to conduct secure peer-to-peer communications (3.8) between entities
(ITS-stations) that are themselves capable of being secured and remotely managed

Note 1 to entry: The bounded nature is derived from the requirement for ITS-stations to be able to communicate
amongst themselves, i.e. peer-to-peer, as well as with devices that are not secured (referred to as ‘other ITS-
stations’),and realizing that to achieve this in a secure manner often requires distribution and storage of security-
related material that needs to be protected within the boundaries of the ITS-stations, leads to the secured nature

of the en
this flexi
bounded 4§

3.6

Ity - as 8 q
ility be managed within C-ITS (3 6) and ISO 21217 such ITS-stations are defmed as operating with
ecured managed domains (BSMD), or outside of the BSMD.

cooperative ITS

C-ITS

group of]
the use d
for exani
network
managed

3.7
centre
central
tradition
and/or ¢
perspect

3.8

ITS technologies where service provision is enabled, or enhanced by, cooperating to provic

f ‘live’, present situation related, data/information from other entities of similar functionalit

ple, from one vehicle to other vehicle(s), and/or between different elements of the transpo
including vehicles and infrastructure, for example, from the vehicle to an infrastructus
system or from an infrastructure managed system to vehicle(s)

system

ally transport-focused term, evoking managementccentres (3.7) to support transport neec
roviding/supporting application service(s) (3.3) managed through a central facility; from th
ive of the CorSys similar to ‘back office’

commuIication

commu
wireless
stations

39
Concept
ConOps

ications
(and in some cases, wireline) netwerks that facilitate data exchange, including roadside IT,
where appropriate

of operations

document describing the chartagteristics of a proposed system from the viewpoint of an individual wh

will use

Note 1 t
stakehold

3.10

hat system

b entry: It is-used to communicate the quantitative and qualitative system characteristics to 4
ers.

core system

CorSys

e

Y,
't
e

Is

combina

fon of enabting technologies and services that witt provide the foundation for the support

f

a distributed, diverse set of applications (3.2)/application transactions which work in conjunction with

external

support systems (3.24) such as certificate authorities

Note 1 to entry: The system boundary for the CorSys is not defined in terms of devices or agencies or vendors, but by
the open, standardized interface specifications that govern the behaviour of all interactions between CorSys users.

3.11

data store
permanent storehouse of data (files, databases, text documents, etc.)

© ISO 2015 - All rights reserved
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3.12
end user
citizen or legal entity who exercises or benefits from the services of the transport system

3.13

equipped person(s)

persons with mobile phones, tablets or similar communications (3.8) devices that provide data collection
and processing capacity to perform in the C-ITS (3.6) context

3.14
[quipped vehicle(s)
vehicles equipped with the device(s) that provide the role of an ITS-station in the C-ITS (3.6).coptext

(¢

3|15

global navigation satellite system
GNSS

s¢veral networks of satellites that transmit radio signals containing time and distance data that can be
cked up by a receiver, allowing the user to identify the location of its receiver anywhere around fhe globe

p
3{16
hpme agent

‘IPv6 router’ with which mobiles register their current Care-of Address (RFC 3753)

3{17

in-vehicle system

1VS

hhrdware, firmware and software on board a vehicle.that provides a platform to support C{TS (3.6)
s¢rvice provision, including that of the ITS-station>(ISO 21217), its facilities layer, data pahtry and
oh-board ‘apps’

w

18

ntelligent transport system
TS

fansportsystems in which advanceddinformation, communication (3.8), sensor and control techjnologies,
fcluding the Internet, are appliedtoincrease safety, sustainability, efficiency, and comfort

— et s

3{19

TS application
functionality that either\completely provides what is required by an ITS service (3.21) or works in
cpnjunction with other ITS applications (3.2) to provide one or more ITS services

Ll

3(20

ITS-s border router
ITS-S routerfwith additional functionality that provides connectivity to other ITS communication (3.8)
npdes over external networks

3121
TSservice
functionality provided to surface transport system users

L]

3.22

ITS-station

ITS-s

entity in a communication (3.8) network [comprised of application (3.2), facilities, networking and
access layer components] that is capable of executing ITS-S application processes (sometimes within
a bounded, secured, managed domain), comprised of an ITS-S facilities layer, ITS-S networking and
transport layer, ITS-S access layer, ITS-S management entity and ITS-S security entity, which adheres
to a minimum set of security principles and procedures so as to establish a level of trust between itself
and other similar ITS stations with which it communicates

© IS0 2015 - All rights reserved 3
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3.23
jurisdiction

government, road or traffic authority which owns the regulatory applications (3.2)

EXAMPLE

Country, state, city council, road authority, government department (customs, treasury,

transport), etc.

3.24

support system(s)
facilities that assist in C-ITS (3.6) service provision, including security credentials certificate and

registratiomrauthorities; thratattow devices amd Systents to estabiishrtrust retationsiips

3.25
wireline

traditiorlal permanent ‘wired’ connection (although may in reality include microwaye and oth¢

wireless|connections)

4 Abbhreviated terms

2G

3G

4G
BSMD
C-ITS
CALM
ConOps
CorSys
CVIS
DoT
ESS
E-UTRAN
GNSS
GSM

IPv6

second-generation cellular phone technology, e.g. GSM

third-generation mobile phone technology, e.g. UMTS

fourth-generation mobile phone technology, e.g. E-UTRAN (sometimes known as LTE)

bounded secure managed domain

cooperative intelligent transport systems, cooperative ITS
Communications Access for Land Mobiles

concept of operations

core system

Cooperative Vehicle Infrastricture Systems

Department of Transport

External Systeni Support

Evolved UMTS Terrestrial Radio Access Network
globalmavigation satellite systems

Global System for Mobile Communication (2G mobile communications)

Internet Protocol version 6

I

ITS
ITS-s
IVS
PII
RSE

SatNav

intelligent transport systems
ITS-station

in-vehicle system

personal identification information
roadside equipment

Satellite Navigation (see 3.15)
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T™MC transport management centres
V2I vehicle to/from infrastructure
V2V vehicle to vehicle

VANET vehicular ad hoc network

VMS variable message sign
UML Unified Modelling Language (ISO/TEC 19507)
5 Using this Technical Report

This Technical Report is intended to assist parties instantiating a CorSys, becoming involved ag an actor
in) a C-ITS (3.6) that involves the use of a CorSys, or becoming involved with the'development jor use of
stich a CorSys.

This Technical Report provides guidance on the aspects to be considered in developing a|Concept
of operations’ (ConOps) for a CorSys for C-ITS support. As such, the-advice in this Technical Report is
generic and not instantiation specific to any one jurisdiction (3.23) er-implementation.
T
a
t

his Technical Report is intended to provide a framework and guidance to enable the development of
n instantiation specific Conops specification after taking\into account the aspects specifigd herein
gether with the location specific situation (technical and‘political) and conditions.

6 Overview of the role of a ‘Core System®in C-ITS

.1 Whatis a Concept of operations?

6

Al ‘Concept of operations’ is a user-oriented document that describes system characteristics for a
proposed system from the users’ viewjpoint. This ‘Concept of operations’ describes C-ITS stakgholders,
their roles and responsibilities i a*connected vehicle-highway system paradigm, an overvigw of the
emerging system design, and provides a high-level description of how such systems may operdte.

Alconcept of operations dodument describes the systems’ objectives, user needs, the functions, the actors
(3.1) and stakeholders involved, and the enactment of roles and responsibilities. (ISO 17427-1|contains
ah explanation of roles_and responsibilities.) A concept of operations is one of the early phasges of the
Systems Engineerihg-approach. Systems Engineering is an interdisciplinary approach used fo enable
the realization ef\successful systems. It focuses on defining customer needs and required fundtionality
efirly in the deyelopment cycle, and then proceeding with design synthesis and system validatipn.

et

respectof C-ITS, additional information can be obtained from one of the “standard” architectures
sfich as>the US ‘Connected Vehicle Reference Implementation Architecture’[3] or the ‘Huropean
ITS-Framework (FRAME) Architecture’[12] or in the architecture document supporting al specific
ithplementation.

It is important to understand that this ‘Concept of operations’ is focused on, and relates to the
provision of, CorSys requirements that are necessary in order to facilitate and enable C-ITS assisted
service provision. This deliverable does not consider in any depth the whole C-ITS perspective in
a connected vehicle-highway systems paradigm (ISO/TR 17427-2 and ISO 17427-1 contains more
detailed consideration of such aspects). This Technical Report is focused on the ‘core’ system aspects
required to support C-ITS in a connected vehicle-highway system paradigm. This ‘Core system Concept
of operations’ does not provide a concept of operations for any particular application service(s) (3.3), but
for the background facilitation and infrastructure support required for such service provision.

Much of the source material for this deliverable has been obtained from the US DoT RITA “connected
Vehicle” initiative [Connected Vehicle Technology. US DoT; Connected Vehicle Reference Implementation
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Architecture. (CVRIA); Core System- System Architecture Document (service architecture document),
US DoT; Core System- System Requirements Specification (SyRS)]; from relevant Australian publications
(Cooperative ITS (3.6): Concept of operations for C-ITS core functions - Draft Report. ARRB; Cooperative
ITS Regulatory Policy Issues. National Transport Commission, Australia) and from the European Project
CVIS. See Bibliography for further detail. The permission of these bodies to freely use their material is
gratefully appreciated and their source acknowledged.

6.2 What are the core functions?

The ‘corp—funetions—arefunctions—that-enable—the—trusted—and-—secure—data—exchangeneeessary—+o
[S) J
enable g platform for C-ITS applications (3.2) in a connected vehicle-highway system paradigmp.
These ‘cpre’ functions can be seen as a collection of operational and institutional functions, Such as
the exchpnge of security certificates, storage and redistribution of application data, and exchange pf
system rhanagement information like subscriptions to C-ITS applications. These core functions require
policies snd management structures to be in place as a basis from which to operate. An example of|a
policy regquirement is a policy on whether core functions are required for all C-ITS applications, or only
for some| Also, ensuring correct implementation of system components and correct functioning of the
system requires some form of compliance insurance, such as accreditation, certifi¢ation, type approval
or auditipg, to be in place.

This Concept of operations aims to identify those core functions that are required to enable connectgd
vehicle Highway systems (cooperative ITS) to evolve, as well as the institutional changes required, to
enable CHTS applications to be deployed and positive transport and\societal outcomes to be realizef.
Based o an assessment of international C-ITS developments, and\an assessment of the current locjl
situation, it is proposed that the core functions required to support C-ITS are the following:

— Secyre exchange of data between users and applications;

— Facilitate trust between users;

— Mainptain integrity of data;

— Assyre privacy between users and from third parties;

— Facilitate a platform for sharing of data‘and efficient use of resources;

— Assyre national/regional interoperability and nationally/regionally consistent service access.

In the predicted paradigm, connected vehicle-highway systems (C-ITS) will use several wireless medip
as availgble, in order to provide C-ITS based application services (3.3), and in all probability, in many
circumsftances, will use mulfi-media simultaneously. Service provision will, in all probability, in many
e
y

~

cases, ndt depend on a_single wireless medium and will also use on-board sensors and other availab
data in ¢rder to effect robust service provision. Media selection will depend on media availabilif
at the logation of the-vehicle at the time of service provision and suitability of the characteristics pf
the medja for the.particular application service provision. Vehicular ad hoc networks (VANETS) are
likely to|use, theallocated 5,9 GHz spectrum for vehicle-vehicle communications (3.8), particularly for
time-crifical'safety applications, and the infrastructure will use 5,9 GHz spectrum for infrastructure-
vehicle dammunications at QF]FPTy-(‘I"iHF;I] locations A]fhmlgh this Technical Report uses this workin g
hypothesis, it does not require the use of any particular wireless medium for any particular purpose,
rather it considers the consequences of such selection and the CorSys support requirements that will
need to be in place to enable such service provision.

6.3 Functional subsystems

Within this Concept of operations, the C-ITS core functions are clustered in seven functional
subsystems, performing

— data distribution,

— misbehaviour management,
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— network services,

— service monitoring,

— time synchronisation,

— user permissions management, and

— user trust management.

—

hese core subsystems interact with other C-ITS components, such as the applications, the networking

jo5)

nd transport algorithms and the communication infrastructures.

6l4 Institutional context

The C-ITS core functions will need an institutional context to operate. This is essential bed
functions are executed on different physical C-ITS components, being

- vehicles,

- ITS roadside equipment,

- mobile devices and

- back office (3.4)/control centres (3.7).

—3

hese components are management managed by different'stakeholders.

=

ples that need to be performed are
— governance roles,

— management roles,

—+ installation roles,

— certification roles,

— operational roles and

- user roles.

kamples of activities that may require new institutional entities or structures to enable (
bnnected vehiclechighway paradigm, include a device certification and possibly registration,
redential distribution, application certification, and compliance insurance. These roles
bsigned to existing organizations or new organizations can be created.

O A O m

[§0 174271 contains further detail regarding the roles and responsibilities of actors involved
serviee\provision and ISO/TR 17427-2 for a framework overview.

ause the

-ITS in a
security
tould be

in C-ITS

A ditionally L Y\I‘\]II“‘Y framawarlk includinatha follawinag noliciac noodctaha hllf‘ nnlaca:

oo oYy O et e e oo vv it o e HeeaS~o0be THPTaces
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— apolicy setting National, regional or international compliance requirements;

— apolicy authorising the issuing of security certificates;

— apolicy authorising road users to use certain C-ITS applications and send certain C-ITS messages;

— apolicy defining interpretation of the privacy rules and regulations and ‘privacy by design’

© ISO 2015 - All rights reserved
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6.5 Specific service features characterizing C-ITS service provision

A nation’s road transport system is critical not only to its economy, but also to its social and
environmental well-being. It includes numerous different modes of transport, including passenger
vehicles (cars and vans), buses, trucks and motorcycles, and needs to be considerate and inclusive of
vulnerable road users such as pedestrians and bicycle riders. It also is increasingly integrated and
interfacing with other non-road transport modes, such as trains.

ISO 14813-1 describes the ITS service groups and services that are generally considered to comprise the
realm of ITS. From ISO 14813-1, we can establish that ITS services can operate in different paradigms,
and somg application services (3.3) operate autonomously (see examples given in the introduction)%

N
Some IT§s are semi-autonomous, in that they are largely autonomous, but rely on ‘static’ or ‘b];ﬁl;ﬁcast’

data (seq examples given in the introduction). 2
4

Cooperative ITS (C-ITS) is a subset of the broader suite of ITS, within a paradigm of co ed vehicl
highway|systems. C-ITS refers to the use of wireless communications to share informao{r from vehicl
to-vehicle (V2V), vehicle-to-infrastructure (V2I) and infrastructure-to-vehicle (1 V}. his will enable
a paradigm that allows vehicle and transport applications to cooperatively w, ogether to deliver
outcomep that are beyond what is achievable with standalone ITS and Vehicle@gp ications.

U
]

3%
1

The cooperative intelligent transport systems that are evolving will involve wireless connections betwegn
the actorts involved in road transport, and its deployment will be multi al, as shown in Figure 1.

é Figure 1 — Multimodal cooperative intelligent transport domain

The emerging cooperative intelligent transport domain will involve connections between the following:

— Vehicles - equipped with built-in, aftermarket, or nomadic, C-ITS devices
— Infrastructure - ITS roadside infrastructure connected through C-ITS
— Centres - traffic management centres and service providers’ back office/ centres.

The cooperative intelligent transport domain will also include mobile devices (e.g. cellular smart-
phones), and also other nomadic devices, focused on assisting vulnerable road users (e.g. bicycle riders,
pedestrians, physically and mentally challenged).
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In addition, many C-ITS applications and services will also require a connection with ‘Global Navigation
Satellite Systems’ (GNSS) for positioning, navigation and timing data. The connections between the
various actors in the cooperative intelligent transport domain are illustrated in Figure 2.

—
Wired
communication

Centres Centres

(Traffic management) (Business) (Traffic management) éE ness)
l Positioning ~
= = Wired e s {GNNS)
communication Q

Roadside infrastructure
@

Wireless

? .(?i ' communicarfen
2. X K1
Wirel \
ireless {
communication \
¥ & o SR
e—0- e 06

Figure 2 — Cooperative intelligent transport domain
[Source: ARRB/Modifiéd from Lan (2013)]

Cboperative intelligent transport systems (C-ITS) are a group of ITS technologies where service provision
4 enabled, or enhanced by, the use of ‘live, dynamic, present situation related, data/informatfion from
ther entities.

o =

T

kample: from one vehicle to other vehicle(s) and/or between different elements of the transport
etwork, including vehicles and infrastructure.

=}

™

kample: from the vehicle(to an infrastructure managed system or from an infrastructure managed
ystem to vehicle(s).

wn

i

ffectively, these sy$téms allow vehicles to ‘talk’ to each other and to the infrastructure. Thesg systems
lhus have significant potential to improve the transport network. See also ISO/TR 17465-1, ISQ 17427-1
nd ISO/TR 17427-2.

Qo+

1]

br specifications regarding C-ITS terms, definitions and guidance for standards documents, see
0 17465*1.

[
Lo

br_specifications regarding the structure of specific C-ITS Standards deliverables and general C-ITS
efimitions, see 1SO/ TR 174652

Q. T

For specifications regarding ‘Release’ procedures for consistent groups of C-ITS Standards, see
ISO 17465-3.

Itis important to understand that C-ITS is not an end in itself, but a combination of techniques, protocols,
systems and functions to enable ‘cooperative’/collaborative service provision. What separates C-ITS
from any other ITS communication is the sharing and exchange of data to provide information, and in
some cases control, cooperatively between actors in the road network.
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6.6 C-ITS and communication technologies

6.6.1 General

The functionality of C-ITS is based on wireless communications (vehicle-infrastructure, inter-vehicle),
between communications facilities called “ITS-stations” (3.22), potentially over several different
wireless media, and in some cases supported by wired infrastructure-infrastructure communications,
and also by intra-vehicle exchange of data and, in some cases, control. The C-ITS ‘Internal Enterprise
Objects’, are therefore closely aligned with ISO 21217 (ITS-station architecture) and its associated

family ofStandards{SeedSO2424+7-

Within Higure 5 (6.7), the ‘Internal’ enterprise objects are surrounded by the wireless and wired-medja
used to Jommunicate between actors in most C-ITS situations.

While Flgure 5 highlights ITS-station wireless communications as a boundary actor {3.1) betwegn
the internal and external objects, it should be noted that, in the infrastructure-infrastructure C-ITS
context, fommunications may be wired, and that so called ‘wired’ communications now commonly algo
use micrpwave and other wireless techniques.

In comnpunications terms, “ITS-station communications” are peer-to-peey communications. But
applicatipn service (3.3) terms, they are communications between actofsyinvolved in C-ITS servi
provision, in which one actor will be the service requestor, and the other party will be the servig
provider] There may of course also be intermediaries in the provision of service chain, and son
transactjons will require the service of intermediaries for certification, data collation, anonymisatiq
etc., whd are not directly involved in a role either as the service requestor or the service provider.

S o 0o QS

NOTE The party requesting the service is usually the party réceiving the service, but this is not always the
case. In spme circumstances, there are more than two parties.te'the transaction.

While C{ITS involves both infrastructure and vehiclésy/travellers, and while the infrastructure mgy
(but notfalways) be in a fixed location, the nature ofthe communications are most frequently ‘ad hoc’
networkp, formed for the duration that ITS-stations are communicating with each other, whether they
be other|vehicles or are in communication with the infrastructure that they are currently driving pagt
or are in|their vicinity.

The range of the communication zone where such communication can take place will depend on the
communication technology used and:the local topography. Typically, a 5 MHz 802.11p communicatign
will hav¢ a range of 0,25 km to 0;5Kkm, while a WiFi connection will have a range of 100 m or less and
a GSM/UMTS cell range is mgasured in kilometres. 4G/LTE communication will have a shorter range
than GSM/3G, but the cellular-networked paradigm of GSM/UMTS means that there can be effectively
seamlesg network access over great distances. However, the latency involved in these systems has
significaptly poorer petformance than that of 802.11p 5,9 GHz.

The advent of E-UTRAN (4G/LTE) cellular networks will provide far more capable communication
capable ¢f carrying significantly greater amounts of data, and enabling much more rapid transaction|
and provide, dgenerally more suitable commercial operating environment for non-time-critical C-ITS
service frovision. It has the strength of the cellular network architecture, meaning that there s

continuoussSessiop-maintenapce-over thawhola caovunrad naotvzarly bt zadh A higharltaoncevthan B QC T 7z
H5-5eSsSieatteRahee-over e Wit coverea e twors DWWt H e Fate ey o7t

wv n
[

communications.

6.6.2 VANETs, MANETSs and ‘latency’

Vehicle ad hoc networks, so called ‘VANETS’ or mobile ad hoc networks (MANETSs) form the basis of
most C-ITS communications; and though transient, indeed often because they are transient, and are
frequently time critical/safety critical, they frequently need a high level of user trust and low latency.

Data ‘latency’ can be taken to mean the time duration between issuing a message from its sender until
it is received by receiver vehicles. An important parameter to be considered in sending and receiving
a data packet is transmission time delay. Examples where latency is of great significance are collision
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avoidance and dynamic ramp access control systems. Examples where latency requirements are
comparatively low significance would involve ice alerts, and even post incident systems such as eCall.

However, the current ITS environment does not adequately support time-critical safety C-ITS
applications. These will require VANETs with a secure and trusted low-latency data exchange that
current cellular (GSM/UMTS) and broadcast technologies cannot provide, although the packet switched
E-UTRAN (4G/LTE) has faster data rate and lower latency than GSM/UMTS. For the 12V applications,
this function is already provided by commercial C-ITS service providers and telecommunications
carriers in the case of the existing cellular-based applications.

&I’ll'b fits into the broader view of what an ITS architecture may ook Iike, as shown in Figur

ith the emergence of C-ITS and the subsequent wider use of wireless communicationsthdre is the
pptential to broaden the interaction between vehicles and the field through the use of nd V2I/12V
communications. ‘

Travelers

Emergency
Management

1
Emissions ]

Management

O Figure 3 — ITS physical architecture
[Source&dearch and Innovative Technology Administration (2012)]

he sharing of @a within these situations enables more efficient, safer and efficieny service

erformance @‘@mlivery.

-

here ar Y?important aspects that are significant to understanding the roles of, and thergfore the
bncep perations for, a core system.

=D

é%me processes relate to the provision of a specific application service (external processes,
L

4 d Jdaoto)
UuUjtlis dliua Udatdj.

b) Some processes are required to enable a) but are not specifically part of that service provision
(internal processes, objects and data).

c) Different transactions require different levels of security.
d) Different transactions require or can tolerate different levels of latency.

Some transactions may be required to operate within what ISO 21217 describes as a ‘bounded, secured,
managed domain’, comprised of an ITS-s facilities layer, ITS-s networking and transport layer, ITS-s
access layer, ITS-s management entity and ITS-s security entity, which adheres to a minimum set of
security principles and procedures so as to establish a level of trust between itself and other similar
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ITS-stations with which it communicates (see [SO 21217, ISO 21210, ISO 29281 (all parts), ETSI EN 302
636, and associated standards). Other C-ITS communications, and especially broadcast communications,
may not have need of such high levels of security.

Some transactions require very low latency, while others are relatively insensitive to latency.

Systems that require a high level of trust, and in many cases, systems that require low latency, have
to be managed during, or preferably before, the event. This can only be achieved by measures such
as certification verification, and prioritization, and this requires support from ‘central’ ‘core’ services,
such as user permissions management, user trust management, data distribution, misbehaviour
management, network services, service monitoring, time synchronisation.

For a high level overview of how ITS-stations communicate within the context of C-ITS service prévisiop,
see ISO/TR 17465-1, and for a more detailed specification, see ISO 21217.

Ideally, ap ITS application service, particularly in the C-ITS context, needs a communication sub'system that
— is avjailable wherever and whenever a vehicle is present in a traffic situation,

— can fommunicate vehicle-vehicle and vehicle-roadside in a transparent way (see 1SO 21217:2014,
8.3.3),

— religves the applications from the need to know about communications setup and management,
— usegmodern Internet techniques and standards for global usability (e.g. [Pv6), and

— provides a range of different possibilities related to data speeds, communication distance, cost, ard
manjy other parameters.

Howevel, in terms of security, all systems are not eqifal. Some ITSs can utilize security from the
communications network over which their wireless coimmunication is made, which provides adequate
security|for the provision of their service, and others can control their data so it is only provided to
a legitimate destination, indeed some data may not be sensitive to misuse. But most data in the C-ITS
context lhas some sensitivity, and therefore will\lrave to be effected within layers of security, and some
C-ITS communications will have to be effected within the high levels of security that ISO 21217 calls|a
‘Boundedl Secure Management Domain’. (See’ISO 21217 and 6.7.)

For deta]l of aspects of communicatiens aspects of C-ITS service provision, see the following:

ISO 21217 Intelligent transport systems — Communications access for land mobiles (CALM) —
Architecture

[SO 21210 Intelligent-transport systems — Communications access for land mobiles — IPv6 Net-
working

[SO 21212 Intelligent transport systems — Communications, air-interface, long and medium range

(CALM) — 2G Cellular systems

ISO 21213 Intelligent transport systems — Communications access for land mobiles (CALM) — 3G
Cellular systems

IS0 21214 Intelligent transport systems — Communications access for land mobiles (CALM) —
Infra-red systems

[SO 21215 Intelligent Transport Systems — Communications access for land mobiles (CALM) —
M5

ISO 21216 Intelligent Transport Systems — Communications access for land mobiles (CALM) —
Millimetre communications

12 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=6ae487e6e2eee50a852e970c8a348638

ISO/TR 17427-3:2015(E)

[SO 21218 Intelligent Transport Systems — Continuous Air Interface, Long and Medium Range —
Medium Service Access Points

ISO 24102 Intelligent transport systems — Communications access for land mobiles (CALM) —
Management

ISO 24103 Intelligent Transport Systems — Communication access for land mobiles (CALM) —
Media adapted interface layer (MAIL)

[SO 25111 Intelligent transport systems — Continuous air-interface, long and medium range
(CALM) — ITS using mobile wireless broadband- General requirements

Yt

§0 25112 Intelligent transport systems — Communications access for land mobiles)(€ALM) —
Mobile wireless broadband using IEEE 802.16e/IEEE 802.16g

o

§0 25113 Intelligent transport systems — Communications access for landimebiles (CALM) —
Mobile wireless broadband using HC-SDMA

I$0 29281 (all Intelligent transport systems — Communications access for land mobiles (CALM) —
phrts) Non-IP networking

[

§0 29282 Intelligent transport systems — Communications access for land mobiles (CALM) —
Using satellite communications

[

§0 29283 Intelligent Transport Systems — Communications access for land mobiles (CALM) —
Mobile wireless broadband using IEEE 802.20

[

§0 17515-1 Intelligent Transport Systems — Comymunications access for land mobiles (CALM) —
E-UTRAN (LTE)

Otther ITS/C-ITS communications standards will be developed according to need.

The standard networking protocol for most C-ITSs will be IPv6 (Internet protocol version 6), plthough
provision for rapid safety critical communications are provided in ISO 29281 (all parts).

6.3 Hybrid communications

6

Als described above, C-ITSalses wireless communications to share information between V2V and|V21/12V.
CHTS will involve a range-ef communications technologies, and many C-ITS applications will liely use a
hybrid communications-dpproach. That is, an application may use several communication medijims, and
npt necessarily relyon just one type.

Fpr reasons of beth effectiveness and control and mitigation of liability issues (see ISO/TR 17427-8),
applications\are also likely to use a combination of communications and on-board sensors, equipment
ahd avajlable on-board data, in order to provide robust application service provision (and are unlikely to
r¢ly ontehe communication media based solution for provision of any safety-critical application service).

Many emerging C-ITS applications will likely use a hybrid communications approach, dynamically
selecting different communication technologies for different types of content, or in different locations.
Different communication technologies have different characteristics and attributes and are suited to
different communication requirements. This section explains the hybrid communication approach and
then explains the categories of communication technologies and some of their attributes, and how
this affects the nature and type of ‘core’ systems support required to enable C-ITS application service
provision in a connected vehicle-highway paradigm.

None of the available communication technologies can facilitate the full range of communication
requirements. For example, time-critical safety warnings would usually require low-latency
communication. Currently, the only communication technology that meets this latency requirement
is 5,9 GHz [in some countries called ‘Dedicated Short Range Communication’ (DSRC)]. But it has very
limited bandwidth. As E-UTRAN (4G/LTE) rolls out, where supported, it will provide an alternative for
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all but very low-latency service requirements (such as collision avoidance and ramp access control).
Many traveller information services require a long range communication connection and more
bandwidth, and are better offered by cellular communication technologies, or broadcast. DSRC is less
suitable for this type of application. Some messages, for example, a road works warning message, could
be better sent via different communication technologies, where available. This also spreads the loading
on any one wireless medium, which is particularly important in respect of the limited bandwidth at
5,9 GHz most suited for time-critical safety applications.

Another aspect of the need for hybrid communications and the availability of bandwidth is the
desirability for the ITS-station to be able to retain data it has downloaded. This reduces the frequency

that dow
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nloads need to be repeated, and enables some data to be downloaded in less busy periods.

ngle application, for example, an intersection collision avoidance application, is likelyyto’hat
communication flows with different communication requirements. Warning messages th
ehicular control (collision avoidance, ramp access control, etc.) will need very low\latency. T}
cation of detailed mapping data on the layout of the intersection may have less demandiry
equirements. The same application might also have other requirements for'the download
rity certificates for the following week. This type of communication flow deesnot have any loy
equirement, but it does require bandwidth. These communication flows, and probably other
be needed for this application to function optimally. A hybrid commtinication approach allow
e efficient and more robust C-ITS because vehicles can choose the Best available communicatic
Hynamically.

bmmunication technology is selected by an application isebviously also subject to the loc
ty of the communication technologies and the minimal €9nimunication requirements. The IS
for communications access for land mobiles (ISO 21217), provides the mechanism for th
bmmunication approach. The future availability and\coverage of communication technologic

for communication, and allocation of frequencies.

id approach is also of significant importange because the optimum medium available may var
location to another.

ad hoc networks (between vehicles§);'are most likely to use 5,9 GHz for the foreseeable futui
me source of V2V communication.” The role of E-UTRAN for V2V communications is as y
h and unproven, but will in all probability also have an important role in the future for noi
ical networking.

hows the categories of communication technologies and their attributes.
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Table 1 — Wireless communication technologies and attributes

Category Communication technologies Attributes
Short range communications Examples include: — Shortrange
— 5,9 GHz DSRC — Low to very low latency
— Wireless LAN (e.g. WiFi) — Two-way communications
— Bluetooth — Small data packets
— Infra-Red
long range communications Examples include: — Longrange
— Cellular networks, including — Medium to low latency
— UMTS (3G) — Two-way communications
— LTE (4G) — larger data packets
— Satellite
Wide area broadcast Examples include: — Lengrange
— Digital radio (e.g. DAB+) —.Medium to high latency
— Analogue radio >— One-way
— Medium-size data packets

6.4 Short and medium range communication

6

Ekamples of short range communication technologies‘include 5,9 GHz (so called DSRC), Bluetpoth and
wireless LAN. 5,9 GHz communication technologies-will generally communicate over distances|of 250 m
t¢ less than 1 000 m, dependant on topology and atmospheric conditions. Bluetooth offers a rahge of up
td 30 m to 100 m depending on the variant [4@m for Bluetooth 4 (Bluetooth LE)].

Sp called (and misnamed) Dedicated Shorxt Range Communications (DSRC) is short-to-mediym range
wireless communication technology specifically designed for automotive use. It can be used| for one-
way and two-way communication..Currently, a version of DSRC is used for electronic toll dollection
it the 5,8 GHz band. Globally DSRC based C-ITS have been developed and tested extengively in
lots and early deploymentssymainly in the 5,9 GHz band. It is technically quite different and more
hpable than the 5,8 GHz version of DSRC. It has the benefits of having low latency, high mobijlity and,
irrently, no communicatign’ connection charges. Limitations are the narrow bandwidth and limited
verage. Because DSRG,is the only technology that can provide ad hoc short or mid-range low latency
pbmmunication, it istrequired for service announcements and time-critical safety services ih ad hoc
etworks, especidlly' VANETs. However, 5,9 GHz DSRC communication is less suitable for C-IT{ services
beding wide area coverage and/or high bandwidth because the 59 GHz band is limited in [capacity,
hsily saturatéd and expensive to deploy. Though it should be noted that, at the time of writipg, there
international lobbying in the USA and Europe to open up the whole 5,9 GHz band, including those
equencies currently reserved for automotive safety applications, for general wireless broadhand use.
t the Same time, US DoT NHTSA has announced a decision in principle to take next steps t¢ require
lightvehicles to be equipped to be able to communicate using 5,9 GHz technology.

oSS aaaas

> D o

Bluetooth technology is a global wireless standard for the exchange of data over short distances using
radio transmissions in the unlicensed 2,4 GHz to 2,485 GHz band. Bluetooth is available in many of the
current mobile devices such as smartphones or car-kits. The communication range varies by Bluetooth
specification, but typically effective ranges varies from a few metres to about 30 m (Bluetooth
marketing 2011). Bluetooth is sometimes used for traffic monitoring.

A wireless local area network (LAN) links two or more devices using some wireless distribution
method, and generally provides a connection to the Internet. This allows users to move around within a
local coverage area and still be connected to the network and Internet. Many modern WLANs are based
on [EEE 802.11a) to n) standards, marketed under the Wi-Fi brand name. (The basis of 59 GHz DSRC is
actually another variant, 801.11p).
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The range of a WLAN [802.11 a) to n)] network depends on the number of routers but is generally
linked to a building and its direct surroundings. Wireless (802.11 a)-n) LANs are not suitable for ‘fast’
moving C-ITS devices, but it could be used for exchange of data in stationary situations; for example, the
download of security certificates or for application data services at service stations.

6.6.5 Longrange communication

For the purpose of this Technical Report, long range communications are considered to include those
media that enable 2- -way, umque communication connections over many kllometres Current long range

of provigling high bandwidth, wide coverage and high mobility. Disadvantages of UMTS/3G are the
relatively high latency, and the required communication costs. LTE/4G has a much lowerdatency, and fis
comparaple to that of DSRC.[13] It is as yet unclear to what extent time critical safety, dpplications cgqn
use LTE.|[From a deployment point of view, it is an advantage that cellular communication infrastructute
already has significant coverage, and offers cell-cell transfer of ongoing communication sessions.

Satellite|communications provide communication via an orbiting telecommurications satellite. Satelli
communljcations could be used in remote areas, for example, using digitalpadio technology. Satelli
communjcations can be used to broadcast data to equipped vehicles (3.14), and some systems c3
be used [for bidirectional communications, although the data latengy is comparatively high. As wit
cellular |communication, using satellite communication require§_a subscription with a provide
An exanpple of the current use of satellite communications isdan Australian implementation of i
‘Intelliggnt Access Programme’ application using satellite communication to cover areas where 1
cellular ¢overage is available.

S wn oS oo

%
=

NOTE Not all satellite communications telephony options-offer 24/7 coverage, and depend on the numb
and orbit|of available satellites. Geostationary orbit based:systems offer 24/7 coverage.

6.6.6 Wide area broadcast

For the |purpose of this Technical Repett;“wide-area broadcast is considered to include one-wdy
communlication that involves messages to'be broadcast over areas of many kilometres.

RDS-TM( is widely used to broadcasttraffic information messages on conventional FM radio broadcast
Traffic Message Channel (TMC)(isja technology for delivering traffic and travel information to mot¢r
vehicle drivers. It is digitally ¢oded, using the Radio Data System (RDS).

v

6.6.7 ositioning services

Global Ngwvigation Satellite Systems (GNSS) refers to constellations of satellites that broadcast positioning,
navigati¢n and timing data that receivers on earth can receive and use for various applications. GNSS |is
offered ljy satellite navigation systems of USA (GPS), Russia (GLONASS), China (COMPASS), and Europe
isin the process of rolling out its high precision GALILEO system (expected fully operational circa 2020).

A standalone GNSS receiver typically achieves a spatial accuracy of 10 m to 20 m. Increasingly, there
is a trend towards using a multi-GNSS approach where other GNSS constellations (e.g. the Russian
GLONASS) are used to supplement GPS. This approach can improve spatial accuracy and integrity, and
has been demonstrated to achieve a spatial accuracy in the range 5 m to 10 m.

However, many safety-critical C-ITS applications emerging internationally require a spatial accuracy of
less than 1 m, and also require high integrity, availability and timeliness. Standalone GNSS and multi-
GNSS receivers cannot repeatedly achieve this, although multi-GNSS including GALILEO will come close
to these accuracies.

International C-ITS developments are now often using wide-area augmented GNSS, where the
positioning signals from a satellite constellation are augmented with correction signals, which are
transmitted from satellites and/or ground stations. This is further supplemented by relative positioning
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measurements from on-board vehicle sensors to achieve the stringent positioning requirements. As

stated above, safety-critical systems are most likely to use multiple technologies in order to
system robustness and reliability.

6.6.8 Digital road map data

There are a number of emerging C-ITS applications that will require highly accurate digital r

improve

oad map

data, which will work together with GNSS positioning services and a vehicle’s on board sensors to
determine the position of a vehicle’s position relative to attributes in the road environment. Examples of

ications.

such-emergino apnlicationsinclude-intersectign-assistance -and-some-collision-avgidance-app
55 P 7 Pr

(However, as such systems largely require a high percentage of equipped vehicles, there is tiing
t¢ address these issues)

The accuracy requirement for C-ITS safety applications can be classified into three levels:

— road: on which road the vehicle is placed (metre level)
— lane: which lane of a road the vehicle is in (sub-metre level
— where-in-lane: where within the lane is the vehicle positioned. (decimetre level

rm

merging safety critical C-ITS applications will require high-accuracy digital map data dow
gvel (sub-metre) or where-in-lane level (decimetre). The enhanéed maps required to achieve
[ accuracy are often referred to as the fourth generation efdigital mapping, or eMaps. Thej
re still emerging internationally, and much developmentisvstill required both in terms of s
nd with the data supply chain to support them.

L OO =

Cpmmercial map data companies currently capture and supply digital road map data fq
afitomotive applications, primarily for navigationrand other location services. These comp4
plogressively improving their coverage, spatialiaccuracy and timeliness of the road data they {
F

irther to this, government land and transport agencies are the authoritative source for a n
r¢ad safety attributes (e.g. speed zone data). This data are not always made accessible to the cof
mjap data companies that provide_.data to the end-user applications, and does not always
r¢quirements for C-ITS. Thus, there are a number of changes that will need to be made locally if
dhta requirements of emerging C-ITS are to be met.

o

tis always essential to remember that C-ITS is not an end objective in itself, but is a means of g
bplication service delivery

Q

I order to understarnd the role, and therefore the concept of operations of a C-ITS core system,
ngcessary to consider the architecture of its actors and its communications.

617 Actorsinvolved in C-ITS service provision

[0 17427-1 contains a more detailed characterization of the ‘roles and responsibilities’ of th|

D

-in-hand

h to lane
this level
e eMaps
randards

r use in
nies are

upply.

imber of
nmercial
meet the
the map

chieving

itis also

7

e ‘actors

hgaged in C-ITS service provision and receipt/use.

We can visualize the C-ITS paradigm as it is shown in Figure 4, which is an update and enhancement
of a figure used in the CVIS project, and the authors acknowledge that work in the development of this

Technical Report, and advise that the same figure is now also used in ISO 21217, (2013).
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In order|to achieve C-ITS service provision, a combination of applieations and systems are necessary
to delivdr the services that will realize safety, mobility and/ox ehvironmental benefits through the
exchang¢ of data between mobile and fixed transport system users. The principal system components
are thergfore:

18

Personal ITS Station Central ITS Station

Traffic Centre/Service Centre

Communication A
Vehicle ITS Station - Network Roadside I TS Station
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Figure 4 — High level C-ITS connectivity paradigin

Applications - that provide functionality to realize'safety, mobility and environmental benefits;

Equjpped vehicles- (mobile ITS-stations) vehigles equipped with the communications and data
colldction and processing capacity to perform in the C-ITS context;

Equjpped persons - (personal ITS-stgtions, personal mobile ITS-stations) persons with mobile
photes, tablets or similar devices shaving communications and data collection and processing
capdcity to perform in the C-ITS context;

MoHlility assistance - (mobility*assistance ITS-stations) equipment/systems to assist vulnerable
road users (for example, sight impairment, hearing impairment, physical mobility impairment) who
may|be assisted by specidlly designed ‘apps’ that enable the user to better cope with their disabilitly,
and/or provide a saferZfravelling environment for the user especially by raising awareness pf
other road users. More advanced ‘apps’ may provide prioritization at road crossings and othgr
assigtances, or provide collision avoidance capabilities, etc. either as devices tailored to meet the
spedial requirement, such as glasses, wheelchairs, etc., which may be equipped with ITS-statign
capdbilities,cor/as specialized ‘apps’ on a smartphone;

InteFmodal connection/display - likely to largely be Internet based or wireline connections to gn
appljcdtion service provider, then ITS-station or wireless Internet provision between the applicatign
service provider and personal end user of the application service. In other circumstances, they may
simply be broadcast data interpreted by an ‘app’ on-board the device containing an ITS-station,
usually, but not necessarily, a personal communication device such as a smartphone, or mobility
assistance device;

Communications- that facilitate data exchange between ITS-stations, including roadside ITS-
stations where appropriate;

Core systems- which provide the functionality needed to enable data exchange between and
among mobile and fixed transport system users;

Static roadside equipment - to provide ITS-station communications between mobile/personal/
mobility users and/or the infrastructure/CorSys and connect with other ‘Field’ equipment;
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— Support systems - including security credentials certificate and registration authorities, that
allow devices and systems to establish trust relationships.

See ISO 17427-1 contains an in depth analysis of the roles and responsibilities in C-ITS. Figure 5, from
ISO 17427-1, provides an overview, in which it can be seen that communications take place in different
security environments. ISO 17427-1 contains further details.

{ ITS Service \

Recipients

Other ITS
applications

Sensors, Actuators,
Vehicle systems and
common equipment
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Sensors and
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sourced data
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Figure 5’'— ‘External’ and ‘Internal’ enterprise objects in a C-ITS Community

Z

OTE Standards are included in Figure 5 because they enable meaningful communications and
mprehension of messages and data.

(@)

The-provision of the essential ‘enabling’ services are known as CorSys, and are the subjedt of this
Corrceptof operations:

CorSys are an essential component in the case of the provision of some C-ITS services (for example,
intelligent ramp access to highways, level (grade) crossing management, etc.), where it is essential
that data can be provided securely and speedily. CorSys can provide also more capable and
comprehensive provision of some other C-ITS assisted services (for example ‘ice’, ‘obstacle’ and other
road condition alerts).

Figure 5 therefore shows the context for which a “Concept of operations” for such CorSys is required.
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In terms of communications sessions across wireless communications, it is important to understand
that most actors in C-ITS implementation communicate wirelessly (over whatever wireless medium is
available) in the same way, in a peer-to-peer communication dialogue (see ISO 21217).

NOTE In some instances, existing wireline links are used, e.g. roadside to centre/centre to centre, etc.

6.8 C-ITS enabling data

In respect of enabling C-ITS, vehicle ad hoc networks (VANETS) require the support of a core system
to provide the aspects that are not directly related to the application data but are essential to enable
the servjce provision to take place safely, reliably and successfully. These services may generally-he
categoriged as: user permissions management, user trust management, data distribution, misbehaviour
managerpent, network services, service monitoring, time synchronisation.

These mpy be described as ‘core system support services and are based on the exchange offelevant datp.

These ddta messages that will be transmitted and received by C-ITS devices are plannedto’be aligned with
international C-ITS message set standards. However, at the time of writing this ‘Cencept of operationf
there is $till debate regarding the exact content and frequency of such messages$.To consider the basj
requirements for the provision of ‘core’ services, it is not necessary to wait until the exact content an
frequendy of such data are finally agreed internationally. At this level of @bstraction, it is adequate {
understgnd that provision has to be made to handle data of these types. But'in order to comprehend t}
general 1lequired tasks, it is perhaps useful to summarize the main contenders at the time of developir
this deliyerable. The following primary message types are examples of likely ‘core’ messages, and ar
likely to |nclude all or some of the following, or some internationally agreed variant thereof:

@0 ® O QAN

— BSM: basic safety message

One of three messages outlined in SAE ]2735, the others*being the roadside alert (RSA) message (BSM
and prolye vehicle message (PVM). The BSM messagetis used to communicate safety messages fro
vehicles [to vehicles and infrastructure (e.g. V2V and’V2I), and from infrastructure to vehicles (12|
BSM is the US equivalent of the CAM and DENM message. The EU-US harmonization task force current
works o harmonizing the BSM with the CAMand DENM message sets.

< B o

— CAM: cooperative awareness message

The CAM message is a periodically tranhsmitted message containing transient data on the vehicle statuls.
The CAM message is designed primarily for communication from vehicles to vehicles and infrastructure
(e.g. V2V and V2I), but may alse-be sent from infrastructure to vehicles (12V). The CAM message [s
defined IL)/; the ETSI/TS 102,687-2.

— DEN

: decentralised®nvironmental notification message

A DENM| messagestistan event triggered message which is generated upon detecting an event ard
containihg information about the event. DENM messages are typically relevant for a defined geographijic
area. The DENMis sent from vehicles to vehicles (V2V), vehicles to infrastructure (V2I), and from
infrastructure'to vehicles (12V). DENM is defined by the ETSI/TS 102 637-3.

— RSA:Toadside alert message

One of three messages outlined in SAE J2735, the others being a basic safety message (BSM) and a probe
vehicle message (PVM). The RSA message is used to communicate traveller information applications
from roadside infrastructure.

— PVM: probe vehicle message

One of three messages outlined in SAE J2735. The PVM message is used to communicate probe
information obtained from the vehicle to roadside infrastructure.

— PVD: probe vehicle data
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PVD is used to communicate the status of a vehicle to the roadside ITS-station to allow the collection
of information about vehicle movements along a segment of road. The PVD message will be defined by
CEN and ISO standards.

— PDM: probe data management

PDM is used to control the type of data collected and sent by the vehicle to the roadside ITS-station. PDM is
sent from the roadside ITS-station to the vehicle. PDM message will be defined by CEN and ISO standards.

— Map: geometric intersection description

message containing geometric details of the road such that the vehicle can cross-reference infprmation
bntained in other messages sent from the roadside ITS-station against the map messageto determine
bw to apply the message (e.g. determine if the message applies to the lane the vehicle isleurreptly in).

50

— SPaT: signal phasing and timing

Al SPaT message contains information about the signal phasing and timing including current phase
and time remaining so that it can be used by a vehicle to provide warnings about potential jred light
v]olations or advice on optimal speed. The SPaT message is sent from aif'eadside ITS-station integrated
with a traffic signal.

— SRM: signal request message

SRM is sent by a vehicle to a roadside ITS-station at a signalised intersection [or central systgm (3.7)].
Iis used for either a priority signal request or a pre-emptjon signal request depending on thd way the
essage flag is set. In either case, the vehicle identifies.itself, its current speed, heading and|location,
nd makes a specific request for service, as well as an‘anticipated time of service.

® 3

— SSM: signal status message

SBPM is sent by a roadside ITS-station at a signialised intersection (or central system). It is used|to relate
the current signal status of the signal and any collection of pending or active pre-emption o1 priority
eyents acknowledged by the controller"The data contained in this message allows other [users to
determine their ‘ranking’ for any request they have made.

- IVI: in-vehicle information

The in-vehicle information (V1) data structures specifies the data required to be transmitted pbetween
ITS-stations (12V) in order to deliver in-vehicle signage associated with various ITS servjces (e.g.
bntextual speed, roddwork warning, vehicle restrictions, lane restrictions, road hazard [warning
ahd re-routing). TheZdnformation will be specified in terms such as content/data elements and data
structures. A technical standard is being developed that will specify a general data structure that is
future proof, extensible and communications agnostic.

(@)

—+ TPEG<Transport Protocol Expert Group

—3

PEG produced a set of specifications addressing the transmission of language independent multi-
odal'traffic and travel information. They are standardised through CEN and ISO and consisti|ng of the
ttowing apptications:

o=

— RTM - Road Traffic Message
— PTI - Public Transport Information
— Loc - Location referencing, used in conjunction with applications

Other applications are under development including parking information, congestion and travel time
and weather information for travellers.
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6.9 Cooperative ITS applications and services

The emerging cooperative intelligent transport paradigm will provide a platform on which service
providers can use their initiative to develop and deploy a wide range of applications services. While
it may be difficult to predict the full range of applications that we may see in future, it is possible to
categorize the types of applications that are currently under development.

A typical categorization is by policy impact area, distinguishing safety, traffic efficiency and
environmental impacts. However, there are several ways to categorise C-ITS applications and services,
for example, by the following:

— polidy impact area : traffic safety, traffic efficiency or environmental impacts
— comihunication latency : time critically or non-time critical, or the possible‘value
requirements range in ISO/TS 17423 on ITS application requirement for

— posifioning accuracy requirements

— safetly-of-life and property risk : safety critical and non-safety critieal

— level|of guidance : informing, warning or automated

— driving task : strategic driving tasks\(navigation, trip planning), tactica|
driving tasks (lane choice, speed choice) or operational
driving tasks (steering, braking).

— typel|of user : fleet managerient, traffic management or consumer mar-
ket applications

A commg@n categorization used by ERTICO and othenstakeholders is based on the applications’ influeng

on the dgiving task. These categories include the\following:

— Information - e.g. travel time services

— Awateness - e.g. road works warning

— Assigtance - e.g-intelligent speed adaptation

— Warning < e.g. collision warning

— Avoi¢lance - e.g. electronic break assist

— Automated - e.g. cooperative adaptive cruise control

Figure 6 shows,amodified version of a diagram from ERTICO, which plots these application categories g

22

selection of communication profiles (smallerthan 1 ms,
10 ms, 15,10 s, 1 min, 10 min or 1 h)

ased on their latency and spatial accuracy requirements. While this is a useful representatio

I

kol

Hat there m m f lication th not fit neatly in thi rization.
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Figure 6 — Types of C-ITS by latency and spatial accuracy
[Source: Modified from ERTICO.2011]

(=)

9.1 System of systems

—3

he C-ITS paradigm comprises a dynamic, distributed computing environment with comput{ng units
1 vehicles, roadside infrastructure, mobile devices and central systems. C-ITS can be described as a
slystem of interoperable systems’.

—

6110 C-ITS Privacy and anonymity

(=)

10.1 Privacy overview

—3

he core functionality described in this subsection is specifically to enable an appropriate level of
pfivacy assurance.

e to much of the data’ within the emerging C-ITS domain having the potential to be linked to an
individual, the issue-of privacy is a real concern that will need to be appropriately addressedl. Where
r¢quired, elementsiof the C-ITS will need to demonstrate compliance with the relevant Privacy Acts,
Stirveillance Aots/and privacy principles, at international, regional, national and state level.

Privacy ista)sensitive issue for C-ITS implementation because C-ITS stations and applications fhave the
capabilityto collate data in a way that can compromise the privacy of end users. Significanf privacy
r¢gulations are now in place around the world. See ISO 12859. ISO/TR 17427-7 has been deve¢loped to
ekamine these issues in greater detail in specific respect of C-ITS aspects.

End users are rightly concerned to protect their privacy and there will be user resistance to C-ITS unless
C-ITSs adequately protect end user privacy. On the other hand, experience with the use of mobile phones
has shown that end users are often prepared to trade off their privacy for service benefits.

C-ITS service provision needs to being planned to provide privacy, and where practicable, anonymity,
and this applies particularly to the CorSys where the collation and storage of data could be a significant
threat to privacy if not properly implemented. However, where an end user knowingly trades off
privacy for service provision that would not otherwise be possible, the C-ITS service, and the CorSys,
should not prevent this. These possibilities are already available on the market today and the levels
of anonymity and privacy inherent to these systems are typically governed by agreements between
communication/service providers and consumers. So while privacy is not compromised for an
individual, what happens between that individual and their communication/service provider (e.g. 3G
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service provider, Sat/Nav route guidance provider) may well consensually compromise privacy. Some
application providers may require personal information in order to function. In these circumstances,
this needs to require the user of the application to opt-in to use that application in advance of provision
of the service.

Nevertheless, C-ITS service provision should make every reasonable effort to preserve privacy, and
where practicable, anonymity, and the data protection regulations and recommendations of the
jurisdiction need to be respected and applied. Every measure should be taken to prevent the careless or
accidental compromise of privacy, and current EU regulation describes this as ‘privacy by design’.

Privacy-py-design is an approach to systems engineering which takes privacy into account throughofit
the whdle engineering process. This includes building privacy protection into the informatiqn
and communications technologies, the business processes, and the physical systems, this dncludg¢s
anonymisation of data at the earliest practicable stage.

C-ITSs n¢ed to normally plan anonymity into the trusted exchange of data wherever, possible, usiy
the jurisdlictions existing privacy principles as guidelines, and then balancing privacy\against securit
and safefy. Privacy of participants is paramount, except where safety of life is at.risk. Anonymity is
preferrefl route, but privacy is not necessarily exclusively obtained through anonymous communicatio
and othdr data protection methods need to be employed if the provision of anenymity is impracticable
or not commercially viable.

< 09

=

The gengral aspects to be covered in greater detail in SO 17427-7 includé the following:

— persjonal data should not be retained longer than is necessary,to accomplish the data transport ¢r
trankmission;

— maintaining the security of personal information;
— protecting confidentiality of personal information against improper access;
— assuring the quality and integrity of personal information collected or maintained;
— persjonal information subjects should be kept aware and informed about:
— the nature and extent of personal information collected from them,
— the purposes for which such.personal information is collected,
— the uses of personal inférmation made by personal information users, and
— the opportunity notto provide personal information;
— the protections for{confidentiality, integrity, and quality of personal information;
— the ¢onsequences of providing or withholding personal information;
— opp¢rtunities to remain anonymous;

— rightsof recourse and redress for misuse of personal information.

6.10.2 Data messages and privacy

As summarized in 6.8, there will be a wide range of standardised data messages that will be
transmitted and received within the C-ITS domain. Many of these standardised messages will contain
data attributes that could potentially be used to identify an individual. For example, the standard basic
safety message that is proposed to be transmitted by C-ITS equipped vehicles up to 10 times per second
will likely contain a unique ID number, a unique MAC number, a unique security certificate code, and
potentially a subscription code depending on the services to which the vehicle owner has subscribed.
Further to this, the messages will include location and time data that could be used to identify where an
individual has been.
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Personally identifiable information includes not just data that contains data that could reasonably
identify an individual, but also data that could reasonably be joined with other readily accessible data
to then identify an individual.

While the final design of how data messages will be handled and the security processes around them have
notyetbeen finalised internationally, there are a number of concepts that have been developed and trialled
that are intended to address privacy concerns with the data messages. These include the following:

— the PKI approach using short-term pseudonym certificates;
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- data messages captured by another ITS-station only being maintained for as long as itds, stil
its intended purpose;

- consent or opt-in being required from vehicle owners for those authorities and service p
that wish to capture historic data from vehicles to use for various purposes.

rolling ID, frequently changing pseudonym certificates ensure that outSiders cannot monitor
r a period longer than the period that the short-term pseudonymni gertificate is used. Th
hs not been determined but initial plans suggest between 5 min‘and a week (Schulman 2(
ther reason why a PKI ensures privacy is that the PKI separates registration and certificat
different authorities and different systems. This means that no single authority will be ab
ersonal data with the constantly changing ID and certificates.

early, such privacy provision requires the provision of\central ‘core’ services.

10.3 Security

ny implementation that uses C-ITS needs.t0,be designed with security in mind. It is imp
hderstand that security issues are not the same as privacy issues. In designing a system
beds to be given as to how the systemxgan be protected against compromise by criminals ¢
echanisms need to be integrated into the system to protect it from such vulnerabilities
pplication faces many of the same\risks as any other online wireless Internet-based applica
ith additional risk to life and limb:

10.4 Data management.(including capture, storage and access)

significant amount-of data will be created by C-ITS. With data being created and potentially a
om a large range ofread users, much of which previously did not exist or was not accessible, the
enario could bedescribed as big data. The term ‘big data’ refers to a collection of data thatis so
bmplex that itbecomes very difficult for traditional relational database tools to be of much use.

(hile the creation of more data may appear to provide significant opportunities for service
nd authorities to create value-added services and improved outcomes, there are potentia
ncerns that will need to be considered with the management of this data.
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Depending on the jurisdiction, there will be a relevant ‘surveillance’ regulation or ‘data privacy’
regulation which will restrict what data can be collected, particularly if it has the potential to identify
and track an individual’s location. Further to this, relevant privacy legislation and privacy principles
may then restrict what any captured data can be used for.

See ISO/TR 17427-7 for further discussion of privacy issues.
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7 ‘Core’ systems
7.1 Core system overview

7.1.1 General

NOTE1 Much of the CorSys conceptual context description has been obtained from various documents
generated and publicised by US DoT RITA, especially ‘CoreSystemConOpsRevE2’, and the ARRB draft document
“Austroads Report Cooperatlve ITS (Stage 2b): Concept of operatlons for C- ITS core functions - Draft Report"
also ‘Coojpera T Tra ' g 7

acknowledged and thanks expressed for the contrlbutlon

NOTE 2 | Accommodation of International Architectures: The US “Connected Vehicle Reference Implementatiqn
Architecture” (CVRIA) and “The Framework Architecture Made for Europe” (FRAME) (recently updated fo
include C¢operative ITSs) are accommodated in the user needs discussed in this ConOps. The ‘Communications, Air-
interface|Long and Medium range’ (CALM) set of standards referred to in 6 above, which definte & set of system
interactiqns for the wireless vehicular environment, are also covered by the user needs captured in this ConOps|

CorSys fdr C-ITS envision the combination of the applications, services and systems‘necessary to provide
the safetly, mobility and environmental benefits through the exchange of datalbetween mobile and fixgd
transpoift system users. A subset of the components listed in 6.2, they consist of the following:

— Appljcations that provide functionality to realize safety, thobility and environmental
benefits,

— Communications that facilitate data exchange,

— Corel|systems which provide the functionalityteeded to enable data exchange between

and among mobile and fixed transport system users, and

— Supplort systems including security credentials certificate and registration authorities that
allow devices and systems to establish trust relationships.

6.1 describes the different modes of C-ITS..While some of those modes are autonomous, many requirg,
or will bg improved by, the presence of acentral CorSys.

The main mission of the CorSys systemis to enable safety, mobility and environmental communication
based applications for both mobilgé*and non-mobile users. The scope of the CorSys includes thoge
enabling|technologies and services that will provide the foundation for application transactions but npt
the provjsion of the application services themselves.

Vi
1

Jurisdictions/centres may-of course provide application services to users, but these application servicgs
should npt be considered part of the CorSys and should be specified and managed separately from the
CorSys (dven wheretthe same operator provides both).

The system boundary for the CorSys is not defined in terms of devices or agencies or vendors, but hy
the open, standardized, interface specifications that govern the behaviour of all interactions betwegn
CorSys u$érs.

[t is important to understand that a CorSys is not a fixed entity, neither in the way it is instantiated, nor
in the number and scope of the C-ITS services that it supports. It will be instantiated in different ways
by different jurisdictions/operators, and, most importantly, it will evolve over time. Cooperation and
coordination between jurisdictions, and between jurisdictions and operators will avoid wasting time
and money in duplicated services implemented in slightly different ways

One does not define a television service by the title or content of particular programmes. To use a
closer analogy; in system architecture we often use the term ‘actor’ (3.1) to describe the participants
in the system. If we borrow the analogy from our thespian friends, a good film or television series is
characterized not by the plot of any one episode, but by the relationships and behaviour of and between
the principal actors within the framework that the series is set. We do not define our ‘smartphone’ by
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the particular ‘apps’ that it supports on the day we purchased it, but by its ability to load and support
‘apps’. So it is with C-ITS, and, particularly, the capability and behaviour of its CorSys.

In Clause 8, a number of application ‘use cases’ are described and within this high-level ConOps, the
use cases are described texturally with the support of high-level figures. A deployment version of a
C-ITS ConOps will need to define them further with an architecture and context diagrams that itemise
and characterize the outputs that are produced. Activity diagrams and recognized and standardised
elaboration are recommended to support and characterize the use cases and describe the interactions
between system users, CorSys personnel and CorSys subsystems.

Bjut the Tist of use cases described in Clause 8 are examples, albeit of Key elements of a C-IT|S CorSys.
They do not comprise the total extent of the system, and more will be added (and~n€egd to be
naracterized) over time. The extent of any instantiation of a ConOps for a ‘C-ITS CorSys will therefore
vary between jurisdictions according to the scope and content of the services being-provided, and,
thportantly, will be a ‘living’ document, that will need to be revised as the system evolves, and
ew use cases will need to be characterized and their behaviour and management by the CorSys
naracterized and codified as they evolve.

(@)

I ==T

dditionally, the CorSys works in conjunction with external support Systems (3.24) such as the
ertificate Authorities’ security of wireless communications (e.g. as defined in IEEE Standard 1609.2
ith respect to 5,9 GHz systems). A critical factor driving the conceptual view of the entire cogperative
bhicle and highway systems environment is the level of trustworthiness between commuynicating
hrties. While the CorSys is being planned for privacy and, where practicable, anonymity, jt is also
Foviding a foundation from which to leverage alternativezxecommunications methods for ngn-safety
bplications.

s 2>

Lo o < <

he primary function of the CorSys is the facilitation‘6f’communications, and exchange and piocessing
F information between system users, and some ofdhe communications may also be secure (bounded
s¢cure managed domain (3.5)). The CorSys may ‘also provide data distribution and network| support
¢rvices depending on the needs of the CorSys deployment. The CorSys provides the fundtionality
¢quired to support safety, mobility, and environmental applications. This same functionality mmay also
hable commercial applications but that iSinot a driving factor for the development of the CorSys.

) =]

D =

7(1.2  Single core systems

Within some jurisdictions, it_is.envisaged that a single administration operated CorSys can dover the
whole area of its domain ingespect of C-ITS service provision, and there may be significant simpl|ification
nd efficiency benefits in(this route where it is practicable.

5]

711.3 Multiple core’systems

ot

fis possible thatwithin some geographical areas, several CorSys may operate. For example, therelmay be a
¢gional implementation covering the whole jurisdiction, and metropolitan districts within the jufisdiction
njay also operate a core system. In some jurisdictions, it is expected that State administrations, rather than
single,National administration, will separately operate CorSys (or in the case of the EU, Member states
within the Union). In some cases, commercial competition between CorSys providers may also be allowed.
In_all of these cases, there is an added layer of complexity because it is essential that CorSys intéract and
interoperate, and that there is consistency in the operation of different CorSys. See 7.5.9.

—

s8]

7.1.4 Other ‘Central’ systems

The CorSys works in conjunction with field equipment for certification across wireless media, (such as
the ‘Certificate Authority’ for 59 GHz security, as defined in IEEE Standard 1609.2 and ETSI 102 94x
series of standards deliverables).

The CorSys works in conjunction with field equipment systems. These may often be operated by the
same ‘centre’ near or along the transport network which perform surveillance (e.g. traffic detectors,
cameras), traffic control (e.g. signal controllers), information provision (e.g. VMS) and local transaction
(e.g. tolling, parking) functions and also include RSE supporting wireless communications infrastructure
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(probably including 5,9 GHz at ‘hot-spots), that provide communications between mobile entities and
fixed infrastructure. Typically, their operation is governed by transport management functions running
in back offices/management centres. But they work with and are not part of the CorSys.

7.1.5 Facilitate a platform for sharing of information and efficient use of resources

An essential attribute of Cooperative-ITS is that information is shared between both applications in a
single C-ITS equipped device (C-ITS station) and applications running in different C-ITS devices.

Cooperative-ITS have, amongst others, the following features:

— the gharing of information between any C-ITS device (vehicle, roadside, central and mobile);
— the gharing of information between applications in a single C-ITS device;
— the gharing of resources (communication, positioning, security,...) by applications in a)C*ITS devicd.

The objeftives of this function are to better realize the C-ITS service in a more efficient way. The shariy
of information requires several functions including communication, prioritizatiéi,-and authorizatio
Not all pf these functions are core functions. The core functions are thetfunctions that requil
coordingtion between different system components, using a central resource. The main function |s
a publish-subscribe function with a central registration of which devices.subscribe to which enablg¢s
more effjcient targeted communication.

® 2 09

7.2 Justification for ‘Core Systems’

This subclause provides a rationale for the need to providécore system support that will enable the
emerging cooperative intelligent transport paradigm to be@rogressively deployed. It details the visign
and objeftives, the nature of these changes, and considers'constraints and assumptions.

7.2.1 YVision, drivers and objectives

The follgwing two approaches can be taken to/C-ITS.
— an afl hoc, vehicle led approach;

— acofe system supported approach.

In the ad hoc approach, the implementation of Co-operative ITS is left to the market place, and initial
systems|are a mixture of veéhicle-to-vehicle VANET-based systems and cellular network vehicle-tp-
vehicle communications often/'via a commercial service provider or commercial service provider basdd
(e.g. SatNavsystems providing traffic and congestion information).

For the jyrisdiction(s)sin which C-ITS is being implemented, the short-term advantage of this approach |s
that it requires no.investment by the jurisdiction. However, if take-up of commercially based emergengy
call systlems provides a yardstick, take-up will be slow and centred around upper market ‘elite’
vehicles.| Mass' exploitation of the benefits, particularly safety-of-life benefits, of C-ITS will probably
never be dchieved. The significant benefits of widespread implementation are unlikely to happen In
the foreseeable future and many benefits of the sharing and reuse of data will not occur. Many of the
key safety services will be difficult to operate, and the safety of life benefits will simply not accrue
in the same scale. Issues about certification will be approached by commercial ‘silo’ solutions and so
interoperability will be a significant problem.

The second approach is for the jurisdiction to provide some limited and controlled support for central
‘core’ services to enable C-ITS to achieve its core objectives. Jurisdictions may well consider also
providing some of the important application services, but these are not considered here.

Using this strategy, investment in providing the essential core system services to support a transport
system that utilizes C-ITS through a nationally harmonized platform, will enable and provide a safer,
more productive, efficient, cost effective, and environmentally friendly road-based transport system,
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and will enable enhanced road user and road operator services and information. Particularly, it will
enable the faster roll-out of safety of life and safety critical services and provide a more stable basis for
interoperability and reuse of data.

7.2.2 Key strategic objectives for the deployment of core system support

The key objectives for the deployment of Core system support are the following:

— Improved road safety - Road crashes cause many thousand road deaths and millions of injuries

every vear. Most countries are committed to halving road deaths each decade. The eas

J savings

have already been made. This scale of saving can only be achieved if the benefits af
enabled. Accidents, their direct costs and indirect costs of congestion and associated cests T
a significant burden, so apart from the humane reasons for improving safety of life ar
mitigation, there is a strong financial case to reduce this burden. The single most effective
achieve these savings are by the provision of ‘core’ service support.

Increased transport efficiency and productivity - The avoidable cost of traffic congestion

billions of whatever currency unit you choose to countin, in every country, in every year. Co
also has a social cost, as it impacts on people and their social activities: C-ITS will enable i
applications and adaptive traffic management systems that could deliver improved effici
productivity to the road transport system.

Reduced environmental impacts - Transport is a signifieant contributor to greenh
emissions, accounting for approximately 16 % of totalcemissions, of which road transpo
up over 85 %. C-ITS technologies have been shown to/improve traffic and vehicle efficie
reducing fuel use and emissions.

712.3 Key technical objectives for the deployment of core system support

Agreed governance or management arrangements to ensure integrity/trust of message
issuing security certificates;

Secure exchange of data betweensers and applications;

Consistent mechanisms to authorize sending/receiving messages;

Assurance of privacy between users and from third parties;

Agreed approaches for/C-ITS privacy and agreed ‘privacy-by-design’ approaches;
Workable arrangements for probe data;

Provide initial (certification) or ongoing (audit) compliance with standards for both deyv
services;

[-ITS are
epresent
1d injury
means to

is many
ngestion
h-vehicle
bncy and

buse gas
rt makes
ncy, thus

and for

ices and

Enablinig critical safety applications such as intersection safety applications that would not be

possible without core functions in the foreseeable future.
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Table 2 — C-ITS capabilities with and without the identified core functions

Capabilities of fully market driven C-ITS

d C-ITS capabilities with core functions
eployment (no core)

— Separate agreements to access data from organi- |— Can request any data without having a relationship
zations to the data provider - no need for existing contracts or
— Applications navigate to organizations individually agreements

to find accessible data—slow — Data are readily accessible and trusted from multi-

— Island solutions - no easy data exchange

ple sources; rapid access in real-time; and of consistent

— Gaing
tionalitig

format/aguality
71 A

still possible but some capabilities and func-
s will remain out of reach

Source: Fg

deral Highway Administration (2012).

7.2.4 Principal elements of a core system
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marize, this ConOps description is intended as a user-oriented document describing
ristics of a to-be-delivered system from viewpoint of the user. The roles and responsibiliti¢s
tors in the system are defined in ISO 17427-1, and the overall summazy of the framework ard
y for C-ITS are described in 1SO 17427-2.

W mission of the CorSys is to enable safety, mobility and envirohmental communications-basgd
ons for both mobile and non-mobile users. The scope ofthe CorSys includes those enabling
oies and services that will in turn provide the foundatiod for applications.

tion of the CorSys is to support the operational functienality of C-ITS service provision within{a
pgraphical, jurisdictional or service area. It is therefore supporting all of the actors described in
les this via one or more control/service centres,

bm boundary for the CorSys is not defined in'terms of devices or agencies or vendors, but by the
ndardized, interface specifications that govern the behaviour of all interactions between users
Sys.

ys supports a distributed, diverse set of applications. These applications use both wireless arnjd
rommunications to provide the following:

)

less communications withyand between mobile elements including vehicles (of all typeg
strians, cyclists, and other transport system users;

less communicatiofsbetween mobile elements and field infrastructure;

less and wireline communications between mobile elements, field infrastructure, and bad¢k
p/centres.

rol/Serixiee centre(s) of a CorSys will support the following:

ral host management;

— Core

system gateway(s);

— ITS-s border router(s) (3.20);

— home agent (3.16).

See ISO 17427-2 for description of these features, and ISO 17427-1 will provide descriptions of their
roles and responsibilities.
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7.2.5 Proposed features of C-ITS core systems

7.2.5.1 Increased communications options

Support for a variety of communications options for mobile users, including 5,9 GHz, cellular, wireless
mobile broadband/Wi-Fi, etc. provides flexibility and increased performance over the entire
communications layer. Allowing cellular/broadband access to core services frees up dedicated 5,9 GHz
bandwidth to focus more on time-critical safety applications. By providing multiple communications
options, as well as improving the success for time-critical safety applications, there is also greater
prebability—that—nen—time-critical-applications—willalso-have-better—access—to—the—communications
r¢sources they require in order to provide benefits. This strategy also enables C-ITS fungdtionality
without the specific requirement for the presence of, and investment in, a dedicated wireless

communication installation and its infrastructure.

712.5.2 Light infrastructure deployments

Ollder conceptions for CorSys started with the offering, management, anhd control of a| specific
communication medium, and defining and managing the services thageould be offered acfross that
nmedium. In those conceptions, the key aspects of a CorSys, in respect of roles, responkibilities,
operational concepts and client system support, were therefore driven, and largely a by-prpduct of,
tme limitations of the selected communications medium. This thinking was understandable as it was
the possibility of a new low latency wireless communications,channel that opened up the pogsibilities
far the concept of C-ITS service provision. However, with hindsight, it was operational concepts, roles
nd responsibilities being driven by, and limited by, a sifiglé technology solution, rather thgn by the
bjective needs of the client system.

o

Tp use an analogy, it was rather like designing the highway system around the design and limitiations of
the Model ‘T’ Ford. Although the Model ‘T’ was the:most significant automotive invention, the|highway
system was not built around its limitations. But‘the full success of the Model ‘T’ was made possible by
the development of the highway system. The'analogy of the chicken and the egg comes to mind.

I both system architecture and engineering, good design should always start with the clienft system
ped, not with the technology solution;

=

v focusing the CorSys as an enabler of service provision (and removing its responsibility for dperating
nd maintaining a communications network), it is possible to deploy Core services without an ¢xtensive
etwork of RSEs. This enables deployments of CorSys independent of the time or other resources
¢quired to establish significant field infrastructure, allowing some operational benefits in @ shorter
ime. For example, a-CarSys could be deployed to distribute certificates, thereby facilitating tirust and
habling V2V safetyrapplications between equipped vehicles. Meanwhile, deployment of RSEs with V2I
\fety applicatigns-at key intersections can proceed at its own pace, without being constraingd by the
bed to provide-all services in the C-ITS vehicle-highway environment. There is still the qugstion on
bw to effectively distribute large numbers of certificates. The certificate management schemg has not
bt been architected, and the suitability of cellular and Wi-Fi communications for the distribution of
rgenumbers of certificates is a topic for further study.

=% 5 0 oy

== )

/.2.5.3 Publish-sSubscribe data aistribution

Publish-subscribe offers those deploying an efficient way to distribute data that could not be easily
achieved otherwise. Including this functionality in the CorSys ensures that it is constrained by the
relevant privacy policies and may provide users more faith that their data are being handled in a way
they are comfortable with. Further, broadening publish-subscribe beyond probe data offers application
developers more options with regard to reaching their end users.
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7.2.5.4 Open standards

Open standards offer the promise of high reliability with a technology refresh advantage. This also
provides an open market place for application development and integration, which should yield a rich,
broad suite of applications from a variety of providers.

Scalable, Deployable Certificate Management: Certificate management is the basis for establishing and
maintaining trust and enabling encrypted data exchange. Viewing the CorSys as a set of services that
can be implemented independent of a specific box of hardware provides the foundation for a scalable
system design. Architectural design will have to pass the scalability test, particularly in regard to the
structurp of the ESS that supports IEEE 1609.2 certificate management, but by considering scalability
and certificate distribution issues now, the foundation has been laid for a deployable, scalable certificafe
managerpent system.

7.2.5.5 | Physical environment mitigation

The ability to maintain systems, delivering high-availability services, is crucial to the user's perceptign
of system utility. If a system is not available when a user needs it, from his penspective it does npt
work. The CorSys includes availability monitoring, interface status and performance monitoring and
mechanigms for users to determine which services are available and where.

7.2.5.6 | System deployment options

The CorYys is conceived such that it can be deployed independently.within a single jurisdiction, or widely
on a large scale, depending on the requirements and desires of the entity deploying the system. Thijs
allows eqch entity and jurisdiction to make their own decisions‘about when, where and how extensively
to offer Qore services. It keeps the CorSys small enough that it could be implemented by a wide variety
of capablle enterprises, not dependent on large-scale organizations. This concept is also consistent
with tragdlitional transport funding and operations policies. While the CorSys may not be deployed by|a
transpoift entity, they are one likely candidate for doing so and by allowing the scope and services of the
CorSys tq vary, that option is preserved.

7.2.5.7 | Use of core functions

Not all (-ITS applications and services will necessarily need the core functions as proposed in thjs
ConOps tp operate. Trust and security-are more crucial for time-critical safety-critical applications thgn
for trave] information applications:

For som¢ communications technologies, some of the core functions might already be provided by the
communications network-provider. For example, cellular networks might already provide sufficient
securityland privacy funictions for some C-ITS applications, such as road condition alerts.

The decision on what core functions are needed will very likely be determined for each applicatign
on a casp-by-case\basis. It should be remembered that, in the case of safety message and actions, |n
order to|limitiliability, multiple sources and types of data will likely be used wherever possible. So for
example| a-collision avoidance system will likely use a combination of vehicle sensors, cameras, and

DSRC communications from and to other vehicles in order to perform the collision avoidance service |

Where an application is deemed to be safety-critical, such as collision avoidance applications, there may
potentially be a regulated requirement for the relevant core functions to be used. There may also be a
need for assurance of compliance with agreed standards for such applications.

To facilitate the decision making on which applications should use the core functions, applications may
need to be classified. For example, classification could be by the following:

— the time criticality of information exchanges and management functions

(For example, collision avoidance has a high time criticality, whereas traveller information may
have a low time criticality, and road condition alerts (ice, obstacles, pot-hole, etc.) have some time
sensitivity, but not time criticality in the same way as, say, collision avoidance or ramp access control)
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— the safety risk of an application being provided with incorrect or delayed information

(For example, if an intersection assistance application receives incorrect signal phasing data, the
safety implications could be significant)

— the security risk in relation to either safety or privacy

(For example, communications that could be maliciously hacked and used to cause a safety incident,
or could be used to compromise an individual’s privacy)

These-classifications are prnﬁarnh]y r]nvn]npnr] based on International Standards and imp mented

bpsed on a national strategy.

N

2.5.8 Secure exchange of data between users and applications

—3

he core functionality described herein is with the objective to enable a securé)connection [between
TS-stations. It is therefore important to define the meaning of security in’the context|of C-ITS
bmmunications.

a =~

wn

bcurity relates to the information being exchanged and the system used to interact. Inforghation is
s¢cure if it cannot be intercepted, understood if intercepted, altered or faked. System resources are
nsidered secure if they are free from unauthorised access change’and destruction. Both tfrust and
¢curity also extends beyond an interaction. Information is only'secure if it is not released pfter the
fteraction. See ISO/TR 17427-5.

- A

)

bople are an integral part of any secure system. Theréfore, technological solutions on their own
e not sufficient in guaranteeing security. A complete solution should also include legal ahd social
¢gulations, called the institutional context. This institutional context is proposed in this Con(ps based
h the concept of public key encryption and a ‘Seeurity Credential Management system'’ as part of that.

o =

2.5.9 Public key infrastructure

7

Alpublic key infrastructure (PKI) enables users of a public network to securely and privately ¢xchange
dhta through the use of a public andy;'a private cryptographic key pair that is obtained and shared
through a trusted authority. The(PKI's security credential management system provides for|a digital
certificate that can identify a, C-ITS device and provides directory services that can store apd, when
necessary, revoke the certifi¢ates.

2.5.10 Security credential management system

b achieve security.and trust, a ‘Security Credential Management system ‘(SCMS) with three [separate
brtification management entities (Certificate Authority, Registration Authority and Linking Auithority)
hs been propdsed by the ‘Crash Avoidance Metrics Partnership’ (CAMP) ‘Vehicle Safety Commuhications
Consortitim’ as part of cooperative projects with the USDOT (Shulman 2012).

gure\7-shows the SCMS, which includes the in-vehicle C-ITS implementation (which it calls ‘QBE’) and
heroadside infrastructure, as well as the ‘Certificate Authority’, ‘Registration Authority’ and|‘Linking
rority—Thephysteatsystemsof thesecertifieatio arag rtittesareealedexternal support
systems. The infrastructure for issuing security certificates is called a public key infrastructure (PKI).
It can provide an initial deployment model for secure V2V communication with sufficient certificates for
a period of three years without communication. This is as stated by the ‘V2V Communications Security
Project’ performed by leading car manufacturers in the USA (Shulman 2012). This means that the
vehicle systems and roadside infrastructure systems interact with these external support systems.

o w3 N
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Figure 7 — Security credential management system
(Source: Briggs 2012)

bpean project PRESERVE intends to design, implement, and test a secure and scalable V2
Subsystem for realistic deployment scenarios (PRESERVE 2013). Figure 7 reflects the CAM
ure rather than the PRESERVE architecture, but thétwo are very similar (EU-US harmonizatig
e 2012Db).

Provide trust in and integrity of data

functionality described herein is-gpecifically to assure that the messages communicatsg
usted.

lates to participants in an intéraction (they are who they say they are), the information th
ged and the system used tounteract. Something can be trusted when it can be unambiguous|
[, operates exactly as designed and expected, does not do anything it was not designed to do (f}
se) and operates witheut interruption. Naturally, the longer the system works as we expect it t
we are likely to trustjt” (CSIRO 2011).

78 (2013) statesthat trust in C-ITS requires the following:
hlly unique\identifiers;

ed registries;

— cert

X

n

d

nt

Iy
t.

fieation laboratories;

— trust authorities;

— publ

ic key infrastructure.

In C-ITS, trust is ensured with the Bounded Secured Managed Domain (ISO 21217).

People are an integral part of any secure system. Therefore, technological solutions on their own are not
sufficient in guaranteeing security. A complete solution should also include legal and social regulations

(CSIRO 2

34

011), called the institutional context. The proposed compliance authority is part of that.
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7.2.6 Main mission of the ‘Core System’

Within the context described above, the main mission of the CorSys is, as stated above, to enab

le safety,

mobility and environmental communications-based applications for both mobile and non-mobile users.
The scope of the CorSys includes those enabling technologies and services that will provide the foundation
to enable application transactions (but the CorSys does not itself provide those application services).

The CorSys also needs to work in conjunction with external support systems. 7.1.1 to 7.1.3

describe

different organizational paradigms in which C-ITS will have to function and will include locally and
regionally oriented deployments and therefore needs to be able to grow organically to support the

changing needs of its user base. Deployments will most often probably be managed regionally but follow

International Standards and national standards to ensure that the essential capabilities are.co
np matter where the deployments are established.

om data exchange and from the services needed to facilitate the data exchangg¢.|The CorSys
e cooperative vehicle and highway systems environment by being responsiblé for providing th
peded to facilitate the data exchanges. The contents of the data exchange are determined by app
upless the data exchange is used as part of the facilitation process betweén.the user and the ‘C

\/{ithin C-ITS assisted service provision, the CorSys concept distinguishes communications med
f
t

=

epvironmental applications, this same functionality may also enabl¢’commercial applicationg
i not a driving factor. The primary function of the CorSys is the facilitation of communications
system users, and some of the communications needs to alsg<be secure. The CorSys may alsd
dpta distribution and network support services depending on the needs of the CorSys deployt]
ef seq. describe the CorSys in greater detail.

Map, weather,
road data

ratfic
Management
Centres

patible

hanisms
supports
p services
lications
ore’.

While the CorSys provides a ‘central’ functionality required (to—support safety, mobility and

but that
between
provide
nent. 7.2,

Transport

Vehicles
Disadvantaged Traffic signals and

transport Pedestrians roadside
system users equipment

Figure 8 — CorSys boundary diagram

In Figure 8, the users, their devices, and software application services they use are outside of th

e CorSys;

but the CorSys is still responsible for facilitating their security. Where security requirements are
relatively low, this may be provided by the general security provisions of the wireless network, but
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where high levels of trust are required (for example, involving moving and manoeuvring vehicles in
close proximity), a higher level of security is required, and this is chiefly achieved by providing digital
certificate-based mechanisms to ensure trust between users.

The CorSys also provides networking services to facilitate communications which enable or enhance the
provision of application services, though it does not comprise the communications network.

7.2.7 Scope of ‘Core System’ services

The set of functionalities included in the CorSys has been limited to just those that are necessary to
enable the C-ITS vehicle-highway environment:

— ensyring the integrity of the system;

— estaplishing and maintain trust between system users;
— distfibuting data;

— monljitoring CorSys performance.

Applicatfons such as collection of data or support for regional standardized ¢learing houses for data
may be yseful considerations for certain types of data or for certain regions:

It is also|important to note that the CorSys is not meant to mandate, or‘ehange existing transportatiq
equipmeht, technology or transport centres. The CorSys provides mechanisms for efficiently collectiy
and disttibuting ITS data, but does not necessarily replace existing:systems, though it is likely that mar
existing flata collection mechanisms may be made obsolete by itsidata collection and distribution functio

P <oq S

7.2.8 Exclusions from CorSys

From Figure 8, the reader should note that the following are not part of the CorSys.

— Mobijle users (e.g. vehicle devices, pedestrian smartphones) - any user device
— Roadlside equipment (RSE) - both publi¢-and commercial fixed devices
— Trarsport management centres (TMC) and other public or private back-office or centres

Throughlout the development of this CorSys ConOps, a number of alternatives and trade-offs have begn
considerkd that will affect the definition of the CorSys. Those excluded include the following:

— Storpge of collected trarsport related (probe) data within the CorSys;
— Placement of RSEs with respect to the CorSys boundary;
— No external stipport systems (ESS);

— Compmunications options for deployment;

— Juri ir*h'nn/adminicfraﬁnn databases

7.2.9 Probe data storage

Alternatives for data storage within the CorSys were considered. It is considered that the CorSys itself
does not require probe data storage in order for the system to function. Probe data are not needed
within the system. That data are collected for, and passed to, other applications and the CorSys will
provide the services to ensure that the data can be made available to requesting systems, but the CorSys
should not archive or store such data beyond the near term requirement to service applications. The
duration of ‘near term’ requirement may vary if a specific case is made and justified, but should not
normally exceed 24 h.
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7.2.10 Roadside equipment (RSE)

Although RSEs are the point of wireless contact between mobile devices and the transport
infrastructure, and indeed provide the point of contact between the mobile user and the CorSys, the RSE
(which includes the radio communications to mobile devices) is considered outside the CorSys boundary
and is included as part of the ‘Field’ element. The CorSys will normally define the RSE as a ‘Field User’
that has an ITS-station interface. It is outside the CorSys, and thus not responsible for implementing
core services. Some core services may be accessed through proxies provided by the RSE, but RSE is not
required to provide these proxies.

communications aspects of the RSE could be included as part of the core system (in reality they were
simply coincident to it). But with the modern concept of multiple means of wirelesscommunication
fundamentally expanding the capability of the C-ITS implementation, should come the,realization that
mjany of those means of communication (e.g. 2G, 3G, 4G telephony, mobile wireless btioadband, and many
spurces of WiFi connectivity), will not be under the full control of the CorSys (as for example| 5,9 GHz
was to the US VII project). They are therefore by definition outside of the ‘core.system. The cqse of ITS
dedicated 5,9 GHz, infrared and millimetre communication systems should bethat they are, wher¢ present,
cpmplementary ITSs with their own interface management, but outside“ef‘the functions of the CorSys.
T
n

In}) the now discarded concept of a monolithic single means of wireless communications, these

his allows the CorSys to maintain the interface at the application boundary, allowing the applications
aximum flexibility in their user interface design. This also allows for’more flexibility in the deffnition of
the field equipment. Field equipment can be developed to include thie 5,9 GHz, infrared and/or m]llimetre,
along with sensors or controllers or storage as locally appropriate. Drawing the RSEs outside the CorSys
bpundary also eases the transition to allowing for third party; or private ownership of RSEs.

2.11 External support systems (ESS)

he CorSys could be conceived to be complete and‘not require any ESS. This would force all capabilities
¢ be included in the CorSys, but the consequenee would be to reduce the flexibility of implempntation.
his is especially apparent with regard to theédistribution of digital certificates.

=4 o4 N

he architecture for certificate distributien infrastructure is still not clear, but will likely vary around
lhe world. Allowing ESS to provide particular niche roles in the C-ITS vehicle-highway environment
bes not eliminate the organizatignal problem entirely (someone still has to manage the ESS),[but does
Fovide flexibility and distinguish'it from the management of the CorSys.

(=

ither ESS could also be considered to provide or support CorSys functionalities (for example, data
bogregation and analysis, situation analysis, etc). As with digital certificates, such ‘outsourcirlg’ would
dke the function outside ‘of the CorSys, but providing services to it and its client system.

v O T A

(wd

wever, in a differént instantiation, all support systems could be included within the CorSys| without
the requirement.for ESS.

7{2.12 Communications options

The €urrent concept is to enable the use of any available wireless network. This brings the bg¢nefits of
being able to utilize existing infrastructures, without the need for specific wireless infrastrucftures for
C-ITS. It is expected that 5,9 GHz will be used for direct C-ITS communications between vehicles (V2V)
and infrastructure provided at ‘hotspots’ [such as high risk and complex intersections, highway access
ramps, accident black spots, and railway level (grade) crossings, etc.].

The CorSys is not in control of what communications capabilities are installed in the ITS-stations it is in
dialogue with (vehicles/pedestrians/field equipment). In the case of vehicles, that may be a combination
of multiple wireless communications (such as 3G/4G, 5,9 GHz and wireless mobile broadband); in the
case of pedestrian and static users, it is more likely to be limited to one form of communication [though
in the case of cellular communications that may have automatic degrade default capabilities (e.g 4G
E-UTRAN to GSM/UMTS; 3G UMTS to GSM, etc.)].

To enable the overall system and its CorSys to function, the operators of the CorSys will have to determine
which of these wireless interfaces the CorSys will support. It is expected that most CorSys will have the
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ability to support most of the key locally available wireless media, but that is an operational decision.
(For example: in areas where a combination of 3G/3G/4G is ubiquitous, this is unlikely to include
satellite communications. In sparsely populated ‘outback’ type locations, satellite communications
may be the only communication available to the CorSys; some areas have wireless mobile broadband
coverage, some do not, and even where provided there are different variants and support of all the
variants is unlikely).

The CorSys has to connect to whatever wireless media carriers its operator determines to support, and
then the function of the CorSys is to operate within these communication channels, once established.
(Mobile and field equipment will therefore have to support at least one, or more, of the wireless
communication means that the CorSys supports in order to enable service provision). The actufl
interfacd equipment required for the CorSys to support these communications is therefore considered to
be ‘Field|[Equipment’, and outside of the CorSys.

Once thg data providers are registered with a CorSys and the data consumers set up a’subscriptign
for the data, the data can pass between directly between application service providersyand consumers
without |nvolving the CorSys.

7.2.13 Authority/jurisdiction databases

Jurisdictions and their authorities (in-house or appointed) may maintain-databases for a number pf
reasons.|These may be associated with registration and regulation of ¥ehicles, local regulations and
controls|policing, fee and payment collection systems, etc. Such facilities-are external to the CorSys.

Authoritjes/jurisdictions will also operate or approve the opefdtion of certificate and registratign
authorities, manage security credentials that allow devices and'systems to establish trust relationship
The Cor§ys works in conjunction with external support systenrs (ESS) for certification across wirelegs
media, bpt those ESS operate outside of the CorSys.

N

All datalases have, of course, to respect the local regylations in respect of privacy.
Other typical exclusions will be:

— Usery/Field user . Field devices such as signal controllers and toll systems
are outside C-ITS CorSys even though the IVS)/ITS-station
will be used to access them.

— Public service mobile user/mobile : The CorSys considers all mobile users the same, potentially

user with different roles and responsibilities, but still using the
same core system interfaces, but users of, and not part of,
the CorSys.

— Infrastructure service provider : The CorSys is strictly a provider of services, so the requirg-

management systems ment for interfaces to separate communications manage-

ment is unnecessary.

— Application service providers : Third party application service providers (commercial or
rpgu];\fnrv) and their npplirntinnq mav iise common wire-
less networks/core interfaces, but are users of, and not part
of, the CorSys.

— Prime service providers : may use common wireless networks/core system inter-
(IVS equipment providers/ faces, but are users of, and not part of, the CorSys
installers)
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7.2.14 Core system stakeholders

Core system stakeholders span the breadth of the transport environment, including users, operators,
deployers and maintainers of roads, devices and vehicles. CorSys stakeholders include the following:

— Transport system users, e.g. private vehicle drivers, public safety vehicle operators, transit vehicle
operators, commercial vehicle operators, passengers, cyclists and pedestrians;

— Transport operators, e.g. traffic managers, transit managers, fleet managers, toll operators, road
maintenance and construction;

— Public safety, e.g. incident and emergency management, including fire, police and medicahsupport;

—+ Information service providers, e.g. data and information providers for transpdrit-related data,
including traffic, weather and convenience applications;

—+ Environmental managers, including emissions and air quality monitors;

— Original Equipment vehicle Manufacturers (OEMs);

—+ In-vehicle device manufacturers;

— In-vehicle, personal hand-held, roadside and back-office application developers;
— Communications providers, including cellular network opérators;

— Jurisdiction regulatory and research agencies;

—+ Policy setting entities may include Jurisdiction, State, and local level transport agencieg, as well
as standards development organizations and~péerhaps a consortium of public and privafe sector
entities overseeing the development, deployment, and operation of a core system.

7}2.15 Core system communications

Eprly conceptions for C-ITS envisioned that all of the communication would take place| using a
single, dedicated (5,9 GHz) communication technology within a single bandwidth. This pqtentially
cfused problems of overload within a restricted bandwidth, and its evolution and developient has
cpnsequentially been slow.

e of the significant changes since these early instantiations is the way in which mobile usefs access
s¢rvices. In the integVening period of research, development and harmonization, wireleds access
hhs become widely @vailable from multiple sources at speeds sufficient to enable many applications
ehvisioned for CATS, without the need for a dedicated transport-focused communications hetwork.
The 5,9 GHz technology developed specifically for ITS, leveraged the low latency of the m¢dium to
ehable timesensitive (chiefly safety) applications, while the additional available bandwidth yould be
uped to déliver non time-critical (largely mobility and commercial) services. Today however, cellular
dpta services provide similar or greater bandwidth to the designated 5,9 GHz technology, mgking it a
practical alternative for non-time critical applications.

NOTE Time-critical in this context meaning bidirectional communications within milliseconds.

Also, the architecture and capability of the Internet, and evolution of so called ‘smart-phones’, have
eased the ability to support an ‘apps’ based environment for the provision of many ITS and C-ITS services
over general purpose (and already widely deployed) wireless communications. This leads to the need to
support multiple, disparate wireless interfaces between ITS-stations, depending on the media through
which a user accesses the CorSys. Fortunately, this was already foreseen in the CALM architecture and
standards are already in place to support this diverse communications environment (see 6.1).

However, some applications, and especially some applications that need to operate within a bounded
secure managed domain (e.g. collision avoidance, highway ramp access control, etc.) will still require
a dedicated, time-critical, and secure channel, and the 59 GHz technology, developed over the past
decade, at this point of time, remains the probable best option for such service provision. Dedicated
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ITS 5,9 GHz infrastructure is therefore likely to be supported only at key infrastructure points, and
between (more capable) vehicles.

It should be noted that in the early conceptions of C-ITS, it was envisaged that a single wireless
technology would be the only technology used for safety-critical service provision. However, it is
now envisioned that safety-critical equipment will be able to harness multiple technologies to effect
ITS service provision (e.g. collision avoidance systems are likely to use a combination of wireless
communications, radar/lidar, video, infrared, gyroscope, accelerometers, etc., and not just have to rely
on an exchange of data between vehicles using a secure wireless network).

Communfcations technologies evolve on a much more rapid time cycle than automotive technologies, 3o
it is mosft probable that future, as yet unforeseen communication technology developments may again
change the paradigm within the life of any vehicle or ITS/C-ITS implementation, and it is important that
the speclfication of any CorSys has to take the enablement of such migrations to future communications
technolojgies into account.

Applications

N
— T
<
A\
Station-exterhal || Station-internal
interfaces interfaces

R R
| I A

- . _]
Communications | ’

Figure 9 — ITS-S reference architecture — ITS-S access layer
(Source:1S0 21217)

As a resyilt, lower layer connectivity is distinguished as being outside the CorSys. The CorSys provides
a group| of functions meeting needs aside from lower layer connectivity. The CorSys needs to
accommgdate users of various acgess media, but is not managing those media or networks as part pf
its functjionality. Figure 9, from( ISO 21217 shows the media connections as below the CorSys whigh
are acce$sed using ‘Service Access Protocols’ defined in the CALM standards (see 6.3), that effect the
session ipitiation and validation in accordance with the standardised protocols for the chosen mediurp.
It is expgcted that in many)cases, the ITS-station will be simultaneously connected to multiple wireless
media annd will select-the most appropriate medium for each instance of service provision. The CorSys
will also[therefore have to support interface via multiple wireless networks, and the “Core system” will,
in all prababilityalso interface using wireline communications for communications with TMC'’s, servige
providers and-other CorSys.

The ‘communications layer’ provides wireless communications between CorSys services and safety,
mobility, and environmental applications. Which communications mechanisms are implemented at each
deployment will vary. It could include cellular (e.g. 3G, 4G), WiMAX or other wide-area- wireless, or
a network of short-range communications hot-spots based on 5,9 GHz. It could be privately operated,
such as a typical cellular network is today, or publicly, such as a municipal WiMAX solution. There
is, however, one primary function that any such communications layer needs to include: access. The
communications layer needs to provide logically addressable access to the CorSys. How it does this, by
short range or wide area, through public or private channels, is a question of implementation. Desirable
communications performance characteristics will vary depending on the wireless communications
systems available to the ITS-stations.

The CorSys provides functionality enabling the trusted and secure exchange of data between users.
CorSys personnel operate, maintain, update and expand the CorSys as necessary to provide services.
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They also implement local policies using CorSys services where appropriate. The CorSys provides

in

terfaces to the services it provides.

This leads to a matrix environment as shown in Figure 10.
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Figure 10 — Roadside ITS subsystem
(Source: ISQ 21217)

pe [SO 21217 for more detail and explanation:

he more detailed ITS-station architecture is shown in summary in Figure 11.
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7.2.16 Applications
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Figure 11 — ITS-Station reference architecture
(Sourcer1S0 21217)

ons provide benefits, primarily in the area of safety, mobility, or the environment, to userss.
ons may include components in vehicles, hand-held mobile devices, in back office environments
eld infrastructure..Applications use the CorSys services to facilitate their interactions with
blications or users: Applications are produced and maintained by application service providers
lopers.

Ffaces between layers include physical specifications, communications protocols and message

administration/centre may provide some application services from the same physical facilities,

those ‘ap

plications services’ are outside of the CorSys.

7.2.17 Core system interactions

The CorSys interacts with four types of entities.

— Mob

ile which includes all vehicle types (private/personal, trucks, transit, emergency, commercial,

maintenance, and construction vehicles), as well as non-vehicle-based platforms including portable
personal devices (smart phones, tablets, etc.) used by travellers (vehicle operators, passengers,

cycli

sts, pedestrians, etc.) usually via an ‘ITS-station’ (ISO 21217) to provide and receive transport

information. Mobile entities interact with other mobile and field entities [e.g. Variable Message Signs
(VMS), Roadside Equipment (RSE)] in the mobile entity‘s vicinity, and centre entities from any location.

42
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Field represents the deployed intelligent infrastructure distributed near or along the transport
network which perform surveillance (e.g. traffic detectors, cameras), traffic control (e.g. signal
controllers), information provision (e.g. VMS) and local transaction (e.g. tolling, parking) functions.
Typically, their operation is governed by transport management functions running in back offices.
Field entities also include RSE supporting wireless communications infrastructure (probably
including 5,9 GHz at ‘hot-spots), that provide communications between mobile entities and fixed
infrastructure.

Centre represents back office systems including public and commercial transport and non-
transport systems that provide management, administrative, information dissemination, and

p—

i

o8]

o - |

2.18 Core system operational goals

support functions. These systems may exchange information relevant to the C-ITS vehicle{highway
environment with other ‘Centre’ systems. All of these systems take advantage of-the (orSys to
provide or also make use of application data.

CorSys personnel are the people that operate and maintain the CorSys. Inaddition to |network
managers and operations personnel, CorSys personnel also include those that are deplofying and
provisioning core elements. Other personnel interacting with the CorSys include developers of
software services that maintain, fix and expand core services or extend the system as reqpired.

Other CorSys. The CorSys may also interact with other instantiations,of Core systems. More|than one
CorSys may exist, each providing services over given geographiciottopical areas. Some may provide
backup or standby services for others; some may provide mote or less services than othersg.

Radio/satellite sources refers to terrestrial radio .and satellite broadcast, including Global
Navigation Satellite System (GNSS) (3.15) broadcasts, and/position correction broadcasts.

External Support Systems (ESS) provide services.on behalf of and/or in support of the CorSys. These
services are provided by the ESS because it makes more sense to manage, maintain and ghare the
service between multiple CorSys due to overriding institutional, performance or functional costraints.

should be noted that in addition to OEM equipped vehicles, aftermarket, retrofit and carry-ip devices
re all potential means for implementing mobile solutions.

he overarching goals begin to define the performance characteristics that the CorSys heeds to
bmonstrate the following:

Flexibility: The CorSysdesign needs to be able to adapt to external change without requiring redesign.

Extensibility: \The CorSys implementation needs to take future growth into consifleration.
Extensions mdy be achieved by adding new functionality or by modifying functionality tHat exists
at the timeéxtension is required.

Scalability: The CorSys needs to be able to handle growing amounts of work in a gracefu|l manner
ortobe enlarged to handle growing amounts of work, without requiring redesign.

Maintainability: The CorSys needs to be maintainable in such a way so as to minimize maihtenance

Time, wWith the teast cost and appliication of SUpporting resources. More specifically, the figures of
merit that needs to be defined are the following:

— The probability that a given item within the CorSys will be restored to operating condition
within a given period of time when maintenance is performed as designed.

— The probability that maintenance will not be required more than a given number of times in a
given period, when the system is operated as designed.
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— The probability that the maintenance cost for the system will not exceed a designated value
when the system is operated and maintained as designed.

— Deployability: The CorSys needs to be able to be deployed in existing transport environments,
without requiring replacement of existing systems, in order to provide measurable improvements.

— Reliability: The CorSys needs to perform in a satisfactory manner when operated and maintained
as designed.

7.3 ‘Core system’ overview of requirements

7.3.1 efinition of a requirement

A requillement is a capability that is identified to accomplish a specific goal or solve aJprobler
specificdlly, in this case, to be supported by the CorSys. It describes what is required -while avoiding the
implemepntation specifics, or the how.

B

Each requirement needs to be identified uniquely, contain a description and a ratienale. Rationale may
include gxamples of how the system capability may be exercised.

The twotypes of requirements that are identified for the CorSys are the follewing:

— usen] requirements that describe a capability required by a user in order for that user to
accamplish a goal;

— systpm requirements that describe a capability required by the CorSys in order to meet
opetational goals.

All of the typical requirements in 7.3.2 are framed from the perspective of the CorSys.

7.3.2 ‘Core System’ requirements identificationprocess

Every implementation process will need to liaise-and discuss the particular requirements for the CorSys
that is tq be implemented or revised. The requirements and conceptual goals of the jurisdiction or bod
instantigting the CorSys will be of priority consideration, but all involved actors need to be consulte
and needl to ‘buy in’ to the solution eventually proposed. A formal process with formal feedback ar
reviews |s recommended.

Qo<

This sedtion lists typical requirements that drive the definition of a CorSys, including the nameg,
description, and rationale of-each requirement. In many cases, the rationale terminates with |a
statement referencing applications, often calling out specific examples of applications that drive the
requirelient. The reason-for this is simple: without applications, the CorSys accomplishes nothing.
All CorSyfs requireménts are focused on delivering services that will at some point be used to suppor
applications.

[

The follawing requirements are typical and needs to be taken into consideration in developing the
ConOps for all CorSys 1nstant1at10ns (though individual cases may 1mplement the satisfaction of the

have to specify the followmg

— objective;

— criteria;

— specification of means of requirement satisfaction;
— means to measure success/failure;

— procedures in the event of failure.

The sequence of the list that follows does not imply prioritization, which may differ from case-to-case:
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7.3.2.1 Requirement: Core trust

The CorSys needs a process to establish trust with its system users. Such trust relationships are
necessary so that the CorSys can be assured that system users are who they say they are, and therefore
trust the source and data it receives. Specify the ‘Core Trust’ objectives, criteria, means to achieve
satisfaction, means to measure success/failure and procedures in the event of failure.

7.3.2.2 Requirement: Core trust revocation

The CorSys needs to be able to revoke the trust relationship it has with its system users when
necessary. A trusted system user may operate in a fashion that indicates it should no longerdq trusted,
i) which case the CorSys needs to have a way of revoking that trust. Specify the ‘Core Trust Reyocation’
bjectives, criteria, means to achieve satisfaction, means to measure success/failure and procg¢dures in
lhe event of failure.

&t O

3.2.3 Requirement: System user trust

"e necessary so that system users can be ensured that other system ‘users are who they [say they
re, and therefore, the user can trust the source and data received:Specify the ‘System Uspr Trust’
bjectives, criteria, means to achieve satisfaction, means to measure success/failure and procedures

7
The CorSys also needs a process to facilitate trust between system usérs. Such trust relationships
a
a
0
i1} the event of failure.

—

he user trust management subsystem manages trust between and among system users and|the core
y providing digital certificates that system users can uUse to demonstrate that they are ldgitimate
ystem users. It provides digital certificates to qualifiedvisers and it accepts notification of misbehaving
sers from the misbehaviour management and revoekes the certificates of misbehaving users. It also
aintains the certificate revocation list (CRL).

©v o —

=l

N

3.2.4 Requirement: System user trustrevocation

—3

he CorSys needs to facilitate the reyvocation of the trust relationships between system us¢rs when
bcessary. A trusted system user may operate in a fashion that indicates it should no longer bd trusted,
1} which case the CorSys needs td have a way of facilitating revocation of trust between systgm users.
becify the ‘System User Trust Revocation’ objectives, criteria, means to achieve satisfaction, means to
easure success/failure andprocedures in the event of failure.

5 v s

N

3.2.5 Requirement; Time base and synchronisation

—3

he CorSys and system users need to operate on a common time base. Coordination of time betjveen the
fternal systends that operate the CorSys prevents internal synchronization errors and enab!)es time-
s¢nsitive interactions with system users. Specify the ‘Time Base’ objectives, criteria, means t¢ achieve
tisfactien)means to measure success/failure and procedures in the event of failure.

—

%)

—3

his stbsystem makes a time base available to services on each C-ITS device. This functiop will be
Favided by the GNSS. No additional subsystem needs to be developed.

o

7.3.2.6 Requirement: Data request

The CorSys needs to provide a mechanism for data consumers to request data that is produced by
data providers. This is a single request for a subscription to a certain type of data, and subsequent
modification of the request to change data types or subscription parameters. Parameters include
data frequency, type and location of where the data was generated. This enables the distribution of
anonymously provided data to interested data consumers, without requiring them to enter into a
relationship with data providers. Request formats need to provide data consumers with the ability
to differentiate and receive only the types of data they requested. For example, this includes data
type, geographic range, frequency and sampling rate. This request method supports a wide variety
of user requirements, for example, from planners requesting all traffic data all the time, to traveller
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information services requesting a subset of traffic data, to weather information services only interested
in windshield wiper status for vehicles in a specific area. Specify the ‘Data Request’ objectives, criteria,
means to achieve satisfaction, means to measure success/failure and procedures in the event of failure.

7.3.2.7 Requirement: Data provision/distribution

The CorSys needs to supply information to data providers enabling them to transmit data to interested
data consumers. At a minimum, data characteristics will need to include type, frequency and location
where data was generated, so that users who have requested data (see 7.3.2.6) can differentiate
between~available - data.—This rnqnirnmnnf enables data prnvir‘lnrc to direct the data Hm:\y create-to
data conjsumers, and serves as the provider-side corollary to the data request requirement. This gy
support p variety of applications, including those focused on the provision of data to users. Specify the
‘Data Prpvision’ objectives, criteria, means to achieve satisfaction, means to measure success/failure
and prodedures in the event of failure.

The datq distribution subsystem has centralised and decentralised components. It maihtdins a centrhl
registryrecording which service each device has subscribed to. Each device, e.g. a roadside C-ITS unit,
can then] send data to vehicles in their communication range who subscribed tou.it. It thus supports
multiple| distribution mechanisms, including source-to-points and publish<subscribe. This means
it has to| manage anonymisation and be able to repackage the data it recéives from data providers,
stripping away the source header information while maintaining the message payload. It then sends the
repackaged payload data to subscribers of that data.

7.3.2.8 | Requirement: Data forward

The Cor§ys needs to provide a mechanism to distribute data.that is produced by a system user actir
as a data provider and requested by another system user. The CorSys needs to provide this distributid
mechanipm, rather than relying on individual provider- consumer relationships, because multip
consumgrs may want access to the same data. For example, by having the CorSys distribute the dat
system ysers are relieved of the requirement to transmit the data multiple times. Also, some data that
may be fritical to the proper functioning of mandatory applications, such as data supporting geo-
location |of users (position corrections), time base data and roadway geometry data, all of which will
probablyf in most cases originate from a single source and will need to be distributed to large numbers
of system users. Additionally, system users may interact over resource-constrained communicatic
links, so|CorSys provided data redistribution reduces the potential load on those links. Specify the ‘Daf
Forward/ objectives, criteria, means:*to achieve satisfaction, means to measure success/failure ar
procedufes in the event of failure:

o S 09

'

QLS

7.3.2.9 | Requirement: Nétwork connectivity

The Cor§ys needs to connect to the Internet. This allows the CorSys to provide services to any system
user cagable of conpecting to the Internet. Specify the ‘Network Connectivity’ objectives, criterip,
means t¢ achievelsatisfaction, means to measure success/failure and procedures in the event of failur

®

7.3.2.10| Requirement: Core system data protection

The CorSys needs to protect data it maintains from unauthorized access. This ensures that information
held by the CorSys, which may include sensitive information about system users, is accessed only by
authorized users. Specify the ‘Core system Data Protection’ objectives, criteria, means to achieve
satisfaction, means to measure success/failure and procedures in the event of failure.

7.3.2.11 Requirement: Data protection

The CorSys needs to be able to protect data it handles from unauthorized access. This is required to
support applications that exchange sensitive information, such as personally identifying or financial
information, which, if intercepted, could compromise the privacy or financial records of the user. See
6.4. Specify the ‘Data Protection’ objectives, criteria, means to achieve satisfaction, means to measure
success/failure and procedures in the event of failure.
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7.3.2.12 Requirement: Anonymity preservation

The CorSys needs to be designed to aim preserve the anonymity of system users that use ITS services as
its normative operating modus-operandi, and deviate from that only with the consent of the user (usually
in exchange for the user being able to receive additional benefits as a result of the loss of anonymity,
and receiving strong privacy protection in these circumstances). This ensures that system users
communicating with the CorSys who wish to remain anonymous will not have their anonymity breached
as a result of communicating with the CorSys. Specify the ‘Anonymity Preservation’ objectives, criteria,
means to achieve satisfaction, means to measure success/failure and procedures in the event of failure.

3.2.13 Requirement: Network services

7

The network services subsystem provides management for communications layer resources. Each C-ITS
dpvice makes decisions about which communications medium to use when more thanjone is gvailable.
Alhybrid communication concept is proposed, which means that service provision an the roadls and in
the vehicles will rely on different communication technologies (ISO/CEN CALMxconcepts 2000-2009;
[§0 21217; Amsterdam Group 2013). The network services subsystem is alsoresponsible for protecting
the system from cyber threats.

3.2.14 Requirement: Private network connectivity

he CorSys may need to be able to connect to appropriate private networks. This allows the CorSys
provide services to any legitimate system user that provides a private network connectigpn to the
brSys. Determining what networks are ‘appropriate’ willpe/an important task in the development of
hy CorSys specification and ConOps. Specify the ‘Private*Network Connectivity’ objectives, criteria,
eans to achieve satisfaction, means to measure success/failure and procedures in the event qf failure.

S8 oo 3

3.2.15 Requirement: Private network routing

he CorSys may need to route communications between other CorSys and system users, whegn one or
bth of the parties involved in the communication is connected to the CorSys by a private netwprk. This
hables system users connected by private network to interact with centre-based applications,|and also
cilitates backup operations between CorSys. Specify the ‘Network Routing’ objectives, criteria, means
achieve satisfaction, means to measure success/failure and procedures in the event of failurfe.

©coc 43 N
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3.2.16 Requirement: Authorization management and user permissions

—3

he CorSys needs to manage authorization mechanisms to define roles, responsibilities and permissions
far system users. Thisienables the CorSys to establish operational environments where differernt system
cers may have different capabilities in terms of accessing core system services and interacfing with
he another. Eorinstance, some mobile elements may be authorized to request signal priority| or some
c¢ntres maybepermitted to use a geographic broadcast service, while those without those permissions
would not. Specify the ‘Authorization Management’ objectives, criteria, means to achieve sat|sfaction,
njeansito.measure success/failure and procedures in the event of failure.

o c

This)subsystem verifies whether a system user is authorized to perform the action requestgd in the
message payload. It therefore maintains the status of system users and operators, maintains their
allowed behaviours (publish, subscribe, actions allowed to request, administrate, etc.). A central system
also accepts and acts upon user permission change requests provided by misbehaviour management.

7.3.2.17 Requirement: Authorization verification

Where required, the CorSys needs to be able to verify that system users (and CorSys operations
personnel) are authorized to perform an attempted operation. This enables the CorSys to restrict
operations to those users that are permitted to use those operations. (For example, geo-broadcast may
be restricted to transport or public safety agencies, so other users may be prohibited from performing
geo-broadcast). Specify the ‘Authorization Verification’ objectives, criteria, means to achieve
satisfaction, means to measure success/failure and procedures in the event of failure.
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7.3.2.18 Requirement: Misbehaviour management

The CorSys needs to be able to identify system users acting as bad actors. Bad actors are not necessarily
malicious; they could be malfunctioning devices that may interfere with other system users. Identifying
bad actors enables subsequent action to protect the integrity of all users sharing the transport domain.
Specify the ‘Misbehaviour Management’ objectives, criteria, means to achieve satisfaction, means to
measure success/failure and procedures in the event of failure.

The misbehaviour management subsystem analyses messages in each ITS device and sends suspicious
messages to a central back office which can then identify if users operate outside of their assigned
permissions. It identifies suspicious requests and maintains a record of users that provide false ¢r
misleadipg data, impede other users, or operate outside of their authorized scope. It will determitje
when to fevoke credentials from such reported misbehaving users.

7.3.2.19| Requirement: Geographic broadcast

The Cor§ys needs to provide the information necessary for system users who wish ‘to communicate
with groups of system users in a specific location. This capability enables system users to target thosge
in a spedific area for information they wish to distribute without having to sehd‘individual messagg¢s
to each recipient. Examples of applications that might use this include location-specific amber alerts
traffic ifformation, road condition alerts. and air quality alerts. Specify the ‘Geographic Broadcas
objectivgs, criteria, means to achieve satisfaction, means to measure sugcess/failure and procedures |n
the event of failure.

a3

7.3.2.20{ Requirement: Core system service status monitor

The Cor}yys needs to be able to monitor the status of CorSys services and provide accurate statys
informatlion to system users. The CorSys can then inforni.CorSys operations personnel when a servige
operateg in abnormal or degraded fashion. Additionally, system users may not be able to access|a
CorSys s¢rvice (because of their location for examplé) and may want to know where and when they
could expect access to the service. Specify the ‘Core system Service Status’ objectives, criteria, means to
achieve datisfaction, means to measure success/failure and procedures in the event of failure.

The seryice monitor subsystem monitors-the status of core functions, interfaces, and communications
networkpk. Monitoring is likely to have” both decentralised and centralised components. Statys
information provided by service monitoring functions can inform travellers of the availability and
reliabilitly of the C-ITS services and.application it uses.

7.3.2.21| Requirement: System integrity protection

The CorJys needs to be able to protect its integrity. This includes defence against the loss of integrity
from a d¢liberate attack, software bug, environmental or hardware failure. Protection of the CorSys will
ensure that system users can have a high confidence in the security of the information they entrust o
the CorSys. Specify’the ‘System Integrity Protection’ objectives, criteria, means to achieve satisfactiop,
means tq measure success/failure and procedures in the event of failure.

7.3.2.22 "Requirement: System availability

The CorSys needs to be available in order for system users to access CorSys services. This includes both
operational availability and the predictable return to normal operations after service degradation.
Availability and a predictable return to normal operations will ensure that system users have a
high confidence in the ability of the CorSys to provide the services they require. Specify the ‘System
Availability’ objectives, criteria, means to achieve satisfaction, means to measure success/failure and
procedures in the event of failure.
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7.3.2.23 Requirement: System operational performance monitoring

The CorSys will need to have an organized and measurable system to monitor its performance. This
will probably include the status of interfaces, services, and metrics for the demand for services and
the resolution of those demands. Monitoring the performance of CorSys services and interfaces will be
necessary to understand when the system is operating properly, and to gauge when the system may
be nearing capacity so that action may be taken to prevent the system from failing to provide services,
e.g. maximum number of transactions/second, or internal communication bandwidth, and to give users
confidence in the system. Specify the ‘System Operational Performance Monitoring’ objectives, criteria,
means to achieve satisfaction, means to measure success/failure and procedures in the event of failure.

|

3.2.24 Requirement: Core system independence

—

he CorSys needs to be structured, deployed, managed, and operated in a manner providirlg CorSys
¢rvices to all system users within its operational scope, in a manner thatis seen to-be fair. This yill most
Ften be achieved if the CorSys is run independently. However, in some circumstanhces, the jurisdiction
ay need or want to control and possibly operate the CorSys. In this event, it needs to havle clearly
bfined and publicly known goals and an open system of ‘audit’ with regular auditing and neporting
bth to its sponsor and system users. Specify the ‘core system Independénee’ objectives, criteria, means
te achieve satisfaction, means to measure success/failure and procedures in the event of failurje.

o wn

===

713.2.25 Requirement: Core system interoperability

]

deally, the CorSys needs to provide services in such a wayythat if a mobile user moves into the area of
hother CorSys, their interface to the CorSys still operates.*This is essential in the situation ofjmultiple
brSys within one jurisdiction or group of jurisdictionstwithin a Nation, for example, or within a|group of
htions (such as within the European Union); it is désirable with other adjacent jurisdictions, especially
ithin a land mass where vehicles frequently and easily move from one jurisdiction to another. This
blps manage user expectations and helps ensuire that when a mobile user subscribes to a service or
installs an application, the user experience is\consistent across multiple CorSys. Specify the ‘Cote system
Interoperability’ objectives, criteria, means to achieve satisfaction, means to measure success/failure
ahd procedures in the event of failure.

S5 Qe

713.2.26 Requirement: Core system interdependence

The CorSys needs to be ableto-operate in coordination with other CorSys. This ensures that cote system
s¢rvices deliver informatiomr'that is consistent with information delivered by other CorSys, which will
help avoid inconsistencies and incompatibilities between Core systems and between systeém users
interacting with multiple CorSys. This will largely be achieved by development of, and adhefence to,
Igternational Standards. Specify the ‘Core system Interdependence’ objectives, criteria, means to
athieve satisfaction, means to measure success/failure and procedures in the event of failure.

713.3 Functional components

Al breakdown of the functional components into more specific functions of the detailed I7[S-station
re¢ference architecture is shown in Figure 12. This shows a mapping of the functional subsystems to the
functions of the detailed ITS-station reference architecture as follows:

— The Data distribution functions are equivalent to the Management Information Base (MIB) functions
and the Application support functions in the ITS-station reference architecture.

— The Misbehaviour management functions are part of the Authentication, authorization and profile
management functions.

— The Network services include Firewall and Intrusion management and the selection of the
communication medium. The Selection of the communication medium functions are part of the
cross layer management in the ITS-station reference architecture. Communication profiles for
applications are defined as part of the Session/Communication support in the facilities layer.
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This pr vides an indication of the lnfnrfarlnn between the core and the other narfc of the C-ITS

implementation. The detailed 1mplementat10n Wlll be further specified in the detalled design pha;@

7.4 Bdckground, objectives @cope of a ‘Core System’

Throughlout this ConOps spe &&mn of requirements, a distinction is made between the applications
that are yisible to users (t
that support those appho%%

The technologies a plications that will be deployed as part of a CorSys implementation cgn
transforpn travel e know it. Combining leading edge technologies such as advanced wireless
commun cations% -board computer processing, advanced vehicle-sensors, navigation, and smart

infrastructu
roadway
real-timé_raad network information. This program makes use of wireless communications networks

The Service monitor functions are part of the Application management functions.
The Time synchronisation functions are part of the Application support functions.

The User permissions functions are part of the Authentication, authorization and profile
management functions.

The User trust management functions are part of the Security Management Information Base
(SMIB) functions.

Data : Misbehaviour
distribution ) management

Higure 12 — Core subsystems maps t’bgetalled ITS-station reference architecture
[From.léﬁ'21217 (modified)]

-

rs, operators, planners, advertisers, etc.) and the services of the CorSys

n provide the capability for travellers to identify threats, hazards, and delays on the
communicate this information over wireless networks to provide alerts, warnings, arjd

that use both V2V and V21 communications to support the cooperative system capabilities necessary to
support the applications. Within vehicles, the following four types of devices are supported:

50

embedded devices (devices that are installed as part of the vehicle's systems by the vehicle
manufacturer);

retro-fit devices (devices installed after the vehicle leaves the vehicle manufacturer, but which
connect to in-vehicle information systems);

aftermarket devices (devices that are installed either at the time of vehicle purchase or later, that
are not necessarily connected to in-vehicle information systems but in some circumstances can be,
at the vehicle owner’s option);
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— carry-in devices (devices that can be temporarily installed in vehicles and are not necessarily

connected to in-vehicle information systems). Carry-in devices include the category of h
devices (e.g. smart phones) that could also be carried by pedestrians or other users of the r
(e.g. cyclists or wheelchair-bound travellers). Communications to and from each of these

and-held
oadways
types of

devices will be supported whether the communications is one-way or two-way and whether the
communication is between any combination of vehicles, infrastructure and mobile devices.

The ability to collect, process and exchange real-time data provides travellers with an opportunity
for greater situational awareness of the events, potential threats, and imminent hazards within their
environment. When combined with technologies that intuitively and clearly present alerts, advice, and

5]

itomated vehicle-safety applications.

fqr Land Mobiles (CALM) standards’ effort in International Organization for Standardizat
Technical Committee (TC) 204, all have slightly different perspectives ofthe same general obje

The lessons learned from these various parts of the world provide” input to the definitid
r¢quirements for a ConOps in this deliverable.

75 Operational policies and constraints

715.1 Certification

Ifis assumed that system user devices will have te'be certified that they meet the specification
far interaction within the system. An entity orsentities, granted authority by the jurisdiction,
pvolving local DoTs and vehicle manufacture¥s, will have to oversee this certification process.

—

Similarly for software, there needs to be‘ameans by which an authority can certify that the app
that are part of the C-ITS vehicle-highway environment meet standards for application b
herever they are deployed.

0
Ekactly which devices and software requirement to be certified is uncertain and may indeed v
jyrisdiction to jurisdiction dcgording to the local paradigm for state and/or commercial man
Spfety of life devices and'software will almost certainly need to be certified within most jurisd
M
d

echanisms need td-be established to facilitate certification so that the actual practice of cer
bes not constraifirthie policy decision of what needs to be certified.

]

fis expected that within most jurisdictions, CorSys themselves will also have to be certified o
iblicly addited for verity, fitness for purpose and operational performance. This control req
ill have-to be determined by the local jurisdiction, National Regulation or International Agreg
bprépriate. An entity or entities granted authority by the jurisdiction and acknowledged by the

s '©

QO

warnings, travellers can make better and safer decisions. Additionally, the connected environment
of cooperative vehicle and highway systems will provide the opportunity to enhance the.éfficacy of

The USDOT's VII project, the European Communications for eSafety (COMeSafety), Co-Operative Systems
fqr Intelligent Road Safety (COOPERS), the Cooperative Vehicle-Infrastructure Systems (CVIS) program,
the Car 2 Car consortium, Japanese projects such as Smartway, as well as thé Communicatiorns Access

on (ISO)
ctive.

n of the

5 defined
probably

lications
chaviour

ary from
hgement.
ictions.

ification

r at least
hirement
ment, as
state and

prébably involving local DoTs and vehicle manufacturers will have to oversee this certification |

process.

CorSys certification should include some notion of monitoring and periodic recertification to help
ensure that CorSys maintain operational compatibility with one another. This will be especially relevant

to managing software maintenance of CorSys.
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7.5.2 Operations and maintenance

Adequate provision needs to be made, and specified, in order to operate and maintain the system. Audit
and recertification processes probably therefore have also to be specified in any Core system ConOps
specification.

NOTE A constraint that will be particularly felt by public sector agencies that will be hosting and operating
CorSys elements is that they are constantly under pressure to cut costs, and they can often have limited ability
to hire and train qualified staff. It will be a challenge to ensure the system is functional without compromising
system security and integrity. How this is to be achieved, and seen to be achieved, needs to be specified in each
instantiaptornofthe CUI(OIJ.).

7.5.3 ecurity management

This subject is dealt with in greater depth in ISO 17427-5.

The mampagement of digital certificates required for wireless communications will teed to ensure
jurisdictipnal, national, or in some cases, international interoperability. Some entity or entities, grantgd
authority by the jurisdiction and recognized by the owners and operators of system user devices, will
have to manage these digital certificates. A specific instantiation of a ConOps.for a CorSys will have to
define and specify these aspects.

Identifichtion of misbehaving users will require communication between every CorSys, or at least|a
proxy copnmunication with each CorSys communicating to the same cértificate management entity. This
will alsol require some coordination, as the treatment of misbehaviour in one jurisdiction may not h
the sam¢ as the treatment in another. For example, one locality“may wish to revoke permissions f
misbehaying users, while another would not. This leads to a situation where a misbehaving user mz
still parficipate in the C-ITS vehicle-highway environmentgmight lose his permissions in one or mot
but maintain them in others.

o< = O

cification of these aspects is required to:.énable adjacent/interoperating CorSys to compafe
onize their regimes and conditions or “establish rules for treatment where the operating
s differ.

ata provision/ownership

ination of who owns datasproduced by mobile devices, including probe data, will affeft
nts and secondary markets. This policy area needs to be addressed and determined by the
n, who may have also“to take national and international requirements into account. Mopt
issues may probably be best-addressed in ways that are consistent with current practices for data
sharing agreements of ITS deployments in metropolitan areas today, or consistent with the regulations
and pradtices in place eoncerning the wireless media over which such data are being carried.

Issues offownership'tay also need to be settled via policy of the jurisdiction to ensure that public agencigs
seeking fo managetheir transport operations have access to data while at the same time preserving the
investmgént thagt-other agencies or private entities may have put into the collection of that data.

Incentives-may be needed from the data collectors in order to persuade entities to ‘opt-in’ fo
providing data.

7.5.5 System performance management

Policies and procedures for revocation of certificates for devices that fall outside the standards of
operation will have to be developed as part of the specific ConOps, and where necessary backed by
the regulation of the jurisdiction. This includes devices that are malfunctioning in some way but are
still transmitting (potentially erroneous) messages to other system users (e.g. field users transmitting
incorrect weather data due to a faulty sensor, or mobile users transmitting incorrect safety messages
due to a positioning error) or devices that have been deliberately tampered with that could cause
confusion or threaten the safety and security of other users. The CorSys will need to include functions
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to monitor the behaviour of devices and applications interacting with and through the CorSys to identify
activity that might indicate a risk to the C-ITS vehicle-highway environment.

The development of these policies and procedures needs to be consistent and these policies and
procedures need to be accepted and implemented everywhere the system is deployed.

7.5.6 Flexibility

The ConOps and implemented CorSys need to recognize that C-ITS and its CorSys deployment will evolve
and develop over time. Technology will advance. System requirements, architecture, operational
pplicies all need to consider multiple deployment options, and migrateability to new gengerptions of
efjluipment and systems, and in particular the evolution of communications systems and capabiflities.

715.7 Core system characteristics and environment
Epch CorSys (and its ConOps) requires its own determined and specified scope, defining the following:
— the geographic area over which it provides services;
— the performance of the services the CorSys provides;
— the data types it supports;

— the optional data distribution functionality (data sampling, aggregation, parsing) it suppofts;
— the system user types it supports.

I addition, the operators and managers of CorSys may-need to negotiate the terms of the relationships
bptween itself and adjacent and/or other connected/cooperating CorSys. The number and types
of relationships between CorSys will vary; relationships will depend on the CorSys scope|and the
Failability of any other CorSys that share scope boundaries with it.

o8]

An individual CorSys is currently expected to be composed of eight subsystems that providg all Core
s¢rvices and interfaces to system users,-CorSys Personnel and other CorSys:

—+ User Permissions

—+ Network Services

— Misbehaviour Management
—+ Core2Core

—+ User TrustManagement

— Time8ynchronization

— DataDistribution

—_Service Mnnifnring

The operational environment in which the CorSys exists may vary from a single jurisdiction-wide
monolithic system to a heterogeneous community of systems run by multiple agencies at different levels
of complexity and various locations. The potential number of scenarios involving transport-related
system users is unlimited but all will involve some sort of wireless communication. Applications may be
deployed in complex configurations supporting a major metropolitan area or a minimal configuration
to support a set of isolated rural road warning systems.

As CorSys are deployed, some may include just the essential functions to support a particular local area
and rely on an interface to another CorSys to provide additional services. For instance, one CorSys could
include the necessary hardware and software to manage a subset of the subsystems for their local area
and rely on a connection to another CorSys subsystems for additional services.
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The CorSys will not necessarily require a control centre with large video screens or employ a large
number of operators. A CorSys can function in an office or data centre environment as long as there is
access to a network that enables communications between system users and the CorSys.

7.5.8 Deployment configurations
The CorSys may have different deployment configurations.

— Standalone system - where the deploying agency (public or private) includes all hardware, software
and communications necessary to support their services in an office or Centre environment that is
dedicated to support safety, mobility, and environmental applications.

— Co-lpcated with other transport services - where the deploying agency (public or private)ynstalls
the hardware, software, communications in an office or centre environment that is alse-tused to
houge the operations for another transport service such as a traffic management centre’or a travell¢r
information service provider.

— Distributed across geographic locations, including remote hosting - where one ‘deploying agengy
has fhe hardware and software for part of the services but uses Internet<ommunications to ryn
somg CorSys services remotely, either at another facility owned by the sapre'agency, another similar
agercy, or a software as a service provider for some utilities.

7.5.9 Deployment footprint
The footprint of a CorSys deployment includes the following:

— The|geographic area over which it provides servicesiThis area may coincide with political
boundaries, geographic features, communications deployments, or may be defined independent pf
any external factors by the entity deploying the CorSys.

— Theperformance of the services the CorSys prevides: This includes identification of the servicgs
the CorSys provides, as well as the performance of those services. Service performance will be|a
factgr of several items: performance of the hardware and software on which the service operates
but most significantly the communication path over which the service is accessed by the system
user] Hardware can usually be quickly scaled to improve performance, but deployment of high¢r
spedd or lower latency wireless. communications is a more lengthy process. Consequently, the
perfprmance aspect of servicedelivery will be primarily constrained by the performance of wirelegs
compunications available in‘the deployment area. This mostly affects mobile users, since field arjd
centle users usually have@ecess to wireline communications offering performance sufficient to thejir
reqyirements.

— The|data types itsupports: This defines the data types and associated message formats for dll
datal accepted by<the CorSys’s Data Distribution subsystem. Since all CorSys interfaces will neqdd
to be defined by standards, this should be expressed as a reference to applicable standards (e.g.
SAE|2735,UMTS Release 13, [SO 21215, etc.).

— The pptional data distribution functionality (data sampling, aggregation, parsing) it supports: Thege
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ranges (e.g. sampling limited to between 1 in 10 and 1 in 50 and only over a specific geographic
area) and any restrictions on the use of this functionality (e.g. aggregation limited to a particular
group of system users).

— The system user types it support: This explains if the CorSys has any group concepts for particular
system user types (e.g. public transport vehicle mobile users). This could include a description of
any particular functionality that is applicable to this group in the CorSys’s geographic area (e.g.
public transport signal priority).

The deployer of the CorSys needs to be able to describe the deployment footprint in a format that
other parties understand so that this information can be communicated and understood by other
CorSys deployers and interested system users. This is an important task for the ConOps not only in
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heterogeneous communities of systems run by multiple agencies but also for single jurisdiction-wide
monolithic systems.

Further complicating the operational environment is the relationship between CorSys. CorSys may
provide service backup for one another; i.e. one CorSys providing services in lieu of another, to support
maintenance or emergency operations. Service backup requires institutional relationships between the
CorSys operators, as well as sufficient CorSys and communications capacities to fulfil such requirements.

Institutional relationships need to also address boundary conditions (i.e. what occurs when a mobile
user transitions between the deployment footprints of two CorSys?). The following examples of CorSys
operational environments focus on the communications available between CorSys and system ysers and
the geographic boundaries between CorSys deployments.

|

5.9.1 Example 1: Single or monolithic CorSys deployment

Monolithic or isolated CorSys provide the baseline for illustrating CorSys operational envirpnments.
In this example, a single CorSys provides services for a given geographic area. This areg has 3G
TS cellular services available throughout, as well as two areas where)5,9 GHz ITS comminication
bpsed roadside equipment (IEEE 802.11p WAVE) is deployed. Core sertices are available through 3G
rerywhere, and through 5,9 GHz (to backhaul of some type, could be@Wired or wireless) in tw¢ smaller
ot-spots’. There are no conflicts or boundary conditions withother CorSys. All Mobile User data
stribution functions are provided by the single CorSys.

o0

5.9GHz ITS
wireless coverage

CORE S5YSTEM Coverage

3G (UMTS) coverage

Figure 13 — Single CorSys deployment

715.9:2" Example 2: Two adjacent CorSys

Adjacent CorSys require interaction between both CorSys and the entities that operate those CorSys.
In the example below, one CorSys overlaps coverage with another CorSys; for example, a metropolitan
system abutting a state-wide system. In this example, CorSys 2 provides all of its services in the yellow
area, and all by 3G links. ‘Core System 1’ provides its services in the blue area, some by 3G and some by
5,9 GHz. The adjacent area between the CorSys requires agreement between the CorSys operators as to
which CorSys provides services. Mobile users that move between the areas serviced by the CorSys would
transition between CorSys after they had left the boundary area between the two CorSys coverage areas.
The size of the boundary area may be expressed in distance or time, and is a topic for further technical
study and agreement between the deployers of the two CorSys.
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§ 5.9GHz ITS
wireless coverage

CORE S5YSTEM 1 Coverage

CORE SYSTEM 2 Coverage

3G (UMTS) coverage

Figure 14 — Adjacent CorSys deployment

7.5.9.3 | Example 3: Two Overlapping CorSys with shared service

In Figurp 15, the CorSys share responsibility over an overlap area. They would have to negotiate
agreements over data ownership and distribution; relationshipsécotld be as peers or one CorSys could
be dominant for certain services while the other could be dominant for other services. Core 1 would
provide pome services in the area by 5,9 GHz, while both provide services in the shared area by 3G
cellular. p,9 GHz users would interact only with Core 1, while 3G users could interact with either Cofe
depending on the nature of the data distribution agreement.

"7 5.9GHzITS )
wireless coverage @ .

C)O

CORE SYS@ Coverage

—CORE SYSTEM 2 Coverage

3G (UMTS) coverage

Figure 15 — Overlapping core deployments with shared service

These examples illustrate some of the potential for overlap and shared service between CorSys in a
mixed communications environment. Other situations may, for example, include one CorSys supporting
public wireless networks (GSM/UMTS/E-UTRAN) while another CorSys supports 59 GHz networks.
Another possibility is a jurisdiction allowing competing core networks (such as mobile phone network
competition). Situations will vary according to both the geography and political and economic paradigm
within the jurisdiction. Interaction between CorSys is necessary when mobile users request services
offered by one and not another in a shared space, and also when mobile users move between coverage
areas, at least to coordinate operational boundaries.

One consequence of this analysis illustrates a significant difference from the architecture conceived
in the earlier designs for C-ITS: A CorSys can be deployed without any 5,9 GHz field equipment. 5,9 GHz
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field equipment will enable many applications particularly including safety applications with the
involvement of/management by the CorSys, via V21 communications. V2V interactions rely only on
the CorSys’s facilitation of trust relationships which can be managed by several means. In its current
conception, 59 GHz will only be for V2V communications and to cover so called hot-spots, where an
economic or political argument can be made for the infrastructure investment.

7.5.10 Subsystems

This subclause describes the subsystems of the CorSys, how they relate to the requirements that were

nedin ahd-how they relatetoecach-otherfo-suppo he overall operation ofthe CorSys.

CorSys.
The only human users of the CorSys are the administrative personnel that operate and maintajn CorSys
s¢rvices. The human ‘End users’ of the C-ITS services rarely, if €ver, have direct contact with theg CorSys.

715.11 Subsystem descriptions
This section provides a description of each of the subsystems of the CorSys, arranged alphabetjcally.

Alsubsystem can be defined as “an integrated set of components that accomplish a clearly distinguishable
s¢t of functions with similar or related uses”,

715.11.1 ‘Core2Core’ subsystem

The ‘Core2Core’ subsystem interfaces with other CorSys, advertising its jurisdictional scope, ahd offers
s¢rvices, and services it wishes to obtain from other CorSys.

The CorSys 2Core subsystem will maintain knowledge base and services available from other (orSys. In
this way, the CorSys can act as a user to another CorSys, providing proxy services that it does |not offer
bt another does.

Additionally, Coreé2Gore is responsible for compatibility between CorSys, ensuring that one CofSys does
npt encroach omthe scope of another CorSys, and similarly accepting error messages from molhile users
that might indicate a cross-jurisdictional compatibility or scope coverage issue.

Cpre2Core-also manages backup of configuration data between CorSys, restoration of backup data
between CorSys, and takeover of services between CorSys (where one CorSys asks another {orSys in
order to provide a service so that it may perform a maintenance action or other activity that fenders it
unable to deliver all Services).

Interfaces between CorSys need to be formalized in interface specifications. Conflicts and discrepancies
between CorSys will have to be resolved by agreements between the agencies responsible for the
respective CorSys.

7.5.11.2 ‘Data Distribution’ subsystem
The ‘Data Distribution Subsystem’ interacts with system users taking one of two roles:

— System user as a ‘Data Provider’, where the system user provides data to the CorSys for the CorSys to
distribute to other system users;
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— System user as a ‘Data Subscriber’, where the system user receives data that was provided by other
system users but distributed by the CorSys.

‘Data Distribution’ needs to maintain a directory of system users that want data (‘Data Subscribers’)
and facilitates the delivery of data received from data providers to those data subscribers. It supports
multiple distribution mechanisms, including the following:

— Source-to-Points: The data provider communicates data directly to data consumers. In this case,
no data are sent to the CorSys, however, the CorSys is involved to check user permissions and provide
addressing services through those subsystems.

— Publish-Subscribe: The data provider communicates data to the data distribution subsystem,
whig¢h forwards it to all users that are subscribed to receive the data.

‘Data Digtribution’ allows data consumers to specify (and change the specification of) data,they wish {o
receive ysing criteria including the following:

— Datd type;

— Datd quality characteristics;

— Datd format requirements;

— Geographic area;

— Sampling rate;

— Minjmum and maximum frequency of data forwarding.

‘Data Digtribution’ maintains a registry of which data consumers receive what data. Data distributign
does notl|store or buffer data beyond that which is necessary to complete publish-subscribe actions. If|a
given dafa consumer is unable to receive data that it@as subscribed to (because of a communications ¢r
other system failure), the data in question may be 1ost. The degree to which data distribution buffering
accommgdates connectivity failures will be up’to the CorSys deployment. Some CorSys may offer
temporafy storage - in this fashion, data distribution repackages data it receives from data providers,
stripping away the source header information while maintaining the message payload. It then sends
the repafkaged payload data to subscribetrs of that data. It may aggregate, sample or break data into
individugl elements, depending on the'deployment.

Data disfribution does not share or exchange data with other CorSys. System users that want data from
multiple|CorSys need to subscribe to each CorSys who they want to receive data from.

7.5.11.3| ‘Misbehaviour Management’ subsystem

The ‘Migbehaviour \Management’ subsystem analyses messages sent to the CorSys to identify users
operating outside.of their assigned permissions. It works with the ‘User Permissions’ subsystem to
identify $uspicious requests and to maintain a record of specifically identifiable users that

— providefalse or misleading data,

— operate in such a fashion as to impede other users, and
— operate outside of their authorized scope.

Because most end users will rarely interface with the CorSys, ‘Misbehaviour Management’ will also accept
reports of misbehaving users from other users. Centre, mobile and field users can send misbehaviour
reports that reference credentials attached to messages and note the type of misbehaviour in question.
‘Misbehaviour Management’ will record such reports, and according to a set of controlled rules, and
determine when to revoke credentials from such reported misbehaving users. For anonymous users,
revocation is more complex and may result instead in a lack of credential renewal. Regardless of the
result, ‘Misbehaviour Management’ provides such revocation/renewal notifications to ‘User Trust
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Management’ (which is responsible for managing certificates) and ‘User Permissions’ (which is
responsible for managing access to the CorSys).

Large numbers of failed renewals could have a significant effect on operations; system requirements and
design activities will need to ensure that renewal failures do not adversely affect system performance
or user experience.

Also, since some field users could provide services that enable geo-casting to mobile users,
‘Misbehaviour Management’ needs to notify ‘Data Distribution’ of misbehaving field users, so that they
can be removed from any geo-casting distributions.

715.11.4 ‘Network Services’ subsystem

—

he ‘Network Services’ subsystem provides connectivity between the CorSys and system usgrs. This
ficludes both an Internet connection and any private network connections that thie CorSys supports to
ther CorSys or system users.

o =

—

he ‘Network Services’ subsystem also provides management for communicgtions layer resourcgs. It will
hable decisions about which communications medium to use when more{than one is available [and take
to account message priority when passing messages and choosing/media. This requires idgntifying
ailable communications methods’ current performance characteristics and applicable user pefrmission
vels. Permission requirements need to be coordinated with the ‘User Permissions’ subsysten.

-

)

The ‘Network Services’ subsystem is responsible for protecting the CorSys from cyber threats] It needs
td examine all CorSys network traffic in order to identify malicious activity, to log informatipn about
yich activity, and should attempt to stop the activity andnotify CorSys personnel of the maliciops action
F attempt and its resolution.

o Wn

|

5.11.5 ‘Service Monitor’ subsystem

—

he ‘Service Monitor’ subsystem monitors the status of CorSys services, interfaces, and commuhpications
etworks connected to the CorSys. It infofins system users of the availability and status of its gervices.

=

The ‘Service Monitor’ subsystem.also monitors the integrity of internal CorSys compong¢nts and
Wpporting software and mitigates against vulnerabilities. This includes periodic verificatign of the
ithenticity of CorSys service.software and supporting software. This also includes monitpring for
htches to third-party components. Should a vulnerability be detected, or a component of the CorSys
gund to have lost integrity;,’the ‘Service Monitor’ subsystem takes steps to mitigate agains{ damage
nd performance degradation.

LV Wn

e

o8]

The ‘Service Monitor subsystem needs to ensure the physical security of CorSys services by mgnitoring
the environmental conditions that CorSys components operate in (temperature, humidity), as well as
the condition ‘ef‘its power system. It needs to take steps to mitigate against system failures in the event
that environmental conditions exceeding operating thresholds. Actions could include the actiyvation of
ephvironmental or backup power systems and/or the modification of Core service operations, ds well as
nptification of CorSys personnel.

rd provide

performance metrics.

7.5.11.6 ‘Time Synchronization’ subsystem

The ‘Time Synchronization’ subsystem makes a consistent ‘time base’ available to all system users
and makes this time available to all CorSys services which use this ‘time base’ whenever a time
reference is required.
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‘User Permissions’ subsystem

r Permissions’ subsystem provides tools allowing operators and other CorSys subsystems to

verify whether a given system user is authorized to request or perform the action requested in the

message

payload. It also needs to maintain the status of system users and operators, whether they have a

specific account, their allowed behaviours (publish, subscribe, actions allowed to request, administrate,
etc.) with defined permissions or belong to an anonymous group. The ‘User Permissions’ subsystem

provides

tools for CorSys personnel to create new users and groups, modify existing users and groups,

and modify permissions associated with users and groups. The ‘User Permissions’ subsystem needs to
accept and act upon user permissions change requests provided by ‘Misbehaviour Management'.

7.5.11.8

The ‘Usd
CorSys. 1
system
to qualif]
with an |
that thog
certifica
users frd

7.5.11.9

Table 3 {
In most
satisfied

User Tru
the IEEH

Certificate Revocation Lists.

‘User Trust Management’ subsystem

r Trust Management’ subsystem manages trust between and among system users and the
does this by providing digital certificates that system users can use to demonstrate to oth¢r
sers and CorSys that they are legitimate system users. The CorSys provides digital certificat¢s
ying ‘Field’ and ‘Centre’ users. For example, the ‘User Trust Management’ subsystem will work
ESS to distribute IEEE 1609.2 certificates to 5,9 GHz enabled mobile and, field users, and ensure
e certificates include the proper permissions for using applications whose use is governed by
fe permissions. The ‘User Trust Management’ subsystem accepts notification of misbehaving
m ‘Misbehaviour Management’.

Subsystem to requirements

N

hows the relationship between the CorSys Subsystems.and the requirements defined in 7.2.]
ases, a subsystem will satisfy multiple requirementsand in some cases, requirements may he
in multiple subsystems.

st Management maintains the Certificate Revocation List. For example, it obtains a copy pf
1609.2 Certificate Revocation List from the ESS. It distributes both X.509 and IEEE 1609|2

Table 3 — Subsystem to requirements

Core subsystem Requirements

Core2Cope CorSys\Independence, CorSys Interoperability, CorSys Interdependence, CorSys
DataProtection

Data Distribution Data Request, Data Provision, Data Forward, Geographic Broadcast, CorSys
Interoperability, CorSys Interdependence, Anonymity Preservation

Misbehaviour Management |Misbehaviour Management, Core Trust Revocation, system user Trust Revocatiof,
CorSys Interoperability, CorSys Interdependence

NetworK Services Network Connectivity, CorSys Interoperability, CorSys Interdependence, CorSys
Data Protection, Private Network Connectivity, Private Network Routing

Service Monitor Core System Service Status, System Integrity Protection, System Availability,
System Operational Performance Monitoring, CorSys Independence, CorS)s
Interoperability, CorSys Data Protection

Time Synchronization Time Base, CorSys Interoperability, Core System
Interdependence

User Permissions Authorization Verification, Authorization Management, Core System
Independence, CorSys Data Protection, Anonymity Preservation

User Trust Management Data Protection, Core Trust, system user Trust, Core Trust Revocation, system
user Trust Revocation, CorSys Independence, CorSys Interoperability, CorSys
Interdependence, CorSys Data Protection
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7.5.11.10 System user — Subsystem interfaces

Figure 5 can now be redrawn from a systematic viewpoint, as is shown in Figure 16.
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Figure 16 — Subsystem interfaces

he user-oriented Figure 16 should be compared with the communications-oriented Figure 5.

gure 16 shows the actors accessing.the subsystems via the core system. To provide
brvices, the actors will access a combination of the subsystems. The only exception is the C
ibsystem where all interactionswith other CorSys are managed by the CorSys on a Core2Cd
his subsystem manages interactions between Core subsystems and other CorSys, serving as |
teractions with the other subsystems.

Il subsystems have interactions with other CorSys. Data distribution coordinates subscript
boistrations for boundary conditions, so CorSys are consistent in who collects and distriby
yer what area (not-propagating subscriptions). Misbehaviour management provides misb
bports and analysis results. Network services shares cyber-security threat information
onitor provides/service status and performance information (see the discussion on states ar
ter in thisyséction). User trust management coordinates the revocation of certificates and|
nsisten€y)among certificates that are distributed so that no duplications occur. All subsyst
Fovide configuration and backup information.

different
bre2Core
re basis.
broxy for

ions and
Ites data
ehaviour

Service
d modes
ensures
ems may

7

5.11.11 Subsystem — Subsystem interfaces

Core subsystems interact extensively. Interfaces between the CorSys subsystems include the
following examples:

a)

information) and backup data to Core2Core.

b) Core2Core provides restore data to all subsystems.

c) Core2Core exchanges Certificate Revocation Lists with user trust management.

d)

for analysis.
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e) Misbehaviour management provides system user misbehaviour reports and its own misbehaviour
analysis results to Core2Core.

f) Misbehaviour management provides changes to geo-cast configurations to data distribution.

g) Networkservices provides notifications of possible network intrusions to misbehaviour management.

h) Network services provide measures of CorSys component (i.e. hardware) performance to
service monitor.

1) Servicemonitor prnvidac Core chfnm pnrﬁ’\rmanr‘n informationta Core2Core

j)  Time synchronization provides time sync information to all subsystems.

k) User permissions provide system user and operator permission check results to all subsystems.
1) Userltrust management provides certificate distribution configuration information.to,Core2Core
7.5.11.1p Data stores in the core system

While logng term storage of data are not a service of the CorSys, there needs to be the facility f

data sto

res (3.11) within the system to support and manage the systentservices. This will includ

the information necessary to communicate with other CorSys, with“external system suppor

commun
subsystéd
user infd
necessap
regard t
service 3

7.6 Mg

The statg
of four s

cations layer systems, and will include data stores to organize misbehaviour, states and mode
m configurations, credential management, subscriptions,data acceptance criteria and syste
rmation. For mobile users, this information will only be collected and stored for as long :
y in accordance with the predetermined ‘Privacy Rulicies’ (see 6.4). Specific details wit
b the exact types, locations and contents of the various data stores need to be specified in
rchitecture document.

pdes of operation

s and modes of operation of the CorSysare described in this section. Subsystems may be in or
ates, as illustrated in Figure 17.
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Figure 17 — Subsystem states
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Standby: The CorSys or subsystem operating in a standby state provides backup to one or more other
CorSys or other CorSys subsystems. From the standby state, the CorSys or subsystem may take over the
functions of another CorSys or subsystem if required.

Training: The CorSys is placed in a training state when it is used for imparting training on the CorSys
features. Certain features such as real-time display of log messages and debug messages may be enabled
in the training state which may not otherwise be accessible under normal conditions.

While within the ‘Standby’ and ‘Operational’ states, each subsystem may be in one of five modes, as
illustrated in Figure 18.

Normal Restricted 3

0

Maintenance

Degraded Degraded Restricted

Figure 18 — Standby and operational modes

Z

lormal mode: In the nomal mode, there is little or no functional or performance impacts on the ability
of the subsystem to priovide its services.

Degraded mode: i the degraded mode, the subsystem is impaired to a significant extent: ifs ability
to provide seryices is greatly reduced or eliminated completely. Degraded mode is a reflgction of
bnditions; it.iS not a mode that is voluntarily entered.

(o)

stricted”mode: In the restricted mode, the subsystem is capable of performing as dgxpected;
hpwever; certain services or features are disabled to support a specific event such as an evacuation.
Thexestriction is commanded by core system personnel. It may also be implemented via a policy-based
ifi TCi i i CorSys in
response to detection of events, behaviours or performance thresholds. In a restricted mode, the CorSys
could curtail the use of particular subsystems to privileged users, such as first responders and other
emergency personnel.

Degraded/Restricted mode: If during the course of operating in a restricted mode there is a loss of
functionality, or if while in degraded mode there is a requirement to enter restricted mode, the subsystem
may enter the degraded/restricted mode. This mode is a combination of the restricted and degraded
modes, where subsystem services are offered only to particular users, but performance is degraded.

Maintenance mode: Core system personnel may place a subsystem in maintenance mode to replace an
impaired component or upgrade a component. Depending on the nature of maintenance planned, the
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impact on the subsystem's ability to provide services may be impacted. Also, its ability to manage itself
and provide visibility into how it is performing may be impacted.

Normal

A T e e
/ / \\
Maintenance

S
®
A

Degraded

Figure 19— Training and Installation modes

While in| the ‘Training’ and /Anstallation’ states, each subsystem may be in one of three modes, gs
illustratg¢d in Figure 19. Definitions of these modes are the same as those defined above under ‘Standby
and ‘Opgrational’.

7.7 Uder types and other involved personnel

This secfion discusses the users in terms of the types of actors and their interactions with the CorS)
including support or operations personnel. These user types are used as part of the example use cage
scenariop ifVClause 8.

2

System users (systems and applications that use/interact with the CorSys), include the following:

Mobile applications - These include applications running on vehicles of all types (private cars, trucks,
buses, commercial vehicles, motorcycles). This also includes applications running on personal devices
such as smartphones that allow pedestrians, bicyclists, or disabled road users to provide and receive data.

Field applications - These include applications running on roadside devices collecting data about their
surroundings, communicating with mobile devices, controlling and managing transport systems such
as signs or traffic signals. Accessing the services of the CorSys allows these applications to participate in
secure, authenticated data exchanges with mobile applications or other field applications. These could
also include applications supporting transactions such as payment of tolls, parking, or reservation
systems, again, using the services of the CorSys to support the secure, authenticated exchange of data.
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Centre applications - These include many types of central data systems or information services that

support travellers, manage transportation resources, or provide more general applications

that use

or provide data to Mobile, Field, or other Centre applications. Examples include traffic management
centres, transit operations centres, archived data management systems, information service providers,

emissions management systems, public safety or emergency management systems, and weathe
applications.

CorSys personnel, the human users that interact with the CorSys, include the following:

Deployers - These users represent the initial installers for a Core System. Their interaction

r service

with the

Cprdys 1tselt will be similar to an administrator or maintainer in that they will be accessin
cpnfiguration files, setting parameters and policies as part of the initial installation and 'che
the system before turning it over to the other CorSys personnel for regular operations.

evelopers - These users are the code writers that build software enhancements.for the syst
ill be accessing the published interface definitions and configuration data about the CorSys in
bvelop additional features or expanded capabilities.

\
d
Testers - These users verify the CorSys operation when any change$/are made to its d
hhrdware or software.

Aldministrators - These are the operators that set control parameters, implement system
njonitor system configuration, and make changes to the system as'needed.

Operators - These are the day-to-day users of the CorSys that monitor the health of thd
mponents, adjust parameters to improve performance, and collect and report statistic
yerall system.

o O

Maintainers - These users interact with the systemo install updated software or to repair or
hhrdware components to keep the system up to date and running efficiently.
T
F

he operational context of where the application is located may affect the operations of that apj

ttansmission of its location messages.over 5,9 GHz until the device/application detects that i
lhe bus and should start transmitting again. In other situations, the same application may
provider of data, as well as a consumer of data from other sources of data.

(=

718 Operational scenarios

he EU-US harmonisation task force (2012) identified five 59 GHz communication scenarios
Ping

S -

— vehicle-originated broadcast,
— infrastructure-originated broadcast,

— infrastructure-vehicle-unicast,

P system
ck out of

bm. They
order to

perating

policies,

b system
s of the

upgrade

blication.

br instance, if a mobile application or.ifs host device detects that it has boarded a bus, it jnay stop

t has left
e both a

for C-ITS,

—+_Jocal time-critical sessions

— local non-time-critical sessions, and

— multi-road side unit sessions.

This section describes the first and third of the operational scenarios that show how the core functions

are applied as part of C-ITS communication.

The vehicle-originated broadcast and the infrastructure-vehicle-unicast are addressed as examples of

how the core functions work in different communication scenarios.
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The vehicle-originated broadcast communication scenario is used for the most time-critical and safety-
critical applications such as forward collision warning, blind spot warning, emergency vehicle approach
warning and overtaking (do not pass) warning.

The infrastructure-vehicle-unicast communication scenario is used when the infrastructure needs to
respond to a specific vehicle about whether it can provide a service, for example, traffic signal priority
or pre-emption, or access to a location such as a private parking facility.

These scenarios intend to give an idea of how a C-ITS device might go through the different
algorithms for different functions. They are described at a conceptual level. The order of the steps at
this leve may depend on design choices at a more detailed level. This means that the order of spnje
of the stgps may change.

7.9 Vehicle-originated broadcast

Vehicles proadcast information about their movements and safety-related attributes freguently to make
sure thaf this information is available to other vehicles so that they can identify potentially hazardoys
situation)s or in support of other applications. Typical examples are the broadcastof

— Basif Safety Messages (BSM), or
— Cooperative Awareness Messages (CAM)

which arfe individual single-hop broadcast V2V or V2I messages, withcighest time criticality and sm3ll
but frequent transactions (EU-US harmonization task force 2012a).

The scenfario shows the steps for a C-ITS device in a vehicle te.generate a message and broadcast it, arjd
then for[another C-ITS device in another vehicle to receive;ahd use it. The scenario focuses on thoge
steps performed by the core functions.

Figure 2 shows the path that the message takes frgm being created (stepl) in the application layer to
being phlsically sent through the (typically 5,9 GHz*DSRC) antenna.
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Figure 20 — Vehicle-origi ,tﬁ broadcast scenario (sending)
[From 1217 (modified)]
K\

—

he steps can be describes as foll ss\'.Ql‘he functional subsystem that performs this fufction is
ded in brackets. ~\\O

5]

a) Create a message, e.g.a & afety Message

b) Include time stamp ( @3 synchronisation)

c¢] Monitor the statu@f’commumcation technologies (Service monitor)
d) Select commc@ation technology (Network services)

e Confirn& owed to broadcast BSM (User permissions)

f] Adt@lrity certificate (User trust management)

g %ﬂsd message
NOTE Not all sub systems are used in this scenario. E.g. the data distribution subsystem is not used because
thisis a broadcast scenario so there is no need to check if the any of possible receivers have subscribed to this type

of message. The misbehaviour management subsystem is not used either. This is only used for received messages.

After the message has been broadcast, it might be received by other C-ITS devices from other vehicles.
Figure 21 shows the path that the message takes from being received through the (typically 59 GHz
DSRC) antenna (stepl) to the usage of the message content in an application.
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Figure 21 — Vehicle-originated br. ﬁast scenario (receiving)
[From ISO 21217, (modified)]
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The steps can be described as follows. The functional subsystem that performs this function is

added in brackets.
a) Receive message
b) Check security certificate (User trust management)

c) Confirm if allowed to use BSM (User permissions)

d) Check for consistency, possibly forward to central management system (Misbehaviour man.)

e] Checkifsubscribed to this message type (Data distribution)
f] Check timeliness (Time synchronisation)

g) Use Basic Safety Message

NOTE The network services subsystem is not used. The network services'subsystem se

cgmmunication technology, which is not part of the scenario of receiving a message. ‘Also the servic
stibsystem was not used as no service availability needs to be checked to receive@nd use messages.

7L10 Infrastructure-vehicle-unicast

Igfrastructure-vehicle-unicast messages are individual transactions between a vehicle re

provide that service. Typical examples of these services are

- traffic signal priority or pre-emption or

- access to a location such as a private parkingfacility.

—

hese messages are generally unicast local sessions with low time criticality, low transaction fj
nd small transactions (EU-US harmonisatien task force 2012a).

o8]

Ffom a security point of view, there are three ways to implement this type of communication
being the following (EU-US harmonisation task force 2012b):

—+ Messages from both sender and receiver are protected using security mechanisms for bro

broadcast, subsequent'messages are protected using security mechanisms for a session.
—+ All messages are-protected using security mechanisms for sessions with pre-arranged key

This scenario.described the exchange of messages which are protected using security mechani
s¢ssion. Thismieans that messages are encrypted.

The scehario shows the steps for a C-ITS device in roadside ITS infrastructure to generate a
ahd send it to a specific vehicle, and then for the C-ITS device in this vehicle to receive and uj

lects the
b monitor

questing

s¢rvice from the infrastructure and the infrastructure respending to that vehicle about whether it can

equency

scenario,

hdcast.

—+ The first message from.the C-ITS device in the vehicle is protected using security mechanisms for

[S.

sms for a

message
e it. The

s¢enario assumes that the communication session has already been set up. The scenario fo

cuses on

those steps performed by the core functions.

Figure 22 shows the path that the message takes from being created (stepl) in the application layer to

its being physically sent through the (typically 5,9 GHz DSRC) antenna.
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Figure 22 — Infrastructure-vehic :h'nicast scenario (sending)
[From ISO Zli modified)]

The steps can be described as follows. Tl\ijunctlonal subsystem that performs this function
added in

a)

vehi

brackets. \\O

Cle

Credte message, e.g. a traffic sigrl.prlorlty message to confirm pre-emption for an approachir

1S

g

b) Inclyde time stamp (Time sgﬂ:hronisation)

c) Chegkifreceiving Vehi®subscribed to this message/application type (Data distribution)

d) Monljitor the stat communication technologies (Service monitor)

e) Seleft communication technology (Network services)

f) Conflir lowed to broadcast BSM (User permissions)

g) Enci v;%message (User trust management)

h) Add security certificate (User trust management)

i) Send message

NOTE Similar to the vehicle-originated broadcast scenario, the misbehaviour management subsystem is not

used when sending messages. This is only used for received messages.

After the message has been sent, it might be received by the C-ITS devices from addressed vehicles.
Figure 23 shows the path that the message takes from being received through the (typically 59 GHz
DSRC) antenna (stepl) to the usage of the message content in an application.
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Figure 23 — Infrastructure- ehicle-unicast scenario (receiving)
[From 1217 (modified)]
K\

—

he steps can be described as follo¥§'.oThe functional subsystem that performs this fupction is
lded in brackets. WO

O

5]

a] Receive message .,

b) Decrypt message (Us&)@rﬁt management)

c] Check security ce@icate (User trust management)

d) Confirm if %@ed to use message (User permissions)

e] Check f@lmmstency, possibly forward to central management system (Misbehaviour map.)
f] Che@subscribed to this message type (Data distribution)

g éfh?gk timeliness (Time synchronisation)

h) Use message

NOTE Similar to the vehicle-originated broadcast scenario, the network services subsystem is not used. The
network services subsystem selects the communication technology, which is not part of the scenario of receiving
a message. Also, the service monitor subsystem was not used as no service availability needs to be checked to
receive and use messages.

7.11 Support environment

This section discusses the systems, personnel, and processes that make up the support environment for
the CorSys. This system is different than other systems in that the support for the system is, to a large
degree, part of the system.
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7.11.1 Subsystems

The features in the subsystems were summarized in 7.5.10 and 7.5.11.

The service monitor subsystem provides support for the CorSys by maintaining efficient operations of
the system, alerting operators of issues, and providing mechanisms to isolate problems, fix them, and
bring the system back online.

To some degree, other subsystems such as time, user permissions or Core2Core also provide necessary
functionality to complete the support environment. Beyond these subsystems that are part of the CorSys,
there wiltbeadditiomattrardware amd software to compiete the SUppOTrt enviToNITent. (1T Order to 15oidte,
debug, fik, and test repairs to the system, a CorSys maintainer will need access to a hardware and software
configurption representative of the configuration of the live system where the problem occurred:

The overall concept is that the CorSys will be based on commercially available hardwape.,and eithé¢r
commerg¢ially available software or software based on open source specifications. This'will minimiz
the impact on the maintainers of the system to have to keep unique hardware/software'sets just for th
new frarhework of safety, mobility, or environmental applications. Specifics of the actual hardware ar
softwarg will be defined as the CorSys components are implemented.

Q@ o

7.11.2 Personnel

In term$ of the CorSys support environment, the personnel supporting the system will be the
maintairjers, administrators, and developers identified in 7.6. In\deployments where a CorSys s
implemented by a public sector agency, some of the same systemn administration or maintenange
personng¢l may be called upon to support the CorSys. Other configurations may involve private sect¢r
entities. A hybrid environment may exist where some devices'and software are maintained by private Ir
externallagencies while others are under the control of existing organizations. In this case, agreements
will needl to be recorded that delineate the areas of responsibility for the maintenance of the system,
including the coordination of resources to ensure thafeverall system availability is maintained.

7.11.3 Processes

The thirfl component to a support envireninent is the establishment of processes to ensure that the
systems fre kept up to date and that adequate numbers of staff with appropriate skill sets are available
to suppofrt the system. This includes_the'establishment of checklists for operators to be able to quick|y
isolate issues, development of repair or replacement criteria, establishment of maintenance levels
and updpte cycles, as well as agreement on the storage, distribution, administration and supply pf
replacenjent parts or software updates.

As the CprSys is deploye@-in different locations/jurisdictions and probably also at different times and
with different configurations of hardware and software, there will be local differences in the polici¢s
that govérn the support environment. This is inevitable. The important consideration is that the suppolt
systems gre in place, that personnel are trained and ready, and that processes are agreed upon by all pf
the stak¢holders'to maintain a functioning CorSys.

7.12 Di :\dvanfngpc and limitations

Deploying CorSys is by no means a turnkey operation. This is because the CorSys is not a one-size fits
all localities kind of system. The CorSys will have to be refined for each locality to meet the specific
requirements of that locality. Also, it will be necessary to address what to do with existing legacy
systems. It will take a long time for Core deployments to integrate with or even supplant traditional
ITS. The challenge will be to integrate these different CorSys to work together within the context of
standards, policy, budget, and institutional constraints.

The CorSys will need to monitor the performance of the communications networks. For example, if
5,9 GHz channels become congested during a disaster or other emergency situation, system users using
5,9 GHz need to be informed and communications suggestions to reroute made. Alternatively, the CorSys
could switch to a restricted mode in an emergency condition. This would reduce its communications
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requirements without breaking system services. Without direct access to the 5,9 GHz medium however,
it is difficult for the CorSys to monitor that part of the C-ITS vehicle-highway environment. The CorSys
needs to rely on information provided by system users that use 5,9 GHz.

System users that connect to the CorSys through cellular technologies will pay for that access in the
form of a regular/contract fees. If the system user sees a benefit to paying for a particular type of media
access, they will use that service.

8 Example use cases

1 General

h CorSys interaction. These scenarios are illustrative, showing how the system functions, no§ how the
ven scenarios should be implemented. They do not describe the whole system, but’each use cqdse needs

8

The following scenario examples use cases describe how the system may operate, With an gmphasis
0

8

t¢ be defined in the solution to be implemented.

—

hey are broken down into four types of interactions, based on the entitiessinvolved:

- Exchange of data between system users;
— Interactions between system users and the CorSys;
— CorSys to Core interactions;

— Core System facilities operations and maintenance,including CorSys personnel interaction|with the
CorSys.

—3

he example use cases below model 12 differentwuse cases, and sometimes multiple models arefincluded
or the same scenario depending on the operational state of the CorSys or the system user. The|multiple
odels may be in single or multiple diagrams but are always discussed in the accompanying fext. It is
portant to understand that a CorSys is‘not a fixed entity, neither in the way it is instantiatgd, nor in
the number and scope of the C-ITS services that it supports. It will be instantiated in different ways by
fferent jurisdictions/operators, ainid; most importantly, it will evolve over time.

= 5 =

d

This list of use cases describedbelow are examples, albeit of key elements of a C-ITS CorSys. They do not
cpmprise the total extent gf\the system, and more will be added (and need to be characteriged) over
time. The extent of any instantiation of a ConOps for a ‘C-ITS CorSys will therefore be a ‘living’ dpcument,
that will need to be regised as the system evolves, and new use cases will need to be charactetfized and
their behaviour and management by the CorSys characterized and codified as they evolve.

ithin this high _level ConOps, the use cases are described texturally with the support of High level
figures. In a.déployment, the principal anticipated use cases should be supported by context diagrams
dpscribing the inputs (data, existing relationships, user input), enablers (involved Core subsystems,
Cpmmupnications Layer, relationships between CorSys and other entities) and controls (policies,
cpnstraints) that feed into the CorSys, and itemise and characterize the outputs that are produced.
tivity diagrams, drawn using Systems Modelling Language (SysML, an extension of Unified Modelling
Language (UML)), UML (ISO/TEC 19501), 'Open Distributed Processing” (ISO 10746), or similar are
recommended to support and characterize the use cases and describe the interactions between system
users, CorSys personnel and core subsystems.

The ‘Core2Core’ subsystem is involved in many of these scenarios, but it is only shown when it provides
functionality beyond simple connectivity with other CorSys.

Similarly, the ‘Network Services’ subsystem is technically used in every scenario where a system user
or other CorSys interacts with the CorSys, but is implicit rather than described.

Core trust relationships are listed as enablers for many of these scenarios. These refer to the
relationships established between managers and operators of CorSys which enable interactions
between the respective Core2Core subsystems.
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8.2 Example Use Case (1): User data exchange

There are three basic types of data exchange.

— One
— One

— One

In this example use case, system user data broadcasts are made via ITS-stations. This form of data

system user uni-casting or geo-casting data that it wants other users to access;
system user providing data directly to another user that it can specifically address;

system user providing data to the CorSys for retransmission to a group of users.

exchang

on creddntials issued by the CorSys or an ESS. So while the messages do not pass through the €orS)

senders

Data Pr
Distribu

through
a) Proy
data

to ré
subs
data

b) Proy

publiishes that data to one or more subscribed data subsctibers. The context diagram describiy

this

e does not directly involve the CorSys. However, messages that are signed or encrypted &ely

gl

hind receivers rely on Core services in order to encrypt, decrypt and/or trust the messages.

pviders providing data to more than one Data Consumer may rely on the/€orSys ‘Data
ion’ service to facilitate the distribution of data to multiple recipients. The, CorSys does thjis
two distinct activities:

ide a subscription service for a data subscriber, telling it what data até available, and if the
subscriber is qualified (again, according to CorSys local policies) toyregister the subscrib¢r
ceive data. Data exchange could be through the CorSys or it could-be direct from provider to
criber, again depending on local policies, capacities and whether*anyone besides this particular
subscriber wants the data. Example use case 5 describes a subscription scenario.

ide a distribution service, where registered data providefrs send data to the CorSys, whigh

g
data distribution is shown in Figure 24.

Controls.
Distribution, Paficles

Communications and Sterage requirements

ot

Data Exchange

Inputs Verify provided data Is accepted Outputs
Data Types to be provided Verify provided data has a subscriber
Data subscriptions data Distribute provided data to all subscribers Data provided to Subscribers

f}

Enablers
Communications layer
Data distribution subsystem

Figure 24 — User data exchange context diagram

Data are
it provid

provided to the CorSys by a system user. If the data are not of a type that the CorSys accepts,
es a message to the system user indicating it does not accept this data. If the data is accepted

by the CorSys, and if the CorSys has subscribers to this type of data, then it publishes the data to the
subscribers. Data can be anything, but primarily the following:

— Data provided by mobile users will typically include probe data describing the operating conditions

sens

ed by the vehicle carrying the mobile user device or by the device itself. (See SAE ]J2735.)

— Data provided by centre users will include advisory or alert information.

— Data provided by field users will be traffic or environmental data.
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The publication step may include parsing, sampling, and aggregation functions. Parsing is where the
CorSys examines each packet of data, extracts the elements that subscribers are interested in, and
provides only those elements to the subscribers. Sampling is where the CorSys provides a percentage of
the data that subscribers are interested in; for example, a 1:10 sample would see the CorSys providing
one data packet to a subscriber for every 10 received from providers. Aggregation is where the
CorSys combines multiple like data packets, summarizes the data within, and retains all information
but reduces the amount of data sent to each subscriber. For instance, if the CorSys received 5 speed
measurements of 30 mph in a given area, it would provide a data packet stating that there are 5
instances of 30 mph in that area.

I} the special case where a registered data provider is sending data directly to a third-party be¢ause the
Cpre does not support distribution of the data that the system user provides, and the CorSysisypgraded
t¢ provide such distribution, there needs to be a mechanism for notifying data providers)of thi§ change.
be use case 11 for an example of this case.

%]

.3 Example Use Case (2): Certificate distribution

bscribes how system users interact with a CorSys to get a new certificate. This scenario addresses

8

Cprtificates can be viewed as the ‘entry ticket’ in order to use the system services. This |scenario
d

certificates distributed by the CorSys and also certificates distributed\by an ESS.

Als shown in the context diagram (Figure 25), the primary activities are verifying previous b¢haviour,
verifying permissions, and issuing new certificates. If the cerfificates are managed by an ESS,|then the
CprSys involvement is limited to providing the system user-fith the contact information of the|ESS.

Controls”
Privacy pr!!n,

Semml\ﬂﬂ'}ﬁj

\¢

Update Certificate
Determine certificate source
Verify previous behaviour OUlpl‘Its
Verify permissions New certificate(s)
Issue new certificates Rt <6
Lookup ESS information eference ta

Inputs
Previous certificate
Certificate update request

Certificate issue reguest

Enablers

User Trust Management subsystem
User Permissions subsystem
ESS and Core Trust relationships

Communications Layer

Figure 25 — Certificate distribution context diagram

Alsystem user typically provides a request for a certificate to the CorSys, including any desired special
pkrmission information its current certificate and a unique identifier associated with the reduest. All
of this information may already be included in the certificate used by the system user, but if it is not, it
needs to be included as part of the message.

If the CorSys provides the type of certificate that the system user is requesting, it will service the
request. An improperly formatted request will result in a misbehaviour report and response to the
originator but no certificate. A request sent using a certificate on the ‘Certificate Revocation List’ will
generate a misbehaviour report and termination of the activity flow.

8.4 Example Use Case (3): Certificate revocation list distribution

This scenario addresses the distribution of ‘Certificate Revocation Lists’ to system users, including
those maintained by the CorSys, those maintained by other CorSys, and those maintained by ESS.
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The context diagram for ‘Certificate Revocation List’ distribution is shown in Figure 26.

The CorS§
acquires
with thd
anonym
receive

this infgﬁ:mation however. Mobile users can receive ‘Céftificate Revocation Lists’ from nearby fie

users (f

There ar

a) The
quer
b) The
user
c) The
regi
NOTE
with othe

8.5 Example-Use Case (4): Misbehaviour action: Certificate revocation list addition

Controls
Security policy

~o

Certificate Revocation Lists (

Inputs

ESS-Maintained Certificate Revocation Lists Distribution

Outputs
e i e e oo I Certificate revocation lists
Revocation Lists Distribute certificate revacation lists k

e

Enablers

User Trust Management subsystem
User Permissions subsystem
ESS and Core Trust relationships

Communications Layer

Figure 26 — Certificate revocation list distribution contextdiagram

ys stores and distributes ‘Certificate Revocation Lists’ that.it maintains, as well as those
from other CorSys and ESS. System users receive ‘Certifiéate Revocation Lists’ by registeriy
CorSys to receive a regular distribution of ‘Certificatel Revocation Lists’. This means th
us users and mobile users that do not have persistent-communications to the CorSys will n
Certificate Revocation Lists’. Other mechanisms outside of the CorSys are planned to provid

example, as documented in IEEE 1609.2).
e three distinct processes involved.

CorSys acquires ‘Certificate Revocatign Lists’ from external sources. This acquisition may be
y-response or a periodic distributien, depending on the other CorSys or ESS implementation.

CorSys provides a registration interface to system users and other CorSys, enabling the syste
or CorSys to register for ‘Certificate Revocation List’ distribution.

CorSys distributes ‘Gertificate Revocation Lists’ to all CorSys and system users that ai
btered to receive thems-

The Core2Coresubsystem is involved in establishing and maintaining the relationships the CorSys h
r CorSys.

Certificates.can be revoked if the CorSys determines they are being used in a fashion incompatible wit
approvei—&ees#hefe—afem—wws—mm*eeeﬁrﬁea%es—remd-—. i :

it
g
ht
Dt
le

d

a

NS

— CorSys personnel can manually revoke a certificate by placing it in the certificate revocation list;

— the ‘Misbehaviour Management’ subsystem can automatically revoke certificates based on a policy.

If the certificate in question is managed by an ESS, then the CorSys notifies the ESS to place the certificate
in the ‘Certificate Revocation List’.

The cont

76

ext diagram for Certificate Revocation List Addition is shown in Figure 27.

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=6ae487e6e2eee50a852e970c8a348638

	Foreword
	Introduction
	1	Scope
	2	Normative references
	3	Terms and definitions
	4	Abbreviated terms
	5	Using this Technical Report
	6	Overview of the role of a ‘Core System’ in C-ITS
	6.1	What is a Concept of operations?
	6.2	What are the core functions?
	6.3	Functional subsystems
	6.4	Institutional context
	6.5	Specific service features characterizing C-ITS service provision
	6.6	C-ITS and communication technologies
	6.6.1	General
	6.6.2	VANETs, MANETs and ‘latency’
	6.6.3	Hybrid communications
	6.6.4	Short and medium range communication
	6.6.5	Long range communication
	6.6.6	Wide area broadcast
	6.6.7	Positioning services
	6.6.8	Digital road map data
	6.7	Actors involved in C-ITS service provision
	6.8	C-ITS enabling data
	6.9	Cooperative ITS applications and services
	6.9.1	System of systems
	6.10	C-ITS Privacy and anonymity
	6.10.1	Privacy overview
	6.10.2	Data messages and privacy
	6.10.3	Security
	6.10.4	Data management (including capture, storage and access)
	7	‘Core’ systems
	7.1	Core system overview
	7.1.1	General
	7.1.2	Single core systems
	7.1.3	Multiple core systems
	7.1.4	Other ‘Central’ systems
	7.1.5	Facilitate a platform for sharing of information and efficient use of resources
	7.2	Justification for ‘Core Systems’
	7.2.1	Vision, drivers and objectives
	7.2.2	Key strategic objectives for the deployment of core system support
	7.2.3	Key technical objectives for the deployment of core system support
	7.2.4	Principal elements of a core system
	7.2.5	Proposed features of C-ITS core systems
	7.2.6	Main mission of the ‘Core System’
	7.2.7	Scope of ‘Core System’ services
	7.2.8	Exclusions from CorSys
	7.2.9	Probe data storage
	7.2.10	Roadside equipment (RSE)
	7.2.11	External support systems (ESS)
	7.2.12	Communications options
	7.2.13	Authority/jurisdiction databases
	7.2.14	Core system stakeholders
	7.2.15	Core system communications
	7.2.16	Applications
	7.2.17	Core system interactions
	7.2.18	Core system operational goals
	7.3	‘Core system’ overview of requirements
	7.3.1	Definition of a requirement
	7.3.2	‘Core System’ requirements identification process
	7.3.3	Functional components
	7.4	Background, objectives and scope of a ‘Core System’
	7.5	Operational policies and constraints
	7.5.1	Certification
	7.5.2	Operations and maintenance
	7.5.3	Security management
	7.5.4	Data provision/ownership
	7.5.5	System performance management
	7.5.6	Flexibility
	7.5.7	Core system characteristics and environment
	7.5.8	Deployment configurations
	7.5.9	Deployment footprint
	7.5.10	Subsystems
	7.5.11	Subsystem descriptions
	7.6	Modes of operation
	7.7	User types and other involved personnel
	7.8	Operational scenarios
	7.9	Vehicle-originated broadcast
	7.10	Infrastructure-vehicle-unicast
	7.11	Support environment
	7.11.1	Subsystems
	7.11.2	Personnel
	7.11.3	Processes
	7.12	Disadvantages and limitations
	8	Example use cases
	8.1	General
	8.2	Example Use Case (1): User data exchange
	8.3	Example Use Case (2): Certificate distribution
	8.4	Example Use Case (3): Certificate revocation list distribution
	8.5	Example Use Case (4): Misbehaviour action: Certificate revocation list addition
	8.6	Example Use Case (5): Data subscription
	8.7	Example Use Case (6): Remote services
	8.8	Example Use Case (7): Core service status distribution
	8.9	Example Use Case (8): ‘Core System’ operations
	8.10	Example Use Case (9): System expansion
	8.11	Example Use Case (10): Core discovery
	8.12	Example Use Case (11): Service data backup
	8.13	Example Use Case (12): Service takeover
	9	Summary of impacts
	9.1	Operational impacts
	9.1.1	Policy
	9.1.2	System management
	9.1.3	System operation
	9.1.4	Service receipt
	9.2	Organizational impacts
	9.2.1	Policy
	9.2.2	System management
	9.2.3	System operation
	9.3	Impacts during the deployment phases
	9.3.1	System management
	9.4	Measuring the impacts
	10	Cooperative vehicle and highway systems policy and institutional issues
	11	Funding and governance
	Bibliography



