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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Internatidnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main| task of technical committees is to prepare International Standards. Draft Inténnational
Standardg adopted by the technical committees are circulated to the member bodies{for votihg.
Publicatidn as an International Standard requires approval by at least 75 % of the miember bodjies
casting a yote.

In exceptional circumstances, when a technical committee has collected data of\a‘different kind from
that which is normally published as an International Standard (“state of the art”, for example), it mjay
decide by fa simple majority vote of its participating members to publish a Teehnical Report. A Technigal
Report is pntirely informative in nature and does not have to be reviewed-until the data it provides qre
consideref to be no longer valid or useful.

Attention|is drawn to the possibility that some of the elements of¢hiS document may be the subject of
patent rights. ISO shall not be held responsible for identifying anyor all such patent rights.

ISO/TR 1068 was prepared by Technical Committee ISQ/TC 46, Information and documentatipn,
Subcommifittee SC 11, Archives/records management.
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Introduction

As digital records are the inevitable by-products of various business activities in electronic and/or
digital systems, there is an increasing need to secure the legal admissibility of digital records during
their period of retention. It is internationally agreed that “digital records shall not be denied validity or
enforceability of legal recognition by reason of their format alone”). Despite this, it may be very difficult
for an organization to assert that its digital records are authentic and able to act as effective evidence
of business action over a long period. In many cases legal admissibility of digital records managed by
organizations’ records systems may not be ensured. As a result, there is a growing need for certification

se

In
su
an

Di
dig
mg
it
the

Ay

Al
to

H £, Ph LY | | 1 4= h R PR | b
VILTS TUTL UIgItdI'TTLUTUS Uy TITUull dI tIITu pdl tics.

btaining legal obligation and ongoing retention, it is essential to ensure that the authenticity,
1 integrity of digital records endures.

pital signatures are a well-known means of maintaining the integrity of digital\records. Hoy
ital signature can only ensure integrity within its validity time (generally_one to two yea
stdigitally signed records cannot ensure their integrity for longer thad this validity time. A
hay be very difficult for an individual record system to prove the integrity of their digital r
 period of retention obligation, where this is longer than the validity period of the digital s

ossible solution can be provided by a Trusted Third Party Repository (TTPR) service.

'TPR is defined as a set of services, systems and personnélthat ensure that digital records,
it by a client, remain and can be asserted to be reliable and authentic, with the aim of

reliable access to managed digital records to its clients for the period of obligation for retentid

for

pa
ad

digital records should provide trustworthy serviegs for clients, which can be examined by
rties (i.e. inspector, auditor, evaluator). These FTPR services are helpful to identify thg
missibility of clients’ digital records as a source of evidence.

Thiis Technical Report describes the specific requirements for the trustworthy services proy
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PR.Its main purpose is to ensure thatdigital records can retain the relevant evidence and in
hn ensured and trusted manner duging the required period of retention.

order to protect digital records from business disputes during the period they are required for
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1) UNCITRAL 200t, United Nations Convention on the Use of Electronic Communication in International Contracts.
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Information and documentation - Trusted third party
repository for digital records

information in any format created, received and maintained by digital means, used as evi
information by an organizatien/or person, in pursuance oflegal obligations or in the transaction g

NOTE Adapted from (S0'15489-1:2001.

information package
content information and associated preservation description information which is needed to
identification and preservation of the authentic and reliable digital records

epository
d serve as

ds during
barticular

5 between

R services

lence and
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b data unit
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aid in the

NOTE1 The information package has associated packaging information used to delimit and identify the

content information and preservation description information.
NOTE 2  Adapted from ISO 14721:2012.

2.6
process

series of actions or events taking place in a defined manner leading to the provision of TTPR services
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2.7

public key certificate
digitally-signed statement that binds the value of a public key to the identity of the person, device or
service that holds the corresponding private key

NOTE

Certificates are issued and signed by a certification authority (CA). The entity that receives a certific

from a CA is the subject of that certificate.

2.8

service level agreement

SLA

ate

written agreementbetween a service provider and a client that documents services and agreed serviceley

NOTE

29
system

Adapted from ISO/IEC 20000-1:2011.

hardware|and software of the TTPR

2.10

trusted afrchival information package

TAIP
informati

bn package, consisting of the content information, creator’s digital signature and a TTPR|

third party’s timestamp, and the associated preservation descriptioninformation, which is presery
in a TTPR|after verification

2.11

trusted dissemination information package

TDIP
informati

2.12
trusted s
TSIP
informati

n package, derived from one or more TAIPs, recéived by a clientin response to arequesttoa TT|

pnbmission information package

and a TTHR or third party’s timestamp, delivering the time and information of the sender

NOTE 1
in accorda

NOTE 2

2.13
trusted t
TTPR

Herein, the digital signature is prepared using the public key certificate and the time stamp is crea
ice with the time stampingmodule provided by a TTPR.

Adapted from ISO/TS715000-2:2004.

hird party.répository

set of ser¥ices, Systems and personnel that ensure that the digital records entrusted to it by a cli
remain arjd can‘tbe asserted to be reliable and authentic

NOTE
obligation

2.14

els

or
ed

bn package that is delivered by a’client to a TTPR with creator’s and sender’s digital signatyre

ted

ent

Thishasthe goatof providing retiabteaccess tommanmaged digital recordstoitschentsimthe perio
for retention.

TTPR certificate
digital document issued to authenticate the digital record in the TTPR

2.15

TTPR service
intangible product that is the result of at least one activity performed at the interface between a
TTPR and a client

NOTE

Adapted from ISO 9000:2005.

of
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2.16

third party

person or body that is recognized as being independent of the parties involved, as concerns the
issue in question

2.17
trustworthiness
quality (of a TTPR) of being dependable and reliable

NOTE A trustworthy TTPR can be trusted to deliver its services in an authentic manner by following
documented pn]i(‘ipq and processes and ensuring the accuracy. reliabilitv and authenticity of the records in the

refjository over time.

3 | Overview of a TTPR

3.1 Necessity for a TTPR

With the development and advancement of information and communication technology (ICT|) over the
lagt two decades, the use of digital records has increased greatly. Accotdingly, the number of glectronic
trgnsactions carried out by individuals and organizations in theirdaily activities has incr¢ased. For
example, in international transactions, many documents and recerds in digital formats are ¢xchanged
in prder to initiate, process and complete transactions betweendimporters and exporters. Banks are also
inyolved in electronic records exchanges to confirm credit orxpayment. In the health industry, freatment
regords are exchanged between clinics or patients and insurance companies; order of treatmept records
ar¢ exchanged between general clinics and specialized cdlinics. These kinds of individual or orgapizational
trgnsactions are very common within one sector or across several industries. During these trapsactions,
digital records can be easily copied, modified and distributed by an unauthorized person. This aspect of
dofuments and records retained in digital formats may create the risk of alteration or forgerjy, and has
raised awareness of the need for the secure management and transaction of digital records.

To|help prevent possible risks, some countries have enacted laws and regulations requiring provable
authenticity, reliability, integrity and a¢cessibility as a precondition for legal effect and enfqrceability
of |digital records. These regulatigns-'explain the requirements for adopting secured digital records
anfl for judging their evidential admissibility. However, these requirements only typically describe the
mgndatory characteristics that\retained digital records need to have, regardless of an orgdnization’s
re¢ords management capability. While many organizations have implemented a records slystem for
th¢mselves, implementation’ of electronic records exchange across organizations often faces{a number
of [challenges. Individuals are also limited in their ability to comply with legal requiremerts for the
admissibility of theirdigital records. This limitation might cause social problems, delay operational
processes, reduce efficiency and prevent electronic exchange.

=

Therefore, as/the exchange of secure records becomes more significant for individupl and/or
organizatienal collaboration, the social demand for a trustworthy electronic transaction enyironment
hap emerged as one of the major issues in digital environments today. Protecting informatior] in digital
re¢ords is beginning to be regarded as an indispensable precondition for operational effidiency and

econemicbenefitin organizations acrossall sectorsand industries |

One way of resolving this situation is to build and use a TTPR. A third party is an independent
individual or organization that is separate from the direct interests of mutual parties, and that acts as
an intermediary when two parties are exchanging digital information in a secure manner. Society and
governments should be in a position to trust the third party. To prevent any complications that may
arise during electronic transactions, a TTPR operates systems and facilities and follows well-defined
procedures according to the principles and guidelines for managing digital records in a secure manner.
During these processes, the TTPR ensures the authenticity, reliability, integrity and usability of digital
records, for the period of the contracted service. In addition, the TTPR provides an official source of
digital records that are admissible as evidence from a third party in the event of a dispute between
parties regarding their records.

© IS0 2012 - All rights reserved 3
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TTPRs can play a significant role and provide several benefits to parties involved. A TTPR could
provide document digitization services for converting paper documents into digital records with legal
admissibility. It could also provide services for managing digital records. A TTPR is endowed with
authorized custody over the stored records. ATTPR also provides certification services by authenticating
digital documents and issuing certifications on documents processed and retained by the TTPR.
Furthermore, a TTPR works as an intermediary to provide a secure exchange of digital records between
creators, senders and receivers in many forms of electronic transactions (e.g. one-to-one party, one-to-
many parties, many-to-many parties in business transactions and operational workflows). As such, a
TTPR can provide a public service for secure electronic information exchange between individuals or
organizations.

As a resullt, a TTPR can have a role in the management of digital records produced or received in b(Lth
the publicland the private sector. The TTPR helps reduce the cost of constructing and operating‘interpal
repositories by enabling the outsourcing aspects of electronic records management. Reeently, wiith
the incredsing popularity of cloud computing service environments, the shift from traditional records
management to service-oriented approaches is appropriate. Therefore, TTPR services €ah-be helpful for
effective gnd efficient management of digital records.

3.2 Requirements for trustworthiness

The trustorthiness requirements of the TTPR should meet the high level' requirements in termg of
authenticity, reliability and integrity described in ISO 15489 (all parts) and should follow the legal
requiremg¢nts for electronic communications formulated by UNCITRAL. Moreover, these requirements
need to extend to information packages driven from the referémcé model for information archiyal
suggested in ISO 14721 for the purpose of reliable custody.

ATTPR should follow the trustworthiness requirements broken down into the attributes of authenticity,
reliabilityjand integrity described below:

— The ajuthenticity of the client’s digital records_issaccounted for in a business context, for example,
the crjeators’ place of business at time of creation of the record should be retained. The TTPR shotild
be able to check this.

— The TTPR should agree with thie,client regarding the client’s role and responsibility for
afithenticity during the service contract period. When the TTPR checks the state of authentidity
of the clients’ records, the cliént'should be able to account for this. If a client can’t account for the
apithenticity of its digital records, the TTPR should not classify those digital records as authentic.

he authenticity of digital records created by the client is maintained using the timestamp gnd
gital signature applied at the time of ‘freezing’ the record. To ensure this, the clients’ digital
pcords systemshould attach the timestamp to created records, sourced from the time stamping
odule provided'by the TTPR. Also it should attach the clients’ digital signature to the digital
bcords. Using this digital signature, digital records that have been falsified can be recognized
ihmediately, and consequentially, their authenticity and integrity can be challenged.

—n

— The rfeliability of digital records can be confirmed by verifying the custody of digital recorgds.
Howelver/the TTPR should specify only where the custody is between the TTPR and its clients

— A client should transfer digital records to the TTPR as a package in the form of a Trusted
Submission Information Package (TSIP).

— The TTPR should confirm the reliable custody of clients’ digital records by validating received
clients’ TSIP regarding any change in the digital records and/or any transmission errors.

— The integrity of digital records should be retained after creation for the period of retention. After
confirming the authenticity and reliability requirements from transmitted digital records, the
TTPR should maintain the integrity for the period of retention by registering these records as a
TAIP package (i.e. the information package of the TTPR’s signed registration metadata, the attached
clients’ digital records and evidential history).

4 © IS0 2012 - All rights reserved
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The TTPR should retain and manage the registration metadata, including the time of registration,
retention period, client information, the history of digital records, etc. In order to be able to confirm
trustworthiness of the stored digital records, the TTPR should be able to document key processes in the
management of digital records, such as acquisition, retention, distribution, delivery and migration and

dis

position, and provide the document to a client as proof when requested.

3.3 TTPR components

A TTPR comprises services, systems and personnel as shown in Figure 1.

SefVices are provided to a client by the TTPR after the client nas been authorized to Use
vice through a contract. The TTPR should provide all the services specified in the centrjact to the

NS

client, to the agreed quality level. The client should also fulfil all the obligations in the) cor
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dig
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imple, the client should include the metadata required for validation of the authenticity|

ital records. Besides the service provider and the client, there are other parties indirect
the TTPR, for example, the inspector, auditor, evaluator. They are referred to as intereste
e inspector is an individual/organization that reviews technical isStes in detail to
ether the digital records stored in a TTPR have legal evidential admissibility. The aud

bcedures and guidelines. The evaluator is an individual/organization that mainly judges

rifies the TTPR based on objective and formally establish€d criteria, to provide the basis
PR can secure the confidence of its clients.

T

software/hardware system fulfils its role as a tool;<allowing the TTPR to maintain trustw

the TTPR

tract. For
of digital

ords into information packages. The TTPR should be able to verify the authentieity of the transmitted

ly related
d parties.

letermine

itor is an

lividual /organization that audits and monitors whether a TTPR is mghaged according to the defined
Wwhether a
tware/hardware system satisfies the necessary functional pequirements. The evaluator checks and

by which

orthiness

anfl provide different services required by clients: The transmission system, which ::|llows the
s

client’s created digital record to be transmitted reliably with integrity, the verification sy
aufomatically validates the metadata required-for authenticity check during the acquisition
the repository system for the retention and\management of the digital record, are includse
software/hardware system. Also, the client’s system is necessary for the TTPR to maintain
reliable transmission channel and use alstandardized transmission package.

Thie TTPR’s personnel have two maintasks: management and marketing. The managementtas
tware/hardware to provideithe TTPR services and preserves service quality. The markgting task

sof
pe

Fforms public relations and-collects the clients’ requirements.
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3.4 Characteristics of a TTPR

For a TTPR to be a reliable agent of digital record management for clients, the TTPR should be capable
of providing consistent and stable service, have specialized competence to guarantee the evidential
admissibility of the digital records, and maintain neutrality toward all parties. The basic characteristics
required of the TTPR are divided into three aspects: stability, expertise and neutrality.

Stability: For consistent management of the stored digital records consigned to the TTPR and to provide
trustworthiness to the client, a TTPR should ensure stability. A TTPR should have sufficient capital and
human resources, a management strategy and execution capablhty Furthermore the TTPR should be
abletost Aty : S3s eH

is¢: A TTPR should have expertise in coping with all the matters related to digital |recorgds.
Expertise|is the essential attribute of the TTPR in ensuring the authenticity, reliability, integrity and

record mgnagement system is also based on such expertise. The TTPR should employ experts and|be
ith specialized processes and systems to ensure its own expertise. Spécialized procedures
should befestablished for activities related to digital record management, such as acquisition, archivipg,
ion, delivery and migration and disposition of the digital record. The. TTPR should be equipged
with a spgcialized system to provide functions related to digital record mahagement, such as metadata
processing, reliable messaging, security, digital signatures, time-stamps,etc.

Neutralitly: A TTPR should maintain its neutrality toward all parties) A TTPR will only be recognized
within sofiety if its neutrality is maintained. In addition, a TTPR should satisfy the guidelines and
requirem¢nts proposed in this Technical Report, and should be independent in its performance| of
reliable djgital record management, regardless of any external pressure; political institution, client
organizatjon and all the stakeholders.

4 TTPR services

4.1 Seryice procedure

After the [formation of a contract between a client and a TTPR, the client should construct a system
by adoptipg modules or specifications\provided by the TTPR, whose functions are packaging digital
records, aftaching a digital signature/and transmitting the digital records. After constructing the clignt
system, the client can transmit.digital records packaged in the form of a TSIP to the TTPR through the
transmisgion channel at a specific time or at any time, according to the contract. When the TTPR receiyes
the packape, it verifies the-package and its integrity. If there are no problems, the TTPR repackages the
submitted package into@\TAIP and places it in digital storage. The client may request an authentidity
certificat¢ or confirpiation documents to prove that the digital records have reached each stage| of
submissign withoutproblems.

A TTPR has a faeility to migrate the digital records stored in the TTPR to other TTPRs, or to the clignt
who owns the records When the agreed perlod of the digital records storage expires or the cli¢nt
requests the=ed : : ‘ < :

4.2 TTPR service contracts

4.2.1 General

A TTPR should contract with a client to provide services to the client. The contract should specify
the engagement of the service type, the service period, the authority and duty of the client, and the
responsibility of the TTPR. In particular, a TTPR service contract should clearly state whether the client
needs to provide information to the TTPR to prove the authenticity of digital records submitted by them,
to enable the TTPR to meet its responsibility as a provider of trustworthy services. It is recommended
that the contract includes a service level agreement (SLA) between a client and a TTPR. An SLA should
clarify the quality factors and the levels of TTPR services agreed by the client and the TTPR. An SLA

6 © IS0 2012 - All rights reserved
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may also describe the method and amount of compensation when the TTPR does not meet the service
level agreed in the SLA. The contract may also fix the TTPR’s authority or determine the limitation
of the client’s accountability/responsibility, and provide a reasonable solution for any case or incident
which may arise. The client’s damages due to TTPR service problems may be minimized through the
SLA contract, in which the client may give a penalty or incentive to the TTPR based on the quality of the
provided service.

4.2.2 Service contract items

To use the service provided by a TTPR, clients (individuals or organizations) should enter into a service
coptract with the TTPR. The following should be included in the service contract:

—| service fees;

—| service period;

—| confirmation of digital record’s authenticity;

—| the procedure and method of digital record transmission;

—| the scope of accountability and responsibility of the TTPR and the-lient;

—| the type of service the client is willing to use, pertaining to ,the)management service;

—| the client’s authority of access and use for consigned digjtal records;

—| issues related to security and data protection of consigned digital records;

—| provision of necessary information by the clientd@nd the TTPR during the service period;
—| issues related to insurance coverage in the-event of compensation due to service or disaster; and

—| issues related to service quality and evaluation on the quality.
4.2.3 Service level agreement

4.2.3.1 General

Thie client should consent'to the service agreement in order to use the service provided by the TTPR.
Thie TTPR should provide)the service based on the agreement to which the client has consentdd, and the
client should also conform to the service agreement and have the right to receive the service|The main
items of a SLA are-described below.

4.2.3.2 Service period

A TTPRsshould be obliged to provide the service to the client in accordance with the agreemént during
the¢ eontract period, and the client should have the right to receive the service in accordanc¢ with the

agteement during the period.-The client mav specifyv the following regarding the service period:
(=] r °4 r J (=] (=] (=] r "

— Effective period of service agreement;
— Retention period for each digital record; and

— Available period of non-repository certification service (refer to 4.3.9).

© IS0 2012 - All rights reserved 7
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4.2.3.3 Transmission procedure and method

Agreement on the procedure and method for acquisition and transmission of digital records between the
TTPR and the client should be settled. The following should be consented to regarding the transmission
procedure and method:

— Decide on an online or offline method;

— Decide whether the record will be saved in the TTPR whenever a nonrecurring record such as
transaction takes place, or whether to save certain quantities of data as a batch;

whether an encrypted transmission channel will be used; and

which reliable transmission method (e.g. At Least Once delivery, At Most Once~delivery,
Exactly Once delivery and In Order delivery) will be used.

4.2.3.4 Types of repository service

The TTPR should clarify the type and characteristics of each of its services to cliehts in a manner that
the client tan clearly understand. Types and characteristics of TTPR services are\as follows:

— Simple fepository service:

The TTPR provides repository services for the digital records of the client during the period of
time gpecified in the agreement. However, no evidential document is provided for the records.

Unlegs there is an extension, the consigned digital records are disposed of in a manner preventihg
their physical recovery.

— Delivery and migration service:

When a client requests the delivery and migratiofi“of the consigned digital records, the TTPR acts
as a mediator transmitting the records to a TTPR or another assigned client. When the client only
uses the delivery and migration service but hot the repository service, and wishes to migrate
the dlgital records to a certain party, the(l;TPR migrates the digital records to the second party
through a series of processes and disposes of the digital records afterwards.

— Repositlory and certification service:

The TTPR provides a repository service for the digital records of the client during the period of
time $pecified in the SLA.Based on the stored record, it is possible for the TTPR to authenticate
whether it is original, cheek the result for authenticity and integrity, and certify that the authent
cated| copy has beenrissued. Unless there is an extension, the consigned digital record is dispose
of in 4 manner preéyernting its physical recovery.

—
]

jom

— Non-repository-certification service (Remote Certification Service):

The TTPR.only stores the metadata trail of the digital record by hashing, without storing the origi-
itdl record in the TTPR'’s repository. Using the stored metadata trail, the TTPR remotely ll
determines the authenticity and integrity status of the digital record.

4.2.3.5 Security and data protection

To secure the system integrity and protect the digital record and relevant data, the following security
provisions should be established and conformed to:

— protect against unauthorized access to the digital record and its metadata;
— validate data and information in the digital record;

— encrypt the transmission channel;
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maintain a backup copy to replace a digital record when there has been data loss or error;

retain and dispose of a digital record for which the retention period and disposition requirements
specified in the contract with the consigner have been satisfied, and documentation of conformance

to such requirements and any relevant disposition schedule;

develop a business continuity plan for digital records and relevant records, including production of

off-site copies of records, operating system (OS) and application programs; and

maintain security for all transmission and receipt procedures.

Ac
in

no
T
dig
en

=]

Th
pr

4.4

M¢
be
or

4.]

4.3

Cryption and authorization management.

.2.3.6 Information provision

e TTPR and the client should specify the information and type %f certification documentg

.3.7 Compensation

ans of compensation for loss, calculation of compensation amount, scope of compensation, ¢
agreed upon in order to prepare for any damagecto’the client due to service suspension of
oss of the stored digital record due to unexpected disaster, human error or a service quality

8  TTPR services

.1 Acquisition service

Thiis is a mandatory service in.order for a TTPR to receive an information package includji

re
thd

ords from a client. The TTPRshould register the received records in repository storage aftej
b whole information package. Requirements for providing the acquisition service are as fol

a client who is willing to store digital records in the TTPR should be authorized as a men
TTPR;
the recordto the TTPR;

theauthenticity of digital records to be stored in the TTPR should be verifiable, using
digital signature and timestamp of creation;

pvided during the period stated in the service agreement to provide and receive the servicg.

Fess Tevels to the TTPR and usage procedures for internal records of the TTPR should be dofumented
detail in accordance with the security policy. Access guidelines, change of authorized“personnel,
Fification of unauthorized access and records of countermeasures to such access sheuld befincluded.

improve security and ensure integrity, encryption and a digital signature shottld"be applied to the
ital record stored in the TTPR. Also, the TTPR should establish proceduties’ and techpology for

tion to be

h

tc. should
the TTPR
 problem.

ng digital
verifying
ows:

ber of the

the client system should be able to package the digital record asa TSIP in preparation for transmitting

creator’s

Th

the TTPR should inspect the consigned digital record during the acquisition, on normal registration,

in the event of registration failure, virus infection and/or errors.
e TTPR’s acquisition service should maintain service quality as follows:

integrity should be maintained by receiving a digital record bundle as a TSIP;

— the process of packing the digital record in the form of a TSIP in the client system should be processed
within an acceptable time. In the event of a problem, the TTPR should notify the client with the

©lI

cause and solution; and
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— the following requirements should be complied with in order to maintain security during the
transmission and receipt of digital records between the TTPR and the client:

— use areliable transmission protocol with a transmission and receipt check function;

— process only using a secure transmission method;

— process confidentiality and integrity requirements for the transmitted and received digital
record; and

— perform denial protection for the transmitted and received digital record.

The procsq
a) Discu
client
recor

b) Thec
the cl

c) Thes
d) TheT

— wh

— wh
— wh
e) After
be col
f) Upon
issua
g) Thec
probl
4.3.2 R¢
Thisisam

for provid
— theT]

— aTAIl
the sy

dures of the TTPR’s acquisition service are as follows:

ss and establish an acquisition plan with the TTPR for digital records to be stored by f{

s, the acquisition method (online or offline), and the type of digital record.

ient selects the digital records and ensures that they use one of the agreed-file formats (if n
ent implements a file conversion procedure).

plected digital records are converted into a TSIP and transmitted-te’the TTPR.
TPR verifies the following prior to moving the TSIP to a digital récord repository:
ether the digital record in the TSIP has been successfully converted;

ether the digital record is infected by virus or has an‘error; and

ether the format of TSIP is compliant.

the acquisition of the digital records is complete, documentation of the received data shot
mpleted by the TTPR.

the client’s request, the TTPR should igsue the acquisition certificate and add it to the certific
nce list.

ient receives and confirms the-certificate issued by the TTPR and provided that there is
bm with the certificate, stores it by selecting an appropriate storage method.

bpository service

andatory servicéfor the TTPRto store the digitalrecords consigned by the client. Requireme
ing the servieg.are as follows:

'PR shouldfiave in place a process and system for the stable management of the digital record; 4

P sheuld'be produced at the point when the digital record is registered at the TTPR system, 4
stenm should manage the TAIP with a unique identifier assigned.

he

in the TTPR. The acquisition plan should include the acquisition date, the selection of digital

ot,

h1d

hte

no

nts

nd
nd

The TTPR’s repository service should maintain service quality as follows:

— the TTPR should create an audit trail for the completed management tasks, which will be used to

prove

the authenticity and integrity of the stored record;

— the TTPR should prevent loss of the digital record due to disaster, system failure, etc.

The proce
a) TheT

dures of the TTPR’s repository service are as follows:

TPR should verify the following when the client requests registration of the digital record:

— check the client’s registration authority;

— check whether the digital record is included in the TSIP; and
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— check whether the format for the TAIP is correct.

The TTPR should store the digital record in a TAIP, after the completion of verification of the

registration request of the client.

After the completion of registration of the digital record, the TTPR should issue a re
certificate to the client upon the client’s request, and add it to the certificate issuance list

The client receives and confirms the certificate issued by the TTPR and provided there isn
with the certificate, stores it by selecting an appropriate storage method.

gistration

o problem

4.3

.3 Access and use of service

Thiis is a mandatory service to enable a client to access and search the consigned digit

Re

guirements for providing the service are as follows:

The TTPR should establish principles for the authority to access, any conditions and re
regarding the stored digital record, and provide the client with various search tools using
and classification systems.

Browsing of access-restricted digital records should be possibleusing appropriate accesg
or by special request.

Access restriction can be applied during specified periods.of time.

Technical measures to prevent illegal copying, leaks, falsification, etc., should be ta
allowing browsing on a computer.

Thie TTPR’s access/use service should maintain service quality as follows:

Browsing or searching of the digital record by the client should be allowed within the
periods of time.

al record.

strictions
metadata

s controls

ken when

specified

Browsing or searching of the digital-record should be allowed subject to the agreed and quthorized

access authority.

The storage and browsing /issuing service should always be available for the client to use,
any specific access timing agreements.

Thie procedures of the TTPR’s access/use service are as follows:

The client should be allowed to use and search the digital record in the TTPR, using t
search tools.

The TTPRshould verify the following prior to fulfilling the browse request of the client:
— check the client’s access authority; and

— " check whether the browse function is supported for the file type requested by the cli

subject to

he agreed

ent.

Forgery and falsification of the digital records through actions such as amend or copy
prevented when the client browses the digital record.

should be

If the client is unable to browse a particular digital record, the TTPR should assist the client in

determining the cause of failure and should recommend a solution.

© IS0 2012 - All rights reserved
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4.3.4 Issuance service

Thisisamandatory service for the TTPR to issue the digital record consigned by the client. Requirements
for providing the service are as follows:

— the TTPR should issue digital records only to the client with issuance authority for the stored
records; and

— the TTPR should issue authentic digital records and should document the issuance of the records.

The TTPR’s issuance service should maintain service quality as follows:

— issua]lce of the digital record to the client should be allowed within the specified periods of time;ldnd

— theT
The TTPR
The procg
a) The T
digita
b) The T
by th
— Ch
— Ch
c) The 1
Packd
d) TheT
list af
e) Thec
with {

4.3.5 Cd

This is an
the client

— theT
reque

— the T
conve

PR should always be ready for the client to use the issuance service.

should provide the service when the client requests the issuance of the stored.digital reco
dures are as follows:

| record is requested by the client.

e client:

bck the client’s authority; and

bck whether the client is the recipient of the requesteddigital record.

TPR should issue the digital record to the client in a Trusted Dissemination Informat
ge (TDIP).

ter providing the digital record.

ientreceives and confirms the certificate issued by the TTPR and provided there is no probl
he certificate, stores it by selecting an appropriate storage method.

nversion service
optional service proVidéed by a TTPR to convert the format of the digital record consigned
for long-term storage purposes. Requirements for providing the service are as follows:

st conversion-of the digital record;

rsien'service; and

ird.

TPR should issue the digital record with an authenticity certificate when the issuance df a

TPR should verify the following prior to fulfilling an issuancérequest for a digital recqrd

on

TPR should issue an authenticity certificate to the client and add it to the certificate issuarnce

by

PR should onlyprovide a conversion service to the client who has demonstrable authority| to

TPR should notify clients about which digital record file types are available from the

— theT
client

ininial 1 1.l b 1l A . b il I L | o . | - =l - |
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should be able to browse the converted digital record upon request.

The TTPR’s conversion service should maintain service quality as follows:

— the conversion service should be performed within a specified period of time; and

— digital records should not be altered during the conversion process.

The procedures of the TTPR’s conversion service are as follows:

a) The client requests the digital records conversion.

he

b) The TTPR should verify the following upon a request by the client for the digital record’s conversion:

12
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— Check the client’s authority; and
— Check whether the digital record is convertible.
Convert the digital record.

The TTPR should save the converted digital record in a TSIP format.

2012(E)

The TTPR should document and save the metadata about the conversion process, and any changes

to the record’s metadata, e.g. format, time, log.

f)

g)

4.3
T

i
thg

Th

After completing the tonversiom of thedigitat Tecord; issuea nomr=atteration certificat
client’s request and add it to the certificate issuance list.

The client receives and confirms the non-alteration certificate issued by the TTPRs and
that there is no problem with the certificate, stores it by selecting an appropriaté-storage

.6 Delivery and migration service

is is an optional service which could be provided by the TTPR according to the client’s requi
rate the stored digital record to another TTPR or other nominatedpa¥rty. Requirements for
 delivery and migration service are as follows:

the client who requests the delivery and migration servicé/of the digital records should
recipient;

when the digital record is received for the purpose ofjproviding the delivery and migratid
the TTPR should store the received digital record;then convert it to the TTPR’s issuance f
transmit the digital record to the recipient in a‘timely manner;

advance;

the TTPR and the parties involved j-the transaction should have systems installed with t
for delivery and migration.

e TTPR’s delivery and migration service should maintain service quality as follows:

The completion of the-delivery and migration service should be undertaken within the
period of time afterthe-delivery and migration request has been received by the TTPR.

The delivery andumigration scope should be checked to confirm that the requested digit

migration.{When digital records outside the requested scope have been delivered and/or
the TTPR'\should determine the cause and notify it to the client.

should be completely transmitted.

upon the

provided
method.

rement to
providing

identify a

n service,
brmat and

the clients who transmits and receives therdigital record should become a member of the TTPR in

he module

specified

hl records

have been delivered and migrated. The TTPR should issue the certificate for the delivery and

migrated,

When'migrating the digital records stored in the TTPR to another TTPR, the relevant digital record

©lI

The following requirements should be complied with in order to maintain security d
transmission and receipt of a digital record between the TTPR and the client:

— use areliable transmission protocol with a transmission and receipt check function;

— process only using a secure transmission method;

uring the

— process confidentiality and integrity for both the transmitted and the received digital record, and

— perform denial protection for both the transmitted and the received digital record.

SO0 2012 - All rights reserved
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The procedures of the TTPR’s delivery and migration service are as follows:

When the client changes their TTPR or the digital record is to be migrated to another TTPR, the TTPR
should move the information relevantto the digital record and issue a delivery and migration certificate.

The TTPR should verify the following uponreceivingarequest for digital record delivery and migration:

— Check the client’s delivery and migration authority; and

— Check whether it is possible to move the record to the recipient TTPR.

self-npigration:

a)
b)
c) Deliv
d) The
e) Ther
regis
f) The
migr
by se
g) The 1
— move
the of
— after
client
4.3.7 Di
Thisis arn
for provid
— The d
regar

The TTPRs disposal service should maintain service quality as follows:

Thed
its ph

Docu

prove the legitimacy ef the disposal and to confirm the disposal of the digital record. At a minimy
metadlata such @&when and by whom the disposition was reviewed and the record was dispos

shoul

DiSpOS&l should be completed within the specified period ol time, upon the client's request to

TPR should save the metadata for the delivery and migration, e.g. format, time, and lag,etc

cipient TTPR should receive the digital record and register and store the record) Then, {
ration certificate is provided upon the client’s request, and added to the certificate issuancel

ient confirms the delivery and migration certificate and registration certificate from f{
tion and recipient TTPR, and provided that there is no problem with the certificate, store
cting an appropriate storage method.

TPR should self-migrate in accordance with the following, 4pon the client’s request

iginal storage media, so that it cannot physically be recevered; and

the self-migration of the digital record, the TTPR provides a non-alteration certificate to {
and adds it to the certificate issuance list.

sposal service

handatory service for a TTPR to dispese the digital record stored in the TTPR. Requireme
ing the disposal service are as follofws:

igital record is disposed of when the retention period expires or upon the client’s requ
less of the expiration date;

gitalrecord for which disposal has been approved should be disposed ofin amanner prevent
ysical recovery; dispesal is only to be performed on the authority of a senior TTPR employsg

mentation of the disposal process should be made, in case it is necessary after the disposal

H be produced and maintained for future needs.

the digital record to a different storage media or platformyand discard the digital record i

he
st.

he
5 it

for

he

nts
pst
ng

to
m,
ed

TTPR for disposal.

he

In the event of failure during processing the digital record which is being disposed, all relevant data
should be disposed of in accordance with the transaction process.

No record related to the disposed digital record should be left, other than the certificate of disposal.

To maintain security and reliability, disposal should only be performed on the authority of a senior
TTPR employee.

The procedures of a TTPR’s disposal service are as follows:

a) The TTPR checks the following, upon receiving the client’s request for disposal of a digital record:
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— the client’s authority; and
— the previously nominated retention period of the digital record.

If the retention period of the digital record is decided by the client, the TTPR should notify the client
of the expiration of the retention period one month prior to the expiration date.

A digital record may be disposed of upon the client’s request, regardless of the retention period.

The TTPR should dispose of the digital record in accordance with the following, upon the client’s
request for disposal:

£)

4.3

— destroy the digital record so that it cannot be physically recovered;

— after the disposal of the digital record, issue a disposal certificate to the client; and
— add the disposal information to the certificate issuance list.

The TTPR should allow for the extension of the retention period, if requested by the clien.

The client confirms the disposition certificate or non-alteration cextificate issued by the TTPR,
and provided that there is no problem with the certificate, stofes-it by selecting an agpropriate
storage method.

.8 TTPR certification service

Thiis is a mandatory service for the TTPR to issue certificates for the stored digital record. Reqpirements

for

Th

providing the certification/confirmation service are\as follows:
The TTPR should be able to produce an authenti¢ copy of the digital record upon the client|s request.

The TTPR should establish a procedure forissuing an authentic copy by confirming the authenticity
and by producing the copy requested.

The TTPR should issue a certificate proving the authenticity of the digital record copy, be rgsponsible
for documentation of the issuarce'and provide a function confirming the issuance itselfand verifying
the integrity.

The TTPR should proyide a function to verify format, expiration date, disposition isspie, digital
signature and signature’certificate of the issued authentic copy and certification document.

e TTPR’s certification service should maintain service quality as follows:

The TTPR should be able to issue a certification document within the specified period of fime, upon
the clientis.request.

Documentation for issuance of all the certification documents should be made to epsure the
reliability of the issued certificate.

L 1s TDR
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To maintain security during the transmission and receipt of the certificate between the TTPR and
the client, the following should be conformed to:

— use areliable transmission protocol with a transmission and receipt check function;
— process only using a secure transmission method;
— process confidentiality and integrity for transmitted and received certificate; and

— perform denial protection for transmitted and received certificate.
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The procedures of a TTPR’s certification service are as follows:

16

The T

TPR provides certification documents as follows:

— issue a registration certification document to prove the registration and deposit of the digital
record requested by the client, in the TTPR;

— issue an issuance certification document to prove the issuance of a digital record with an
authenticity certificate to the client;

— issue a delivery and migration certification document to prove the transmission of the digital

r
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— time and date of request for the certification document;

|
o)

—n

1

The T

|
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— D

t¢ the authentic digital record stored in the TTPR;

pcord to another TTPR;

sue a disposition certification document to prove the complete disposition of the digitalrecd
pquested by the client;

sue a non-alteration certification document to prove that the content of the digital record
pt been modified after the change of file type or storage media;

sue an authenticity certification to prove that the digital record issuedto.the client is identi

hen it is required to issue a new type of certification document during the process
Foviding the digital record management service, the TTPR may define the function, purp
hd format for usage.

TPR should include the following information in the certification document:
hme of the certification document requestor (for okganizations, the name of the company);

hique identifiers of the certification documént requestor (for organizations, the busin
Cence number);

brial number of the certification document;

xpiration date of the certificdtion document;

irpose of the certification'"document;

formation showing:the TTPR, e.g. title of the TTPR.

TPR should produce the certification document as follows:

Foduce certificates based on a standardized certificate format;

ecord.titiie information from the TTPR’s system on the certification document;

réduce a security report demonstrating the integrity of the digital record and attach it to {

rd

1as

cal

of
se

ESS

he

certirication document,

— attach the TTPR’s digital signature.

Issuance of the certification document of the digital record should proceed as follows:

— check the client’s certification document request authority;

— issue an electronic certification document based on a standardized certificate format.

The TTPR should retain the list of issued certificates/confirmation documents and record the
following certification document list information:

— serial number of the certification document;
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— issued date and time of the certification document;
— expiration date of the certification document;
— purpose of the certification document;

— other necessary information.

4.3.9 Non-repository certification service (Remote Certification Service)

T

isisaservice, which could be optionally provided for client convenience, by whicha TTPR ca

remotely

cel
ex

Th

tify a digital record not stored in the TTPR by only storing information about the digital)r
hmple, its hash tag). Requirements for providing the non-repository service are as follows:

The client who is willing to use the non-repository certification service should be a iember of

The TTPR should be able to extract the information for identifying the relevant digital re
as the hash tag).

The TTPR should be able to determine whether there has been forgeryand/or falsification
record by using the information about the digital record for comparison purposes. Fur|
the certification for comparison should be issued to the client.

Information about the digital record should be disposed of@fter the expiration of a specif
based on the service agreement.

e TTPR’s non-repository certification service should maintain service quality as follows:

Information about the extraction of the digitalrecord which the client requests from t
certification service should be processed withih the specified period of time.

A client should always be able to use the.remote certification service.

The process by which remote certification service determines the forgery and/or falsifi
digital record should be completedwithin the specified period of time.

Documentation forissuanceofall certificates should be made for the reliability of the issued g

The following should bé conformed to, in order to maintain the security during the tra
and receipt of a digitalrecord between the TTPR and the client:

— to use areliable transmission protocol with a transmission and receipt check function;

— to process/only using secure transmission methods;
— to process confidentiality and integrity information about the digital record; and

— \to'perform denial protection for the information about the digital record.

Thke prm‘pdnrpq of a TTPR’s non-repository service are as follows:

ecord (for

the TTPR.

tord (such

bfadigital
thermore,

ed period

e remote

ration of a

ertificate.

nsmission

— The client transmits the digital record to the TTPR that will be used for non-repository

certification service.

— The TTPR extracts the information (such as the hash tag) for the received digital record, and then

discards the digital record.

— The TTPR provides remote certification using the information about the digital record as follows:

©lI

— issue aregistration certificate to prove the storage of the digital record’s information requested

by the client;
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— issue an authenticity certificate to prove that the information about the digital record stored in
the TTPR and the digital record requested for comparison are identical;

— issue a certificate to prove that the digital record certified by the TTPR and the digital record
requested for comparison is not forged and/or falsified; and

— issue a disposition certificate to prove the complete disposition of the information stored about
the digital record as requested by the client.

The TTPR should include the following information in the certificate:

— namefof the certificate requestor (for organizations, the name of the company);

— unique identifiers of the certificate requestor (for organizations, the business licence number);
— seriallnumber of the certificate;

— time 4nd date of request for the certificate;

— expirfition date of the certificate;

— purpgse of the certificate; and

— information identifying the TTPR, e.g. the title of the TTPR.

5 Systém requirements

5.1 General

To maintdin reliable and useful TTPR services, it is-necessary to establish software and hardware
systems which are secure and reliable. The system should protect managed digital records in the event
of any didaster, such as earthquake, fire or intruSion by an unauthorized person, etc. As the TTPR is
exposed dn public networks, it should employ/a Security system to defend against any threats to the
TTPR. This chapter presents the types and.requirements of TTPR systems that should be consideied
from the time of establishment.

5.2 Digital record repositorysystem

The digitgl record repository system of a TTPR should be equipped with the following functions:
— regisfration, browsing-and searching of the digital records;

— issuafce of certificates and digital records;

— migrdtion and.réceipt of the digital record;

— convdrsion of the digital record;

— integrity check of the digital record; and

— termination and disposition of the digital record.

5.3 Transmitter-receiver system

The TTPR’s transmitter-receiver system should satisfy the following functions to transmit or receive
messages, including the digital record:

— function to transmitand receive the messages according to the standardized procedure and method;

— function to process confidentiality and integrity for the transmitted or received message;
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function to ensure transmission security;
function to check the transmission or receipt of the sent or received message; and

denial protection functions for transmitted or received message.

Network system

The TTPR’s network system should satisfy the following functions for the connection between the client
system and the TTPR and between TTPRs:

5.5
Thie

Suth equipment should perform the following functions:

function to create and distribute the digital record;

function supporting the use of the service, such as the management of digital @eeord
outside system; and

function supporting check of the process result within the repository from“the outside sy

Time-stamping system

TTPR should be equipped with a system that records and managesthe date and time of trar

function enabling time transmitter to send the time fromthe time source;
function to inform the administrator when time transmitter has an error;

function to provide the exact date and time overra full 24 h period when time transmis
time source has been completed;

function that corrects the time of the time:stamping system using the time from the time tr3

function that initiates the time-stamping function after the exact correction of the time fo
stamping system;

function that provides a continuous time correction function;

function that automaticallyceases the time-stamping service, immediately after there 4
failure of the time correction function and the error message has been output;

function that checks“whether the time recorded on the time checking token received by
matches the issuaifice time; and

function that-provides the time-stamping service using the digital signature.

Trailmanagement system

5 from an

stem.

Ismission.

sion from

Insmitter;

" the time-

as been a

the client

vices such

TTPR should create and retain an audit record for the following information related to ser

registration history of the digital record;

issuance history of the digital record;

repository migration history of the digital record;

disposition, self-migration and recovery histories of the digital record;
conversion history of the digital record;

transmission and receipt histories of the digital record; and

certificate issuance history of the digital record.
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5.7 Security system of network system

The TTPR’s network system security system should provide the following in order to realize network
security:

5.8 Acgess control equipment

function to provide consistent services, such as digital record repository, in the event that one of the
transmission systems fails;

dual intrusion protection systems and access control protocols required for services such as digital
record repository; and

real-tjme system or equipment with access control function, which checks the network status,and
recorfls and maintains the access histories created from the network system.

The TTPR|should be equipped with access control equipment that satisfies the following requiremerits,

to controllaccess to the system operation room:

physigal access control function that restricts access by unauthorized persong tothe repository systgm;

audit|record function for information such as serial number, type“of incident and whether
systein has succeeded or failed, and if it has failed, the cause of failure, access date and time and
information on intruder;

control function with biometric based identificatioh. function such as fingerprint or iris
ition and possession based identification function sieh as key or card combined together

cess to the operation room during power outage.should be ensured;

The TTPR|should be.gquipped with a certificate issuance and validation system satisfying the followlng

the functien to create the unique identifier of the certificate;

the function to create the security value assuring the integrity of the digital record;

the function to attach the digital signature of the repository to prove the identity of the issuing TTPR;
the function to attach the correct time, transmitted from the time-stamp system;

the function to create the certificate according to a standardized format; and

the encryption function to ensure the confidentiality of specific information in the certificate.

The TTPR’s certificate system should have the following to set the certificate creation policy:

20
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© ISO 2012 - All rights reserved


https://standardsiso.com/api/?name=ac31aaddec5db35898a10c462306494e

ISO/TR 17068:2012(E)

the applicable scope or purpose of use of the certificate, and

the extension field of the certificate.

The TTPR’s certificate validation and issuance system should have a function to allow the issuance of
certificates for the following:

the registration certificate to prove the registration of the digital record by the client;

— the migration certificate to prove the migration of the digital record to another repository;

Thie TTPR’s certificate service should have functions that allow enquiry on the following item

Thie TTPR’s certificate system should have the following functions to validate the certificate:

Th

thredisposition certificate to prove the disposat of thedigital Tecord;

the non-alteration certificate to prove that the content of the digital record has notheen
after a change of file type or storage media;

the authenticity certificate to prove that the issued digital record is identical, €o)the auther
record stored in the repository; and

any additional type of certificate required during the performance of the services, such as
record repository.

The applicant’s information: The certificate should include personal identification and st

The certificate information: Verifiable information related to certifying the validity of the g
such as time and date of request for issuance, time.and date of issuance, information on f{
being issued, type and purpose of the certificate and the expiration date.

Information of issuing TTPR: Information confirming the identity of the issuing TTPR.

Any other information related to legal effect, validation, etc. of the certificate.

the function of validating the certificate according to a standardized certificate format;
the function of validatingthrough validation route written on the certificate;
the function of validating by checking the certificate issuance list of the repository;

the function of validating the integrity of the certificate by checking the digital signaturg
value, etc. written on the certificate; and

the functigh of notifying the client when the validation on the certificate has failed.
e TTPR's'Certificate system should have the following functions for audit on the certificate

maintenance of the information related to the created/issued certificate for a limited ti

modified

tic digital

the digital

S:
htus.

ertificate,
he record

b, security

me period

£ +1 3 43 daot £l £afs £
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the function of creating and maintaining the audit record on the details of certificate issuance and

backup function for the audit record;
the protection from the threat of forgery/falsification and deletion of audit record;

the protection from the illegal use of certificate creation/issuance software; and

theroleclassification and access control function ofthe policyadministrator, operationadministrator
and audit administrator. When there is any other administrator role assigned, role classification

and access control function should be provided.
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5.11 Backup system

The TTPR’s backup system should have the following functions:

— a separate function enabling the backup system to protect digital records in the repository, and to
ensure their stable retention;

— afunction that allows complete backup of the record in the system;

— a function that allows the backup of the database that will be applied to the repository, under
nonstop status;

— a fun

— afund
by th¢

— a fun

5.12 Rer
The TTPR

— are
and

— physi
secur

— audit

— backy
backu

— intru;g

6 Man

6.1 Ger
The follow

6.2 Clie
The follow

— client

tion that allows backup for different types of platform such as Linux, Unix, Windows, etc};

tion that allows backup of digital records, databases and other management information us
e TTPR for management and access purposes; and

tion preventing the forgery and falsification of backup data.

note repository system
s remote repository system should have the following functions;

ote repository system operating at a distance which maintdins the digital record, certific
anagement information of the repository;

ral access control device and locking system for the 'remote repository system, such
ity cabinet;

recording and maintaining the access details of the remote repository system;

p function for digital records, databases and other management information according to {
p cycle proposed in the working principles; and

ion surveillance device for the remote repository system.

agement requirements

jeral

ing managementrequirements should be satisfied for the stable and reliable operation ofa TT]

nt management
ing sholilld be managed for client information registration:

sidentification and authentication processes needs to be available when the clientisregister

ed

hte

as

he

— client

— client

's registration date, name, certification, etc. should be entered accurately; and

’s information should be deleted only when no longer needed for legitimate purposes.

The following should be managed for client’s authority management and control:

— provide a client’s authority management function;

— if the authority given to the client is deleted or changed arbitrarily, no error should occur when
managing the information or relevant document of the client to whom the authority was given;

— whenthe TTPR administrator performs management of the client’s authority, the basis of the client’s
request should be retained;
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the TTPR service should be provided or controlled based on the client’s authority; and

— aclient’s authority management history and histories of requests for and responses to each service

should be recorded in the audit record.

6.3 Administrator’s role and authority management

Th

e roles and authority of the TTPR administrator should be managed as follows:

roles of all TTPR administrators are defined, and access to TTPR data are controlled based on the role;

Th

1114

6.4
Th

eachadministrator should be assigned arole, and collected history should be maintained and

access to records of unauthorized activities should be restricted to authorized personnel

activities should be recorded in the audit record.
e following should be managed for access control at the operation systemdevel:

when an unauthorized administrator attempts to access a systemyaceess authority will ng
by the operating system of the system; and

gal use of certification creation/issuance software should be handled as follows:

access should be controlled so that only the administrator with proper authority will havs
the certification creation/issuance software;

when blocking the access, warning message-should be displayed simultaneously;

the complete access history should be recorded in the log, including the illegal acc
administrator; and

if the certification creation/issuance software’s structure consists of server and client, cd
access control function on bothsides.

} Network and security management
e network equipment-and network security system should be managed as follows:

identificatiomehecks should be performed on individuals or other systems seeking access
digital records or system functions, particularly the function to control access to thg
facilities, stich as network switches and routers;

identification checks should be performed on individuals or other systems seeking access
fanctions controlling access to the network security systems, such as intrusion blocking s

managed;

and

all processes including activities performed by the administrator and recexds of unauthorized

tbe given

all access histories should be recorded in the log, etc., including illegal access by an administrator.

P access to

ess by an

nfirm the

to stored
b network

to system
ystem and

an intrusion detection svstem: and

history of access to the network equipment and network security system should be recor
audit record or log.

ded in the

Authority control for the management system of the operation room security system should be
managed as follows:

— accesstothesecurity system managementsystem, such asaccess control system managementsystem,
intrusion detection system, surveillance camera management system, etc. should be controlled;

©lI

access password of security system management system should be protected;
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password protection system should not show the typed password when logging in, and should have
an encryption function to safely protect the password saved in the system; and

access history of the administrator to the security system management system should be recorded

in the

audit record or log.

6.5 Digital record management

Management of registration confirmation and notification should be performed as follows:

Virus/err

The validg

The follow

The follow
the brows

he

after
norm

when
if the
if the

regist

the T
malic

the T
Packd

infect

the cl

the cl

provi
digita
digita

the purpose of digital record management, and access (browsing and issuance) to the digital recc

is not

L 1; oo HPY SCPP 5 Iy dicital oo = 3= = 1s L 14 1 o oo ok
TTC CIICTTIC T CETIS TCT STt aTaTCaT T CCUT O d PTOCCESSTCSUTC TS SagC—STmotTa Ot St cOTCPOTT

h| registration of the record;

error is due to the client’s system, the specific cause should be included in the €rror messa
error is due to the TTPR, the error message should specify that it is the TEPR’s error; and
ration and registration failure histories of the digital record should be reeexded in the audit reco

br inspection and notification functions should be managed as follews:

ous software, and notify the client of the result if an infection is detected;

TPR should determine whether there is any error, insthe Trusted Submission Informat
ge (TSIP), and notify the client of the result if any error is detected; and

ion and/or error inspection histories should be recorded in the audit record.
tion function of the TSIP formatregarding clierit’s digital records should be performed as folloy
ent should be able to select or enter.the-format of TSIP when registering the record; and
ent’s TSIP should be validated, and'errors reported in the event of failure.

ing should be managed for.searching using the digital record’s metadata items:

e a search function usinhgdigital record’s metadata items;

| record search frofsthe client’s system is allowed only for records with authorization; anc

| record searchi hy'the administrator is allowed for all digital records. However, this is only

allowed.

ring sheuld be managed for converting the record to a type supported by the TTPR that allo
ing or'long-term storage of a digital record without alteration of the record:

the registration of the digital record fails, an error message should be sent to report thefailulre;

=

[PR should determine whether the transmitted digital recotd is infected by a virus or other

on

IVS:

|

for
rd

WS

the TTPR should have a policy for conversion file type, and should specify the policy in the terms
and conditions for the client to acknowledge;

the TTPR should propose a policy for the browsing support service in case of exceptional file types,
where software not normally available on the TTPR systems is required for record rendition;

the TTPR should be able to convert the registered authentic digital record to the file type specified
in the policy.

The function to issue the digital record based on the client’s request should satisfy the following
requirements:

— issue the record in the file format requested by the client; and
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issuance history of the original digital record and the converted version should be recorded in the
audit record.

When a digital record is issued, the forgery/falsification protection function should satisfy the following
requirements:

when Trusted Dissemination Information Package (TDIP) is created, the integrity of the digital
record and property included in the TAIP should be verified;

this function is provided separately from the integrity check function provided by the storage
media; and

integrity verification history should be recorded in the audit record.

Thee function to issue the digital record and its authenticity certificate to the designated individual or

or

Wi
ex

banization should satisfy the following requirements:

when a digital record issuance function is implemented using the registration certificdte, digital
record and authenticity certificate may be issued to the individual / organization to which the client
of the digital record repository has entrusted the issuance request authority;

when the digital record is issued to a third party, the digital record and an authenticity ¢ertificate
may be issued to the party who is assigned to be the recipient-of the digital record; and

the TTPR should provide the validity verification functjon for the certificate of the digital record
recipient, or specify in the client’s terms and conditions that the client needs to atfach valid
certification.

1en the retention period for the digital record is-fixed, the function to notify the client prior to the
biration date should satisfy the following requirements:

notify the client prior to the expiration ofidigital record’s destruction date;
notify the administrator, when there has been failure to notify due to any reason;
record the notification and failure histories of the digital record retention period in the audit record; and

if the expiry notification fails, detailed background including cause of failure should be r¢corded in
the audit record.

Thie function to self-migrate the digital record to other storage media or platforms should Jatisfy the

fol

owing requirements;

self-migration/to other storage medium or platforms supporting storing function $hould be
possible;and

self-migration history of the digital record should be recorded in the audit record.

ThJe function to recover the digital record migrated to other storage medium or platforms should satisfy
£511 1

allilnglraaiiirananint o

théfeHewirsrequirerrents:

©lI

recovery of the digital record migrated to another storage medium or platforms to operating storage
media is possible;

the method of self-migration may be the same as that for backup. However, the function should be
implemented separately from the backup function, and also be distinguished in the audit record;

digital record recovery history should be recorded in the audit record; and

if self-migration fails, detailed background including cause of failure, etc. should be recorded in the
audit record.
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The digital record disposition function should satisfy the following requirements:

— dispo

se of the digital record upon the client’s request;

— thedisposition response message of the digital record includes the TDIP along with the digital record;

— dispose of the digital record internally, when the retention period of the digital record has expired;

— upon completion of migration and receipt of the digital record, the migrated record should be

dispo

— regist

— when
confif

— when

sed of immediately; and

ing requirements:

ration, retention and issuance of the digital record should conform to the determined process

security level of the digital record is set, the ability to issue the digital record should
med through a check on the security level of the digital record and theelient’s authority;
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the clientrequests theissuance of the digital record, the content of the®ecord should be encrypt

and tlIe record attached to the issued TDIP should be encrypted using the client’s public key;

dual files should be encrypted when the attached record is-hé€ing encrypted; and

cessful and successful histories of the digital record’s.issuance based on the security le
[ be recorded in the audit record.

on supporting and allowing confirmation of the.result of the TTPR’s internal process from
stem should satisfy the following requirement:

s of digital record acquisition, repository, migration, disposition, certification and n
itory certification processed in the TTPR-heed to be able to be checked from external syster

hagement of transmitted and received messages

on to transmit and receivethe messages via a standardized procedure and method based
rd transmission and receipt protocol should satisfy the following requirements:

factors should be included in the transmitted and received messages:

r the digital recerd registration, the TSIP should be included in the request message and {
itial registration certificate should be included in the response message;

r digitaldecord issuance (when requested for encryption), the public key certificate should
cludediin the request message and the TDIP should be included in the response message;

rdigital record issuance by a third person (if implemented), the recipient’s email and pul

vel

he
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on

he

be
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— for digital record issuance with certificate (if implemented), the certificate should be included
in the request message and its dissemination should be included in the response message;

— for the digital record disposition, the TDIP, i.e. original digital record, should be included in the
request message;

— for certificate issuance, the certificate requisition form should be included in the request
message and the certificate should be included in the response message.

— for the renewal of the certificate, the certificate should be included in the request message and
the renewed certificate should be included in the response message.
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