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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procgdures used to develop this document and those intended for its further maintenance-gre
described|in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed-for the
different fypes of ISO document should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO draws attention to the possibility that the implementation of this document may‘involve the use
of (a) patgnt(s). ISO takes no position concerning the evidence, validity or applicability of any claimed
patent rights in respect thereof. As of the date of publication of this document,;"ISO had not receiyed
notice of (a) patent(s) which may be required to implement this document. However, implementers gre
cautioned| that this may not represent the latest information, which may beZébtained from the pate¢nt
database pvailable at www.iso.org/patents. ISO shall not be held responsible for identifying any or|all
such pateft rights.

Any tradg name used in this document is information given for the convenience of users and does not
constitutg an endorsement.

For an exfplanation of the voluntary nature of standardsthe meaning of ISO specific terms gnd
expressiophs related to conformity assessment, as wellvas information about ISO's adherence|to
the Worlgl Trade Organization (WTO) principles.in;the Technical Barriers to Trade (TBT), gee
www.iso.¢rg/iso/foreword.html.

This docyment was prepared by TechnicalsCommittee ISO/TC 154, Processes, data elements dnd
document§ in commerce, industry and administration.

Any feedbjack or questions on this docunient should be directed to the user’s national standards body. A
complete |isting of these bodies canbe-found at www.iso.org/members.html.
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Introduction

With the outbreak of the epidemic since 2019, the safety of cold chain food is drawing more and more
attention. Due to that fact that the coronavirus (COVID-19) is cold-resistant, there are high risks that
the cold chain food be infected or contaminated by the coronavirus during the circulation of the cold
chain link, which can further exacerbate people’s panic. Therefore, how to guarantee the safety of cold
chain food is a primary and urgent issue expected to be resolved.

Traceablhty in the cold chain for food is essentlal in ensurlng food safety, through wh1ch continuous
: hase, sales

s the required data series throughout the c1rculat10n of the cold chain food. By apply'ng such a

pldtform, the following benefits are expected:

—| anti-counterfeiting: on this platform, each batch of cold chain food in the container is idenftified by a
unique code, which can enable identification of each distinct batch of cold chain food;

—| trusted lifecycle tracking: the information throughout the circulation of the cold chajin food is
written into the blockchain, which is tamper-resistant; and identity cannot be denied;

—1| supply chain collaboration: the traceability data are shared among the supply chain by leveraging
distribution databases/records/ledgers to achieve unified ecrédentials and reduce logisti¢s costs;

—| effective regulation: the platform provides credentialsvfor regulatory agencies, and|the most
important information about cold chain food safety for consumers.

© IS0 2023 - All rights reserved v
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Application of blockchain-based traceability platform for
cold chain food

A A b aceability-pla old-chainfood-whigh realizes
cohtinuous and effective tracking of the cold chain food. The following aspects are included:

—| itexploresissues and considerations for cold chain food traceability, especially during th¢ epidemic
outbreak;

—| it describes scenarios and stakeholders for effective tracking of the coldochain food [using the
platform;

—| itdescribes data elements and processes for the platform;
—| it presents the platform capabilities such as data tamper resistance, sustainability;

—| it gives relevant use cases based on the platform.

2 | Normative references

Thlere are no normative references in this document:

3 | Terms and definitions
For the purposes of this document, thefollowing terms and definitions apply.
ISQ and IEC maintain terminology databases for use in standardization at the following addre¢sses:

—| ISO Online browsing platferim: available at https://www.iso.org/obp

—| IEC Electropedia: available at https://www.electropedia.org/

3.1
cold chain
temnperature-ceontrolled supply chain

Note 1 to entryr'An uninterrupted series of storage and distribution activities which maintain a given temperature
ranjge. It istused to help extend and ensure the shelf life of products such as fresh agricultural produde, seafood,
frozendood, photographic film, chemicals, and pharmaceutical drugs.

[S IHRCE.JICOA DL 02 D2.9N010 D 7
ON\GC TOOU Z00U0J J.Z201T 7, J.7

4 Overview

To ensure the traceability of the cold chain for food, stakeholders encounter many problems in the
current processes, including but not limited to the following.

— Data integrity cannot be guaranteed for traceability of cold chain food among a large number of
parties on the supply chain, such as a massive flow of documents, inefficient manual verification.

— Enterprises are concerned about the risk of core business data leakage when traceability data are
made available.

©1S0 2023 - All rights reserved 1
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— There is a lack of long-term food safety regulatory mechanisms.

To solve these problems, a blockchain-based traceability platform is proposed for cold chain food in this
document, which aims to link all trusted data series of food, people, places during the whole lifecycle
of cold chain food circulation and uses international standardized data elements and/or processes for
their traceability.

This document assumes that the traceability platform uses a consortium blockchain. Clause 5 describes
the traceability process and gives the minimum required data elements for data sharing and data
transfer. Clause 6 gives the whole platform architecture of blockchain systems which are provided by
stakeholdgrs j j ilizi

5 Trac
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eability process and data elements for cold chain system

keholders

stakeholders involved in the traceability process of the cold chain system/nclude:
hbility platform providers;

e warehouses/suppliers;

dinate warehouses;

ics providers;

brs and distributors;

ng enterprises;

nment regulators;

Ctors;

mers.

5.2 Traceability process at key\links

Figure 1

key links
warehous
unique tr{
blockchai

At each of]
a) Cold g

hows the key links for-the cold chain food traceability process. The data generated at {
throughout cold.chain food circulation, for example, origin, dock, port warehouse, d
e, supermarket, until cold chain food arrives at consumers, are encrypted and identified vi
iceability code\to form a traceability record/data/block, and are stored and connected int
.

the key-links, the cold chain food traceability process can be divided into 4 stages..

hain‘food receipt process

he
ity
a a
D a

— The logistic provider delivers the customs-related documents, such as customs declaration form,
inspection and quarantine certificate, disinfection treatment report, to the documenter.

— The documenter, for example, the customer officer, creates a receipt, scans and uploads the customs-
related documents, and applies for the traceability code on the traceability platform. When applying
for traceability code, the required information includes the applicant, product name, manufacturer,
number of packaging layers, whether to generate code according to product packaging scale, etc.

— Thep

latform automatically prints the traceability code and sends it to the warehouse operator.

— The warehouse operator counts the received quantity of the cold chain food and other related
information and registers it in the tally sheet.
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The warehouse operator uses terminal programs such as mobile applications, applets, websites, to
scan the traceability code as well as his/her employ number and binds the information of the cold

chain food and the warehouse operator to each other.

After receiving the cold chain food, the warehouse operator hands over the traceability code and

tally sheet to the documenter.

Atthis stage the initial data of cold chain food firstly join the blockchain based traceability platform.

Cold chain food shipment-initiation process

d)

Co
pr

NO

addled to the traceabilit§zprocess and more traceability data are involved.

The documenter creates and prints the delivery order.

The documenter sends the traceability code of the cold chain food and the delivery or
warehouse operator.

The warehouse operator picks the cold chain food at the location based on the-delivery or
the traceability code and delivery order number for delivery.

The warehouse operator uses an applet to scan the traceability code as well as his/h
number and binds the information of the cold chain food and the warehouse operator to g

The warehouse operator and the logistics provider hand over the documents to each othe
for delivery.

The logistic provider scans and uploads his/her drivinglicense using the applet and start
Transaction
The logistic provider delivers the cold chain food to the next link and scans the traceabili

The transaction code is generated via secanning the traceability code. When the cold d
arrives at consumers, they confirm the transaction by scanning the transaction co
application.

Inquiry

hsumers or government regtilators uses terminal programs to check required traceability
bduct name, origin, cold storage ID.

TE The traceabilityyprocess described in Figure 1 can be further extended, where more li
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Figure 1 — The Kkey links for cold chain system

5.3 Data elements

Data elements related to the processes listed in 5.2 are collected. See Tables 1 to 4.

a)

©lI

Cold chain food receipt process
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Table 1 — Data elements for cold chain food receipt process

GLN global location number

GTIN global trade item number

Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Cold stor- [ID String |C Identifier of
ageID warehouse
storing the cold
chain food (e.g.
GS1 GLN)
Origin type String |C Original place
where-thecoid
chain food come
from, either
domestic or
abroad (e.g. GS1
GLN)
In-bound | |operateDate |Date C Date that the Transport_ Event. Occurrence. Specified|
date cold chain food |Period/End. Date Tirne
is delivered into
the warehouse
Product | |productCode |String |C Code of the cold
code chain food (e.g.
GS1 GTIN)
Product | |product- String |C Name of the Supply’Chain_ Trade Line Item. Specified.
name Name cold chain food |Trade_Product//Trade_Product. Name.
Text
Product | |productNo |String |C Batch number® |Supply Chain_ Trade Line Item. Specified.
batch of the cold ¢hain |Trade_ Product/Trade_ Product. Batch_
number food Identification. Identifier
Storage storageWay |[String |C The method of
method stoping the cold
chain food, such
as freezing,
refrigeration
Produc- production- |Date C date that the Supply Chain_ Trade Line Item. Specified.
tion date | |Date cold chain food |Trade_Product/Trade_Product. Individp-
is produced al. Trade_ Product Instance/Trade_Prod-
uct Instance. Production. Supply Chain_
Event/Supply Chain_ Event. Occurrence|
Date Time
Number of |productUnit~}Decimal |C Number of
in-bound pieces delivered
pieces into warehouse
Country | [coun- String |C Name of orig-
tryName inal country
if original is
abroad
Customs |customsNo |[String |C Identifier of
ID customs
Nucleic nucleicAc- String |0 Identifier of Supply Chain_ Trade Line Item. Specified.
acid test  |idNo nucleic acid test |Trade_Product/Trade_Product. Inspec-
reportID report tion_ Reference. Referenced_Document/
Referenced_ Document. Issuer Assigned_
Identification. Identifier plus document
type code
Key

4

© IS0 2023 - All rights reserved
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Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Cold stor- |ID String |C Identifier of
age ID warehouse
storing the cold
chain food (e.g.
GST6EENY
Prjopduct  |productCode |String |C Code of the cold
code chain food (e.g.
GS1 GTIN)
Prjopduct  |productNo |[String |C Batch umber of |Supply Chain_ Trade-kine Item. Jpecified.
batch the cold chain |Trade_Product/Trade_Product|Batch_
nymber food IdentificationsIdentifier
Oyt-bound |operateDate |Date C date that the Transport{Event. Occurrence. Specified_
date cold chain food |Period/End. Date Time
is delivered out
of the ware-
house
D¢stina- |productDi- |String |C Place where the
tiqn rection cold chain foed
is expected.to
be delivered
(e.g.681 GLN)
Owner ownerType |String |O Typ€ of owner |Header_Trade Agreement. Buyer. Trade_
type who ordered Party/Trade_ Party. Type. Code
the cold chain
food, either peo-
ple or organiza-
tion
Onganiza- [subjectName |String |O When the Header_Trade Agreement. Buyer. Trade_
tign name owner is an or- |Party/Trade_Party. Name. Text
or|ID ganization, this
field must be
filled (e.g. GS1
GLN)
Cdntact contact String |C Name of the Header_Trade Agreement. Buye}. Trade_
contact person |Party/Trade_Contact. Person Ngme. Text
Cdntact coptactTel |String |C Mobile number |Header_Trade Agreement. Buyer. Trade_
telephone of the contact |Party/Trade_ Contact. Mobile_ Telephone.
person Universal_ Communication/Comiplete
Number. Text
Kdy
GLN global location number
GTIN global trade item number

c¢) Transaction

© IS0 2023 - All rights reserved
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Table 3 — Data elements for transaction

Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Product |product- String |C Name of the Supply Chain_ Trade Line Item. Specified.
name or |Name cold chain food |Trade_Product//Trade_Product. Name.
ID (e.g. GS1 GTIN) |Text
Product |productNo |String C Batch number |Supply Chain_ Trade Line Item. Specified.
batch of the cold chain | Trade_ Product/Trade_Product. Batch_
number food Identification. Identifier
Seller subjectType |[String |[C Type of seller Header_Trade Agreement. Seller. Trade |
type who sale the Party/Trade_ Party. Type. Code
cold chain food,
either people or
organization
Seller subjectName [String |C Name of seller |Header_Trade AgreementcSeller. Trade |
name or (e.g. GS1 GLN) |Party/Trade_Party. Name. Text
ID
Contact ||contactTel String |C Telephone Header_ Trade Agheement. Seller. Trade_|
telephone number of the |Party/Trade. Gontact. Telephone. Univer-
contact person |sal_Communication/Complete Number.
Text
Latitude ||latitude String |0 Latitude that Logisties_ Location. Physical. Geographi
the cold chain |cal‘Coordinate/Geographical Coordinatg.
food is located |Latitude. Measure
Longitude| [longitude String |0 Longitude that, [Logistics_Location. Physical. Geographi
the cold chaifiv~ |cal Coordinate/Geographical Coordinatg.
food islocatéd |Longitude. Measure
Transac- ||createdAt Date- C Occurred time
tion time time of the“transac-
tion
Key
GLN globall location number
GTIN globdl trade item number
d) Inquify
Table 4 — Data elements for inquiry
Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Cold stor-||ID String |C Identifier of Supply Chain_ Consignment. Storage.
ageID warehouse Transport_Event/ Identification. Identi-
storing the cold |fier
chain food (e.g.
GS1 GLN)
Name condition String |0 Name of suppli-
or ID of er, consignor or
supplier, consignee (e.g.
consignor GS1 GLN)
or con-
signee
Key
GLN global location number
GTIN global trade item number

© IS0 2023 - All rights reserved
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Table 4 (continued)
Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Product |product String |C Name of the
name or |Name cold chain food
ID (e.g. GS1 GTIN)
Ware- operateDate- | Date- 0 Time thatthe |Transport_Event. Occurrence. Specified_
housing |From time cold chain food |Period/Start. Date Time
starting is delivered into
timpe warehotse |
Whre- operateDate- | Date- 0 Time thatthe |Transport_Event. Occurrence. S}])ecified_
hqusing | To time cold chain food |Period/End. Date Time
ending is delivered out
tithe of warehouse
Whre- type String |0 1 for being
hqusing delivered out
type of warehouse,
2 for being
delivered into
warehouse
Stprage |storageType |[String |O List of cold
type chain food in
storage
Place place String |0 the place where
the cold¢hain
food isdocated
(e.g\GS1 GLN)
Oyjigin coldSource |String (O The origin of
the cold chain
food (e.g. GS1
GLN)
Stprage |storageWay |[String |O The method of
method storing the cold
chain food, such
as freezing,
refrigeration
Prjoduct |productNo (|String |O Batch number
batch of cold chain
nymber food
Kdy
GLN global location number
GTIN globaltrade item number
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6 System architecture of blockchain based traceability platform

6.1 General
§) | Security
Regulators [ Security
|
| -
Business management | Id-er.1t1t¥
j|__verification
Cold chain food Shipment Transaction Traceability :
rfceipt mnitiation Mmanagement mquiry | Bata
| security
|
Data prqcess 1
|
. Digital
Rroduct data Inventory data Delivery data I signgature
processing processing processing :
Transaction Personnel data System '
- - : : Il Privacy
processing recording configuration I -
|L_protection
r-=—~-"4q--——"—""~"~"~"~"~" "~~~ "~~~ I
| Basic support |
| I Key
| i < >) B B e (e, > B I| management

A blockchpin-based traceability platform is maintained by the platform manager, which is designed

Figure 2 — Framework of the blockchain based traceability platform

to

realize acfurate traceability of the cold chain food fer'the users. On this platform, a unique traceabillity

code is usgd to identify each batch of cold chainfeéd. On basis of that, business management provig
effective fnanagement related to the food, pepple, places throughout the circulation of cold chain fo
Via tracegbility data recording and inquiry,ré€levant business data and transaction data are record

and can bg queued by users.

The blockfhain based traceability platform mainly consists of 5 parts, as shown in Figure 2.

6.2 Usdr

a) Enterprises: the relevant enterprises which are involved in the cold chain traceability syste
mainly divided into source warehouse, subordinate warehouse, logistics provider, retailer a
distriputor, catefiing enterprise, etc.

b) Regulators:regulatory users performing regulatory tasks, mainly consists of government regulat

cold ghain. food inspector, etc.

C) Consumers: users who purchase the cold chain food.

6.3 Business management

les
bd.

ed

nd

or,

a) Cold chain food receipt: assign the traceability code for each batch of the cold chain food and

manage the on-chain data when the cold chain food arrives.

b) Shipment initiation: create the delivery order and manage the delivery document.

c¢) Transaction management: mange the transaction and provide transaction order service for users.

d) Traceability inquiry: manage the traceability data throughout the circulation of the cold chain food

and provide inquiry access for users.
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