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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards

bodies

(ISO member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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ed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
it types of ISO document should be noted. This document was drafted in accordance.with the
] rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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atent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed
rights in respect thereof. As of the date of publication of this document)ISO had not received
f (a) patent(s) which may be required to implement this document. However, implementers are
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Introduction

With the outbreak of the epidemic since 2019, the safety of cold chain food is drawing more and more
attention. Due to that fact that the coronavirus (COVID-19) is cold-resistant, there are high risks that
the cold chain food be infected or contaminated by the coronavirus during the circulation of the cold
chain link, which can further exacerbate people’s panic. Therefore, how to guarantee the safety of cold

chain food is a primary and urgent issue expected to be resolved.

finuous

tracking of the whole lifecycle is realized, including cold chain food production, storage, purchas

platform, the following benefits are expected:

— anti-counterfeiting: on this platform, each batch of cold chain food in the container is identif
unique code, which can enable identification of each distinct batch of cold ©hain food;

— trusted lifecycle tracking: the information throughout the circulation®of the cold chain
written into the blockchain, which is tamper-resistant; and identity. cannot be denied;

— supply chain collaboration: the traceability data are shared amorig the supply chain by lev
distribution databases/records/ledgers to achieve unified S;I;édéntials and reduce logistics

important information about cold chain food safety for.€onsumers.

N

o~

b, sales,

and transportation, etc. In this document, a blockchain-based traceability platform is propeséd, which
links the required data series throughout the circulation of the cold chain food. By applying|such a

edbya

food is

Praging
osts;

— effective regulation: the platform provides credentjals for regulatory agencies, and the most
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Application of blockchain-based traceability platform for

cold chain food

1 Scope

This document addresses a blockchain-based traceability platform for cold chain food whichy
continuous and effective tracking of the cold chain food. The following aspects are included:

outbreak;

— it describes scenarios and stakeholders for effective tracking of the cold’chain food us
platform;

— it describes data elements and processes for the platform;
— it presents the platform capabilities such as data tamper resistanee, sustainability;

— it gives relevant use cases based on the platform. Q)

~

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminology databases for use in standardization at the following address

— ISO Online browsing platfor}n: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1 o)
cold chain N\,
temperature-coptrolled supply chain

Note 1 to entri% An uninterrupted series of storage and distribution activities which maintain a given temg
range. It iSysed to help extend and ensure the shelf life of products such as fresh agricultural produce,
frozen fQod, photographic film, chemicals, and pharmaceutical drugs.

[SOUﬁCE: [SO 26683-3:2019, 3.7]

ealizes

— it explores issues and considerations for cold chain food traceability, especially dukinig the epidemic

ing the

erature
teafood,

4 Overview

To ensure the traceability of the cold chain for food, stakeholders encounter many problems in the

current processes, including but not limited to the following.

— Data integrity cannot be guaranteed for traceability of cold chain food among a large number of
parties on the supply chain, such as a massive flow of documents, inefficient manual verification.

— Enterprises are concerned about the risk of core business data leakage when traceability data are

made available.

© IS0 2023 - All rights reserved
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— There is a lack of long-term food safety regulatory mechanisms.

To solve these problems, a blockchain-based traceability platform is proposed for cold chain food in this
document, which aims to link all trusted data series of food, people, places during the whole lifecycle
of cold chain food circulation and uses international standardized data elements and/or processes for
their traceability.

This document assumes that the traceability platform uses a consortium blockchain. Clause 5 describes
the traceablhty process and glves the mlmmum requlred data elements for data sharmg and data
transfe; : :
stakehlders At last Clause 7 summarizes the beneflts by utlllzlng such a platform

5 Trpceability process and data elements for cold chain system

5.1 Stakeholders
The mdin stakeholders involved in the traceability process of the cold chain systentinclude:
— traceability platform providers;

— source warehouses/suppliers; .

— subordinate warehouses; O
— loglistics providers; v

— retfilers and distributors;

— catering enterprises;

— goyernment regulators;

— ingpectors;

— Conpsumers. <
(
\

5.2 Traceability process at key links

Figure |l shows the key links for-the cold chain food traceability process. The data generated at the
key links throughout cold /chain food circulation, for example, origin, dock, port warehouse, city
warehquse, supermarket,.u»ptil cold chain food arrives at consumers, are encrypted and identified via a
unique(traceability codé4o form a traceability record/data/block, and are stored and connected into 4
blockchain. )
-
At each of the keylinks, the cold chain food traceability process can be divided into 4 stages..
W

a) Cold Cha{n-\food receipt process

— Thelegistic provider delivers the customs-related documents, such as customs declaration form
inspection and quarantine certificate, disinfection treatment report, to the documenter.

— The documenter, for example, the customer officer, creates a receipt, scans and uploads the customs-
related documents, and applies for the traceability code on the traceability platform. When applying
for traceability code, the required information includes the applicant, product name, manufacturer,
number of packaging layers, whether to generate code according to product packaging scale, etc.

— The platform automatically prints the traceability code and sends it to the warehouse operator.

— The warehouse operator counts the received quantity of the cold chain food and other related
information and registers it in the tally sheet.

2 © IS0 2023 - All rights reserved
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— The warehouse operator uses terminal programs such as mobile applications, applets, websites, to
scan the traceability code as well as his/her employ number and binds the information of the cold

chain food and the warehouse operator to each other.

— After receiving the cold chain food, the warehouse operator hands over the traceability code and

tally sheet to the documenter.
— Atthis stage the initial data of cold chain food firstly join the blockchain based traceability pl

) Cold chain food shipment-initiation process

atform.

— The documenter creates and prints the delivery order.
warehouse operator.

the traceability code and delivery order number for delivery.

— The warehouse operator uses an applet to scan the traceability cede as well as his/her
number and binds the information of the cold chain food and the waxehouse operator to eac

for delivery. AN\
— The logistic provider scans and uploads his/her driving\license using the applet and starts |
c) Transaction R

— The logistic provider delivers the cold chain fopd to the next link and scans the traceability

product name, origin, cold sterage ID.

l\\

pdded to the traceabilityprocess and more traceability data are involved.

B g=2-ag=>-B——HH

Figure 1 — The key links for cold chain system

— The documenter sends the traceability code of the cold chain food and the delivery“order to the

— The warehouse operator picks the cold chain food at the location based on the-delivery ordey, scans

employ
h other.

— The warehouse operator and the logistics provider hand over.the documents to each other ajnd sign

bading.

rode.

— The transaction code is generated via scanning the traceability code. When the cold chajin food

arrives at consumers, they confirm :the transaction by scanning the transaction code|in the
application.

d) Inquiry

Consumers or government regulators uses terminal programs to check required traceability data, e.g.

NOTE The traceability process described in Figure 1 can be further extended, where more linkd can be

b)c) &’ a)b)c) a)b)c)d) a)b)c)d) a)b)c)d
Origimy ¢ Dock Port City Supermarfket
< \ warehouse warehouse /restaurgnt
v

5.3 Data elements
Data elements related to the processes listed in 5.2 are collected. See Tables 1 to 4.

a) Cold chain food receipt process

© IS0 2023 - All rights reserved
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Table 1 — Data elements for cold chain food receipt process

GLN global location number

GTIN global trade item number

Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Cold stor- [ID String |C Identifier of
age ID warehouse
storing the cold
chain food (e.g.
GS1 GLN)
Origin Type String |C Original place
where the cold
chain food come
from, either
domestic or
abroad (e.g. GS1
GLN)
In-bound |operateDate |Date C Date that the Transport_ Event. Occurrence. Specified_
date cold chain food |Period/End. Date Tirhe
is delivered into
the warehouse
Product |productCode |String |C Code of the cold \_/
code chain food (e.g. N
GS1 GTIN) .I.\
Product |product- String |C Name of the Supply Chain_ Trade Line Item. Specified.
name Name cold chain food |Frade_ Product//Trade_Product. Name.
Text
Product productNo String C Batch numbér ' | Supply Chain_ Trade Line Item. Specified.
batch of the cold ¢hain |Trade_ Product/Trade_ Product. Batch_
number food Identification. Identifier
Storags storageWay |[String |C Theanethod of
method storing the cold
. (chain food, such
as freezing,
R refrigeration
Produc} production- |Date C ( date that the Supply Chain_ Trade Line Item. Specified.
tion dafe |Date \ cold chain food |Trade_Product/Trade_Product. Individu-
N is produced al. Trade_ Product Instance/Trade_ Prod-
N uct Instance. Production. Supply Chain_
A Event/-Supply Chain_ Event. Occurrence.
e’ Date Time
Numbe}r of |productUnit (] Decimal |C Number of
in-bourd W pieces delivered
pieces S into warehouse
Country  |coun: \! String |C Name of orig-
try.[}la\me inal country
™ if original is
C abroad
Customs  [customsNo |[String |C Identifier of
ID customs
Nucleic nucleicAc- String |0 Identifier of Supply Chain_ Trade Line Item. Specified.
acid test  |idNo nucleic acid test |Trade_Product/Trade_Product. Inspec-
reportID report tion_ Reference. Referenced_Document/
Referenced_ Document. Issuer Assigned_
Identification. Identifier plus document
type code
Key

4
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Table 2 — Data elements for cold chain food shipment initiation process

Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Cold stor- |ID String |C Identifier of
age ID warehouse
storing the cold
chain food (e.g.
GS1 GLN)
Product |productCode |String |C Code of the cold
code chain food (e.g.
GS1 GTIN)
Product |productNo |[String |C Batch umber of |Supply Chain_Trade'Line Item. Spetified.
batch the cold chain |Trade_ Product/Trade_ Product. Bajtch_
number food Identification.(Identifier
Out-bound |operateDate |Date C date that the TransportHEvent. Occurrence. Spedified_
date cold chain food |Period/End. Date Time
is delivered out
of the ware- ’
house &N
N\
Destina- |productDi- |String |C Place where the [~
tion rection cold chain food
is expectéd to.
be delive:re’d
(e.g. BS1 GLN)
Owner ownerType |String |O Type of owner |Header_Trade Agreement. Buyer. Tfrade_
type who ordered Party/Trade_ Party. Type. Code
the cold chain
food, either peo-
\ ple or organiza-
tion
Organiza- |subjectName |String O When the Header_Trade Agreement. Buyer. Tfrade_
tion name \ owner is an or- |Party/Trade_Party. Name. Text
orID A\ ganization, this
N\ field must be
(T~ filled (e.g. GS1
A\ GLN)
Contact contact~) " |String  |C Name of the Header_Trade Agreement. Buyer. Trade_
< contact person |Party/Trade_Contact. Person Namg¢. Text
Contact cc(mjca‘ctTel String |C Mobile number |Header_Trade Agreement. Buyer. Trade_
telephone of the contact |Party/Trade_ Contact. Mobile_ Telephone.
, .(\ person Universal_Communication/Compldte
N Number. Text
Key ‘\
CIN alabollocotion ol oo
cE—alobalecation-number
GTIN global trade item number

c¢) Transaction

© IS0 2023 - All rights reserved
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Table 3 — Data elements for transaction

Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Product |product- String |C Name of the Supply Chain_ Trade Line Item. Specified.
name or |Name cold chain food |Trade_Product//Trade_Product. Name.
ID (e.g. GS1 GTIN) |Text
Product |productNo |String |[C Batch number |Supply Chain_ Trade Line Item. Specified.
batch of the cold chain | Trade_ Product/Trade_ Product. Batch_
numbef food Tdentification. ldentitier
Seller subjectType |[String |C Type of seller Header_Trade Agreement. Seller. Tradé |
type who sale the Party/Trade_ Party. Type. Code
cold chain food,
either people or
organization
Seller subjectName [String |C Name of seller |Header_Trade AgreementiSeller. Trade_
name o (e.g. GS1 GLN) |Party/Trade_Party. Name. Text
ID
Contac contactTel String |C Telephone Header_ Trade Agreement. Seller. Trade_
telephdne number of the |Party/Trade sContact. Telephone. Univer-
contact person |sal_Commuaication/Complete Number.
Text ¢ N7
Latitude |latitude String |0 Latitude that Logigticsf Location. Physical. Geographi-
the cold chain  |cal'Goordinate/Geographical Coordinate.
food islocated |Latitude. Measure
Longitude |longitude String |0 Longitude that\{Logistics_ Location. Physical. Geographi-
the cold chain™ ™ |cal Coordinate/Geographical Coordinate.
food islocated |Longitude. Measure
Transag- |createdAt Date- C Occurred time
tion tinpe time of thétransac-
tion
Key ’
GLN glpbal location number R
GTIN global trade item number {
d) Induiry O
rad .
(") Table 4 — Data elements for inquiry
Namgp Variable \'F’ 5 Type | Compulsory Note Reference to UN Core Component Li-
name- "\ / /Optional brary (CCL)
Cold stor- |ID (( String |C Identifier of Supply Chain_ Consignment. Storage.
ageID %, warehouse Transport_Event/ Identification. Identi-
N\ storing the cold |fier
X chain food (e.g.
¢ GS1 GLN)
Name condition String |0 Name of suppli-
or ID of er, consignor or
supplier, consignee (e.g.
consignor GS1 GLN)
or con-
signee
Key
GLN global location number
GTIN global trade item number
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GLN global locetio'n number
GTIN global.(r\ade item number
\

Table 4 (continued)
Name Variable Type |Compulsory Note Reference to UN Core Component Li-
name /Optional brary (CCL)
Product |product String |C Name of the
name or |Name cold chain food
ID (e.g. GS1 GTIN)
Ware- operateDate- | Date- 0 Time thatthe |Transport_Event. Occurrence. Specified_
housing |From time cold chain food |Period/Start. Date Time
starting fsdeliveredimnto
time warehouse
Ware- operateDate- |Date- 0 Time thatthe |Transport_Event. Occurrenee:Specified_
housing |To time cold chain food |Period/End. Date Time
ending is delivered out
time of warehouse
Ware- type String |0 1 for being
housing delivered out
type of warehouse,
2 for being
delivered into
warehouse
Storage |storageType |[String |O List of cold ¢ (N
type chain food in o
storage ¢
Place place String |0 the place whete
the coldehain
food islocated
(e.g7GS1 GLN)
Origin coldSource |String |[O The origin of
the cold chain
food (e.g. GS1
. GLN)
Storage |storageWay |[String |O The method of
method NS storing the cold
chain food, such
' as freezing,
A refrigeration
Product |productNo ([Siring |O Batch number
batch ' of cold chain
number ol food
Key .

X

3

N
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6 System architecture of blockchain based traceability platform

6.1 General
r——=-=-=-= A
User Regulators [ Security |
| |
| - |
Business management 1 Id-er.1t1t¥ |
j|__verification |
Col[d chain food Shipment Transaction TTaceability ; ;
receipt initiation management inquiry | Data {
| security. |
| |
Data process 1 |
| Py |
: Digital

Product data Inventory data Delivery data I signgature [
processing processing processing : :
Transaction Personnel data System ' '
: : - : Il Privacy |
processing recording configuration I - |
|L_protection |

[ i el R e e e e i i e e i i e e B B e R S o el & | ——
| Basic|[support \ I : :
I Traceablll code 2 I Key |
| B GO B GO B GO B ce B I | management |l
. ) d bk e ——— - -1

A blocKchain-based traceability platform is maintained*by the platform manager, which is designed to

realize
code is

effectiye management related to the food, peaple, places throughout the circulation of cold chain food

Via tra

and can be queued by users.

The blgckchain based traceability platform mainly consists of 5 parts, as shown in Figure 2.

O
rad .
6.2 User
It
a) Enferprises: the relevant enterprises which are involved in the cold chain traceability system

mdinly divided iptg’source warehouse, subordinate warehouse, logistics provider, retailer and
distributor, catePng enterprise, etc.

b) Re
col

c) Co

Figure 2 — Framework of the blockchain based traceability platform

accurate traceability of the cold chain food for the users. On this platform, a unique traceability
used to identify each batch of cold chain food. On basis of that, business management provides

Ceability data recording and inquiryyrelevant business data and transaction data are recorded,

N

(

pulators; (egllatory users performing regulatory tasks, mainly consists of government regulator;

d chainfood inspector, etc.
\~
nsuners: users who purchase the cold chain food.

6.3 Business management

a) Cold chain food receipt: assign the traceability code for each batch of the cold chain food and
manage the on-chain data when the cold chain food arrives.

b) Shipment initiation: create the delivery order and manage the delivery document.

c¢) Transaction management: mange the transaction and provide transaction order service for users.

d) Traceability inquiry: manage the traceability data throughout the circulation of the cold chain food
and provide inquiry access for users.
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