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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International

organizations, governmental and non-governmental, in liaison with ISO, also take part in the wo
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters
electrotechnical standardization.

rk.
of

The procg¢dures used to develop this document and those intended for its further maintenance, 3
described|in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed-for {
different fypes of ISO documents should be noted. This document was drafted in accordance with {
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document may.be the subject
patent rights. ISO shall not be held responsible for identifying any or all such patént rights. Details
any patenf rights identified during the development of the document will be in the.Introduction and
on the IS{ list of patent declarations received (see www.iso.org/patents).

Any tradg name used in this document is information given for the conveniéence of users and does 1
constitutg an endorsement.

For an eyplanation on the voluntary nature of standards, the <meéaning of ISO specific terms 4
expressiohs related to conformity assessment, as well as information about ISO’s adherence to f{
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the follow
URL: wwv.iso.org/iso/foreword.html.

This document was prepared by Technical CommitteeJSO/TC 171, Document management applicatio
Subcommiittee SC 1, Quality, preservation and integrity-of information.

This third edition cancels and replaces the second edition (ISO/TR 15801:2009), which has be
technicallly revised.
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Introduction

This document defines recommended practices for electronic storage of business or other in

2017(E)

formation

in an electronic form. As such, complying with its recommendations is of value to organizations even
when the trustworthiness of the stored information is not being challenged, especially in jurisdictions

with e-discovery legislation.

Information originates from many sources. This document covers information in any form,
“modern” forms

traditional scanned images, word processed documents and spreadsheets to the more

AD d

AeD antrten [ [ e QO ake, allaXe,

ed in databases and other data storage systems. Recommendations in this

implementers of this document are advised to seek legal advice to ascertain/he precise situat
their relevant legal environment.

Thlis document describes means by which it can be demonstrated, @b any time, that the in
cr¢ated or existing within an information management system has nhot changed since it w3
within the system or imported into it.

Re
try
ac

pardless of the original format, it will be possible to<demonstrate that information st
stworthy information management system can be reliably reproduced in a consistent m
urately reflects what was originally stored without'any material modification.

Alt
co

ap

ernative versions of the information in a doctiment might legitimately develop, e.g. rey
ntract. In these cases, the new versions are-treated as new documents. The same princij
blied when a significant change is made to @document in a workflow environment.

In
T
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thd
en
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When information preservation is considered, the requirements of ISO 14641 can be used in cd
ith this document: Readers are advised to use this document in conjunction with other locs
Fticularly with(Telévance to governmental and legal requirements in their respective jurisd

ormation technology based systems can store, in an electronic form, both documents an
is document describes means for:storing all types of ESI in a trustworthy and reliable n
't of an information governance strategy. Where records (as defined in ISO 15489-1) a
t requirements of this document can be used in conjunction with those specified in ISO 1
sure that the policies and-procedures described in this document work in conjunction
bcified in ISO 15489-1.

o8]

p

from the

0 included
document

ions does
n. Where
situation,
on within

formation
s created

ored in a
hnner and

ision of a
ble can be

1 records.
hanner, as
re stored,
5489-1 to
vith those

njunction
1] sources,
lictions.

© IS0 2017 - All rights reserved

vii


https://standardsiso.com/api/?name=d045c11e199aca1515a06d93968888e5



https://standardsiso.com/api/?name=d045c11e199aca1515a06d93968888e5

TECHNICAL REPORT

ISO/TR 15801:2017(E)

D

ocument management — Electronically stored

information — Recommendations for trustworthiness and
reliability

1

Scope

T

stq
mg
au

Thiis document is for use by any organization that uses systems to store trustworthy ESI

Su
try

Thlis document does not cover processes used to evaluate whether ESI can be conside

try
ths

reproduction of the ESI created and/or imported.

2

Thie following documents are referred to in the‘text in such a way that some or all of the

co
un

IS(

Fo
fol

IS

3.1

is document describes the implementation and operation of information management'sys
re and make available for use electronically stored information (ESI) in a trustworthy af

lio/video information.

Ch systems incorporate policies, procedures, technology and audit requirements that e
stworthiness of the ESI is maintained.

stworthy prior to it being stored or imported into the system. However, it can be used to del
it, once the electronic information is stored, output fromthe system will be a true ang

Normative references

nstitutes requirements of this document. Fét dated references, only the edition cited aj
dated references, the latest edition of the referenced document (including any amendment

12651 (all parts), Electronic document management — Vocabulary

Terms and definitions

" the purposes of this document, the terms and definitions given in ISO 12651 (all part
owing apply.

IEC Electropedia: available at http://www.electropedia.org/

[SO Qnlinie browsing platform: available at http://www.iso.or

tems that
d reliable

nner. Such ESI can be of any type, including “page based” information, information.in databpases and

bver time.
)Isure that

red to be
monstrate
accurate

ir content
plies. For

5) applies.

5) and the

and IEC maintdin terminological databases for use in standardization at the following addiresses:

eldéctronically stored information

ESI
data or information of any kind and from any source, whose temporal existence is evidenced by being
stored in or on any electronic medium

Note 1 to entry: ESI includes traditional e-mail, memos, letters, spreadsheets, databases, office documents,
presentations and other electronic formats commonly found on a computer. ESI also includes system, application
and file-associated metadata such as timestamps, revision history, file type, etc.

Note 2 to entry: Electronic medium can take the form of, but is not limited to, storage devices and storage

ele

ments.

[SOURCE: ISO/IEC 27040:2015, 3.16]
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3.2
informat
groups of

Note 1 to

EXAMPLE

3.3
trustwor
ability to

3.4
trusted s
informati

4 Information management policy

4.1 General

Informati
an organi
and there

manner i} which it is applied and moved within and between organizations can determine the succ

or failure

Informati

monitored, measured and managed efficiently and effectively.

This clauge describes documentation that states the organization’s policy for the management of H

Additiona|
required
reliable, a

that ESI mlanagement is part of normal.business procedures.

Where an
business J

4.2 Information)management policy document

4.2.1 CTntents

ion type
related information

»n o«

entry: In specific applications, “groups” can be identified as “sets”, “files”, “collections” or other
similar terms.

Invoices, financial documents, data sheets, correspondence.

thy

lemonstrate authenticity, integrity and availability of ESI (3.1) over time

ystem
bn technology system with the capability of managing ESI (3.1) in a trustworthy,(3.3) many

bn is one of the most important assets that any organization has at its disposal. Everyth
ation does involve using information in some way. The quantity of information can be v
are many different ways of representing and storing it. Fhe'value of information used and 1

of those organizations.

bn, like any other asset, needs to be classified, structured, validated, valued, secur

[lly, this clause provides guidance to organizations with respect to the level of documentat
[0 enable an organization to clearly establish how the ESI contained in a trusted systen
Cccurate and trustworthy. Availability of this documentation can also be used to demonstr

information management.system manages ESI that might be used as evidence in any legal

er

ng
Ast
he

ESS

9%
o
<

SI.
on

is
hte

or

rocess, the appropriate‘legal advisors should be consulted (see 5.4) to ensure that compliarce
with releyant legal or regulatory requirements is demonstrable. As legal and regulatory requireme
vary from country to country-{and sometimes within a country), legal advice should cover all relev
jurisdictigns.

hts
ant

An information management policy document (the policy document) should be produced, documenting
the organization’s policy on the storage of ESI, as applicable to the trusted system.

The policy document should contain sections which:

— specify what ESI is covered (see 4.2.2);

— state

— state

— state

— state

policy regarding roles and responsibilities for ESI (see 4.2.3);
ESI security classification policies (see 4.2.4);
policy regarding storage media (see 4.2.5);

policy regarding electronic file formats and version control (see 4.2.6);

© ISO 2017 - All rights reserved
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— state policy for the use of outsourcing (see 4.2.7);

— state policy regarding relevant information management standards (see 4.2.8);
— define ESI retention and disposal policies (see 4.2.9);

— define responsibilities for information management functions (see 4.2.10);

— define responsibilities for monitoring compliance with this policy (see 4.2.11).

The policy document should be approved by senior management of the organization and should be
reyiewedatregutarimtervats:

Esgential to this implementation of this document is the agreement and implementation of alretention
schiedule for ESI. Where reference is made to the policy document in the rest of thisrdocument, the
refention schedule is included in such a reference.

4.2.2 ESI covered

In forder to define the organization’s information management policy, information should b¢ grouped
into types, the policy for all information within a type being consistent.:For example, information types
can be specified either by reference to application (e.g. financial prejections, invoices, customer address
lisf), by association with a specific business process (e.g. appliCations, complaints, renewpls) or by
reference to generic groups (e.g. accounting data, customer dectiments, manufacturing documents).

During the drafting of the policy document, specific information might need to be regrouped|to ensure
consistency of policy within an information type.

Thie policy document should list all types of inforination that are to be stored in complianc¢ with the
policy. The policy document should include, as an\information type, all information produced, received
anfl stored in compliance with the policy.

4.2.3 ESIroles and responsibilities

Thie individuals or teams responsilile for the management of the ESI should be identified and their roles
defined. These roles should include:

—| following a systematic.approach to ESI management;
—| being business focused and aware of the current business requirements;
—| being able to communicate at all levels within the organization;

—| having a good understanding of risk management in relation to trustworthy ESI.

4.2.4 ESI'security classification

In féme applications, it may be appropriate to implement an ESI security classification system, typically
used to indicate the accessibility of particular information. In government and other public bodies, this
is often indicated by the use of security “labels” such as “top secret”, “classified” or “publicly available”.
In the private sector, security classification schemes may be aligned to departmental requirements

(such as accounts, credit control or customer services).

The ESI security classification system should be simple to use and should be based on risk, need,
priority and the degree of protection appropriate. Excessive classification levels should be avoided.

Where an ESI security classification system is in use, the policy document should include with each
information type the relevant classification level.

© IS0 2017 - All rights reserved 3
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4.2.5 Storage media

Different types of media have different long-term storage characteristics. Most organizations will
manage ESI on a variety of media types: electronic (hard disk drives, cloud storage), paper, microform,
optical (write-once and rewritable/erasable) or hybrid types. In some applications, specific pieces of
ESI can, throughout their retention period, be stored on different media types.

The organization should have policies regarding the use of specific types of media for different
information storage requirements (e.g. access requirements, retention periods and security
requirements). These policies should be detailed in the policy document.

The medig type on which each information type (see 4.2.3) can be stored should be specified.

Where copies of ESI exist, it might be important to be able to demonstrate that no charge$ hgve
occurred fo any purported copy. In the case of ESI that exist in different versions, for the purposeq of
this docuinent, each version should be treated as a new source or original ESI.

The policy for the management of copies of ESI should be detailed in the policy document.

4.2.6 Dhpta file formats and compression

The policy document should contain details of the approved data file formats that can be used for egch
informatipn type.

All ESI managed by information management systems require soffwdre for retrieval and display. This
software |s subject to change, either by the implementation of new releases or by changes to operating
systems gnd/or hardware. By implementing a policy of appreved data file formats and compressjon
technologiies (where utilized), the necessary data migrdation or alternative procedures can |be
implemenjted satisfactorily to ensure long-term retrieval of'the ESI.

Where compression techniques are employed, policy.en their use should be documented.

Where miultiple versions of ESI can exist, a policyis required which ensures that all relevant versiqns
are managed and their relationship maintained. The policy document should contain details of polfcy
on the majnagement of versions of ESI.

For additipnal information on this, see6.5.2, 6.11, 7.10 and 8.2.3.

4.2.7 Optsourcing

The policy document should.contain guidelines on the use of outsourcing processes that can be uged
for each ipformation typey,-The policy should include the use of specific contract clauses where thig is
appropriate [in particulat, where information about individuals (personal data, PII) is involved]; this
can be achieved by-thé use of standard contract clauses or the use of a draft contract. It may also|be
appropriate for the'policy document to require an appropriate service level agreement to be included in
the final gontraetwith the outsource organization.

For additibnal information see 6 16

4.2.8 Standards related to information management

Where the organization operates a quality management system (such as the ISO 9000- series) whose
scope includes part or all of the trusted system, all relevant procedural documentation should be
included in the quality management system.

Where national or international regulatory requirements are mandatory, or where national or
International Standards are applicable, they should be listed and complied with.

4 © IS0 2017 - All rights reserved
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4.2.9 Retention and disposal schedules
A retention schedule should be established for each information type.

Retention periods should be agreed by all relevant departments and personnel within the organization.
Retention periods should be agreed upon after taking relevant advice to ensure that legal or regulatory
issues, or both, are resolved.

All relevant system and procedural documentation that is produced should be covered by the retention
schedule.

Thie retention schedule should include the organization’s policy for its periodic review.

Thie retention schedule should include the organization’s policy for the controlled destruction of ESI.

4.2.10 Information management responsibilities

Individual or job function responsibilities for the policy document should be defined in the policy
dofument. Individual or job function responsibilities for each information4ype should be identified and
inqluded in the policy document.

Indlividual or job function responsibilities should include the need to séek relevant advice whep creating
or updating the contents of the policy document.

4.2.11 Compliance with policy

Where it is important that compliance with the policy*document can be demonstrated, the |ndividual
or jjob function responsibilities for obtaining and maintaining such compliance should be identified and
defined.

5 | Duty of care
5.1 General

5.1.1 Trusted system

Atrusted system is one thatensures that all ESI managed by the system can be considered to he original
information, or a true-and accurate copy of the original information, regardless of the original format.
Tryisted systems sheuld include the following as a recommended minimum:

—| the creation.of at least one copy of the ESI on to a system that protects the ESI from mogification,
inapproptiate additions or deletion throughout its approved lifecycle; this copy needs to|be stored
and maintained in a safe location that is separate and remote from other copies of the ES|;

— | thHe utilization of hardware and storage media that protect the ESI from modification, inappropriate
dadditions or deletion throughout its approved lifecycle (see also 7.3);

— the ability to verify through independent audit processes of the software, hardware and/or storage
media methodology/(ies) that the ESI can be rendered accurately throughout its approved lifecycle.

A trusted system utilizes a combination of organizational policies, operational procedures and
appropriately installed and managed technologies as described in this document that will enable an
organization to demonstrate trustworthiness and reliability.

5.1.2 Controls

It is essential that the organization be aware of the importance of designing and maintaining all aspects
of the trusted system and that it execute its responsibilities under the duty of care principle.

© IS0 2017 - All rights reserved 5
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To fulfil this objective, the organization needs to:

— establish a chain of accountability and assign responsibility for activities involving management of
ESI at all levels;

— be aware of legislative and regulatory bodies pertinent to its business;

— keep abreast of technical, procedural, regulatory and legislative developments by maintaining
contact with the appropriate bodies and organizations;

— imple

ment an information security policy.

5.1.3 S¢

The segre
deliberatd
where thd

There are
— input
— qualit

— data ¢

poregation of roles

pation of roles is a fundamental aspect of duty of care. It provides a check on errors.and on {
falsification of ESI (in this respect, separation of roles is particularly important in syste
re is risk of fraud or other malicious action).

several aspects of information management where a segregation of rolés<s considered:

reconciliation (see 6.4.3);
y control (see 6.4.6);
ntry (see 6.7);

— infor:[:ation deletion (see 6.12);

— infor

Itisalsoi
system ar

The segre

ation security (see 5.2).

mportant to ensure that the physical and managerial segregations that exist around a trust
e mirrored by the logical access controls within it.

cation of roles between initial operations and checking should be reviewed and implement

where appropriate.

5.2 Infermation security management

5.2.1 In

All ES], iry
or malicid
riskofas
ESI classif

Traditiond
informati

formation security policy

us. To protect ESI) security measures need to be developed and implemented to reduce f{
iccessful challerge to its trustworthiness. These security measures need to be aligned to 3
ication categories that are used.

lly, information security is often considered a matter of confidentiality, to ensure tl
bn As ‘not accessible outside the requirements of the organization. However, while thig

important

(imsome cases vital) to the operation of the organization, it is not the most important secur

he
ms

ed

ed

espective of the média on which itis stored, is vulnerable to loss or change, whether accidenital

he
ny

nat
is
ity

issue relevant to this document. Trustworthiness relates to the ESI's characteristics of authentic
integrity and availability.

ty,

A key objective of the information security policy is to ensure the protection of the trustworthiness of
ESI. When developing security measures, it is necessary to compare the risk of trustworthiness being
compromised or challenged with the cost of implementation of such measures. Security measures need
to include backup and other copies of ESI, as their trustworthiness is of importance in circumstances
where they have been used as replacements for live ESI.

Also of importance is availability (which includes the ability to read, search and retrieve information).
In some cases, it might be necessary to be able to demonstrate that all information on a specific topic
is available for review at any time. In this category, topics such as indexing accuracy and business
continuity planning are important.

6
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Security is not singularly a concern of information management systems. Security and availability of
the operating environment (including buildings, temperature controls, network links, etc.) and the
auditable implementation of procedures by all staff are both key elements.

The organization should adopt an information security policy, covering all elements of the trusted system.

Where the organization has an information security policy for other systems, then the use of the trusted
system should be incorporated within its scope.

The information security policy document should contain, as a minimum, the following:

—| statement of management objectives in respect of security;

—| specific policy statements;

—| requirements for different ESI classification categories;

—| definition and allocation of information security responsibilities;
—| policy for dealing with breaches of security;

—| policy regarding compliance with relevant legislation, regulation@d/or contractual reqyirements;
—| policy regarding compliance with relevant standards.

Thie information security policy document should be approvedby the organization’s senior mapagement.
Thlat approval should be documented.

The organization should agree and document appropriate levels of security for managing [its ESI, in
compliance with its information security policy document.

Copsideration should be given to compliance with ISO/IEC 27001. With reference to the trusted system,
the¢ requirements of this document should be taken into consideration when developing th¢ required
controls for compliance with ISO/IEC 2700%.

5.2.2 Risk assessment

Segurity measures are often developed using an ad hoc approach, reacting to security incidents or to
avgilable software tools. Such procedures frequently leave gaps in security, which are only filled at
solne later date. A more structured approach is to review the information assets of the organization and
asgign risk factors (based on asset value, system vulnerability and likelihood of attack). An information
se¢urity policy canthen be produced and approved, against which security measures can be audited.

The organization’should undertake an information security risk analysis and document the results
obtained.

Of[partictlar importance are the security measures implemented to control the informatiqn storage
mgdiaj\both the live media and the backup media. The risk analysis needs to include vulnerability risk
fadtors consistent with the type of media being used (e.g. WORM or rewritable). 21

The impact on the risk analysis results should be reviewed in relation to all the different types of
storage media in use.

Once the risk analysis has been completed, it needs to be acted upon as part of a review of implemented
security measures. Factors such as the balance between the costs of implementation, security achieved
and risk evaluation need to be taken into consideration during the review process.

Based on the results of the risk analysis, existing security measures should be reviewed for effectiveness.

Where the review indicates that changes to security procedures are appropriate, the changes should be
implemented.

For further information, see ISO/TR 18128 and ISO 31000.

© IS0 2017 - All rights reserved 7


https://standardsiso.com/api/?name=d045c11e199aca1515a06d93968888e5

ISO/TR 15801:2017(E)

5.2.3 Information security framework

A management framework should be established to initiate and control the implementation of
information security within the organization. The framework should have as its objectives:

— approval and review of the information security policy;

— monitoring of threats to information security;

— monitoring and review of security breaches;

"es
to be implemented to recover from the problem. Such procedures might involyévthe temporary
use of addlitional or third-party resources. In order to ensure that the trustworthiness of ESI is not
comprom}sed during these operations, an agreed and approved business continuity plan (sometines
known as|a disaster recovery plan) should be implemented.

Procedur¢s to be used in cases of major equipment, environmental or¢personnel failure should |be
developed, tested and maintained. Such procedures should ensure that\the trustworthiness of ES] is
not compjomised during their implementation.

For furthdr information, see ISO 22301 and ISO 22313.

5.4 Cornsultations

The impli¢ations of using trusted systems can be significant to other organizations, such as:
— regulftory bodies;

— goverjnment bodies;

— exterpal audit bodies;

— legal fdvisors (such as the organization’s lawyers).

The orggnization should consult with relevant organizations that are concerned with the
trustworthiness of ESI prior&oimplementing the information management policy document.

These canfinclude the following:
— natiopal and international law;

— indusfry segtor;

— comnjunity;

— organization;
— department;
— individual.

The organization should consult with relevant organizations prior to implementing the information
management policy document.

These consultations can include the following topics:

— legal issues;
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government regulations;
financial regulations (such as payment of taxes);

special regulations (applicable to particular sectors).

The results of all consultations, including actions agreed, planned or implemented, should be referenced
or included in the policy document.

Where appropriate regulations and/or laws exist, they should be complied with.

Th
sh
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sh
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6.

Thiis clause deals with procedures relating to the operation of a tristed system.

6.’

6.2
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su
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Th
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6.2

Thie procedures manual should include or reference procedures for the operation of the trust

an

poticy documentshould state whetherattor partof any refevant matiomat or imtermationat
puld be complied with.

nere the organization complies with relevant national or International Standards; such c
uld include the trusted system.

Procedures and processes

| General

P Procedures manual

.1 Documentation

e organization should maintain a procedures ‘manual for each trusted system. Wher
pclause, documentation is required, this deciumentation can either be included in the p
nual or referenced by it. This manual may*include references to other controlled docume
propriate.

essible to all appropriate users ofthe system.

.2 Content

 should include thefollowing:
ESI captureysee 6.3);

documéntimage capture (see 6.4);

datarcapture (see 6.5);

Standards

bmpliance

e, in this
rocedures
ntation as

e relevant procedures detailed-ih,“or referenced by, the procedures manual should e readily

ed system

indexing (see 6.7):
O U —J7

©lI

authenticated output procedures (see 6.8);

file transmission (see 6.9);

information retention (see 6.10);

information preservation (see 6.11);
information destruction (see 6.12);
backup and system recovery (see 6.13);

system maintenance (see 6.14);
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— security and protection (see 6.15);

— use of contracted services (see 6.16);

— workflow (see 6.17);

— date and time stamps (see 6.18);

— version control (see 6.19);

— maintenance of documentation (see 6.20).

For conve
relating t

Where the organization has multiple trusted systems, the documentation can comprise a sing

procedurg

hience, the procedures manual can be maintained as a number of separate physical documer
different information management areas.

s manual or multiple procedures manuals.

6.2.3 Co¢mpliance with procedures

In order
need to b
training, ¢

Procedurs¢
to requirg

624 U

[t is impo

o be able to comply with the procedures detailed in the procedures_manual, staff memb
e aware of them and have the ability to follow them. This situation-is frequently achieved
ither by specific courses or during day-to-day working.

s should be implemented that ensure that all staff members that operate the system adhg
ments.

pdating and reviews

rtant to ensure that the procedures implemented at any time during the storage life of g

specific plece of ESI can be determined. This is achievéd by ensuring that the procedures manual is k

up to date

Any chan
details of

and that all previous versions are kept in Ccompliance with the policy document.

bes to operational procedures should be documented. This documentation should incly
any change control procedures used and procedures to ensure that the new procedures §

implemenjted.

Where ch
and the rd

Supersedsé
(which ing

To confirn
necessary

Areview s
are reflec

inges are being implemengéed, they should be checked to ensure that operational requireme
quirements of the policy document are not compromised.

d versions of the procedures manual should be kept in compliance with the policy docum
ludes complianée-with the retention schedule).

h that documéntation is up to date, regular reviews are necessary. Such reviews might also
where legal or regulatory changes are relevant.

hould’be carried out at least annually to ensure that any changes to procedures or technolg
fed.in the procedures manual.

ts,

PI'S
by
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ny
bpt
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nts

bnt

be
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The results of periodic reviews should be documented and approved by the person responsible for the

operation

6.3 ESI

of the appropriate part of the system.

capture

6.3.1 General

Where a trusted system is used for managing ESI, the procedures involved in the capture of the ESI

should be

10

documented.
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6.3.2 Creation and importing

ESI can be created within a trusted system, or imported into it. The trustworthiness of the ESI at the
time that it is created or imported is of critical importance, as the trusted system will consistently
reproduce whatever ESI has been managed.

ESI is typically stored as either images or data. In either form, ESI can be imported into the trusted
system in a variety of formats.

Image formats are typically obtained from:

images such as that captured by cameras;
automatic facsimile entry (through a fax server);

capturing screen shots where multiple pieces of information are being displayed simultaneously
(also referred to as compound transient documents).

Im dures for

caj

age formats are typically bit maps of an original analogue document_’Details of procsg
pturing analogue documents in image format are discussed in 6.4.

0 retrieve
| by many
5 are:

Dafa formats store information in “native” format, maybe requiring-the original software t|
the¢ information contained. There are a number of “standard” fortnats that can be retrieved
software packages (e.g. text files, comma-separated delimited files). Examples of data format

office systems such as word processors, spreadsheets,‘etc’;
database systems;

CAD drawings;

e-mail messages;

electronic data interchange (EDI) files;

instant messages;

XML messages.

In
ap

NO
wi

'
thd
of,
cin

all cases, the informatjon-contained can be accessed through the use of an appropriate
blication. Details of precedures for capturing analogue documents in data format are discus

TE It is also possible to have ESI in mixed image and data formats (for example, a letter in W|
h an embedded/bit-mapped signature).

nere ESI tobe managed by a trusted system originates from outside the boundaries of
e organization employing the trusted system, there might be little or no control over, or K
the procedures or processes involved in the production or authorization of that ESI
cumstances, the organization will need to take care that the ESI is what it purports to be,

software
sed in 6.5.

ord format

control of
nowledge

In these
that it has

no

been tampered with and that the identity of the originator is genuine. The level of checkin

g of these

criteria will depend upon the nature of the particular ESI in question.

Such boundary situations can also exist within an organization. In these circumstances, the part of
the organization with the trusted system should not assume that ESI is what it purports to be, simply
because it came from another part of the same organization.

6.3.3 Information loss

Where ESI is stored in a trusted system, potentially, there is the possibility of loss of some of the
information. For example, when ESI is converted from one format to another, some metadata might
be lost.
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Where ESI contains macros or other set of instructions that might affect its information content, care
needs to be taken to ensure that all the appropriate information is captured.

Where storage media is changed, physical evidence (such as fingerprints on CD media) might not
be reproduced within the ESI. In such cases, the organization should review any potential loss of
information and make a decision as to whether this loss is acceptable to the business process. If such
a loss is unacceptable, steps should be taken to ensure that all the required information is captured
and/or retained.

6.3.4 Metadata

When ESI|is created or imported, care should be taken to ensure that all the relevant metadata are'al]so
transferr¢d. Care should be taken to ensure that all necessary metadata are captured, to ensure that
the ESI hals the correct interpretation placed on it.

The cont¢nt of metadata might need to be reviewed for completeness and apprepriateness. The
availability of a full metadata set, with an appropriate content, will increase the evidential value of the
ESI to which it pertains. The use of an appropriate metadata schema should be corsidered.

6.4 Do¢umentimage capture

6.4.1 General

This subdlause includes recommendations relating to the procedures relevant to the creation| of
electronid images from analogue documents. Recommendatigns:in this subclause are for users whose
trusted systems include the capture and storage of analogue documents in an electronic form by the
use of scahners or cameras. These recommendations coverprocedures for:

— prepdration of documents;
— docurpent batching;

— photdcopying;

— scanrling;

— 1imag¢ processing.

See also [$0/TR 13028.

6.4.2 Preparation of paper documents

All paper|documents need to be examined prior to the scanning process, to ensure that a successfful
image is ¢btained:Attributes such as paper size, weight and binding, paper and print colour can (all
affect thephysical scanning process.

Paper do¢uments should be examined prior to the scanning process to ensure their suitability for
scanning. Procedures for this examination process should be documented.

Factors such as their physical state (thin paper, creased, stapled, etc.) and the attributes of the
information (black-and-white, colour, tonal range, etc.) should be considered.

Where paper documents are found that are unlikely to be accepted by the scanner, there are a number
of techniques that can be used. For example, the original could be photocopied or transparent wallets
could be used.

Procedures to be followed for paper documents that can cause scanning difficulties should be
documented. When removing staples, clips or other paper document bindings, ensure that no damage is
caused to the original that can affect the capture of the information from the document.
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Where a paper document has physical attachments, for example, stick-on notes, the system should
provide facilities for distinguishing these from the document to which they are attached.

This might be achieved, for example, by capturing a separate image of the attachment, with appropriate
data to associate it with the source page. If only a single image is captured with the attachment in place,
the data might record the fact that there is an attachment. Where there is a risk that an attachment
might obscure, or be considered too obscure, information on the paper document, it might be preferable
to ensure that an image of the paper document without the attachment is captured.

Where a paper document has physical amendments, for example, white opaque paint, the system should

ensurethatthe presence of such amendmentsisnoted

Prpcedures to be followed when scanning multi-page paper documents bound together with|staples or
clips should be documented.

All pages of multi-page paper documents should be kept together and in the apppopriate order before,
dufing and after scanning.

6.4.3 Document batching
Wherever appropriate, paper documents should be grouped into batches for scanning.

Thijis makes it easier to control the paper documents and to be able-to perform quality controlland other
procedures on a sampling basis.

Thle definition of batch size should be decided on the basis.of convenience.

Thie number of paper documents in a batch will be application-dependent. For example, if the documents
ar¢ in file covers and the average number of documnents per file cover is relatively large, forr example,
10D pages, then the documents in a single file .¢over can constitute a batch. If the file covels contain
relatively few documents, for example, on average 10 pages, then a batch can consist of docunients from
mqre than one file cover. If the documentsare on roll microfilm, the film roll can be a batch.

Chpose the batch size so that it is not'bigger than can be easily managed, nor so small that checking
quplity by sampling on a batch basis would result in significant process inefficiencies. Sqmple size
might need to be determined using statistical sampling techniques.

Fol some applications, a batch) cannot be easily defined. In these cases, a batch can be definefd as those
paper documents input during a specified time period. Thus, for example, a batch could be all documents
input during an hour orta/day.

For some applications (especially where workflow is implemented) where batching cannot He applied,
alternative methods for ensuring that all paper documents are scanned should be establighed. Such
te¢hniques cam-include the marking of documents after scanning or additional checking jof images
agginst the'paper originals.

6.4.4_“Photocopying

It might be helpful for some paper documents to be photocopied prior to being scanned. Such documents
include the following:

— documents that can be adversely affected by the scanning process, such as damaged or delicate
documents;

— documents where there are substantial contrast or density variations over the area of the original
and where photocopying demonstrably improves the image quality;

— documents containing paper or ink colours that do not produce legible scanned images;

NOTE1 Photocopiers and scanners might respond differently to different colours and it is only in
exceptional cases that the technique of photocopying prior to scanning does not produce satisfactory results.
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— folded documents that are too large to be scanned as a single full-sized image.

NOTE 2  Photo reductions can be made which are then scanned and/or multiple scanned images can be
captured from the original or from photocopies thereof.

Photocopies should be examined to ensure that there is no significant loss of information during this
process.

Where paper documents are photocopied prior to the scanning process, the procedures used should be
documented in the procedures manual.

Additional quality control procedures shou
lost in thelscanning of photocopied paper documents.

at no significant Iformatlor] is

If photo re¢ductions are made, checks should be made to ensure that there is no significant lpssiof detail
in the scapned images compared to the paper original caused by the effective resolution of the image
(compared to the original) being reduced.

If multipl¢ images are captured, these should be overlapped to ensure that there is®we significant losg of
informatipn at the edges between adjoining images.

Where an image was made from a photocopy, it should be clear to a user.dfthe image that this was
the case. [t should also be clear whether the photocopy was made from the paper document during
documen{ preparation or whether the paper document was known tocbe a photocopy. This is to ensure
that an imjage can be correctly identified as a true facsimile of a paper document, even if an intermediate
photocopy has been taken as part of the preparation procedures and to distinguish such images from
images of|photocopies made under unknown conditions.

This can be done, for example, during document preparation, by stamping or marking the document
as a photqcopy or original photocopy or by electronically marking the image as having been captured
from a phptocopy, distinguishing between photocopi€s made during document preparation and paper
documentfs which are known photocopies.

Procedurg¢s to be used where it is not known wWhether a paper document is an original or a photocgpy
should be[documented.

6.4.5 Sc¢anning processes
Details of procedures used in analogue document scanning should be included in the procedures manyal.

Any variations in scanning procedures due to the type of document being scanned should be detailed in
the procegflures manual.

Such chanfges might apply to, for example, double-sided versus single-sided paper documents and colgur
versus blgck-and-white images.

Procedur¢s should ensure that all paper documents in a batch are fully scanned; no document shotild
be left ungcanned.

To check that all paper documents have been scanned, the count of captured documents can be
compared with the number of documents in a batch. Where batching is not used, alternative procedures
for ensuring that all documents are scanned might be needed.

Where it is important that all pages in a multi-page paper document are scanned, procedures which
ensure this should be implemented.

The count of captured images per paper document can be compared with the number of pages (i.e.
sides) in each document, taking into consideration any blank page (or other) removal processes.
However, errors in manually counting physical paper documents and the pages therein might make
such a process ineffectual. It might be satisfactory to implement procedures whereby the probability
and risk of any document not being scanned is acceptably small. This risk should be evaluated and,
where necessary, procedures should be reviewed against this risk.
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Many scanners have automatic paper document feeders that can reliably detect bad feeds, therefore,
minimizing the risk that a document might pass through the scanner without being scanned. If such
devices are not used, the procedures are required to ensure that the scanner operator has to manually
handle every document in order to reduce the probability that any document might not be scanned.

Where it is crucial to ensure that every sheet is scanned, users should consider counting or pre-indexing
the paper documents in order to capture accurately the number of pages per document or batch of
documents.

Using a double-entry technique can provide extremely high accuracy in the number of pages. These

da

ta can cnhcnqnanﬂy be r‘nmparnﬂ with the scanned page count; any shortfall will indicateeither that
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Thie scanning system should enable each electronic document to be uniquely identified, in s
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Thiis unique identity could be a system-generated sequencedaiumber that can be used for interr
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re than one page has been fed at once or that a page has been misplaced between pre-ind
nning.

. simplex scanner (i.e. one that scans only one side of a paper document at a time) is usg
ible- sided documents, care should be taken to ensure that every double-sided‘document i
 the other side scanned.

| large paper document is scanned in sections, so that multiple imagestare captured, thes
puld be overlapped to ensure there is no loss of information at the edges between adjoining

it its identity cannot be changed or removed, except as permitted as described in 7.11.

'poses only.
1.6 Quality control

1.6.1 Sample set

bcedures are required which reduce the'risk of scanned images being of unsatisfactory qua
easier to demonstrate trustworthiness if it can be shown that the images are of good q
it the scanner was working to agreed standards at the time of scanning.

ample set of paper documenits should be assembled for the purposes of evaluating scann
hinst agreed quality controlscriteria. Documents in the sample set should be representat
mplete set of documents that are to be scanned. Documents in the sample set should include
baper documents whose quality is poor relative to those of the majority of the documents.

ality control critesia can cover:
overall legibitity;

smalleést’detail legibly captured (e.g. smallest type size for text; clarity of punctuati
including decimal points);

exing and

bd to scan
b reversed

e sections
images.

uch a way

al control

lity. [t will
hality and

er results
ive of the
examples

bn marks,

campleteness of detail (e.g. acceptability of broken characters, missing segments of lines);

dimensional accuracy compared with the original;

scanner-generated speckle (i.e. speckle not present on the original);

completeness of overall image area (i.e. missing information at the edges of the image area);

density of solid black areas;

colour fidelity:.

Quality control criteria for image quality should be realistic given the nature of the source material and
the characteristics of the scanning equipment.
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Quality control criteria should be documented for scanned image quality. The criteria should be agreed
by all parties, whose use of images is likely to be affected by image quality, including internal and
external users.

Quality control criteria should be based upon the sample set of paper documents.

6.4.6.2 Evaluating image quality

Procedures that specify the process used for evaluating image quality on a day-to-day basis should be
documented.

Image quality evaluation procedures should include details of the evaluation of results, including the
characterjstics of the image retrieval device.

Care shoufld be taken when evaluating the results of a quality control procedure. Resultsobtained dan
depend ul;lon the specific output device (e.g. monitor or printer).

If a printgr is to be used for quality control procedures, the printer resolution sheuld be equal to|or
greater than the resolution of the scanned images.

The printgr should be capable of accurate reproduction of grey scale or caleiit in applications whé¢re
this is rel¢vant.

Where greyscale or colour reproduction is relevant, the accuracy of\¥endition of grey scale or colgur
should belevaluated.

Where dimensional accuracy is important, procedures should be documented for checking that
dimensio:[r:l information is reproduced within tolerance. This;might involve, for example, checking that
the nomirjal resolution of the scanner is accurate, so that the dimensions in the electronic image can|be
determingd by counting the number of pixels between specific points in the image.

If the scafner operator checks the quality of images‘during the scanning procedures, a second qualjity
control pfocedure should be undertaken by personnel other than those responsible for the scannipg.
This second quality check might involve statistical sampling techniques.

Quality cdntrol procedures should be related to the batch process (if used) as defined in 6.4.3, enabling
acceptande or rejection of such a batch'independently of any other batch.

The results of all quality control checks should be stored in the quality control log (which can be created
manually jor automatically).

In workflpw environment§-where every electronic document is viewed within a workflow process gnd
activities jexplicitly check images for quality and reject unacceptable ones, then these activities might
be deemedl to be a quality control process.

Where the quality»Control procedures involve sampling of the scanned images and any related data
(such as 1jotes)ythe proportion sampled need not be fixed but can vary from time to time depending
on the frgquency of problems encountered or the nature of the source material. Where approprigte,
statistical SampHng techniques shoutd be used To determine the percentage of scanned 1mages to be
checked. For further details of sampling techniques, see ISO 2859-1.

It will not normally be practicable to check all processed material and generally only a proportion of
the material processed will be checked. For example, at the start of scanning, initially a relatively large
sample can be selected (e.g. 20 %), which can be reduced (e.g. to 10 % or even 5 %) as the consistency of
meeting the required quality standards can be demonstrated.

Where quality control consists of sampling scanned images, the frequency of sampling should be
documented.
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6.4.6.3 Checking scanner performance

Scanner performance checks should be used periodically to monitor the system, to check that it is
within agreed tolerances.

Hard copy prints can be made of the scanned images of the test targets and compared with the test
targets themselves to determine whether the quality criteria are met, as described in the procedures.

Test targets allow objective assessment and measurement of scanner performance. Regular use can
show whether the scanner is performing consistently and in accordance with its specification. The test
target given in ISO 12653-3 can be used for this assessment

Thie frequency of scanner performance checks should be dependent upon system usage and [related to
expected deterioration in system performance. This might require recommendationsfrem the system
supplier and also experience in the use of the system. Initially, it might be approptiate to scan a test
tayget for every few thousand pages scanned.

If double-sided (duplex) scanners are used, double-sided test targets should-preferably be used. Single-
sided test targets should only be used with duplex scanners if double-sided test targets fannot be
obfained.

Te$t targets are not representative of the paper documents actuallyzbeing scanned and are| not to be
regarded as a substitute for the sample set of documents.

6.4.7 Rescanning

Propcedures for rescanning paper documents should be documented. Such rescanning might be required
if dn original image has been rejected, owing to poor/quality or other factors.

Prpcedures should be implemented to ensurelthat images resulting from rescanning r¢place the
original image and that batch numbering and\audit trail procedures are not compromised.

6.4.8 Image processing

Impge processing techniques used_to improve the quality of an image should be descrifjed in the
procedures manual.

Where operator-controlled ‘facilities are available for use, details of which facilities are ysed for a
pafticular digital document’should be documented.

6.5 Data capture

6.3.1 Data creation

Where external data is created and stored on the trusted system, required quality levels [should be
specified. These quality levels should cover accuracy and completeness of captured data.

Data (for example, for the creation of index or other reference information) can also be captured from
existing analogue and/or ESI and entered into a computer in a number of ways, including manually
(i.e. direct keyboard entry), automated [e.g. bar code reading, optical mark reading (OMR), optical
character recognition (OCR), intelligent character recognition (ICR)], or semi-automated (for example,
where data captured automatically, e.g. by OCR, is confirmed by manual re-entry). In each case, the
issue is to convey confidence that the correct data have been captured. In practice, it can be difficult, if
not impossible, to ensure 100 % accuracy in captured data and the user has to assess the risk associated
with the existence of errors.

The specified accuracy levels can vary depending on the application and the importance of each
particular data item.
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Procedures should be defined for checking that the accuracy levels are maintained. These procedures
will typically be based on random or quasi-random sampling of batches of captured data, with
comparison against the source material. Batches that fail to meet the required accuracy levels will
generally be reprocessed and the results checked again to ensure that the required accuracy levels are
maintained.

Records should be kept of the results of all accuracy checking.

Where data is extracted from ESI, the ESI should be stored and associated with the extracted data.

6.5.2 COIIVUI DiUll dlld lllisl dtiUll

Where data is being received from another system (or part of a system), for example, as part of astorgge
system mfigration process, then procedures and processes need to be established, implemented and
documented for this process.

Where ES| is converted from the current to a new file format, any potential loss of information (including
audit trail information) due to this process should be documented.

6.6 Daftlabase considerations

6.6.1 General

Applicatign systems and information are the transactional lifébldod of most organizations. This
informatipn is typically managed in databases and is at the centre of the application systems that
operationplly power the organization on a day-to-day basis’The range of these systems managing
informatipn in databases is wide and includes, amongst.others, enterprise resource planning (ERP),
finance anld accounting, human resources, customer relationship management (CRM), etc.

In order fpr structured information held in databasesto be relied upon in the event of disputes, there
are many|similarities with the trustworthiness,aspects of unstructured information. The policy, diity
of care, pfocesses and procedures, enabling technology and audit of the trusted system are equdlly
important.

Where information stored in databases.is within the scope of the trusted system, the policies, procesges,
procedurgs, enabling technology andfaudit should each specifically reference this information.

In spite of many similarities, there are a number of areas that need to be considered specifically|as
they are ot directly analogous to the trustworthiness issues of unstructured, document-centfric,
informatipn.

6.6.2 Dptabase systems

6.6.2.1 [Extract, transform and load

Extract, ffranisform and load (ETL) refers to a process in database usage, and especially in data
warehousing that involves extracting data from outside sources and transforming it to fit operational
needs, which can result in significant changes to the information.

Any such change should be able to be explained and justified.

It is important to note that ETL processes can involve considerable complexity and significant
operational problems can occur with improperly designed ETL systems. Where ETL has been
deployed, all processes should be fully documented, as the source and target databases may have, as
a consequence of the ETL process, what appears to be the same information that is not the same in the
different databases involved.
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Where ETL techniques are employed for information stored in structured databases within
of the trusted system then:

accepted by the organization;
processes and acceptance criteria should be documented;

test plans, scripts and results should be retained;

2017(E)

the scope

changes or loss of information caused by extraction, translation or load should be evaluated and

where audit trails of ETL operations are generated, these should be retained for as long as the

Information itself.

6.6.2.2 CRUD

A ¢
tey]

ommon approach to four basic functions implemented for information in datalsases is cove
m “CRUD”; this acronym expands to:

create;
read;
update;

delete.

re is commonality of the issues surrounding, creation, reading and destruction
tructured and structured information. However, updating is significantly different for §
rmation in databases from unstructured information.

en unstructured information is updated, a-hew version is created (see 6.19 on version c
abases, the update will change the contents of a particular piece of data in the database.

transaction that resulted in the update to a particular field in situ may or may not be
is is an area that should be considered and the results of that consideration documen
ating transaction and the contént before the update are not retained, then it may be nece
“before” and “after” contents of the field are able to be re-created in the event of a ch
stworthiness. This could bewithin the audit trail.

audit trail and/orthe’definition of the process/procedure should indicate who or
regponsible for the creation, updating, reading or deletion of information in the database. |
nofing that this respoiisibility could be a person, a device or an application component/servig

6.6.2.3 ACID

red by the

between
tructured

bntrol). In

retained.
fed. If the
ssary that
pllenge to

what was
t is worth
e.

ACID (atomicity, consistency, isolation, durability) are properties that ensure database trans

ctions are

processed reliably. Typically, relational database management systems achieve these automatically but
it §houyld be noted that a number of NoSQL databases that have been introduced to meet the demands of
bigdata do not include ACID transaction SUpport.

A database system that does not include ACID transaction support might not be updated with every
transaction posted to it. This may not be a problem for an organization using such a system.

If the database is not designed based on ACID, then the reliability and trustworthiness of the information
content in the database may be questionable.

If the database system deployed is not based on ACID, then the organization should evaluate the impact
and formally record evaluations and decisions. It should be noted that suitable application design may
meet the ACID transaction support criteria even if the database system does not.
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6.6.3 Database schemas

For a database, the schema defines the tables, fields and relationships of the database itself. This gives
context to the data held in these tables and fields enabling it to be information.

A field in a database may contain a number which could be a quantity of an item, a telephone number
or a product code. The schema should describe which of these (or others) number actually means. In
this respect, the schema can be regarded as metadata that gives context to the field enabling it to be
regarded as information rather than simply data.

d 1S€ d cld 10or g dllifere PUI'DOSE LO ] dll D€ d
ot properly considered and documented. In this event, the contents of a field and the
schema ejpectation may be completely different. Such usage is often because the organization does ot
wish to uhdertake a costly bespoke modification to a packaged application system. This type of field
misuse shjpuld be avoided; if it is employed, it should be fully considered, approved and doeumented.

Another drea of concern, especially with packaged application systems, is bespoke, €xtension of the
standardifgzed schemas. This will frequently generate customized tables and fieldsywith organizatipn-
specific rglationships to the standard application system. All such custom se¢hema and applicatjon
componenjts should be properly considered, justified and documented. This ype of customizatiorn] is
frequently the cause of considerable cost and difficulty when the standard“dpplication is upgraded| to
a newer Version and can result in compromise to the trustworthiness of.the information within the
database.

Special cdre needs to be taken when any schema is modified<that the changes are justified gnd
documentfed and that data migration during the change process is;properly tested and results recordgd.

When a sfhema is changed, it is quite common for additignal checks to the contents of fields to|be
applied. However, in practice, the effort to retrospectively apply these additional checks to historic data
can lead fo a situation where the migrated data is negt‘validated against the new rules but migrated
“as is” when the new schema version is introduced.\This can lead to situations where old data is ip a
different format or does not match the validation fules of newer data in the same fields. Such situatiqns
need to bg able to be explained satisfactorily infthe event of a challenge to information trustworthingss.

When a database schema is changed, theré are many aspects that should be addressed in order that the
schema cljange is not the cause of unintended compromise to the trustworthiness of database content.

Access to |previous schema versions.may be required so that, for example, if a database record or field
is used ag evidence, the database schemas that were in force at the time of its capture and since that
time can e described and attested to. If this is not done, there is a risk that the trustworthiness of the
informatipn might be successfully challenged.

6.6.4 aster datanianagement

A challenge facing-niany organizations is master data management (MDM). MDM aspires to ensure there
is a “single version of the truth” across the systems used by an organization as opposed to multiple,
inconsistgnt-yersions of the same thing held in separate systems.

MDM aims to avoid the need for separate updating of systems by keeping a single master that is used by
the different systems and is, as a result, consistent.

Where MDM is deployed, the responsibilities for the master need to be clearly documented.

Where MDM is not, or only partially, deployed, the different versions of the same information should
be understood and documented so that a challenge attempting to discredit on the basis of differences
between what appears to be the same information can be rebutted.

20 © IS0 2017 - All rights reserved


https://standardsiso.com/api/?name=d045c11e199aca1515a06d93968888e5

ISO/TR 15801:2017(E)

6.6.5 Transactional vs. updating

There might be a need to be able to show, historically, what the contents of a database were at a specific
point in time. In many systems utilizing a database system, there are requirements to be able to show
what the information contents of a field were before and after an update or deletion, to avoid or resolve
a dispute, while in other situations, this requirement may be superfluous.

The organization should evaluate and record decisions taken in this regard.

When the before and after update information is needed, then this may be achieved by either retaining
the_before and after update content or by retaining the transaction and being able to deduce the
dafabase state preceding the update (this latter procedure may not be feasible for particular ppdates).

Taking this to the next logical stage, there may be circumstances in which it is necessary to [be able to
sh¢ow what the information state of the whole database was at a particular point in.time, rgther than
simhply the contents of a particular field or table. This is mostlikely to be in situations‘where information
frdm the database is routinely required to be used as evidence.

6.7 Indexing

6.7.1 General

Indlexing is a vital part of the process of managing ESI on a tidsted system, as it allows acgess to the
relevant ESI. Where indexing information is lost, then the ESI'might also be lost.

Indexing can be either automatic (i.e. performed bycthe system without operator intervgntion), or
mdnual. If manual indexing is performed, it is important to ensure that the documented prodedures be
followed.

Some systems allow partial index information@®o be stored when the ESI is captured. This can then be
combined with additional manual index entries at a later time.

Prpcedures and rules for indexing ESI sheuld be documented.

6.7.2 Manual indexing

Mdnual indexing involves the yvisual examination of ESI captured by the trusted system, either during
its|capture or as part of post*capture processes.

Staff involved in mahdal indexing should receive specialist training in order to maximize|accuracy.
Indlexing trainingrequirements and procedures should be documented.

6.7.3 Automatic indexing

Automatic.indexing can be achieved by, for example, the reading of bar codes or specified data fields,
01‘:]:he use of OCR/ICR techniques. Where automatic indexing is used, procedures to check alnd amend
indccurate index data should be documented

6.7.4 Index storage
Index data should be retained for at least as long as the ESI to which it relates is retained.

Some systems require database indexes to be rebuilt periodically, typically to improve database
performance. Procedures for rebuilding indexes should be documented.
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6.7.5 Index amendments

Indexing processes can include procedures for the detection of missing ESI. Indexing from displayed ESI
may not detect missing material unless the displayed ESI is checked against the original ESI or there is
a defined sequence of ESI (for example, by sequential page numbering).

Procedures for the amendment and/or correction of indexing data should be documented. If an index
entry is amended, details of index content before and after the change might need to be retained.

Where an index entry relates to deleted or expunged ESI, this status should be stored.

Where, byl the amendment or deletion of index entries, deletion or expungement of ESI might be requited
to comply|with legal or regulatory requirements, procedures to be followed should be documented.

6.7.6 Index accuracy

Index dafa can be inaccurate. While accurate indexing will facilitate the retnieval of ESI, the
trustworthiness of that ESI may be demonstrated if its relevance and completeness can be indicated
from the ficcuracy of the relevant index data. Conversely, inaccurate index data“ean result in the uger
being unaple to retrieve relevant ESI, or retrieving irrelevant ESI.

Index datd accuracy criteria can vary depending upon the application. In‘some cases, the accuracy dan
be defined as the maximum acceptable number of characters in error per'‘thousand characters captured
(or percemtage equivalent). In other cases, the accuracy can be defined as the maximum acceptabple
number of words (or similar cluster of characters, for example, a ¢ustomer or part number) containjng
any error|(whether of one or more characters).

Criteria fdr index data accuracy levels should be realistic, given the method used for index data capture,
the typical random error rates achieved by data entry“personnel and the legibility of the soufce
material. These accuracy levels can vary depending upon the type of ESI being indexed.

Where mgnual or automatic indexing is undertaken, accuracy levels should be agreed and documentgd.
Procedure¢s for index data accuracy checking should be documented.

6.8 Authenticated output procedures

Output friom information management systems, either in the form of paper copies or as ESI [on
appropriate storage media, mightneed to be produced for use as evidence. Generally, these copies nged
to be conflirmed as true copies of any related original, in accordance with local requirements, in ordler
to reduce [the likelihood of réjection or challenge.

Procedurg¢s for the creation of copies of ESI that might be required as evidence should be documentgd.
nd
ly.
ight

authorized signature or other procedure to confirm the trustworthlness of the copy document.

It is important that the nature and extent of any changes introduced by the retrieval facilities be
understood and their relevance assessed. What is acceptable in normal usage might be unacceptable in
other circumstances requiring output for use as evidence. For example:

— rendering a coloured image in monochrome might be acceptable in situations where the colour
is irrelevant, but in other situations, the colour might be vital, necessitating a different retrieval
facility;

— viewinganimage at alower resolution than that used in scanning the original paper document might
be acceptable in routine retrievals, but the fine detail which is thereby lost might be important in
other situations where, for example, it might have forensic significance;
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— where there is not an exact match between the resolution of a scanned image and the retrieval
device, the dimensional accuracy of the reproduction can be lost;

— where astored data file is normally converted to another format for display or printing, information
can be lost or presented in a different form, caused by loss of detail or layout differences; these
differences might be unacceptable for disclosure and in these cases different retrieval facilities
might be required, which do not involve conversion.

If the system facilities used to retrieve, display and/or print ESI do not maintain the layout of the original
(e.g. font, pagination), information retrieval characteristics should be agreed upon and documented.

6.‘1) ESI transmission
6.9.1 Intra-system ESI transfer

6.9.1.1 General

Infra-system ESI transfers are those that take place within the system as\defined in Z.2. Intfa-system
filg transfers include:

—| local area network transmissions (see 6.9.1.2);

—| movement between storage sub-systems under systemn‘control, e.g. in a hierarchicgl storage
management system, or between cache and magnetic disk;

—| transfer between storage sub-systems under operator control.

In puch transfers, the procedures, both electronic atidd'manual, are under the control of the organization.
Prpcedures and processes should be implemented:to ensure that the trustworthiness of ESI tjansferred
within the system is not compromised.

ES| transfers from one device to another should be controlled by the appropriate transmission|software.
Where additional security measures'are required, the use of digital signatures should be considered.

NOTE This subclause is not applicable to the requirement for file migration, where the media type and/or
forimat of the data file might change for technology migration reasons. For further information, see 7.10.

6.9.1.2 Local area nétwork transmission

In pome applications; ESI can be transferred under operator control from one storage device {o another
using a local area network as defined in 7.2. Local area networks can include connection§ between
remote locations using fixed lines.

Where ESHs transferred using a local area network, procedures and processes should be implemented
to pnsure that the trustworthiness of transferred ESI is not compromised.

Whe STE wioumv v, ocatio v ga Ca € 8- a C CO TtHreations hne,
procedures and processes should be implemented to ensure that the trustworthiness of transferred ESI
is not compromised.

a wWeet . OTE viers O1TS STHIh®

6.9.2 External transmission of files

This subclause deals with ESI transmitted between one system and another through external, wide
area, communication systems. Such systems are external to the system described in Clause 7. The
sending and receiving systems are remote from each other and can be within the same or different
organizations. In either case, another party provides the transmission service.

The communication system can involve real-time transmission or deferred (store and forward)
transmission such as occurs in e-mail services.
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This document is concerned with the trustworthiness of ESI that has been transmitted to another
party and with the trustworthiness of ESI received from another party. This document is not directly
concerned with the transmission service. By following the recommendations in this document, users
can show that a copy of ESI which was transmitted at some previous time to another party has not
been altered since that time and that ESI received at some previous time through a transmission from
another party has not been altered since the time of receipt.

ESI transfers from one device to another should be controlled by the appropriate transmission software.

Where ESl is copied to another party through a transmission, the orlgmal ESI should be retalned within
the origing opria ate 3 3 :
stored as art of the audlt trall

Where ES[ is received from another party through a transmission, that ESI should be stored within the
receiving frusted system. The date and time of any ESI receipt should be stored as part of thexaudit trail.

Differenc¢s between sent and received ESI might be caused by errors in transmission‘0r by deliberate
alteration| of ESI. There might also be appropriate changes (typically additions) to-the metadata of the
transmittpd ESI. Demonstrating that received and sent ESI contain identical infofmation is no differ¢nt
from dempnstrating that any two copies are equivalent. The primary need is(to'show which ESI is the
source and which ESI is the copy, i.e. which ESI existed first. In some instances, this requirement dan
be met byl comparing the times at which the two ESI were stored. If system time clocks are accurate
(and bearjng in mind differences in time zones), received ESI should/ave been stored later than that
at which the source ESI was transmitted. Thus, the issue becomes ofié)of being able to demonstrate the
reliabilityland accuracy of the timings of the two events.

Hashes, dlgital signatures, seals and time stamps, for example;‘can be used to permit confirmation that
electronidally/digitally signed ESI is exactly the same as\w@a$ sent and to confirm the identity of the
sender. This confirmation of identity might be compromised if the original certificate is no longer vdlid
and mainfained by the certifying authority. If the electronic/digital signature certificate is no longer
available pr expired, the electronic/digital signature will provide information related to whether the
ESI has bgen modified since the time of signing ounly.

Additiona] procedures (outside the scope-ef’this document) can be adopted for security or otler
reasons, €.g. to prevent unauthorized disclosure of the information contained within ESI.

Where it {s important to be able to,demonstrate that ESI has been delivered, the sender might requjire
that the receiving system transmit back to the sender a confirmation of receipt, which should inclyde
the transmission identifier and-the date and time of receipt.

If these pfocedures are folowed, then the risk is reduced that ESI has been modified or has been s¢nt
from someone other thafi'the identified sender.

The level|of security’risk being taken during external ESI transfers should be assessed to ensire
compliange with the’requirements of the information security policy.

6.10 Inftl)rmation retention

ESI will be required to be retained for legal and/or business purposes for an agreed amount of time (as
documented in the retention policy). Procedures should be developed and documented for the retention
of ESI until the end of its retention period.

Procedures for the identification of ESI for which fraud has been identified, or for which litigation is
envisaged or ongoing, should be documented. Such procedures should include the suspension of
disposal policies for this ESI.

Where paper documents are scanned and the information management policy document states
that it is general policy to destroy a specific type of paper document, there can be some instances
in which an exception applies and the paper document should be retained. It should be noted that,
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where an “original” paper document is retained, access might be required in order to demonstrate the
trustworthiness of the electronic “copy” ESI.

Procedures that identify specific paper documents that need to be retained should be documented.
Circumstances where this might be required include the following:

— the paper document is of poor quality, so that a legible image cannot be obtained;

— the paper document can be kept to reduce the possibility of it being suggested that the image was
deliberately made illegible; this also avoids any risk of rejection of an image on the grounds thatitis
not a facsimile of the paper document;

—| anote can be stored which states that the original paper document was of poor quality anLl includes
details of any visible information that needs to be stored;

—| a paper document contains physical amendments or annotations that cannotbe identifi¢d as such
on the scanned image;

—| a separate record that physical amendments or annotations were present on the paper dlocument,
plus details of what the physical amendments were, can be sufficient;

—| fraud has been identified or litigation is envisaged or ongoing;

—| the paper document is of high value, such as the signed original of a large contract.

6.11 Information preservation

Propcedures for the long-term preservation of ESI should be documented. Such procedures should take
injo account the required retention periods and the expected life of the trusted systems. Where the
refention period exceeds the likely life of the trusted systems, plans for the migration to newy systems
should be documented (see also 7.10). For further information, see ISO/TR 18492.

6.12 Information destruction

Prpcedures for the destruction ér)disposal of ESI at the end of the retention period $hould be
dofumented.

These procedures should incorporate security precautions appropriate to the sensitivity pf the ESI
belng destroyed.

In [the case of capture-of analogue documents as ESI, no original documents should be destrpyed until
the images have been successfully written to storage and appropriate backup procedures have been
completed.

6.13 Baekup and system recovery

ate copies

= at backup
ESI mcludes all assoc1ated 1nformat10n (such as 1ndex f11es audlt tralls) so that a complete new system
can be built in the event of a total loss of the original system.

The procedures should include the secure remote storage of these backups.

System recovery procedures also need to be documented to demonstrate that such procedures are
controlled and tested for reliability:.

Issues surrounding the security of backup information might be important in the event of a dispute over
trustworthiness. It can be argued that backup media had been compromised and then used to recover
from an information loss, thus, affecting the trustworthiness of ESI. In some cases, the availability
of backup ESI which has been in secure storage, to be used only in the event of a challenge to the
trustworthiness of the live ESI, can be used to enable the demonstration of trustworthiness of the ESI.
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Facilities on the system should allow for the backup and verification of all ESI and associated
information, including audit trails, at regular intervals.

There should be information kept in the system audit trail of all backup activity, which should include
details of any problems incurred during the procedure.

If the file structure of the ESI held on a backup is different to that of the original, the structure of the
backup ESI should be detailed in the systems description manual.

The audit trail should detail all ESI recovery activities and include a description of any problems
experienced during the recovery procedures.

Procedur¢s for checking that ESI trustworthiness has not been compromised after a restore should
be documented. Where backup ESI is used to recover from a system failure, procedures should [be
documentled to ensure that ESI trustworthiness has not been compromised.

Media us¢d for backups do not necessarily provide permanent storage conditions. Media suppliers
usually ptovide information regarding recommended testing frequency. Alternatively, if such specific
informatipn is not available, general recommendations can often be found in national or International
Standardy.

Testing mledia on the same hardware each time is no guarantee that the media can be read on other
devices, epen from the same supplier and of the same model type. Backtips are of no value if the oply
hardware|that can read them is lost.

Backup mfedia should be tested at regular intervals, using a variety‘of hardware to read the media.

6.14 System maintenance

6.14.1 General

The trustpd system should be maintained and:corrective maintenance carried out only by qualifled
personnelto ensure that its performance doesnet deteriorate to such an extent that the trustworthingss
of the ESI[managed by the trusted system jis-affected.

For example, it is of specific importance in a paper document scanning system that it be maintained in
accordande with the manufacturer’sspecifications, in order that image quality is maintained.

Preventatfive maintenance sheuld be carried out regularly, in accordance with the suppligr’s
recommehdations. Preventative’maintenance may involve the maintenance of the patching history| of
the trusted system.

Procedur¢s used for pteventative maintenance should be documented.
These procedures.can be performed by system operators or by specialized service personnel.

A maintepance ‘log should be kept, stating the preventative and corrective maintenance procedufes
completed.

Procedures to control the use of system maintenance hardware and/or software that can bypass system
access controls should be documented. Access to such tools and facilities should be strictly controlled
and monitored.

Information regarding system downtime and details of action taken should be stored in the
maintenance log.

6.14.2 Scanning systems

Where paper document scanning is implemented, procedures described under the quality control
section should be used to check that a scanning system continues to produce the output quality required
of the system after the maintenance procedures have been completed.
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These test results will serve to confirm, at any later date, that any poor quality images were not due
to malfunction of the system. If there is any deterioration in the output quality, appropriate corrective
maintenance is necessary.

6.15 Security and protection

6.15.1 Security procedures

Security guidelines that are applicable to the organization and application concerned should be

im

lemented. Such mndplmpq for PY;\mn]P mlcrh‘r existin company nnhrlpq or practice _sector- spec]f]c
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©lI

SO0 2017 - All rights reserved

27


https://standardsiso.com/api/?name=d045c11e199aca1515a06d93968888e5

ISO/TR 15801:2017(E)

6.16 Use of contracted services

6.16.1 General

Specialist service providers are often used for, for example, paper document scanning, indexing, data
conversion, storage and other services.

a) A contract should be agreed upon with the service provider that details the services that are to

be used.

b) If th LUlltl Cl\.t dUCD llUt lC\.iuilC that thC LUlltl a\.tux \.Ulllp}y \A lth Cl}]l lC}CVClllt lCLUllllllClldatiL nS
of this document, the user’s inspection procedures on services provided should be such that|no
assumptions are made regarding the completeness, quality and accuracy of the services.

The proc¢dures and recommendations in this subclause cover any type of service, including th¢se

provided pn a facilities management basis and is intended to ensure:

— that yhere work is carried out by a service provider, the procedures for the demonstration| of
trustyorthiness of the resulting ESI will be the same as if the work had been done wholly within
the cljent’s organization;

— that the client can demonstrate compliance, many years after the everit, even if the service proviger
has c¢ased to trade.

Where wqrk is undertaken off-site, details of the procedures useddn the transfer of information andfor

media fr(ﬂm the client to the service provider and from the service provider to the client should|be

documentled.

If the serylice provider uses procedures which comply withthe policy document, the client should hold a

copy of, of have access to when required, the service provider’s compliance documentation.

6.16.2 Procedural considerations

In ideal cifcumstances, where the service ptevider can demonstrate the implementation of procedures

which comply with the information management policy document, the contract need only confirm this

situation find contain agreed procedures for checking compliance.

Where th¢ service provider operates-in compliance with agreed procedures, the contract should inclyde

a statemept detailing the extentto which the procedures are implemented and audited.

The following list defines precedures and processes that may need to be reviewed and included within

the contrdct as appropriate:

— The c]ient should’check that the service provider can produce output to agreed acceptable qualliity
standards.

— The dlienttshould check that the service provider can process a sample of information to produce
outpyt on the proposed media and in the proposed format and which can be successfully loaded|on
the client’s target system. This sample should be retained.

— Theclientshould check that the service provider can supply a copy of the audit trails of the processing
undertaken in a readable form.

— Where indexing services are provided, the client should check with the service provider that the
proposed indexing data accuracy requirements are acceptable and documented.

— The client should check that the proposed location of the work is acceptable and meets security
criteria appropriate to the client’s needs.

— The client should check that the proposed procedures and processes involve no greater risk of
damage to the client’s information than the client’s procedures.
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— The client should check that, where the information to be processed is unique or particularly
valuable, effective fire detection and prevention systems are implemented at the proposed
production location.

— The client should check that, where security of the information to be processed is important, the
service provider should vouch for the trustworthiness of the intended operational staff. It is an
advantage if all employees of the organization sign a confidentiality agreement as part of their
conditions of employment.

— Where paper documents are sent for scanning, the service provider and client should make

nrrnngnmnnfc forthe documentstohe accessible ta the clientwhile Hnny are away from-the client’s

premises.

6.16.3 Transportation of paper documents

Where paper documents are physically moved from the client’s to the service(provider’s [premises,
opportunities exist for their loss or damage. Procedures need to be agreed Upon to ensur¢ that this
riskk is acceptable. Each shipment of documents to or from the client and théservice provider[should be
ac¢ompanied by a control document stating the identity and number of items included.

All documents being shipped should be adequately packed to avoid risk of damage in transit.

Thie recipient should promptly check received documents against the despatch document and advise
the sender of discrepancies as soon as is practically possible;

Transportation services can be provided by the user’s.ewn organization, by a third party or by an
independent courier.

Thlird parties providing transportation services, should be organizations demonstrably megeting the
quplity and reliability criteria of the client.

Notes should be taken of the date andctime at which the documents were handed over to the
trgnsportation service and the date and time at which it was received by the service provider gnd signed
by|the person handing over and receijving the documents. The same process should be implenented on
re¢eipt of returned documents.

6.16.4 Use of trusted third party

A Jecure means for detecting any tampering with ESI, or for verifying the contents of particular ESI, is
to ptore a copy of the ESI'or its hash value with a trusted third party.

If such an approachis taken, an authenticated copy of the ESI should be made and delivefed either
physically or electronically to the trusted third party, using secure means.

The trusted” third party should follow the relevant procedures for the management pf ESI as
re¢ommended by this document and should be able and prepared to demonstrate, in the sanje manner
as [the owner, the effectiveness and security of its services.

NOTE Security requirements for trusted third parties are frequently more stringent than those for the
organization whose ESI they are managing.

Where digital signatures are used for authentication, instead of storing digital signatures in its own
system, the organization can transmit the digital signature associated with particular information to
the trusted third party. The third party will store the digital signature in secure conditions, such that it
can be retrieved later.

6.17 Workflow

Some trusted systems incorporate a workflow capability. Such systems provide the procedural
automation of business processes, by the management of the sequence of work activities and the
invocation of appropriate human and system resources associated with the activity step.
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Where workflow systems are implemented, operational details (such as flow diagrams), process

definition

classifications and process definitions should be documented.

Process definition lifecycles include:

— definition;

— development;

— implementation;

— with
— modil
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Where changes to stored ESI are allowed, the procedures for authorizing and implementing such
changes should be documented.

Documentation regarding any requirement to retain previous versions of such ESI should be available.

6.19.2 Documentation

A version control system should be implemented to ensure that the relevant version of any compliance
document can be identified for any time in the life of managed ESI. A version control procedure should
be established for all documentation.
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Superseded versions should be kept for at least the same length of time as that for which relevant ESI is
maintained.

Records of this maintenance are required so that the policies and procedures which were in force at the
time of its capture, and since that time, can be described and attested to. If this is not available, there
is a risk that the trustworthiness of the ESI might be successfully compromised. For example, if it is
not possible to be certain of the scanning procedures used to capture the image of a paper document
several years old and the storage procedures followed in the years since its capture, then it might be

difficult or impossible to refute a challenge concerning the trustworthiness of the ESI.
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7

Enabling technologies

7.1 General

This subclause deals with technology-related topics that are relevant to this document, including the
following:

©lI

system description manual (see 7.2);
storage media and sub-system considerations (see 7.3);

access levels (see 7.4);
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— system integrity checks (see 7.5);
— image processing (see 7.6);
— compression techniques (see 7.7);

— form overlays and form removal (see 7.8);

— environmental considerations (see 7.9);

— migration (see 7.10);

— information deletion and/or expungement (see 7.11).

Where appropriate, the guidance given in ISO/TR 22957 should be taken into consideration‘when the
requiremgnts for the trusted system are being analysed, selected and/or implemented.

7.2 System description manual

A description of hardware, software and network elements that comprise the trusted system and hpw
they interpct should be included in the system description manual.

Details offtrusted system configurations should be documented.

Details offall changes to the trusted system should be documented, Stich documentation should inclyde
details of pny processes implemented to effect the change.

The system description manual should be structured so that details of the trusted system at any time
during the¢ period of its use can be readily accessed. This can’be achieved by creating a new versiorn of
the manual every time there is a change, such that it is possible to gain access to a clear description] of
the trusted system as it was at a particular time in thespast.

For inforpnation management systems already ¢m operation, ESI managed by the trusted system
prior to the achievement of compliance with thé information management policy document cannot
be considpred as meeting its provisions uiless the controls and procedures described in this polfcy
document have been in place from the time_of acquiring that ESI.

The user |[should assess whether thételements of the trusted system conform to the requirements
of relevapt national and/or International Standards. This enables system auditors to check the
performahce and reliability of the trusted system against these standards.

7.3 Storage media and sub-system considerations

The risk df stored ESLbeing modified inadvertently or maliciously varies with the type of storage suib-
system arld medium)The ability to detect any such modifications also varies. For example, where write-
once med]a is uséd, it is not normally possible to modify ESI once stored, as any such modification would
have the ¢ffect'of destroying at least some information, resulting in ESI being corrupted, if not mdde
totally irrgetrievable. Conversely, in the case of trusted systems which use online storage (including the
use of cloud storage systems), unauthorized modification, which is typically managed by access control,
can never be totally guaranteed.

ESI stored on magnetic disc and other random access rewritable media can, in principle, be modified.
With such media, the risk of modification is less to do with the medium itself than with the controls that
are implemented by the storage sub-system and by the access software. The ability to alter ESI requires
read-write access and well-designed trusted systems have controls to prevent unauthorized read-
write access. Users with read-only access are unable to modify the ESI. This alone is unsatisfactory
unless the trusted system also maintains a secure record of all read-write accesses. In a trusted system
where there are very frequent ESI modifications, there might be a substantial overhead to record
these modifications, but if a record is not kept, it might prove impossible to detect any unauthorized
alterations by a skilled hacker or by anyone with the appropriate access privilege.
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In the case of rewritable serial media, such as magnetic tape, unauthorized tampering can be more
difficult than with random access media, since if the ESI that is modified is not usually the last ESI
stored on the medium, then all following ESI needs to be copied and rewritten. Once the medium is
off-line, it could be tampered with more easily if an attacker were able to gain access to it. The issue of
physical security of the off-line medium and access control while it is online is important.

The point in the application processes at which ESI is requested by the software to write to storage
should be documented.

Storage media and associated sub-systems should be chosen such that inappropriate additions,
alterations and/nr deletions without detection are pravnnfnr] Detection prnr‘ndnrnc can-involve use
of plectronic/digital signatures and/or copies that are stored in different locations, possjbly|involving
trysted third parties.

In [systems that do not include facilities that in the course of normal operations would aut¢matically
detect unauthorized alteration to or removal of ESI, users should conduct random-¢checks to yerify that
ES| which has been frozen has not been altered or removed.

Where write-once media is used, consideration should be given to the reténtion period of the ESI being
mgnaged. Where practical, ESI with differing retention periods shotld not be stored on|the same
phjsical piece of medium.

7.4 Access levels

Dettail of all levels of access available in the system and procedures for their use should be dogumented.
Thiese levels are usually available as follows:

—| system manager;

—| system administrator;

—| system maintenance;

—| authors or originators;

—| information storage and indexing;

—| information retrieval.

Onfly staff with the releyant access rights should be permitted to enter or amend ESI.

System access rights should be granted only after the member of staff has successfully proyed his or
hel competence.

7.5 System'integrity checks

7.3.+ “General

Facilities should be provided within the system to ensure that the trustworthiness of ESI is preserved
throughout the system, including during its transfer to and from the storage medium.

A suitable approach is to utilize a checksum or hash value calculated immediately after the ESI has been
captured. This technique ensures that any errors in ESI transfer between sub-systems can be detected
automatically and with certainty. Such a method on its own does not cover the possibility of malicious
manipulation of the ESI between the time of capture and the time of committal to the storage media.
Such manipulation could be accompanied by the calculation of a new checksum or hash value if the
checksum or the hash value algorithm were known or deprecated. To deal with this eventuality, other
procedures are required. A simple method is to write each checksum or hash value to the audit trail
after calculation and protect the audit trail from manipulation.
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To protect the ESI from malicious software, appropriate protection software should be installed and
kept up to date.

Where appropriate, hardware to protect the system from power failure should be installed.

7.5.2 Digital and electronic signatures (including biometric signatures)

Digital and electronic signatures offer the possibility of demonstrating that retrieved ESI is exactly
what was acquired. The implementation of these signature systems usually requires the cooperation
of both parties. Signatures are either created with signature digitizing devices (electronic) or using
a key (digt . . . : ; . .

to verify the identity of the original signatory and, with some signature systems, the trustworthingss
of the ESIf This applies to storage, workflow or transmission, whether real-time or store-and:forwgrd
transmisgion systems are used. Signatures should be used in applications where it is. important
to be ablg to confirm the trustworthiness of received ESI and potentially the identity.efythe sender.
Signaturef should be stored securely. Access to signature files, keys and algorithms shetld be allowed
only to aufhorized personnel.

Digital arjd electronic signatures used to demonstrate the non-alterability .of ESI should includ¢ a
checksum|or hash value embedded in the ESI and/or stored in a secure system bound to the original HSI.

Processeqused for the issue, maintenance and/or creation of digital and electronic signatures should|be
documented. These processes should include mechanisms for verifying the true identity of the perqon
prior to that individual being enrolled as a signatory.

Ifaquery |s raised about the trustworthiness of ES], signatures,cah’be used as evidence in demonstrating
that any BSI received by transmission contains the same information as the original ESI. Processed to
be implenjented where a query is raised about the trustwofthiness of ESI containing a digital signatyre
should be[documented.

7.6 Imgge processing

Where scpnning processes have been usedf post-scanning processes can be performed to achigve
optimum jmage quality, or to improve recOghition rates for an automated data capture process. Where
post-scanhing processes are performed, the effect on the image of each of these processes should|be
individually documented.

The term|post-scanning processes’is used to describe various image enhancement techniques using
hardware| and/or software that.can singularly or independently have an effect on the presentation| of
image output and the size pfithe stored ESI. They can be installed either on a scanner workstation or|on
a networl4 server.

The more|common téghniques include:
— de-skpw;

— de-spg€kle/background clean-up;

— black border removal;
— form removal (see also 7.8).

Image processing facilities should be used with care. For example, the de-speckle process might remove
decimal points, thus, altering the value of numbers.

Any processing performed on the digitized image should not affect the trustworthiness of the image as
a true facsimile of the original. To check that any image processing does not affect the trustworthiness
of the scanned images, a sample set of paper documents should be scanned with the image processing
active and prints of these images compared with the originals.
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Where image processing techniques are used, consideration should be given to storing images of the
sample set of paper documents with and without image processing.

The effect of processing performed on a grey scale image prior to conversion to a black-and-white image
should be checked for acceptability.

Speckle removal should only be used with particular care and its use should be documented. Speckle
removal results in the elimination of single pixels or small groups of pixels from an electronic image,
resulting in a subjectively cleaner image, but it cannot be relied upon just to remove noise from the
image. With some kinds of paper document, there is a high risk that information might be removed, e.g.

pa

If $peckle removal is used routinely on images, then without explicit information on the i
impges to which it has been applied, it can be assumed subsequently that all images have hs
refnoval applied. This could affect the ability to demonstrate the trustworthiness of.these ima
dopbt were raised about the completeness of the images.

tsofalreadv hroken characters nunctuation marks ornarts of fine detail in drawings
o4 TP T =]

dentity of
d speckle
ges, if any

Thie use of speckle removal can be documented in the operator log, or elsewhere in the audit {
using additional data associated with the relevant image.

rail, or by

Wi
du
of

than that
| creation

nere it is important that there should be no loss of information in the scanned image, other]
e to the scanning resolution, there should be no image processing'subsequent to the initig
'he image file.

Wi
sh

nere image processing techniques might affect the trustworthiness of a stored image, conpideration

uld be given to also storing the original (e.g. unprocessed) image.

7.7 Compression techniques
Thie use of electronic compression techniques should be in accordance with the information management
policy document. Such techniques can be applied to ESI prior to, or during storage, to reduce the size of

the¢ ESI and/or to improve system performance.

Thie type of compression used is usudlly application dependent, though some systems can hQave built-
in [compression that the user has ‘no alternative but to use. For further information on cofmpression
mgthods, see ISO/TR 12033.

Co
na

Th

mpression can use various mathematical approaches, but all can be classified into tw
mely lossy or lossless:

e compression techniques used and their lossless or lossy attribute should be docums

do
T

cumentation should be quantitative and include the algorithm used to compute the exte
is informatién-can be stored as part of the ESI or its related information, or using a separat

o classes,

nted. The
nt of loss.
e log.

NOTE For/ example, in the case of image files stored in TIFF (and some other) format, the cg
method is,automatically stored within the image file.

mpression

Lopsy) compression techniques should be used with care. By definition, lossy techniquds lead to
irreversible data loss, even though in some instances, this loss is not visually apparent. Thus,
decompressed ESI will not be identical to the original ESI. This might make the demonstration of
trustworthiness of ESI more difficult. For example, on an image file, parts of text or drawings might be
removed, being replaced by artificially generated information. Thus, there might be risk in using lossy
compression on files primarily containing text (including handwriting) or line drawings.

Lossy compression can be suitable for photographic or other continuous-tone material, grey scale
or coloured documents where it can be shown that there is no significant loss of information in the
scanned image.

If lossy compression is used, a sample set of decompressed ESI should be compared with the originals
to check that there is no significant loss of information.
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