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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through 1SO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in
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Road vehicles — Development guidelines for vehicle based
software

1 Scope

This Technical Report provides safety-related guidelines for the development of vehicle based software.

2 Recd

The techn

mmendations

cal recommendations are those made in the following publication (reproduced on the following

which is adlopted as a Technical Report:

Developm
United Kin

For the pu
and parag
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Page 73-7
Clause 6

Substitute

[10] ISO 9
servici

[15] 1SO 1

[25] I1SO 1
speed

[26] 1SO 1]
[29] 1SO 1]

Insert the f

ent Guidelines for Vehicle Based Software, Motor Industry Software Reliability, Association (
pdom, 1994,

[poses of international standardization, the modifications outlined below.shall apply to the specifi
aphs of the MISRA publication.

(of the MISRA publication)

communication.
1519 (all parts),-Road vehicles — Low-speed serial data communication.
1230 (all parts), Road vehicles — Diagnostic systems — Keyword Protocol 2000.

ollowing.reference.

pages),

MISRA),

C clause

fems.

rmation relevant to the MISRA publication only.

b

the following for the corresponding references:

001, Quality systems — Model for quality assurance in design, development, production, installation and
ng.

1748 (all parts) —1), Road vehitles —— Technical documentation of electrical and electronic sys

1898, Road vehicles — Interchange of digital information — Controller area network (CAN) for hi

hh-

[24] EMC

standards and technical reports applicable to road vehicles:

ISO 7

637 (all parts), Road vehicles — Electrical disturbance by conduction and coupling ;

ISO /TR 10305, Road vehicles — Generation of standard EM field for calibration of power density meters from
20 kHz to 1 000 MHz;

ISO/TR 10605, Road vehicles — Electrical disturbances from electrostatic discharge ;

1) To be published.
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ISO 11451 (all parts), Road vehicles — Vehicle test methods for electrical disturbances by narrowband
radiated electromagnetic energy ;

ISO 11452 (all parts), Road vehicles — Component test methods for electrical disturbances by narrowband
radiated electromagnetic energy.

3 Revision of the MISRA publication
It has been agreed with the Motor Industry Software Reliability Association that ISO/TC 22/SC 3 will be consulted

H £ H.- l £ L MILCODA lal. H - el | - (] L | W Ry ) L0 (] (] H H
in the eyentof-anyrevistomoramendmentofthe MtSRApubtication—Fo-this—endtheBritish—Standardy Institution

(BSI) will act as a liaison body between MISRA and ISO.
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Foreword

As coordinator of the Safety Critical Systems Research Programme, supported by the Department
of Trade and Industry and the Engineering and Physical Sciences Research Council, | am pleased
to support the publication of these guidelines.

In this programme we have been concerned to ensure that the results of research should not be
burled in learned papers, but promulgated in ways wh| ch will affect practlce in mdustry We have

The voluntary nature of the guidelines is important. They were produced, voluntarily, for the
benefit of both the industry and the public. Their adoption will also be voluntary. This has
encouraged the MISRA consortium to develop guidelines which offer ‘genuine benefits for their

diminish its contribution to technological development. On the contrary: while this indugtry is
properly cautious in the interests of safety, the fiercely. competitive market and the public
exposure of any problems ensures that the commercialy value of new technology is thorqughly
eveluated. This sector is a hard proving-ground for ¢dechnology. So, while many of the issues on
which the MISRA consortium has concentrated are specific to vehicles, other sectors might do
well to see what they might glean from the trends here.

Bqgb Malcolm
DTI-EPSRC Safety Critical systems
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Foreword (continued)

The motorist gains many benefits, including enhanced safety features, from advances in vehicle
electronics.

The development of software is a specialized and often complex area where much relies on an
effective approach by those directly involved. | welcome MISRA’s initiative and efforts in
developing these safety related guidelines and advice under a joint DTI, EPSRC and industry
funded programme. The guidelines reflect a responsible and serious industry attitude to safety
issu

Malcplm Fendick BSc CEng FIMechE
Chief{Mechanical Engineer
Department of Transport

The yse of eectronic systems in vehicles has inereased significantly over recent years and will
contiue to increase. Much time and resources are being committed by vehicle manufacturerg to
deal With the compatibility of such systems.in particular the problem of interference from exterpal
SOUrCES.

The yehicle owner expects his.wehicle to be reliable and safe, and this includes the eectropic
systemns. Electronic systems-are dependent on the software provided by the manufacturer. The
greater complexity of sueh -Systems is increasing the need to maintain software quality and
reliality. This has restited in the need for a unified approach to software design. It is therefpre
pleasing that an independent group has produced these guidelines on vehicle-based softwpre
which will be of khenefit to the Motor Industry and also more importantly the motorist.

X -

K B Barnes
Head of Engineering
SMMT
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1. Introduction

1.1 Statement of mission and objectives

1.1.1 The purpose of these Guidelines is to provide assistance to the automotive industry in the
creation and application within a vehicle system of safe, reliable software.

1.1.2 There has been much recent growth in the quantity and complexity of electronic controls

quality and reliability the customer has come to expect. A unified approach ta so
development, using agreed techniques, is desirable across the automotive industry.| This
will enable the driver or owner to have continued confidence in complex eegtronic
systems.

1.2 Benefits to the end customer

1.2.1 The public exposure to software in applications with safety dmplications is increasing. It
may be through vehicles that the majority of the publi¢.will encounter such soffware.
Therefore, it isvital that such software is both correct andperceived to be correct.

1.2.2 The record of the automotive industry in regard.to‘software is good. The applicatjon of
these Guidelines will maintain the industry’ s confidence in the quality of the software used
in its products as the complexity increases.

1.3 The MISRA consortium

1.3.1 The MISRA consortium was_formed in response to the UK Safety Critical Systems
Research Programme, supported by the Department of Trade and Industry and the
Engineering and Physical ‘Sciences Research Council, and consisted of eight controlling
members, four consultants'and a project manager (see Acknowledgements page).

1.3.2 The consortium initidly conducted a survey of existing work, both in the automotive
sector and in other industrial sectors.

1.3.3 The consertium then formed eight subgroups to research specific issues relating to
automofive software:

diagnostics and integrated vehicle . software metrics

systems . verification and validation

integrity . subcontracting of automotive software
noise, EMC and real-time . human factors in software development.

software in control systems

MISRA

© I1SO 2000 — All rights reserved 1
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Introduction (continued)

1.3.4 Each group produced a report [1]-{8] that provides more detailed supporting information,
and recommendations that have been incorporated into these Guidelines.

1.3.5 The results of the survey were continually updated throughout the study [9].
1.3.6 The eight reports and the survey report are available separately [1]-{9]. These reports

provide additional background, more detailed recommendations and additional references
that will be invaluable to the specialists In the field.

1.3.7 For the sake of brevity, the Guidelines do not always justify recommendations.. The eight
reports [1]-{8] contain the background material and justifications where appropriate.

1.4 Background

1.4.1 There are important differences between software and\ether forms of automotive
engineering and components:

@ Software is primarily a design, with no manufacturing variation, wear, corrogon or
ageing aspects.

(b) It has a much greater capacity to contain-complexity.

(©) It is perceived to be easy to change:

(d)  Software errors are systematic; Aot random.

(e It isintangible.

1.4.2 There are differences between automotive applications and applications in other industrial
sectors:

@ Production( yolumes are high (leading to manufacturing variation), rglated
mechanical ‘components are subject to wear and maintenance levels are diffigult to
assure, “Therefore automotive software has an emphasis on data driven algor{thms,
parameter optimization, adaptive control and on-board diagnostics.

(b) Passenger car drivers receive little or no training compared with other users of
computer-based products and services. Therefore automotive software requifes an
emphasis on failure management techniques based on the controllability ¢f the
vehicle.

(©) Traditional automotive test environments use real vehicles and components, as well
as simulations. These are available to test systems and software extensively and
safely before they reach the customer.

MISRA

2 © 1SO 2000 — Al rights reserved


https://standardsiso.com/api/?name=130979ba28b67355ffb3351b9b9fcb63

ISO/TR 15497:2000(E)

Introduction (continued)

15 Scope and uses of the Guidelines
151 Scope

1.5.1.1 The boundaries between software and system design are not precise and there are many
interrelated aspects. These Guidelines take a broad view of software, recognizing that
many concerns attributed to software reliability are as much systems issues as they are
related to software engineering.

1.5.1}2 The Guidelines make recommendations on system issues that are considered to influence
software devel opment.

1.5.143 The Guideines are forward looking, supporting both today’s developments and the
vehicle features that are envisaged over the next decade.

1.5.1{4 The discipline of software engineering is already well supported by academia, text books
and standards. Further guidance in thisfield is not appropriate at this time.

1.5.115 The eight specific issues for which guidance is given Can be seen as aspects that proyide a
link between the established automotive engineering disciplines and software enginegering,
as shown in Figure 1.

152 Uses

1.5.211 Thisdocument isintended to be used by software engineers, managers and others involved
in the creation, procurement and-maintenance of embedded vehicle software.
1.5.2.2 Thefollowing uses are intended:

guidance for creating contracts and specifications for software procurement
as an introduction to issues of automotive software reliability

the basisfor training requirements within the automotive industry

guidance for company quality procedures

guidance for management on resource reguirements

to provide the basis of assessment

asafoundation-forastandard:

© I1SO 2000 — All rights reserved 3
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Introduction (continued)

cUSTOMERg
N\ARKET’I\[G

POWERTRAy,

Factors
in Software
Develop-
ment

Contracting
of
Automotive
Software

o

((;)) Verificgtion Software Software in
an ; i Control

<(l£) Validation Engineering Systems

Software
Metrics

C\_)STOMERS
SY¥3WO1SN2

Noise, EMC
Diagnostics and Real-Time
and
integrated
Vehicle
Systems

CUSTOMERS
]

Focus of the
Guidelines

FigUre 1. Scope of the MISRA Guidelines
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Introduction (continued)

1.5.2.3 Many of the recommendations are interrelated and overlap. In some instances, due to
their generic nature, they may appear not to be in the optimum order within the document.

1.5.2.4 Not al the recommendations will apply in any one situation, so it is not anticipated that
any project will, or can, conform to all the recommendations. Reasons for deviation from
relevant parts of the Guidelines should be properly justified in the associated
documentation. The Guidelines make recommendations on assessment of compliance.

1.6 Fundamental concepts

1.6.1 It is assumed and recommended that the users of this document operate a Quality
Management System capable of meeting the requirements of 1SO 9802 [10] as asgessed
under the guidelinesin 1SO 9000-3 [11] (e.g. TickIT [12]).

1.6.2 The users should have a working knowledge of the relevant software engingering
practices.

1.6.3 Users of these Guidelines should be aware of present and emerging standards. Standards
of particular importance include:

the emerging generic standards in preparation by the International Electrotechnical
Commission (IEC) [13, 14]

the work of the ISO/TC22/SC3/WG11, Automotive Electronic Cpntrol
Systems — Technical Documentation, working party [15]

the |EEE software engineering standards collection [16]

the IEE guidelines for the documentation of computer software [17].

1.6.4 Compliance with these ‘Guidelines or with any standard does not of itself confer immunity
from legal obligations.

1.6.5 These Guidelines are not intended to be prescriptive or proscriptive. As an element of
flexibility- Jt is important to alow users to adopt an approach that best matcheg their
processes and organizational strengths. Hence the term “should” is normally| used
throughout in preference to “must” or “shall”. No particular significance shoyld be
attached to the use of aternative wording.

echmoues, activities andthaer rigouri

1.6.6 -
the relevant recommendations increases.

fght of

1.6.7 For the sake of readability there are no cross-references in this document.

MISRA

© I1SO 2000 — All rights reserved 5


https://standardsiso.com/api/?name=130979ba28b67355ffb3351b9b9fcb63

ISO/TR 15497:2000(E)

Introduction (continued)

1.6.8

Severd basic principles associated with safety engineering and safety related systems

design need to be understood:

@ Safety, like justice and democracy, must be seen to be present.

(b)  Thegreater therisk, the greater the need for information.

(C)  Software robusiness, reiability and sarely, lTke quaity, should be built in frather
than added on.

(d)  The requirements for human safety and security of property can-be in corfflict.
Safety must take precedence.

(e System design should consider both random and systematic faults.

) It is necessary to demonstrate robustness, not rely on.the absence of failures.

(9  Safety considerations should apply across the design, manufacture, opetation,

servicing and disposal of products.

© 1SO 2000 — All rights reserved
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2. Definition of terms

2.1 Definitions
2.1.1 The terminology used in these Guidelinesis taken from [13, 14, 18].

2.1.2 Terms specific to the automotive industry are defined in the text.

2.2 List of abbreviations

CAN controller area network

CARB CdiforniaAir Resources Board (US)
CASE  computer aided software engineering
CcVv curriculum vitae

DIS draft international standard

EC European Commission

ECU electronic control unit

EMC electromagnetic compatibility

EMI electromagnetic interference

IEC International Electrotechnical Commission
|IEE The Institution of Electrical Engineers

|EEE The Institute of Electrical and Electronies Engineers (US)
/O input and output

1SO International Organization for Standardization
KWP, keyword protocol

OBD on-board diagnostics

osl open systems interegnnection

QA quality assurance

RAM random-access memory

ROM read-onlymemory

SAE Society of Automotive Engineers (US)

VAN vehicle area network

VDU visua display unit

© I1SO 2000 — All rights reserved 7
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3. Software lifecycle

3.1 Project planning
3.1.1 Project definition
3.1.1.1 The use of software has many benefits in terms of cost, flexibility and functionality.

However, because of the problems associated with complexity, it isimportant that systems
containing software are only used where these benefits are required.

3.1.1.2 The recommendations in this section can be applied both at a vehicle system levél’and at a
software system level [2, 6].

3.1.1{3 The project objectives should be clearly laid down before the start{ef"a project{ For
example, the nature of a project will be different for a volume production system|when
compared to aresearch and development prototype.

3.1.1{4 The project definition should consist of alist of features and.functions to be implemented.
It should be agreed and documented by the appropriate authorities of the vghicle
manufacturer and made available to the design and-development teams before detailed
work begins.

3.1.1l5 The project definition should also include any known legidative requirements, groject
assumptions and nonfunctional requirements (e.g. the use of an existing engine and/or
ECU in anew vehicle).

3.1.1{6 It is particularly important to lay«down and agree which features are fixed and which are
customer options.

3.1.1{7 The project definition should be subject to strict change control.

3.1.1{8 Any changes made to the project definition will lead to increased risk from both safefy and
commercial poiqtsof view. The later changes are made, the greater the incremental 1jisk.

3.1.19 Computer-based tools to be used during the project should be identified, and proyision
made for-their procurement and resourcing at the project definition stage. Such toagls are
likely. 10 include:

configuration management tools
. calibration development aids
———modehing-and-simutation-toots
CASE tools
rapid prototyping tools.

MISRA
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Software lifecycle (continued)

3.1.2 Lifecycle plans

3.1.2.1 An appropriate development approach should be defined and documented (e.g. by
producing a Software Development Plan, a Quality Plan, a Safety Plan and a
Configuration Management Plan). The design materia should define:

(8 project organization.

(D) procedures to be fottowed:

(c) management processes to ensure compliance with the proceduresin (b).

(d) planned management reviews of the effectiveness of the procedures’'in (k) and
processes in (C).

(e) specific software deliverables together with their authors and readers.

3.1.2.2 The project team should progressively produce a Software Development Plan with dlearly
defined phases that, comprehensively and cost-effectively, cover the:

specification

design

programming

integration

verification and vaidation (including:testing)
in-service support of the software;

3.1.2l3 The Safety Plan [14] should aim.f0 ensure that verification and validation are performed
throughout the project. These-activities should be performed with a rigour appropriate to
the integrity level.

3.1.214 Appropriate lifecycle-ptans should be defined before the start of a project for the system
and the software. Figure 2 shows an example lifecycle.

3.1.2.5 Each individua’ system should have its own lifecycle that should be compatible with the
project definition and the overall vehicle plan. An exampleis shown in Figure 3.

3.1.3 Planning for verification and validation

3.1.3l - The verification and validation activities should be defined to establish a levd of
confidence i the software that corresponds the mtegrity TequiTements of the systam. See
Figure 4.

MISRA
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Software Iifecycle (continued)

Concept

L

Figure 2. An example lifecycle

A
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Software Iifecycle (continued)
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Software lifecycle (continued)

Software Quality Control

Verification

Validation

Static Techniques

. Walkthrough, Fagan Inspection,
Review Code Inspection, Peer Review,
Argument, etc.

q Static Analysis, Formal Proof,
An alyS IS Control and Data Flow, etc.

Animation

Formal Specification,
CASE Modelling,
Rapid Prototyping, etc.

Dynamic - Module/lntegratio&@?t

Functighal
Black-box Test Perfarmance,

Stress Testing, etc.

. Structural, Path,
White-box (& Branch, Condition,

Decision Coverage,
' X etc.

System/Acceptance Test

Functional,
Performance,
Stress Testing, etc.

F

afre 4
g -

Software verification and validation
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Software lifecycle (continued)

3.1.3.2

3.1.3.3

The purpose of software verification [6] is to ensure that each phase of the software
development process maintains the attributes of the previous one without introducing
errors.  The outputs of each phase should be technically evaluated, by analysis and/or

inspection with respect to its inputs, including standards and guidelines.

Safety verification is specifically concerned with the safety requirements and should
proceed concurrently with the normal design and implementation process. Each phase of

3.1.34

3.1.3\5

3.1.316

3.1.37

3.1.318

3.14

3.1.41

3.1.42

3.1.43

the development should al'so be verified with respect to safefy before progressing on
next development phase.

A verification plan should be established covering each phase of the software'lifecycl
The purpose of software validation [6] is to determine whether the software satisf
intention and mainly consists of performing tests, but it should &se involve analys
mathematical techniques where appropriate. Full validation of(the software cannot u
take place until it has been integrated with the rest of the system and often the vehiclg

Safety validation should be carried out to confirma specificaly that al the
requirements have been met.

A validation plan should be established for the software, system and vehicle.

to the

1%

es its
s and
sually

L.

v

saf ety

To be effective, it is recommended that verification and validation are carried out by a

person or team exhibiting a degree of independence from the design and implemer
appropriate to the integrity requirements of the software and system.

Assessment

It is recommended that*a company nominates a suitably qualified [19] and indepg

tation

bndent

assessor and/or auditor to perform product assessment, in order to act as an advocate for

the level of confidence in the safety delivered to the end customer [2].

An assessment process should be performed to demonstrate that the risks associ atex
the finalcsystem are at an acceptable level [14].

The'higher levels of integrity should require greater independence of assessment in
to ensure that there is no bias from the development team, nor misplaced pressure

| with

order
from

manageﬂmt

MISRA
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Software lifecycle (continued)

3.1.4.4 The degree of independence [14] should be achieved by one or more of:
different person
different department or section
different company or division.
3.1.4.5 The degree of confidence in a piece of software depends on the quality and the extent of

the avallable information. This should cover the specification, design, Implementatign and
testing of the software.

3.1.4.6 Preparing for assessment is a task that should begin at the start of a project; this aso
avoids the possibility of arriving at the point of assessment and finding that a vital pigce of
information has been omitted or overlooked. Early liaison with™ the assessor is
recommended.

3.15 Reuse

3.1.51 “Off the shelf ” or commercialy available components containing software to be used in a
project should be assessed to the required integrityylevel, and such reuse of existing
software should be considered on a case by case hasis.

3.1.5.2 The software that is intended for reuse should be fully compliant with the requirements of
the new system that it is intended to be used.in.

3.1.5.3 Software that is intended for reuse;‘as with all software, should have a standard of
documentation such that its functions and interactions are easily understood by people
who may not have been the original authors.

3.1.5(4 Software that has performed faultlesdy for a number of years in the field may well gffer a
grester level of confidence in the final product than a wholly new program, provided it is
used within the limitations of its design and is not modified.

3.2 Integrity
3.2.1 Introdugtion

3.2.1}1 Each,system in avehicle needs to have a level of integrity because there are requirements
that it should not cause:

harm to humans

legidlation to be broken

undue traffic disruption

damage to property or the environment (e.g. emissions).
undue financial lossto either the manufacturer or the owner.

MISRA
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Software lifecycle (continued)

3.21.2

3.2.1.3

3.2.1}4

3.2.15

3.2.116

3.2.1.7

3.2.2

3.2.21

By achieving the required level of integrity, the risks associated with each of the
requirements listed above should be reduced to an acceptable level [14]. Higher levels of
integrity are achieved by the increased use of speciadlized methods and design
requirements. This leads to an increasing cost, both of the development and of the end

product.

The use of mtegnty Ievels permlts a reesoned argument for aseessmg the degree of

associated with the system function.

The recommendations and processes described in this section seek to enable.a dev
to:

(8 anayse asystem to determineitsintegrity level.

(b) adopt a suitable development process in order to achieve the confidence
required in the software.

This ensures that the measures taken are both necessary and sufficient for the system
designed.

The system design may reduce the integrity levél required for particular subsystems.

level

being

For

example, a failure mode set to a safe state by, a hardware interlock of a suitable integrity

level would remove that potential failure-from the software hazard list. The |
analysis therefore needs to be maintaineg throughout the devel opment.

lazard

Once an integrity level for the software has been determined, an appropriate development

approach should be defined, in-arder to gain the required confidence in the software.

The higher levels of integrity require more information and more rigorous applicat
software engineering techniques.

Safety analysis

A preliminary-safety analysis [20] should be carried out as part of the requirg
analysis phase, which becomes more detailed as the design progresses. Safety analy
highly-iterative and should be considered as a continuous process during require
analysis and design [2].

3.2.22 A A preliminary safety analysis should be performed early in the lifecycle to determine:

on of

ments
SIS s
ments

the hazards associated with potential failures of the system

the high level safety requirements necessary to reduce the risk associated with each

hazard to an acceptable level [14]
theinitial integrity level.

© 1SO 2000 — All rights reserved
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Software lifecycle (continued)

3.2.2.3 The reasons for discounting potential hazards that are the result of extremely unlikely
scenarios should be recorded during the preliminary safety analysis.

3.2.2.4 Once identified, each hazard should be analysed to determine its controllability category.
The controllability approach was devel oped by the project DRIVE Safely [21].

3.2.2.5 The hazard with the highest controllability category will determine the integrity level of the
system.  This hazard andysis should be followed down the hierarchy 0 each-gystem
component (including software) to determine the integrity level required.\for| each
component.

3.2.2.6 The safety analysisis based on a hazard analysis using categories of controllability that are
defined as follows:

Uncontrollable: This relates to failures whose effects are not_ controllable by the vehicle
occupants, and which are most likely to lead to extremely severe outcomes. The oufcome
cannot be influenced by a human response.

Difficult to control: This relates to failures whose effects are not normally contrgllable
by the vehicle occupants but could, under fayourable circumstances, be influenced by a
mature human response. They are likely to lead to very severe outcomes.

Debilitating: This relates to failures whose effects are usualy controllable by a sehsible
human response and, whilst there is@reduction in safety margin, can usualy be expected
to lead to outcomes which are at wWorst severe.

Distracting: This relates to fallures which produce operational limitations, but a normal
human response will limit the outcome to no worse than minor.

Nuisance only: THhis relates to failures where safety is not normally considered|to be
affected, and whére customer satisfaction is the main consideration.

3.2.27 Controllability applies to the ability of the vehicle occupants, not necessarily the driyer, to
contral ‘the safety of the situation following a failure. Systems for which the “ occupants”
may not necessarily be the driver include electric windows and electric sedts.

3.2.2.8 “~\The main steps involved in the determination of an initia integrity level are as follows (see
Figure 5)-

MISRA
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Software lifecycle (continued)

@ List all hazards that result from all the failures of the system.

(b) Assess each failure mode identified in step (a) to determine its controllability

category.

(©) The falure mode with the highest associated controllability category

determines the integrity level of the system (see Table 1).

3.2.2

3.2.3

3.2.3

3.2.3

Table 1l Integrity levels

Controllability Category | Acceptable Failure Rate Inﬁi?/glty
Uncontrollable Extremely improbable 4
Difficult to control Very remote 3
Debilitating Remote 2
Distracting Unlikely 1
Nuisance only Reasaonably possible 0

Where the integrity level of the system’relies upon the software, this should be ideftified

specifically in the documentation.
Human factors in safetyanalysis

The driver and a vehicle can interact in many different ways, and the mechanism for
interactions shoulde-considered carefully during safety analysis.

these

The followingzaspects may need to be considered when assessing hazards associateql with

the human-ihteraction with a system:

human reaction times

ease of recognition of a situation
attentiveness

driver experience

sk compensation {rmproved safety camteadtorrskier bethaviour)
subversion or overriding of system functions

smooth and readily perceived transfer of control from a system to the driver
the workload of the driver, especially at the moment of failure.
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Software lifecycle (continued)

3.2.3.3 It may also be necessary to consider the effects of the range of capabilities relating to:
vision and hearing
mental state (e.g. lack of Seep, jet 1ag)
physical disability.

3.2.34 AI h gh originating in a differe in ri sector TI2 may be useful in assess

Table2 Human error probability

Human Error

Type of Human Behaviour Probability

Extraordinary errors — those for which it is difficult to
conceive how they could occur. Stress free, with power: 10°
ful cues pointing to success.

Errors in regularly performed, commonplace, simple 10
tasks with minimum stress.

Errors of commission such as pressing<the wrong

button or reading the wrong display. Reasonably com- 107

plex tasks, little time available, some cues necessary.

Errors of omission where dependence is placed on
situation and memory. Complex, unfamiliar task with 10
little feedback and some distraction.

Highly complex task, conSiderable stress, little time 10
available.
Process involving creative thinking, unfamiliar, complex 1_10™

operations where time is short and stress is high.

3.24 Developmentapproaches

3.2.4.1 The pracess of system design involves partitioning the system into subsystems, and
assigning functionality to the various elements (hardware, software, etc.) The hazard
analysis described above should be followed down to the components, in orger to
determine the integrity level of each component. In this way, it is possible to reduge the
integrity level required for certain elements of the system The integrity level of the
software can be reduced by the use of hardware measures. These can be used to manage
the more hazardous failure modes, thus removing the hazards or reducing their
importance.

© 1SO 2000 - All rights reserved 19
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Software lifecycle (continued)

3.24.2

3.24.3

Once the integrity level of the software has been determined, an appropriate development
approach should be defined. Table 3 gives guidance for each integrity level.

The following notes should be read in conjunction with Table 3.

() Specification and design.

Automated code generation from a formal specification 1s recommended at Tevel 4 in
order to remove human error from the process. It is recognized that this |s not
possible with current technology, and that validated tools will be required to'make the
approach usable.

(b) Languages and compilers.

Mogt, if not al, languages do not have precisely defined sSemantics. This mear)s that
not only may compilers contain faults, but different compilers for the same language
may implement a given feature in different ways. n addition, some progranlming
“features’ such as pointers or recursion can causeunpredictable behaviour. This has
led to the recommendation that restricted subsets'are used at levels 2 and 3 and that
certified compilers with proven forma semantics (not currently available) are used at
level 4.

Also, since there are currently no fermally proven compilers, it may be necessary to
show that the machine code (object) does indeed reflect the high level language
version (source) of the program. For this reason, or for reasons such as required
gpeed of execution or restricted memory availability, assembly languages arg ill
being used at all levelsofintegrity.

(c) Configuration management: products.
“Products’ (in- this context means all documents generated or used during the
development process (i.e. the set of information used for assessment). Additipnally
for level2 and above, the tools used should also be under configuration management.

(d) ~€onfiguration management: process.

Confirmation process at level 2 implies a means of confirming that the software has
been built from identifiable components. At levels 3 and 4, the automated

confirmation process is to confirm that only intended changes are made, and to
perform automated impact analysis of proposed changes.

MISRA
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Table3 Summary of requirements

Development

Integrity Level

purpose.
Test all safety

requirements. Stress testing against | testing.
Repeatable test plan. deadlock. 100% integratior
Syntactic static testing.
analysis. Semantic static
analysis.

testing — defined
coverage.

Process
0 1 2 3 4
Specification and | Structured method. Structured method Formal specification Formal specification of
desi S supported by CASE for those functions at complete system.
(0] tool. this level. Automated caede
generatiop.(whe
9 available).
Langtyiages and 0 | Standardized A restricted subset of | As for 2. Independently cqrtified
comgilers 0 | structured language. a standardized compilers with ptoven
1 structured language. formal syntax anfl
Validated or tested semantics (wher
compilers (if available).
available).
Configuration All software products. Relationships between | As for 2. As for 2.
manggement: Source code. all software products.
prodycts All tools.
Configuration Unique identification. Control and audit Automated change As for 3.
manggement: Product matches changes. and build control.
procgsses documentation. Confirmation process., [CAutomated
Access control. confirmation process.
Authorized changes.
Testing Show fitness for Black box testing: White box module 100% white box

module testing.
100% requirements

Verification and Show tests: Structured program Automated static All tools to be formally
validdtion are suitable; review. analysis. validated (when
have been Show no new faults Proof (argument) of available).
performed,; after corrections. safety properties. Proof (argument) of
are acceptable; Analysis for lack of code against
exercise safety deadlock. specification.
features. Justify test coverage. Proof (argument) for
Traceable correction. Show tests have been | lack of deadlock
suitable. Show object code
reflects source cpde.
Acceps for Requirements and Design documents. Techniques, Full access to all
assegsment acceptance criteria. Software test results. processes, tools. stages and
QA and product Training structure. Witness testing. processes.

See[2] for full details,

prans.
Training policy.
System test results.

Adequate training.
Code.

© 1SO 2000 — All rights reserved

21


https://standardsiso.com/api/?name=130979ba28b67355ffb3351b9b9fcb63

ISO/TR 15497:2000(E)

22

Software lifecycle (continued)

(e) Testing.
Test coverage at level 4 (100%) implies an assessment of the coverage against defined
criteria. This should be defined in the project planning documentation. A coverage
analysis approach, such as linear code sequence and jumps [23], should be used.

(f) Verification and validation.

3.3

3.3.1

3.3.14

3.3.14

3.3.1

All tools that could affect the integrity of the product should be formally validated at
level 4. It is not necessary to formally validate tools such as word processols and
project planning tools, and arguments may be made for not formallyvalidating| other
tools (e.g. CASE tools) where the output is fully validated. Care;should be taken to
ensure that in-house utilities and “scaffold code” linking tools together are
appropriately validated.

(g) Accessfor assessment.

The degree of independence should be justified ifcthe planning documentation |based
on the level of integrity and organizational iSsues.

Requirements specification

Whole vehicle architecture

1 Before attempting to write requirements specifications for individual ECUs, partiqularly
for integrated systems, an architecture of the complete vehicle electrical system should be
defined in conceptua form. . The objective is to ensure that the requirements specificgtions
for subsystems and compaonents are consistent and compatible with one anothef. In
defining an architecture; teams of component engineers, system engineerg and
management should(work together to give a broad view of the whole vehicle elettrical
system [1].

2 Be very clear-about the objectives for a vehicle design before entering an architecture
exercise @nd ensure that this is agreed with the area in the company responsibje for
product<definition and strategy. Agree the documented deliverables for the architecture
study) ‘Figure 6 gives an example of these deliverables.

.3 A Results from the safety analysis should be fed into the design at an early stage.| The

architectural design is at least as important as the detailed design stages in minimizing the

effort required to meet safety requirements. The development of an optimal architecture
will involve severa iterations.

MISRA
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Overall Vehicle Definition
(Features, functions and targets)

, Functional Fiaqmrnmunts

.+ Architecture Study

\_/

R e\ asa

Physical
: Implementation, I

i Gommunications
: Interface Specification

ﬁuh} System
Specifications

ECU Software
Requirements

=

W‘nng and Connector 1';
Specifications

ECU Hardware ;
Requirements :

Figure 6. Example architecture study deliverables
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Software lifecycle (continued)

3.3.1.4 Where appropriate, electrica isolation should be considered for functions needing a high
level of integrity. This will ease the demonstration of compliance with the safety
requirements.

3.3.1.5 To ensure all aspects are covered, split the work into functional and implementation
aspects, sometimes called logical and physical partitioning, and address each with a team.
Close cooperation and communication between these two architecture teams is essential.

3.3.1{6 For logical partitioning, creaste and maintain a model of the functiona requirements pf the
complete vehicle electrical system. Split the functiona requirements modelling intp four
phases:

analysis of the high level requirements

definition of the system boundary and the environment
detailed top-down modelling of the functiona requirements
implementation of functions on the vehicle hardware:

3.3.1}7 For physical partitioning:

consider implementation (e.g. sensors and” actuators) at an early stage to allgw the
architecture to encompass other vehicle design aspects such as packaging and body
design

identify the interfaces required -y each subsystem (1/O identification)
agree the available technology options that may affect the architecturel (e.g.
communications protocols-and switching)

review these options(as the architecture study progresses.

3.3.1.8 Keep up to date listsofal current assumptions and open or unresolved issues made gluring
the architectural design stage. Keep these under version control.

3.3.1.9 The vehicle_manufacturer should perform a proper functional analysis and maintTln an

overal .system specification. If multiple suppliers are to be used for solircing
programmable components that are to be integrated, then this is essential to ensure that
the’eomponent specifications given to each supplier are compatible.

3.3.1{.20 "Strict change control procedures should be enforced for software, hardware and|other
Lo O T e e S se-subject-to—review—ty the

architecture teams responsible.

MISRA
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3.3.2

3.3.2.1

3.3.2.2

3.3.23

3.3.24

3.3.25

3.3.26

3.3.247

3.3.28

Vehicle control systems

In order to create a comprehensive requirements specification for a control system, it is
essential to have a thorough understanding of the complexities and mathematics of the

relevant control theory [4].

lee speual consderatlon to the requwed attnbut&s of a control system a the

accurately quantlfled A$umpt|ons uncertainties and unknowns should be identifie
documented in the requirements specification.

It is essential to demonstrate that automotive control systems are|stable und
operating conditions. This may be difficult to calculate mathematically-with signifi
nonlinear systems, such as those employed in vehicle applications,

Many diverse methods may be used to assess stability. No ene‘method may be idef
as preferred. 1t should not be assumed that similar results.will be obtained from difj
methods for a given solution.

The selected method or methods for the calculation of control system performancy
especially stability, should be defined in the requirements specification. It is partid
important to be consistent where parts of a system are created by different teams.

Parameters critical to system stability should be identified in the require
specification.

Several control techniques may, be required in a complex control application. Sel
should be on the basis of thefolowing characteristics:

predictability

defined target hardware resources

deviations between implementation and theory

robustness-(especially of input data)

testability

smplicity.
It is important to consider carefully the implications of:

dynamic range
linearity

d be
d and

er all
cantly

ntified
ferent

b, and
ularly

ments

bction

conversion time

response time

noise

damping

effects of arithmetic systems used (e.g. fixed, floating point)
effect of accumulation of errors and rounding.
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(]

g

Figure 7. Control system design
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3.3.2.9 In order to perform accurate control, it is important to acquire accurate knowledge
regarding the state of the system being controlled. This can be difficult because of the
invisibility of some data, lag in the system, or poor understanding of the control actions
needed. This can result in poor accuracy, compensated for by the manual adjustment of
parameters during development. However, there are techniques that may be employed to
improve control accuracy:

—inferredvariables
statistical estimates
artificial variables
observers
Kalman filters
feedforward control
predictive control.

3.3.2110 Sampling is an inherent part of digital control techniques(Attention should be paid fto the
resulting issue of aliasing; in particular, the sampling rate should be high enoygh to
minimize aliasing.

3.3.2011 If the sampling rate is software controlled, seftware timing should not be based on loop
execution time alone.

3.3.2.12 Both resolution and system response.titnes should meet the system requirements.

3.3.2.13 Consider the effect of quantization. If dithering is used to reduce the quantization ¢rrors,
consider its effect on system response, accuracy and linearity.

3.3.2114 Take adequate design.precautions to reduce the effects of noise signals (e.g. anti-aljasing
filters).

3.3.2.15 Evauate theeffects on closed-loop control of:

inputfilters
output filters
controlled object response.
3.3.2.7T6 Thedefinition of tTransient conditions requires particular Care.
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Software lifecycle (continued)

3.3.2.17 Open-loop control has widespread application in vehicle control systems during:

a system development phase, for quantifying parameters
initiaization, to aid in checking system component health
adefault or “limp home” condition

transient system conditions, where the speed of response cannot be provided by

closed-loop action.

3.3.2

3.3.2

3.3.2

3.3.3

3.3.3

3.3.3

.18

19

20

3.3.3

Care should be taken in mapping parameters for open-loop control. In particula
effects of sensor errors may be more pronounced than in a closed-loopsystem.
development aids used in the calibration of open-loop systems should beldesigned fg
of use.

Ir, the
Any
I ease

Calibration is a skilled activity. Experience is essentia for the achievement of optimum

performance.

Forma mathematical methods, especially for specification, may appear appropriate f
subject. However, control theory already has its,ewn mathematical basis, therefo
benefits of formal mathematical methods may be.outweighed by added complexity
attempting to apply them in this area. Many-eontrol systems incorporate concur
which is not yet widely supported by curtent industrial strength forma mathen
methods.

Noise and electromagnetic compatibility

Although radio frequency emiSsions are part of electromagnetic compatibility (EMC
immunity is considered here [3]. Hardware measures to minimize electroma
interference (EMI) are‘the prime defence; however, this section describes only
additional measures that may be taken in software.

Information on-hardware EMC measures may be obtained from documents such as |
from international conferences and seminars, or the Guidelines for the Achieveny
EMC in-Motor Vehicles[24] in which standards and sources are listed. Test methoc
perfortmance levels are given in ISO standards and the draft EC Directive ame
721245/EEC.

r this
re the
when
[ency,
atical

, only
Onetic
some

Dapers
et of
Is and
nding

EMC standards identify test levels and failure modes for hardware functions. Thes

P may

Mot be related directly To software integrity Tevels,
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3.3.34

3.3.3.5

EMC measures, in common with other aspects of system design, involve a trade-off
between hardware and software solutions. Each has its own implications that should be
assessed when making design decisions.

Specific techniques for defence against EMI, whether hardware or software, should not be
attributed to an integrity level, since individua techniques may behave differently under
diverse circumstances, and may not give consistent results.

3.3.316

EMI effects can only be minimized, not prevented, either in hardware or software
most important role that software has in relation to EMC is in providing a means of
recovery from the effects of interference.

The

gy be

Is, to

nd the

prated

reset

ponse

3.3.3.7 Hardware filters may introduce effects in the control system response that m
impossible to compensate for fully in software.
3.3.3.8 Software may be used to:
digitally filter data
compare data with constant values, or vaues inferred from related signg
identify errors
perform error detection and correction
dynamically adjust scaling to optimize signal-to-noise ratio.
3.3.3.9 Thefollowing considerations apply toprocessors.

(&) If the processor suffers ENM, software generally cannot provide any defence, al
system will require reritialization.

(b) Single chip contrellers may improve immunity to some types of EMI, but m
less immuneto-others, depending on the design of the controller. Their integ
nature may-make diagnosis and correction by software of EMI effects difficult.

(c) Itis-essentia to have an independent hardware watchdog designed to ensure
and-reinitialization in the event of EMI corruption. Do not rely on software
watchdogs alone.

(d) When choosing the timeout interval for a hardware watchdog, consider the res
time of the system in the event of afault.

(e) Processors may be less immune to EMI when operating at the limit of their

rates.

clock
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3.3.3.10 Thefollowing considerations apply to data held in memory:

(@ Corruption of datain memory can be identified and corrected by software. Routines
to check for compatibility with expected results, against other data or by checksum
comparisons, may be useful.

(b) Datain ROM is generaly less likely to be corrupted than in other types of memory.
Critical data stared in RAM should be periodically recalculated and should recover

from corrupted values.

3.3.3.11 Thefollowing considerations apply to I/0O devices:

(@ The dynamic range of analogue to digital converters should;be chosen to |avoid
“clipping” and maximize signal-to-noise ratio. Software cannot necessarily fetect
and compensate for signals that are corrupted in thisway,

(b) If multiplexed 1/0 is employed, it should be reinitialized-by the software prior tp use.

(c) Whilst noise outside the frequency response of the system may be minimized by the
use of either hardware or software filtering, in-band noise can be hard to detegt and
correct, especialy if it affects a pulse train. Use software to compare frequency-
critical data with expected or related data; and use default values, or resample) if an
unexpected result is observed.

(d) Registers in programmed 1/O -devices should be regularly reloaded, or compared
with their initialization datain ROM and reinitialized if in error.

(e) For dowly changing signals, compare newly acquired values with previous Vaues,
and discard if the variation is excessive.

3.3.3.12 Communications datatand processes may be corrupted by EMI. Software detectign and
correction techniques‘can be very effective, and should be used in addition to hargware
measures.

3.34 Verificatiorpand validation of software requirements

3.34J]1 Teamseriented reviews and analyses should be carried out to confirm that the software
reguirements specification is unambiguous, accurate, complete and can be verified [6].
The degree with which this should be done depends on the integrity level [2].

s softwal equirements—specificatia cly software fundtiona
requirements, the software nonfunctional requirements and the software safety
requirements. The latter should be specifically identified. The requirements hierarchy is
shown in Figure 8.

e SOINA/ Qe 2ald 2 an/=2a SHEX 2ifala

3.3.4!
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e N
Software Requirements
( S
Software Software Safety Requirements N \®)
RFun.ctionalt N N F ional
equirements : ware
SoftV\_/are Softwsre Safety Ir:tegrlty irements
Functional SEUIEEE
Safety -
Requirements Error Fault y
Control Avoidance o )
o Other constraints
Functions which - .
the software Detection of Defensive Software which may be
system and ; placed on the
measures in development
performs under hardware software, such
"normal® W the code to pracess ’
failures and Ith : as memory
operation. i control the requirements )
P resulting ; usage, physical
_ propagation to reduce the
functions of software probability of appearance.
which are malfunctions, software errors
invoked in if they occur. occurring.
software to
maintain
safety. g
- J )J L
- /

Figure 8. Requirements hierarchy
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Software lifecycle (continued)

3.3.4.3

3.344

The software safety requirements should describe the potential system failure conditions

together with the functions that the software should perform as aresult. They shoul
highlight any safety integrity requirements and design constraints.

daso

Safety integrity requirements should be divided into process measures to avoid, and design
attribute measures to control systematic and random failures. These requirements include:

logical and physica partitioning

3.3.45

3.3.46

3.3.47

3.3.48

3.3.49

3.3.4.10

3.35

3.3.9/1

diversity

redundancy
condition monitoring
self-test.

The software requirements specification should be verifiable. As‘aresult the verifi

Ccation

process may impose additional regquirements or constraints op-the software development

Process.

Design constraints should be analysed to see if they are essentia, unnecessal
necessary but in the wrong form.

The safety invariants (statements of the safety” of the system that should apply
circumstances) are part of the system requirements specification.

Each software high level requirement should be traceable to one or more §
requirements, and vice versa.

Reviews of the preliminary safety analysis should be carried out as part of the g
requirements review.

The hardware and software interfaces should be carefully reviewed to ensure comp,

y, or

in al

ystem

roject

iance

with the overall system safety requirements. It is essential that the hardware and software

teams understand the global impact of any measures they take to comply with systen
especialy-safety, requirements.

Toolsiand techniques for requirements specification

The requirements specification structure should attempt to mimic the problem stry

N, and

cture,

and it should be easy to change if the problem changes.

3.3.5.2

The tools to be used on the project, including tools used on previous projects, should be

reviewed during the requirements specification phase.

MISRA
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3.3.5.3

3.3.54

Use the appropriate tools to aid in the capture of requirements; in particular, consider
CASE tools to support functional modelling during the definition of a vehicle architecture

(see Table 3).

An animation and/or a prototype can help the procurer and the supplier to assess the
adequacy and correctness of the specification, and should be considered to stabilize the

requirements before the design begins.

3.3.5.5

3.3.5,6

3.3.9[7

3.3.58

3.3.9(9

3.4
34.1
3.4.11

3.4.12

If rapid prototyping is used there should be no attempt to use or modify the protlotype

code for production.

Formal mathematical methods can help to ensure that a specification is unambiguot
well structured, and can support functional consistency checks, as well asproviding g
for sound review. See Table 3.

A good formal specification should be accompanied by a natural language descript
support the precise mathematics to help those not familiar-with the notation, and S
read clearly with the mathematics omitted. The mathematics, however, are the defi
specification.

If used, the application of forma mathematical methods should be supporté
commercialy available tools.

Fault recovery or fault tolerance schemes should be designed to ensure the maintenal
asafe and legal state at all times.

Design
Real-time implications

The use of CASE tools'Can assist in the assessment of the timing performance of the
software design [ 3].

There are many’interrelated aspects of the initial design that are best analysed and req
using a powerful computer-based modelling tool, such as:

types of input/output regimes
estimates of the number of statements or instructions to be executed
processor and memory resource knowledge and information

s and
| basis

on to
hould
nitive

d by

nce of

initia

polved

average instruction execution times

knowledge of any real-time kernel, executive or operating system

software filtering requirements

failure management requirements

relationship between the high level language statements and the code generated.
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Software lifecycle (continued)

3.4.1.3

Many of the aspects involved will be poorly defined at the outset and will have a large
processing variability associated with them, so a large contingency for unknowns will be
needed in the initial estimate of processing power and memory. Such aspects include:

searching (e.g. table lookup)

sorting

iteration (e.g. statistical, curve fitting methods)
stack, list, or queue oriented processes

3.4.14

3.4.115

3.4.116

Queue-based systems pose particular problems associated with computer™ reg
planning and allocation. An understanding of the consequences of queues an
techniques to handle them is essential. See Figure 9 for the example of the imp
queuing time.

Interrupts are useful in achieving good response times in-areal-time control sy
However, the quality and robustness of the software in this'area can have a mgjor i
on the overal system reliability. Interrupt routines require special attention to ¢
robustness because:

(@ Spurious interrupts due to noise can saturate the processor through exc
activity inhibiting other parts of the software from initiating fall-back operation

(b) Program structures using interrupts may create an unbounded number of
through the software, increasing the difficulty of integration and system testing

(c) Asynchronous interrupts fake it difficult for the software design to cater f
scenarios, which may résult in data corruption.

(d) Several concurrent processes initiated by interrupts that compete for resource
reach deadlock.

(e) Therecan be conflicts of priority between one task’ s real-time response require
and other tasks' integrity requirements.

For<_nobust interrupt handling, a selection of these or compatible technique
recommended:

bource
d the
act of

stem.
mpact
nsure

bSsi Ve

paths

or al

(3) Llca harchavara filtarina and hiffarina ac tha fira lina of dafanca aaainst noi
oSe-HaHaWwaHeHHteHHg—aRa—KdHeHRg—aStHeHS—He-O—-aerenceagaHsS—H6et

\“Y
excessive rates of data.

ge and

(b) Use aufficiently independent and diverse mechanisms that can be provided by
hardware and software to back up and protect interrupt handling, such as masking,

prioritization and supervisor modes.
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Overall Response =
Queueing + Service Time

Queue'Length
or —>
Time Queueing

Mean Service Time

L |___

Mean Throughput
Processing Capacity

1.0
Increasing Load —>»

Figure 9. The impact of queueing time
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Software lifecycle (continued)

3.4.1

3.4.2

3.4.2

3.4.2

(c) Maintain strong separation and modularity between the interrupt routines and
non-interrupt routines.

(d) Usean existing kernel where possible.

other

(e) Avoid using the program control stack for data. Set stack lengths to the theoretical

maximum.

(f) Follow suppliers’ recommendations for interrupt design.

(9 Employ personnel with experience of designing interrupt handlers for
implementation and modification.

(h)  For the higher integrity levels, consider using an independeft monitor proces
initiate a safe state.

their

S0r to

The diverse nature of many of the proposed techniques means that complementary

mechanisms can be overlaid to provide increasing robustness with rising integrity

[3].
Floating point arithmetic

Floating point arithmetic has several advantages related to quality and reliability:

numerical range is increased

the potential for numerical overflow is reduced

manual scaling by the programmer is unnecessary, thus one source of softwarg
is diminated

numerical accuragy isincreased due to greater word length.

The use of floating point, however, does not solve all numerical problems ang
introduce sorme new ones [3]. An awareness and understanding of general nun
methods rernains essential to resolve issues relating to:

conversions to and from real and integer numbers and rounding problems
handling of divide-by-zero conditions
handling “Not-A-Number” situations

levels

2 eI'ror

erical

propagation of numerical errors through filters and integrators

build-up of rounding errors
the effect of differencesin small numbers within ill-conditioned equations.

MISRA
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3.4.2.3

In many real-time applications, the use of hardware to implement floating point may be
required to meet response time requirements. This imposes different and special
reguirements on the system and software development processes:

(@

Floating point co-processors can be corrupted by EMI and fail independently from
the main processor. Therefore, the additiona EMC constraints and on-board
diagnostics requirements for floating point units are similar to those required for off-

3.4.214

3.4.3

3.431

3.4.32

3.4.33

3.4.34

3.4.35

abin DAN ool Ll ata-clari
UMY TVATIVE Al U ULTICT oCPAl AT UTVITUTO.

(b) It may be necessary to save and restore floating point data on receipt of @n-ex
interrupt. There can be a considerable processing overhead associated
combining floating point hardware with a requirement to handle a-high inpu
rate.

(c) Vadlidation of floating point hardware units is a mgjor and/time consuming ex
and evidence should be sought from the semiconductor_supplier.

terna
with
t data

ercise

The use of hardware floating point arithmetic is not the ideal solution in every situgtion.

An dternative approach is to use partial floating point implemented in software
whereit isrequired [3].

Modelling

The use of a modelling tool is recommended to aid the design of control systems.
are a significant number of commercial modelling packages available, as well as ¢
designed and maintained packages]4].

Give careful consideration to-the choice between commercialy available and ¢
modelling packages. Commercial packages offer great flexibility and ease of use; ¢
packages may be much. more powerful for the given application for which the
designed.

Modelling packages may be used as a validation tool provided adequate confidence
package itself\can be justified.

Do naot‘yse the simplicity of good graphical user interfaces in commercia modelling
as asubstitute for experienced staff.

Ensure that the data acquired for design and modelling purposes is suffig

only

There
LIstom

Istom
Istom
y are

in the

tools

iently

representative of the functions for which it is being considered.

3.4.3.6
3.4.3.7

Simulation and emulation can be beneficial to the devel opment process.

In order to have sufficient confidence in the results of smulation and emulation, software

quality management should be applied to them.
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3.4.3.8 If emulation techniques are to be used as part of the prototype stage, manufacturers
should satisfy themselves of the safety of the emulation in advance. It should allow
inspection, and not modification, of control algorithms,

344 Optimization and adaptive control

3.4.4.1 Optimization of control [4] is the process of developing a control system to be as efficient
as possible within defined constraints (see Figure 7). Tn relaiively Tinear systems,| good
optimization may be achievable by the application of theory or modelling. In the Chse of
significantly nonlinear systems, however, optimization is often not straightforward, jand it
isimportant to consider the following factors:

(@ In ggnificantly nonlinear systems it is possible for the input fundamental freguency
not to be present in the output.

(b) In nonlinear systems there may be local nonlinearities,” which are impossible to
analyse and quantify; thus optimization may have to-be done by empirical methpds.

(c) The most significant problem of nonlinear~control systems is that the dypamic
behaviour becomes a function of amplitude:

3.4.42 Adaptive control is effectively continuous.orline optimization of parameters in a c|osed-
loop control system, but its use should be assessed in relation to the possible failure modes
and range of authority.

3.4.4.3 Asfew variables as possible shouldbe used in the adaptation algorithm, in order to restrict
the number of degrees of freedom.

3.4.4.4 Even where adaptation is used, it may still be necessary to use manually derived lopk-up
tables in the adaptation ‘a gorithm to compensate for significant nonlinearities.

3.4.5 Communications and multiplexing

3.4.51 If the anaysis of requirements highlights the potentia for using a bus |based
architecture [1], where possible an internationally recognized protocol standard shotld be
used.for network communications, for example ISO DIS 11898 [25] (CAN High Speed),
ISO DIS 11519 [26] (VAN and CAN Low Speed), SAE J1850 [27].

3.4.5.

where some speual attrlbute such as cost speed or mtegrlty dommat&s Vehicle
manufacturers should assure themselves that proprietary protocols are adequate for their
intended use.

A
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3.45.3

3.454

As an dternative to dedicated hardware for lower speed communications systems, it is

possible to support some protocols in software with a suitable microcontroller.

Where communication is necessary for systems requiring a high level of integrity

, 1t is

recommended that a dedicated bus is used. The use of a high integrity protocol should be

considered (e.g. CAN, VAN, J1850).

3.4.95

3.4.56

3.4.57

3.4.58

3.4.99

3.4.510

Because of the differing requirements of some subsystems, for example those for rea
control and driver/passenger services, multiple networks can be used. If a gatew
required, it should be designed in as part of each system. The data transfer réquire
for the gateway can be determined during the final stage of the functional* require
modelling process, and should aim to minimize the transfer traffic.

Responsibility for the system, including the definition and integration o
communications network, should be assigned to a defined perSon or organization, u
the vehicle manufacturer. This person or organization should’also maintain close ¢
over, and ensure good communications between, the different design teams that u
multiplex bus. Component suppliers should work clesgly together and accept cond
on their software design.

Communications and multiplex systems should be specified and designed using a |
model of the network services, for example the 1SO-OSl seven layers. For
automotive systems a three layer model:consisting of physical, transfer and appli
layers is adequate (see Figure 10).

-time
ay is
ments
ments

F the
sually
pntrol
e the
raints

yered
most
cation

The physical layer specificatioryrshould ensure that interfaces between ECUs are defined

and adhered to. Where possiple use an existing or acommon standard.
The transfer layer should carry out packaging of data into message frames, mg
transmission scheduling and checks on received message timeouts and corruptior
cyclic redundancy check).

The application layer should be designed to perform range and/or rate-of-change g

pSsage
(e.0.

hecks

on data-associated with high integrity functions (plausibility checks). These are nofmally

carried out at the point of reception, but can also be applied before transmission.
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THE APPLICATION

APPLICATION LAYER

* Range check
+ Rate of change check
s gtc ...

TRANSFER LAYER

* CRC

* Scheduling
* Framing

* gtc ...

PHYSICAL LAYER

* yoltage
* current
'qtcl-li-

%) " REcEMNG NODE

Figure 10. Three layer communications
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Software lifecycle (continued)

3.4.5.11 Scheduling of message transmissions is important to ensure that the correct data rates or
cycle times can be achieved. It is recommended that the transmission software drivers are
not fragmented within the application code. It is better to have a centralized scheduling
algorithm, based on one timing source in each ECU, which can be analysed for
predictability.

3.4.5.12 Ensure that the relationships between the communications layers in each ECU are defined
and adhered to.

3.4.5.13 It is recommended that the loading on the bus, message priorities, delay (latency) |times
and target processes are carefully analysed to ensure that the system operates religbly.

The network should be robust against situations such as overloading and‘excessive flelay,
and avoid deadlocking.

3.4.5.14 To achieve the higher integrity levels, it may be necessary to(augment the basic prptocol
with additional features such as:

performing repeated transmissions of data to enablé-voting before an action igtaken
providing extra redundancy in the data figld* to offer error detection @nd/or
correction codes

time tagging each message.

3.4.6 On-board diagnostics
3.4.6.1 On-board diagnostics [1] should seek to:

ensure that the vehicleismaintained in as safe and as legal a state as possible
advise the driver of significant failures

provide information to authorized personnel for prompt fault identification
keep the customer mobile for as long as possible.

3.4.6.2 Diagnostic software should not be added as an afterthought: it should be included gs part
of the overall system requirements and design strategy. The objective of the diagnostic
schemeé-should be clear.

3.4.6.3 Itisrecommended that on-board diagnostics and tools are available at the first relepse of

software to assist the development process and calibration, and not just viewed ag post-
pmrll Iction sl Ipport
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3.4.6.4 Inprinciple, on-board diagnostic software can be used to detect three kinds of fault:

nonexistent or incorrect sensor signals

actuators not performing as intended

processes within the host system not functioning as specified, where the malfunctions
are not due to the processor itself.

3.4.6[5 If adetection strategy ISto be effective it should:

detect only “genuine’ faults

invoke “limp home” states in a safe manner

provide a warning to the driver in a reasonable fashion

store the fault information and make it accessible to repair personnel.

For these requirements to be met, it is essential to lay down(clearly and understand the
criteriafor each part of the detection and diagnosis process.

3.4.6.6 In systems where the performance degrades as components age and wear, on{board
condition monitoring can be employed to raise systeém integrity by identifying potential
failures before they occur. The extent of monitoring will depend on the severity pf the
potential hazard, namely, the higher the integrity requirements the more comprehgnsive
the condition monitoring that needs to be applied.

3.4.6.7 Detected faults should result in one or'more of arange of actions:

warn the driver . set “limp home” mode until repaire
store fault data till reset . set local default states.

[N

3.4.6.8 Consderation shoulg-be given to the mechanism of warnings, so that the driver Js not
unduly alarmed, or_ unnecessarily warned for minor faults. Such over-warning can Igad to
confusion or anonchalant attitude towards heeding warnings.

3.4.69 The software for supporting off-board diagnostic tools that communicate with on+board
systemsshould perform the following:

transmit sensor data on demand

transmit fault codes on demand

allow adjustment of authorized on-board parameters by the diagnostic tool
provide a sufficient fevel of protection against unauthorized adjusiment.

3.4.6.10 An actuator may be controlling devices that are not directly visible to the system and
whose states have to be inferred from other parameters. This may be compensated for by
building amodel of “expected” behaviour into the control algorithm.
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3.4.6.11 Long term historical characteristics may be used in “expected” behaviour models to detect

3.4.6.12

3.4.6.13

gradual deterioration.

Actuators may have parameters that can be used to aid health checking in a static
(e.g. solenoid inductance).

mode

All aspects of sensor and actuator installations (including connectors and wiring) may

suffer from dmgmrl;n‘i on and should bhe considered hy a riiagnndir‘ strategy.

3.4.6.14

3.4.6.15

3.4.6.16

3.4.7
3.4.71

3.4.7.2

3.4.7.3

3.4.74

3.4.7\5

Consider the physics of sensors, how they interact with their environment ane-the
and how they are influenced by ageing, wear and contamination.

ECU,

Failure mode and effects anaysis (FMEA) and further safety anaysis-studies should be

undertaken following the full development of the diagnostic scheme,

Thoroughly understand the provisions of legidation, in the respective market are
enforce diagnostic requirements related to exhaust emissionsi{e.g. [28]).

System security

There should be protection against unauthorized access to software. Various metho
available[1, 4].

An dternative is to provide for the detection of tampering, for example as in US (
OBD Il legidation [28]. As a minimum, ensure that the evidence of tampering is g
apparent.

It is important to ensure that inter-ECU communications cannot be modifie
unauthorized means.

Be aware of the risks associated with “chipping” (reprogramming of electronic ¢
systems, often by replacing the ROM storing the program and/or data, and most pre
in engine management systems for performance gains), and take all possible st
ensure thatdt.is'as difficult as possible for its perpetrators to gain access to and modi
software;

Belaware that “chipping” may cause a manufacturer to be legdly liable in some
markets.

as, 1o

ds are

LARB
learly

d by

pntrol
valent
S to
fy the

world

3.4.8

3.48.1

Fautt-management

A control system should be specified such that it degrades in a graceful manner in

accordance with its integrity and availability requirements [4].
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Software lifecycle (continued)

3.4.8.2

3.4.8.3

The criticality of components or functions of a control system often dictate the approach
to fault management relevant to those components or functions. For a given function it
may be necessary to adopt a fault tolerant approach; for another function, a fault recovery
scheme may be appropriate. Give careful consideration to the fault management approach

for every function and component of the system.

Fault management routines should be designed and demonstrated to respond within t

iming

3.4.84

3.4.85

3.4.8.6

3.4.8.7

3.4.8.8

3.4.89

3.4.8.10

requirements Tor critical routines.

Fault migration between functions should be minimized by partitioning and recovery
schemes. Recovery from a fault management routine should be demonstrated
assumed.

In multiprocessor systems, fault recovery action should be synehrenized and prior
especially where communications failure is detected.

It is essentia that recovery action is not inhibited by interrupts.

Many microcontrollers have on-chip watchdogs, which can provide powerful prot
against some software errors, but will not protect against failure of all har
components. If this is an unacceptable risk, then an off-chip watchdog or a sg
monitor processor with separate timing circuits can be used.

Depending on the seriousness of a fault; a“limp home” state may be invoked to allg

block
, hot

tized,

bCtion

Hware
harate

w the

vehicle to continue its journey ina safe manner but with some form of performgmce or

functional restriction. It is advisable to maintain as much functionality as possible
degrade the drivability unnecessarily.

d not

Once the driver has beéen warned of afailure, and it can be determined that no actign has

been taken to rectity” the fault within a reasonable time period, then designers
consider a degradation of facilities or performance that is effected at the next vehicl
up. This is. Pparticularly important where critica redundant components car
transparently’to the driver.

“Limp‘home” should only be invoked when there is no other aternative, and if it is
torsignificantly impact on the driver’s control of the vehicle, adequate notice of the
should be given, asfar asthisis possible.

could
b start
1 fail

going
event

3.4.8.11

Failure management should offer alternative sensor information or mechanical back up
wherever possible, and all default definitions should be supported by a well-reasoned

diagnostic strategy and objectives.
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3.4.8.12

3.4.8.13

Safe states should be derived with reference to the system hazard analysis. The default
action taken should be appropriate for the controllability category of the hazards involved.

Safety analysis of default states should consider potential driving situations, and how the
default states, or combinations of default states, interact with those situations. Safety
analysis should also consider the effects of system reset, so as to maintain a safe state.

3.4.8.14

3.4.8.15

3.4.8.16

3.4.8.17

3.4.9

3.491

3.4.92

3.493

Some possibilities for handling predicted component failure are:

apolicy of service replacement

standard component performance test, comparing with original data

multiple channel, redundant systems or components

inference from other sensors

inference from start up data derived from setting components4o known states
monitoring trends.

In contrast to open-loop systems, and in common with-al digital systems, closeg-loop
control systems work very reliably, but tend to fail dramatically. Therefore, it isimportant
to emphasize the design and validation of the failuresmanagement mechanisms.

There is a high risk of “fault masking” in ‘microprocessor based closed-loop cpntrol
systems. This occurs when the failure mode‘management is so effective that the driver
fails to recognize the presence of afault..\The use of condition monitoring and apprgpriate
warnings are recommended.

It is recommended that a combination of failure management techniques are usg¢d for
handling failuresin closed-loop’systems, including switching to open-loop operation.

Design for verification and validation

Design for verification and vaidation [6], bearing in mind the capabilities and limitgtions
of the avail gble’software tools, test rigs and in-vehicle aids.

For a design to be comprehensible and maintainable, it should be constructed in a mgdular
andStructured manner.

The software may have to be organized into sufficiently small modules to achieye the

3.494

npnmcnry test r‘n\/prmdp

The definition of test coverage should be considered carefully.
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Software lifecycle (continued)

3.4.9.5

3.4.9.6

3.4.9.7

It should be possible to trace a module throughout a hierarchically described design; and

to be able to relate the design to its specification.

Design reviews should be carried out to establish that the design process is producing the

required output at each relevant stage.

Reviews of the detailed safety analysis should be carried out as part of the project design

3.4.98

3.4.1p

3.4.10.1

3.4.10.2

3.4.10.3

3.4.10.4

3.4.10.5

3.4.10.6

3.4.10.7

3.4.10,8

review.
The design of an integrated system, with a range of integrity levels, should g
segregate functions of different integrity levels. Otherwise, the highest level of int
should prevail for the whole system.

Tools and techniques for design

Consider the use of structured analysis techniques, supported-by appropriate CASE
to help construct a suitable design from the software requirements.

The networking of CASE tools can be a significant advantage for project teamg
should be considered to aid the configuration management of design material.

A CASE tool should be capable of good graphical support for the preferred method
and be well supported by a good data dictionary.

m to

egrity

tools,

5 and

ology

Carefully assess CASE tool suppliers for stability, long term commitment and syipport

Services.

Assess new tools to ensure that they support and integrate into the existing development

process rather than hixider it. Cumbersome tools and processes tend to be circumven

CASE tools cost more than the purchase price alone. Allow for maintenance, trainir
integration of.the tool into the devel opment process.

Do not<take the decision to switch design methodologies lightly. If possible i
alternative methodologies in parallel with existing methods on a current project.

Before beginning a design, the rules and naming conventions for the use of the CAS

ted.

g and

NSSESS

= tool

3.4.10.9

should be defined,agreed and documented

The true power of a toolset can only be realized when these tools are integrated into a

common environment.
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3.4.10.10 It iscurrently recognized that a high degree of assurance in a design may be obtained by
using formal mathematical methods, and by providing all the supporting proofs that have

3.4.10.11

been checked with a proof checker.

Use ssimulation tools to predict communications network performance during the analysis
and design phases. Compare actual performance against the prediction so that future

simulations can be made more accurate.

3.4.10.12

3.4.10.13

3.5

3.5.1

3.5.11

3.5.12

3.5.143

3.5.14

To meet integrity requirements defensive techniques should be used where appropri
All system resources used by a high integrity level function should be provided up
same standard as that function. Note that redundancy and diversity may be applice
reduce the integrity requirements of individual parts.

Programming

Codes of practice

The choice of a programming language itself should be strongly influenced by th
that language is used and by the availability-of tools that exist to support it [1, 6].

It is recommended that the use of programming directly in machine code sho
discouraged. Machine code is difficult to follow and the potentia for unid
mistakes remaining unresolved: (s higher than when a high level language is

ate.

to the
ble to

11

way

Id be
tified
used.

Alterations and changes to the-program are a'so more difficult to verify at the machine

code levdl.

Documented companiy-and project standards should be used to give guidance on:

source code layout . compiler usage
documentation style . design best practice
language usage : naming conventions.

Codereommenting is an integral part of any well prepared program and is vital for code

verification. Care should be taken to ensure that comments consistently match
particularly when changes are made.

code,

3.5.15

Consderation should be given to USing a restricied SUbSet of a programming language to

ad clarity, assist verification and facilitate static analysis where appropriate.
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Software lifecycle (continued)

3.5.1.6 Changes to the software should be approved, fully documented and kept under a change
control system.

3.5.1.7 Due to the intangibility of the fina program code, the production of supporting
documentation is essential.

3.5.2 Verification and validation of code

3.5.2.1 The documentation for the software modules should support the planned verifigation
activities.

3.5.2.2 Before dynamic testing begins the code should be reviewed in accordance with the
software verification plan to ensure that it does conform to the design spegcification.

3.5.2.3 Code reviews and/or walkthroughs should be used to identify any.ineonsistencies with the
specifications [6].

3.5.2.4 All production and verification tools should be justified in.relation to the integrity level of
the software they are being used to analyse.

3.5.25 Compilers should conform to an international standard for the language definition (Where
one exists), and if possible be validated for the target computer.

3.5.2.6 Static analysis is effective in demonstrating that a program is well structured with respect
to its control, data and information flow. It can also assist in assessing its fungtional
consistency with its specification.

3.5.2.7 Product metrics [5] are a measure of some attribute of an output of the software
development process (e.g. cade). The attributes that can be measured include:

complexity . reliability
maintainability . structure
modularity : testability.

3.5.218 Product metries Can be used to assess the quality of the output. For example, a highly
complex code item with poor structure is more likely to contain errors than a smpl¢ item
with gaod-structure.

3.5.3 Pregramming tools and techniques

3.5.3.1"Nf possible use automated tools to check that company and project programming standards

——are-beihg-adhered-e:
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3.5.3.2

3.6

3.6.1

A checklist is useful in examining a program for common errors.

Testing

General

3.6.11

3.6.142

3.6.143

3.6.114

3.6.145

3.6.2

3.6.21

3.6.22

3.6.23

The limitations of testing software based systems should be properly appreciated.
number of possible paths through a complete program means that even in the stticte
regime only a proportion of the paths will be executed.

Testing forms one pat of the overal verification and validation™ activities
Figure 11). It should be remembered that quality can never be tested into a product.

The purpose of testing is to discover errors, not to prove correctness.

Plan and document a test strategy, showing an intelligently selected test data set corn
with justifications for the tests [6].

A software test plan should, for each functional requirement state the:

input conditions
output conditions
acceptance criteria
limits of operation
likely failure modes.

Dynamic test

The
St test

nplete

The dynamic characteristics of the unit should be tested for compliance with the fiming

and response reguirements, as well as the functional requirements.
Consider both in-range and out-of-range values when selecting test cases.
Test-data should be derived from the software specification of the appropriate lev

example, requirements, design or module. It should remain consistent and traceq
that specification throughout.

b, for
ble to

3.6.3

3.6.3.1

Integration test

Plan integration testing activities in advance. Do not test in an ad hoc fashion, ensure each
test has a purpose defined in the plan. It should remain the responsibility of the vehicle

manufacturer to plan, perform and approve system integration tests [1].
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Lifecycle Oriented Technique Oriented

Reguirements

L]

Static Test
Programming \§\

Dynamic Test

7 [

I

-------------------------------------------------

Figure 11. Relationship between testing methods
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3.6.3.2 Theintegration test plan should define the levels of testing to be performed, for example:

3.6.3.3

software modules integrating into complete software
complete software and target hardware integrating into an ECU
individual ECUs integrating into a vehicle system.

Assess individua ECUs for compliance with their interface specifications before

nffpmlnfing to pprfnrm depm intpgm'ri on tests,

3.6.34

3.6.4

3.6.41

3.6.42

3.6.4.3

3.6.44

3.6.45

3.6.4.6

3.6.5

3.6.5 1

Testing the entire software aims to ensure that all modules interact correctly.‘.“Cow
analysis should be used to ensure that the testing adequately exerciseS the
structurally.

System test

Each module should be tested separately and then, after integration, tests should be
on the entire system.

Where possible, system tests should be performed using fully integrated, production
software and hardware, operating in the rea .environment under realistic work
Certain tests may require simulated environments:

Confirm the effect on the system when-operated under abnormal workloads
testing).

The system testing process should be based on the requirements. Coverage an
should be used to show that: the test cases are adequate to demonstrate compliancg
each requirement.

Test cases should be selected with the objective of uncovering errors. Previous expe
should be used where possible (error guessing).

Specific testitig should be performed to determine whether or not the safety require
are fulfiled.

Tools and techniques for testing

Black box testing can be used to compare the high level design against the requiret

erage

code

made

intent
oads.

Stress

aysis
e with

rience

ments

ments.

ITignores the Implementation detaifS of the software itself and et cases are Smply chosen
to demonstrate that each software module complies with its requirements. Typically

requirements coverage analysisis carried out with black box testing.
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3.6.5.2 White box testing is similar to black box testing except that it uses knowledge of the
internal program structure of modules. Test cases are chosen to ensure that branches,
statements or conditions in the code are tested. The type and extent of coverage should
be defined prior to white box testing. See Table 3.

3.6.5.3 Error seeding may be used to demonstrate the effectiveness of error detection and
recovery routines. This can give an indication of the detection rate of the testing process
adopted.

3.6.5.4 Equivalence partitioning [6] can be used to reduce the test space by reasoning logically
that not all possible combinations of test data are necessary.

3.6.55 Boundary value anaysis is a useful technique for the efficient testing of softwafe, by
selecting test inputs just above, just below and on threshold values for key parameter

192}

3.6.5.6 It may be useful to compare the results of testing the full“implementation against the
results provided by animating aformal specification (if passible) with the same test data.

3.7 Product support
3.7.1 Off-board diagnostics

3.7.1{1 Off-board diagnostic systems [1] should have the ability to:

retrieve data from on-board systems
apply on-board tests
diagnose relevant faults that cannot be detected by on-board systems.

3.7.12 If atest routine iQvoked by a service bay tool can affect the normal operation of the
system, then it(iS essential that the unit is configured back to normal operation Ipefore
ending the diaghostic session. EXxiting the diagnostic session, either by controlled exit,
power down-or communications failure, has to return the unit to normal operation.

3.7.1.3 Service diagnostics should be designed to assist both expert and inexperienced technijcians.
For inexperienced technicians it may be appropriate to lead them down a fault treg until
the failed component is identified (lowest replaceable unit).

3.7.1.4 If using the communications network as a medium for performing diagnosis, it is also
necessary to consider failure of the communications network itself.
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3.7.1.5

3.7.1.6

3.7.1.7

Access to appropriate information may have to be provided for non-franchised repairers

and for roadside repair throughout the life of the vehicle.

Technical information proprietary to the manufacturer requires support in terms of training

and backup services.

Elaborate off-board diagnostic systems are not a substitute for engineering reliability and

3.7.18

3.7.1.9

3.7.1.10

3.7.111

3.7.2

3.7.21

3.7.22

3.7.23

robustness Into the venicle itsalt.

Diagnostic tools should be able to identify the lowest replaceable unit (LRU).” Th
can also be used to remind the technician not to attempt to repair an LRU.

Information on warranty clams should be available at al levels in both the v

e tool

chicle

manufacturers and the component suppliers organizations, providing a feedback nmecha-

nism for design decisions.

For bus based diagnostic systems, a common protocol and common message defi
should apply to al systems connected to the bus. Where possible use an interng
standard such as the draft 1SO 14230, Keyword Protocol 2000 (KWP 2000) [29].

Consideration should be given to the use of event recorders that can be fitted to ve
to store dynamic parameters to assist in loeating intermittent faults.

Software maintenance

Post-production modification ;should be performed with the same level of exp
automated tools, planning and management as the initial development of the system
recommended that the procedures used for the product development are applied to
production modifications [6].

The replacement \of a safety-related system by a new version should require the
levels of authorization and assessment, and follow the same procedures, as applied
origina system.

Ensure that user documentation contains an appropriate warning regarding unauth
modification of vehicle systems, especidly software, and if appropriate, a
disclaimer for liability in the event of unauthorized modification.

nition
tional

hicles

ortise,

Itis
post-

same
to the

rized
itable

3.7.2.4

Manufacturers should provide the service organizations with the means for assuring

customers that the software in their vehicles conforms to the intended specification.
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3.7.2.5 Management should have a policy on how long a product has to be supported. Each
product will have an associated development environment, computer hardware and
software, which was used to develop it. When changing or upgrading a development
environment, consideration should be given to the effect of this action on the products
developed using it.
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4. Software guality planning
4.1 Management responsibilities
4.1.1 There should be asingle individua with overall and ultimate responsibility for the project.
4.1.2 Define and implement a Quality Management System based on a software devel opment
lifecycle (see Figure 2) and ensure that it is effective. See Table 3: note that the
requirements of SO 9001 [10] are appropriate for integrity level 0, and further steps are
needed-formtegrity tevetsabove zero:
4.1.3 Provide adequate resources for the scale of project planned in view of the
recommendations in these Guidelines.
4.1.4 Organize the resources necessary to support a degree of independence-gppropriate fo the
integrity level for both verification and validation, and assessment activities.
4.1.5 Ensure that staff, suppliers and subcontractors are competent to perform the|tasks
assigned to them.
4.1.6 Ensure that there is an appropriate balance of expertise to undertake the nature of the
project, covering engineering disciplines and specializations such as:
control systems
software engineering
electronic engineering
communications
mechanical engineering
human factors engineering.
4.1.7 Ensure that there is an appropriate balance of staff, so that:
(8 Opportunities exist for trainees to acquire experience from mature members pf the
team.
(b)  Continuityof expertise is maintained in anticipation of staff attrition.
4.1.8 Managers-should be aware of individual and team limitations and should not |make
unreaspnrable demands in terms of technical capability or timing.
4.1.9 Managers should actively participate with engineers to resolve conflicts of commercial
interest and safety.
4.1.10 Provide structured training.
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4.1.11 Management is heavily dependent on documentation to monitor accurately the progress of
the software development within a project. Management should give emphasis to its
generation, maintenance and review.

4.1.12 Software is a mgor contributor to quality and reliability performance and should not be
dismissed by the vehicle manufacturer as a supplier’s problem.

4.2 Education and experience
4.2.1 The staff employed should:

have the relevant theoretical knowledge

have the practical experience appropriate to their role
be aware of current practice and available technologies
be familiar with applicable legidation, regulations and-standards, including product
liability issues

have an awareness of a professiona code of practice for engineers and m ers,
such asin the |IEE Safety Related Systems brief [18] or in the Engineering Council’s
Guidelines on Risk Issues[19].

4.2.2 The Quality Assurance function of both supplier and vehicle manufacturer should include
personnel from a software background,;or with the necessary training to be able to preate
and monitor the implementation of a.Software Quality Plan.

4.3 Human factors in software development

4.3.1 Introduction

4.3.1l1 This section relates to the human factors that arise when people are used to design and
develop software, particularly for safety-related applications [8]. The aim is to ensure that
products and the processes used to create those products, match the capabllities,
limitations and needs of the people involved.

4.3.112 [tsis'common for projects to make use of teams of people. The social psycholpgical
considerations in the workplace that result from human behaviour should be regar(fed as
important contributors to project success.

4.3.1.3 Theissuesidentified in this section should be considered at the project planning stage, and
the decisions that result should be documented where appropriate.
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4.3.2

4321

4.3.2.2

Teams and organizational structure

The organizational structure of a project team should match the design and development
as far as is practicable, and alow for appropriate independence of verification and

validation, and assessment.

There should be a continuous reassessment of tasks with frequent interaction between

4.3.23

4.3.24

4.3.25

4.3.26

4.3.2.7

4.3.3

4.3.31

4.3.32

4.3.3.3

4.3.34

personnel.

Individual team members should be encouraged not only to take responsibility forf their

own tasks, but also to share responsibility for the overall project.

The setting of project goals should involve some degree of group participation.
Decentralized communication structures should be advocated)such that informat
freely distributed between all team members. However;.document control has

maintained to prevent the use of out-of-date information.

The product of ateam’s efforts should be seamless.in‘that it should appear to be the
of oneindividua rather than several.

Project standards should aim for uniformity‘of style.
Individual differences and job design

There should not be an overreliance on the results of psychometric tests in the select

on is
to be

work

on of

software engineers, as there is no evidence that they successfully predict engingering

competence.

The selection proeess for software engineers should address behavioural factor
personality effeets,.rather than relying on intelligence and qualifications aone. The
to work togetherin groups is a key factor.

Software development environments should alow for individuals opinions to be
and foster the realization of personal and collective goals.

Reward systems should be tailored to individuals. Money should not be interpreted

5 and
bility

heard

as the
eative

primary motivator of individuals who function in highly technical and/or cr

4.3.3.5

anvironmaents.
ATVITUTITTTIOCT IO,

Reward structures should be effective so that people are rewarded in a way that matches

their individual expectations and aspirations.
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4.3.3.6

4.3.4

434.1

Career opportunities should exist to promote competent individuals within the tec
area. This helpsto maintain key technical skills.

Human error management

hnical

It is virtually impossible to prevent human errors from occurring, therefore provision
should be made in the development process for effective error detection and correction;

4.3.42

4.3.43

4.3.44

4.3.45

4.3.46

4.3.5

4351

4.3.52

Tor example, reviews by Individuals other than the authors.

It is recommended that a fear free but responsible culture is engendered for .the repprting

of issues and errors.

The communication of information regarding errors to design and development pergonnel
should be as clear as possible. For example, errors found during.reviews should be fully

recorded at the point of detection.

Project goals should be clear, resulting in easier understanding of the goals by all
members. This can aid in the formulation of subgoals-at lower levels.

team

Design and development tasks that rely on theirecal memory of individuals shodld be
minimized in favour of recognition dependent tasks such as consistency checks, rulgs and
patterns. For example, checklists can helpto ensure completeness, and menus are less

prone to errors than command lines.

Structured methods and modularization will aid the development of internal semantics

[30]. Thiswill improve understanding of the problem and help reduce errors.
The physical environment

Consider the effects of the working environment on the ability of the project team to
design errors.

The conditions that are most likely to form an effective working environment include
room temperature: 20 — 21 °C in winter, 20 — 24 °C in summer

humidity: > 30% in winter, 40 — 60% in summer
drafts: <0.5ms*

avoid

ventilation: 30 m°/hour per person of fresh air and/or air conditioni ng

ambient noise: <40 —45 dBA.
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4.3.5.3

4.35.4

To combat the problems of glare, VDUs should be placed at right angles to windows, with
light fixtures being positioned parallel to, and on either side of, the operator-screen axis.

The recommendations of the European Directive 90/270/EEC 29 May 1990 (Display
Screen Equipment) that came into force on 1 January 1993 [31] should be adhered to.

4.4 Quality assurance
44.1 Standards and accreditation
4.4.1]1 The basic requirement is for organizations involved in the development and procurement
of software to operate a Quality Management System capable of meeting the requirgments
of 1SO 9001 [10] as assessed under the guidelinesin 1SO 9000-3 [11](e:g. TickIT [12]).
4.4.112 The Quality System operated by organizations from whom software is procured should be
considered when selecting suppliers.
4.4.2 Checklists
4.4.201 Checklists are a smple, concise but effective imethod of establishing and verjfying
completeness. They should be applied at defined:milestones in the development lifecycle.
4.4.202 Checklists take many forms. The essence isthe establishment of alist of predefined fopics
and questions against which an objective assessment or measurement can be undertalen.
4.4.203 It is recommended that the completed and dated checklists are preserved as part of the
project documentation.
4.4.3 Assessment of compliance
4.4.311 The recommendations:given in both these Guidelines and the supporting reports can used
as the basis of a ehecklist. All of these recommendations can be transformed |nto a
question. For example, this can be accomplished by encapsulating the recommendgtions
with a phrase@uch as:
Have the following factors been considered ... ?
Does'the design meet the requirementsfor ... ?
Has ... been planned/undertaken/provided/completed/considered/... ?
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4.4.3.2 A record of the compliance against each recommendation may simply be by selection of a

token or keyword from alist, such as:

Yes Refer to ... No
Completed Not applicable No evidence
Provided Not assessed Not provided.

4.4.3

4.4.3

444

4.4.4

4.4.4

4.4.4

4.4.4

Below 1S an example of a pro forma that could be used to assess compliance and._fecord
the results:

Guideline Topic Compliance | Justification
Reference Title and/or
Comment

A measure of the degree of compliance to the Guidelines can be obtained from the
completed pro forma. Note that not all recommendations carry the same weight.
Justifications should be recorded where individualrecommendations are not adopted

Changes during production

Production runs in the automotive industry are typically much longer than those |n the
semiconductor industry; consequently service support isamajor issue [3].

Masked microcontrollers arepartially custom devices that are tested generically. Itfis not
unknown for a device to undergo a process change and pass generic testing, but fail in the
application domain.
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4.4.5

4451

Software process metrics

Software process metrics are measures that provide information about the performance of
the development processitself [5]. Thereisadual purpose to the collection of such data:

(@ Toprovide anindicator as to the ultimate quality of the software being produced.

4.452

4.44.3

4434

4.4.9.5

(b) To assst the organization In continuously Improving Its development proce
highlighting inefficient or error-prone areas of the process.

It is recommended that at |east core process metrics are collected, analysed and revi
The basic metrics recommended are:

estimated duration of each task
actual effort expended on tasks
number of defects detected.

When measuring data on defects, it can also be extremely effective to record the sou
the defect (lifecycle phase) and the phase in which the defect was detected. Usin

1SS by

ewed.

rce of
g this

data, it is possible to assess the effectiveness-of ‘the development process at diffferent

phases. If coupled with data from item reviews, areas of concern in the develo
process can be quickly identified and corregctive action taken.

The analysis and reviews should be performed in a timely manner in order to faq
effective feedback. A number of reference books [32, 33] are available that give g
detailed description of processmetrics and how to collect the information.

Other metrics may be found-useful, but this will depend on the organization. There
“correct” metrics. knitiating a metrics programme can be problematic, so f
organization not curkently collecting software metrics:

(8 Understand the objectives of implementing a metrics programme.

(b) Identify those metrics that aim to achieve those objectives within the organizati

(¢)~=vDo not be too ambitious initially — start with a number of smple metrics (st
those listed above).

bment

ilitate
more

ir'e No
or an

on.

ich as

(d) Do not concentrate on a single metric — this can distort the collected data.

(e) Anadysedatainatimely manner so that feedback can be effective.
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4.45.6

Other aspects that should be borne in mind:

@ It is not advisable to allow metrics to be used to measure performance of

individuals.
(b) Involve staff in the choice of metrics and the setting of goals.
(©) Review the metricsinformation at regular intervals.

4.5

45.1

4.5.2

4.5.3

4.5.4

LoD\ Dol racu-Harf 1} le 4o +1 + =V~ = H —t [N and—xrarfars
\Y) FTUVIUT TCyuld TCCUUAUN LU UIC AT da'lu UloLUoco MIUMITITIo dllu PJUITuUnl

i SSUES.

nance

(e Data collection methods should be as simple as possible, preferably, automaled, to

minimize the effort involved in collection.

) Data should be presented graphicaly if possible for easg-of interpref
particularly since trends will often be more relevant than ahsel ute values.

Documentation requirements

There are many recommendations within these Guidelines associated with the gene
and use of documentation.

Due to the intangibility of the final program-€ode, the requirements to produce supp
documentation are inseparable from the principles of software engineering. Many g
standards and guidelines exist that define documentation requirements for all aspg
the software development lifecycle [16, 17, 34] and some of the larger auton
companies have developed and are'using their own standards.

In view of the activities of-the 1SO/TC22/SC3/WGL11, “Automotive Electronic C
Systems — Technical. Documentation” working party [15] it is inappropriate to dg
new or alternative.documentation regime at this time. The adoption of the new
documentation standard for automotive electronic control systems should be consi
when available.

There is)an accepted principle associated with al forms of safety related engineerin

ation,

ration

prting
Eneric
cts of
notive

pntrol
fine a

ISO
dered

g that

the greater the risks, the greater is the need to supply information and give evidence of

robustness. The integrity level of the system will dictate the amount and the form
iaformation to be provided. See Table 3.

of the

4.5.5

A Software Quality Plan snould be establisned describing the overall approach to so

tware

development including a detailed lifecycle definition, the development environment,
assurance controls, tools, standards, guidelines and the configuration management

procedures used.
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tained

Hown,

Nasing
e use
nitive

seek

45.6 As certain aspects of verification and validation will depend amost entirely on
documentation, it isvital that it is both concise and complete [6].

4.5.7 The format and nature of the documentation produced will depend upon the size of the
project, the integrity level and company policy. The information, however, should always
be clearly identifiable.

4.5.8 The handling of documentation should be properTy regulated, both to control access to it,
and to control changes.

4.5.9 As the material involved may have been produced at different times, reside at different
locations and on different media, it is recommended that an overall indéx is man
that identifies and links it to a single point.

4510 The period of time for which documents are to be retained should be laid
procedures defined for their control during that time, and~plans made for their| final
disposal.

4.6 Subcontracting

46.1 Introduction

4.6.11 Aswell as placing a contract for the purchase of systems or components, it is important
that for projects containing software to be developed by another party, a formal prioject-
specific contract is agreed before-the devel opment begins.

4.6.12 These recommendations’ are intended to help engineers, managers, and purch
departments to understand the issues involved in subcontracting products for vehic
that contain embedded software [7] (see Figure 12). They are not intended as a defi
legal treatise, and anyone who wishes to compile a software contract should
appropriate legal advice.

4.6.2 Definitions

4.6.201 , Purchaser The legal term for the party placing a contract.

4 .6.2-2—Yendot Fhetega-term-fortheparty onwhom-the-contract-tspraceck:
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