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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procg¢dures used to develop this document and those intended for its further maintenance~are
described|in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed-for the
different fypes of ISO documents should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this document may.be the subject of
ts. ISO shall not be held responsible for identifying any or all such patent rights. Detailq of
any patenf rights identified during the development of the document will be in the Introduction andfor
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Introduction

This Technical Report was developed in response to a worldwide demand for guidelines on the
management and evaluation of Web archiving activities and products.

Web archiving refers to the activities of selecting, capturing, storing, preserving and managing access
to snapshots of Internet resources over time. It started at the end of the 1990s, based on the vision that
an archive of Internet resources would become a vital record for research, commerce and government
in the future. Internet resources are regarded as part of the cultural heritage and therefore preserved
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their long standing mission of preserving their national heritage, and this is endorsed and
ny countries by legislative frameworks such as legal deposit.

Thiere is a wide range of resources available on the Internet, including text, image, film, ‘sound
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Itimedia formats. In addition to interlinked Web pages, there are newsgroups, newsletters,
eractive services such as games, made available using various transfer and cemmunication
b archives bring together copies of Internetresources, collected automatieally by harvesting
hally at regular intervals. The intention is to replay the resources including the inherent rel
imple by means of hypertext links, as much as possible as they werfe in their original env
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ts original form, for various academic, professional and private-purposes.

b archiving is a recent but expanding activity which continuously requires new approaches
brder to stay in sync with rapidly evolving Web technology. Determined by the strategic in
rceived by the archiving institution, means availablerand sometimes legal requirement
broaches have been taken to archive Internet resouirces, ranging from capturing indiv
bes to entire top-level domains. From an organisational perspective, Web archiving is also a
els of maturity. While it has become a business as usual activity in some organisations, of
t initiated experimental programmes to explore the challenge.

pending on the scale and purpose of collection, a distinction can be made between two broad
Web archiving strategy: bulk harvesting and selective harvesting. Large scale bulk harveg
national domain harvesting, is initended to capture a snapshot of an entire domain (or a
Selective harvesting is performed on a much smaller scale, is more focused and undertd
quently, often based on criteria such as theme, event, format (e.g. audio or video files) or 3
th content owners. A key(difference between the two strategies lies in the level of quali
 evaluation of harvested) Websites to determine whether pre-defined quality standards
ained. The scale of domidin harvesting makes it impossible to carry out any manual visual cg
fween the harvested.and the live version of the resource, which is a common quality assuran
Selective harvesting.

Thiis TechnicalReport aims to demonstrate how Web archives, as part of a wider heritage collg
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measuréd)and managed in a similar and compliant manner based on traditional library w
reporf addresses collection development, characterization, description, preservation,

organisational structure, showing that most aspects of the traditional collection management
refndin valid in principle for Web archiving, although adjustment is required in practice.

bnabled in

and other
blogs and
protocols.
software,
ations, for
ironment.
s possible

and tools
portance
s, diverse
dual Web
L different
hers have

Categories
ting, such
subset of
ken more
greement
y control,
are being
mparison
e method

ction, can
rorkflows.
sage and
workflow

While this Technical Report provides an overview of the current status of Web archiving, its focus is on
the definition and use of Web archive statistics and quality indicators. The production of some statistics
relies on the use of harvesting, indexing or browsing software, and a different choice of software may
lead to variance in the results. This Technical Report however does not endorse nor recommend any
software in particular. It provides a set of indicators to help assess the performance and quality of Web
archives in general.

This Technical Report should be considered as a work in progress. Some of its contents are expected to
be incorporated in the future into ISO 2789 and ISO 11620.
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issues for web archiving

negds and practices across a wide range of organisations such as libraries, archives, museuni
cemtres and heritage foundations. The examples mentioned are taken from the librarySecto
libraries, especially national libraries, have taken up the new task of Web archiving i’ the
legal deposit. This should in no way be taken to undermine the important contribttiens of in
which are not libraries. Neither does it reduce the principal applicability of thistTechnical }
heritage institutions and archiving professionals.

)

Thijis Technical Report is intended for professionals directly involved in Web archiving, ofter
tegms consisting of library or archive curators, engineers and managerial staff. It is also usef
ar¢hiving institutions’ funding authorities and external stakeholders. The terminology us
Te¢hnical Report attempts to reflect the wide range of interests and expertise of the audience
a Yalance between computer science, management and librariguaship.

Thiis Technical Report does not consider the managemetit of academic and commercial
regources, such as e-journals, e-newspapers or e-books, which are usually stored and
separately using different management systems. They are regarded as Internet resources at
adflressed in this Technical Report as distinct stredms of content of Web archives. Some org
aldo collect electronic documents, which may be'delivered through the Web, through publis
eldctronic deposits and repository systems. These too are out of scope for this Technical Rg
principles and techniques used for this kind of collecting are indeed very different from thg
ar¢hiving; statistics and quality indicators-relevant for one kind of method are not necessaril
for| the other.
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ally, this Technical Report essentially focuses on Web archiving principles and methods
[ encompass alternative ways of collecting Internet resources. As a matter of fact, som
ources, especially those that are not distributed on the Web (e.g. newsletters distributed g
e not harvested by Web archiving techniques and are collected by other means that are not
I analysed in this Technical Report.

2
Fo

Terms and-definitions

" the purposes of this document, the following terms and definitions apply.
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successtul request of a library-provided online service

Note 1 to entry: An access is one cycle of user activities that typically starts when a user connects to a library-
provided online service and ends by a terminating activity that is either explicit (by leaving the database through

log-out or exit) or implicit (timeout due to user inactivity).

Note 2 to entry: Accesses to the library website are counted as virtual visits.
Note 3 to entry: Requests of a general entrance or gateway page are excluded.
Note 4 to entry: If possible, requests by search engines are excluded.

[SOURCE: ISO 2789:2013, definition 2.2.1]
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2.2
access tool
specialist software used to find, retrieve and replay archived Internet resources

Note 1 to entry: This may be implemented by a number of separate software packages working together.

2.3
administrative metadata
information necessary to allow the proper management of the digital objects in a repository

Note 1 to entry: Administrative metadata can be divided into the following categories:

— context or provenance metadata: describe the lifecycle of a resource to a point, including the related entifies
and ptocesses, e.g. configuration and log files;

— technical metadata: describe the technical characteristics of a digital object, e g. its format;
— rightsjmetadata: define the ownership and the legally permitted usage of an object.

2.4
archive
Web archive

entire setfof resources crawled from the Web over time, comprising one ofimore collections

2.5
bit stream
series of ] and 1 digits that constitutes a digital file

2.6
budget (drawl)
limitation| associated with a crawl or individual seeds;Which can be expressed in e.g. number of files,
volume of|data, or the time to be spent per crawl as defined in the crawler settings

2.7
bulk crawl
bulk harvpst

crawl aimfed at collecting the entirety of a.single or multiple top level domain(s) or a subset(s)

Note 1 to eptry: In comparison with selective crawls, bulk crawls have a wider scope and are typically perfornjed
less frequently.

Note 2 to eptry: Bulk crawls genevpally result in large scale Web archives, making it impossible to conduct detaifed
quality assjurance. This is often done through sampling.

2.8

capture
instance
copy of a feseurce crawled at a certain point in time

N 1 = 1L 1 1 1o 4l des dabl bl 4=l HARIR) 4=l 4=
Ote tO LY. IId1TToUUTTLTIIdS UTTITLIAVWITU LT TT LIHITS UIT UITITTTIHT UALTS, LHTT T WIIT UT LT TT LAdpPLulrto.

29

collection

Web archive collection

cohesive resources presented as a group

Note 1 to entry: A collection can either be selected specifically prior to harvesting (e. g. an event, a topic) or pulled
together retrospectively from available resources in the archive.

Note 2 to entry: A Web archive may consist of one or more collections.

2 © IS0 2013 - All rights reserved
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2.10

crawl

harvest

process of browsing and copying resources using a crawler

Note 1 to entry: Crawls can be categorised as bulk or selective crawls.

2.11
crawl settings
crawl parameters

definition of which set of seeds

Note 1 to entry: Crawl settings also include crawler politeness (number of requests per second pr mirfute sent to

software that will successively request URLs and parse the resultingtresource for further URLs

Nofe 1 to entry: Resources may be stored and URLs discarded in accordance with a predefined set of rules [see

crawler trap
Web page (or series thereof) which will cause a crawler to either crash or endlessly follow references to
other resources deemed to be of little or no value

Nofe 1 to entry: Crawler traps could be put in placédntentionally to prevent crawlers from harvesting|resources.
This could also occur inadvertently for example when a crawler follows dates of a calendar endlessly.

2.14
cufator tool
application that runs on top of a Web'crawler and supports the harvesting processes

Nofe 1 to entry: A core functionisithe management of targets and the associated descriptive and adn]inistrative
metadata. It may also includecommponents for scheduling and quality control.

2.15

data mining
computational progess that extracts patterns by analysing quantitative data from different pefspectives
anfl dimensions{categorizing it, and summarizing potential relationships and impacts

[SOURCE:1SO 16439:—, definition 3.13]

2.16

deep-Web

DEPRECATED: hidden Web
DEPRECATED: invisible Web
part of the Web which cannot be crawled and indexed by search engines, notably consisting of resources
which are dynamically generated or password protected

2.17
descriptive metadata
information describing the intellectual content of a digital object

2.18

domain name

identification string that defines a realm of administrative autonomy, authority, or control on the
Internet, defined by the rules and procedures of the domain name system (DNS)

© IS0 2013 - All rights reserved 3
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2.19

domain name system

DNS

hierarchical, distributed global naming system used to identify entities connected to the Internet

Note 1 to entry: The Top Level Domains (TLDs) are the highest in the hierarchy.

2.20

emulation
recreation of the functionality and behaviour of an obsolete system, using software (called emulator) on
currentc mpnfnr cycfnmc

Note 1 to eptry: Emulation is a key digital preservation strategy.

2.21
host
portion offa URI that names the network source of the content

Note 1 to emtry: A hostis typically adomain name such as www.archive.org, or a subdomainguch as web.archive.qrg.

2.22

HTML
Hyperte)ltl Markup Language
the main mark-up language for Web pages, consisting of elements whieh are used to add structural dnd
semantic [nformation to raw text

2.23
HTTP
Hypertext Transfer Protocol

client/serper communication protocol used to transfer.information on the Web

2.24
hyperlink
link
relationsHip structure used to link informatjon on the Internet

2.25

junk
spam
unsolicited contents which arg deemed to be of no relevance or long-term value

Note 1 to pntry: Intentionalspam is commonly used to manipulate search engine indexes. Junk can also|be
generated |nadvertently when a crawler falls in a crawler trap.

Note 2 to gntry: Collecting institutions in general try to avoid collecting junk and spam so that resources canfbe
used to hafvest “geod” resources. Some, however, keep a small sample of this as a part of the record of the Wep.

2.26
link mining
processing and analysis that focus on extracting patterns and heuristics from hyperlinks, e. g. to draw
network graphs

2.27

live Web leakage

common problem in rendering archived resources, which occurs when links in an archived resource
resolve to the current copy on the live site, instead of to the archival version within a Web archive

Note 1 to entry: Live Web leakage also occurs when scripts on archived Web pages continue to reference, and

successfully request, live Web resources within the archival rendering. This may cause live Web social media
feeds or streaming videos, for example, to appear in the archived webpage.

4 © IS0 2013 - All rights reserved
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2.28
log file
file automatically created by a server that maintains a record of its activities

2.29
metadata
data describing context, content and structure of digital object and their management through time

[SOURCE: 1SO 15489-1:2001, definition 2.12]

Note 1 to entry: Metadata can be categorised as descriptive, structural and administrative metadata.

2.30

migration
conversion of older or obsolete file formats to newer or current ones for the purposeef-maintpining the
acgessibility of a digital object

Note 1 to entry: Migration is a key preservation strategy.

[SQURCE: ISO 15489-1:2001, definition 3.13]

2.31

MIME type

Infernet media type

content type

-part identifier for file formats on the Internet

Note 1 to entry: MIME (Multipurpose Internet Mail Extensions) uses the content-type header, consisting of a type
angl a subtype, to indicate the format of a resource, e. g. ithage/jpeg.

stijuctured resource, which~jir addition to any human-readable content, contains zero| or more

Note 1 to entey¥Permission can be expressed by a formal licence from the rights holder or exempted by the virtue

registered user
person or organization registered with a library in order to use its collection and/or services within or
away from the library

Note 1 to entry: Users can be registered upon their request or automatically when enrolling in the institution.

Note 2 to entry: The registration is monitored at regular intervals, at least every three years, so that inactive
users can be removed from the register.

[SOURCE: ISO 2789:2013, definition 2.2.28]
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2.36

request

HTTP-formatted message sent by a requesting system (e.g. a browser or a crawler) to a remote server
for a particular resource identified by a URL

2.37

response

answer by a remote server to an HTTP request for a resource, containing either the requested resource,
a redirection to another URL or a negative (error) response, indicating why the requested resource
could not be returned

2.38
response{code

status code

three-digjt number indicating to the requesting server the status of the requested resource

Note 1 to eptry: Codes starting with a 4 (4xx), for example, indicate that the requested resounce‘is not available.

2.39
robots.txjt
robots ex¢lusion standard

protocol ysed to prevent Web crawlers from accessing all or part of a website

Note 1 to eptry: robots.txt is not legally binding.

Note 2 to eptry: It may also be used to request a minimum delay betweén consecutive requests or even to provfide
alink to a gite map to facilitate better crawling of the site.

2.40
scope (crawl)
set of pardmeters which defines the extent of a crawl,€¥g. the maximum number of hops or the maximyim
path depth the crawler should follow

Note 1 to efptry: The scope of a crawl can be as broad-as-a whole top level domain (e. g..de) or as narrow as a single file.

2.41
scope (Wb archive)
extent of d Web archive or collectionyas'determined by the institutional legal mandate or collection poljcy

2.42
second leivel domain
subdivisigns within the tép)level domains for specific categories of organisations or areas of intergst
(e. g. .gov.nik for governinental websites, .asso.fr for associations’ websites)

2.43
seed
targeted URL
URL corr¢spending to the location of a particular resource to be crawled, used as a starting point|by
a Web crawler

2.44

selection

curatorial decision-making process which determines whether a meaningful set of resources is in scope
for a Web archive, judged against its collection development policy

2.45

selective crawl

selective harvest

crawl aimed at collecting resources selected according to certain criteria

Note 1 to entry: In comparison with bulk crawls, selective crawls have a narrower scope and are typically
performed more frequently.

6 © IS0 2013 - All rights reserved
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Note 2 to entry: Selective continuous crawls are crawls aimed at collecting resources selected according to certain
criteria, such as scholarly importance, relevance to a subject or continuous update frequency of the resource.

Note 3 to entry: Selective event crawls are time-bound crawls, which end at a certain date, aimed at collecting
resources related to unique events, such as elections, sport events and disasters.

2.46
structural metadata
information that describes how compound objects are constructed together to make up logical units

vl settings

| domains
reviation,

e protocol

e archival

09).

omepages.

main publishing application of the Internet, enabled by three key standards: URI, HTTP and HTML

3 Methods and purposes of Web archiving

The form and content of Web archives are determined by institutional policies as well as technical
possibilities. While high level policies are primarily set by national legislation, institutions employ a
variety of collecting strategies, driven by respective business objectives and selection criteria. In-scope
resources, however, sometimes cannot be added to Web archives due to technical limitations. Capturing
and replaying multimedia and interactive resources for example pose significant challenges for the Web
archiving community and often require expensive, customised solutions.

© IS0 2013 - All rights reserved 7
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3.1 Collecting methods

3.1.1 Technical baseline

Copying online resources or harvesting is the main collecting method for Internet resources. Harvesting
requires the use of robots, which successively request URLs, copy and store resources, and parse the
resulting resource for further URLs. The crawler’s starting point, often the home page of a Website, is
called the seed. The crawler behaves like an automated Web user and can follow interlinked Internet
resources almost indefinitely, unless its scope is defined or limited by crawl parameters or settings. A
crawler can also come to a halt inadvertently when encountering obstacles during the harvesting process.

The coverfage, depth and the overall quality of Web archive collections are closely determined by &/fet
of technidal settings, expressed as harvesting rules. Resources to be collected are described by their
locations |(URLSs), in the form of a seed list, and by their scope. The scope is mainly defined by the
frequency] and depth of the harvest, which impact the comprehensiveness of a Web archijve.

3.1.2 Limitations

A huge arpount of information is added to the Web at an astonishing speed@Organisations typicdlly
decide onfthe scope of Web archiving taking into account resources related.te-staff, computation power
and storape capacity. In addition, choices made during the selection and harvesting processes allpw
organisatfons to focus on the valuable and “good” resources, as opposed to automatically generated
content of little value such as junk or spam. This is a major source<fynhoise to avoid for Web archives,
requiringfactive management and prioritization of the crawling pracess.

There areg many limitations which make it challenging to colleet Internet resources comprehensiv¢ly.
Some are(related to technology, others are caused by the s¢ale and nature of the Internet. Additiopal
limitationjs may be imposed by legislations.

a) Issues due to current Web architecture andcrawling technologies

Archiving|crawlers are capable of capturing adequately static content which can be served by requesting
a URL. When URLs are not explicitly referenced in HTML but embedded in e. g. JavaScript or Flgsh
presentatjons or generated dynamically(based on the results of some interactions with the usdrs,
archiving|crawlers often fail to capture the referenced content. Extracting and parsing arbitrary URLs
is not alwpys a simple task as the URILsyntax can be stretched to address almost any type of netwgrk
resource and URLs can be generated dynamically. Overly complex URL structures include numergus
variables,|marked by ampersands,equals signs, session or user IDs as well as referral tracking codes| In
some casgs, multimedia files@re’served or initiated by embedded Web applications which retrieve data
from the derver in the background, without explicitly locating the files in the HTML.

The currdgnt harvesting-technology is still to a large extent not adequate to deal with the Web in f{ll,
leaving cqrtain types of content on the Web out of reach. The current recursive URL-based crawling
method fglls shortof collecting an increasingly bigger portion of the Web, including content behind Web
forms and query-interfaces, commonly known as the “deep or hidden Web”, streaming media, content
delivered jover non-HTTP protocols and social media.

The most fundamental challenge facing the community however is the rapidly changing Web with new
formats, protocols and platforms, requiring the archiving organisations to respond to its continuous
development and improve the capability to archive new content types as they emerge.

b) Issues due to Web resources update frequency

Another commonly cited technical issue related to crawling is temporal incoherence. If a website is been
updated while being crawled, this could result in a distorted snapshot with the co-existence of Web
pages with different life spans.

Legislation may impose further restrictions to the way in which Web archiving is done. A key decision
influenced by legislation is whether robots.txt exclusion standards should be respected or ignored. It
can make a significant difference to whether certain content is captured or missed.

8 © IS0 2013 - All rights reserved
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The above-mentioned limitations bring up many challenges to the process of evaluating Web archiving
activities using comparable measures. The general approach followed in this Technical Report is to
acknowledge the limitations and to focus on what is known and comparable.

3.1.3 Collecting strategies

There are two broad categories of collecting strategy, which vary in the level of automation involved as
well as the scope and scale of the resulting Web archive.

Bulk harvesting, such as national domain harvesting, is intended to capture a snapshot of the state

3.1

Se
ali
su

criteria define the scope of a-Web archive and can be expressed in various ways:

of amrentire domaim for a subset Such as a ational donmaim)—at T giverr poit i time,; T8
large scale Web archive collections. The best known bulk archive is the Internet Archive’s
Machine, which was established with the goal of preserving the global Web. Bulk'harv
fairly automated process but limited by the scale of operation. It tends to takesplace inf]
often just once or twice a year. Quality assurance, if undertaken, often relies ph\automati
of missing content by examining HTTP status codes.

Selective archiving is performed on a much smaller scale, more focused and undertaq
frequently. A selection process takes place to identify relevant Websites based on criter
theme, event, format (e.g. audio or video files) or agreement with content owners. Quality as
a common element of selective archiving, which currently heavily relies on visual comparis
of previous harvests and crawl logs. A selective Web archjve also tends to have more d
metadata, often added by curators during the selection or,.after the harvesting process, wh
used to build richer search and browsing functions in the usSer interface of a Web archive.

A number of institutions use a combination of the above. Some Websites update frequent

sulting in
Wayback
psting is a
requently,
" checking

ken more
ia such as
surance is
bn, review
escriptive
ich can be

ly and the

changes will notbe captured by justrelying on infrequent bulk or domain harvests. Itis not ncommon

for a single archiving organization to define a<Strategy where high-priority Websites arg
more frequently while lower priority Websites'are only captured through bulk or domain h

.4 Selection criteria

ection criteria are usually set outb§ legislation and institutional collection development s
bnment with the core mission df a collecting institution. Operational considerations or 1
th as staffing, resource and expertise often impact the implementation of the strategy. Thg

By domain names used’to host the resources, for example by national or top level domn
as .fr or .de or second-level domains reserved to certain publishers such as .gov for gd
publications. Dohtain names however cannot strictly identify or define national conts
Internetis aglobal system and resources are distributed across physical or geographical b

By charagteristics of the resource, for example by themes or topics of the websites’ c
popularity with the audience or language used, by communication protocols used to d
resouice such as HTTP or by formats such as text or video;

captured
arvesting.

[rategy, in
mitations
selection

ains such
vernment
bnt as the
undaries.

bntent, by
eliver the

available for purchase or subcription;

By what an organization can afford to archive. An organization may only have the financial
to support limited harvesting frequency or afford a highly selective sampling approach;

ivailable, or

resources

By explicit restrictions or exceptions related to the content. For example a selection criterion could

be to exclude resources containing personal, sensitive data or illegal content.

[tis notalways clear-cut whether to include or exclude certain types of resources. While one organization
decides to archive social networks, blogs and similar interactive platforms, others may decide that they
are out of scope. This is essentially a policy decision which equally applies to resources such as online
advertising, pornography and resources containing or affected by computer viruses. Sampling is a
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common way of archiving such resources, which might contain value to some researchers but whose
future use is difficult to foresee at present.

3.2 Access and description methods
3.2.1 Technical baseline: description methods

3.2.1.1 General

Strpractiee—to g-togetirerarchtvet resoturcesana proviae access g1rsta ne
Web archjves. They work in the same way as the live Web, often with dedicated user interfaces,whjch
allow the psers to search and to navigate within the boundary of the archive. A particular requirement
for designjing the user interface is to take into account the temporal dimension, allowing thelisers| to
find diffeffent versions of the same resource captured at different times and to navigate easily betwgen
these to s¢e the evolution over time. The most common way to browse a Web archive istby’URL and this

could be dombined with the date of capture.

3.2.1.2 [Indexing by URL (mandatory)

Indexes pfovide entry points into the Web archive. They speed up searchingand sorting operations and
offer better user experience. The most basic index is the URL or a modified variant of the original URL
to point tp the Web server hosting the archive. The date the resource was crawled can be combined
into the URL in order to differentiate between versions of the samg resource. An alternative approach
is to impl¢ment a persistent identifier to each resource which may take the form of a URL, but the key
element i$ that the collecting institution guarantees that thé.identifier will provide a reference and
access method to the resource indefinitely.

3.2.1.3 Pther kinds of indexing (optional)

Full-text §earch is an access method increasinglyadopted by Web archives. This requires a full tgxt
index and|a search engine. While being a more:scalable access solution, it is technically challenging to
implemenft. Keyword and metadata can alsg be extracted automatically from the archived resourges
and utiliz¢d to provide access. There has been a growing need expressed among research communitjes
for data apd link mining in Web archives. Some new developments already demonstrate a shift of foq¢us
in Web agchiving, from the level of individual resource or Website to the entire Web archive. Using
visualization and data analytic techniques, there are opportunities to provide access to different views
of a Web [archive, unlocking émbedded patterns and trends, relationships and contexts. Before the
above-mehtioned developments become widely adopted practices, making available the previous stages
of individpal Internet resqurces remains the primary access mechanism for Web archives. This is a|so
the focus pf this Technical’ Report.

3.2.1.4 (ataloguing (optional)

The traditipnal bibliographical management methods can be applied to Web archives by catalogulng
resources }'nc‘l- ag prinfnr’] bhaooks and jnnrna] articles Thisis ausaful way to infngrafn Web archiveswiith
a library’s existing collections so that they become discoverable through catalogue search. However
this approach is resource intensive and difficult to scale up to apply to Web archives, because of the
large amount of objects they contain as well as the challenge in defining the resource to be catalogued.
Cataloguing may take place at a higher level of granularity, for example at the level of special collections
rather than that of individual Websites.

3.2.1.5 Resource discovery tools using metadata (optional)

Access may be provided to resources through the addition of metadata associated with the resource.
Websites may be classified by curators or through automatic means into subject hierarchies or into
collections around events or thematic based collections. The usage of tags (user added keywords)
whether added by curators or by the public can also be built into the user interface.
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3.2.2 Technical baseline: access methods

3.2.2.1 General

Access to archived Web material is provided through the use of specialist software to find, retrieve and
replay archived Web material. This may be implemented by a number of separate software packages
working together. The whole software system is commonly called an Access Tool.

Regardless how an Access Tool is designed and implemented, it has a set of common attributes, some
mandatory, some optional:

3.2.2.2 Rendering (mandatory)

Acfess tool software has to be able to uniquely identify resources (even if the sameresourcg has been
harvested numerous times) and retrieve that object from the archive repository.

3.2.2.3 URL re-writing (mandatory)

Thie HTML pages returned by the access software have to be modified from their original manjfestation.
Embedded links (absolute or relative) should point to the location, 6f)the resource within the digital
ar¢hive, not to the location of the original resource. This can be achieved in a number of ways

—| This can occur at harvesting time (a curatorial decision may‘be taken to re-write the URL Within the
content immediately and ingest this modified content ifito'the archive repository).

—| A preservation action upon the archived resources‘which achieves the same goal as indicdted above
may be undertaken at alater stage. The resource thérefore implicitly points links to their ney location.

—| Runtime URL re-writing can be achieved by.code executed on the server upon request of § resource
or by supplying a copy of the original resdtirce to the client along with code to be executed by the
client to dynamically re-write the URL.

3.2.3 Limitations

Thee process of harvestingand processing archived Internetresources involves transformations which may
impact the appearance, behayiour and user experience of the original resources when they are replayed at
the point of access. Archived eepies of resources should be regarded as snapshots frozen at poirjts of time,
which loses the interactivity of the live versions. Examples of these include message boards, fliscussion
forjums, Web forms and-search. It is also possible that a resource is harvested properly but limited by the
capability of the rendering software and consequently becomes inaccessible to the end users.

A ¢ommon problem in replaying archived resources is the so-called “live Web leakage”, which occurs
when links in an archived resource resolve to the current copy on the live site, instead of poinfing to the
ar¢hival vexsion within the Web archive. This is usually caused by incorrect URL-rewrite, oft¢n a result
of |inks embedded in JavaScript not being detected by the access tool.

3.2.F Access strategies

Internet resources, despite many being freely available, are generally copyrighted. Depending on the
relevant legislations (see 4.4) and what is permitted legally, collecting institutions employ a range of
access strategies:

— Dark archive: collections cannot be accessed by anyone (except sometimes by staff for curatorial
purposes).

— Grey archive: collections can be viewed only by authorized end users (e.g. researchers), and/or
restricted to on-site premises (e.g. library reading rooms).

— Online archive: access for all users, usually accessible from a collecting institution’s Website.
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Alternatively an archive could employ a mixed model, with parts of the archive adopting one of the
above strategies separately. It is also worthwhile to note that access to resources harvested on the so
called “opt out” basis, where permission is only assumed or implied, not expressly given, could be taken
down when requested by the rights holders.

3.3 Preservation methods

3.3.1 Technical baseline

Preservati
while digital preservation deals with very different issues. Digital resources at the lowest level consist of
1’s and Os|(the bit stream), which are independent of the data carrier or media on which they are-storgd.
It is possible to copy the bits to another carrier without losing information and create copy idéentical to
the sourcg or the original. Because data carriers deteriorate or become obsolete, there is aneéd to mqve
the bits td newer carriers to keep them safe. If the copying is done regularly, it is reasogable to assume
that the b]t stream is permanently preserved without any loss.

In additiop to keeping the bits safe, the real challenge for digital preservation isto.keep the bits usabhle.
The bit stfream is not understandable for human beings until rendered using the originally intended
software pnd hardware environment. With rapidly evolving technology, t€w systems are often pot
compatible with older systems and newer rendering software might not-be able to interpret older file
formats. Bven if it is possible to render older software in current systems, current users may still not{be
able to use it as users could be expected to interact with it in complétely different ways.

Digital pr¢servation should be considered in every step of the Web-archiving workflow. In comparison wijith
other digifal resources, the particular challenge in preserving Web archives is the large amount of data
and the djversity of file formats and media types. Web pages.can contain pictures, videos, music, games,
databases|and many types of applications. A key characteristic of the Web is the linkage between Web
pages, which can pose digital preservation challenges-dtie to the dependencies introduced by the links.

3.3.2 Limitations

Web archjves contain still recent resourgesvand there is a lack of proven strategies with convincing
results o1f confidence to demonstrate the Community’s long term preservation capacity for archivyed
Internet resources. This Technical Report is not intended to offer practical solutions but highlights the
current practice, standards and isstues.

3.3.3 Piyeservation strategies

The aim of digital preserVation at the minimum level is to prevent data loss by maintaining the integrjity
of the origiinal bit stream=The main strategy for bit stream or physical preservation is mainly duplicatjon
and backyp, including actions such as parallel data storage at separate physical locations, regufar
backups and checksfor read errors. Data also need to be kept secure to avoid unauthorised access. Bit
stream prjeservation is a minimum requirement which applies to all digital resources. The scale of Web
archives However needs to be taken into account when implementing bit stream preservation.

Migration and emulation are more sophisticated preservation strategies intended to preserve the
functionality, behaviour and user experience of resources. They are referred to as “logical preservation”
and require regular data, format and risk analysis to implement. Logical preservation is extremely
challenging for Web archives due to their large scale and multiple file formats.

a) Migration

File format migration involves converting a file to a new format before it is no longer usable within
the current technical environment. Every conversion to a new file format changes the content and may
cause damage. A risk analysis is therefore required in advance to assess the probability and impact of
information loss. Migration can be performed when a file format runs the risk of becoming obsolete or at
the point of access (on-the-fly migration). The cost of migration is directly related to the number of files
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to be migrated. It could be very expensive to migrate for large scale Web archives. The complexity and
dependencies between resources also add to the challenge and make it hard to validate the migration.

b) Emulation

Emulation involves recreating the functionality and behaviour of an obsolete system environment on the
current system using specialist software called emulators. The emulator mimics the obsolete system and
makes it possible to access out of date resources without changing them. Emulation however is hardly
perfect and only an approximation. The emulator itself is dependent on a certain system environment
and subject to preservation risks. Developing emulators is costly but removes the need to deal with

co 'npnnnnf resources Inrlnnrhla"y In\Weh arr‘hnnng’ an-emulatorneedstorecreate the functionalities

of fommon browsers and media players of the time when the Web pages were harvested.

Migration and emulation should be considered as a part of preservation planning for digitalfarchival systems.

3.3.4 Preservation metadata

Lopg term preservation also includes keeping safe the metadata associated with the reqources in
th¢ Web Archive, which are critical for supporting collection management, access and pr¢servation
activities. There are different types of metadata, which could be embedded within the resources,
generated automatically during the archiving processes or manually’ added by curatorial [staff. The
Mdtadata Encoding and Transmission Standard (METS) defines 5-different types of metadata and they
apply to Web archives as follows:

a) Descriptive metadata

Ingtitutions which catalogue Web archives or manually add metadata generally possess more descriptive
mgdtadata. Those performing (automated) large scaleWeb archiving have to rely on extractingmetadata
enfbedded within the resources or use automatic:clustering or classification to obtain such metadata.

b) Structural metadata

Infernet resources are often compound objects made up of structured and interlinked elemgnts. Their
stijuctural relationships can be expressed explicitly and recorded in metadata schemes suchl as METS.
Sufrh metadata can be useful in the ¢ase of file migration, where hyperlinks need also to bel migrated
ac¢ordingly in order to maintain the navigability of the archive. Some institutions decide not] to record
these relationships additionallyror explicitly as they are intrinsically present within the resoyrces.

)] Provenance metadata

Prpvenance metadata-describe why and how a resource is created and what happened to it (during its
lif¢cycle. Some descriptive metadata, for example recording the rationale of a special collectjon within
a Web archive,{caif also be regarded as provenance metadata. Provenance metadata can alsq be found
at lower levels;“include files recording activities of an archiving crawler, such as configurdtion files,
crgwl reports and log files, and information describing the interactions between the Web server and the
crgwlerjincluding the URL, the crawl date, and the IP address of the server.

d) Technical metadata

Technical metadata describe the technical characteristics of a digital object, specifying how it can be
accessed, modified, or preserved. This is referred to as representation information in the Open Access
Information System Reference model. File format, indicated by MIME types, is an example of technical
metadata relevant to Web archives and is one of the core statistics for collection characterization (see
4.3.2.3 for details).

e) Rights metadata

Rights metadata define the ownership and the legally permitted usage of resources. Conditions could be
applicable to a time in the future. This information needs to be preserved together with the resources
to prevent unauthorised access.
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Provenance metadata, technical metadata and rights metadata are collectively referred to as
administrative data.

3.4 Legal basis for Web archiving

3.4.1 General

Web archiving initiatives face many legal risks. The key ones relate to intellectual property, particularly
copyrights, privacy and protection of personal data. Collecting institutions could also be held responsible
forrepub]' hino libellg ontent and fornossessingand di ibutingillescal materi Nationallegi on

National lpgislation is the most effective framework to enable and support Web archiving at seale. Web
archivingmay be introduced by legislation on copyright and/or legal deposit or any act whicH specificqlly
defines tHe missions and status of a collecting institution. This legislation is particulaply relevant] to
public organisations, whose status and activity are often defined by law, such as natiohal libraries|or
archives, ppecialist legal deposit institutions (e.g. those dedicated to the preseryation of broadcapts
or films), [public archives or museums. Organisations without a legal remit may. still undertake Web
archiving] They either negotiate specificagreements with right holders, or restfictaccess to the archiyed
resources|to manage the legal risks. Some decide to take certain risks by captdring and providing acc¢ss
to Internet resources based on implied permissions.

Some countries still do not have a clear legal basis for Web archiving, others have only a genefal
framework which requires secondary legislation to interpret and régulate its implementation. Collecting
institutiops in some countries have developed Web archiving:initiatives on the basis of voluntary
deposits Hy publishers. Even in countries where national legislation is in place, a common practice is that
legislation is often open for interpretation. Collecting institutions need to define their own approgch
including frisk evaluation and experiment at the implementation level.

3.4.2 (gllecting scope and methods

Legislatioh for Web archiving may explicitly include or exclude certain content. They define the boundary or
territoriality for a national domain and may-also specify frequencies or depth of the permitted harvestipg.

A key element of the legislation is whether permissions should be obtained from the rights holders prjor
to the respurces being harvested. This has a significant impact on an institution’s collecting strategy.
Bulk harvlesting is only feasible if o permission is required, otherwise selective harvesting is a more
appropriate model. Alternative approaches to permission management include the so called “opt opit”
or “notice and take down”_niodel, where resources are harvested and made available on the basid of
assumed pr implied pepniissions, and could be taken down when requested by the rights holddrs.
“Blanket permission” ffom a single publisher, covering multiple resources, is another way to reduce the
costs of mfanaging multiple agreements with publishers.

Legislatioh may. grant a collecting institution the right to obtain protected information to help imprg¢ve
the quality and completeness of harvesting. Examples of such information include lists of national domain
names or identification codes and digital right managementinformation for priced publications. Legislatjon
may specifically oblige publishers to provide the information and impose penalties for non-compliance.

Legislation may also recommend or mandate a specific collecting technique. Some for instance explicitly
allow or encourage “automated” harvesting of Internet resources pending mutual agreement between
the institution and the publishers on the harvesting protocol.

Legislation may impose further restrictions to the way in which Web archiving is done. A key decision
influenced by legislation is whether robots.txt exclusion standards should be respected or ignored. It
can make a significant difference to whether certain content is captured or missed.
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In countries where a legal mandate exists for collecting all national Internet resources, this is typically
the responsibility of a single institution. This could also be a shared responsibility between several
organisations, for example:

— between national or federal institutions and local or regional institutions;
— between national libraries and national archives;

— within a network or a consortium of specialized institutions.

3.4.3 Access toWeb_archives

Actessibility defines the conditions under which a Web archive can be used and is an important aspect
of the legislation. Access conditions are in general consistent with harvesting regulations:if permissions
frdm rights holders are required, online access may be permitted accordingly; if bulkharvesfting takes
pldce without permission, access is more likely to be restricted.

Copyright restrictions, such as print, extraction, electronic copying or downloading, may apply to
W¢b archives.

Where Web archiving is implemented as a form of legal deposit, legislations may also reqyire that a
nafional bibliography is published for the Web archives. This prowes to be most challenging for large
scdle collections. Instead of publishing descriptive metadata, Web archives normally offer search
intlerfaces for end users.

3.4.4 Preservation of Web archives

Lohg term preservation is the key justificationsafd requirement for collecting cultural heritage
mdterial. Legislation may therefore include an indication or the obligation to ensure the lohgevity of
We¢b archives. It may in particular specify whether it is permitted to delete resources or whether they
should be preserved permanently. Most national libraries collecting Internet resources upder legal
deposit would be required to preserve these'for posterity. Research libraries and other institutions may
nof be required to preserve resources indefinitely if the purpose of collection is to provide dafta sets for
short or mid-term research.

3.5 Additional reasons forWeb archiving

3.53.1 General

Other motivations forrarchiving the Web are usually policy-driven. They reflect an institution’s strategic
vigion as well as.its convention and attitude towards technological and cultural innovations.

—-

Thie Web hests a diverse range of born-digital and digitised resources. The latter used to he printed
(bpoks, periodicals, Government publications, etc.) or carried on other physical media (film|, music or
gamescon disc or tape), many of which have already been through various formats migrationd. The Web
evplges fast and is ephemeral Valuable resources dlsappear regularly Preservmg the Web [is seen as
naturatamdcriticatformstitutionrswittra 1uug bLauumg TiSSToTof preser vulg cutturatirer 1Ldgt, material.

Web archiving ensures digital continuity and is a necessary action to avoid a digital black hole in the
knowledge and memory of a nation. It can also help maintain access to cited research. This motivation
is particularly strong for national libraries and archives.

3.5.2 Facilitating academic research

The Internet is a highly participatory and innovative space where people communicate and collaborate.
It can be argued that the Web creates new social knowledge and new artefacts of research value which
are pertinent to national heritage. One can already observe the emergence of new research practices
and communities dedicated to the study of the live Web and, potentially, of its archives.
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For Internet researchers and scientists, Web archives offer unmatched research possibilities. They
cannot only consult historical versions of individual Websites, but also perform large scale data or link
mining which can help extract patterns and trends and unlock embedded knowledge. Although data
mining or analytics is still in its infancy and mostly explored by social scientists, it is likely to expand
towards other academic areas and become useful in many disciplines.

Ataninstitutionallevel, Web archiving canbe a way to promote or highlight specificdigital resources. This
is particularly applicable to institutions such as universities, which archive the publications produced
by their own scholars and students. Web archiving is a valuable effort to collect online resources which
contain and are of research value. This is a compelling motivation for many Web archiving institutions.

3.5.3 Sypporting various types of usage by the general public

The Interpet hosts contributions from all walks of life. Unlike printed media, anyone can publish on the
Web. Althpugh the value of each individual contribution may vary, the aggregation forms-a utiique sef of
resources|which reflect individual as well as community memories and interactions.

Avariety ¢f professional or private services can be built over Web archives. They could serve as evidence
in a copyfight dispute or be used for personal or family research and digital ‘genealogy. Allow]ng
free, longiterm access to Internet resources, especially to content creators/themselves now and thgir
descendants in the future is a strong argument to offer Web archives as a public service.

4 Statilstics

4.1 General

indicatorq denote a degree of value judgement: not meeting the criteria is an indication of negatjve
assessmet. In this Technical Report statistics are generally measured in absolute numbers and quallity
indicatorq in relative numbers and percentages.

Statistics [are objective data which provide the basis for‘further analysis and interpretation. Qua:['ty

Statistics pnd quality indicators need to be:réliable, informative and comparable and the methods for
obtainingfthem need to be practical and flexible. The current state of the artin Web archiving means that
the produlction of some statistics has torely on the use of harvesting, indexing or browsing softwafre,
and a diffg¢rent choice of software mayilead to variance in the results. It is therefore recommended to yse
the same poftware to generate statistics if benchmarking is the purpose of measuring. The large schle
of Web ar¢hives in general alsorequires that it is practical and cost-effective to obtain the statistics gnd
measure the quality. The quality‘indicators and statistics presented in this Reportare based on common
practices pf Web archiving;which over time will still offer a reliable overview of Web archives and allpw
comparis¢n between them.

t propose§ generic statistics and quality indicators. Not all will be applicable to differ¢nt
eb archives. In addition, as technology progresses and Web archiving practice advances, some
ill needto be updated.

types of
of them

ne echnica !-gg proposes _anad des !',—' e A elevaln 7_771 ’_Ch
section. However a smaller set of core statistics are regarded as essential. These are presented in the
table at the end of each section, with examples.

4.2 Statistics for collection development

4.2.1 General

The following statistics measure the growth of a Web Archive by keeping track of its quantitative
outputs. These help plan and monitor collection development and enable detailed cost analysis.

Unlike analogue documents, Web archives contain nonlinear, interlinked resources. Some are intended
to bereplayed for human users, others are inseparable files and metadata which are part of resources but
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not visible to the users. Statistics measuring the volume of a Web archive are therefore not comparable
with those for physical materials.

Most of these statistics are specific to archived Web resources and are not applicable to live Web content.
4.2.2 Measuring collecting goals: counting targets and captures

4.2.2.1 Purpose

Collecting institutions should be able to express and evaluate the objectives of Web archiving in light of
their policy so that the outcome of the resulting Web archive collection can be assessed againdt the goal,
indicating the level of achievement and the effectiveness of the collecting process.

Thiere is no straightforward or unified method to express goals or targets for collecting.This is in practice
defined by individual institutions based on institutional policy and objectives. A-generic framework is
proposed which suggests the use of the concept of “target” and “target capture”, Which can help measure
th¢ activity of staff involved in selecting and managing the targets. This is an indicator of th¢ selection
effprt, which is the time spent to determine which websites to include in aWeb archive.

4.2.2.2 Method

A tlarget consists of one or more seeds and each of the seeds alsp has a set of crawl settings whlich define
its|scope. It is a meaningful set of resources to be collectedand its scope can range from interlinked
regources hosted on the same domain, presented as a Website, to a single resource which is idgntified by
a YRL (e. g. a PDF, a video) or an entire Top Level Domajn.\A target can be crawled more than ¢nce. Each
crgwl is a capture of a target.

EXAMPLE The daily crawl of the homepage of the New York Times Website.

— the seeds may be http://www.nytimés.com/ and http://global.nytimes.com/;
— the scope may be “crawl the hemepage and all resources at one click from the homepage”;
— the frequency may be “every day”;
— the target is all of the above;

— the single set of crawled and stored resources of a target is a target capture.

Thiis generic method allows institutions to set operational goals and measure the outcome. In[the above
example, the goal could be collecting 365 target captures per year. One can then compare the actual
number of target eaptures on an annual basis to assess if the goals have been achieved.

4.2.2.3 Limitations

Comparing the number of targets and target captures between institutions is only meaningful if the
ingtitutions share common selection policies and practices.

4.2.3 Measuring the size of a Web archive: counting URLs

4.2.3.1 Purpose

Counting URLsisone way of measuring the size ofaWeb archive. URLs correspond to thelocation of resources
to be crawled and are used by archiving crawlers to identify and request resources from a Web server. The
Web server returns a range of standard responses identified by status codes, indicating the status of the
requested resource. It may be a response confirming that the requested resource has been successfully
delivered, or a response indicating that the requested resource has moved to another location (redirection).
It may also respond with an error message, indicating that the requested resource is not available. Some
responses provide both metadata and content, some only metadata, some just an error code.
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It is important to realize that not all URLs correspond to meaningful, human-readable resources, the
equivalent of physical “documents” or “items” as in traditional printed collections of a library. Even when
a Web server fails to satisfy the requests, it still delivers a response which indicates the delivery status
of a request, such as redirects and errors. Such information provides an audit trail of the harvesting
process and provenance information to the Web archive collection, and can be very useful for access or
preservation purposes. This Technical Report therefore recommends that all responses are kept and
regarded as part of the Web archive.

URLs are used as identifiers for resources on the Web and in the HTTP message system. URLs also
represent the smallest unit of self-contained content in a Web archive and are commonly used in storage

and acces
resources
codes can

4.2.3.2
Table 1 c

the class ¢f the responses. Each status code also has a reason phrase, intended fer'the human user 4

gives a sh
RFC 2616

Method

systenTs forarchived-WebTesources-—We therefore propose tiat YRtsareused-for identify
and the corresponding responses returned by the Web server. The different types of)staf
then be used to sort or group resources in the Web archive.

18

ng
us

ntains the various status codes, which are 3-digit numbers of which the first digit defines

nd
he

brt textual description of the status code. More details on the status-code can be found in {
(see bibliography).
Table 1 — List of http status codes
Status Reason phrase
code
1xx Informational
100 Continue
101 Switching Protocols
2XX Successful.
200 OK
201 Content'was created
202 Accepted but not acted upon now
203 Non-authoritative information
204 No content
205 Reset content already sent
206 Partial content
3xX Redirection
300 Multiple Choices
301 Moved Permanently
302 Found
303 See other
304 Not modified
305 Use proxy
307 Temporary Redirect
4xx Client error
400 Bad Request
401 Unauthorized
402 Payment Required
403 Forbidden
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Table 1 (continued)
Status Reason phrase
code

404 Not Found

405 Method Not Allowed

406 Not Acceptable

407 Proxy Authentication Required

408 Request Time-out

409 Conflict

410 Gone

411 Length Required

412 Precondition Failed

413 Request Entity Too Large

414 Request-URI Too Large

415 Unsupported Media Type

416 Requested range not satisfiable

417 Expectation Failed

5xx Server error

500 Internal Server Errar

501 Not Implemented

502 Bad Gateway

503 Service Unavailable

504 Gateway Time-out

505 HTTP Version not supported
Thiis Technical Report recommends‘that all URLs are included when calculating the total pumber of
(harvested) resources in a Webtarchive, regardless of the corresponding status codes.
It is however important totinderstand the nature and meaning of the status codes as they can pe used to
grpup or filter resourcesfor the purpose of analysing particular segments of the Web archive. The 2xx
seffies status codes forexample indicate successful delivery of requested resources and respdnses with
the 3xx series usually only return metadata without the requested resource. The 5xx series ar¢ intended
for] technical use.\The 2xx series are of particular interest if an institution wishes to maintain analogy
between its physical collections and the Web archive. The recommendation is to count specifically the
URLs withstatus codes 200, 201, 203, 205 and 206.
Thie namiber of URLs may be calculated before and after de-duplication, if a process de-duplication
oc¢urrved. De-duplication occurs, during a crawl, when a robot recognizes that an URL ahout to be

crawle y IS already avallable In the archive; so the robot does not crawl it
again. The robot may generate information indicating this de-duplication process; it is called a “revisit”
record in WARC. Both numbers are useful:

— the number of URLs after de-duplication represents the amount of resources in the archive. It is the
reference number used for storage provision and for long-term preservation;

— the number of URLs before de-duplication is intended for human users and significant from an
intellectual or content perspective. Itis only interesting if information on the de-duplication process is
still available (e.g. thanks to revisit records in WARC files). This information indicates indeed that the
de-duplicated URL was still online at a certain date, even though the robot did not actually crawled it.
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The calculation method (i.e. before or after de-duplication) should always be indicated, especially in
case of comparison between archives.

4.2.3.3 Limitations

The Web in the early days mainly consisted of static HTML pages with explicitly referenced resources. It
however has evolved rapidly and there is an increasing amount of interactive and dynamically generated
content on the Web, which requires us to think beyond the traditional model of the Web as a collection
of self-contained HTML “documents” or “publications”. The number of URLs in a Web archive does not
equal the number of “documents” or “publications” in what these terms conventionally represent in the
context of a library. When calculating statistics for Web archives, it 1s important to take into account
the naturp of the Web and think of it as networked and interlinked online resources. The stdtistiics
should nof only include the resources intended for the human user but also the associated metadata and
programs|which are integral parts of Web archives.

Itisalsoimportanttorealize thatnotall status codesreturned by Web servers arereliabléortrustworthy.
Below are{ some examples.

a) Mjssing 404

Many Wel servers do not return a proper 404 status code when the requested resource is unavailable.
The server may send a "200 OK” response instead, with a content blockexplaining that the requested
resource dloes not exist. There is no way for the archiving crawler to kinow that this should be regarded
as "404 N¢t Found”, so it will be counted as a "good” or successful response.

b) Duiplicates with different session ID

Many Wel servers generate URLs dynamically, leading to-duplicates of resources in the Web archive. A
Web servér sometimes appends a unique identifier to eacly URL when returning resources to the usger-
agent, In qrder to keep track of a session, for example:

User—age\I 1 gets a URL that looks like http://ww.example.com/id=12345/picture.jpg
User-agenft 2 gets a URL with a different ID:hftp://www.example.com/id=67890/picture.jpg

The two YRLs serve the same resource, in this case a jpeg image, but use different IDs to identify the
users. Thg archiving crawler could bes¢eollecting the same resource many times but with different U§Ls
and these|duplicates would be counted as unique resources.

)] Absence of status codes

In the ear]y days of the Web) it was common for servers to return just the requested resources withgut
any statu$ code and metadata. This is sometimes referred to as HTTP 0.9. Some servers may still ﬁse
the dated|protocol. The lack of status code and metadata may particularly be an issue for institutigns
holding long standing historical collections of the Web.

4.2.4 Mpasuring the size of a Web archive: counting domains or hosts

4.2.4.1 Purpose

Counting domains or hosts is another indicative way of measuring the size of a Web archive. This is
commonly used by collecting institutions and in practice often as a substitute to mean the number
of Websites. A Website on the contrary is a conceptual intellectual unit which consists of a set of
interconnected Web pages, representinga person, a group or an organization. Itis however not something
that can be defined technically nor allow for practical or systematic measurement.

Domains and hosts are measurable systematically but should not be seen as equivalent of Websites
themselves as they are merely used to name and locate Websites. These statistics may be useful for
detailed collection characterization or technical analysis, to determine the type of resources in a Web
archive (e. g..com or .org) or whether the intended scope has been followed by the crawler.
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4.2.4.2 Method

Number of domains or hosts can be calculated automatically from the crawl reports or by other
automated means of analysing the stored files.

4.2.4.3 Limitations

Counting domains or hosts has limitations. As with counting URLs, this tends to generate higher
numbers than the amount of actual visible and human readable resources in a Web archive. Not all
domains resolve to active or meaningful resource and there are also aliases or duplicates.

a) Inactive domains

A domain name can be purchased but inactive, which does not resolve to any resource, Theie are also
pafked domains which do resolve to resources but often consist of a single Web page offerig domain
names for sale. The former is identifiable through the status code 204. The lattep is strictly speaking
not inactive and will be included when counting domains. However such resources are not regarded as
containing any significant value from the curatorial perspective. In the contéxt of selective harvesting,
th¢y can be actively excluded during the selection process and not hatvested. However there is no
ea$y way to automatically identify and filter them from bulk harvests, dpart from manually checking
regources of very small size.

Where possible, it is suggested to keep track of inactive domais iit a Web archive through sampling, to
help characterize the collection and evaluate the effectiveness of quality assurance.

b) Aliases

An alias is an alternative domain name. Domain alidsing allows one to host a Website on orje domain
anfl point other domain names to it. There are many aliases on the Internet because domajn owners
mdy want to use several domain names in ordes;to be as visible as possible to users. Aliases dre mainly
implemented through redirection.

In [reports generated by archiving crawlers, aliases are unique domains despite pointing to| the same
regources. Detection of aliases requireswvisual comparison between pages coming from the same server
or comparison of checksums. Aliases/are easier to detect or less relevant in selective archivingand more
likply to be included in bulk hanyests and will result in duplicate resources in a Web archive.

Where possible, it is suggested'to keep track of detected aliases in a Web archive to help charagterize the
collection and de-duplicateresources.

4.2.5 Measuringthe size of a Web archive: counting bytes

4.2.5.1 Purpese

Thie size.of a Web archive can also be measured in bytes. This is a useful statistic which canlhelp plan
stqrage and other resources. It is comparable to the linear metre or miles for the management of stacks
in p library.

4.2.5.2 Method

Size of an archive in bytes can be generated automatically by adding up the size of crawled resources
from crawl reports or by other automated means which examine the disk occupancy of the archive.

Web archives are often of large scale. Their sizes range from small collections of a few hundred gigabytes
to national collections of a few hundred terabytes. For those collecting the global Web and holding a long-
standing archive, the size of the archive could even reach petabytes. A common practice to store Web
archives is to compress the data. Annex D of the [SO 28500 WARC file format specification, the standard
archival format for Web archives, for example explains how to use GZIP compression for WARC.
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The size of a Web archive can be measured both compressed and uncompressed. When benchmarki
archives, it is however important to use the same criteria, i. e., one should not compare the compress
size of one Web archive with another which is uncompressed.

ng
ed

— the compressed size represents the disk occupancy of the resources. It is the reference size used for

storage provision and for long-term preservation;

— the uncompressed size represents the volume of resources as they were on the live Web. This is

intended for human users and significant from an intellectual or content perspective.

The size of a Web archive can also be measured both before and after de-duplication, for reaso
explained|in 4.2.3.2. The calculation method should again been clearly indicated.

It is also d common practice to store files in container files such as ARC or WARC files. Containerisat
aggregatds files and makes it easier to store and handle a few larger files rather than numereus sm
files. Container files generally allow the storage of metadata along with the harvested mesources. ]
number of container files is also a useful statistic for Web archiving as they are often used as ba
managemgnt units for storage, data exchange, and sometimes for long-term preservation purposes.

4.2.6 Cgre statistics for collection development

Table 2 — Core statistics for collection development
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he
sic

Statistics Purpose Example
Number of targets Collecting goal/quantita- |8 000 targets
tive outputs
Number of target captures Collecting geal/quantita- |14 000 target captures
tive outputs
Number of URLs (before and after Quantitative outputs 14 billion URLs harvested, 10
de-duplicdtion) billion after de-duplication
Distributipn of URLs by status codes Number of resources by |2 million successfully crawled
type resources (code 200)
Number of domains or hosts Quantitative outputs 3 million domain names
Size in bytles (uncompressed and compressed, Quantitative outputs 200 terabytes uncompressed
before and after de-duplication) before de-duplication, 160

terabytes compressed and afte
de-duplication

Number of WARC or any other'container files. Qualitative outputs 18 000 WARC files

4.3 Collection characterization

4.3.1 Ge¢neral

Statistics \rnpncpd inthissectiondescribethe characteristicsaof Web archivesand areusefulto hp]p scape

Web archives and make informed curatorial decisions. While some statistics are specific to selective or
bulk harvesting, others are generic and applicable to Web archives established using both strategies.

The scale of Web archives generally precludes manual counting. Some statistics can only be gathered through
sampling, especially those specifically related to bulk harvesting. Manual collection of statistics may be
possible for selective archives but should only be performed without spending unwarranted resources.
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4.3.2 Common statistics

4.3.2.1 Distribution by top and second level domains

4.3.2.1.1 Purpose

:2013(E)

The top level domains (TLDs) indicate the geographical distribution of the resources in a Web archive.
This statistic is of particular interest to national libraries and archives who have the remit to preserve
an entire country’s intellectual output. Second level domains, intended for specific categories of

or

anisations for areas of interest, are also useful as thev reveal the broad nature of resources in
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archive. Resources under a gov.uk domain name for example are published by a UKrgd
banization.

.2.1.2 Method

tributions of TLDs and second level domains can be calculated automaticallyfrom reports
archiving crawlers or other automated means of analysing the domain§*They can be me
solute numbers or in percentage. It could also be useful to list the top\5or 10 of the most
Ds in a Web archive.

The number or percentage of national TLD collected: 70 % of URLs within the Nation
of France’s latest domain crawl are hosted on .fr domain fames. 3 % of URLs within th
Library of France’s latest domain crawl are hosted on .dé.domain names.

The number or percentage of second level domains-eollected: 1,5 % of URLs within th
Library of France’s latest domain crawl are hosted ‘on .gouv.fr domain names, which are
published by French government organisationst

Veb archive containing a greater proportion-of national TLDs than other domains can be c
have a national scope.

.2.1.3 Limitations

o.com (Danish company) isconsidered a Danish Website although it uses a non .dk domain 1
pws that TLDs are not always sufficient to define the scope or boundary of a national doma|

.2.2 Distribution by volume of resources per domain (and / or host)

.2.2.1 Purpese

alysing and{reporting on the size of resources hosted under each domain and/or host and i
tributed:across a Web archive not only provides insight into the characteristics of the coll
0 helpS'manage the crawling process.
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me institutions consider resources hosted outside their national TLDs as in scope. For examjple, www.
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........... oty

resources hosted under certain types of domains. It is also an indication of the archive’s capability of
collecting resources of various sizes, especially large Websites which are technically challenging to crawl.

Grouping resources of different sizes by domain and/or host also helps configure and organize the
crawling process. A common practice is to group and crawl domains of similar size as a separate process
or “job” as these require similar settings and take a similar amount of time to complete. This makes best
use of machine resources and eases the monitoring and management tasks.

4.3.2.2.2 Method

Th

©lI

e volume of resources per domain and/or host can be measured in MB/GB/TB:

<10 MB
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<100
101-9
1GB

MB
99 MB

>1GB

Alternatively one can also count the number of URLs per domain:

The only Way to ascertain the volume of resources per domain on the live Web is using figures provid

<10 000 URL

50 00|0-100 000 URL

> 100

by search

reports off by other automated means of analysing the stored files.

4.3.2.2.3

As with spme of the other statistics proposed in the previous section, there is a level of approximat
attached tp this statistic. They are more useful when measured over timé€.sothat comparison can be ma

4.3.2.3

4.3.2.3.1

Analysingand reporting on the distribution of file formadts in a Web archive is a key digital preservat

activity, a

In order t

gain knowledge of the types of files presentimn the archive.

Format irfformation is comparable to the high level classification traditionally used by libraries
categorie§ of publications, such as image, film and sound recording. Collecting this information oj
time can glso reveal trends in techniology and help us understand the evolution of the Web.

4.3.2.3.2

Format st
of analysi

Distributi

24
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audiol (.. mpeg);

000 URL

engines. For a Web archive, the above statistics can be calculated automatically4from the crg

Limitations

Distribution by format type

Purpose

5 well as an element of archive characterization.

b monitor and manage the preservatipon-risks related to format obsolescence, it is essential

Method

htistics can beCatculated automatically from the crawl reports or by other automated me3
hg the storeddfiles.

pn of format types can be calculated and organized in different ways, for example:

source type: 70 % of files are text (e.g. html), 15 % are image (e.g. jpeg and gif), 3 % 4

ed
wl

on
de.

on

to

to
yer

ns

\re

by most common file formats (top 50 or 100): e.g. html is the most common file format;

by tracking certain formats, starting from its first appearance in the archive and showing increase
or decrease over time;

by least used format type: e.g. if video formats in a given Web archive are less significant than on the
live Web, it may be an indication of their under-representation in the archive.
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4.3.2.3.3 Limitations

Analysing the format profile of a Web archive normally generates a long list of multiple file formats,
containing thousands of items. It is suggested to focus on the 50 or 100 commonly used formats unless
one is interested in a particular non-common format.

Formats of crawled resources (MIME types) reported by Web servers and recorded in crawl logs are
not always reliable. Web servers may return faulty MIME types. Some institutions use additional format
identification tools to obtain more accurate information.

4.32 4 Tanguage characterization

4.3.2.4.1 Purpose

Anjlysing the languages used in archived resources provides insight into the linguistic patternfs of a Web
ar¢hive and can be useful in understanding characteristics of a national collection including its djiversity or
cultural proximity to other countries. Language characterization is most relevant for nations where unique
larjguages are spoken as it can be used to help identify resources on the Web relevant for those ¢ountries.

Rekources on a national domain also use foreign languages, such as-Basque on French domains and
Arpbic on Danish domains. Language characterization can help analySe a variety of social an|d cultural
issjues and their reflection on the Web.

4.3.2.4.2 Method

There are no standard methods or technologies for aittomatic language detection of arclived Web
regources. Structures specific to a natural language-¢an be used to help analyse and identify [resources
using that language. If available, one can also make-use of the language-related elements in HTML and
HTTP headers. There are also language detection or natural language processing tools which can be
used for this purpose.

ThE distribution of natural languages in.a Web archive can be presented either as absolute numbers, e. g.
the total number of pages using a particular language, or as percentage, e.g. the percentage of pages using a
particularlanguage in the archive. Itcould also be useful to list the top 5 or 10 most represented languages.

4.3.2.4.3 Limitations

Mdny resources lack language-related metadata which makes it hard to identify automatically the
larjguages being used-to construct the resource. In addition, automatic translating programmes that
allpw users to view~Web pages in multiple languages could distort this statistic.

4.3.2.5 Chronological coverage

4.3.2.5.7~ Purpose

Wi hives-canb a¥3 s gical coverage, w h sto span during
which the resources are collected. A general assumption is the longer the time span, the more likely it
is that the original resources of which copies exist in the Web archive would have disappeared from the
live Web. This adds value to the archive as it could hold unique historical records of certain time periods
or historical events. Chronological coverage of the archive is also essential information required for
preservation planning. Archives covering longer time spans are more prone to risks of obsolescence.

4.3.2.5.2 Method

The chronological coverage of a Web archive can simply be measured by counting the number of
subsequent years after the date when the very first resource was captured. This can be used in
combination with other statistics, such as the size of the archive, or distribution of file formats, to show
trend or development of the archive over time.
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4.3.3 Statistics for selective archives

Thefollowingstatisticsare only relevantand applicable to archives collected by means of selective harvesting.
4.3.3.1 Permissions

4.3.3.1.1 Purpose

When permissions from publishers or holders of rights are required prior to their Websites being
harvested, statistics about permissions become important indicators of the efficiency of this particular
workflow] When compared with the costs of maintaining a permission management system, permission
statistics fan for example reveal the unit cost of each successfully obtained permission.

The numller of permissions also reflects the publishers’ interest and their general awarenéss of Web
archiving

4.3.3.1.2 | Method

[tis usefu] to count the number of granted permissions, as well as the number oftfequests for permissigns
sent to thie holders of rights. This can be done manually or using automated functions available in a
permission management system or a curator tool.

4.3.3.2 Nominations

4.3.3.2.1 | Purpose

Nominatigns are proposed candidate resources for inclusieh in a Web archive. Nominations can come
from a wlde range of sources, including enthusiasts, users and supporters of a Web archive and the
general public. Some Web archives proactively solicitthominations by using an editorial board, sodial
networks| or online nomination pages. The selection process determines whether a nomination is in
scope for § Web archive, judged against its collection development policy. Selection is usually performed
by subject librarians, digital archivists or curators.

Counting [the number of nominations reveals the impact and awareness of Web archive activitiies
among th¢ stakeholders and can be uséd to guide engagement activities. It also measures productivjity
and efficigncy related to the selection process, and can be useful to assess performance and effort of
individua] digital curators (e. g,the-number of nominations per curator). In case an institution employs a
mixed strategy of bulk and selective harvesting, comparison can be made between the two, highlighting
the costs related to manual selection versus the more automated approach of bulk harvesting. Further
statistics fan be generatéd to examine how a Web archive is used, whether the curator-selected content
is used m¢re and thus‘perceived to contain more value than automatically selected content.

4.3.3.2.2 | Method

The numbef-ef nominations can be collected manually or using automated functions of a curator too|.

4.3.3.2.3 Limitations

Not all nominations lead to the actual targeting or capture of contents. Many factors impact the outcome.
The permission required to archive the Website may not be obtained successfully; the crawler may
not be able to capture the content due to technical reasons; an institution may not be able to afford
harvestingall selected resources due to financial constraints. Evenin cases where aresource is harvested
successfully, issues related to access could make it impossible to be replayed from the Web archive.

This above statistic measures the selection effort, rather than the outcome.
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4.3.3.3 Subjects

4.3.3.3.1 Purpose

2013(E)

Subject coverage of a Web archive characterizes its content and is considered extremely valuable for
collection development as it helps profile and balance the collection and reveal possible gaps in the
content. It could also be used to understand whether and how a Web archive meets the requirements of
researchers of various disciplines.

4.3.3.3.2 Method
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re are various ways of extracting subject information. Resources in some Web archives
nually assigned subject terms by curators, which can then be grouped, filtered and analysed
ssification systems such as the Dewey Decimal Classification (DDC) or the Library‘of,Congre
adings (LCSH) are commonly used to describe archived resources.

st Web archives do not have manually added subject terms. Subject infopmation, if availak

fained by extracting metadata embedded in the resources, such as values.of the “keyword]

the HTTP header or from the Dublin Core “subject” field. Automati¢-clustering or classifi
0 be used to semantically analyse resources in a Web archive and @utomatically classify t}
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a subject scheme. There is currently not an agreed or commoén practice of doing this i the Web

hiving community.
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Automatic clustering or classificatien is not yet a developed area for Web archiving and is t
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4.3

percentage of the resources per subject can be listedte help understand how the co
Wgb archive is distributed over various subjects. Consequent effort could be put in place t

rmation, for example with provenance metadata‘to understand the relationship betwe
bas and the type of publishers.

.3.3.3 Limitations

nually assigning subject terms more-accurately describes or classifies archived resour
tly to implement. Automatic extraction of embedded metadata relies on the metadata being

hllenging, especially for largéiscale Web archives.
.4 Core statistics for-collection characterization

Table 3 — Core statistics for collection characterization
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Statistic Purpose Example
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stribution by top level or second level
mains

Geographic distribution

10 billion URLs under the
the archive

fr TLD in

Di

Stribution by volume of resources per

do

main

Domain analysis

2 million domain names h

hve less

than 10 URLs, whereas 15

D 000

domain names host more than
10 000 URLs

Distribution by format types

Format characterization

500 million URLs of the last bulk
crawl are in html

Chronological coverage

Temporal analysis

The archive contains resources col-
lected from 1996 to date

Number of granted permissions Productivity 20 000 permissions requests result
in permissions granted by the pub-
lishers

Number of nominations Productivity 1 000 new nominations were added

in a year
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4.4 Collection usage

4.4.1 General

As described in 3.2. Access and Description Methods, the conditions of description and consultation
of archived Internet resources differ according to national legislations and institutional policies, the
distinction between white, grey and dark archives being the most useful to choose the appropriate
methods for measuring usage.

In the case of an online archive, statistics for Web archive usage will use similar methods and standards
as those gXisting for measuring usage on eb
archive ugage will use similar methods and standards as those existing for assessing the use of electropic
resources|in libraries. As a result, this Technical Report mostly provides references to existingimethqds
and standards while providing further technical information and definitions to facilitate.'a better
understanding of the specific issues related to access to and usage of Web archive collections.

4.4.2 Definitions and methods for measuring usage
ysical visitors

Legislatiop or institutional policy may dictate that Web archives are gestricted to specific accgss
controlled geographic locations such as reading rooms at national libraties or archives. In such cages,
primary access data can be collected about the users of such systemsthfough registration and compufer
system login data. This provides the highest quality usage information as it is possible to ask the user
their inten[-t directly.

b) Virtual visitors
Web archives which are published as publicly accessible websites can gather usage statistics through the
use of Wep Analytics, as standardised by the Web Analytics Association. Web Analytics is the growing
field of anplysing usage patterns of websites through the following methods.

Virtual visits are defined in ISO 2789 as one cetitinuous cycle of user activities on the library website|by
users from outside the library’s IP addresgspace (usually from outside the library premises), regardless
of the number of pages or elements viewed:

NOTE1 |A Website visitor is either 4 urtique and identified Web browser program or an identified [P addrgss
that has acfessed pages from the libfapy’s website.

NOTE 2 [The interval betweéenytwo consecutive requests generally is no longer than a time-out period| or
30 minuteg if they are to be counted as part of the same virtual visit. A longer interval initiates a new visit.

NOTE 3 |Web servers providing services whose statistics are reported at another site are to be excluded frpm
the statistics of the library website.

) Rgbot visitors

A type of|vittual visitor to Internet resources is non-human agents designed for crawling purposes.
They are usually associated with search engines, but archiving crawlers obviously fall into this category
as well. Generally robot visitors are excluded from Web analytic statistics gathering by filtering on IP
address, User Agent string or more complex methods such as identifying repetitive usage patterns
(following every link) that a human visitor would not normally display.

It may be useful to analyse robot behaviour particularly if the access tool has explicit robot exclusions
(robots.txt) enabled to stop archive material being listed in search engines (and therefore potentially
competing with the live site in search listings).

d) Involuntary visitors

Statistics may be gathered about involuntary visitors. However, the user did not intend to visit the
site and therefore acts as false positives. Examples may be search engines forward page scanning, or
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virus check plug-ins to browsers that automatically request and scan links before the user has actually
requested them. Certain browsers also pre-empt users’ browsing choices by forward caching links and
generating thumbnails. Automatic redirection to archives from live sites may also fall into this category
depending on the subsequent user activity.

€e) Log file analysis

Every HTTP transaction can be logged by the Web server with information supplied in the HTTP request
header and also HTTP response header generated by the server itself. Information such as Date/time of
the request, IP address of the requester (even resolved domain name), requested resource (URL), the

referring resgurce-and-the response codecanbelogged for everv reguest/response transaction
=] T 55 o4 T 7 T :

In the early 1990s analysis counting of each log entry provided a count of the ‘Hits’ a Website.rgceived. As
HTML became more complex with additions of embedded objects and inclusions of resourices such as style
sheets or JavaScript, ‘Hits’ as a metric devalued and today it is only useful as a measuyp¢ of Web s¢rver load.

Log analyser tools however can provide insights into the data contained withinthelog files with respect
to pggregate statistics.

The wide use of Web proxies and caching disrupts the accuracy of logsstatistics as many usérs can be
hidden behind the same IP address and subsequent requests can hg-sérved by the local Web cache,
inqtead of by the Web server running the Access tool of the Web archive. Web caches can also pe used to
speed up the performance of the Access tool itself at the cost of dccurate usage statistics as fhe access
to¢l Web cache will attempt to service requests before the actual access tool itself.

f) Page tagging

Pape tagging is the process by which embedded HTMkL objects make dynamic call backs whep they are
requested by a browser when loading an html document. The first application of this method wjas the use
of Image page counters in the early 1990s wherean image would be requested from a CGI script usually
cohtaining the numeric value of the count of\the number of times that script had been exefuted and
the¢refore the number of visitors to that page, This has advanced to using JavaScript and cookieg to supply
information about the user and the page. Asthe call back from the page tag can be to any location (not just
the hosting Web server) this method. has'enabled the growth of the outsourced Web Analytics|industry.

g) Application level logging

As|the access tool is a Web application itself it is possible to build logging metrics of usage directly into
the¢ application itself.

h) Privacy

Collecting information regarding user activities by any of the methods described above rgquires an
appropriate privacy policy to be in place and accessible to the users of the system.

The widespread use of page tagging (see clause f) above) can present challenges to publicly pccessible
Wegb archiives, as the archived sites themselves may contain the embedded tags. Therefore viewing the
ar¢hived page can resultin cookies being set on the client browser and call backs to analytic aggregators
(liveWebteakage):

4.4.3 Basic statistics measuring archive usage

Table 4 contains statistics predominantly identified by the Web Analytics Association. It is divided
into simple count statistics and more complex aggregate or dimension statistics. Some advertising
specific metrics have been dropped as irrelevant to the scope of this Technical Report and a number of
additions of useful metrics have been placed at the end of the table. In the right column, letters indicate
the importance of each proposed statistic: H for High, M for Medium, L for Low. We mostly recommend
applying the high importance statistics to Web archives, which would be included as part of standard
reporting by most analytics programs.
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Table 4 — Basic statistics measuring archive usage

and/or Count

cific date and time assigned to it by either the
browser or server.

Name Type Calculation Importance
Page View Count The number of times a page was viewed. H - indication of the raw
usage of the archive.
Visit (Ses- Count A visitis an interaction by an individual with a |H - basic count of users of the
sions) Website consisting of one or more requests for |archive.
a page. If an individual has not taken another
action (typically additional page views) on the
site within a specified time period, the visit will
terminate by timing out.
Unique Vigi- |Count The number of inferred individual people M
tors (filtered for spiders and robots) within a
designated reporting timeframe, with activity
consisting of one or more visits to a site. Each
individual is counted only once in the unique
visitor measure for the reporting period.
Event Dimension Any logged or recorded action that has a spe- L

4.4.4 Aggregated statistics for advanced characterization of archive usage

Table 5 — Aggregated statistics for advanced charadcterization of archive usage

Name Type Calculation Importance
Entry Page Dimension |The first page of a visit. M
Landing Phge |Dimension A page view intended to identify the beginning of the user L

experience resulting froma defined marketing effort.

Exit Page Dimension |The last page on a site accessed during a visit, signifying the |L
end of a visit/session.

Visit Duration |Count The length of time in a session. Calculation is typically the H
timestamp ‘of the last activity in the session minus the times-
tamp of/the first activity of the session.

Referrer Dimension |Referrer is a generic term that describes the source of traffic |M
to'a page or visit.

Page Refefrer |Dimension Page referrer describes the source of traffic to a page. M

New Visit¢gr  |Count The number of Unique Visitors with activity including a first- |M
ever visit to a site during a reporting period. Note that “first-
ever” is with respect to when data began being properly
collected by using the current tool.

Returning Count The number of Unique Visitors with activity consisting ofa |M

Visitor visit to a site during a reporting period and where the Unique
Visitor also visited the site prior to the reporting period.

Repeat Visitor |Count The number of Unique Visitors with activity consisting of M
two or more visits to a site during a reporting period.

Single Page Dimension or | A visit that consists of one page view. M

Visit (Bounce) |Count

Visitors by Count Geo-IP reporting of requestor IP address. L

Geographic

Location
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Table 5 (continued)
Name Type Calculation Importance
Search terms |Count The terms used in search engines to find the Access tool M
to find the website.
archive
Search terms |Count The search terms used within the Access tool to find H
used within archived captures.
archive
4.4.5 Core statistics for collection usage
Table 6 — Core statistics for collection usage
Statistic Purpose Example

Nymber of pages viewed

Extent of use

48 318 pages in the UK We

wereniéwed between 1st pnd 30th

June 2012

b Archive

Nymber of Visits

Extent of use

Thére were 11 415 visits tp the UK
Web Archive between 1st pnd 30th

of June 2012

Nymber of Unique Visitors Extent of use There were 9 434 unique yisitors
to the UK Web Archive between 1st
and 30th of June 2012

Vigit duration Users’ interest in the On average each visit to the UK Web

archive Archive between 1st and 30th June

2012 lasted 3 min and 25

Seprch terms used within archive Users’ behaviour The top keyword used to dearch the

UK Web Archive between [Lst and

30th June 2012 was “goji b

erry”

4.5

4.3.1 General

Thie long term preseryation of Web archives should not be isolated from wider frameworks
to the preservation.of all digital resources. Ideally collecting institutions should put in place a
digital preservation-system for its digital holdings, compliant with standards such as ISO 14
Arrhival Information Systems). The OAIS reference model specifies an archival system de
pre¢serving and maintaining access to digital information over time.

ot

Web archive preservation

is Techhical Report does not discuss the OAIS model in detail but uses its basic concepts and d
to describe preservation issues related to Web archives. Some of the proposed statistics are

hpplicable
dedicated
21 (Open
licated to

efinitions
generic to

As described in 3.3 Preservation methods, digital preservation can be done at two levels, at the basic level
to keep the bits safe, and at a more sophisticated level using strategies such as migration and emulation,
to preserve the appearance, function, behaviour and even the user experience of digital resources. This
former is as referred to as “bit stream or physical preservation” and the latter “logical preservation”.
Statistics described in 4.5.2 are intended to measure the efficiency of bit stream preservation activities.

A template is proposed in 4.5.3 to help institutions report metadata which are expected to be preserved
in a Web archive. Statistics in 4.5.4 are those relevant to logical preservation.
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4.5.2 Statistics for bit-stream preservation

4.5.2.1 Volume of lost or deteriorated resources

4.5.2.1.1

Purpose

Many heritage institutions have experienced data loss due to physical media failures: hard-drives crash
unexpectedly, media become obsolete. Some data may be deleted by accident. Deteriorated resources
are resources that are not totally lost but whose integrity has been damaged, resulting in impossibility

to completely access or render the resource. Information about data loss is not commonly available but
it is impo1tant to monitor the amount of lost or deteriorated resources, as this is an important indicgtor
of the intdgrity of Web archives.

4.5.2.1.2 | Method

The amount of lost and deteriorated data can be measured in bytes or in number of URLs, obtained|by
regular cqmparison of checksums.

4.5.2.2 Volume of replicated and distributed resources

Resourceg not backed up or replicated are at risk of permanent loss and‘cannot be recovered. It i a
commonriractice to replicate resources on multiple locations to avoid¢reating a single point of failulre.
The volunpe of replicated resources therefore is an indication of collgetion safety.

However, [replication of assets is not in itself enough to guarantee collection safety. Various other
parametel's need to be set in order for replication of datacto be efficient. The main issues here gre
diversity find integrity. This includes:

— numbler of varying soft- and hardware configurations for the different instances;

— physifal distance between instances;

— rate gnd method for data integrity checklbéetween data instances;

Resource§ whose integrity is ensured by such measures are considered replicated and distributed.
Costsare Jnvolved in replicating and.distributing data. Decisions about the extent to which a Web archjve
should be|replicated should be.made by balancing the impact of risk, the costs and the complexity of
managing replicated resources:.

4.5.3 Statistics related to metadata preservation

The impoftance ofpréserving resources together with associated metadata are explained in 3.3.4. [f is

recommehded thatcollecting institutions report regularly on the nature and volume of metadata within

a Web arc

hive, using Table 7.

32
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Table 7 — Statistics related to metadata preservation

2013(E)

Metadata type Description Standard used Percentage of Comments
(if any) resources containing
the metadata
One of the metadata |Description of the Percentage of resources |Any useful or relevant
types described in |metadata containing the metadata |comments
3.3.4, e.g. Descrip-
tive
Examples
Ddscriptive DCMI metadata Dublin Core 30% Subject termypanually
Elements set, Metadata Ini- assigned.by cuirators
Term name: Sub- [tiative (DCMI); and stored in the Web
ject. Topic of the LCSH Curator Tool
resource
Prpvenance Configuration files 90 % Configurationfs files of
the 2004 crawls were
discarded
Tekhnical File formats (MIME | Multipurpose 100 % All harvested ffiles have
types) Internet Mail MIME type information,
Extension but this could|be unreli-
(MIME) Part able
Two: Media
Types
Rights Permission to 100 % Required for gpen
archive and pro- access targetq only
vide online access
4.3.4 Logical preservation statistics
While bit-stream preservation keeps the bytes safe on physical media, logical preservation epsure that

req
pr

4.5

4.5

Th
an
It
ar
arg
to

ources remain usable over time..This Technical Report proposes three main indicators
pservation activities.

4.1 Distribution by (identified) file formats

4.1.1 Purpose

e distribution of Web archive resources by file formats is a statistic described in detail in
element of afchive characterization. Knowledge of file formats is also crucial to digital pre
s impossible-to define a preservation strategy for any resource without format informa
hives typically contain resources in a wide range of formats. MIME types returned by W¢
e the only readily available information about file formats, which are known to be unreliabl
obtain more accurate format information for a Web archive for preservation purposes,

for

for logical

.3.2.3, as
servation.
tion. Web
eb servers
b, In order
the use of

mat identification tools is rnqnirnd

In addition to the formulation of a digital preservation strategy, the format information can also be used
to identify preservation risks and prioritize preservation actions.

4.5.4.1.2 Method

See “Method” described in 4.3.2.3. For the purpose of preservation, more accurate format information is
required and this could be achieved by using format identification tools. Then outputs can be calculated
and organized in the same ways suggested in 4.3.2.3.

Examples of file format identification tools include DROID and Jhove.
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4.5.4.1.3

Limitations

Format identification tools cannot always identify all formats. A good example is new formats which the
tools do not yet recognize.

4.5.4.2 Number of file formats with defined preservation strategy

4.5.4.2.1

Purpose

File format identification is a useful starting point. A digital preservation strategy needs to be defined

for the mg
emulation
the resou
more app
experienc
based on

Preservat
term pres

4.5.4.2.2

List the file formats for which a preservation strategy has been defined. This can be combined wj|

statistics

4.5.4.3

4.54.3.1

Preservatj
institutiol

entire collection. Resource limitations may alsoprevent them from applying the strategy. Calculating {

volume of]
benefited
to digital
decisiont
taking pla

There is 1
again and

4.5.4.3.2

List the f
be calculd

jor formats used in the Web archive to ensure longevity. Institutions may apply migration a

to different formats when required, depending on the format itself, the purpose of use-a
ces required for implementation. For example, an institution may decide that emulation i
ropriate strategy for files such as Shockwave Flash, in order to recreate the interactive u
e, while migration works better for Microsoft office documents. It is importantto'realize th
"isk assessment, “do nothing” may also be a valid strategy.

ion strategy for key formats in a Web archive indicates the institutional éommitment to Id
ervation.

Method

bn resource distribution per file format, measured in bytes or in the number of URLs.
Volume of resources per format with activated preservation strategy

Purpose

ion strategies may be defined for formats that are in use and not yet obsolete, in which c{
1s may prefer to test the strategies on,a'sample of resources, instead of activating them for {

resources with activated or implemented strategy indicates to what extent at risk resour
from a digital preservation strategy. It also demonstrates a level of institutional commitm
preservation. In the case-0f'a “do-nothing strategy”, each review of the strategy with {
b continue with it can beregarded as an activation, which ensures that informed decisions 3
ce.

o “definitive” preservation strategy. As technology evolves, resources may become obsol
new strategies for the same format may need to be defined and activated multiple times.

Method

ile formats for which the defined preservation strategy has been activated, which ¢
itéd from the digital preservation system. This statistic is then combined with resou

nd
nd
S a
ber
at,

ng

ith

1se
he
he
res
bnt
he
\re

pte

an
[Ce

distributi
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4.5.5 Core statistics for collection preservation

Table 8 — Core statistics for collection preservation

Statistic Purpose Example
Volume of replicated resources Safety and resilience 150 terabytes of the Web archive
are replicated
Distribution by (identified) file formats Preservation capability |60 % of the archive are in HTML
The number of formats for which a preserva- |Preservation capability |5 formats have a defined preserva-
tidn strategy has been delined and commiItment tion strategy: HI ML, JPEG, GIF, PNG
and PDF

4.l Measuring the costs of Web archiving

Thie costs of Web archiving can be assessed in similar ways as the costs of building and preserying other
digital collections (e.g. digitisation). The only point to bear in mind is that Web archiving actjvities are
sti]l recent and some aspects of the effectiveness and costs can only beé ' measured over time. This is
particularly true for costs related to the preservation of Web archives.

4.6.1 Outsourcing

A gollecting institution may outsource all or some of its Webarchiving activities to a vendor|or a third
party. Such service may include data harvesting, indexing, access or storage. It may also [cover the
acquisition of retrospective or historical collections and specific software development activities.

In the case of outsourcing, it is more straightforwardto calculate the outsourcing costs of Weblarchiving
as [this would constitute the total amount of money charged to the institution by the servicq provider.
There may be additional costs related to selecting content, managing the contract and others, usually
fupded by the institution internally. These should be added to outsourcing costs to calculat¢ the total
costs for Web archiving.

4.6.2 Web archiving in-house

Mgdasuring the costs of in-house Web archiving activities is no more challenging than evaluating more
farniliar processes such as-¢ataloguing in libraries. Four main categories of expenses should be taken
intjo account: hardware, computing, software, and labour.

4.6.2.1 Hardwaré-costs

Hardware costs’include the acquisition and maintenance of the infrastructure necessary tp harvest,
index, ingest; Store and provide access to the data and other digital resources.

4.6.2.3 Software costs

Depending on the choice of software, licence fee may be applicable for Web archiving. Many collecting
institutions currently use free, open source software developed and maintained by international
organisations or not-for-profit foundations. Many use solutions developed through international
collaborations, such as the International Internet Preservation Consortium (IIPC). This reduces costs
for major in-house developments or paying licence fees to commercial companies.

The implementation of open source software and integration with in-house systems requires technical
expertise. Developer resources have to be available to update the local implementation for each
new release. Moreover, each institution would have specific requirements, which implies software
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developments for customisation. Staff resources for technical operations and software development

should be

included as labour costs.

4.6.2.4 Labour costs

Labour costs can be measured as usual in FTE (Full Time Equivalent) or person-days. There are in
general three broad categories of staff involved in web archiving: curatorial, technical and managerial.
Collaboratively they carry out a wide range of activities including collection development, technical
operations, planning and performance management. There are typical divisions of labour based on staff
members’ expertise: for example, a curator is more likely to scope and describe a collection and an

engineer

skills, and
understar
improves

The tasks
number o
temporar

a) Estim
Estim
numb

[0 operate the crawler or develop software. However, web archiving often requires hyb
tasks are in practice often distributed across expertise areas. Staff must acquire_a.ba
ding and broad knowledge of web archiving beyond their own professional expertise-as t
collaboration and helps deliver better performance.

can be distributed across various departments, and many staff members may contribute. ]
" staff employed in Web archiving is calculated by adding the time spent by all permanent 4
y staff, including project-based staff, on that service area. Several methads are possible:

ate: Calculate the number of full-time-equivalent positions directlyassigned to Web archivi
ate the average time spent by those employees on other servicesiqand’ deduct the time from {
er. Estimate the average time spent by employees of other service'areas on Web archiving 4

EXA
10 %
archiv

b) Time
exper

members of other areas, spend on Web archiving\The sample counts are grossed up to FTE numb

for th
c) Thec

4.6.2.5
Other cos
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— legal
(e.g.:

— interfational“ceoperation: Web archiving is performed and supported by a global commun

Involy
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add je time to the number of FTE positions.

PLE 3,5 FTE staff are directly assigned to Web archiving. During the reporting period, they sp
f their time on other tasks. Staff members from other seryices (8 FTE) spent 20 % of their time in W
ing. Total FTE for Web archiving was then 3,5 - 0,35 +1,6 = 4,75.

logging: Choose a sampling period (normally one or two weeks) during which Web archiv
iences average workload. Record the time by work diaries - that staff members, includ

e reporting period.

bsts can also be differentiated as to.etirating, technical work and management.

Dther costs
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Sition of metadata, €-g-'purchase domain names lists from domain registrars;

bxpertise: legal advice, provisions for legal action or compensation following a court decis
| publisher su€s a collecting institution for reputation or financial damage);

remefit-in international cooperation may generate membership fees and expenses for tra
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Table 9 — Core statistics for collection costs

Statistic Purpose Example
Hardware costs Costs of acquiring and maintaining hard- |Cost of replacing the storage infra-
ware structure was € 50 000
Computing costs Costs related to power and network Bandwidth costs € 10 000 per year
Software costs Costs of acquiring, integrating, develop- |The development of a new curator
ing, or improving software tool has been outsourced for a cost
of €80 000
Lajpour costs COSTs for human resources (€.g. curators, |1 he web arcniving tean ifjcludes
engineers...) in FTE or amount of money |three full-time engineers’and four
full-time curators

5 [ Quality indicators

5.1 General

Qulality is defined as “the degree to which a set of inherent characteristics fulfils requlirements”
(ISO 9000:2005). This clause includes the indicators that allow,_ assessing the degree t¢ which a
sef of inherent characteristics of a Web archiving programme fulfils the requirements set |out by its
mgdnagement and stakeholders.

The quality indicators proposed in this section are inténded to help collecting institutions answer
fumdamental questions such as:

—| Do we know what to collect?

— Ifnot, there is a need for a clear policy‘which defines the scope of the archive.
—| Are we collecting what we want to'cellect?

— If not, there is a need to ensure’consistency between the collected and target resourdes.
—| Are we making the best use of our resources?

— Ifnot, there is a need-to improve procedures and workflow to increase efficiency.
—| How accessible annd searchable is the archive?

— Itis important to continuously improve the usability of the archive.

—| Can we guarantee that the Web archive will remain accessible over time?

— _Ifnot, there is a need to putin place reliable preservation procedures.

the same
d=regularly.
Benchmarkmg between institutions is p0551ble 1f the 1nd1cators are applled and 1nterpreted in the
same way. However, such comparisons should always be made with caution, taking into account the
differences in institutional remit, resources and procedures.

e proposed 1nd1cators are most sultable to assess the quahty of services prov1ded by

5.2 Limitations

Quality indicators proposed in this Technical Reportreflect the current state of the artin Web archiving,
both from a technological and a curatorial perspective. They should be revisited and updated in
alignment of the developments in Web archiving.

The interpretation of the results of applying quality indicators should be performed with caution.
Sampling and measuring errors may occur, and lead to inaccuracy.
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5.3 Description

5.3.1 General

Quality indicators are listed below based on their relevance to the key aspects of Web archiving
programmes: policy, harvesting, access and preservation.

When calculation may be done in URLs or in bytes, it is recommended to use calculation in URLs. As a
matter of fact, these indicators intend to calculate the amount of resources and URLs are more similar
than bytes to library resources.

Managenjent

1) Cost per collected URL

2) Perceptage of staff involved in Web archiving

Quality of the collecting process

3) Perceptage of resources disappeared from the live Web during a given peried of time
4) Achiejed percentage of mandated scope

5) Percentage of requests for agreements or permissions granted by&rights holders
Accessibillity and Usage

6) Perceptage of resources accessible to end users

7) Perceptage of full-text indexed resources

8) Perceptage of catalogued resources

9) Annufl percentage of accessed resources

10) Perceptage of library visits including a-¥isit to the Web archive

11) Number of pages viewed per visit

Preservation

12) Perceptage of resources mvith at least one replication

13) Perceptage of lost or-deteriorated resources

14) Perceptage of reSources with identified file format

15) Perceptage 6f resources whose format has a defined preservation strategy

16) Perceptage of virus-checked resources
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Indicator number 1

Name Cost per collected URL

Objective To assess the efficiency of Web archiving processes.

Prerequisites - The total cost of Web archiving as described in 4.6;

- The total number of crawled URLs.
Method Cost per collected URL is:
A/B
where
A is the total cost of Web archiving in a specified time peried
B is the number of crawled URLs within the same peried of time
Round off to one decimal place.

Camments Low cost per collected URL in general demonstrates high efficiency of Web
archiving processes; higher costs per collected URL could also indi¢ate a high
level of curation. This indicator is best used to compare collections fof similar
sizes and purposes.

Indlicator number 2

Ngme Percentage of staff involved in Web archiving

ONjective To indicate the institutional commitment to Web archiving.

Prerequisites - The numberof'staff (FTE) involved in Web archiving;
- The totalnumber of library staff (FTE).

Mg¢thod Percentage of'staff involved in Web archiving is:
A/B*100
where
A s the number of library staff (FTE) involved in Web archiving: selection,
harvesting, providing access, preservation
B is the total number of library staff (FTE), including permanent and tempo-
rary staff, also project-related employees
Round off to the nearest integer. For full-time staff involved in Web|archiving
only part-time, their time spent on Web archiving may be calculategl by self-
declaration or by time logging.

Cogmments
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5.3.3 Quality of the collecting process

Indicator number

3

Name

Percentage of resources disappeared from the live Web during a given
period of time

Objective

To assess the value of the Web archive.

Prerequisi

tes

- The number of targets in the archive;

- The number of targets in the archive that have disappeared from the
live Web.

The second figure may be gathered automatically by the absence of DNS
response or 404 responses or manually by checking the live Web.

Method

Percentage of resources disappeared from the live Web during a given peripd
of time is:

A/B*100

where

A is the number of disappeared targets
B is the number of targets in the archive

Round off to one decimal place.

Comment§

The disappearance of a target is hard tg'determine. A target of which the
domain (internet address) has changed does not necessarily disappear as it
can have a new, different domain, In'Some cases, only parts of a target disajp-
pear - this scenario is excluded forpractical reasons.

In the sense of this indicatorya target disappears when there is no DNS
response or when its Intersiet address generates a 404 response. If feasible
the most reliable methois checking the live Web manually.

Indicator pumber

4

Name

Achieved percentage of mandated scope

Objective

To assess whether the Web archiving results correspond to the mandate.

Prerequis

tes

- The number of targets harvested by the institution per year;

- The number of targets as defined by or derived from mandated
sgope.

Method

Achieved percentage of mandated scope is:

A/B*100

where

A is the number of targets harvested by the library per year

B is the number of in-scope targets defined by or derived from the Web
archiving mandate (e.g. legal deposit)

Round off to one decimal place.

Comments

The mandate for Web archiving is often national as well as institutional.
Where national legal deposit legislation exists, it usually defines territorial-
ity of a national domain. For Web resources hosted using the national TLDs,
this determination is straightforward. However, resources in scope for a par-
ticular national remit are not always hosted under domain names with clear
geo references. Only a third of French Websites, for example, are hosted on
fr TLDs according to AFNIC, the .fr registry. There is a need for other means
to determine territoriality than national TLDs. This may include obtaining
information from domain name registrars.

40
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Indicator number

5

Name

Percentage of requests for agreements or permissions granted by rights
holders

Objective

To assess the effectiveness of permission requests

Prerequisites

- The number of requests for agreements or permissions sent to rights
holders;

- The number of agreements or permissions granted by rights holders.

Method

Percentage of requests for agreements or permissions granted by right hold-

[SEREH
A/B*100
where
A is the number of agreements or permissions grantedyby to rights holders

B is the number of requests for agreements or permissions sent to ifights
holders

Round off to one decimal place.

Comments

A high rate indicates the successfulness 6fthe permission requesting activ-
ity.
Itis also recommended to record the number of explicit refusals and the
number of non-responses.

A better communication and\advocacy towards website producers may be a
solution to improve succéssfulness. A communication plan may be ¢laborated
to identify the key arguments to convince producers, and to decidefon the
best channels for distributing information.
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5.3.4 Accessibility and usage

Indicator number

6

Name

Percentage of resources accessible to end users

Objective

To assess the availability of the Web archive.

Prerequisites

- the total number of resources in the Web archive;
- the number of resources available online (online archive);

- the number of resources available onsite (grey archive).

The above can be measured in URLs or in bytes.

Method

Percentage of resources accessible to end users is:
(A+A’)/B*100
where

A is the number of resources in the Web archive that are available online;
A’ is the number of resources in the Web archive that are/available only
onsite;

B is the total number of resources in the Web archive.

Round off to one decimal place.

Comment

A high rate indicates high visibility or accé€ssibility of the Web archive.

The indicator may also be calculated singly for the resources available onlipe
in order to assess the direct availability of resources for end users.

The measuring unit used for calculdtion should be reported, i.e. URLs or
bytes.

Indicator pumber

7

Name

Percentage of full-text indexed resources

Objective

To assess the searehability of the Web archive.

Prerequisjtes

- the'total number of resources in the Web archive;
- the number of resources that have been full-text indexed.

Thelcalculation may be done in URLs or in bytes.

Method Rercentage of full-text indexed resources is:
A/B*100
where
A is the number of resources that have been full-text indexed
B is the total number of resources in the Web archive
Round off to one decimal place.
Comments Full-text searches greatly enhance the accessibility and usability of the Web
archive. The measuring unit used for calculation should be reported, i.e.
URLs or bytes.
42 © IS0 2013 - All rights reserved


https://standardsiso.com/api/?name=eb58bd1b646e2543be91466458e35eb3

ISO/TR 14873:2013(E)

Indicator number

8

usability. It also helps integrate Web archive resources with other 1
held by the library. Cataloguing however is ceStly and may not be p
for large scale Web archives collected throtigh bulk crawls. When c
this indicator it is recommended to also teport the harvesting strat
to collect the resources.

Name Percentage of catalogued resources
Objective To assess the searchability and the level of curation of the Web archive.
Prerequisites - The number of targets in the Web archive;
- The number of targets that have a catalogue record.
Method Percentage of catalogued resources is:
A/B*100
where
Ais the number of targets that have a catalogue record
B is the total number of targets in the Web archive
Round off to one decimal place.
Comments Cataloguing resources in Web archives enhances theitr"accessibility|and

esources
bssible
hlculating
egy used

Inflicator number

9

Ngme Percentage of accessed resources
OHbjective To assess the breadth of actual usage of the Web archive.
Prerequisites - The total number of domain names in the Web archive;
- The number of domain names on which at least a page was|viewed in
ayear.
Mg¢thod Percentage.of accessed resources is:
A/B *100
where
Avis the number of domain names on which at least a page was viewed in a
year
B is the total number of domain names in the Web archive
Round off to one decimal place.
Camments A high percentage indicates wide usage of the Web archive. The reason to use

domain names instead of URLs is that possibly only the resources under a

limited number of domains are actively used. Calculating usage per
indicates the breadth of usage and the comprehensiveness of the ar

A better communication towards researchers as well as general pu
way to improve this percentage. As stated for indicator 5, a commu

domain
ichive.
blicis a
hication

valuable

| L 1ok fad o i d fafo rl H H 1
pranay ot CTrapoTatC O tOTaCTItT y et ThoT CCOTTv eI g CAampres—

resources, and to decide on the best channels for distributing information.
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