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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procg¢dures used to develop this document and those intended for its further maintenance~are
described|in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed-for the
different fypes of ISO documents should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2. www.iso.org/directives

Attention|is drawn to the possibility that some of the elements of this document may.be the subject of
ts. ISO shall not be held responsible for identifying any or all such patent rights. Detailq of
any patenf rights identified during the development of the document will be in the Introduction andfor
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The comnpittee responsible for this document is ISO/TC 204, Intelligenit transport systems.

list of patent declarations received. www.iso.org/patents

name used in this document is information given for the convénience of users and does ot

an endorsement.
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2013(E)

For several years, payment institutions have started to roll out worldwide contactless payment cards.
These cards support a contactless interface in addition to a contact interface or magstripe.

Where made available by Payment Application Issuers, these cards might be used by the Public transport
industry for accessing the transport networks for specific use cases and customer groups. To facilitate
payment application usage, the Public transport industry will benefit from data storage within the
payment application, but this data storage capability is not a compulsory prerequisite as some Public

tra

nsportOnerators (PTOs)will startaccepting pavmentapnlicationwithoutsuch data storage facilities.
r r AN J r or T J rIr [=]

Thiis Technical Report describes the current state of the artin a fast changing subject domain:It
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used as the primary basis for system procurements. It describes PTO requirementsfor'the
yment cards, or more specifically, payment applications (see Notice below), can beused by
serve specific customer needs. The PTO requirements expressed in this Technical-Report ai
blicable to all payment application scheme/brand specifications for, and only for, the listed|
this Technical Report. For the use cases primarily based on the contactléss interface, this
port describes the functions needed by the Public transportindustry andprovides requiren
Os to the payment industry. Note that not all PTO requirements ate)currently available
| require further discussion between the payment industry and.PTOs, possibly leading
velopments in the availability and use of payment application functions. This Technical Rep
dated according to ISO procedures to reflect the evolution of RTO requirements and the corrs
el of functionality afforded by the payment industry. It assumes that any available data stof
1 allow the storage of limited information only but may 1ot be able to host fare products 4
fined today for ticketing applications (e.g. it might not'be sensible to store a season ticket i
it might be overwritten).

Thiis Technical Report has been designed to provide ticketing and payment system designers

to
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fad

accept payment applications with a clear définition of what usage options are available f
yment applications. It describes the functional interface to the payment application, with
ilitating the design and procurement offare collection systems.

Anpnexes A and B also provide:

NC
ap
ap

a checklist of commercial issues that need to be addressed by Public transport (PT), usu
a contract with a bank previding merchant acquiring services;

payment application scheme rules.

TICE: The ‘term “Payment application” used in this Technical Report refers to
licationresident either in a conventional payment card or an application loaded int
lication'‘customer media (as described in ISO/TR 24014-3(3]).
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options for providing interoperability between fare payment schemes that use bank issuedl payment
applications, inclading proposals for any concomitant changes to those payment applic3

itions and

both an
p a multi-

©lI

SO 2013 - All rights reserved


https://standardsiso.com/api/?name=9c7eb0251a994754ef69d11995fdfd0c



https://standardsiso.com/api/?name=9c7eb0251a994754ef69d11995fdfd0c

TECHNICAL REPORT ISO/TR 14806:2013(E)

Intelligent transport systems — Public transport
requirements for the use of payment applications for fare
media

1 _Scope

ThIis Technical Report defines the requirements from public transport for payment applicatign owners
to gpecify their application to make payment application media accepted as a tool to @ceess [the public
trgnsport networks by means of either media centric or back-office centric fare mamagement systems,
for] non-local and non-frequent users as well as regular users.

Thiis Technical Report defines both technical and non-technical requirements needed.
Fopr main items have been identified:
—| Discrepancies between the existing payment application schemerules and PTOs expectagions.

— | Definition of a short lifecycle storage area (scratchpad) which may support Check-In/Check-Out
access and inspection processes.

—| Definition of a long life cycle storage area (product-area) to store a transport and otherf products
within the payment application.

—| Condition for use in a multi-application context; when different payment and transport applications
are implemented in the same medium.

Thiis Technical Report describes the requirements for:
—| Level of Security and associated tfust model;
—| Conditions for the use of the specific storage area and the overwriting of products or datg.

Thijis Technical Reportdoesnotdescribe commercialissueswhichhave tobe defined foranimplenentation
anfl may differ from place to'place, e.g.:

—| From Media Ownento Customer;
—| From MediaQwner to Application Owners;
—| From Rayment Application owner to customer;

—| From-Payment Application Owner to Public transport;

— |_Erom Public transport to Customer.

The first cases addressed by this Technical Report are EMV contactless applications and those variants
(not strictly EMV) with application storage. All other payment applications (e.g. contactless magstripe
emulation) will be addressed potentially in a future version of this Technical Report.

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply:

© IS0 2013 - All rights reserved 1
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2.1

acquirer (or acquiring bank)

payment institution having a contract with the merchant for handling the remittance and settlement of
transit fares charged to customers using the transport network

Note 1 to entry: Merchant in this Technical Report is Public Transport Operator (PTO).

Note 2 to entry: The acquirer may accept payments using payment applications from one or more payment
application issuers, and/or for one or more payment application schemes/brands.

2.2
cardholdpr
holder of the payment application

Note 1 to gntry: The cardholder has a contract with the issuer of its payment application. The media-hosting the
payment application may not necessarily be a “card“.

2.3
certificaion
certification applicable to payment application, payment media and payment terminals, as required|by
the banking industry stakeholders, e.g. EMVCo, payment schemes

2.4
card-not-present transaction

CNP tranpaction

payment §ransaction where neither the card nor its holder are present at the point of sale

EXAMPLE Orders by telephone, fax or the Internet.

2.5
EMYV Contactless Application
payment §chemed defined applications relying on EMV technology

Note 1 to eptry: As opposed to a payment scheme application relying on magstripe emulation.
Note 2 to eptry: This is the type of payment application.

2.6

issuer
paymentapplication issuer
payment Institution having a eontract with the cardholder and issuing the payment application on a
contactlegs media

Note 1 to eptry: The issu€rijssues payment applications such as credit or debit cards and guarantees paymentf(for
properly afithorized transactions using the payment application.

2.7
merchang
entity hayihgthe necessary terminal equipment for handling payment transaction at validation points

Note 1 to entry: In this Technial Report, merchants are Public Transport Operators (PTOs).

2.8

payment application

application resident either in a conventional payment card or an application loaded into a multi-
application customer media

Note 1 to entry: As described in ISO/TR 24014-3.[3]

2 © IS0 2013 - All rights reserved
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2.9

payment interoperability

acceptance of payment application at the merchant point of sales whatever the payment a
issuer is and whatever the merchant acquirer is

pplication

Note 1 to entry: Payment interoperability is ensured by rules and certification process enforced at each payment

application scheme level and by EMVCo.

2.10

tidketing interoperability
tedhnical interoperability/provided by the usage of the same format for writing transit d
payment application

Note 1toentry: Inthe contextofthis Technical Report, ticketinginteroperabilityis considered an optionalre

2.15

vajidation

trgnsactionmade with payment transaction equipment for confirming the validity of 4
trgnsaction product or for enabling access to the transport network by realizing a payment ty

facilitate

operators

perations,

le: included

tes such a

hta in the

quirement.

payment
ansaction

2.16

zero value (payment) transaction
offline transaction at the reader for a null amount

EXAMPLE Null amount, e.g. £0.00 or 0€ or 0USD.

Note 1 to entry: This transaction may not be possible on all cards now.

3 Symbols and abbreviated terms

For the purposes of this Technical Report, the following symbols and abbreviations apply:

© IS0 2013 - All rights reserved
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3.1 CNP

Card-not-present

3.2 HHT

Hand-held Terminal (used for revenue inspection)

3.3 PAN

Primary Account Number

3.4 PT

Public Trgnsport

3.5 PT(Q

Public Trdnsport Operator

3.6 TDA

Transit D3ta Area

3.7 TR

Technical|Report

3.8 ZVT

Zero Valu¢ Transaction

© ISO 2013 - All rights reserved
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4 Objectives and general requirements for the PTO
PTOs motivations for using the payment applications as a fare media can serve different objectives:
— [ODbj.1] To offer a solution for local transit product storage:

— Using payment application as a fare media can, in some cases, remove the need (and cost) for
PTO to distribute ticketing application and/or customer media.

— [ODbj.2] To replace cash as a fare payment at the gate

— Using payment application as a fare media can replace cash payment at the gate or.aflbus/tram
entry by electronic payment.

—| [ODbj.3] To provide a seamless and universal way of providing access to the transport ngtwork for
infrequent users

— Using payment application as a fare media can offer PTOs a complement to theifr existing
ticketing application covering the needs of frequent customers, which-by nature don’tjhold their
ticketing application,

—| [Obj.4] To enable a third party application used for custefmer authentication in| the fare
management system

— Using payment application as a fare media can allow €ustomer authentication via theif payment
application in post payment fare management systém and avoid the issuance of transgort media
for registered customers.

—

:E corresponding use cases are described in (Clause<5):

—

Public transport requirements that make them possible address the following elements:
—| Requirements for payment applications,used in transport ticketing (Clause 6)

—| Application security in payment applications (Clause 8)

—| Customer media requirements {Clause 9)

—| Test and certification ofjpayment applications (Clause 10)

—| Customer data privaey (Clause 11)

Thiese PT requirements are also completed by explanations about how payment applications can be
used and what farepolicy can be implemented according to the use cases and validation acfcess rules
applicable in a transport network (Clause 7).

Bejond théseope of this Technical Report, a firstlevel of analysis is also given for guidance in anngxes about:

—| blisiness rules checklist for using payment applications (Annex A);

— options for providing national and international ticketing interoperability (Annex B).

NOTE Where interoperability is achieved by means of the basic contactless payment application without
transit data storage, there is no need for any ticketing data to be interoperable.

5 Use cases

Payment applications can be used in a number of ways for transport ticketing, as determined by the PTO
and subject to suitable agreement in the merchant acquiring contracts.

The generic ways are defined in the following use cases which can eventually be complemented by
national interoperable fare management applications.

© IS0 2013 - All rights reserved 5
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In the description of the use cases, three possible validation access rules to the transport networks
are considered:

— non validation rule:

— customers should have an entitlement to travel, but are not required to validate at any stage of
the journey although they may be subject to revenue protection control.

— entry

validation rule:

— customers are required to validate only on entry.

— entry
— C

These dif
transport|

5.1 Usd

5.1.1 Ol

This use
payment
contactleq

exit validation rule:

stomers should validate both on entry and exit, and possibly at intermediate validation poin

ferent validation access rules will structure the way payment applications, €an be used|i

networks as described in the following use cases and further analysed in Clause 7.
case 1: Product purchase for loading on customer media

hjective

ase is the conventional one where a customer selects a product from a retailer and use
hpplication to pay for the product. The payment appli€ation can be used in contact mo
s mode or in cardholder not present mode. The payment options vary according to mode.

5.1.2 Cystomer path

— Thec
— Thec
— TheP
— TheP
— Thec

5.1.3 Cc

This use d
although

5.2 Usd

5.2.1 Ol

Istomer selects a product.

Istomer pays with a payment applicatiomn

[TO product is not loaded to the payfnent application.

TO product is loaded onto the PTO media and application.

1stomer travels and validates using the PTO’s entry or entry/exit ticketing system.

mments

ase is conventional and well defined and is therefore out of the scope of this Technical Rep
ncluded heré fofr completeness.

case 2+Access with PTO product data in payment application

pjective

—

S.

5 a
de,

Drt

— [Obj.1] payment application as a solution for local transit product storage.

5.2.2 Customer path

— The customer should first purchase or request a product from his/her PTO at a suitable ticket
machine or should purchase or request online for later collection at a ticket machine.

— Once the transaction is accepted, payment made if required, and the customer is at a suitable
loading terminal, which can be the entry gate, the product is loaded from the terminal into the

paym

ent application.

© ISO 2013 - All rights reserved
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— The customer uses the product held in the payment application at points of validation to gain entry
and exit, according to the PTO’s entry or entry/exit validation rule and presents the medium with

the payment application when requested for revenue inspection.

5.2.3 Comments

The PTO product loading is commonly carried out on PTO equipment. It may also be carried out on
bank equipment. This operation is out of the scope of this version of the Technical Report as there is no
identified demand yet for standardising it.

p

Ex
pr

PT]

If 4
Sy

SysterTs, dataand products are P TO-specificamnd mmay beinteroperabie:

sting PTO product data format may need to be adapted to cope with the limited storag
pvided by the TDA.

data can include PTO-specific personalisation data, travel ticket, discount entitl¢ément or c

he payment application holds a PTO-specific discount entitlement or entitlement, it will be y
tem when the customer uses the payment application during ticket pufchase or revenue iy

.3 Use case 3: Pay single journeys on validation

.3.1 Objectives

[Obj.1] solution for local transit product storage,
[Obj.2] replacement of fare payment at the gate,

[Obj.3] seamless and universal way of providing access to the transport network for infrequ

.3.2 Customer path

Where the fare is not fixed/flat, validation prior to boarding may require the customer/c
to select zone of travel or custgmer engages with driver who selects product/fare. Travel
to single journeys only.

The customer uses the payment application at points of validation to gain access and exit,
to the local PT entry\or entry/exit validation rule and presents the medium with thg
application when reguested for revenue inspection.

The travel priceZmay be flat or be calculated prior to travel depending on the route or d
zonal or time*based pricing, or be a mixture of the five and depending on the tariff rules.

For trafisport networks with entry validation rule:

— \The travel price is known or calculated on entry validation,

P capacity
bncession.

sed by PT
Ispection.

lent users.

ardholder
is limited

according
payment

istance or

©lI

OO et eSS Pt y I et o o Creore e I e T O e e oo rrer vorrrorortroT;

— The PT Operator requests settlement after validation for each individual journey.

For transport networks with entry/exit validation rule:

— The travel price is known or calculated at exit validation, the meaning of exit validation being

determined by the PTO in its ticketing rules,
— Contactless payment is made at the moment of exit validation,

— The PT Operator requests settlement after validation for each individual journey.

SO 2013 - All rights reserved
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5.3.3 Comments

The paym

ent application is used for both travel validation and payment.

For transport network with entry validation rule, fare products proposal will be significantly limited
for payment application holders unless a product selection is proposed at the entry validation (by the
driver on bus/tram or by an interface on validation terminal).

Fortransportnetworkwith entry/exitvalidationrule, fare products proposal canbe more comprehensive
including distance or route based chargmg, but negatlve price ad]ustment on ex1t validation should
d 3 ment

be avoide
applicatio
extra risk

Online red

compatiblle with processing time demands.

Most payr

that the charged price remains under the offline spend limit for the payment application.

The non-v

5.3.4 Ri

A custom
decline at

When the
transactig
it for defd
declined/
PTO/Acqu

5.4 Use
5.4.1 Ol
— [Obj.]

— [Obj.7
— [0bj.]

5.4.2 Cystomerpath

— Thec
the P7]

scheme, online authorlzatlon cards may not be accepted and where accepted will requ
mitigation via a specific deferred authorization processes.

l-time transactions should be avoided unless ground equipment or communicatiofr-¢apacity

hent transactions for EMV contactless payment application will be performed offline, provid

alidation rule is not relevant for this use case and is out of scope.

sk management

er may not know how close he is to his offline card liniits’when he travels and may fac
the point of payment (for example on boarding a bus).

counter limits of the payment application are reached, the PTO should be able to accept {
n on the basis of additional risk management measures (e.g. whitelists, hotlists) and to pres
rred authorization. This introduces a potential revenue risk for the PTO as the payment
forced transaction is not guaranteed byieurrent scheme rules and should be subject
irer negotiation.

case 4: Pay after a period

hjectives
| solution for local transit/product storage,
| replacement of far® payment at the gate,

| seamless andhuniversal way of providing access to the transport network for infrequent us

Istoner uses the payment application at points of validation to gain entry and exit, according
'O’S entry or entry/exit validation rule and presents the medium with the payment applicat

ire

ed

he
bnt
of
to

PI'S

to
on

when

— TheP

requested for revenue inspection.

TO requests settlement for the total price of travel over a period of time.

5.4.3 Comments

The paym

ent application is used for both travel validation and payment.

The use case may apply to transport networks with either entry or entry/exit validation rules.

The non-validation rule is not relevant for this use case and is out of scope.
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The travel price of each journey can be flat fare or be calculated depending on the route or distance or
zonal or time-based pricing, or be a mixture of the five and depending on the tariff rules.

The effective price charged to the customer is calculated at the back office for a period according to the
tariff rules. Best value or capped fares over the period may be offered. There is also the possibility to
take into account products pre-purchased with the same and associated payment applications during
fare computation by the Back Office. In this case, only those journeys outside the pre purchased travel
product are charged to the payment application account.

Depending on payment application scheme, on line authorization cards may not be accepted and where

accepted-will reguire extrarisk mitication viag a specific deferred authorization processes
T T =] g T

5.4.4 Risk management

Fo
pa

ed by the
e amount

- an EMV contactless payment application, transaction amounts cryptographically certif
yment application at entry or later exit validation will likely be different from the prid

co

Th

mg

Thiis introduces a potential revenue risk for PTO that should be covered by a deferred

au
de

pa

5.5

Thle customer:

Th
to

5

.3.1 Objectives

mputed by the back office thatis used for the settlement after the period or fordeferred auth

e hard-limit offline no-CVM maximum price limitation may not then necessarily apply, but o
y beimposed subject to paymentapplication scheme/ brand rules applied through the acquire

thorization and should be subject to PTO/Acquirer negotiation:“It is strongly recommendsg
hy lists at the check-in validators to manage this revente) risk. This will allow denying
yment applications that have failed a payment authorization for a previous journey.

Use case 5: Entitlement with payment application

[Obj.4] payment application used for customer authentication in the fare management sy

.2 Customer path

registers once to the PTQ-by providing some payment application data allowing him to be
uniquely through his\payment application and agrees being charged after usage; or

pre purchases anentitlement product with its payment application and agrees having it
application régistered to a “white list”; or

registers to a combination of pre-paid products and post-payment facility for journeys 9
pre-purchased product.

e customer uses the Payment application at points of validation to gain access and exit,

orization.

her limits
I contract.

payment
bd to have
r entry to

stem

identified

b payment

utside his

according

when requested for revenue inspection.

For customers who registered to post payment facility:

The price is calculated after validation.

thie’/PTO’s entry or entry/exit validation rules and shows the medium with the payment ap

plication

— The PTO requests settlement after validation either for individual journeys or for the total price of
travel over a period of time. Settlement is made using the payment means registered by the PTO

during customer enrolment and not necessarily done using the payment application data

For customers who registered to pre-paid products:

— Theentitlementvalidity is checked at each entry validation and access is declined in case of check failure.

©lI
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5.5.3 Comments
All validation rules are permitted for this use case.

This use case for post-paid customers differs from use case 4 by the fact that the payment is not settled
on the account linked to the payment application but on different means (such as a direct debit from
customer account) making the type of payment instrument used in this process less prescriptive.
However, payment application schemes forbid the use of their payment applications for this purpose.

6 Requi ts f | licati Lin t t ticketi

The expedtations of PT described in the use cases, mainly for revenue inspection and entry/exit validatjon
system fafe calculation, can more easily be satisfied in a simple way by fare management system wiith
offline validation terminals if data can be stored in the payment application.

Thereford, PT benefits from the possibility to store public transport data in payment applications.

6.1 Payment application storage options

This subclause describes three levels of requirements according to the levels-of data storage that canfbe
guarantedd by the payment applications.

Note The transaction log approach (see 6.3 for detailed descriptiom) éven if relying on existing featufes
defined byl EMVCo standards for contact payment, requires mechanismgs not implemented in current payment

scheme coptactless payment applications. Hence, there is lack of likelihood to see transaction log becomp a
universal qolution, but it may remain an option for a domestic solution.

6.2 Payment application without any public transport data

6.2.1 Stpate of the art

This is the current context with the usage of legacy payment applications.

6.2.2 Cgmments
In this context, there are no additjonal requirements for the payment application.

However |t should be configuted to support zero value transaction. It allows a payment terminal|to
authenticate offline a paymentapplication without taking the risk of an amount authorization rejectjon
or of an ofpline authorization request (see [Req. 16] below).

This requirement alsa~applies for payment application with transaction log and with TDA, as this
transactign allows$.any terminal to write data in a payment application during entry validation when
fare is calfulatedat exit validation.

6.3 Pa} ment appliraﬁnn with paymnnf transaction lngc

6.3.1 State of the art

The payment transaction log is a mechanism specified by EMVCo for contact payment transactions. Its
supply is a payment application issuer decision that can be made at payment application issuance only.

PTOs should however not expect all payment applications to have the transaction log enabled.
The payment transaction log (TL) is a cyclic FIFO (First In First Out) file on the payment application.
The transaction log is a file that can be only written by the payment application.

The transaction log data can be read by any off card application and do not require a secure connection.

10 © IS0 2013 - All rights reserved
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When TL is active a record is expected to be filled automatically by the payment application itself for
each successful payment transaction.

However, because a payment application doesn’t authenticate the payment terminal, any device can
emulate a payment terminal and perform a payment transaction, resulting in the payment application
to generate a new transaction log entry in case of successful transaction.

The size of the records and their number in the TL file may differ from one implementation to another one.

The payment transaction log, if present, is likely to include the following fields as a minimum, but the
content is at the discretion of the issuer:

< Transaction Amount >

< Transaction Currency Code >

< Transaction Date >

< Transaction Time >

< Application Transaction counter > (ATC)

Somme payment application schemes specifications propose as arnoption the possibility for payment
terminal to insert an acquirer-defined field in the record.

< Merchant Custom Data > : an area which contents is defined by the Merchant terminal.

However, this option is not implemented in any of the current EMV payment applications and fequires a
deflicated tag to be defined.

6.3.2 Comments

Thie TL can be used by PT without requiring any PTO specific adaptation of the payment application.
Thiis feature offers a convenient way forPT:

—| tomanage revenue inspection by retrieving the entry validation transaction into the transactjon log file;

—| to compute payment at exit' gate by retrieving the entry and connecting validation transag¢tions into
the transaction log file.

However, PT should have equipment that ensures that the log of the entry transaction will not|be erased
before the end of the.sirigle journey.

The card/reades transaction time to select the appropriate record in the TL file should alfo remain
compliant with-the need for fast validations (see [Req. 34].

Furthermoré€, the appropriate level of security can only be achieved if the transaction log does include

some T authenticated data. PTOs are therefore requesting the ability to log their own|data into
th{ &Merchant Custom Data > for logging their own data such as their Merchant ID, the PTO tgrminal ID
anda Signature based on SOIME elements of the payment transaction. It is the responsibpility of each

PTO to maintain the topology of all its Payment Terminals allowing it to map each PTO Terminal ID with
a physical location when using distance, route or zonal fare calculation.

6.3.3 Requirements

[Req. 1] The sequence of commands (APDUs) used for a given payment application to read the
transaction log data may be payment application scheme dependent but should not be Payment
Application Issuer dependent.

[Req. 2] The transaction log file should have a minimum size of 15 records to guarantee a minimum
resilience of the data.

© IS0 2013 - All rights reserved 11
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[Req. 3]
[Req. 4]

[Req. 5]

[Req. 6]

The < Merchant Custom Data > in the Transaction Log file should have a size of 20 bytes.

The contents of the field < Merchant Custom Data > should be provided by the PTO terminal
(Merchant defined) and can be different for each payment transaction.

The field < Merchant Custom Data > should be assigned a dedicated tag. This tag should be the
same for all PTOs.

The field < Merchant Custom Data > should be coded as follows:

— The Merchant ID is based on ISO standard and is the RID of the PTO Ticketing application AID.

— Thet
— The P

[Regq. 7]
payment {
specificd
and is out

[Req. 8]

current <
Custom D

6.4 Pay

6.4.1 St

Payment
merchant;

PTOs shoyld however not expect all payment applications to be TDA-equipped.

Magstripe

TDA data
command|

read/write access to the medium.by the PTO. The payment application on the medium should be fi

selected t
TDA writd

The form

defined lafter.

Two typej

erminal ID has a format which remains PTO specific and should have a fixed length of 8,byt
TO signature area has a minimum length of 4 bytes and remains PTO specific.

It should be possible for the PTO to compute its authentication signature by uSing data of {
ransaction including ATC, Transaction Amount, Transaction Date, Transaction Time and P
hta. The specification for computation of the PTO authentication data can{femain PTO spec
of scope of this Technical Report.

The PTO terminal should be able to retrieve from the“payment application f{
ATC > value prior to having to send to the payment application:the contents of the Merchj
hta field.

ment applications with transit data areas (TDAs)

ate of the art

hpplication schemes have defined specificatieiis for their payment application that prov
with Transit Data Areas (TDAs), thelife cycleofwhichis separate from the payment TL mechanis

emulation payment applications'may not have TDAs.

fan be written and read by allpayment application terminals by using the payment applicat
s/API provided by the reader’s payment application software supplier [ = vendor] (i.e. no dir

b write and read TDA data.)
s and reads can‘use either contact or contactless interface.

nt of the datd written in the TDA is PTO specific, but interoperable TDA contents could

of TDAs are available: Transient TDA and Permanent TDA.

3

S.

he
TO
fic

he
hnt

de
m.

on
pCt
Irst

be

Permanern

The three

£t DA canhe PTQ un‘ifn-prnfnr‘fnr‘ TDA orlssuer un‘ifn-prnfnrhﬂr‘ TDA

classes of TDAs are defined as follows:

Transient TDA

Transient TDAs need no credentials stored in the payment application and they can be written and
overwritten without authentication.

Available Transient TDAs are attributed to PTOs when the need occurs and identified with a PTO TDA ID.

Data in a Transient TDAs will not be protected against overwriting by a different PTO. Protection will
only rely on terminal rules that may be part of Acquirer contractual agreement.

Permanent TDA

12
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PTO write protected TDA

PTO write protected TDAs have PTO credentials (secret keys, one time password, ... stored in the
paymentapplication on the request ofthe PTO by the payment application Issuer either at personalisation
or during an online transaction post issuance. Subsequent operations on the TDA can be carried out by
the PTO offline and without reference to the Issuer.

Issuer write protected TDA

Issuer write-protected TDAs depend on the Payment Application Issuer credentials which are always
stored in the payment application.

Thiey require an online transaction for writing which shall use the contact interface to coanunicate
with some service that has access to relevant keys. On the request of the PTO the TDAdswritften by the
issjuer during an online transaction. As a consequence, issuer write-protected TDA can only be¢ available
forl payment application hosted on contact and contactless media.

6.4.2 Comments

TDAs may provide PT with better guarantees that their data will be secured and/or will remair available
for] a longer period of time. They can therefore address all use cases:

PT|Os should however obscure data using their own methods if their data are sensitive, confidentialfor private.

Transient TDAs are suitable for use by PTOs where the importance or duration of the PTP data are
higher or longer than guaranteed by the Transactionkog and its loss would not dispropoytionately
imperil its fare collection.

PT should however allow for the case where no Transient TDA on a TDA-equipped medium igavailable.

PTO Write protected TDAs are suitable for use by PTOs where the importance of data o the PTO
is high and its loss would prejudice farecollection so that the PTO needs to be certain none of his
data will be lost.

A TDA is then assigned to this PTO by the Payment Application Issuer to store PTO data.

Thisapproachrequiresthe RTO to establish beforehand a business agreementwith selecte¢l Payment
Application Issuers. Suchha solution therefore remains specific to each PTO/Payment Application
[ssuer pairs, which reS§tricts the advantage of universality for occasional customers.

National agreemeénts could be facilitated by national payment application associations or even
possibly at widey levels, e.g. EU, within each payment application scheme.

Issuer write protected TDAs have the same features as PTO protected, but writing can only be
done bya'terminal under control of the Payment Application Issuer.

As|long‘as'not all payment applications will include TDAs, those with TDA or terminal accepting only
payment application with TDA should be clearly branded to let the customer know if he c4n use the

actess focilitinc +o +hn oo et bl o
CeSSTate eSOt et ranSp ot e eWoOTESs

The requirement for a dedicated branding of TDA media may need to be agreed with payment
application schemes.

6.4.3 Requirements

[Reqg. 1] A terminal should be able to identify whether the payment application is TDA enabled or not
at the beginning of the payment transaction.

[Req.2] Adedicated branding for TDA enabled payment application should be agreed with and defined
by the payment application schemes and should be visible to cardholder on the media.

© IS0 2013 - All rights reserved 13
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[Reqg.3] Transient TDAs should not be used by a PTO that already owns a PTO write protected TDA in
the same payment application.

[Req.4] TDArecords provide 160 bytes of free-format data for use by PTOs. Some Payment Application
Issuers may provide TDAs with larger TDAs, eventually for permanent TDA following Payment
Application Issuer and PTO specific negotiations but a minimum size of 160 bytes should be warranted
on all issued payment applications which are TDA enabled.

[Reqg. 13] Each TDA enabled payment application will have minimum of 3 Transient TDAs. Payment
Application Issuers will determine the number of each other type of TDA available on their issued
payment a pp]irﬂfinnc

[Reqg. 14] | Once affected to an operator, Transient TDAs should not be overwritten by any other gperator
before thg end of the following day. After that, the cyclic buffer rule applies.

[Req. 15] | PTOs will be assigned a 4 byte PTO TDA ID by each payment application scheme.Assignment
should notneed PTO to have direct agreement with payment application schemes and should be managed
through the Acquirer agreement. PTO may not be assigned the same PTO TDA ID_walue from differ¢nt
payment gpplication schemes.

[Req. 16] | It should be possible for a PTO to request its data from the TDAs viathe payment application
by a singl¢ request specifying its PTO TDA ID.

[Req. 17] | Payment application should provide a mean for interoperability between PTOs. This shotild
be providpd in a manner to be determined. Some options for providing interoperability are presented
in Annex B.

6.5 Supported transaction types

According to the different use cases mentioned abovepseveral types of transactions by the contactless
payment gpplication are needed

6.5.1 Le¢gacy Payment transaction types
— The plrice charged to the customer is known at the time of the transaction.
— A confactless payment transaction'is performed.

— An ofline authorization ean~be requested by the payment application based on issuer rfsk
management policy set irtthé payment application. Unless the terminal has communication capadity
to prqceed with an ondine authorization transaction, the transaction between the terminal and the

paym'rnt application should be executed off line.

This means that either:

— an aufthorization is sent by the terminal to the issuer authorization server as part of the paymént
transhction and the contactless transaction will complete, or

— the terminal declines to make an online authorization, the payment transaction may be postponed
and the back office should take care to manage a deferred authorization requestbased on information
collected from the terminal (see 6.5.2 for deferred authorization requirements).

In both cases, there is a revenue risk for the PTO when the authorization is declined.

6.5.2 New types of transactions

Payment application schemes should provide support for the new following types of transactions.

Zero Value Transaction (ZVT)

— The price charged to the customer may or may not be known at the time of the transaction.
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PTO should be able to use a Zero Value Transaction (ZVT) when price is not known at the time of the
transaction, to avoid any risk for a declined transaction because of reaching a risk counter limit.

Deferred payment authorization

PT requires the support of the offline authorization for Zero Value Transaction (ZVT).

For terminal not having communication capability allowing them to process an online authorization
request in due time, a deferred payment authorization should be able to be initiate from the back

office at a later time.

[R
pa

[R
ind

The period until which a payment transaction can be presented for a deferred authorizati
agreed between PTO and its acquirer on a case by case.

that declined cards can be blocked.

eq. 19]  PTO back office should be able to submit deferred authorizatiomprequests based d
nggregated previous payment transactions.

pq. 20] A deferred authorization can be requested for a differentainount than the one ug
yment transaction appended to the authorization request.

bq.21] The deferred payment authorization should be applicable to all types of payment ap
luding prepaid cards and online authorization cards.

Pa

Thiis transaction is only used to authenticate the payment application of the customer.

A
frd

Al

Pe

Thie transaction is used forsterage and validation and reading of products into a TDA.

[R

Re)

Thiis transaetion is used for storage and validation and reading of journey data into a TDA.

[R

ment application authentication

hentication should be based on a unique_atid public identifier of the payment application
m the transaction data.

VT transaction should be conducted;as the way to authenticate the payment application.

rmanent TDA handling

£q. 1] Selection, Read\and Write commands of permanent TDA should be available for PTO {

ad and write TDA journey information

pn may be

To support deferred authorisations, the PTO should implement a deny list che¢k ‘at validators, so

n a single

ed for the

blications,

retrieved

erminals.

pq. 2]\Read and Write commands of selected transient TDA should be available for PTO terininals.
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The following transaction types should be available for the following use cases:

Transaction types

Possible Applicable Use Cases

Use case 3: Pay on validation
Payment
Use case 4: Pay after a period
Deferred Payment authoriza- |USe case 3: Pay on validation
tion (new) Use case 4: Pay after a period
Use case 4: Pay after a period
ZVT (new] . . —
Use case 5: Authenticate customer with payment application
Use case 2: Access with PTO product in payment application
Permanent TDA handling S
Use case 3: Pay on validation
(new)
Use case 4: Pay after a period
Use case 3: Pay on validation
Transien{ TDA handling (new)
Use case 4: Pay after a period

7 Matghing between use cases, validation access rules and payment application

types

This Claupe describes for each type of transport network, according to its network validation ru
and accor{ding to the type of payment application (without any public transport data, with Paym

lles
bnt

Transactipn Logs enabled or with TDA) how the differentwuse cases can be implemented and what the

fare policy limitations are.

16
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The current separation mainly apply to EMV Contactless Application, as currently, magstripe emulation
payment application does not enable transaction logs or TDA and then should be considered in the same
case as for EMV Contactless Application without public transport data.

Use Cases Payment Applica- |Type of fares Type of transaction
tion Entry Inter- Exit Vali- |Revenue
Validation |mediate |dation Inspec-
Valida- tion
tion
NoTL & no TDA Not cnppnri‘nd Not cnppnri—nd
Use case 2: |With Transaction |Notsupported Not supported
logs
Adcess with - - - -
PTO product With TDA Single journey/daily |Read TDA |Read Read Read TDA
in[payment tickets for transient TDA DA
application TDA. i
Any ticket for Perma-
nent TDA.

No TL & no TDA  |For entry valida- Pay- VT ZVT AVT +
tion rule transport ment + back
network: Ticket with |deferred office
fixed or time based  |authoriza- ¢hecking

With Transaction charglnf_i{ (unattended {tioh Read

logs terminal). Transac-

Use case 3: Ticket with fixed; tion log
.. [With TDA time or distany Read TDA
Py on valida- based charging (semi-
tign attended:terminal).
For Entry/exit valida-
tionrule transport
network: Ticket with
fixed, route, time or
distance based charg-
ing

No TL &no-TDA  |Same split as Use ZVT or ZVT ZVT VT +
Case 3 with possible |Pay- ¢heck
capped or best value |ment + in back

U 4 fare computation over |deferred office
ge case 4: ; ;
- With Transaction tl;fe_ period by the back a_uthorlza- Read
Pgy after vali¥ |)ogg oltice. tion Transac-
dgtion tion log

With TDA ZVT + ZVT + Iliead TDA

Read Read

TDA TDA

No TL & no TDA  |Any fare policy can ZVT ZVT ZVT ZVT +
Use caS(:r 5: With Transaction be applicab!e infclud- _ch%ckk
Authenticate |]ogs ing concession fares, in bac
customer : seasons tickets and office
with payment With TDA a mixture of prepaid
application product and “Pay As
You Go”

NOTE The use case 2 “ Access with PTO product in payment application” can only be applicable for payment

application with TDA. A branding distinction should be defined to enable cardholders to know whether or not
their payment applicable has TDA and therefore can be used for storing a PTO product.
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7.1 Revenue protection and inspection

The validation terminal may be online but it is proposed that all transactions be performed off-line. The
terminal online capability is used to maintain the live deny list distribution.

Inuse cases 3,4 and 5, the use of the payment application without TDA may produce no evidence of validation.
Revenue inspectors can use HHT with contactless capability to connect with the payment application.

Several solutions can be envisaged:

1. The HHT accesses the payment application’s detalls viaa ZV T and attempts to query the back oifjice
for evidence of use and fare payment. This approach assumes that the HHT will have the ability] to
communicate with the back office (GPRS, WLAN, other). Where proof of use is negative,(no fare
paid)) the revenue inspector has the option to issue a penalty fare or standard fare (standard fare
may He issued if the customer was unable to transact with the terminal(s)). Note thatthere are some
legal |ssues related to automatic charging of penalties. Different regulations may,apply in different
counfries/regions.

0

Issues:
— Entry|validation transaction latency with respect to the back office;
— Relialility/availability of the HHT/back office communication link;
— Issuinjg a penalty fare or standard fare may hit the card’s limit(s);
— Issuirnjg of penalty fares necessitates compliance with countty/regional legislation or accepted codes.

2. The HHT performs a zero value transaction for later consumption and processing by the back offilce.
The HHT may operate in an off-line (no live communications with the back office) mode althoygh
this will limit the receipt of updated deny list.

Issues:

— The clistomer is given an extra chargeonce the ZVT is processed in the back office (this extra charge
is for fravelling without a valid permitto travel);

— Consifer issuing a paper ticket/reference as proof of validation action;
— Need [to identify merchant@quipment for later cardholder statement;

— Issuinjg of penalty fareSnecessitates compliance with country/regional legislation or accepted codes.

3. A vistial check fromr-a list of last four digits of used payment application PANs printed from the
terminal can alsg’be performed in case of bus/tram inspection.

4. Wherg present, the TDA or transaction log may be interrogated by the HHT in order to determjne
whether data relevant to the process of revenue protection and inspection is present.

8 Security of payment applications

Security of the payment application is defined by the payment industry. The PTO needs to be protected
againstsecurity flaws that may expose their customer data (in the TDA) or generate some fraud concerns.
Liability for security flaws will be specified in the merchant acquiring contract.

The level of security for the contents of permanent and transient TDA should be PTO defined.

Each transport operator should be free to define and use additional levels of security when writing its
own data into TDA, for example:

— checksum for data integrity;
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— signature for data origin authentication;
— encryption for data privacy;
— counter implementation for anti-replay protection.

The security applied by the transport operator only aims at protecting data between writing operations
done through issuance or at an entry gate and reading operations done during inspection or at a
connecting or exit gate. Both read and write operations are under the sole control of PT organization
and only rely on the cryptographic capabilities of their terminal application implemented in their front
end equipment.

As|a consequence, the additional level of security that may be selected by the transport operafor should
haye no impact on payment application specifications.

9 | Condition for use in a multi-application context

9.1 Using payment application in a multi-application media

In jorder to facilitate the acceptance of customer media hosting a payment application by the PT front
enfl equipment, customer media may rely on ISO/TR 24014-3[3] when payment application is|issued on
mylti-application customer media.

[Req.24] When issued on a multi-application media, paynient application and hosting customer media
mgy comply with ISO/TR 24014-3[3] requirements.

9.2 PTO Participation in the life cycle management of payment applications

=

Transport operators may be involved in the dssuance process of payment applications to| store for
example a customer profile in the permanentTDA.

Thle personalisation process of the perfmanent TDA during issuance process should comply with the
folJowing requirements:

[Re¢q. 25] In case of PTO protected TDA, the keyset(s) used for securing the permaEent TDA
pefsonalisation is managed py'the transport operator and should not need to be known by thg issuer.

[Reéq. 26]  The issuer should be able to force termination of the permanent TDA under agreement of
the¢ owning PTO.

9.3 Paymentapplication selection

Mylti-appli¢ation customer media may host several applications: ticketing and payment applications but
aldo multiple payment applications.

Rgles for determining which application is selected first by a transit validation terminal shoyld remain
3 PF

£ 1 -
I'U CIIUICC,

Rules for selecting payment application when several payment applications are present should
be managed according to payment industry rules and consistently with others payment terminal
implementations. Notice that this selection may be subject to regional competition regulations.

The public transportindustry does not intend to specify those rules but are awaiting clear specifications
from payment application schemes or banking standardization organisations on this subject.

Additionally, when several payment applications are present in a payment application (or any medium
without a user interface) and supported by the POS terminal, some regulation rules may impose to offer
a choice to the cardholder. In the context of payment at the gates, there may be no user interface to
propose a choice to the end user and PTO don’t want to implement a validation terminal user interface
simply for handling payment application selection.
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[Req.27] EachPTO should be able to define the sequence used for application selection by its validation
terminal when several (payment and non-payment) applications are supported.

[Req.28] When multiple payment applications are present, the payment application should be selected
by the validation terminal according to the priority rules defined by the payment industry (for example
according PPSE priority list for EMV applications) and the applicable regulations.

[Req. 7]  When multiple payment applications are present in a customer medial without any user
interface, the payment application should be selected by the validation terminal without requiring for
any end user interaction.

10 Testfand certification of payment applications

10.1 Ease of integration into front end equipment

Transporf operators are not keen on multiplying the number of payment application$.to be integrated
in their fijont end equipment to offer the largest acceptance of payment products’So far, contactlg¢ss
payment ppplications are payment application scheme specific, and hence only require having gqne
integration (and certification) process per payment application scheme (American Express, Discover,
JCB Intl, MasterCard, VISA).

Transporf operators are therefore expecting that the payments industry provides them with a unique
front end|terminal set of functions able to cope with all of the dvailable scheme-based contactlgss
payment applications, whatever the payment application issuer is: Logically, transport operators gre
also expegting a unique certification process for payment application integration to replace the curr¢nt
contactleds payment application scheme specific processes.

Front end|equipment should be able to recognize when selécting a payment application whether or not
permanent and transient TDA are available and need’to be able to respond appropriately if a TD4 is
required but not there.

10.2 RF protocol testing

All the applications present in the PT front end equipment may likely share the same HW platform (RF
coupler) for handling the RF commuumnieation.

The RF prjotocol implementation ‘'er the PT front end equipment accepting payment application shoyild
fulfil the following requirements:

[Req.30] |Frontend equipment should supportISO/IEC 14443 types Aand B RF communication protocpls
(141,(5],[6] gndl[7Z]) to enable/contactless access with the secure element (SE) payment application.

[Req. 31] | Additional payment industry requirements about RF protocol implementation should not
restrict RF protdcol interoperability and deprecate performance of RF data exchanges.

10.3 (SED payment appli(‘aﬁnn certification
The SE of a customer media may host one or several applications.
In case of SE hosting multiple applications, PT organizations expect that:

[Req.32] Each application environment should be isolated from each other. No access to application
data are possible from another application except for application offering a shared interface.

[Req. 33] Certification from the bank or payment application scheme remains valid when other
applications are added to, modified or removed from the SE.
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10.5 Tra

nsaction time

The target given in this Technical Report is that payment application/reader interactions should be
completed within 350 ms at validation point with high passenger throughput and in no more than

500 msin

all other cases.

Two types of performance requirements are then defined, according to passenger throughput
requirement defined by the PTO at the point of validation.

The payment application (on a given customer media) and the validation equipment should jointly meet
the required performance requirement. The split of the processing time hetween the customer me

dia

hosting th
Technical

[Req. 9]

e payment application and the validation terminal will be defined in the next version ofit
Report.

The transaction time when using a payment application at a validation terminal with criti

throughpiit requirement should be limited to a maximum of 350 msec inclusive of:

— Paym
— Term

[Reg. 38]

ent application processing time with eventual TDA handling.
nal processing time including security list verification.

Transaction time when using a payment application at a validation terminal with non-criti

throughpiit requirement should be limited to a maximum of 500 msec inclusive of:

— Paym
— Term

But exclug

11 Cust
The archi

Data stord

ent application processing time with eventual TDA handlifg)
nal processing time including security list verification.

ive of any eventual user interaction time with the.validation terminal.

pmer data privacy
ecture should be designed so that the national privacy laws can be enforced.

ge and data exchanges between(transport operators and payment institutions should com

with the gpplicable privacy legal requirements and should enable:

— Thep
— Apro

That meat
any entity

For exam
organizat

ossibility to get an anonymous accessibility and usage of the transport network,
fection against the abusive usage and dissemination of personal data.

1s that, unless the-customer gives his explicit consent, all customer personal data collected
should remaih confidential and not accessible by other entities.

ble, as a gonsequence, when payment application ID or customer age is requested by the
on, the-RT organization has to ask the customer to retrieve this information.

his

cal

cal

by
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(informative)

Business rules checklist for using payment applications

This Annex deals with topics that are not in the scope of the present Technical Report. This can provide
usfful background information for those PTOs considering using contactless payment applications
either on their own or in combination with a PTO issued application:

—| Commercial negotiations between PTOs and issuer/acquirer partners;

—| Options for providing interoperability between PTOs using payment application as a farg media.

A.l1 Outline of the payment industry model

e Authentication I,:ngﬁg&m
Transaction
begins
I Cardholder
ssuer
Merchant -
ﬁ'} -
o Merchant Payment 5, | Cardholder Payment

Figure A.1

[with thanks to-MasterCard]

e payment)industry uses a number of models to characterize payment processes. The prpcess that
generally"underpins the use of payment applications for transport payment is shown in Figure A.1.

is known as the “Four party domain” model, the domains being the merchant (the PTO in oui case), the
[ET;, the IeT and the cardnoider, 1n this model, the mMercnant nas a contract witirand conaucts all its
payment business through its acquirer, irrespective of the issuer of the payment application or the type of
payment application scheme used. This includes all commercial terms, evidences of equipment certification,
requests for authorization, requests for payment, enquiries and chargebacks. The payment application
scheme imposes its rules on the acquirer which may reflect them in the contract it has with a merchant.

The cardholder has a contract solely with the issuer. Payment application scheme rules that affect that
relationship will also be included in that contract. Separately to his issuer contract, cardholder may also
be required by the PTO to accept their conditions of carriage via a separate agreement.

On presentation of a payment application, the Merchant may request payment authorization from the
Issuerviathe Acquirer (“online authorisation”). In some cases, and especially in transit systems, payment
may be made offline based on an authorization from the payment application itself. In either case a
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process of authentication is required to ensure that the payment application presented was genuine.
Subsequently the Merchant makes a request for payment. The payment application scheme network
links the Acquirer and the Issuer. It is the Issuer who produces the authorization response based on
data generated by the payment application and its own secret keys. The Acquirer pays the Merchant on
the basis of a settlement request and claims an equivalent payment from the Issuer. The Issuer will take
payment from the Cardholder according to the contract terms, either immediately (with a debit card) or
after a period of time (with a credit or charge card).

It is possible for Merchants and Issuers to have agreements to co-branded cards which carry both
payment application scheme and Merchant branding and this is foreseen in the area of payment for
transportrhrthiscase atthougthrthecardas aMerchant bramd o it itis treatedimrexactly thesame way
as any otHer payment application, in terms of use, authorization and payment.

These co-pranded/co-issued cards may be valid for more than one bank and/or one or more payment
applicatiopschemes.Insome caseshowever,themerchant(PTO) mayevenonlyaccepttheseca=branded/fo-
issued cards, and issuer and acquirer roles may be ensured by the same payment institution.

So each P70, asamerchant, may then partner directly with an issuer, an issuer/acquirér.or justan acquiger.

A.2 Comsiderations of special cases of payment applications

There are|certain types of payment applications that need consideration-in the design of a scheme for
transport/payment based on payment institution-issued cards or cosbranded cards.

A.2.1 Online authorization cards

The first fype is cards that require online authorization, sui¢h as those magstripe emulation payment
applications issued in the USA. If these are presented at a gate or validator then they can be treated
the same |Jas payment application that support offlineauthorization where the PTO allows “deferfed
authorisation” (see 6.5.2) and as long as the payment 'scheme requirements for authentication are met.
In this cade, PTO should accept the risk that payment authorization is declined after having given access
to the carglholder. If PTO does not want to endorse such risk and wants to take transport payment at the
point of a¢cess, an unusually fast (at least for2011) communication network will be required to suppprt
online authorization. Otherwise, it will not-be possible to use these online authorization cards because
of the excegssive time for the online authorization.

A.2.2 Prepaid cards

The second special case is cards that are not associated with a named bank account. Pre-paid cards are
sometimefs but not alwaysprovided to offer payment application functionality to those not normglly
able or entitled to holda'bank account, for example minors. These cards can be personal or anonymaus
and somefimes require online authorization. Similarly as for online authorization cards, PTOs shotild
“deferred’authorisation” after access and accept the risk to face a declined authorization|or
an ustally fast (at least for 2011) communication network to support online authorizatiop if
they want| to’take transport payment at the point of access.

A.2.3 Purse cards

The third special case is where the card holds a purse that defines the amount of money that can be
spent. For a transport network with back office centric fare computation, it is difficult to consider
allowing this purse application to be used as there will always be a problem to keep the purse on the
media in synchronisation with the amount of money left to spend, unless as for NFC phones there may
be a means to remotely update the purse balance. Additionally, knowing that most purse applications
are issuer specific, their acceptations will require a single integration into the validation terminals per
issuer rather than per payment application scheme.
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