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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance 'ate
describefd in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorialrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentiof is drawn to the possibility that some of the elements of this document may be the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patentrights. Details pf
any patept rights identified during the development of the document will be in the Thtroduction and/¢r
on the IS0 list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does n¢t
constitufe an endorsement.

For an ¢xplanation on the meaning of ISO specific terms and;‘expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical Barriers
to Trade|(TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is [SO/TC 245, Health informatics.

ISO/TR 14639 consists of the following parts, undep,the general title Health informatics — Capacity-
based eHealth architecture roadmap:

— Part|1: Overview of national eHealth initiatives

— Part|2: Architectural components andimaturity model

iv © ISO 2014 - All rights reserved
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Introduction

ISO/TC 215 has identified that there is an urgent need to provide International Standards for health
information architectures that includes requirements tailored also to low- and middle-income countries
with relatively immature resources available. A Public Health Task Force of international experts,
established by TC 215, has developed a report outlining the challenges these countries face and some of
the relevant standardization strategies.

This part of ISO/TR 14639 provides a guide to best practice business requirements and principles for

p

¢

—3

anning the use oI Information and communications technology (IC1) to support the deye
cpordination, and delivery of healthcare services by countries and subordinate health authoriti
alcountry.

Opne of the activities motivating this work originates from a meeting in March 2010;,in"Bellagigq
kplore how the “digital divide” between high-income and low-income countries.could be addr¢

he following observations were noted.

There is a surge of interest in the development of eHealth infostructure to support effectiy
Information Systems (HIS) in low-income countries, including rfesponding to disease ot

lopment,
bs within

, [taly to
bssed.[10]

re Health
itbreaks,

monitoring the health status of the population, and improving hoth public and individual health.

Health informatics International Standards help countries,to’'make the proper decisions r
their eHealth architecture such that they can strengtlien their health systems. HIS arch
that are non-proprietary and based on International’\Standards are likely to be more ro
future-proof.

The use of health informatics International Standards in low-income countries is hamp
to lack of knowledge and awareness about appropriate standards, affordable access to s
and implementation guides, and little participation in Standards Development Organizati
activities due to little or no funding to support such engagement.

pgarding
tectures
bust and

ered due
rfandards
bn (SDO)

Existing international health informatics International Standards insufficiently addfess the

needs of low-income countries:(KICs) for developing their monitoring, public health, an
care systems. An example of this is mobile computing and the use of SMS for transmittin
information, reminders, and ‘alerts. Thus, the participation of LICs in the International S
development process is/essential.

Participation in IS@-activities requires a national standards organization or government dej
as an official member of ISO.

Development)of International Standards has a cost. A significant amount of money and tiy
to be inyésted in preparation of documents, commenting on proposals, and participatio
meetings and for adopting, adapting, and localization of standards. These costs represent ¢
bareierto the participation of low-income countries.

Access to International Standards also comes with a cost that is often prohibitive for pe

1 patient
o patient
fandards

artment

ne needs
n in SDO
genuine

ople and

h)

j)

There is recognition that the business model of some SDOs is based on the sale of International

Standards to support the standards development process and operating expenses.

HIS strengthening can be promoted by using commonly shared International Standards to carry out
Monitoring and Evaluation (M & E) activities for government bodies, international organizations,

donors, and other interested parties.

There are duplications and overlaps in health informatics International Standards across

multiple

SDOs. Low-income countries require a single set of usable International Standards based on the
work of ISO/TC 215, HL7, and CEN/TC 251 Joint Initiative Council (JIC) to harmonize International

© IS0 2014 - All rights reserved
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Standards and facilitate the global, international adoption, and adaption of organizational and
regional standards based on the ISO standards process.

k) Promotion of International Standards worldwide is consistent with the ISO mission yet barriers
exist to the achievement of this objective.

While not all of these observations are addressed within the scope of this Technical Report, the report
is an attempt to respond to some of these observations, providing a robust framework for low-income
countries for their eHealth architecture planning and health system development. The other items are
intended to be addressed in due course.

This part of ISO/TR 14639 examines various activities and associated criteria for the effective use*pf
informatlion and communication technology (ICT) in support of health service delivery, plannifhg, and
coordindtion. It aims to provide relevant guidance on uses of information, based on model gritéria hy
which d¢velopment of eHealth capability can be planned and progress toward its mature uSe can he
assessed,.

In prepqring this part of ISO/TR 14639, the original aim was to provide guidance for developir
and emerging countries and for the many international groups that conduct héalth programs in tk
developihg and emerging world. As the work proceeded, it became clear that.the work is more wide
applicable to all health services and that there are potential lessons for all-as-they examine the way

which information is produced, managed, and used in various aspects of their work. The identificatig
of relevgnt health informatics standards and the role of international standardization in support pf
eHealth were also important drivers.

S5 85 < @09

This parf of ISO/TR 14639 builds on lessons from many countries; including those whose activities are
summarjzed in ISO/TR 14639-1 and was, in large part, inspited by experience with the Health Metri¢s
Network (WHO/HMN Framework) activities sponsored by the World Health Organization (WHQ).
The particular focus of this part of ISO/TR 14639 is the.potential for ICT to assist in the collectiop,
communlication, storage, processing, and use of infetmation to support the delivery, planning, arld
coordindtion of health services; however, it also recognizes the importance of initial measures that
involve paper-based collection and the need fog-a migration path from manual to semi-automated {o
fully autpmated information management systems.

The entefprise-wide business reference afchitecture described in this part of ISO/TR 14639 representsa
starting point for the enterprise viewpointor business layer of a comprehensive enterprise architecturg,
which wpuld include other layers orwiewpoints, such as the information/data, computational/functiop,
engineet]ing, and technology perspectives. This model would serve, for example, to assist in identifying
initiativgs and exploring the attributes of the components that would form a national eHealth strategy.

A comprghensive enterprise-architecture is typically set up and maintained using a structured process
that invdlves the following:

a) an organized approach to ensuring that investments in ICT technology and information systems
meef overallpriorities for effective operation and delivery of healthcare services and the informatidn
needed for,their planning, development, and continuous improvement;

b) idenfifying and describing the main attributes of the eHealth information services, components,
activities, and policies needed to support the operational requirements for health services within a
jurisdiction (or organization);

c) development of structured requirements for more detailed planning and investment in health
information systems and for the development and dissemination of health information policies.

Where relevant, this part of ISO/TR 14639 takes advantage of and makes reference to the principles,
policies, and specifications set out in relevant International Standards and existing architectural
frameworks commonly used in the health sector including: ISO 12967, Health Informatics Service
Architecture (HISA),[11[2][3] the vision and principles of the World Economic Forum (WEF) Global Health
Data Charterl4] as seen in Annex A, and the Health Enterprise Architecture Framework (HEAF).[3]
A layered approach to structuring of information architectures and models is proposed in this part
of ISO/TR 14639, based on similar approaches such as the General Component Model introduced in

vi © ISO 2014 - All rights reserved
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Annex B,[6] the WHO Health Metrics Network Framework,[Z] TOGAF,[8] and the Zachman framework.[9]
In particular, HISA and the HEAF have been developed specifically to assist in the process of defining
eHealth architectures for use in health services. See Annex C for more information on HISA. A short list
of selected health informatics International Standards upon which the architectural components are
based is found in Annex D. See 6.1.4 regarding governance and national ownership of eHealth standards
adoption and implementation.

In May 2012, WHO and ITU published a National eHealth Strategy Toolkit[23] that embodies most of the
concepts relevant to an Enterprise Architecture, tailored to the creation of a National eHealth Strategy.
This resulted in a process that is exhaustive yet streamlined and easier to understand and a

pply. The

—3

0
M
a
e

T
a
a

\ml

bolkit presents a thorough step-by-step set of methods, checklists, and examples to be used by
- region-level managers when developing an eHealth Strategic Vision, an eHealth Actipn“PI4
onitoring and Evaluation Plan. The WHO-ITU National eHealth Strategy Toolkit and ISO/TR
nd this part of ISO/TR 14639 form a complementary set of tools for the design and’ deploym
Health architecture.

he architectural components and their characteristics as described in this<part of ISO/T
e designed to be reviewed and, where appropriate, adopted by countries and subordinat
Iithorities at a level relevant to their specific needs. In particular:

architectures or as a means of assessing and improving eHealth'maturity.

Each component is configurable to meet local needs by~describing characteristics indic3
range of capability from the most basic through to the’highly advanced.

The characteristics of various capacity levels foreach component form the basis of the ur
maturity model.

Typical starting points for the development.af capability are provided for each of the comp
the lowest maturity level, together with.tlie basic principles the architecture should adher

There is an emphasis on developing‘appropriately layered, well-structured eHealth arch
with well-defined and preferably standardized interfaces between the various compon
layers.

There is a particular focus.on potential eHealth requirements relevant to low- and middl
(LMIC) countries.

country
in, and a
14639-1
ent of an

R 14639
e health

The components and characteristics may be used as model reqairements in developing efterprise

tive of a
derlying
bnents at
e to.

tectures

ents and

P-income
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Health informatics — Capacity-based eHealth architecture

roadmap —

Part 2:
I model

This part of ISO/TR 14639 provides a guide to best practice business requirements and prin

riples for

cpuntries and their subordinate health authorities planning and implementingthe use of infprmation

ahd communications technology (ICT) to support the delivery and developmerit 6f healthcare. A
r¢ference architecture is described in terms of components and capabilitiég‘that health author
uke as a framework for building their own eHealth architectures and also for measuring the m3
their health systems’ use of ICT to support the delivery and development of healthcare.

I§is worth noting that while this part of ISO/TR 14639 was develeped with a particular view td
Iqw- and middle-income countries, it can also be a useful guidé-for any country. Even if maturif
if) some aspects, highly developed countries may still need,advice on architectural components
appects of a total eHealth system.

The development of eHealth architectures based on the guidelines set out in this part of ISO/']
will facilitate and optimize investments in Health\[hformation Systems to achieve the followin

a) information being used cost-effectively for,;improvement of health services;

b) health information being harmonized;consistent, accessible, and able to be used effectivel

about health services, treatment, and delivery of care;

d) appropriate informationsbeing available to support evidence-based practice and health
planning, health services quality, and safety and to improve public health;

e] improving accessibility to healthcare services;

f] supporting harmonization of Health Information Systems and health information standar

ot

tis envisagedthat this part of ISO/TR 14639 will be a valuable source of information for
personnel responsible for health services policy, planning, and provision,

those developing health information resources and eHealth policy at national and sub

business
ties may
turity of

support
y is high
for some

R 14639
E goals:

s

c] patients, health professionals, arid policy-makers having the right data available to make dlecisions

services

1s.

ordinate

i) non-governmental organizations (NGOs) and others seeking to support or implement systems for
information gathering, statistics, and care delivery in developing and emerging economies,

j) developers and implementers of Health Information Systems and services,
k) academic and research institutions and students in health informatics, and

1) other stakeholders in the health sector.

This part of ISO/TR 14639 also proposes a maturity model and methodology that organizations may

consider in developing and evolving their eHealth capacities in specified areas of operational c

apability

from low to medium to high levels. The proposed business reference architecture identifies components

© IS0 2014 - All rights reserved
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and capabilities needed to support various health service activities along with the governance,
infostructure, and ICT infrastructure that is necessary for the effective and efficient use of information
in the delivery and development of health services.

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

2.11

architeqturesystem

<genera

guideling¢s governing their design and evolution over time

[SOURCH: Adapted from Open Group Architecture Framework (TOGAF), 2009.]

2.1.2

architedture system

<data>
inter-rel

[SOURCH
Advance

Note 1 to

2.2
busines
referenc

(functional, non-functional, and relevant supporting processes) for an enterprise, which the overgl

enterpri

[SOURCH
architect

Note 1 td
served th
business

Note 2 to

2.3
care pla

personalri]zed statement.of planned healthcare activities relating to one or more specified health issuels

[SOURCE

2.4
chronic

structure of components, their functions, and their inter-relationships and the principles atd

scription of the structure and behaviour of a system, a system’s componéits, its functions and
htionships

: Adapted from Blobel B., Application of the Component Paradigmor Analysis and Design pf
d Health System Architectures, 2000.]

entry: See definition of system architecture (2.74).

5 reference architecture
b architecture that is evolved based on a set of Adentified, high-level business requirements

)

be strategy and its infrastructure (business and IT) must support

: Adapted from IBM Tivoli Reference Architectures and the SKMT definitions of busine$s
ure from Canada Health Infoway.]

entry: This architecture also needs,to take into consideration the “wants and needs” of the clients
at may not map exactly to business drivers but nonetheless offer functional value to clients. It is the
‘blueprint” for how a technical.project will roll out and what it is trying to accomplish.

entry: See definition of refepence architecture (2.65).

: EN 13940¢1:2007]

disease

health c

A543 £ o d 43 ]
IITUILIUIT Ul I T11IUIILIIS UUl dtlUll Ul lUllsCl

[SOURCE: U.S. Centers for Disease Control and Prevention (CDC) National Center for Health Statistics]

2.5

classification
terminology which aggregates data at a prescribed level of abstraction for a particular domain

[SOURCE: ISO/TS 17117:2002]

2.6
client

person receiving social or medical services

© ISO 2014 - All rights reserved
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2.7
clinical data warehouse
CDW

grouping of data pertaining to a health system or sub-system, possibly of diverse sources, accessible
by a single data management system that enables secondary data analysis for questions relevant to
understanding the functioning of that health system or sub-system, and hence supporting proper

maintenance and improvement of that system or sub-system

[SOURCE: Adapted from ISO/TR 22221:2006.]

=z

pte 1 to entry: A CDW tends not to be used 1n real-time; however, depending on the rapidity of transter
the data warehouse and data integrity, near real-time applications are not excluded.

8
inical decision support
rpe of system that assists healthcare providers in making medical decisions

S on

—

JOURCE: Health Level Seven International (HL7)]

=z

pte 1 to entry: These types of systems typically require input of patient-specific clinical variables
¢sult, provide patient-specific recommendations.

—

219
inical information
nformation about a person, relevant to his or her health or hiealthcare

- o

—

JOURCE: ISO 13606-1:2008]

N

10
inical process
¢tofinterrelated or interacting healthcare actitities performed by one or more healthcare prof

2 =)

—

JOURCE: ISO 18308:2011]

2111

clinical vocabulary

system of standardizing the terms used in describing client-centred health and health servic
cpncepts

[$OURCE: ISO/TS 22789:2010]

2112

community-basedservices

blend of healthyand social services provided to an individual or family at his/her place of resi
at other nonsinistitutional locations within the community for the purposes of promoting, mai
0
h

blp and'self-care

of data to

and, as a

bssionals

b-related

dence or
ntaining,

" restorifig)health, minimizing the effects of illness and disability, and supporting and facilitating self-

vices for

[§OURCE: Adapted from WHO 2004 A Glossary of Terms for Community Healthcare and Ser

der rersons.|

Note 1 to entry: Services and programs can include visiting nurses, delivered meals, home care, palliative care,

community mental health, health education, screening, immunizations, family planning, sexual health,

© IS0 2014 - All rights reserved
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2.13

country income

classification of all World Bank member countries and all other economies with populations of more
than 30,000 (213 total)

[SOURCE: World Bank Country Classification]
Note 1 to entry: Economies are divided according to 2009 GNI per capita, calculated using the World Bank Atlas

method. The groups are: low income, $995 or less; lower middle income, $996 to $3,945; upper middle income,
$3,946 to $12,195; and high income, $12,196 or more.

2.14
data wafehouse
grouping of data, possibly of diverse courses, pertaining to a system or sub-system, accessible by asingle
data mampagement system that enables secondary data analysis for questions relevant to understanding
the fundtioning of that system or sub-system, and hence supporting its proper maintenance and
improvement

[SOURCH: Adapted from ISO/TR 22221:2006.]

Note 1 to pntry: A data warehouse tends not to be used in real-time; however, dependingon the rapidity of transfer
of data to[the data warehouse and data integrity, near real-time applications are fietexcluded.

2.15
eHealth
use of information and communication technologies (ICT) for hedlth

[SOURCH: World Health Organization (WHO) eHealth]

Note 1 td entry: In its broadest sense, eHealth is about improving the flow of information, through electronjic
means, tq support the delivery of health services and the mahagement of health systems.[93]

Note 2 to pntry: Health and health-related fields includehealthcare services, health surveillance, health literature
and health education, knowledge, and research.[26]

2.16
eHealth|architecture
architecfure of a system of eHealth components and services

[SOURCH: ISO 18308:2011]

2171
electroinlic health record
EHR
<general> informatiénrrelevant to the wellness, health, and healthcare of an individual, in computef-
processable formyand represented according to a standardized information model

[SOURCH: ISO'$8308:2011]

2.17.2
electronic health record

EHR

<data> longitudinal electronic record of an individual that contains or virtually interlines to data in
multiple EMRs and EPRs, which is to be shared and/or interoperable across healthcare settings and is
patient-centric

[SOURCE: Adapted from ISO 18308:2011.]
Note 1 to entry: EHRs often capture data from multiple point-of-service systems and enable authorized access by

the various providers of care to pertinent patient data across multiple service delivery locations or organizations
in order to ensure continuity of care for the patient.

4 © ISO 2014 - All rights reserved
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2.18

electronic health record architecture

EHRA

formal description of a system of components and services for recording, retrieving, and handling
information in electronic health records

[SOURCE: ISO 18308:2011]

2.19
electronic medical record
EMR
electronic record of an individual in a physician’s office or clinic, which is typically in one settipg and is
provider-centric

[SOURCE: European 2011 eHealth Strategies Final Report, January 2011]

2120

enterprise architecture
EA

rigorous description of the structure of an enterprise, which comprises enterprise components
(business entities), the externally visible properties of those components, and the relationships (e.g. the
behaviour) between them

[§OURCE: Blobel B. Architectural; Methods Inf Med 2010 — miedified]

Npte 1 to entry: An enterprise architecture describes the terminglogy, the composition of enterprise corhponents,
and their relationships with the external environment and the\guiding principles for the requirements (analysis),
design, and evolution of an enterprise. This description is‘comprehensive, including enterprise goals| business
pfocesses, roles, organizational structures, organizational behaviours, business information, |software
applications, and computer systems.

2(21
health
state of complete physical, mental, and “social well-being and not merely the absence of disease or
infirmity

[§OURCE: World Health Organization (WHO)]

22
ealth condition
Epect of a person or-group’s health that requires some form of intervention

LS5 N

Npte 1 to entry: These interventions could be anticipatory or prospective, such as enhancing wellness| wellness
promotion, or illness prevention (e.g. immunization).

[SOURCE:4SO/TR 12773-2:2009]
2|23

health information

i|?f . ; 1 - N

[SOURCE: ISO 18308:2011, 3.28]

2.24

health information system

HIS

system that combines vital and health statistical data from multiple sources to derive information and
make decisions about health needs, health resources, health costs, uses of health services, and outcomes
of healthcare

[SOURCE: Adapted from Canada Health Infoway, pan- Canadian Standards Electronic Drug Messaging
(CeRx) Standards 1 -2010/03/29.]

© IS0 2014 - All rights reserved 5
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2.25

health infostructure

foundational and up-to-date information and communications technologies (ICTs) developed, adopted,
and implemented in the healthcare system to allow people (the general public, patients, and caregivers,
as well as healthcare providers, health managers, health policymakers, and health researchers) to
communicate with each other and assist them to make informed decisions about their own health, the
health of others, and the health system

[SOURCE: Adapted from Canada’s Health Infostructure, Health Canada.]

2.26
health i§sue
issue relpted to the health of a subject of care, as identified or stated by a specific healthcare party

[SOURCH: EN 13940-1:2007]

2.27
health record extract
attestable unit of communication of all or part of a health record

[SOURCH: ISO/TR 12773-2:2009]

2.28
health summary record
HSR
health rgcord extract comprising a standardized collection ofclinical and contextual informatign
(retrospective, concurrent, prospective) that provides a snapshot in time of a subject of care’s health
informatlion and healthcare

[SOURCH: ISO/TR 12773-2:2009]

2.29
health system
combinafion of components, activities, prodesses, and policies intended to promote, restore, arjd
maintain health

[SOURCH: Adapted from WHO HealthSystem Strengthening Glossary.]

2.30
health worker
person epgaged in actions thatare primarily intended to enhance health

[SOURCH: Adapted fronrWorld Health Report, January 01, 2006.]

Note 1 tofentry: This term also includes healthcare worker.

2.31
healthcare
activitie;I, services, or supplies related to the health of an individual

[SOURCE: EN 13940-1:2007]

2.32

healthcare activity

activity performed for a subject of care with the intention of directly or indirectly improving or
maintaining the health of that subject of care

[SOURCE: EN 13940-1:2007]

6 © ISO 2014 - All rights reserved
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2.33

healthcare professional

person authorized to be involved in the direct provision of certain healthcare provider activities in a
jurisdiction according to a mechanism recognized in that jurisdiction

[SOURCE: Adapted from EN 13940-1:2007]

2.34
healthcare provider
healthcare professional or an organization involved in the direct provision of healthcare

OURCE: EN 13940-1:2007]

efonomies with populations of more than 30,000 (213 total). Economies are divided according to 200P GNI per
capita, calculated using the World Bank Atlas method. The groups arée:low income, $995 or less; lowgr middle

dpcumentation that defines structure and semantic§&of medical documents for the purpose of ¢xchange
OURCE: ISO/TR 18307:2001]

Npte 1 to entry: CDA documents are encoded. ifi-extensible mark-up language (XML). They derive theiif meaning
filom the HL7 Reference Information Model*(RIM) and use the HL7 Version 3 Data Types, which are plart of the
HIL7 RIM.

2147

HL7 v2.x (version 2.x)
s¢ries of electronic messagesto support administrative, logistical, financial, as well as clinical processes,
nd primarily uses a textual, non-XML encoding syntax based on delimiters[18][190]

o8]

[§OURCE: Health Level Seven International]

2|48
hpspital information system
system thatys used by end-users at the point-of-care or service, in this instance, a hospital

[§OURCE: Adapted from Canadian definition of point-of-care or point-of-service system in the SKMT
Glassary Tool.]

2.49

integrated data repository

IDR

component of a health infostructure that maintains and manages the integrated common information
generated in real-time by consolidating data from a variety of clinical sources to present a unified view
(together with the related and required classifications, terminologies, ontologies, etc.), regarding the
core business of the healthcare enterprise

Note 1 to entry: An IDR is also a key component of enterprise architecture modelling. Enterprise architecture is
foundational for developing a health infostructure.

Note 2 to entry: The IDR can also be used for secondary purposes such as surveys, clinical research, statistics,
reporting, and analysis.
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Note 3 to entry: See definitions of health infostructure and enterprise architecture from References [36] and [30].

2.50

integrated disease surveillance (Africa Region)

IDSR

strategy by WHO African Region that includes communicable and non-communicable health conditions
and events

[SOURCE: Integrated Disease Surveillance — WHO Regional Office for Africa]

2.51
interoperability
ability of two or more systems or components to exchange information and to use the information that
has been exchanged

Note 1 tofentry: See semantic interoperability (2.70) and syntactic interoperability (2.73).
[SOURCH: ISO/TS 27790:2009, 3.39, modified to add note to entry]

2.52
low-incgme country
LIC
low-income country as defined by the World Bank where income is USB, 1,005 gross national inconje
(GNI) pef capita or less, calculated using the World Bank Atlas method

[SOURCH: Adapted from World Bank Country Classifications.]

Note 1 td entry: An LIC is part of the classification system of allkWorld Bank member countries and all other
economigs with populations of more than 30,000 (213 total). Ecenomies are divided according to 2009 GNI per
capita, callculated using the World Bank Atlas method. The groups are: low income, $995 or less; lower midd|e
income, $996 to $3,945; upper middle income, $3,946 to $12;195; and high income, $12,196 or more.

2.53
maturity model
setof strictured levels that describe how wellthe behaviours, practices, and processes of an organizatiqn
can reliaply and sustainably produce required outcomes

2.54
middle-jncome country
MIC
middle-ihcome country as defined by the World Bank country where income is between USD 1,005 and
12,275 gross national inconte’(GNI) per capita or less, calculated using the World Bank Atlas method

[SOURCH: Adapted frem World Bank Country Classifications]

Note 1 to pntry: AndMIC is part of the classification system of all World Bank member countries (187) and all other
economigs with pepulations of more than 30,000 (213 total). Economies are divided according to 2009 GNI per
capita, callculated using the World Bank Atlas method. The groups are: low income, $995 or less; lower midd|e
income, $P96.to $3,945; upper middle income, $3,946 to $12,195; and high income, $12,196 or more.

Note 2 to entry: The MIC group is also split into Lower-Middle and Upper-Middle, below and above US $3,975
respectively.

2.55

monitoring and evaluation

M&E

routine trackingofthe key elements of program/project performance, usually inputsand outputs, through
record-keeping, regular reporting and surveillance systems, as well as health facility observation and
client surveys, and the episodic assessment of the change in targeted results that can be attributed to
the program or project/project intervention

[SOURCE: Global Fund for AIDS, Tuberculosis, and Malaria (GFATM) Monitoring and Evaluation]
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2.56
notifiable disease
any disease that is required by law to be reported to government authorities[40]

Note 1 to entry: The 2005 WHO International Health Regulations (IHR) provides a list of events that involves

cases of specific reportable diseases and reporting mechanisms.

2.57
organization
unique framework of authority within which a person or persons act or are designated to act

towards

SQTE purpose

—

JOURCE: Adapted from ISO/IEC 6523-1:1998, 3.1.]

2|58
phtient
dividual who is a subject of care

—e

—

JOURCE: Adapted from ISO/TR 20514:2005, 2.30]

2{59

personal health information

information that concerns a person’s health, health history, health.treatment, or genetic chara(
if) a form that enables the person to be identified

[$OURCE: Adapted from ISO/TR 18307:2001]

2160

personal health record

PHR

r¢presentation of information regarding or relevant to the health, including wellness, developn
welfare of a subject of care, which may be stand-alone or integrating health information from
spurces, and for which the individual, or.their authorized representative, manages and controls
cpntent and grants permissions for acgess by and/or sharing with other parties

—

JOURCE: ISO/IEC 2382-8:1998]

N

61

plicy

yle or set of rules that-speak to one or more legal, political, organizational, functional, |
technical, or related miatters that may be expressed as obligations, permissions, or prohibition|

=

—

—

JOURCE: Adapted#from ISO/TS 22600-1:2006, 2.13.]

2162
pt:imary care

irst level of care (access to first contact), characterized mainly by longitudinality, comprehen
nd Ceordination of care for the client within the overall health system

Q —h

teristics

hent, and
multiple
the PHR

business,
S

siveness,

[SOURCE: Adapted from Starfield, B., Primary care: concept, evaluation and policy. New York, Oxford

University Press, 1992]

Note 1 to entry: May have additional features such as family counselling and community and cultural competence

2.63
privacy

freedom from intrusion into the private life or affairs of an individual when that intrusion results from

undue or illegal gathering and use of data about that individual

[SOURCE: ISO/IEC 2382-8:1998, 08.01.23]
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2.64.1

Public health surveillance

<disease> systematic collection, analysis, interpretation, and follow-up of communicable or infectious
diseasesl24]

[SOURCE: SKMT Glossary Tool]

2.64.2

Public health surveillance
<data> systematic collection, analysis and interpretation of health-related data needed for the planning,
implemejntation, and evaluation of public health practicelZe]

[SOURCH: WHO Health Topics — Public Health Surveillance]

Note 1 to|entry: These activities are usually reactive in nature and can be used to track and monitoremerging
outbreaks of illness that may influence public health wellness.

2.65
referenge architecture
in the fi¢ld of software architecture or enterprise architecture, provides a proven template solutign
for an architecture for a particular domain, as well as a common vocabuldry'with which to discusgs
implemeftations, often with the aim of stressing commonality[13]

2.66
register
formal of official recording of items, names, or actions

[SOURCH: ISO/IEC 10036:1996, 3.3]
Note 1 tolentry: This data should be maintained electronically:so that it is accessible by other systems.

2.67
registry
directory-like system that focuses solely on managing data pertaining to one conceptual entity[97]

[SOURCH: Canada Health Infoway Registry Messaging Standards]

Note 1 tofentry: In an interoperable Electronic Health Record (iEHR), the registries store, maintain, and provide
access to peripheral information not ¢ategorized as clinical in nature, but required to operationalize the EHR.

Note 2 td entry: The primary puxpose of a Registry is to respond to searches using one or more pre-defingd
parametdrs in order to find and{etrieve a unique occurrence of an entity.

Note 3 tofentry: Examples of tegistries include Client Registry, Provider Registry, Location Registry, and Consent
Registry.

2.68
roadmap
detailed |planto guide progress towards a goal

2.69

secure messaging

electronic communication between two parties that ensures only those parties can access the
communication.[29]

[SOURCE: Centers for Medicare and Medicaid Services, USA]

Note 1 to entry: The electronic message could be email or the electronic messaging function of a PHR, an online
patient portal, or any other electronic means.
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2.70
semantic interoperability
ability for data shared by systems to be understood at the level of fully defined domain concepts

[SOURCE: ISO 18308:2011, 3.45]

2.71

standard
document, established by consensus and approved by a recognised body that provides, for common and
repeated use, rules, guidelines, or characteristics for activities or their results, aimed at achievement of
the optimum degree of order In a given context

[$OURCE: ISO/IEC Guide 2:2004]

272
stibject of care
person seeking to receive, receiving, or having received healthcare

[JOURCE: EN 13940-1:2007]

2{73

syntactic interoperability
cqipability of two or more systems to communicate and exchange‘data through specified datq formats
ahd communication protocols

[JOURCE: ISO 18308:2011, 3.48]

2|74

system(s) architecture

cpnceptual model that defines the structure, behaviour, and views of a system
2|75
te¢lehealth

uke of telecommunication techniques for the purpose of providing telemedicine, medical educaltion, and
hpalth education over distance

[SOURCE: ISO/TS 16058:2004, 3:13]

2|76

vertical program

program narrow in scope as opposed to one integrated across multiple domains, e.g. single versus
njultiple diseases([24]

[§OURCE: SKMT Glossary Tool]

2{771

vpcabulary
<Homain> system of standardizing the terms used in describing a domain and the concepts rglated to
that’domain

[SOURCE: Adapted from ISO/TS 22789:2010; definition of clinical vocabulary.]

2.77.2

vocabulary

<terminology> terminological dictionary which contains designations and definitions from one or more
specific subject fields

[SOURCE: ISO 1087-1:2000, 3.7.2]
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3 Abbreviations

AIDS
CDA
eHAM
EHR

Acquired Immunodeficiency Syndrome
Clinical Document Architecture
eHealth architecture model

Electronic Health Record

EMR
HIC

HIS
HIV
HL7
HMN
HSS
ICD

ICT

IDR
IHE
IHTSDO
IMR
1SO
ISO/TC 415
IT
LIC
LIS
M&E
MIC

Llectronic Medical kecord

Health Information Custodian

Health Information System; Hospital Information System (context specific)

Human Immunodeficiency Virus
Health Level Seven
Health Metrics Network (WHO/HMN Framework)

Health System Strengthening

International Statistical Classification of Diseasesand Related Health Problems

Information and Communications Technology:
Integrated Data Repository

Integrating the Healthcare Enterprise

International Health Terminology Standards Development Organization

Indicator and Measurement-Registry
International Organization for Standardization
ISO Technical Committee 215 (Health Informatics)
Information Technology

Low Income Country

Laboratory Information System

Monitoring and Evaluation

Middle Income Country

MoH

NGO

PACS
PHR

RIS

SDMX-HD

12

Ministry of Health

Non-governmental organization

Picture Archival Communications System
Personal Health Record

Radiology Information System

Statistical Data and Metadata Exchange — Health Domain
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SNOMED CT Systematized Nomenclature of Medicine Clinical Terms

TB Tuberculosis

4 Overview of business requirements

This part of ISO/TR 14639 describes the components of an eHealth architecture supporting a
comprehensive Health Information System (HIS). Not all components will be present in a country
depending on strategic priorities and level of development.

The eHealth architecture model described in this part of ISO/TR 14639 is the result ofdigcussions
btween the ISO/TC 215 expert group, invited experts, and country representatives. Broad-based input
as sought from high-, medium-, and low-income countries and public health experts:

hps in their strategic priorities. Levels of maturity (or capacity) have been|\defined for ea¢h of the

b

\

Bly mapping existing capacity to the architectural and maturity models, countrie§’can identify|capacity
g

eHealth architecture components to facilitate this analysis.

5 Development and application of eHealth enterprise architectures

91

L1 eHealth enterprise architectures

D

Health enterprise architectures provide an organized{approach to ensuring that investments in
(T technology and information systems meet overall:priorities for effective operation and|delivery
[ healthcare services and the information needed fer their planning, development, and coptinuous
hprovement.

— 0 =

I general, enterprise architecture is a modelling tool that supports and facilitates the undergtanding,
halysis, and design of enterprises. Enterprise architecture focuses mainly on the use of infoprmation
géchnology, but tends to include all aspects of an enterprise, providing various perspectiveg, e.g. the
rategic, business, and technology dimensions. An eHealth enterprise architecture thus identjifies and
bscribes the main attributes of the'éHealth information services, processes, components, dctivities,
hd policies needed to support the.operational requirements for health services within a jurisdjction (or
h organization). This part of ISO/ TR 14639 particularly focuses on the potential eHealth requjrements
[ governments in emerging and developing countries or other authorities having responsipility for
palthcare within an emérging or developing economy.

oo

aving been developed; the eHealth architecture provides structured requirements for more|detailed
anning and inveStment in health information systems and for the development and dissemipation of
ealth information policies relevant to the needs of an emerging and developing economy.

=as=Nian) 50 OV QA wn

91

.2 Development of an eHealth architecture

5|21 ™ Introduction

While the various requirements set out in this part of ISO/TR 14639 may be used to support any eHealth
planning or acquisition activity, the principal objective is to help emerging and developing countries
in the development and maintenance of local eHealth enterprise architectures by specifying common
areas of likely requirements. These requirement specifications will also facilitate the development,
acquisition, deployment, and implementation of compatible information systems.

a) The development of an eHealth enterprise architecture involves the use of a structured process
[often referred to as an enterprise architecture framework; refer to The Open Group Architecture
Framework (TOGAF), Zachman, etc.]. An example is the Health Enterprise Architecture Framework
(HEAF),[5] which is being developed specifically to assist in the process of describing health services.
Other existing standardization endeavours in healthcare and service architectures, for example,
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[SO 12967 Health Informatics Service Architecture (HISA), represent best-practice elements for the
adoption and establishment of enterprise architecture within healthcare.

b) The components and requirements set out in this part of ISO/TR 14639 are designed to be reviewed
and, where appropriate, adopted into a country’s eHealth architecture according to each country’s
specific needs.

c¢) The components and requirements are structured according to different levels of maturity models.

d) The components and requirements provided in this part of ISO/TR 14639 are typical, optional, and

£a h T 1 1 1 1 1 1 L 11 1.1 1 :
cont sUuldiIC LU IIICCLI0LAT TITTUS WIICIT DCIITEs USTU IIT dIly SPCUITIC CIICAIlLIl AT CIHIILECTLUTL T,

e) The|components recognize the importance of layering of an overall eHealth solution with\well-
defiped and preferably standardized interfaces between the layers.

5.2.2 dHealth architecture model (eHAM)

Low-incdme countries (LICs) have little access to international standards development organizations
(SDOs) flor health informatics standards, or the standards they create due t0~barriers including
awareneps of standards, cost, and language. While efforts are under way to address these barriers, issugs
remain Wwith education, interpretation, and proper adoption of standards, as-well as establishment arjd
verificatjon of conformance criteria, preferably at the national level.

In the dase of ISO/TC 215, for example, countries become natiogmal member bodies (NMB) with
correspdnding ISO mirror committees, standards infrastructuse,/and operating and membership
costs indluding travel, which are unaffordable in LICs. WHO, as_a result of this situation, has beconje
increasimgly involved in international standards developmentactivities to help represent LIC interests.

A disproportionate number of high-income countries (HICS) in these SDOs may have introduced a bigs
towards|HIC needs. A shift from programmatic and #nonitoring strategies in public health to more
advance(l electronic health record (EHR) systems;dnd mobile technologies may reflect a HIC bias gs
much asfa paradigm shift. Monitoring and Evaluation (M & E) analyses can help to establish the impa¢t
of differgnt approaches and help guide strategy. While health system strengthening (HSS) requirgs
multiple|fronts, confusion about priority-setting can occur when competing needs are not evaluatgd
against 4 framework and appropriate indicators.

Maturity models, which have been described in various domains, are a useful way to match capability
with apgropriate technology. This(part of ISO/TR 14639 attempts to draw on this experience to define
a model which can be used to gtide standards adoption and related strategies in an appropriate, cost-
effective] and timely manner.

This part of ISO/TR 14639 proposes that LIC capability be assessed against the eHealth architecture
model (§HAM), a medel introduced in ISO/TR 14639-1 that ISO/TC 215 has developed with inpfit
from WHO. The eHAM identifies the key components of an eHealth architecture. This model is usgd
in Claus¢s 6 and \Z as the reference for the maturity models articulated therein. For more detailgd
informatlion on,HISA, see Annex C. The Introduction notes the three key elements of a structured process
for settipgup.and maintaining a comprehensive enterprise architecture.

NOTE In ISO/TR 14639-1, the eHAM (eHealth architecture model) was referred to as the eHAMM (eHealth
architecture maturity model). It has been renamed in this part of ISO/TR 14639 to more clearly reflect the fact
that the architecture model drives the maturity models.

5.3 Building up the architecture: A methodology

5.3.1 Introduction

The eHAM describes country capacity to provide direction in health system strengthening in terms of
components and services that need to be builtaccording to well-defined national strategies. The building
up of the single components and services to reach higher levels of maturity must however be enabled by
a standard methodology, suitable to be implemented by all enterprises (including LICs) requiring robust
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interoperable health informatics systems in their national eHealth architecture. The methodology
must also provide direction to ensure that the enterprise maintains ownership and control of its core
information assets, while maintaining openness of its architecture.

The methodology presented in the remaining parts of Clause 5 is based on the concept of the integrated
data repository (IDR) of the enterprise, which is widely known and accepted in enterprise architecture
modelling as a component having the scope of maintaining and managing the integrated common
core of operational information. The information is generated in real-time by consolidating data
from a variety of clinical sources to present a unified view (together with the related and required
classifications, terminologies, ontologies, etc.), regarding the core business of the healthcare enterprise
(dee for example ISO 12967 HISA as discussed in Annex C). The IDR can also be important forys¢condary
plrposes, such as surveys, clinical research, statistics, reporting, and analysis or simply to majntain all
hjstorical validated data for the enterprise (v.s. the live and real-time production data réquired|for daily
attivities that the primary IDR usually contains).

The IDR concept also stems from the WHO Health Metrics Network Framewerk'for National Health
Ipformation Systems illustrated in Figure 1, but in this case mainly refers to the secondary purposes
just mentioned

OTE Figure 1 was reproduced from Reference [7], Figure 14, with kind permission of the World Health
rganization (WHO).

o=
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Individual
Records

Service

Records
lation Resource
¢ Records

?9‘ Figure 1 — Health metrics network framework
In the follo ivg., the ISO 12967 HISA standard, described briefly in Annex C, shall be used to help |n
identifyi %

a) the basic characteristics of the IDR component,

b) the relationship between the IDR and the data-handling eHealth services, and

c) how the approach including the IDR allows implementing a migration strategy towards a high-
capacity eHealth architecture.

5.3.1.1 The Integrated Data Repository

The IDR plays a fundamental role in the eHealth enterprise architecture. It is widely recognized
in literature that there is a need for a component that must (also) maintain and manage a common
nucleus of information regarding the core business of the enterprise, making the existing information
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assets available when and where needed through a standard service architecture, facilitating the
interoperability of existing applications, and protecting investments in a strategy that supports future
evolution. The ISO 12967 HISA standard supports such requirement and is used here to describe how

to maintain a repository (or set of federated repositories) which maintains such common

core data

and makes it available to the enterprise through a service architecture. In other words, the IDR’s scope

is basically to support the architecture by integrating its common information assets. Th
principles of HISA are to

a) secure openness and vendor-independence,

e general

and be accessible through services,
c] ensure thatits information and service model is well-documented,

ensure that the data it manages is under the sole property of the healthcare enterprise.

—

nteroperability, and avoiding redundant replication of data acrdss systems. Since the
formation asset is consistent and accessible by all users, daily routine activities will also auto

—

that are frequently underestimated or treated in isolation, forlexample:

a] the automatic creation of a life-time healthcare records

managerial needs;

(@)

] maintaining a high level of data quality, including data validation.

wn

ich objectives are reached naturally by the component and service-based paradigm without
fqr any duplication of systems or of workload by the users, as shown in Figure 2.

NOTE Figure 2 was reproduced frgm published materials pertaining to References [1], [2], and [3],
permission of GESI Gestione Sistemi per I'Informatica, Rome, Italy.

b)  require that the common information asset be separated from specific applications or tefhnology

d

These principles, among others, ensure the enterprise is able to access its own information gsset and
allows optimization of its investments, since data is always made available when and wher¢ needed
or carrying out of daily healthcare-related, organizational or statistical activities, guarjanteeing

common
matically

make it possible to meet other fundamental requirements of the healthcare enterprise, requjrements

b) the combination of costs, activities, and clinical“aspects to support research, statistjcal, and

the need

with kind
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Support to the daily C NS
routine of the various ~ ~

users & sectors vy }

heath data

common data & functions

resources activities r»
classifications / -
LW SN
/4\) Dif>,
authorizations

O/ Managerial and s n ] c
statistic aggregations tatlsu

and analyses

Life-time patient record
views and analyses

Figure 2 — Real-time gathering of information

5.3.1.2 | eHealth services

As discufsed in the previous point, the principle of a component acting as an IDR secures the HISA datj-
ownershliip principle by managing the efiterprise’s integrated information asset. eHealth informatign
servicesj)as described by the architecture, can be builtin a technology-independent manner on top of the
IDR, at ldast for the information considered common core of the enterprise, allowing the fruition of su¢h
informatlion asset at different leyels-of the enterprise through a well-defined and documented interfacg.
HISA prqvides a normative reference for documenting the interfaces of the services together with thejir
expected behaviour (see Anmnex C).

These sqrvices shall bé mrade available to diverse, multi-vendor applications through many types pf
implementations, allowing each part of the enterprise to use the technological infrastructure best suitgd
to its ne¢ds. All aspécts (i.e. clinical, organizational, and managerial) of the healthcare structure mupt
be suppdrted by-the architecture, which must be able therefore to comprise all relevant informatign
and all Husiness workflows, structuring them according to criteria and paradigms independent from
specific $ubsdomain aspects, temporary requirements, or vendor specific technological solutions.

5.3.2 Evolution towards a high-capacity eHealth architecture

The different eHealth capacity levels, described in Clause 6, are cumulative and intended to illustrate
a typical path towards more sophisticated eHealth systems over time and to assist with structuring
discussions of actual eHealth enterprise architecture. Each level includes health process domain
components, foundation (eHealth infostructure components) and foundation (ICT infrastructure
components). Governance and national ownership act as the overarching, oversight framework for the
model.

The planning and evolving of the eHealth architecture steps from low to medium up to high capacity can
be carried out by following an incremental methodology, as proposed by ISO 12967 HISA: incrementally
building up the required eHealth services using the IDR as methodological infrastructure, each service
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individually capable both of embedding an internal logic and of encapsulating the information elements.
The common core information asset is read on one side in each service but incrementally extended with
further real-time data generated by the use of the services. In this vision, the IDR’s information model
(organizational, clinical, and managerial), together with its service architecture become the information
and computational reference models for the healthcare enterprise.

Different products, systems, and services can coexist, while at the same time distributed environments
can be gradually implemented and evolved, and even existing legacy modules or components of the
information system, once encapsulated with proper services, can become part of the accessible
architecture. Initially, only the basic set of services identified by the healthcare enterprise need to be
hplemented to satisfy the initial low capacity architecture requirements of LICs.

—

>

s the system and the needs grow, the reference models and the IDR shall be extended to-covefr further
nformation objects and on top of these new functionality (services) can be developed without|the need
F designing and implementing ad hoc (and fragmented) legacy systems and databases, but directly
cing the service architecture for accessing and manipulating the totality of the reléevant and irftegrated
hta, which includes information directly generated by the services and inforimation created |by other
bplications of the system encapsulated in the service architecture. At theyend, the system will slowly
olve towards the high capacity architecture as planned by the growirig economy itself. Without any
mbition to describe the architectural models behind the methodology (described in the Annexes),
gure 3 illustrates the benefits of using a sound architectural approach and methodology based on
andards.

—

Ve oL Aac O

OTE Figure 3 was reproduced from published materials pertaining to References [1], [2], and [3], with kind
brmission of GESI Gestione Sistemi per I'Informatica, Rome, Italy.

=

The HISA methodological approachfor buildingup an incremental
Service Architecture based on the IDR facilitates:

Vendor independence, allowing
substitution of components without
imposing changes to.the others

Incremental construction
of open architectures, adding modules
using /providing common services

Evolution of existing (monolithic) systems

Introduction of re-usable

Substitution

avianciaonc
CTATCITISTOTIS

Figure 3 — Benefits of HISA approach

5.3.3 Planning the evolution

This evolutionary approach allows all players in the national eHealth program to collaborate. Suppliers
are able to plan and design components of the architecture, capable of interoperating. LICs can plan
the implementation and evolution of the system at the strategic level and validate the compliance of
different solutions with respect to standards and the needs of the enterprise, thereby facilitating the
selection of different but interoperable products.

© ISO 2014 - All rights reserved 19


https://standardsiso.com/api/?name=722ae04645e7ec63c860ebe66bef92ec

ISO/TR 14639-2:2014(E)

In general, such a foundation provides the roadmap for evolutionary steps, detailing the various elements
of the service architecture up to a level permitting the physical connection of different products in an
open environment.

6 Health architecture components and requirements

The following model introduced in ISO/TR 14639-1 identifies the key components of an eHealth
architecture used as the basis of the maturity model described throughout this part of ISO/TR 14639.
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Figure 4 — eHealth architecture model

[Source: Adapted from ISO/TR 14639-1.]

This eHealth architecture model comprises different components that are aggregated under the
following general categories.

a) Foundation components — ICT infrastructure: This is shown as the bottom layer of Figure 4,
represented in green, and encompasses the core IT technologies including networking, servers,
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software, and IT human resources. In general, this is the most commonly found category in any
country, all underpinned by relevant standards, methods, guidelines, and frameworks. 6.4 discusses
each of the elements of the ICT infrastructure and the related Maturity models.

b) Foundation components — Infostructure: This is shown as the middle layer of Figure 4,
represented in yellow. It includes EHR repositories, registries, data interchange interoperability,
consent and access control, privacy, and security and data warehousing. Standards are also a key
component of the eHealth infostructure although not explicitly called outin the eHealth architecture
model (eHAM) diagram. It should be assumed that the adoption and use of standards is integral
to each and every component of the infostructure shown. The proper utilization of standards will
defipe how robust and scalable the final application of the eHealth platform will be. 6.3 details ea¢h
of thie elements in this category and the related maturity models.

c) Health process domain components: This is shown as the upper layer of Figure 4, représentqd
in aqua. This category contains the different health domains that should be presentdn’a nationgl
eHealth strategy. Note that human resource information and healthcare supply-chain systenps
are glso part of this component of the model. Although not specific to health, it.is*common that
manly low- and middle-income countries (LMIC), these components are not present and have to |
devdloped to address the healthcare needs. The management and allocationef human resources ai
key issues for any country, especially for LMIC where higher trained and éducated health personn
sucH as nurses and physicians are rare. 6.2 details each of the elemehts in this category and th
related maturity models.

o= 0o S

d) Governance and national ownership: This is shown as the‘vertical bar on the far right pf
e 4, represented in brown. This is an important categéry of the eHealth architecture modgl
it represents the organizational and governance aspects of eHealth, including the financing,

6.1 dletails each of the elements in this category and-the overall corresponding standards, crosk-

(roof) at|the top of the model (in sky blue), improved quality of and access to care, improved efficiendy,
ivity and cost-effectiveness, informed health policy, and increased evidence-based practice.

6.1 Ggvernance and national ewnership

6.1.1 Description

Governahce of eHealth gan-be defined as the overarching framework that ensures that all of the
compongnts of the eHealthr-architecture workindependently butin dynamic coordination. It encompasségs
aspects ¢f leadership;strategy, investment, financing, legislation, policies, and regulation.

Governapce of IT\is a well-known body of knowledge and practice that provides the opportunity to
understdnd and-learn to develop the fundamental components required to facilitate the delivery pf
informatlics’ to' support quality care, a learning culture, and an ethos by which staff are valued arld
supportfd 4as fhpy form pnrfnprqhipc with stakeholders, pqpprially patients and non-IT healthcare
workers. IT governance demands the re-examination of traditional roles and boundaries, between
informatics and health professions, physicians and patients, and managers and clinicians, so that
together, they can make the most of, and reap the most from IT with respect to improving the quality of
their services while safeguarding information privacy and security.

National governance of eHealth embodies IT governance, but goes beyond that since the articulation
among components, processes, and stakeholders is more diverse and complex in the healthcare domain
when compared to other domains. To illustrate this, the typical length of time for national eHealth
strategies to start showing results is around seven years[Z6][ZZ] which in itself stresses the need for the
eHealth strategy to be able to survive changes in government, not an easy requirement in general and
especially in LMICs.
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Governance is required for developing a national eHealth vision and managing its implementation. The
national eHealth vision is an extension of, and intrinsically entangled with the existing national health
system. Mature health systems have clearer requirements and demands for eHealth.

Governance of eHealth aims to keep the eHealth architecture efficient and flexible enough to support the
ever-changing needs of the healthcare system, yet consistent and robust enough to ensure information
safety and quality.

eHealth governance can be viewed as the guardian of the eHealth strategy, ensuring that local needs
can be treated locally and independently while the eHealth architecture and the formed set of laws,
r¢gulations, and technological standards ensuresinteroperability in the widest possible sense [Jyntactic,
s¢mantic, purposeful, legal, ethical) and adherent to and aligned with the overall health system needs.

The objective of governance is to determine and cause the desired behaviour and results ta achieve
the strategic impact of IT. It defines a system in which the managers monitor, evaluate, and direct IT
management to ensure effectiveness, accountability, and compliance of IT solution’s.

Gpvernance involves the active distribution of decision-making rights and.’accountabilities among
djfferent stakeholders in an organization and the rules and procedures for nmtaking and monitorjng those
decisions to determine and achieve desired behaviours and results. It includes defining the following:

\mA

Who makes directing, controlling, and executing decisions?

b) How the decisions will be made?

c] Whatinformation is required to make the decisions?

d) What decision-making mechanisms will be required?

e] How exceptions will be handled?

f] How the governance results should be reviewed and improved?
Spme benefits of IT Governance are the folowing:

a] achievingbusiness objectives byensuring that each element of the mission and strategy arepssigned
and managed with a clearly~dnderstood and transparent decisions, rights, and accountability
framework;

b) defining and encouraging desirable behaviour in the use of IT and in the execution of IT outisourcing
arrangements;

c] implementingand integrating the desired business processes into the organization;
d) providingstdbility and overcoming the limitations of organizational structure;

e] impreving customer, business and internal relationships and satisfaction, and reducing|internal
tergitorial strife by formally integrating the customers, business units, and external IT groviders
into a holistic IT governance framework;

f) enablingeffective and strategically aligned decision-making for the IT Principles that define the role
of IT, IT Architecture, IT Infrastructure, Application Portfolio and Frameworks, Service Portfolio,
Information and Competency Portfolios, and IT Investment and Prioritization.

In mature health systems, eHealth practice is supported by thorough policies and legislation regarding
the collection, storage, processing, access to and use of identified data. A combination of policies,
legislation, and regulation is also required to ensure good practice, patient rights, and privacy when
systems exchange clinical data, moreover across state, provincial, and even country borders.

National ownership is thus a requirement for both designing and supporting the eHealth architecture.
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6.1.1.1 Examples of applicable standards, cross-references, and dependencies

Although there are few standards that help in designing governance of eHealth, there are several
IT governance standards that support and complement the views expressed in this Clause and the
subsequent Clauses.

The standards identified here are Australian Standards (AS) and cover areas related to the establishment
of leadership and processes associated with the implementation and management of IT architecture.
While not related per se to architecture, they are required for its sustainability.

The foll
evaluating, directing, and monitoring the use of information technology (IT) in the health enterpnise:

a) Goodl Governance Principles (AS8000);[146]

b) Frayd and Corruption Control (AS8001);[147]

¢) Orggnizational Codes of Conduct (AS8002);[148]

d) Corporate Social Responsibility (AS8003);[149]

e) Whiptle Blower protection programs (AS8004);[150]

f) Goodl Corporate Governance (GCG) for ICT (AS8015).[151]

The widgly acknowledged AS4360 risk management standard was-also revised in 2004. This, along with
the adogtion of BSI5000 (now ISO/IEC 20000) as AS8019 IT Serviée Management, provided the context
for the drafting and subsequent publishing of AS8015 Good,Cerporate Governance for ICT to provide
guidancg on the small “c”, corporate governance of Information and Communication Technology.

ISO/IEC |38500:2008 provides guiding principles for.\ditectors of organizations (including owner
board njembers, directors, partners, senior execufives, or similar) on the effective, efficient, an
acceptable use of information technology (IT) within their organizations and on the governance
managerpent processes (and decisions) related.to the information and communication services use
by an orjganization. In addition to the six, principles for good corporate governance of IT set out h
ISO 385()0, the principle of integrity and ethics as defined by ISO 19011:2011 is integrated as preferrg
behaviour to guide decision-making:

o< a5 o

a) Pringiple 1: Establish clearly understood responsibilities for IT;
b) Pringiple 2: Plan IT to best'support the organization;

c) Prinfiple 3: Acquire [T validly;

d) Prinfiple 4: Ensuve-that IT performs well, whenever required;
e) Pringiple 5: Ensure IT conforms with formal rules;

f) Principlte 6: Ensure IT use respects human factors;

g) Principle 7: Integrity and Ethics (new principle using ISO 19011:201T and ISO/IEC 27007 which
largely refers to ISO 19011, draws on ISO 17021, and aligns with ISO/IEC 27006.:

1) Personal IT behaviour: ethical i.e. fair, truthful, sincere, honest and discreet;

2) Integrity: the foundation of professionalism; auditors and the person managing an audit IT
program should

i) perform their work with honesty, diligence, and responsibility,
ii) observe and comply with any applicable legal requirements,

iii) demonstrate their competence while performing their work,
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iv) performtheir workinanimpartial manner,i.e.remain fairand unbiased in all their dealings,

and

v) be sensitive to any influences that may be exerted on their judgment while carrying out an

audit.
6.1.2 Executive sponsorship

6.1.2.1 Description

Irl order to succeed, any eHealth strategy and the architecture it embodies needs to be resilien
ahd impervious to questionable or unplanned changes in government agendas. As mentiohe
s¢lid results from the use of organized national eHealth initiatives take years to shew: Thi
that the top government must hold ownership of the eHealth initiative and provide.efféctive H
Sponsorship. The Executive Sponsor’s main goal is to promote top-down organiZational com
which includes identifying key stakeholders, making them understand the complexity of the i
e expected deliverables, and the times required to deliver them.

=

e of the Executive Sponsor’s most important objectives is to define the‘organizational locus
bvern the eHealth program or initiative. In countries with mature health systems, this is often a
adership that is hosted in somewhat independent bodies, especially created for this purp
pbdies are more stable and likely to outlive changes in local, regional, federal, or national gove
hnada Health Infoway is one example of this model.[78]

N T =09

(=)

1.2.2 Maturity model

(=)

1.2.2.1 Low

a] There is little or no national eHealth architecture or even eHealth strategy.
b) Applications of eHealth are mostly stand-alone and defined by local needs.
c] Governance at the national level i mostly inexistent.

d) Leadership is poor and, where'it exists, is exercised mostly at the local level.

e] Legislation, policy, and(regulation for eHealth are insufficient or non-existent.

6{1.2.2.2 Medium
al There is someeHealth planning that points to the need for an eHealth architecture.

b) There are-bodies that produce directions at the national level, but these are not properl}
among themselves, nor are they aligned with the regional and local levels.

c] Thére are pieces of legislation, regulation, and policy that apply to eHealth, but most

tto time
d before,
5 implies
xecutive
mitment,
nitiative,

that will
national
se. Such
‘nments.

 aligned

of them

originate from and are based on general IT needs rather than health system specific needs.

6.1.2.2.3 High

a) There is a clearly defined and publicized eHealth strategy, of which the eHealth architect
essential part.

ure is an

b) There are formal instruments that describe an eHealth Program, with budget and the description of

the bodies that will coordinate it.

c) Executive Sponsorship is well-established, clearly understood and widely recognized throughout

the country.
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6.1.3 National leadership

6.1.3.1 Description

Strong national leadership is required to set an eHealth initiative in motion and keep it running steadily
and efficiently, while ensuring adherence to national strategic goals.

The development and maintenance of the eHealth architecture implies a special effort for the country,
as it requires dedicated resources that must be sought after, allocated, and managed according to the
defined eHealth architecture

Among dther tasks, the national leadership activities include the following:

a) orchestrating eHealth activities, so that stakeholders, including legislators, regulatoys, IT staff,
regipnal and local health authorities, patient representatives, public and private investors are awafe
of thie eHealth initiative, the results they are expected to get, the contributions they-are expected to
makg, and the time frame within which these activities will be carried out;

b) anallsing stakeholders needs;

c) championing the initiative, providing suitable exposure to, and actively-seeking and obtaining buy-
in frpm stakeholders;

d) engdging with stakeholders and communicating the importance and value that the eHealth
arc:'itecture will bring to the country, including making the‘business argument for the eHealth
archlitecture initiative;

e) showingthe healthcare community that the executive levelis backing this initiative with confidencf;

f) providing necessary funding and resources as appropriate, by governing the resources required fo
plan{ design, create, implement and maintain theproposed eHealth architecture;

g) proyiding direction to the teams responsiblefor eHealth architecture in the country;
h) proyiding transparency.

In countfries with mature health systems, the national leadership tends to be exerted by a formally
assigned body which relies on Exeeutive Sponsorship and answers to top-level stakeholders, such as
regionaljand national governments,

6.1.3.2 | Maturity model

6.1.3.2.1 Low
a) There is little or no national leadership.

b) There iglittle coordination among national eHealth initiatives.

c) Stak d 3
eHealth initiatives.

6.1.3.2.2 Medium

a) There is some national leadership recognized nationally but it is insufficient to engage with
stakeholders to generate a coordinated movement.

b) eHealth initiatives are somewhat coordinated but lack overall alignment towards objectives that
exist but are not clearly stated.

c) Theleadershipisable to induce the production of pieces of legislation, regulation, and policy specific
to eHealth, but they tend to be fragmented and insufficient.
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6.1.3.2.3 High

a) There is a clearly defined body, formally and informally recognized as the national leade

rship for

eHealth. Its constitution and objectives are supported by the eHealth strategy. Itis widely recognized

as knowledgeable, inspiring, and a good facilitator.

b) The leadership has assembled people from a wide variety of backgrounds to create consensus on

comprehensive and robust legislation, regulation and policies specific to eHealth.

(=)

1.3.3 _Examples of applicable standards, cross-references, and dependencies

%]

pe 6.1.1.1.

(=)

1.4 eHealth standards adoption and Implementation

1.4.1 Description

he adoption and use of standards for eHealth is a complex task even in $mall settings. Stand

ards are

hich standards to use, assembling them together in a meaningful\platform, making them av
| stakeholders, enabling stakeholders to use them by building capacity, and providing refereng
- implementations are major tasks that are best done by aleombination of top-down and b

6
T
e
ppssible way for systems to interoperate without Health Informaties’standards. However,
\
a
0
approaches.

@)

pbmplexity arises also from the fact that, usually, there are international, as well as nati

insufficient or redundant, sometimes both. In lessntature or in very simple environments, it i
fQr the central government to dictate most health informatics standards that are used thro
cpuntry.[Z6] However, in most countries, dealing with such aspects involves harmonizatior
phrt of achieving this, consensus-building. Therefore, the existence of consensus forums for s
afloption and implementation is an important component of governance of eHealth. Besides bein
with the national leadership, the conSensus forums must include wide representation, especi
SDOs and other standards-suppofting organizations, within the country and, if the national s
cfipacity is poor, representation from abroad. Such standards consensus forums work together]
Nfational Leadership to engage-with non-SDOs to promote understanding of the use of standar

[ some countries with mere mature health systems, standards forums work with recogniz
ahd evolve towards identifying and adopting the sets of standards that will meet those ne

hhrmonizing, diSseminating, maintaining, and supporting the standards. Note that in ma
standards mdinténance and evolution is kept outside the reach of the national leadership, w
r¢quire extrd governance. Apart from that, for many countries, international standards arg
1} a foreigivlanguage (English). Translating a standard and keeping that translation up-to-d3
ditional strain on standards governance.

Q) -

ssential for data collection, representation, and storage as well as information exchange. There is no

choosing
hilable to
e models
ttom-up

bnal, “de

fdcto” and “de jure” Standards Development Organizations (SDOs) providing standards that alre either

possible
ughout a
and, as
fandards
o aligned
hlly from
fandards
with the
1s.

bd needs
bds. This

i a process that,requires robust governance and clear ownership regarding choosing, tra:Lnslating,

y cases,
hich may
written
te poses

Standards forums’ activities include the Fn]]n\/ving-

a) identifying the relevant standards that are needed for the country;

b)

d)

providing the mechanisms that ensure such standards will be adopted. Most standards adoption
processes will include the need for some translation, adaptation, harmonization, definition of
capacity-building requirements, and creation of special organizational structures to take care of
them, provision of infrastructure and personnel and the required funding necessary to support all
of these undertakings;

assuring stakeholders that, if standards are followed, they can have confidence in the use of eHealth
systems;

informing and guiding eHealth professionals in the use of health informatics standards.
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6.1.4.2 Maturity model

6.1.4.2.1 Low
a) Standards when in use are defined locally, many times on an application basis.

b) There are no or few nationally defined guidelines or mandated requirements, even for basic
standards for health informatics, apart, probably, from ICD.

c) Stakeholders see little value in the use of standards and are more likely to disregard them, because
of their costs and other difficulties involved in adoption, including real and perceived negative
impacts on healthcare provider workflows, at least initially.

6.1.4.2.2 Medium
a) There are some national guidelines on which standards to use, most of them for billing purposes.

b) There are several national, regional, or sector specific SDOs, developing redundant or insufficient
standards.

c) Moststakeholdersrecognize thatstandards are important but fail to seethey are worth the requirgd
inveptment.

d) Knowledge and field experience in the use of standards is lackiig. Standards are chosen ad hoc, gs
needs arise.

6.1.4.2.3 High
a) Standards are widely recognized by stakeholders as‘an essential part of eHealth.

b) There are formal and coordinated consensus fofims to discuss and develop the whole standards
lifeclycle, from identification to implementatien and maintenance.

c) Thetfe are enough health informatics ptofessionals to help conceive, develop, and use eHealth
appljcations that interoperate amongthem.

d) Stanldardsare maintained and evolved by bodies specifically assigned to take care of them nationallly,
buttlhere are formal structures that supportthe use and evolution of standards nationally, regionally,
and |ocally.

6.1.4.3 | Examples of applicable standards, cross-references, and dependencies

See 6.1.111.

6.1.5 Developmeént of eHealth capability and capacity

6.1.5.1 | Déscription

eHealth capability and capacity development is a critical element in a country’s eHealth strategy because
a sufficient number of skilled individuals who can plan, implement, and sustain eHealth investments is
essential if a high maturity level is to be achieved. Health informatics (HI) is a unique set of skills because
it is multi-disciplinary. Health informatics has been defined as “the intersection of clinical, information

management (IM), information technology (IT), and management practices”, as depicted in Figure 5.
(199]

NOTE Figure 5 was reproduced from Reference [199], with the kind permission of COACH, Canada’s Health
Informatics Association.
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Figure 5 — Healg@hformatics scope of practice
xO
lirrently, giventhe demand for and continuing growthindemand for eHealth resources, many inglividuals
hve arrived into the eHealth fie@om another profession e.g. information technology or hg¢althcare
Fovision, and often need to be.trdined in the complementary disciplines. HI itself is a relatiyely new
scipline with a rapidly evolving body of knowledge. Achievement of the requisite education gnd skills
dapabilities) is occurrinﬁé@ough a variety of approaches, including on-the-job training, short{ courses,
boree courses at higher‘education institutions (HEIs), post-graduate degrees focused on eHeplth, and
Ie inclusion of eHe%lo@ri the curricula for health professionals’ education.

QT 50O

-

Pt

developed co ies, the capacity of health informatics training programs is beginning to grow and
produce new uates, new national professional associations for health informatics profg¢ssionals
are being ? lished and/or existing associations have begun either registering or certifying health

—e

jformatics professionals and implementing continuing education requirements.

et

ad&%n to building the relevant knowledge and skills (capability), there is a need to build a gool of HI
r1 rces (capacity). Even in developed countries, human resources with a broad-based skill|set in HI
are at a premium. People with this cross-section of skills are necessary because they can function more
effectively as part of the interdisciplinary teams that are necessary to implement eHealth strategies.

Further, skilled individuals need to be employed in positions that enable them to use their HI capabilities
and grow them further, motivated to achieve through a clear career path. In these positions, eHealth
professionals will ensure skills transfer and mentor those who are less experienced.

Canada’s Health Informatics Association (COACH), has created a set of core competencies that
illustrate how health informatics spans across the three main source disciplines of health, information
and management sciences. An example of the diversity of jobs needed to support a mature eHealth
infrastructure is reflected in Canada’s HI Career Matrix.[Z9]

© ISO 2014 - All rights reserved 29


https://standardsiso.com/api/?name=722ae04645e7ec63c860ebe66bef92ec

ISO/TR 14639-2:2014(E)

In summary, countries should consider some combination of the following strategies in developing the
human capability and capacity needed to support eHealth programs:

a) building a core of health informatics professionals within their eHealth workforce with a defined
set of competencies pertinent to the country’s current and forecasted eHealth needs which is then
augmented by a professional certification program and continuing education requirements;

b) abroadening array of health informatics training and education programs, ranging from bridging
programs to supplement the skills of new entrants from other industries and professions and a set
of HI education programs (diploma, baccalaureate, and masters level);

c) targpted educational events focused on providing training on new technologies and best practice
whigh the country is adopting in its eHealth program;

g

d) support for on-the-job training, short courses (remote, off-site, after hours), and the develepment pf
further degree courses though higher education, which teach not only core HI skills butalso provide
oppdrtunities for specialization;

e) programs that engage, motivate, and inspire individuals e.g. that recognize HlJeaders and celebrate
new|eHealth initiatives, engage HI professionals in developing practice guidelines, promote health
infoymatics as a profession, foster career progression. and continuous learning;

f)  working with health professions and educators to foster the inclusien of eHealth in the curricula
for the training of health professionals, in order to build capacity to’adopt eHealth in professional
pradtice;

g) actively employing trained HI professionals in positions thatienable them to exercise and grow thejir
capdbilities, offer career path diversity and opportunity for'advancement and ensure skills transfer
by allowing them to mentor those who are less experienced.

6.1.5.2 | Maturity model

6.1.5.2.1 Low

a) Thefe is no defined set of health informatics competencies and no local undergraduate eHealth
traifing available.

b) Whdre short courses are available, they tend to focus on specific systems or disease management
programs.

c) Within the public sector there are few positions dedicated to eHealth and occupied by skilldd
indiyiduals.

d) Thefe is no career path for eHealth and necessary functions are usually performed by health
professionals.orby information technology staff who lack the broader skill set of a health informati¢s
professional;

e) Thetelisno strategy for capacity building.

f) There are no mentoring opportunities or other skills transfer opportunities.

g) Lack of broadband capacity is a challenge to distance learning.

6.1.5.2.2 Medium

a) A set of core competencies has been adopted and contextualized for the country’s current eHealth
needs.

b) There is some eHealth training available at both undergraduate and postgraduate levels in the
country.
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c) Some short courses are available for bridging, for specific subject areas and knowledge updates and
for refresh, but they are infrequent and not widely accessible.

d) Career paths and mentoring opportunities are emerging as individuals who have acquired broad HI
capability gain experience working as consultants on eHealth projects.

e) Inthe public sector there is no clear eHealth structure, but there are a growing number of positions
dedicated to eHealth and occupied by skilled individuals; a strategy for capability and capacity-
building is under discussion or in the planning stages.

f—Ttocatconferencesamd-—workshops—atso—attow—some—skittstramsfer amd—=added—opportonities to
establish mentoring relationships. There is some international collaboration but it depergls on the
availability of funding for travel.

g) Insome urban areas, there is enough broadband capacity for distance learning.

6/1.5.2.3 High

a]l A widely understood set of core competencies is in place, which are véel-aligned with ediicational
curriculum in an array of heath informatics education programs (at both undergradpiate and
postgraduate levels in more than one HEI in the country).

b) Short courses are also accessible for bridging, specific subject areas and knowledge updates and
refresh.

c] In the public sector, there is a clear eHealth structure with all or most positions occupied by HI
skilled and motivated individuals.

d) The country has a career path for eHealth anddmplements a strategy for capacity building.

e] There is a high degree of skills transfer*and mentoring within the profession, with|ongoing
international collaboration.

f] eHealth professionals are registered 'with a professional body that ensures that they are tfained to
a specified standard for their ogéupation and act according to the ethical principles upheld by that
body and in keeping with an indreasingly well-defined set of best practices.

g) Sufficient broadband capacity allows distance learning across the country

=)

1.5.3 Examples ofapplicable standards, cross-references, and dependencies

%]

andards - no known standards identified.

@)

ross-references”- capability and capacity development impacts all other domains either difectly or
ndirectly,

—

Dependencies:

a] “Policies: national eHealth policy, eHealth capacity building strategy, human resources polidy, higher
education policy.

b) Humanresourcecapacityinthe Health Ministry,largerhealthcaredeliveryorganizations/enterprises
and in HEIs.

c¢) A well understood set of HI core competencies and practice expectations.
d) Financing of HEIs, short courses, conferences, international collaborations.
e) Professional body for eHealth professionals.

f) Physical infrastructure, broadband connectivity.
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6.1.6 eHealth financing and performance management

6.1.6.1 Description

Implementing a national eHealth program requires a multi-year commitment to a series of investments,

as well as development of the required governance, policies, legislation, skilled human resource

S,

infostructure, and performance management necessary to sustain the eHealth program and to optimize

(and measure) the health system benefits.

eHealth fi
mCludm

eHealth prchitecture, the greater the requirement for extra finances (designated or targeted to th
eHealth program) and redeployed finances and the greater the exposure to financial risk;

Performance needs to be measured along several dimensions, including the impacts;on‘subjects of cal

(patientg, clients, individuals), overall population health, healthcare providersyjand health worker

including teams, healthcare organizations, health system administrators, managers, and planners {
well as the overall functioning of the health system across the continuum of ¢atre. In particular, eHealf
is expectled to contribute to improved health status of the population, better’health resource utilizatid
and effidiency, increased quality of care, improved outcomes for patients, and greater satisfaction f
health wprkers. Generally, the more sophisticated the eHealth architecture, the greater the opportunitic

for imprpved performance, but over a longer timescale which requires management of expectations

regarding benefits and gains.

Developing an overarching comprehensive budget estimate allows politicians, health authorities, an
citizens fo understand the full extent of the eHealth initiative. This will equalize expectations regardir
that very sensitive subject and will prevent stressful ad hoc decision making. Provisions and methoq
for periodic revision of the budget must also be established, taking into account several factors such :
performance, new opportunities, and changes in the eHealth environment.

The incrpased costs of strategic investment i-eHealth initiatives and architecture should be offset h
increasef benefits from improved health system performance and the associated benefits over a longe
term tinjescale averaging 8-10 years. However, realization of these health system benefits requires
disciplined approach and strategy with ‘a focus on managing the investments, early development an
implementation of an appropriate penefits evaluation framework and related metrics, and realizing tk
benefits post-implementation.

Strategigs for financing and-eénsuring the performance of eHealth investments typically include tk

polificians and\health leaders as an important enabler for, health system reform and priorities;

b) estaplishing'a target benchmark (e.g. 3 % to 5 %) for eHealth spending as a proportion of over3
healfhcare spending, as well as the metrics for tracking IT spending and reporting against that god

ing
e
e

LS

d

Is
B

NOTE This goal must be supported by evidence, for example from high-performing health systems (and
other industries that have gone through positive transformative change) that only achieved their business

goals with a sustained IT investment of at least this target rate.

c) ensuring that eHealth strategies are multi-year in nature and that funding commitments include
both out-year capital and operating cost impacts for all stakeholders (national and local), so that
projects don’t start and stop with fiscal year-ends or with changes in government, or falter when

projects are implemented and must be sustained by local organizations;

d) including an adoption and benefit realization component in all major projects. It is important to be
able to provide clear evidence of the benefits (both direct financial benefits as well as more indirect
or downstream impacts on patient care and, whenever possible, on population health), and to
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recognize that benefit realization in healthcare typically requires a sustained investment in change
management (process and people), since transformative change rarely happens immediately after
a system goes live;

e) basing decisions for major new eHealth investments on a clearly documented business case for the
investment which addresses the costs, benefits, and risks, this is particularly true when there is
significant competition for relatively scarce health capital funding. A clear business case up-front is
also a strong motivator for not only focusing on delivering a successful project from an IT delivery
perspective, but also ensuring the entire team (including the program sponsors) are very focused
and accountable for delivery of the health system benefits involved. Business cases are more
effective motivators when clearly aligned with the existing overall objectives, so that ityis| possible
to demonstrate that the chain of business cases is the realization of the eHealth strategy.

)

Health implementations have to be financed throughout all the phases of the eHealthlifecyclg:
a) developing the business case, the system requirements and engaging stakeholders;

b) procurement and implementation, including not only the technology, but also thg project
management, staff training, and change management (the bulk of the €ost is in this phase)

c] annual running costs of operating the system, refreshing the technology, and intfoducing
enhancements to reflect changing healthcare delivery needs and-achieve further benefits.

6{1.6.2 Maturity model

I low, medium, and high maturity settings, the planning,allocation, and monitoring of eHealth ffinancing
will vary according to

a)l whether there is an enterprise architecture aligned to an eHealth strategy and the extent|to which
itis able to guide planning, procurement, and standardization,

b) the way eHealth financing is planned and allocated, and the degree to which it is founded gn a well-
documented business case establishing clear metrics for the project and its benefits,

c] the characteristics of the modeliused for financing eHealth projects,
d) the extentto which guidelines are mandated for eHealth procurement, and

e] thedegreetowhichexpenditure on eHealthimplementationsis monitored and theimpacteyaluated.

6/1.6.2.1 Low
al National enterprise architecture work has not been initiated.

b) Some initial eHealth investments are made but financing is not based on any overarching|strategy
which.ensures that the systems being implemented will integrate well together.

c] ~The planning of eHealth financing has the following characteristics:

1) financing of eHealth is fragmented and linked to the organizational structure, resulting in
funding of vertical applications within programs;

2) planning tends to respond to short-term priorities and not to longer term national strategic
priorities for healthcare;

3) investment is often prioritized for more basic infrastructure such as electricity and telephones;
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4) goals and objectives for eHealth in the short and medium term are focused on public health
requirements: providing health information indicators, tackling the burden of disease, and

capacity building.

d) The model for national financing of eHealth has the following characteristics.

e) Produrement:

f) Monlitoring and Evaluation:

6.1.6.2.27 Medium

a) Somg national enterprise/architecture work has been done which supports the following.

1) There is persistent reliance on donor funding which is, in turn, affected by economic trends and

the policies of other country governments.

2) Financing is typically limited to ICT vendors and associated services, with no allowance for

3)

4)
5)

1y
2)

1y

2)

3)

iy
2)

3)

Hrecostsofthe participating treatthrcaredetiver Y OTgaIiZations as wetas lJUb‘L'illllchulCll.Ld‘LiL
Fosts for change management and ongoing sustainment of the new system.

Pilot projects are funded, without multi-year funding in place that can be accessed to mov
hhead with broad scale implementation.

bHealth is not included in the overall healthcare budget as a separate requirement.

[he national model of financing for healthcare directly impacts the level of,eHealth investmen

Procurement is largely supply driven and not needs driven.

Chere are no mandatory guidelines for procurement.

[here is no monitoring and evaluation to assess the impact of eHealth implementations on tH
Helivery of healthcare services, or a requirement for a business case establishing the cost an
benefit goals for the project.

Chere is no monitoring and evaluation of‘resource allocation, change management or ris
management.

Chere are no policies, regulations,’legislation, or structures in place for the governanc
hdministration, and monitoring ‘of)feHealth implementations.

[he alignment of ICT investments with the goals of the healthcare system.

dentificatioh/ef economies of scale that may be achieved through convergence of eHeal
Eystems with common requirements.

nvestigation of standardization in order to

)_)drive down costs,

n

d

k

h

ii) identify systems posing challenges for standardization and interoperability, e.g. where

donor-funding has resulted in a wide range of separate initiatives, and

iii) obtainagreementbetween policy makers, donors,and industry on the adoption of standards

and best practices.

4) Leveraging or merging with other government ICT initiatives where practical.

b) The planning of eHealth financing has the following characteristics.

34

1)

Planning of large projects is related to national strategic priorities for healthcare.
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2) Financing is planned within the medium term budget framework and is largely project based.

3) Financing takes major costs into account but does not always include risks and net benefit
calculation.

4) Planning is constrained by high costs and lengthy implementation times.

5) The enterprise architecture may assist with planning and investment by providing some
foundation for the allocation of resources.

6l __Saome ]argn-cr‘n]n, ]nng-fnrm prnjar‘fc may be npnrafinna]i'nnd and r]nr‘nnp]nrl from pohtlcal

1y
2)

3)

4)

5)
6)
7)
8)

1y
2)

c] The model for national financing of eHealth has the following characteristics.

d) Procurement:

e] Monitoring and evaluation:

cycles.

The national model of financing for healthcare directly impacts the level ofielealth inviestment.

eHealth implementations are largely funded by capital financing, ‘competitive grants and
philanthropy which are in turn affected by economic trends and the ‘policies of othey country
governments.

eHealth is treated as a line item in the overall healthcare budget and must compete fpr scarce
resources with all other parts of the healthcare value chain)rarely getting more than 2 % of the
overall budget.

There are isolated instances where alternative financing models are used, e.g. publif private
partnerships (PPPs).

Multidisciplinary relationships are explored,as alternatives for funding.
In general, funding is not informed by realistic and clearly specified returns on investnent.
Public health status trends are rarely used to project financial requirements.

Economic decisions are not separated from financing decisions.

Procurement is largely supply driven and not needs driven.

Basic policy andguidelines on procurement have been developed.

1) Therei§ limited monitoring and evaluation to assess the impact of eHealth implementations on
deliyvery of healthcare services.

2) < There is limited monitoring and evaluation of resource allocation, change management or risk
thanagement.

?) There are limited pnliripq and structures in pl;xrp for the gavernance administraltion and
monitoring of eHealth implementations.

4) The impact of the installation of essential foundational infrastructure, which may on its own
not yield benefits, is difficult to assess.

5) Evaluation may be complicated where the entities benefitting from eHealth implementations
are not the entities where the costs are incurred.

6.1.6.2.3 High
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a)

b)

36

National enterprise architecture work supports the following.

1) Development of an eHealth financing strategy with a multi-year time horizon, aligned with a
national eHealth strategy, which has a high degree of influence on ICT investments.

2) Achievement of economies of scale through convergence of eHealth systems with common
requirements.

3) Adoption of standardization in order to drive down costs.

4) grnnmnnf bhetween pn]ir‘ymal{nrc and inr]ncfry onthe adnpfinn ofstandardsandbest prar‘fir‘ns

that will speed up deployment.

5) Leveraging or merging with other government ICT initiatives where practical.

6) Leverage existing assets to support improvements.

7) Providing a foundation for the allocation of resources.

8) Reduction of redundancy and the continual measurement of return on irfvestment.
The planning of eHealth financing has the following characteristics.

1) Planningis related to national strategic priorities for healthcarethrough the eHealth financirg
Strategy.

2) [General acceptance that is up to 5 % of all healthcare investment goes towards eHealth.
3) EHealth projects are operationalized and decoupled frem political cycles.

4) [he focus is less on acquisition and more on renewal and growth of existing assets.

5) Movement is from a development phase towards an innovation phase.

6) Projects with high potential which utilize existing capacity are given priority.

7) pHealth is seen as a mainstream aetivity aligned to national healthcare goals.

8) Financial planning is done for.the entire life-cycle of the implementation and takes into accoupt
b1l costs and risks in orderto'support net benefit realization and ensure sustainability.

9) Planning for sustainability addresses all phases of the eHealth life cycle.

10) Leadership is conmimitted to eHealth and puts its weight behind financial and organizationpl
ssues.

The model for.national financing of eHealth has the following characteristics.

1) pHealthimplementations are largely funded by capital financing and revenue, with a multi-yegr
Fime horizon. Very low dependency on competitive grants and philanthropy with concertdd
nvestigation into ways revenue and increased productivity can be used to fund ongoing eHealth
delivery that are then committed to in the investment’s business case.

2) Funding tends to be more distributed than centrally spent or project-based.

3) Various types of finance, e.g. public private partnerships (PPPs), leasing and loans from
investment banks, World Bank, WHO, other international institutions are investigated and
taken advantage of, especially for non-recurring expenses.

4) eHealth investments support healthcare from within the mainstream strategic context.

5) Themodeltakesinto accountdifferentinvestments for different types of eHealth and recognizes
the need to strategically invest in infostructure supporting future initiatives.
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N

specific.applicable HI standards identified.

6) The model aims to make the eHealth system financially sustainable.

7) Levels of eHealth investment are not affected by the model of financing health services.

8) eHealth investments are interoperable and integrated and seek to bring together and address
the needs of all actors in the healthcare value chain. Other eGovernment investments are also
taken into account.

9) Areturn on investment and realization of benefits is not expected in less than five years.

1n) The anﬂing maodel is informed hy rna]icfir‘, achievahle and r‘]narly cpnr‘ifinﬂ returns on
investment and is clearly related to national priorities.

11) Willingness to invest up front on planning the infrastructure and asses$ing alfernative
approaches.

12) Investment is planned based on net benefits (cumulative costs vs. benefits‘over time).

d) Procurement:

1) Comprehensive policies and guidelines on procurement exist and'are mandated.

2) Procurementis based on real needs and is not supply-driven-

3) Performance and capacity of suppliers improves in orderto meet articulated needs.

e] Monitoring and Evaluation:

1) There is constant monitoring and evaluation in order to assess the impact of| eHealth
implementations on the delivery of healtheare services.

2) There is constant monitoring and evaliration of resource allocation, change managenjent, and
risk management.

3) There are comprehensive policies and structures in place for the governance, administration,
and monitoring of eHealth imiplementations.

4) Monitoring and evaluation systems are able to demonstrate how eHealth solutjons can
contribute to improvements in quality, access and efficiency and in this way boost inyestment
in eHealth.

5) There is ongoing'impact analysis in order to optimize resource allocations for planngd future
investments@and monitor existing activities.

6/1.6.3 Examples of applicable standards, cross-references, and dependencies

The Mmaturity level of this component is dependent on the maturity levels and activities within|all other

components of national governance and ownership (see 6.1.1, 6.1.2, 6.1.3, 6.1.4, and 6.1.5):

a)
b)
9
d)
e)

executive sponsorship;

national leadership;

standards adoption and implementation;

capacity and capability development;

planning and architecture.
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6.1.7 eHealth planning and architecture maintenance
6.1.7.1 Description

6.1.7.1.1 Background

The World Health Organization (WHO) defines eHealth as the use of information and communication
technologies (ICT) for health.[194] In its broadest sense, eHealth is about improving the flow of
information, through electronic means, to support the delivery of health services and the management
of healthsystems {231

The caselfor eHealth is captured well in the opening paragraph of the International Telecommunications
Union (ITU) web page on the WHO-ITU National eHealth Strategy Toolkit: Today eHealth is changing
healthcafe delivery and is at the core of responsive health systems. Whether to deliver-caré, deplqy
personng¢l, conduct research, or support humanitarian action, at every level and in every -country the
businesg of health relies on information and communication and, increasingly, onithé technologi¢s
that enable it. Technological advances, economic investment, and social and cultural changes are algo
contribufing to the expectation that the health sector must inevitably integrate techmology into its wdy
of doing pusiness.[195]

A plan is|needed to achieve a set of desired outcomes, balancing the requitrement for new functionalit]
and improved health outcomes for a population, while maintaining existing functionality that is co1
to the n¢eds of that population. All planning should be centred on‘the end outcome, and in eHealt
there needs to be a clear patient-centred focus, a public health-focus or both for all activities. Evg
core infrpstructure components need to be linked to health benefits, acknowledging that priorities cg
change ds systems and capacity mature.

ISR

The first stage in any planning activity is therefore te‘set clear, desirable, and achievable goals |n
terms of|real benefits that can be realized. A clear and\prioritized set of health outcomes is essentigl
with estpblished timelines for delivery. Further, a gléar linkage with eHealth is necessary in order fo
determine the value of ICT investments in driving out benefits. For example, the eHealth investments
to suppdrt endemic infectious diseases in an,immature economy are likely to be very different from
the invegtments to support chronic disease management in an aging population. Health priorities mupt
drive eHpalth planning and investment.

eHealth has a number of characteristics that affect planning. The flow of information electronically
depends|on the maturity of the environment within which it operates. Health information is rich and
variablefand although there are-standards for many forms of recording and exchange of informatiop,
the matyrity of markets in adopting those standards varies widely. There are strong influences on the
application of health informatics from many stakeholders, ranging from professionals involved in the
delivery|of care, throughyto policy makers and commissioners of services. Health information include¢s
informatlion related to’direct care, as well as to the resources involved in the delivery of care, including
workforge. The logistics pertaining to delivery and recording of care are complex and highly changeable.
Simple splutions'to’‘complex problems are rarely effective.

Plans nded” to' be robust, adaptable, and achievable. A robust plan is able to deal with changing
circumstances A goad planning model considers a variety of scenarios, and should he able to respord
to different pressures. Adaptability means being able to make changes to the plan without sacrificing
the end goal. Achievability means being realistic and acknowledging external factors that are likely to
impact the execution of the plan and the delivery of the goals. Plans should be neither optimistic nor
pessimistic, but should be able to address and survive the extremes of changes in the environment. To
achieve this, wide consultation and engagement is necessary in the planning activity, to ensure that
plans meet the needs of all or nearly all stakeholders in all or nearly all circumstances.

Planning can be central or distributed, tactical or strategic. Centralized strategic planning is likely to
occur only in stable environments, and a substantial eHealth architecture will depend heavily on the
environment in which it is implemented. Nevertheless, it is often viable for nations with a poor eHealth
infrastructure to plan and deliver effective eHealth initiatives that meet the most important needs of
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the population; often the most dramatic improvements in health and wellbeing of a population can be
achieved from the simplest but most effective interventions.

6.1.7.1.2 Planning and developing an eHealth strategy

The ITU National eHealth Strategy Toolkit home pagell95] states that “Experience has shown that
harnessing ICT for health requires strategic and integrated action at the national level, to make the best
use of existing capacity while providing a solid foundation for investment and innovation. Establishing
the main d1rect10ns as well as plannlng the detailed steps needed is key to ach1ev1ng longer -term goals

and the duration of the plan. Short-term plans with limited scope:are needed when dealing with urgent
tactical situations; for example a national pandemic emergency,would require a rapid approach| focused
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bvernment support. In any economy, there is likely to be aneed for a mixture of short-term and longer
¢rm plans driven by pragmatic short-term needs and\the long term broader needs and godls of the
bmmunity.

o 09

(o)

aintenance of the eHealth architecture is a core part of planning. All plans should be baselinged in the
irrent architecture, and targeted towards amew architecture. Within the ICT industry the majority of
hhancement comes under the maintenance phase as incremental extensions. Therefore maihtenance
ust be considered a key part of strategy.and planning. Whole lifecycle costs must be core to planning,
pbnsidering the maintenance and support of solutions.

og oo =

Health architecture can be realized in a variety of ways. A blueprint approach adopted by some larger
htions sets an aspirational configuration at a national level, coupled with standards and incentives for
loption. A more vigorous approach involves the provision of national infrastructure, such as anational
PN for health that requires health delivery organizations to exchange information using the|national
btwork. Other strategies are bottom-up, based on a more market-centred approach to dev¢lopment
hd integration, with'the architecture being emergent. There is no absolutely right way to define an
Health architecttife, and the choice of strategy depends on the social, commercial, and political context
ithin which ibis‘to be applied.

O S0V S <S50

bre to afy‘architecture are the standards for interoperability, from basic coding and rgecording
tandardsthrough toinformation exchange standards. Without clear standards, any investment{strategy
hn at best achieve islands of success. Consistency and compatibility of standards are necessary; it is not
beessary to be uniform in all standards areas if there can be some translation between infgrmation
represented using different standards. A balance needs to be struck between pragmatic interchange
of information in poorly structured form through to the ideal of fully coded and structured electronic
health records. Creating barriers to entry through overly ambitious standards strategies can be almost
as limiting as having no standards strategy.

=5 awn

Large, “bigbang” implementation and replacement strategies have a poortrackrecord inthe ICT industry,
and the risks of such approaches are exacerbated by the complex demands of the health industry. Even
if complete replacement of an existing architecture is envisaged, an incremental replacement strategy
is usually the best approach. Evolution rather than revolution should be the maxim. The interim costs
of dual running and phased replacement can be more than offset by the reduction in risk. A feasible
evolution strategy has previously been outlined in 5.3.2. See 5.2 and 5.3 for details on development of an
eHealth architecture (5.2) and the methodology for building up the architecture (5.3).
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Finally, planning and maintenance needs to include a risk management strategy. Identification of risks
up front, with regular review and response to the risks is critical. The biggest failures are usually a
consequence of not recognizing and responding to risks early enough. This is often confounded by the
complex politics around health, where aspirations can be high and unrealistic while the public expression
of concern around potential failure can be difficult to manage.

In 2012, the WHO in collaboration with the ITU developed a National eHealth Strategy Toolkit as a
resource for developing or revitalizing a country’s eHealth strategy, addressing a range of countries,
from those just setting out to those that have already invested significantly in eHealth.[196] The toolkit
is an expert, practical guide that provides governments, their ministries and stakeholders with a solid
foundatipn and method for the development and implementation of a national eHealth vision, actign
plan, and monitoring framework.[126] All countries, whatever their level of development, can adaptthe
Toolkit tp suit their own circumstances.

The Toolkit identifies three major areas of activity for planning and developing an eHealth\Strategy as
shown in} Figur

NOTE Figure 6 was reproduced from Reference [197], eHealth brochure, p. 2, with kind permission of the
World Heplth Organization (WHO).

Part 1 Part 2 Part 3
National eHealth vision National eHealth National eHealth

action plan monitoring and evaluation

+ Mamage the process » Manage the process + Define indicators for monitoring
. age with stakeholders + Engage with stakehalders and evaluation
+ Estgblish the strategic context + Develop eHealth action lines » Define baseline and
target measures
+ Leafn from trends and + Develop an integrated .
expkrience action plan + Define supporting governance
o g . and processes
+ Draft an initial vision + Detepmine high-level

« Idemtify required components resouree requirements

+ «Apply funding constraints

« Gather information on the
to refine plan

eHdalth environment

+ Asskss opportunities and gaps + Define implementation phases

+ Refine vision and develop
recgmmendations

Figure 6 5 WHO/ITU Toolkit — Planning and development of eHealth strategy

6.1.7.1.3 CFactors impacting maturity models

The maturity of eHealth planning and architecture maintenance is dependent on a number of factors.

6.1.7.1.3.1 Political factors

The political stability of a nation radically affects health outcomes and the potential for eHealth.
Frequent political changes can make it difficult for long-term investment in and maintenance of eHealth
architectures. Conflict in a geographic area e.g. political, civil, religious, etc. will further limit the ability
to plan and provide stable, effective investment. Where there is instability, planning, and maintenance of
architecture is more problematic. Pragmatic decisions need to be made in light of the planning window
that is feasible.
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Another political factor to consider is the role of central government and its willingness to intervene.
Central investment makes it feasible to plan at a national level, but can be an inhibitor to local initiatives
and investment. Without some government support, it is difficult to have a national strategy.

The coupling of health to government spending affects investments significantly. Even in mature
economies, national eHealth investment strategies and the focus of national eHealth ICT priorities can
be quite divergent. The public/private split of healthcare delivery has a significant impact on eHealth.
Public investment more often than not focuses on deliverable infrastructure that is widely shared. In a
mainly privately funded eHealth economy, the role of standards and incentives is more important.

Gpvernment structures and policies have a significant impact on delivery. Heavily devolved goyernment
cqn provide more robust delivery but inhibit national integration. Centralist governmentican provide
more integration but have greater issues with local delivery and innovation. Planning andmaihtenance
nkeds to be cognisant of the approach to national governance.

6/1.7.1.3.2 Economic factors

Efonomic factors have a major role to play in health outcomes; there is a'strong correlation between
lhe wealth of a nation and the health of its population. This is driven by asnumber of underlying factors,
fcluding the ability to invest in eHealth. Income distribution is also important; the size of disadyantaged
Foups even in relatively wealthy nations can significantly impact.o¥erall health outcomes and access
eHealth functions.

==

Efonomic stability is important for large scale investment imeHealth architectures. Private anpd public
nvestors will only invest where there is a likelihood of l6éngterm value. High local inflation gnd weak
irrencies are risks which impact any major investmeht program even in relatively wealthy] nations.
ibstantial inward investment is often needed to enceurage third party organizations to engage with
bnfidence. Economic downturns have a massive effect globally as well as locally, and in all ecqnomies.

o uno =

he funding model for health can impact the funding model for eHealth. State funded health initiatives
re likely to have money for eHealth. In an.insurance model, privately or publicly funded, the flows of
oney can be very different, and requirehe providers of health services to source investment funding
jdependently of the state; this can influence national strategies with respect to incentives grograms
nd policies.

oo

rong markets and mature financial management are conducive to stability and long term investment.
ans and investments therefore need to be very sensitive to this. Expecting an immature market to
bliver complex solutiongisunrealistic. On the other hand, not taking advantage of mature maykets and
‘eating eHealth solutionsindependent of the wider ICT infrastructure can be wasteful and sgmetimes
punter-productive.

O 0O Qv wnm

6/1.7.1.3.3 Social factors

%]

bcial factons strongly influence the needs and delivery mechanisms for health, and hence, the¢ eHealth
r¢quirements. Good social support networks can radically influence health outcomes, angl impact
the need for and utility of eHealth solutions and eHealth enabled services. Mobility and change, such
att ificreasing urbanization will have similar impacts. Education level and literacy can have similar
impacts. A highly educated population will have higher expectations and higher ability to utilize eHealth
initiatives from both a patient and a provider perspective. The stability of healthcare services depends
on a strong, educated, and eHealth savvy health professional group.

Population density will also affect the utility of eHealth. Dense, well developed population centres
will be conducive to good eHealth architectures. Dense, poorly developed population centres will be
problematic. Dispersed populations will create different problems.

The age and mobility of populations strongly influence health outcomes and the utility of eHealth. A
young, mobile population will put particular strains on eHealth, requiring more adaptability in the
architecture to meet changing needs. An aging, static population will impose different strains, with a
higher proportion requiring chronic disease management.
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6.1.7.1.3.4 Technology factors

Base technologies, supporting the wider community, radically influence the ability to plan and maintain.
If eHealth has to include basic commodity costs for national ICT infrastructure, then this will impact
the time, cost, and quality of delivery. Core communications are a minimum requirement, but this can
be delivered in a variety of ways, from high bandwidth land-based wide area networks through to low
bandwidth mobile telephony networks.

Standards are core to technology adoption and integration. A mature standards-based approach
is important for success. The ideal market has full engagement of all parties in the development and

adoption
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he adoption of standards. However, the best incentive for standards adoption is a commitmiel
user base to adopt the standards; in particular, endorsement of standards from healthcar
nal organizations is key to overall success.

.5 Geographic factors

hy will influence eHealth planning. The costs of connecting dispersed populations over a wid

Golutions. In large densely populated areas, there is often the optioh of providing choice, an
a driver for quality and innovation in many mature economies. Hewever, choice becomes mot
Lo provide when there are large distances between population céntres.

.6 Endemic disease factors

diseases including infectious diseases, malnutrition;anhd obesity have significant impact on th
for health services. Where there is an endemic disease, greatest benefit is usually achieved |
on treating that disease. eHealth planning shouldfocus on addressing dominant health need
munity.

Maturity model

below.

Low

litically unstable environment, with conflict or frequent changes of government, making
Cult to provide robustplans and stable infrastructure.

e or no centrakgovernment planning and investment make it difficult to fund and sustain play
nfrastructuke:

y on health focused on short term issues reduces the options for long term planning an
stmefit.

of standards. National initiatives on standards can range up to full legislative requirement

S
nt
e

B

it

LS

Poor

health outcomes and weak measurement of health outcomes order the priorities toward

Is

tactical rather than strategic interventions on health.

Low gross national product (GNP) limits the investment possibilities and the ability of the market to
provide ICT.

Significant changes in population, such as rapid urbanization, migration or high birth rate, place

high

strains on infrastructure.

Geographically dispersed populations, with large rural areas and significant amounts of subsistence
living, make deployment of ICT problematic.

Early stage urbanization with rapid growth and migration towards urban centres place pressure on
the urban areas.
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High level of endemic diseases, with low life expectancy, places the priorities firmly on immediate
problems rather than longer term investments to address the wider health issues.

Unorganized professional groupings, driven by the health demands of the population, make the
system more reactive rather than strategic in its response to health issues.

Poor ICT infrastructure generally means that eHealth must either make do with established
infrastructure or bear some general investment costs.

6.1.7.2.2 Medium

a) A politically stable environment with little or no conflict, and stability in governments;enfourages
medium term planning, and inward investment.

b) Modest central government budgets allow for some national investments on prigrity areag.

c] Health outcome priorities known, and focused on key issues.

d) National measures of health outcomes developing or in place.

e] Well-defined policy on health, seeking to address priority areas in the short to medium term, leads
to direction of national funds to eHealth.

f] Moderate GNP drives inward investment and available national funds for investment in eHealth.

g) Strong urban centres, with a move towards gredber urbanization, create stable iglands of
infrastructure.

h) Endemic diseases being dealt with in most areasycreating opportunities for focus on broadpr health
issues.

i)] Good ICT infrastructure in urban centresgwith some national infrastructure, allows for inyestment
in eHealth to exploit general infrastructure.

j)] Developing professional groupings:with a recognition for the need for eHealth in key area$ and the
importance of information exchange through standards-based solutions.

k) Growing educated class, with increasing expectations regarding health services.

1)) Mobile telephony and some wired telephony out to non-urban centres provides connectivity. Some
wide area networksyprovide higher bandwidth within urban areas. These enable eHealth injitiatives.

6(1.7.2.3 High

a] Long term political stability allows for significant long term investment at a national level and
encourages inward investment and a strong market.

b) Good balance between national and local government investment creates options and divdrsity.

C RUdC‘l IIIdp fUl hcalth UutLUllle VVC}} dCVC}UlJUd.

d) Well-defined policy on health, with a long term strategic view, encourages planning and investment
in eHealth architectures.

e) Good monitoring of health outcomes at a national level.

f) High GNP creates funding for investment, creates an environment where choice and diversity are
possible and drives up quality.

g) Education level high, and demand for quality and choice in health are high.

h) Endemic diseases are more lifestyle driven (e.g. obesity, diabetes, cardiac), than poverty driven,

moving the emphasis towards public health and management of chronic and acute diseases.
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i) Aging demographic moves the emphasis towards chronic disease management.

j)  High urbanization and well developed rural infrastructure means that eHealth can exploit a rich
national infrastructure.

k) Strong professional groups are established, with regular professional accreditation and a strong
commitment to standardizing information use.

1)  Good ICT infrastructure nationally creates a wide array of options for eHealth investment.

6.1.7.3 [Examples of applicable standards, cross-references, and dependencies

There arfe a number of tools that are useful for planning, but very few standards that provide giidange
for natiopal eHealth planning. The primary reference standard is the [SO 12967- series:

— I50 12967-1:2009;
— I50 12967-2:2009;
— 150 12967-3:2009.

For thos¢ embarking on an eHealth strategy, knowledge and understanding-ef Similar initiatives is verty
important. Most major economies have eHealth strategies. Prime examples‘are the following:

a) the English information strategy, “The Power of Information®*,{published by the Department pf
Health, England, in May 2012;[101]

b) the §econd eHealth Strategy for NHS Scotland, Septembei~2011;[102]

™)
—_

c) the‘Meaningful Use” Strategy by The Office of the National Coordinator for Health IT in the USA;[10
d) the Personal Health Management Strategy for Singapore;[104]

e) the Personal eHealth Record Strategy in Australia;[105]

f) the $trategic Investor initiatives managéd by Canada Health Infoway.[106]

The tools suitable for maintenance are those that are used for development of architectures. (Sg¢e
Clause 5). Quality standards, such-as*[SO 9001, are very appropriate for any organization developirlg
and maimntaining eHealth architectures. (See Clause 5.)

6.2 Health process domain components

of health problems coupled w1th dlagnostlc (test) assessments therapeutlcs and related components
such as payment for services and evaluation of services, provider and patient education and knowledge
management, essentially the spectrum of patient-provider experiences that span the continuum of care.

A process of care is a healthcare related activity performed for, on behalf of, or by a provider, a patient
(or client), or another caregiver.

6.2.2 Community-based services

In many developing countries, community-based services serve to either augment or extend primary
care services. The range of skills and training for community health workers varies widely, and their
general scope of care varies as well.
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Community-based services typically are delivered in two ways:

a) primary care outreach activities (community visits and interventions performed by healthcare
providers based in a clinic or community/district hospital);

b) community health workers based in the community.

Community-based services delivered as outreach activities are primarily healthcare focused, including
immunizations, screening programs, family planning, sexual health, and health education, disease
prevention, and wellness promotion programs.

HIealth information related to outreach activities is typically recorded and managed at the facility
ldvel, although community based health workers will often keep duplicate records as well. Qutreach
agtivities are considered extensions of primary care, simply delivered in another setting. Fhey pften use
standardized forms for data collection and data entry identical to those used when delivering the same
s¢rvices in the facility e.g. community health workers will bring the same immuonization registers or
bpoks on outreach.

Services delivered by community health workers based in the communitiespose greater challenges and
ténd to be less integrated with the overall health services. While the responsibilities of the community
hpalth worker vary widely by country, they are typically responsible.for activities such as

a) health promotion,

b) health education,

c] basicscreening,

d) referrals to primary health clinics,

e] very basic treatments or interventions (in.some areas), and
f] registration of vital events.

Most of the health promotion and héalth education activities are rarely recorded. When [they are
r¢corded, the reasons tend to be linked to financial incentives rather than improved data co¢llection.
This is because if community health workers are paid at all, it is almost always based on performing
specific activities e.g. conducting health promotion activities; sending a pregnant woman to the clinic
fqr ante-natal care.

The actual flow of information and information-sharing will depend largely on the actual|setup of
cpmmunity services(in the country and the scope of responsibilities assigned to the community health
workers.[80][81]

6{2.2.1 Maturity model

6{2.2.1;%+ Low

a: Care encounters mighf not bhe recorded at all Pqppr‘inlly if thev do not include the provision of
medication, or a referral to a health centre.

b) Information mightbe recorded by the community health worker in a non-standardized way, such as
a note book they keep themselves.

c) Information is rarely shared with the primary care facility, and if it is, not in any regular or
standardized fashion.

6.2.2.1.2 Medium

a) Person-specific health data is recorded on a standardized form (such as a ledger or register) and
summary data is routinely shared with primary care services, e.g. via monthly reports.
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b) Referrals to primary care are recorded in a standardized manner (a referral form). Mechanisms to
follow up and ensure the referral happened are typically absent or inconsistent.

c) Follow-up on referrals (the sharing of information from the primary care centre to the community
health worker) does not exist.

d) While processes do exist, and can be somewhat standardized, all collection and aggregation of data
is done manually, with pen and paper.

6.2.2.1.3 _High

a) Comlmunity members are uniquely identified in a standardized way, and that identifier is used to
sharje information between health centers and providers.

b) There can be some use of technology to improve data collection and reporting, typically’a mobile
phore.

c) Messaging and health information exchange is standardized and codified.

d) Thete is strong bi-directional data sharing between the community and the health centers.

6.2.2.2 | Examples of applicable standards, cross-references, and dependencies
Relevant data standards include the following:
— HL7|CDA CCD;[107]

— green CDA (and other clones of this concept,[179][189] with simplified schemas that can be transformdd
direftly to and from normative CDA);

— 1S0 18308;
— 1S5S0 10781;
— codd sets such as SNOMEDI62] and ICD.{&3]
Relevant broad-based data and communications standards might include the following:
— IS0 13606 EHR Communicatians
— |SO 13606-1 — Refenénce model
— [SO 13606-2 — Axchetype interchange specification
— |SO 13606-3%=Reference archetypes and term lists
— [SO 1360644 — Security

— |SO"13606-5 — Interface specification

Relevant architectural International Standards and frameworks for reference include the following:
— IS0 12967 (all parts), Health Informatics Service Architecture (HISA);

— World Economic Forum (WEF) Global Health Data Charterl4] (see Annex A);

— Health Enterprise Architecture Framework (HEAF);[5]

— General Component Model (GCM)[&] (see Annex B);[6]

— WHO Health Metrics Network (HMN) Framework;[Z]

— The Open Group Architecture Framework (TOGAF);[8]
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— Zachman framework.[9]

The move to electronic records for community-based services is essential for progression from low or
medium to high maturity levels and for integration with primary care services.

Other health process domains may depend on the continuum of community-based care and primary
care to supportand drive their overall clinical usefulness and activities, and look to these services as the
main data source for their domains.

A highly developed eHealth architecture can be 100 % client centric, designed to facilitate the actual
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6/2.3 Primary care services

2.3.1 Description

6

Pfrimary care is the usual entry point for a client/patient’s first contact and engagement with the
hpalthcare system.
T

his type of care is characterized by

a] longitudinality, i.e.recurring visits over time to the same careprevider or provider team foi ongoing
management of health and health conditions including medication prescribing; health s¢reening,
immunizations and other types of prevention programs;-wellness promotion, health educgtion and
empowerment in support of self-care; family planning’and sexual health,

b) comprehensiveness, i.e. holistic approach to assessing and managing the overall health nedds of the
client, and

c] coordination of access to appropriate serwices across the care continuum on behalf of, and in
collaboration with the client.

Fimary care can also include other ser¥iges such as family counselling and culturally relevant care.

P

Spme of these services can also he\provided through community-based services rather than|a formal
primary care practice/clinic or there can be a mixed model of community and primary car¢ service
ploviders.

G

C

jven the rural or remote Jocations of and great distances between populations in many dgveloping
untries, publicly funded primary care is usually provided in a “tiered” fashion.

Small primary catevclinics (PCCs) staffed by minimally trained health workers, with/without the
stipport of a nufsé or midwife, act as the first point of contact at the most local level, serving Hundreds
of a few theusand people in surrounding villages. These clinics handle women’s health isques (pre
ahd postpantum care, family planning, gynaecological problems), childhood illnesses, and minor adult
infections'and major prevalent adult diseases e.g. TB, malaria, diabetes, and hypertension.

Lhrger primary healthcare (PHC) clinics serve larger populations (20-30,000, similar to sub-urhan areas
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have a medical officer (physician) trained in primary care or possibly a nurse practitioner (advanced
practice nurse) along with other trained providers, e.g. physiotherapists. Such sites can have a small
number of beds onsite to manage patients who require observation and treatment for a few days. In
addition to the types of problems served at PCCs, these sites provide some or all of the following services:

a) medical consultation and treatment via telemedicine;
b) normal deliveries;
c¢) immunization of infants and children;

d) ophthalmic services (refraction testing);
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e) treatment of minor injuries, wounds, animal bites;
f) minor procedures e.g. incision and drainage;
g) public health programs.

Comprehensive primary healthcare (CPHC) centers may be the next level up acting as referral sites
for the larger PHCs. These are really district hospitals of the equivalent of district hospitals and cover
much more than primary care. These sites refer to provincial or state level secondary and tertiary level
hospitals. District sites offer core specialist physician services e.g. internal medicine; general surgery;
ob/gyne prrdpaediatrics; amdsupporting services e g-XTay,; tab, ORamdmay offer 26=30-mpatient bedss.

Additionfl services offered (including those offered PCCs and PHCs) may include

a) highlrisk pregnancies; emergency Caesarean sections,

b) neonatal care,

c) more severe cases of childhood and adult diseases e.g. meningitis; cancer, neurological disorders,
d) trauma and poisonings, and

e) majdr and minor surgeries.

o

Despite this type of tiered approach, many clients travel long distances,to obtain care, often on fod
Commurjications and information sharing between local clinics and‘higher level primary care centers
and comprehensive/district sites may be limited and most data is-cellected on paper.

Information gathered from primary care visits can serve as the\main source of client health informatign
for other health domains if the data is captured in a readilyshareable format, preferably electronically.

Adoptionp and implementation of technology based healthcare delivery systems is essential to enhange
primary|care reach and accessibility for rural populations and improve data-sharing across care
providers.

Requiremnents for ICT and other advanced technologies in primary healthcare include the following:
a) necdssary infrastructure, networks and connectivity e.g. fibre (wired), wireless, satellite;

b) telemedicine and telehealth serwices;

c) healfhcare information systems (patient/client record data collection, sharing);

d) healfhcare data management systems (data analysis and use);

e) appiopriate dataeollection devices and analysis tools;

f) videp and multi*modal conferencing and other forms of e-connectivity;

g) inveptory\management systems;

h) adhdrence to nnrinn;\]l/intprnnrinnal standards as ;\pp]ir;\hlp while dpqigning and dpvp]npirg
equipment, products and systems; standardization of data, should occur where possible, through
modification of existing formats (to improve user acceptance) but may require new systems and
methods of data collection if interoperability is to be achieved.

In addition to publicly funded primary care, there can be large and diverse private and non-governmental
organization (NGO) supported primary care and related health services that need to be part of overall
considerations for ICT and information sharing eHealth initiatives. Networks, connectivity, and
telemedicine capabilities will foster public-private partnerships to improve effectiveness of healthcare
delivery and improve access to resources.

Mobile clinics and mobile hospitals with/without telemedicine capabilities can also be part of primary
care delivery in developing countries. These mobile care services are a very effective way of offering
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primary and other types of healthcare, e.g. eye screening to rural and remote populations on a time
shared basis, and can also provide emergency medical services during disaster management and relief.
When connectivity is available through satellites or wireless, it is also possible to provide linkages to
other care providers at established district and higher level sites.

NOTE Description adapted and extended from ICT for Primary Healthcare.[82]

6.2.3.2 Maturity model

£ 7 4
Oj4cdan L LUW

a) Paper records, or no records at all afford little or no interoperability or continuity ©f care across
different healthcare settings, except that evident from the diseased organs themselves.

b) There is little or no opportunity for aggregation of patient data for public health collectiops, or for
use of information from the accumulated wisdom of other clinicians for decision support.

c] If connectivity with minimally acceptable bandwidth exists to support data storage and |transfer,
web-enabled hand-held devices e.g. smart phones, android tablets;\can be used to coll¢ct client
healthcare data to replace manual processes, and to collect ¢ther types of data e.g| disease
surveillance; births/deaths; immunizations; communicable diseases; these devices shquld also
support phone and email communications as well as staff edueation online

d) Telephone landline or smart phone for communications with large PHCs or other [provider
organizations, e.g. NGOs.

e] Core digital devices, e.g. weight scale.

6{2.3.2.2 Medium

a) Paper or electronic silos of information are available through mobile and/or onsite [jpersonal
computer (PC) or laptop] systems atiprimary care clinics. Data captured using hand-held deyices can
be uploaded to large PHC centre ddtabases and further uploaded to comprehensive centerg/district
hospitals, real-time if possible, where supported by the infrastructure and connectivity.

b) A PC orlaptop with printer and web-enabled digital camera at all PHC sites for maintenande of local
databases and patientistories especially for high risk groups, which can be readily acdessed by
health workers.

c] PHCshaveadditionaldigitalbiomedicaldevicesaree.g.glucometer,stethoscope,sphygmomajnometer,
ECG, X-ray, ultrasound.

d) Connectivity” with sufficient bandwidth to support video-conferencing and video monitors to
support \telehealth e.g. tele-consultations; tele-prescribing; telehealth systems should |be web-
enabled.

e] ~Some level of electronic administrative and management capabilities e.g. patient registrgtion and
dssignment of patient Ids; record maintenance; hudgpf and inventory management, via P(s and/or
mobile.

f) Connectivity from PHCs to comprehensive PHCs (CPHCs)/district hospitals.
g) There can be some continuity of care provided the records are accessible at points of care.

h) There can be some information retrieval and availability of information for reporting and public
health data accumulation, also cross referencing of data from different points of care and clinical
contexts.

i) There may be interoperability across some electronic health information systems where provision
for it has been made as part of adoption and implementation strategies.
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j) There may be rudimentary alignment of local activities with enterprise-level strategies and
programs if they exist.

6.2.3.2.3 High

a) Enhanced telemedicine and video conferencing capabilities at comprehensive PHCs/district
hospitals, as well as communications capabilities via email, SMS, other e-routes.

b) Broad interoperability across electronic health information systems.

c¢) Unidue patient identifiers used across the enterprise; in some jurisdictions there need be no ne
inveftment in paper-based health information, but paper-based collection can still occur atNocal
clinits as an adjunct to electronic recording in specific circumstances.

d) High level of continuity of care based on achievement of connected, interoperable systems across
publiic and private primary care provider organizations.

e) There can be two-way data flow from local to enterprise and enterprise to local (management
information).

f) Theyge can be strong alignment between local activities and enterprise objectives and strategies.

6.2.3.3 | Examples of applicable standards cross-references and dependencies
Relevant data standards include:

— HL7|CDA CCD;[107]

— green CDA (and other clones of this concept,[179][189] writlrsimplified schemas that can be transformgd
direftly to and from normative CDA);

— IS0 18308;
— IS0 10781;
— codd sets such as SNOMEDI62] and 1QD.[63]
Relevant broad-based data and communications standards might include:
— 1S5S0 13606 EHR Communications
— |SO 13606-1 — Reference model
— [SO 13606-2 =< Archetype interchange specification
— |SO 13606<3 — Reference archetypes and term lists
— [SO 18606-4 — Security

— [S0/13606-5 — Interface specification

Relevant architectural standards and frameworks for reference include:

— IS0 12967 (all parts), Health Informatics Service Architecture (HISA);

— World Economic Forum (WEF) Global Health Data Charterl[4] (see Annex A);
— Health Enterprise Architecture Framework (HEAF);[5]

— General Component Model (GCM)[6] (see Annex B);

— WHO Health Metrics Network (HMN) Framework;[Z]

— The Open Group Architecture Framework (TOGAF);[8]
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— Zachman framework.[9]

The move to electronic records spanning primary, secondary, and tertiary care is essential for
progression from low or medium to high maturity levels.

Other health process domains may depend on primary care to support and drive their overall clinical
usefulness and activities, and look to primary care as the main data source for their domains. A highly
developed eHealth architecture can be 100 % client centric, designed to facilitate the actual delivery of
healthcare, and able to feedback on its own processes to assist in that task.

Primmary caredeperds omrother compoments of theeHAM-for suchresourcesas cent; HE-Worker and

fqcilities registries, terminologies, privacy and security processes, interoperability paradigms| eHealth
pplicies, financial, and accounting support, etc.

6{2.4 Hospital/institutional services

6/2.4.1 Description

In both developed and developing countries, a minimum of three levelS\of hospitals commonly exist.
Epch level is progressively more comprehensive and sophisticated With respect to the typle, scope,
cipability, and availability of healthcare services and related healththuman resources providgd to the
pppulations served.
p
c

rimary level hospitals are typically local and are the equivalent of comprehensive primary h¢althcare
enters in terms of core speciality services provided.

%]

bcondary level hospitals are regional and offer additional specialist care services and ambulatory
Qutpatient) clinics.

)

Tertiary level hospitals are major service hospitals, typically run by or affiliated with universities and
'fer the highestlevel of specialist expertise and care for both inpatient and outpatient services{A fourth
lgvel, the quaternary hospital, is available, in many developed countries and offers highly specialized
s¢rvices such as burn units or hyperbaric chambers (for treatment of diving injuries) coupled with
atademic, education, and research fecused activities.

@]

In primary level hospitals, information systems and their requirements are close to those offered at
primary healthcare centers.There may be a hospital information system installed or the systdm in use
njay be in common with systems available at primary healthcare centers. Information collectdd can be
uped for local clinical decision-making, sent to higher level hospitals and be shared with patients and the
primary healthcare centers that patients attend for regular care.

Al

t the secondary,level, there is usually a main hospital information system (HIS) but thi$ system
cpmprises severdl clinical sub-systems and separate clinical systems may be in use outside of the main
H[IS that do-net share data with the main system. Systems are more complex than those found in|primary
lgvel sitessThere may be vertical information flows in addition to the usual horizontal informatipn flows.
Ifformation from secondary level hospitals is usually collected for regional and national level flecision-
making in addition to local decision-making and clinical decision support.

At the tertiary level, the basic structure of hospital information systems is similar to the secondary
level but the number and types of clinics increases and there is more sub-specialist expertise which
means additional, separate specialized IT systems and more fine-grained data collection requirements.
In addition to reasons for secondary level data collection, information is gathered for scientific and
educational purposes.

Independent of hospital level, hospitals must deal with several major issues involving integration, of
services and programs across the organization including multiple physical sites (where they exist), of
common data and of common functionality. The main challenge to tackling and providing solutions to
these issues is the fact that a significant number of hospitals and related healthcare enterprises continue
to operate in a fragmented environment. They consist of networks of operational units characterized
by a high degree of heterogeneity and diversity, from organizational, logistic, clinical, technological, and
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cultural perspectives. The structure of such individual centers, whether they are hospitals, outpatient
clinics, or other clinical practice environments (e.g. primary care clinics) is evolving from a vertical
enterprise towards the aggregation of a set of specialized functional areas/domains spread over the
territory served. These need to share common information and to operate according to organizationally
integrated workflows within the frame of the larger healthcare service enterprise (municipal, regional,
or national).

Supporting the specific requirements of each operational unit (or user) in the most appropriate and
cost-effective way needs to be done while at the same time the overall consistency and integration of
the whole organization must be secured, at local and territorial levels. Such integration requirements

are not
containi

Regrettdbly, today’s hospitals and related healthcare enterprises comprise a large number of differe]
databasg systems and applications, and information systems are frequently fragmented across a numb¢
of domailns, applications, and functionalities, isolated and scarcely consistent with each;other.

A prima

integration of the organizational processes and the existing information assets, thereby, enablir

interope

6.2.4.2

While the specific low, medium, and high maturity models for~hespitals are described herein,
methoddlogy that can be used by enterprises for evolving their Systems from lower to higher levels

describe|

6.2.4.2.1 Low

a) The

interconnected or not connected at all.

b) Papgrrecordsornorecords at all come with a patient nor are they available to be retrieved from th

heal
avai

c) Papér records or no records ate‘sent out with a patient at discharge from inpatient care or 3

amb
bes

to tHe hospital or to the‘follow-up service.

d) Therte is no opportanity to collect information for decision-making, statistics, or scientific purpose

6.2.4.2.27 Mediam

a) The

adm|inistrative requirements rather than on clinical, patient-centred requirements.

nly needed to improve clinical treatment but also demanded by the necessity of controllin
g, and optimizing the overall expenditures for healthcare.

'y need, and an indicator of maturity level, is to integrate the organization itself throug

rability of applications and systems and protecting the investments that have been made.

Maturity model

d in Clause 5.

healthcare service or enterprise is not integrated. Units or departments are islands loose

thcare service. All information is-reldated to acute care and little or no historical information
able. There is no continuity of care across different hospital levels or specialists.

ulatory clinic visit, or delivered to another hospital healthcare service where the patient ma
ben in follow-up. Therecords may not be located and available the next time the patient comé

healthcare service or enterprise is loosely integrated. Integration is mainly focused d

g,

nt
28

a
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y

IS

y
S

g

b) Most patient information is collected electronically and available. There are separate systems for
specific purposes which are not integrated or integrated solely for administrative purposes. The

clini

cal staff must look after patient information.

c) Information can be sent and received electronically from other institutes as long as agreements
are in place beforehand related to information sharing, including agreed ad hoc interfaces and IT
capability is available to support these exchanges. Data from hospitals outside of these sharing
arrangements will not be available should a patient attend one of these facilities. This means that
some part of the patient’s health record information is missing and staff cannot fully trust the
information received.
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d) Systems to collect information for decision-making, statistics, and research purposes use different
classification criteria and are not an integrated part of normal processes. They require extra work.

6.2.4.2.3 High

a) Healthcare enterprises and institutes are integrated as an organization, as are their information
and functional assets. Also at the territorial level, the overall healthcare service that groups the
institutes and enterprises acts and is structured itself as an integrated organization.

b) The patient-centred information flow is designed to fit processes in such a way that the personnel
involved in the activities automatically use and feed the common information needed in gach step
of the process. Information is always available to help the staff and decisions are suppjprted by
the system. This means that all common information is managed in an integrated Jimannler in the
enterprise’s integrated data repository and made available through service architecture|in every
location it is required. The patient also has direct or indirect access to their,gwn informgtion and
can possibly determine how it will be used by granting or denying consentto use the infoprmation
for specified purposes beyond those of the entity that recorded it.

c] Information is not restricted by organizations. Rather, the enterprises have become effectively
part of the integrated healthcare service guaranteeing continuity of‘care. The information is made
available through the healthcare service architecture in any partof the organization wherefa patient
is treated. The integrated information asset permits building\a lifelong archive to store all patient
information (i.e. the Patient Record), which is available anytime and anywhere the patient|requires
treatment.

d) All information needed for decision makers, statistics, or research is collected autognatically
without any extra work in the enterprise’s data repository and made available through technology-
independent service architecture for all requireduses whether they be clinical, research, stlatistical,
managerial, administrative, or other.

(=)

2.4.3 Examples of applicable standards, cross-references, and dependencies

—

sting examples of applicable standards when spanning the whole enterprise-wide healthcarg service
dnotatrivial task and requires a detailed analysis. There are many standards to take into consjderation
whenbuildingup aservicearchitecture for healthcare enterprisesand hospitalsin general. Thos¢ deemed
of mostrelevance are noted here, while acknowledging that work is ongoing in the standardization world
t¢ provide roadmaps and gliidelines for the correct understanding and adoption of the most appropriate
standards for each of the'rélevant areas of an enterprise (service architecture, messaging, etc.).

—

In brief, healthcareiniformation systems, while necessarily being conformant to local, regional, or
nptional regulations and laws regarding security of data and privacy, must also be based on|an open
ahd documented\architecture comprising a series of components and modules, the most fundamental of
which are listed here, together with the basic characteristics and reference standards.

a]l Thesystem includes an integrated information repository capable of handling all of the enterprise’s
c¢ommon live and historical data regarding clinical and organizational activities and procefses.

— 1he reference standard detailing the characteristics and the contormance criteria of this
component is ISO 12967. (Also, see Clause 5 and Annex C.) User front-end functionality (user
interfaces) and integration engines supporting the clinical and administrative processes should
be based on a service architecture that supports retrieval of common data from the repository
and capture of new data thatis considered common to the organization (e.g. results of activities,
etc.).

b) To ensure continuity of treatment processes with message based devices or systems, the system
should be able to handle messages conformant to HL7 standards.[18][190]

c) In order to manage and display diagnostic images stored in a Picture Archival Communications
System (PACS) and provide continuity with radiology equipment and departments, the system
should be able to communicate via DICOM standard interfaces.[109]
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d) Clin

ical documents (reports, discharge letters, etc.) can be structured according to the Clinical

Document Architecture (CDA)[110][179][189] or as EHR extracts according to the ISO 13606 model
with archetypes.[19]

e) Clas

sifications and taxonomies are required to classify data and models accordingly. The enterprise’s

information asset comprises huge amounts of data. Each single piece of information needs to
be described from various viewpoints: what it means, how it should be interpreted, its terms of
reference, links to other terms, etc. Without this set of descriptors it is impossible to interpret and
understand, register and retrieve the data from the information system, analyse and compare it
with other data of the same family coming from different systems, etc. Thus, the coding schemes

proyide a unified language that allows sharing of the data amongst professionals of the healtheare
entefprise.

A useful
(HIMSS)
analyse

other ho
adopted

6.2.5 PRublic health and disease surveillance

6.2.5.1

NOTE

UCLA bodk (Ch. 1.1) on Public Health (August 2012).[84]

Public hgalth is the art and science of preventig disease, prolonging life, and promoting health through
the organized efforts of society. The goal ef:public health is the biologic, physical, and mental well-being
e

of all pe

health of the public in the aggregate. Te achieve this broad, challenging goal, public health professionals

engage i

S
Public h¢alth professionals utilize) these functions to anticipate and prevent future problems, identify
current problems, identify appropriate strategies to resolve these problems, implement the strategiefs,
and evalpate their effectiyeness.

Publichdalthisconcernedwiththe processofmobilizinglocal,state/provincial, nationalandinternationgl
resources to ensurethat conditions exist in which all people can be healthy. To successfully implement
this prodess and.to make health for all achievable, public health must perform the following functionsf

a) preventdiSease and its progression, and injuries;

[here are many coding schemes and classifications in use in the various domains ofthealthcare
hnd there is still ongoing work in this area. It is fundamental that standard classifications and
faxonomies need to be adopted within the healthcare information system (e.g;the ICD family,
SNOMED CT, etc.)l62][63] and the information system itself must be able to copé with multiple
concurrent classifications used.

cross-reference for this overall Clause is the Health Information Manpagement Systems Society
(US) EMR Adoption (Maturity) model,[83] an eight-step procesS-that allows a hospital fo
ts level of information systems adoption, chart accomplishmerits;*and track progress againpt
Epitals across the country. The UK is moving to adopt this mpdeland other countries have al§o
adapted it or are planning to in the near future.

Description

The description of public health included here’has been extracted with small adaptations from the

pbple. While medical care focuses-on the health of the individual, public health focuses on t}

awide range of functions involving biological sciences, technology, social sciences, and politids.

- 1 AR} 1L PR | h | 1] 1l 1 ) .
b) promoteteatthytifestytesamdgoodheattiriabits;

c) iden

tify, measure, monitor, and anticipate community health needs;

d) formulate, promote, and enforce essential health policies;

e) organize and ensure high-quality, cost-effective public health and health-care services;

f) reduce health disparities and ensure access to healthcare for all;

g) promote and protect a healthy environment;

h) disseminate health information and mobilize communities to take appropriate action;
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i) plan and prepare for natural and man-made disasters;

j) reduce interpersonal violence and aggressive war;

k) conductresearch and evaluate health-promoting/disease-preventing strategies;
1) develop new methodologies for research and evaluation;

m) train and ensure a competent public health workforce.

Publichealthisaglobalissue,and will become even more sointhe 21stcentury, as the interconne

ctedness

0
c
splutions. Public health must address the challenge of confronting health problems and‘politic
a
global level as well.

Djisease surveillance, depending on capacity and reporting requirements, cansconsist of indi

syirveillance system and migration towards an EHR and IDR. For individual data, sentinel sur
at specific sites can be used to estimate incidence of disease with results‘adjusted appropriatel
bjases introduced from site selection.

Akcording to the World Health Organization (WHO), disease-surveillance is the routine

(@)

functions:

a] detection and notification of health events;

b) collection and consolidation of pertinent data;

c] investigation and confirmation (epidemidlogical, clinical and/or laboratory) of cases or ou
d) routine analysis and creation of reperts;

e] feedback of information to thoseproviding data;

f] feed-forward (i.e. the forwarding of data to more central levels).

—3

he rationale for the supveillance of a specific health event should be established and based
htional priorities, diseasé control objectives and strategies. Otherwise, the data collected
relevant. What data-te collect depends on the analyses that are needed to guide decision-m|
atters of publichealth. In the case of outbreaks, especially in cases of new or unknown dis
where the vectar i$not known, data collection needs to be dynamic so that the appropriate da
llected depending on the circumstances.

==

Q

Ak the national level, clear surveillance standards should be established to achieve maximum 6
ahd ensure that data are comparable throughout the country concerned. These standards covg

F nations increases through modern communication, resulting in the need to deal with epidemics of
pbmmunicable and non-communicable diseases and environmental issues that requiretrangnational

hl, social,

hd economic factors affecting health, not only at the community, state, and national|levels, Hut at the

yidual or

simmary data reporting. Summary data reporting is often the first step towards development of a

veillance
y for any

ongoing

bllection, analysis, and dissemination of health data. An effective surveillance system has the following

tbreaks;

on clear
may be
aking on
eases, or
ta can be

fficiency
r:

aJ -case definitions;

b) the type of surveillance to be conducted;

c) the data elements to be collected;

d) the minimum analyses and routine reports to be produced;

e) the use of the data in decision-making.

To achieve operational surveillance, it is necessary to carefully define

a) the process of surveillance,
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b) the tasks at each level,
c) the data/specimen flow,

d) the most effective way to capture the data (e.g. as a by-product of routine data collection for patient
care, or through registries, surveys, etc.,

e) thelogistics, including,

f) staffissues e.g. designations of staff; staff training, and

g) appijopriate tool distribution (e.g. means of communication, transportation, specimen kits).

Standard performance indicators should be monitored as a part of supervision to identify weaknessgs
in the syptem so that corrective action can be taken.[60]

Figure 7| shows where surveillance-related activities fit into the Health Metrics Network Framework
and eHeglth architectural model (eHAM) and how advances in IT can streamline the flow-of informatign
from secpndary sources to an IDR using an IMR and the SDMX-HD indicator exchange‘format.

The use|of these models can assist with strategy development by identifying ‘gaps and prioritizing
activities.

Phase 2
Priority-setting and planning
Plan | PlanandBudget|  Funding ¢\.J' Health Process Domain Components (5.2)
‘ [ = atient Path — supporting continuity of care ] i
— — ownership
Phase 3 '\ .| I i £ =
Iinplementation of Country Health Information System Strengthening Activities “ﬁ g R, - i § g' $ -
# g % i ~
Integrated Health Information System ) : g é i i it g i i 5
H i H i
Dashboard, Health Information % Al § E E’ g % £ é H .
it Sysemctors (| s 152k 0 Y § §
Queries, Using Evidence I W 3 i
Events and Decision-Makin H
Alerts L= _ 8 \ ]
- ‘ O * _ [ HS planning. monitoring & cvakiabon |
Registratiol I II e 3
' X SEDM H D foundation = eHealth Infostructure (5.3)
) p—— e ".'mEHR & " Imﬁmcgl Clinical terminology pia interchange
szl:‘!lael;:n ud ernational e el ey s chssitcadons i | pimierrdy
o R District Health Manager “"% . iy sy e
R sl = N satety rogime ion
i Faciity Health Offcer
Foundation - ICT Inf ire
e -
2 i J - 3 e ":‘ o or
Pulici%@us and Processes )
HMN Framework Bird's-Eye View 1SO 14639 eHealth Architecture Model

Figure [/—"Relationship of indicator and measurement registry (IMR) and statistical data and
metadataexchange (hnnlfh dnmain) (SDMX HD} topublichealth and disease surveillancel61]
o

Y P nCartira it o tad e otV

Monitoring and evaluation of public health programs has been a core component of traditional public
health work. Public health monitoring systems have historically depended on tools like spreadsheets,
vertical systems, and geographic mapping applications to store and manage data. A need for more robust
data repositories emerged to support monitoring and evaluation (M & E) analyses as disaggregation,
indicator management, and other weaknesses in design and scalability of applications became apparent.

Alarger perspective on monitoring and evaluation as it applies to health system performance is provided
in 6.2.15.

Central to the development of this framework are contributions from the informatics community in data
standards. The statistical data and metadata exchange (SDMX) standard, an ISO standard for describing
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statistical data, in particular, has been useful. The WHO implementation of SDMX, SDMX-HD (Health
Doman), is configured to support the requirements of public health, including custom code lists which

are necessary in an environment where perfect harmonization is not possible.

Other aspects include increasing maturity of organizational work processes, the UNAIDS Monitoring
and Evaluation Reference Group (MERG) being a notable example, and development of a variety of
monitoring applications like Country Response Information System (CRIS) (UNAIDS), District Health
Information System (DHIS) and DevInfo, a database system developed under the auspices of the United

Nations and endorsed by the United Nations Development Group for monitoring human deve

lopment.

DeviInfo’s specific purpose is monitoring the Millennium Development Goals (MDGs),[2] which is a set of

hhiman development indicators. DevInfo is a tool for organizing, storing, and presenting data in 4
way to facilitate data sharing at the country level across government departments, UN-ager
development partners. It is distributed royalty-free to all UN member states. It is a further-dev¢
of the earlier UN Children’s Fund (UNICEF) database system ChildInfo.

Ip low-income countries, a strategy that balances development of systems-for patient-(
jternational reporting can meet both near and long-term needs. Resultssbased monito
aluation, which requires documented performance measures, drives target-setting, and 1
F facility-level data. This presents an opportunity to develop a global\monitoring infrastru
ypport flow of data between the facility, sub-national, national, and ifiternational levels.

»w o @ =

Alpublic health monitoring system framework could be based ontar infrastructure consisting
pprts:

- indicator vetting and harmonization processes;

- indicator registries;

- individual and summary country reporting systéms.

The system is based on a system of interoperable computer applications using a common data ¢
grmat (SDMX-HD) for summary data.

=

uniform
cies and
tlopment
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Figure 8| shows the use of Health Leyel.Seven (HL7) and Statistical Data and Metadata Exchange -
Health Domain (SDMX-HD) to exchange data. Logically, similar to the use of transmission formats lik

HL7 to li
consumi

environrpents, facilitating déevelopment of monitoring infrastructure.

Global o1
forward
Annexes

6.2.5.2

(Fability
Level

\\J’

Patient Centered Data:
Immunization. Chikd Care, Pre-Natal Care, Chronis Diseases, Medications, Lab c@m.

== Individual Data, 8.g. HLT= ==
A-Agaregate Data, e.g. SOMX-HD=P

Figure 8 — Public health monitoring infrastructurel61]

hk hospital systems containing patient data, the SDMX-HD is used to link systems producing
hg aggregate data. A fernmiat for sharing aggregate data makes data available in low-connectivit

ganizations typically develop guidelines for local program management and reporting. Goir
indicator définitions will shift from being organizational to global intellectual property. S¢
E and F for'more information on the IMR and SDMX-HD.

Maturity model

6.2.5.2.1 Low

a) Noregular reporting of disease surveillance data from facilities to the national level.

b) Surveys and epidemiologic studies provide estimates of disease incidence.

c) Little or no process for harmonizing indicators nationally or with international standards.

d) Noe

lectronic reporting of programmatic or surveillance data to national level.

6.2.5.2.2 Medium

a) Sent

58

inel surveillance using established facilities is used to estimate disease incidence.
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b) Paper reporting of summary data from facilities to the national level.
c) Population-based electronic summary reporting initiated.

d) Basic documentation on national indicators is available. May lack complete metadata on
disaggregation or methodology.

e) Some data use atlocal level of reported data.

6.2.5.2.3 High

a] Individual and summary data reporting from facilities established.

b) Two-way communication between national and local level, e.g. outbreak alerts.

c] Reporting of programmatic indicators used for management and allocation of;reésources.
d) Trends in indicators analysed longitudinally.

e] Indicators are sufficiently disaggregated to permit evaluation of national issues.

f] Ascapacityincreases, case-based reporting can beimplemented and<clinical data warehous¢s (CDW)
developed as needed, the latter being an important tool for facilitating the systematic exltraction,
linkage, and analysis of surveillance data.

(=)

2.5.3 Examples of applicable standards, cross-references, and dependencies

wn

pe 6.2.15.
Aln additional applicable standard is ISO/TR 22221:2006.

6/2.6 Emergency response

(=)

2.6.1 Description

e

mergency response scenarios include all non-hospital and non-facility based healthcare management
nd care provision functions.for patients, as follows:

o8]

a) firstresponder care é.g Tire fighters trained in life support procedures;
b) emergency ambalance care;

c] emergency<desponse functions pertaining to actual or potential mass casualty events elg. motor
vehicle, tfaim and plane crashes; actual or threatened acts of terror;

d) healtheare rendered following a disaster or humanitarian crisis.

Ekcltded are:

transport and low care only functions of an ambulance service e.g. for planned inter-facility
transfers, and

J

b) emergency care within the Emergency Department of a hospital or healthcare facility.

These are important distinctions to be made to ensure that the IT and informatics capabilities
subsequently described relate to a relatively homogeneous group of business use cases, albeit these use
cases may extend across a range of systems and geographies with the patient at their centre.

In some environments, there are minimal electronic systems in support of emergency response functions.
During the initial stages of managing a natural or humanitarian disaster electronic communications, are
unlikely to be available to healthcare workers unless response teams are pre-equipped with portable
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satellite terminals and computers. Ambulance services in some countries may be forced to rely on
limited coverage from public terrestrial radio networks.

In all scenarios, emergency response is the first stage in the healthcare continuum. Clinical information
on the treatment provided to a patient during the emergency phase can be of value to healthcare
provided at a later time in a hospital or clinic. For this reason, the information systems used during the
emergency response phases need to be capable of transferring clinical records to regional and national
medical record systems.

Responses to humanitarian disasters may transition to a maintenance phase during which preventative

healthcz;te becomes a priority. Information on care of this type such as vaccination campaigns shou
also be alccessible to all concerned regional and national health organizations.

In some

services
the field
assessm
pain reli
cardiac 3

Other hi
key bion{
specialig
facility.

More log

the promipt delivery of healthcare. Such systems include compuiter aided dispatch (CAD) systems ar

specializ
vehicle G

6.2.6.2

6.2.6.2.1
a) Low|

b) Low|

bnvironments e.g. Australia, ambulance services, and the emergency management arsm'6f sug
have access to point of care clinical information systems that are networked, depleyed on “
devices”, and also allow warehousing of all clinically collected data for subsequent outcomsg
ent and service planning. Such data allows, for instance, measurement of the.effectiveness
ef in the emergency setting, or of the impact of particular cardiac support.drugs in the event
rrest.

bhly specialized, clinically focused systems in this domain allow the electronic transmission
edical information (for example, ECG waveforms) to hospital emergeéncy departments for ear
t advice regarding diagnosis and treatment, in advance of the patient arriving at the healthcaj

istically focused systems are also critical to effective emergency system management ar

ed data network systems that track and dissemjinate data such as patient and emergenc
PS coordinates.

Maturity model

Low
level of emergency response services.

level of preparedness of emergency response services.

c) Limited telecommunicatiens-to support emergency services, including dedicated data and voi
networks (usually radig)-and/or mobile phones.

d) Sta

e) Papdgr based records.

f) No use of electronic systems to capture clinical information.

6.2.6.2.

ards for dataceHection, storage, sharing and transmission of clinical information do not exis

d

h
n
S
bf
bf

bf

y
e

d

o

Medium

a) Some emergency response services have been planned and are available.

b) Public telecommunications services (satellite, mobile, point-to-point radio, and fixed terrestrial
networks) can support emergency response services, including dedicated data and voice networks.

c) Procedures and mechanisms exist for the collection, storage, sharing, and transmission of clinical
information.

d) Limited use of dedicated, isolated electronic clinical systems.

e) Clinical information can be shared with other organizations by special arrangement.
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6.2.6.2.3 High

a) Emergency response services have been planned and are widely available across the healthcare
system.

b) Dedicated private and public telecommunications services (satellite, mobile, point to point radio,
and fixed terrestrial networks) can support emergency response services, including dedicated data
and voice networks.

c) Procedures, mechanisms, and standards for the collection, storage, sharing, and transmission of
ctimicatinformmatiom are ctearty defined amd imptememnted etectronicatty:

d) Fully electronic clinical systems are used, capable of transferring clinically relevant gata and
information across organizational boundaries.

e] Clinical and operational data in support of service evaluation and outcomes-measuremeint can be
archived in a data warehouse.

f] Some paper records continue to persist for specific purposes e.g. not yet scanned and electfonically
archived; some emergency response services slow to convert to electronic systems due to fesource
restrictions.

2.6.3 Examples of applicable standards, cross-references,and dependencies

6

Standards for the management of clinical information collected during an emergency resppnse are
upually defined in the implementation of regional or national electronic health record systenps. These
njay bebased on ICD-10 (International Statistical Classification of Diseases and Related Health Pifoblems),
a|medical classification list by the World Health Opganization (WHO).[63] It codes for diseades, signs
and symptoms, abnormal findings, complaints, s¢cial circumstances, and external causes of [njury or
dfseases. Other standards required to ensuresthe safe transmission and storage of information are
djscussion in other clauses of this part of {SO/TR 14639. In the humanitarian sector, best|practice
njanagement guides such as SPHERE (76)[111] propose minimum health data sets to be collectdd, but do
npt directly address healthcare record maintenance.

I} is important to note that in the-emergency response space, the positive impact of excellenft clinical
systems (be they paper-based-or” electronic) can be completely undermined if the core logistical
syipport systems are absent.or inadequate. There is no point in humanitarian workers, va¢cination
téams, paramedics, or other)emergency service workers e.g. fire fighters, having a highly fynctional
clinical system that supperts good clinical decision-making, the recording of care, and the automatic
ttansmission of releyant information to downstream services, if the core logistical systems arg lacking
" absent, resultingiin‘delayed response to an emergency situation, by which time it is too late fo utilize
lheir advanced toolset in the clinical context.

. O

6/2.7 Diagnostic services

6]2.7.1" Description

Diagnostic services are procedures that are used to provide healthcare practitioners with information
about the presence, severity, and cause of illness and health problems.

At the most basic level, diagnostic procedures can involve the observation of symptoms or the use of
a simple microscope. At the intermediate level, diagnostic services use equipment such as X-rays or
facilities to grow and observe cultures. At the most sophisticated level, diagnostic services require
complex equipment such as CT scanners or MRI machines.

In resource poor settings, diagnostic tools may be used to focus on diseases that impose a high burden
on the population, e.g. rapid HIV testing or TB sputum testing.
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Diagnostic services include the ordering of and scheduling of diagnostic procedures, the collection and
identification of samples, recording results in the supporting information systems such as laboratory
information systems (LIS) or radiology information systems (RIS) and reporting these results.

6.2.7.2

Maturity model

6.2.7.2.1 Low

a) There is limited access to sophisticated diagnostic services.

b) Ordgrs for diagnostic tests and procedures are recorded on paper.

c) Resylts are recorded on paper and delivered telephonically, by post or by fax.

d) There is little or no integration of orders placed with results received. It is difficult tgtrack order
and fesults.

e) There is no integration of data for public health and disease specific care programs.

6.2.7.2.2 Medium

a) Pati¢ntrecord systems and diagnostic information systems are maintained but, although some af

elect

ronic, most still operate in silos.

b) Well-defined workflows mean that results can be reliably linked to orders. However due to lack
integration, these usually have to be manually entered or recorded.

c) Labgratory results are always recorded for disease spécific programs, e.g. management of TB.

d) Somgp facilities may have sophisticated digital imaging systems such as PACS with a related RIS.
someg instances the RIS may have an interface with local electronic medical records (EMRSs).

e) Thefe is some use of telemedicine for diagnesis, e.g. tele-dermatology.

6.2.7.2.3 High

a) Widespread implementation of-EMRs, laboratory information systems and digital diagnost|

mod

alities such as PACS/RIS-coupled with a high degree of interoperability.

b) Diagnostic results are séamlessly linked with orders across the enterprise. This enables clinic

deci
c) Diag
d) Thel

6.2.7.3

sion support and.evidence-based care protocols at all levels of care.
nostic information is fully integrated with public health and disease specific care programs.

e is wideéspread use of telemedicine for diagnosis, e.g. teleradiology.

Examples of applicable standards, cross-references, and dependencies

iC

h1

Standards pertinent to diagnostic services include the following:

a) DICOM;[109]

b) IS0/
d IS0/

IEEE 11073-10406:2012;
TS 11073-92001:2007;

d) IS0 18812:2003.

Diagnostic services range across all levels of care and all levels of maturity.
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Dependencies:

a) Policies: health technology policy, national e-health policy, telemedicine policy, privacy policy,
national guidelines for treatment of specific diseases, national diagnostic protocol guidelines, and
standard operating procedures (SOPs).

b) Human resource capacity.

c) Infrastructure: physical infrastructure, electricity, ICT foundational capabilities.

d)}—All foundational eHealth infostructure elements

6/2.8 Pharmacy services

(=)

v

2.8.1 Description

harmacy services include preparation and dispensing of medical products and related consultative
¢rvices that may be provided by licensed pharmacists or by other pharmacy workers. Additional
s¢rvices may include drug compounding, tracking patient compliance, evidence-based care protocols,

management reporting, population care, and public health program integration.

6{2.8.2 Maturity model

6(2.8.2.1 Low

al Local paper or electronic records in the pharmacy-are incomplete.

b) Incomplete tracking of patient medication histories.

c] Ability to monitor patient compliance is.limited to manual processes in the pharmacy.

d) Pharmacy supply chain managementds a manual process with little or no integration of dispensing
data.

e] Inconsistent or no integration of data for management reporting and public health reportihg.

6(2.8.2.2 Medium

a)l Good local information, usually electronic but may be paper.

b) Complete or geasonably complete patient medication histories may be available.

c] Some abilityto track patient compliance through linkage of orders to dispensing records.

d) Possibility of interoperability where provider EMRs exist.

e] Kocal supply chain management may incorporate dispensing data with ability to plan and manage
drug stock levels within each pharmacy.

f) Ability to aggregate data for manual or automated management reporting and public health
reporting.

6.2.8.2.3 High

a) Local information is comprehensive, reliable, primarily electronic, and consistently available.

b) Patient medication histories are reliable and consistently available.

c) Patient compliance is monitored routinely with automated processes reporting discrepancies to

pharmacy and/or prescriber.
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d) Electroniclinking of pharmacy information with orders and prescriber information systems enables

clini

cal decision support and evidence-based care protocols.

e) Integrationofdispensingdatawith supply chain managementenablinglocaland regional medication
stock management.

f) Com

prehensive, automated management reporting, and public health reporting.

g) Broad interoperability is the norm.

h) Loc3

info
ma
i) Unid
j) Nati
prog
6.2.8.3
Some ph
Example]
a) HL7
b) HL7
(115]
c) IHE
d) Nati
som
cout]
Depends
a) polid

b) hum
c) infrd

d) all fg

6.2.9 Healthcare supply chain

6.2.9.1

a Lon pere ien ars -IC

mation is integrated with information from trusted sources (e.g. drug knowledge vendors,
facturers, and other health information systems).
ue patient identifiers used in the pharmacy are shared across the health system enterprise.

bnal program for electronic pharmacy systems and pharmacy interoperability@s-a part of EHR
rams includes standards for terminology, messaging and records systems.

Examples of applicable standards, cross-references, and dependencies
hrmacy services are required at all levels of health system maturity.

s of applicable standards:

v3;[18]

=
—_

2.5 - an application protocol for electronic data éxchange in healthcare environments;[12

(Integrating the Healthcare Enterprise);[116]

bnal Council for Prescription Drug Programs (NCPDP) Standards (US-centric standard, howevér
e countries have inquired regarding using NCPDP standards as a basis for e-prescribing in thejir
tries. NCPDP should be recognized as:a potential standard for eRx.).[117]

ncies on other blocks:

ies: medication-related pelicies; privacy policies; national e-health policy;

an resources capability and capacity;

structure: drugdistribution; logistical capability; ICT foundational capabilities;

undational eHealth infostructure elements.

Description

The heal

thcare supply chain deals with the physical flow of products, materials and the related flow of

information from pharmaceutical and medical device manufacturers through wholesalers, distributors,
group purchasing organizations to healthcare providers and patients. Several tasks (purchasing,

producti
improve

64

on, delivery, distribution, dispensing and administration of goods) have to be optimized to
the efficiency, traceability and patient safety along the entire supply chain.
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6.2.9.1.1 Stakeholders in the healthcare supply chain

6.2.9.1.1.1 Pharmaceutical and medical device manufacturers

Manufacturers receive and store raw materials which are used for their manufacturing process. The
finished products and the related information are then transferred to other healthcare stakeholders.

6.2.9.1.1.2 Wholesalers, distributors, group purchasing organizations (GPO)

agtivities of such organizations are the correct receipt, storage, transport and delivery of\go
dhta about the goods.

ods and

6{2.9.1.1.3 Healthcare providers

Healthcare providers include hospitals, pharmacies and practitioners whichyréceive products from
wholesalers, distributors, GPOs or directly from the manufacturers. They have to manage the flow of
gpbods and information from their receipt till the dispensation and/or adiniinistration at thel point of
djspense or point of care.

=)

2.9.1.1.4 Subjects of care

—3

he subject of care is at the end of the healthcare supply.chain. Pharmaceuticals and other] medical
products are applied or provided to the patient and the related information is processed in the IT system.

(=)

2.9.2 Maturity model

6{2.9.2.1 Low

a) Information between the stakeholders'is transferred via paper or rarely with electronic [lists, e.g.
spreadsheets; text documents.

b) There is no electronic correlation between the order and the delivered goods.
c] Product master data are ifcomplete or split over several IT systems.
d) Traceability from mamufacturer to patientand vice versa is not possible with the existing IT|systems.

e] IT systems of invelved organizations are incompatible. No standardized interface befween IT
systems.

f] Health information related to a patient is stored in a paper record, seldom electronically.

6/2.9.2.2-~'Medium

a] cInformation interchange is based on IT systems using electronic lists (excel, word ...), e-m4il, or fax.

Al | 4 mio Naor o Tt opmola o on (DT ot d o do o ong o sbla oot sn o]y o0 d
CICCTIOTIIC D ata IIItCT CITaTgC L DT Stantdr US—ar CPOSSTOTC DUt T AT CTy aotUr

b) Several interfaces between IT systems do exist, but not along the entire supply chain.

c¢) The manufacturer stores the whole product master data in his system, but there is no (easy)
standardized way to share this information with other stakeholders.

d) Traceability is partially possible, e.g. between manufacturer and wholesaler.

e) Storage of product information in a patient’s electronic medical record but there is no or little
potential to transfer this data to other IT systems.

6.2.9.2.3 High

© IS0 2014 - All rights reserved 65


https://standardsiso.com/api/?name=722ae04645e7ec63c860ebe66bef92ec

ISO/TR 14639-2:2014(E)

a) Transfer of supply chain information (product information, traceability information ...) between the
involved IT systems with standardized messages such as GS1 Despatch Advice.

b) Comprehensive interoperability between the different enterprise resource planning (ERP) systems
of the involved stakeholders.

c¢) Comprehensive interoperability between the ERP system and the hospital information system
(HIS) and/or pharmacy information system.

d) Involved organizations have access to standardized product master data provided by the
mangrfacturer:

e) End{to-end traceability of all information electronically from manufacturer to the subject of'card’s
electronic health record.

f) LinKing of supply chain information with order information enables an accurate correlation betwegn
the ¢rdered and the received goods.

g) Integration of product information into the subject of care’s electronic medjcal record and whei
such exists, the patient’s integrated (shared) electronic health record e.g\which pharmaceutich
was|prescribed/dispensed/administered.

— @

6.2.9.3 | Examples of applicable standards, cross-references, and dependencies

Supply chain standards support in a scalable way the move from.Jow to high maturity levels. The G§1
System df standards[118] is the most commonly used solution, which has been endorsed by a number pf
countriep and users, including LMIC.

The healthcare supply chain embraces all movement of ggeds from suppliers to end users. Usually, the
healthcafe supply chain is not limited to a particular jurisdiction, but regional or global. The maturity
level is strongly influenced by local circumstances, which can be summarized as follows:

a) power supply, which impactslocal capacitiesegarding cold chain storage as well as use of electronjic
meahs (including use of computers and seanners for data capture);

b) tranfgport facilities, which impacts céld chain as well as product availability at the right place;

c) network availability and performance, which impacts information exchange possibilities, such gs
desgatch advices, delivery repert, etc, all contributing to product traceability;

d) elecfronic repositories-‘\ahd catalogues, which allow common references about produft
charfacteristics, locations’and actors identifications, etc;

e) electronic capacities’to store and access supply chain data, authentication data, etc.
6.2.10 Human.résources in health

6.2.10.1| Description

The proper management of human resources in health, especially its allocation in places where resources
are scarce, is a key factor for the health system. Most low- and middle-income (LMIC) countries have a
limited number of physicians and nurses; therefore the allocation of this specialized workforce is critical.
The need for specific workforce management and strategic development tools is often overlooked.
The specialized nature of the health informatics component of the healthcare workforce is not well
recognized. It is therefore necessary to include this component whenever an eHealth architecture is
being considered.

6.2.10.2 Maturity model

6.2.10.2.1 Low
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a) Anational Human Resources Information System (HRIS) is not available.

b) Information on the healthcare (HC) workforce is on paper and does not show the allocation to the
specific HC facility.

c) There is no national facility register. There might be some information in electronic format in
isolated spreadsheets.

d) There is no comprehensive national HC workforce plan and consequently no data management and
related Management Information Systems (MIS) support for management of information (including
projections) Tetatimgto Ht-worker traimmgor reeds:

e] Capacity building requirements and strategies for HC workforce are not in place.

f] The professional nature of HI workers in the HC workforce is undefined andl éxpectations of
qualifications are unregulated.

6}{2.10.2.2 Medium

al A national Human Resources Information Systems (HRIS) is available, and supports marnagement
and tracking of all mainstream HC workers (but not necessarily.the broader HC service|delivery
community); however, the information is not reliable since is based on aggregated data, updated at
the most every quarter without consistent allocation to the specific HC facility.

b) A national facility register exists but is not integrated with the HRIS.

c] A national workforce plan exists and associated data and MIS support components are ir] use, but
may not be comprehensively and consistently applied.

d) Capacity building programs are underway butthese may be fractioned and specifically tafgeted.

e] Health informatics (HI) is recognized as'daspecific area of HC workforce need.

f] The appropriate qualifications of HI\workers are identified, but HI workers tend to be digtributed
trough disparate sections of the health system and not seen as a unified group.

6{2.10.2.3 High

al A national Human Reseurces Information Systems (HRIS) is available. The entire HC workforce
is in the system ineluding the broader HC service delivery workforce including civil serviants and
collaborators (i.-HR provided by other funds such as NGOs, projects and other donations].

b) The systemeneompasses an integrated national HC facility database, allowing for all HC wprkers to
have theifallocation to the specific HC facility informed.

c] Onlinewreports are available, with a list of indicators to manage HR also available.

d) A comprehensive national workforce plan is implemented and subject to regular revigws, and
draws from the HRIS/facility data as well as workforce projections and health system dev¢lopment
strategic and operational plans.

e) Capacity building programs are established and there is meaningful engagement with educational
service providers to align with the national workforce plan.

f) The HI component of the HC workforce is well established as a professional and specifically qualified

group which takes responsibility for major projects and strategic direction setting.

6.2.10.3 Examples of applicable standards, cross-references, and dependencies

a)
b)

[SO 21091.
ISO/TS 27527.
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f)

1S0/

TS 22220.

WHO country assessment tool on the uses and sources for human resources for health (HRH) data.

(122]

WHO template on classifying health workers.[123]

International standard classification on occupations.[124]

6.2.11 Health finance and insurance

Health finance in this context represents fees and payments, whether in cash or other forms, {r6
patients) other users of healthcare services, citizens or third party entities that are transferred f{
healthcafe providers to pay for the provision of healthcare and public health. There are many-variatioq
and compinations in the cash transfer chain. The third parties can include insurance compariies, sta
organiz

doctors,
transfer
large sc3
data at t
reimbur

Health i
healthca

Insurang
several t
some rei
full by th

The pred
core infd
taxation
insurandg

6.2.11.1

With an
requirenments are specific to th€ invoicing sources and the related processes. There are differencg
between|
by hospi

Invoices

a)
b)

c)

d)

f)

68

Pati

tions and charities. Healthcare providers can be individual healthcare professionals, usual
or healthcare provider organizations, such as GP practices and hospitals. Moest of the mone
red finances the operating costs of healthcare providers. Most capital finance, especially f
le projects, is from separate sources and addressed elsewhere in this{réport (see 6.1.6). T
he core of healthcare finance is the invoice or an equivalent document\requesting payment

sement.

ltsurance is an arrangement where citizens or employers transfer some or all of the risks

e charges to third parties such as health insurance companiés, mutual societies and the stat]
e can be voluntary or compulsory, depending on each)ceuntry’s health system. There ai
ypes of cash flow models for health insurance. Some réinmburse healthcare providers directl
mburse patients who have paid their healthcare invoices. Where patients are not reimbursed
eir health insurer, patients’ contributions are refefred to as co-payments.

ise arrangements for health finance and insurance can differ between countries, but most haxv
rmation requirements and regulations. Where state agencies provide lump sum grants fro
to healthcare providers, the informatiopyrequirements may be less demanding than for healt
e models, especially in regard to reliance on patient information.

Description

invoice, or an equivalentatithe core of health finance and insurance, the health informati¢

primary care provided by healthcare professionals such as GPs, and secondary care provide
fals and clinics.

for hospital setvices need information about some of the following:

bnts name; address, health insurer and health insurance coverage.

Health insurers’ codes and references that authorize the treatment.

Sped

ialities and facilities that patients attended, the doctors responsible for their care and the datg

1S

= 0 R< < O

e
1

%2}

and times that patients attended and were discharged, transferred or died.

Treatments and clinical services provided, often using codes such as the World Health Organization’s
(WHO) International Classification of Diseases (ICD).

General, approved prices for the clinical services provided and additional items, such as drugs and
tests where these are not included in the general prices.

Price lists may rely on ICD groupings such as diagnosis related groups (DRG). Some new, expensive
treatments, especially those provided by tertiary hospitals, may not be included effectively in DRGs,
so have their own classifications agreed with health insurers and state agencies.
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Invoices for primary care services are usually specified, standard, general payments for attending a GP
practice or clinic, plus any additional items, such as drugs and medicines. Some GP practices dispense
drugs and some rely on community pharmacies where patients pay either in full or in part. States’
national or regional healthcare agencies or health insurers may set the prices for attending a GP or
community clinic, consumables and dispensed drugs.

6.2.11.2 Maturity model

6.2.11.2.1 Low

a) Informationtransferred between the stakeholdersistransferred usingtelephones forauthorizations
and paper documents, records and invoices.

b) No or limited electronic money transfers.

c] Data sources for invoicing and insured registers are paper documents and,egords.

d) Paper documents used for accounting records.

e] Standards, cross-references, dependencies, and regulations are~difficult to apply and| manage
efficiently or effectively.

6(2.11.2.2 Medium

a)l Some electronic information interchange between $eme healthcare providers and sonje health
insurers for some authorization and invoicing.

b) Some use of credit and debit cards for patients~payments to healthcare providers.

c] Electronic transfer of money between some health insurers and some healthcare providers.

d) Authorized access by healthcare providers’ invoicing staff to data from electroniq patient
administration systems with a patient master index and coding system for information n¢eded for
invoicing.

e] Some health insurers have electronic insured registers.

f] Use of electronic genéral ledger packages and spreadsheets for high-level reporting and debt
management.

g) Some eHealth régulation, above 30 % and up to 60 % of all regulation requirements mainly from
telecommuniéations and data protection legislation.

6(2.11.2.3_High

a] Electronic information interchange between all healthcare providers and all their main health
insurers for authorization and invoicing, with some exceptions such as for patients and he¢althcare
providers from other countries.

b) Use of credit, debit cards and mobile phones for patients’ payments to healthcare providers.

c) Electronic transfer of money between all main health insurers and all main healthcare providers,
with other systems for cases such as overseas links.

d) Authorized access by healthcare providers’ invoicing staff to electronic patient records systems
with a patient master index and clinical information needed for invoicing.

e) All health insurers have electronic insured registers.

f) Use of electronic general ledger packages and spreadsheets for all aspect of reporting and debt

management.
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g)
h)

High, effective, and specific eHealth regulation, above 60 % of all regulation requirements.

High and effective financial regulation.

6.2.11.3 Examples of applicable standards, cross-references, and dependencies

6.2.11.3.1 Standards

International and national accounting and reporting standards.

Healthcare providers standing financial instructions, reimbursement and authorizatia

Health insurers’ standing financial instructions, reimbursement and authorization requirement

bnal healthcare costing standards and methodologies.

codes, depending on the series adopted by each country.[63]

irements and procedures.

procedures.

2 Cross-references

1Ith legislation and regulations for health data, especially privacy and security (confidentialif]
brity and availability)

Healthcare providers’ patients’ attendance records.

Requiirements and benefits of the country’s health finance and insurance model(s).

h finance and insurance legislation and regulations.

h insurers’ registers of insured citizens.
orized payment and reimbursement records.

t reports, findings and actions needed

3 Dependencies

orized access to appropriate data from patient administration systems.
orized access to datafrom electronic patient records.

orized access toappropriate test request and results records.

orized accessto appropriate pharmacists’ drug dispensing records.

s bétween invoicing services and cashiers’ functions.

n

Y,

TG, INVOICITE and casit flow Tecording, TManagentelnt arnd Tepor ting TeqUiTEeNnts:

Cash flow management and slow and bad debt management.

a)
b) Nati
c) ICD
d)

reqy
e)

and
6.2.11.3
a) eHed

inte
b) Hea
c)
d) Hea
e) Auth
f) Aud
6.2.11.3
a) Auth
b) Auth
c) Auth
d) Auth
e)
f) LinKk
g) Accd
h)
i) Skill

s capacity and capabilities.

6.2.12 Vital records collection and management

6.2.12.1 Description

Civil registration systems record information on vital events including live births, deaths, and fetal
deaths, among others. These systems are established primarily for the value of the legal documents
produced, as provided by law. However, information collected through the registration process also

70
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provides useful and important statistics about vital events and is an important component of a health
information system.

The United Nations defines civil registration as “the continuous, permanent, compulsory recording of
the occurrence and characteristics of vital events...provided through decree or regulation in accordance
with the legal requirements in each country”.

Administrative records produced by a civil registration system usually provide the basis for a vital
statistics system, although surveys or other sources of information also may serve as the source of vital
statistics.

Records management is an important part of both civil registration and vital statistics*systems:
aflministrative records of vital events must be carefully maintained and properly stdored tp permit
r¢trieval and timely production of certified copies; vital statistics data also must be ¢arefully nanaged
to ensure the best quality information is produced in a timely manner and made available to uers.

6{2.12.2 Maturity model

6(2.12.2.1 Low
a] Paperrecords are completed for vital events, but only in major.cifies.

b) There is no national vital registration law identifying the-organization responsible for th¢ system,
nor standard definitions to ensure interoperability.

c] Records are not well preserved and are not stored in‘a manner permitting rapid retrieval.

d) No information is extracted from existing records and published or otherwise made| publicly
available.

6{2.12.2.2 Medium

a) National registration law is established with one organization responsible for the system; $tandard
definitions are prepared to ensute interoperability.

b) Vital registration on paper forms includes all urban and rural areas, with 50 % or more of bjrths and
deaths registered.

c] Paper records are bound for storage/preservation; retrieval and certificate production|are still
time-consuming:

d) Some vital statistics are produced but are unreliable due to incomplete coverage of events; little
information’is collected on cause of death.

6{2.12.2.3‘High

a] ~Electronic registration system captures 90 % or more of births and deaths.

b) Central database created for storage and rapid retrieval of records.
c) Good-quality vital statistics are produced, including cause of death information.

d) Vital statistics data including small area data is made available to selected users, including
government agencies; detailed annual vital statistics reports are produced on a timely basis.

6.2.12.3 Examples of applicable standards, cross-references, and dependencies

The move to electronic records for registration of vital events will improve the quality (due to built-in
edit checks) and timeliness of vital event registration. Equally important in terms of interoperability
will be standard definitions and registration procedures. This is particularly important in federal
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registration systems, in which individual states or provinces operate their own registration systems
and report results to a national authority. Federal systems call for national coordination, including the
development of model vital registration laws, registration forms, and definitions for use by the individual
components of the federal system.

The most important data standard for vital statistics data is the most recent ICD revision, used for
coding causes of death.[63]

6.2.13 Environmental monitoring

6.2.13.1

This assg
mature,
potentia

For the

Health Organization (WHO) as “all the physical, chemical and biological factors,external to the hum3

host, ang
modified

The USC
the envil
of enviro
of a fran

(Table 1}.

NOTE
(WHO).

Description

ssment of national capacities and building of environmental health tracking systems examing
hlready existing systems for tracking environmental hazards, environmental health,and the
integration into the eHealth architecture.

urpose of environmental attribution to human health, “Environment” is defined by the Wor

| all related behaviours, but excluding those natural environments that\cannot reasonably |
" [85]

enter for Disease Control (CDC) defines an Environmental Hazard.as a substance or situation
onment that might adversely affect human health.[86] In 2000, WHO released a categorizatid
nmental hazards[87] that provides guidance to minimize h€alth risks and includes developme
nework for technical capabilities for tracking systems afnd examples of applicable standarg

Table 1 was reproduced from Reference [87], withkinrd permission of the World Health Organizatic

S
ir

n
n
nt
B
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Table 1 — Classification of environmental hazards

Category

Examples of hazards

Health risks

Natural hazards

Volcanic activity

Includes effects of direct injury by
volcanic debris, lava, etc., inhalation
of gas/dust and indirect effects of
famine etc.

Avalanches

Primarily direct injuries from
avalanches; includes rock and snow

avalanchac

Earthquakes

Includes direct injury from effects
of earth tremors (e.g,'building col-
lapse), and indireet effects (e.g. of
flooding, tsunamis;epidemjcs and
famine)

Flooding/storms

Includes direct effects of djowning
and ipjury by floods/stormg, and

infirecteffects of water corftamina-
tion, famine and epidemics

Drought

Primarily health effects du¢ to lack
of potable water and faming

Hurricanes/wind

Primarily direct effects of ipjurt
(e.g. by collapsing buildingd), but
may also include longer-term effects
of famine and contaminatign/loss of
water supplies

Lightning strikes

Direct injury

Soil erosion

Primarily famine and poor fiet due
to effects on desertification food

supply

UViradiation

Skin cancer

o~y

tmospheric hazards

Qutdoor air pollution

Wide range of respiratory, pulmo-
nary and cardio-vascular iljnesses
and cancers

Water-related hazards

Surface water

Primarily diarrhoeal and gastro-
intestinal diseases, but mayf also
include chemical poisoning

Drinking water contamination

Gastro-intestinal and urinajry dis-
eases; rarely checmical poi$oning

Hood-borne hazards

Biological contamination

Wide range of diseases of the diges-
tive system

Chemical contamination

Diseases of the digestive and
urinary systems; rarely chgmical
poisoning

Vector-borne hazards

Water-related vectors
Animal-related vectors

Infectious and parasitic diseases
Infectious and parasitic diseases

© IS0 2014 - All rights reserved

73


https://standardsiso.com/api/?name=722ae04645e7ec63c860ebe66bef92ec

ISO/TR 14639-2:2014(E)

Table 1 (continued)

Category Examples of hazards Health risks

Domestic hazards Indoor air pollution Wide range of respiratory, pulmo-
nary, and cardi-vascular illnesses
and cancers

Domestic accidents Physical unjury and poisonings
Suicide Suicide through use of household
chemicals, drugs, instruments

Sanitation Tnfectious and parasitic dISEases,
diseases of the digestive and upi-
nary system

Waste handling Infectious and parasitic diseases;
diseases of the digestive,and uri-
nary system

Occupatipnal hazzards Industrial pollutants Wide range of respiratory, pulmo-
nary, and cardi-vascular illnsesses
and cancerS;chemical poisoning

Occupational accidents Acute physical injury (e.g. by fire,
expldsiens, accidents with equip-
ment) and chronic injuries (e.g.
veperirive strain injury, back-pain)

Infrastryctural hazards Traffic accidents Physical injury (to vehicle occu-
pants and pedestrians/cyclists)

Industrial accidents Primarily acute physical injury (e.g
by fire, explosions), chemical poi-
soning and respiratory effects

Contaminated land Mainly diseases of digestive and
urninary system
Social copflicts War Almost all forms of health effect
Domesticwyiolence Physical injury, stress-related ill-
nesses

Also, thg same WHO publication[8ZI5divides environmental hazards into categories, such as acute arnd
chronic. |Acute environmental hazards may appear episodically and result in more-or-less immediate
health effects. Examples of these hazards are epidemic spread of infectious diseases, and short-
duration), high intensity pollution events. Chronic environmental hazards affect populations repeated|y
or contirjuously, sometimes'as a low-level exposure of individuals to the hazard.

Environgmental monitoring is defined as a measurement of a material in the environment at regular
time intgrvals.[BékExamples of environmental monitoring are collecting an environmental samplg,
such as dtream.water, preparation of the sample in the laboratory, and analysis of the prepared samplg.
These ejamples demonstrate that environmental monitoring tasks may not be necessarily organizgd
and manjaged‘from a perspective of health monitoring. As a result, in analysing an architectural design

d V U d U U Y day U Aay U

Environmental health is the branch of public health that is concerned with understanding how the
environment affects human health.[86] In 1999, WHO proposed a framework and methodology for
establishing environmental health indicators,[88] which became a guiding principle for development of
population-specific health indicators (e.g. children’s environmental indicators[89]) and disease-specific
health indicators (e.g. environment-related cancer[20]).

There is an assumption that a system architecture that supports environmental health should provide
integration of both, environmental and health monitoring. As a result, the Electronic Environmental
Health Tracking System is an electronic enterprise system that integrates ongoing monitoring of
environmental hazards, health risk factors, and health indicators. Guiding principles for high-level
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design of such a system were described within the European project, Integrated Environmental Health
Impact Assessment (IEHIA) Systeml[21] as shown in Figure 9.

NOTE Figure 9 was reproduced from Reference [91], with kind permission of the Integrated Assessment
Toolbox Consortium.

HMN eHealth Architecture
Framework Framework IS0 Standard

Q‘
Figure 9 — Guiding principles for design of an lrggted environmental impact assessment
syste

One example of a practical national approac \@j}t was modelled after the integrated envirqnmental

palth system and managed by CDC is the N @) al Environmental Public Health Tracking Netjvork.[92]

his Network was designed on premises o ntegratmg health, exposure, and hazard informdtion and

hta from a variety of national, state, andocal sources.
QS

2.13.2 Maturity model C)\\

Q-H:T'

(=)

6(2.13.2.1 Low O®
a) Status of electronj ironmental monitoring
1) Only fra ts of a national electronic environmental monitoring system exist (e.g. only a
few en mental hazards systematically tested, testing is established only in a few|national
reglﬁ%}
b

St a@ assessment of environmental health indicators

ﬂ%nly methods for assessment of some health risk indicators are adopted at a national l;evel (e.g.
O_) only infectious and parasitic diseases mortality and morbidly is collected on ongoing basis).

2) There is no framework for ongoing assessment of environmental health risks for specific
populations (e.g. children) or diseases (e.g. cancer, infectious and parasitic diseases).

c) Status of environmental health tracking

1) Electronic environmental health tracking is deployed only for cases of acute environmental risk
situations (e.g. during a cholera epidemic).

2) There are no national electronic systems that integrate environmental monitoring, assessment
of risk factors, and health indicators.

6.2.13.2.2 Medium
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a) Status of electronic environmental monitoring

1) There are well-established regional environmental monitoring practices (a broad spectrum of
environmental hazards is tested on an ongoing basis).

2) National electronic system(s) for collection and analysis of environmental test results is
partially established (e.g. some types of test results are shared through paper-based forms;
there is no national ongoing electronic gathering of environmental status).

b) Status of assessment of environmental health indicators

1) A national list of environmental health indicators is established.

2) An ongoing assessment of environmental health indicators exists partially for both acute and
Chronic environmental health risk factors (e.g. there is no electronic collection of children’s
morbidity that is associated with a specific environmental hazard).

c) Statps of environmental health tracking

1) Electronic environmental health tracking system is deployed for aeiite and some chronjic
environmental health risk factors.

2) [here is a national electronic system(s) that partially integrates\environmental monitoring,
hssessment of risk factors, and health indicators (e.g. there is a hational system for collection pf
paper-based environmental test results; however, there is,aweb portal that provides mappirlg
bf environmental hazards and health status).

6.2.13.2{3 High
a) Statyis of electronic environmental monitoring

1) [There is a well-established national ele¢tronic environmental monitoring system(s) that
bperates on best international practices;including an architectural system design, a spectrun
bf monitoring environmental hazards, and test methods.

==

b) Statyis of assessment of environmentaljhealth indicators

1) [Chere is a well-established.national electronic system(s) for the collection and assessment
bf environmental health (status that operates on best international practices, including gn
hrchitectural system design, for different population, and disease categories.

c) Statys of environmentalhealth tracking

1) [There is a well=established national electronic integrated system(s) for the collection, analysi
hnd gathering of results of environmental health tracking that operates on premises of the be
nternational practices, including an architectural system design, capabilities for utilization gn
population and patient levels, and supporting tasks of clinical decision support and establishing
hational health policies and practices.

"]
-+ A

6.2.13.3 Examples of applicable standards, cross-references, and dependencies

6.2.13.3.1 Standards
a) Standards for laboratory testing for environmental hazards.
b) National environmental health indicators.

¢) Semantic and structural interoperability of environmental health tracking information.[62][63][65]
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6.2.13.3.2 Dependencies

Further progress on development and implementation of robust environmental health tracking
depends on existing national policies (e.g. in areas of health technology, eHealth, privacy, and s
and national guidelines for assessment and monitoring of environmental health.

6.2.14 Knowledge management and eLearning

6.2.14.1 Description

systems
ecurity),

Many difficulties in health informatics implementations can be linked to lack of attention to
that the different parties involved are skilled and able to undertake the requiredCactiy
itnplementation.

Kinowledge management refers to the access to relevant knowledge that can be wellunderstoq
into account that persons involved can have different expertise and experience. Fubthermore, ki
anagement includes learning and the opportunity to critique that knowledgeand how it is af

nj
Kinowledge resources need to be maintained and updated. The Internet offers ever-ej
opportunities to access updated and timely knowledge, including el{earning programs and {
copllaborative work and user groups. However, the Internet may hot make it clear whet
njaterials, programs, and knowledge are up-to-date. Mobile-based.communications might co
agcess to knowledge for a particular context and support comfunications within project man

6}{2.14.2 Maturity model

6{2.14.2.1 Low
a) Mainly paper; no electronic information.

b) Need to ensure that a given project-plan is clear to project management at all levels
implementers of the plan have been informed and have the opportunity and are encourag
questions to clarify any areas of Knowledge deficit.

c] Need to ensure regular andadequate reporting of progress in project implementation alsq
summary data that is useful in follow-up of project functioning and impact.

6{2.14.2.2 Medium
a] Mixed environment - paper and electronic communications, either by design or in transiti

to informi~concisely on the progress of a given project, whether predefined milestones 3
achiéved or not and also regularly report pre-specified data for follow-up of project impac

c] ~Signhal issues that involve follow-up using manual methods of management (paper) and e

ensuring
ities for

d taking
owledge
plied.

(panding
o enable
er those
plement
hgement.

and that
ed to ask

identify

pn.

b) As well as méeting the needs identified in the low maturity model, use electronic commuynication

re being
[

lectronic

communications to resolve issues.

d) Training and education can be delivered in part electronically.

6.2.14.2.3 High

a) Reliable electronic communications exist to support project management, communications,

education, and training.

b) As well as meeting the needs defined in the low- and medium-level maturity models, Inter
are in use for all components of training, project management, and follow-up.

net tools

c) Coherent communication structures are enabled so that problems can be identified early and

resolved.
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d)

e)

Different e-learning opportunities are available, as well as e-continuing education exploiting
existing including mobile technology and in relation to universities, colleges, and other educational
providers.

Competency assessments are enabled and tailored to different needs, based on a set of standard
competencies that cover particular applications and roles.

6.2.14.3 Examples of applicable standards, cross-references, and dependencies

ISO/TR 13054.

6.2.15 Health system planning, monitoring, and evaluation
6.2.15.1| Description

6.2.15.1|1 Introduction

Health slystem planning is the systematic, orderly process of defining health problems, identifyiy
unmet n¢eds and surveying the resources to meet them, establishing prioritygoals that are realistic an
feasible, Jand projecting administrative action. Health system planning is.€encerned not only with th
adequacy, efficacy, efficiency, and effectiveness of health services, but alse with those factors of ecologd
and of sdcial and individual behaviour that affect the health of the individual and the community:.

In order|to discuss health system planning, it is important to also“consider the meaning of the ter
“health qystem”. In its most generic form, a health system can be'defined as set forth in the WHO Healt
Systems| Strengthening Glossary[100] as the combination of-Components, activities, processes, an
policies Intended to promote, restore, and maintain healthThis includes the people, institutions, an
resourcegs organized to work together, in accordance with established dictums, to improve the healf
of the population they serve, while responding to peeple’s needs and expectations and protecting the
against the effects of ill-health through a variety of\coordinated activities and actions.

The varipus aspects of health system planning can be organized into four core functions:

a)
b)
‘)
d)

These cgre functionsiare performed in the pursuit of three goals: health, responsiveness, and fajir
financing

6.2.15.1j2_Components of a well-functioning health system

< © Q.0q

S ocaas s

providing services;
gengrating the human and physical resources that make service delivery possible;
raising and pooling the finahcial resources needed and used to pay for healthcare;

providing stewardship‘~setting and enforcing the rules and providing strategic direction for all pf
the dlifferent entitiestinvolved.

3

A well-functioning health system responds in a balanced way to a community’s needs and expectations

by
a)
b)
c)
d)
€)

78

improving the health status of individuals, families, and communities,
defending the population against what threatens its health,
protecting people against the financial consequences of ill-health,
providing equitable access to people-centred care, and

making it possible for people to participate in decisions affecting their health and their health
system.
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In order to perform well, country health systems must address the following key areas:

a)

b)

Leadership and governance: Ensuring that health authorities take responsibility for steering the
entire health sector (not merely public sector service delivery) and dealing with future challenges

(including unanticipated events or disasters), as well as with current problems.

Human resources for health: The health workforce is central to achieving health. A well-performing
workforce is one that is responsive to the needs and expectations of people, is fair, and is efficient in
achieving the best outcomes possible given available resources and circumstances. Countries are at
different stages of development of their health workforce but common concerns include improving

o~ O

c]

2.15.1.3 Types of health-planning

pferencell26] describes three different types of planning in the healthcare system.

recruitment, education, training and distribution, enhancing productivity and performd
improving retention.

Service delivery: Health systems are only as effective as the services they provide: These
depend on networks of close-to-client primary care with the back-up of specialized and
servicesresponsible for defined populations; provision of a package of benefits'with a compr]
and integrated range of clinical and public health interventions, that respond to the full
health problems of their populations, including those targeted by the Millennium Devy¢
Goals; standards, norms, and guidance to ensure access and essential dimensions of qualit]
effectiveness, integration, continuity, and people-centeredness;-mechanisms to hold g
accountable for access and quality and to ensure consumer voice:

Essential medical products and technologies: Universal accessto healthcare is heavily depe
access to affordable essential medicines, vaccines, diagnostics, and health technologies of
quality, which are used in a scientifically sound and«ost-effective way. Medical product
second largest component of most health budgets (after salaries) and the largest comp
private health expenditures in low- and middle-i¢eme countries.

Health financing: Health financing can be a*key policy instrument to improve health an|
health inequalities if its primary objective.is to facilitate universal coverage by removing
barriers to access and preventing financial hardship and catastrophic expenditure.

Health information systems: Good governance is only possible with good information - ¢
challenges, on the broader environmentin which the health system operates, and on the perf]
of the health system.

Dispersed health’/planning: Many decisions made by all individuals and organization
healthcare system as they attempt to provide, finance, and use healthcare services.

Focusedihealth planning: The voluntary association of persons and organizations in an
to solve’problems which they have in common or to attain goals which they cannot achig
individual basis.

Centralized health planning: The planned use of power controlled by an individual or orgg

nce, and

critically
hospital
ehensive
range of
tlopment
y: safety,
roviders

ndent on
assured
5 are the
onent of

d reduce
financial

n health
ormance

s in the

attempt
ve on an

Inization

to force other individuals and organizations to use their own resources in accordance with

its plans.

Since then, many different new terms, definitions, approaches, scope, and areas of attention have been
identified and defined. They can be structured into the following categorization:
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Table 2 — Types of planning in the healthcare system

Strategic planning Operational planning
Health system planning v v
Health services planning 4 v
Health resource planning v v
Health goals planning v v
Population health planning v v

Health s
and polif
happen.

There ar

a) the(

ystem or systems planning is the most complex type of health planning. It requires a’cled
ically supported vision for the delivery model and the support of service providers to-make

e two essential phases of health systems planning:

lesign and system development phase;

b) the implementation of the system management and operations components.

Health sy
health sg

Health s
encompd
or secto
governm

Healthre
resource
serves.

Health g

ystem planning has the most potential for payoff in improved health’because it can include bot
rvices and population health within its strategic directions.

brvices planning relates to the analysis, structure, and organization of health services. It cg
ss multiple health services across an environment (a codntry, a community) or a single servi
[, for example, mental health service delivery. This type of planning can be undertaken by
ent or devolved to providers.

source planningencompassestheevaluation ofallphysical,technical,human,and environment
s needed to allow a health system to satisfy;the needs of the individuals and communities

pals planning is a critical strategy for overall national, regional, local, or community healt

milestones to be achieved in various areas)by the country’s healthcare system. A good example of suc

directio‘I over time. Many countries undertake national health goals planning in order to set maj

a planni
by the U
objectivd

Populati
strategie
agencies

g approach is the Healthy People 2000, 2010, and, more recently, 2020 efforts[127] establishg
5 Department of Health andiHuman Services, which provides science-based, 10-year nation
s for improving the heatth-of all Americans.

bn health planningfoeuses on macro issues identification and related prioritized and targetd
s and interventions. It is usually performed by national, regional, or local public healt
and encompasses’efforts to create healthy environments (such as healthy schools, workplace

communjity centers, &tc:) based on an analysis of determinants of health in a community.

Strategid

general {
governa
of lower

and their decision-making powers.

hrustand is most frequently undertaken by authorities at the highest level of health-syste

plannjhginvolves framework setting and defining the principles of the health system and it

\r
it

h

¢e Or the respective regional or local tier in decentralized systems. The degree of involvemel

Operational planning refers to the translation of the strategic plan into activities, which might cover
the whole range of operations involved in healthcare provision, including the allocation of budgets
and resources, the organization of services, and the provision of staff, facilities, and equipment. This
function is most often carried out by regional authorities but can also involve local authorities. In some
countries, regional/local planning is directly informed by national health plans, and regional authorities
are required to integrate national directives with regional health plans (“vertical integration”).

80
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6.2.15.1.4 Scope and levels of health system planning

Many countries around the world are experimenting with major transformative changes in their
healthcare systems. Care delivery reforms, payment and cost reforms, insurance and benefit reforms,
health information technology transformation, and the explosion of ‘big’ health data and data analytics
are reconfiguring the way health and healthcare is thought about, perceived, approached, demanded,
used, planned, monitored, and evaluated.

In this context of change, health system planning is gaining renewed interest and attention globally.
In most countries, health system planning takes place at national, regional, or local levels, reflecting
the various tiers of government, but the distinction between these levels is not always clea cut. For
ekample, regional and local authorities may oversee entities that differ greatly in terms_of.pgpulation
size, legal and political mandates, and organizational structures.

—

he scope of health system planning also varies, depending on the purpose and goals of the planning
kercise and the entity or organization conducting the planning. Still, there are'atleast four [common
gundational components that cut across most planning efforts:

=

a] community health assessment (the community and individual needs);
b) health capacity and resource planning (the resources of health and healthcare);
c] financial planning (the economic dimension);

d) health system monitoring and evaluation.

—

he outcome of an effective health planning process should be an actionable link between ngeds and
¢sources. The health planning process itself can be<a’deliverable. A good planning procesq reflects
bcessary perspectives and engages key stakeholders in the development of strategies. Thrqugh that
plocess, some of the initial marketing of the changes required will be accomplished.

= e

=)

2.15.1.4.1 Community health assessment

Al community health assessment is>a-process that uses quantitative and qualitative mefhods to
ystematically collect and analyse“data to understand health within a specific community. |An ideal
ssessment includes information on risk factors, quality of life, mortality, morbidity, community assets,
arces of change, social determinants of health and health inequity, and information on how|well the
iblic health system providesessential services. Community health assessment data inform community
bcision-making, the prioritization of health problems, and the development, implementation, and
Faluation of community health improvement plans.

Qo wn

[ ="Ne]

2.15.1.4.2 Health capacity and resource planning

be made/ Health capacity and resource planning is a key component of the overall health system
anningand encompasses evaluation of the capacity of the health resources available in a community
t¢ meet the individual/community needs.

6
Cppacity refers to the ability to make a decision about a particular issue at the time the decisipn needs
t
p

6.2.15.1.4.3 Financial planning

Financial planning is aimed at determining the cost associated with organizing and delivering health
and healthcare services in a community and the sources of revenue to cover those costs.

6.2.15.1.4.4 Health system monitoring and evaluation

A critical step in ensuring a health system is continuously performing effectively and efficiently in
fulfilling its mission, purpose, and objectives is to develop and implement a comprehensive monitoring
and evaluation (M & E) program.
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Monitoring can be defined as the routine tracking and reporting of priority information about a program
orintervention and its intended outputs and outcomes. Evaluation is the rigorous, science-based analysis
of information about program activities, characteristics, outcomes, and impacts that determines the
merit or worth of a specific program or intervention.

Monitoring and evaluation is performed at various levels (national, regional, local) and by various
entities or organizations (government, NGOs, non-profit entities, private organizations). The focus
of M & E efforts can vary from large health system programs to individual, specific interventions or
initiatives. There are also many different dimensions of a program or intervention that are monitored or
evaluated. Lastly, there are multiple methods and approaches to achieving monitoring and evaluation.

To guide and assist countries organize and strengthen their programs for monitoring and evaluating
national|health plans and strategies, the World Health Organization and the Internationaly'Health
Partnerghip (IHP+)[128] developed a programmatic platform that outlines the key attributes and
charactefristics of a sound monitoring and evaluation program and review of health sector(rogress arjd
performgnce, as the basis for information accountability.

Sound M|& E systems are built on inclusive policy dialogue and regular evidence-basedassessments that
inform progress and performance reviews and that result in remedial action and mutual accountability
among dll stakeholders. The ongoing results of M & E should be the bagis\for periodic updating,
modification, adjustment, remediation, and correction of existing progranis-and interventions, as well
as resoufce allocation, policy-making, and overall effective managementiof'programs.

The follpwing table, extracted from the WHO/IHP+ report, suminarizes the key attributes arld
charactefristics of a monitoring and evaluation program for review of national health strategies.

NOTE Table 3 was reproduced from Reference [128], with kind‘permission of the World Health Organizatign
(WHO).
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KEY ATTRIBUTES

~
Table 1. A monitoring, evaluation and review platform for national health strategies

L. Ihe nationai heaith strategy as e Dasis for informarion and accountabiiity

The national health strategy specifies
a sound monitoring, evaluation and
review component.

IL. Institutional capacity

8.

Roles, responsibilities and coordination
mechanisms for monitoring, evaluation
and review are clearly defined.

Capacity strengthening in monitoring,
evaluation and review is addressed.

. Monitoring and evaluation

There is a comprehensive framework
that guides the monitoring, evaluation
and review work, including core
indicators and targets.

The menitoring, evaluation and review
component specifies data sources,
identifies and addresses data gaps,

and defines responsibilities for data
collection and information flow. O
Data analysis and synthesis worb’!ﬁ\:\
specified, and data quality issue
anticipated and addressedQ’ .

O

Data dissemination and communication
are effective lar.

S
cQE:t'we evaluation is planned and

P
i "- emented.

CHARACTERISTICS
Monitoring, evaluation and review addresses the goals and objectﬁﬁo
the national health strategy and is based on a sound situation sis.

2.1

22
31

4.1

4.2
4.3

5.1.
S.N%rilical data gaps are identified and addressed.

x53

6.1
6.2

6.3
7.1

7.2
7.3
8.1

Disease- and programme-specific monitoring, evaluation and retiew arp
aligned with that of the national health strategy. 61/

%
The monitoring, evaluation and review plan is cosle‘é%funded with
full partner alignment and support.

Monitoring, evaluation and review is regu]a:])&kssed.

There is an effective country-led co ation mechanism for
monitoring, evaluation and revi

Key institutions and stakeholdershave clear roles and responsibilities.
Capacity strengthening Qq@ments are identified and addressed.
)

There is a balaiiced and parsimonious set of core indicators with well-
defined basel and targets.

Dise programme-specific indicators are aligned.
In with the national health information system strategy.
sources are specified in a comprehensive and integrated manner.

Responsibilities for data collection and management are specified.

Data analysis and synthesis work is specified.

There are regular assessments of progress and performance, including
systematic analyses of contextual and qualitative information.
Specific processes for data quality assessment and adjustment are in
place and are transparent.

Analytical outputs as the basis for national and global reporting are
defined and produced.

Appropriate decision-support tools and approaches are used.
Data, methods and analyses are publicly available.

Prospective evaluation is planned and linked to monitoring, evaluation
and review of national health strategies.

&‘ 9. 'There is a system of joint periodic 9.1 A regular and transparent system of reviews with broad involvement off
% progress and performance reviews. key stakeholders is in place.
9.2 There are systematic linkages between health sector reviews, disease-
and programme-specific reviews, and global reporting.
10. There are processes by which related 10.1 Results from reviews are incorporated into decision-making, including
corrective measures can be taken and resource allocation and financial disbursement.
translated into action. 10.2 Multi-stakeholder mechanisms are specified to provide routine feedback
to subnational stakeholders.
\

6.2.15.2 Maturity model

6.2.15.2.1 Low

© IS0 2014 - All rights reserved

83


https://standardsiso.com/api/?name=722ae04645e7ec63c860ebe66bef92ec

ISO/TR 14639-2:2014(E)

a) No national, regional, or local planning activities in the areas of health goals, systems, services,
resources, or population health.

b) No M & E plans developed.
c) Some system performance indicators being collected.
d) No electronic reporting or use of national or international standards for data collection.

e) Limited resources for M & E data analysis.

6.2.15.2|2 Medium

a) Somp national, regional, orlocal planning efforts being implemented, mainly in the areas of services,
resojurces, or population health.

b) Limited M & E plans developed and being implemented.
c) A bafic set of system performance indicators is being collected.

d) Somgp electronic data collection and reporting being implemented using limited national ¢r
international standards.

e) Health system planning governance and leadership in place.

f) Basifresources available for M & E data analysis.

6.2.15.2|3 High

a) Natipnal, regional, and local planning activities are being implemented in most or all areas of health
goalf, systems, services, resources, or population:health.

b) Defiped national health goals exist.
c¢) M &[E plans are in place and periodically revisited.
d) A comprehensive set of system performance indicators is being collected.

e) Elecfronic data collection andreporting is the preferred method, with use of harmonized nationpl
or iffternational electronic standards.

f) Indigators are sufficiently-granular to permit M & E at various levels (national, regional, local) arld
for multiple initiatives-and purposes.

g) Actiye health system planning governance and leadership operates and directs activities.

h) Advanced, trained resources available for M & E data analysis.

6.2.15.3| Examples of applicable standards, cross-references, and dependencies

There is no single set of national or international health system planning standards available. Many
organizations have developed templates, guides, resources, and methodologies to perform health
system planning.[129][130] Generally accepted parameters and steps for classifying and conducting
health system planning exist, and some of them have been referenced above.

Similarly, monitoring and evaluation standards vary and are usually specific to the focus of the M & E
effort.

National and international guidelines and resources exist, and as the evaluation becomes more granular
(i.e. a specific program such as AIDS), national and international standards for program evaluation
indicators exist and are available for use.
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CIHI (Canada) published a new Health System Performance Measurement Framework in mid-2013,
which is depicted in Figure 10. The proposed health system performance measurement framework is
composed of four interrelated quadrants: Health System Outcomes, Social Determinants of Health, Health
System Outputs, and Health System Inputs and Characteristics. Each quadrant is composed of different
performance dimensions linked through expected causal relationships. These four quadrants sit within
a demographic, political, economic and cultural context. The contextual environment influences the
relationships among the dimensions of each quadrant and also the way they interact with each other.

NOTE Figure 10 was reproduced from Reference [193], with kind permission of the Canadian Institute for
Health Information (CIHI).
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613 &%‘undation Components — eHealth infostructure

)

6.3.1 Description

The eHealth infostructure includes those foundation components that exist at the national level or
in some instances, the state/province level or both, acting as “cornerstone” resources that provide
interoperability, both functional and semantic, plus related consent, privacy, and security controls for
the transmission and broad sharing of data from various point-of-service systems, including repositories
of domain data. These components also provide data processing and analytic capability supporting the
secondary use of aggregate data. Infostructure resources/solutions include EHR repositories, registries,
data interchange interoperability and accessibility, consent, access control, and workflow management
within this context, as well as privacy, security and patient safety, and data warehousing.

© IS0 2014 - All rights reserved 85


https://standardsiso.com/api/?name=722ae04645e7ec63c860ebe66bef92ec

ISO/TR 14639-2:2014(E)

Standards are also a key component of the eHealth infostructure although not explicitly called out
in the eHealth architecture model (eHAM) diagram. It should be assumed that the adoption and use
of standards is integral to each and every component of the infostructure. The proper utilization of
standards will define how robust and scalable the final application or the eHealth platform will be.

The remainder of 6.3 discusses details of each of the identified infostructure components and their
related maturity models.

6.3.2 EHR and health information repositories

6.3.2.1 | Description

EHR and|health information repositories are used to store health information created by and.for/health
professidnals during their daily activities of providing care in the various healthcare institution’s. Health
data is gbout the patient, and too often, this data resides solely in the healthcare provider’s systerp.
The goal is to make this health data available, on a territorial basis, to all other clini¢al stakeholders
who reqyire updated information for treatment purposes. Thus, new generation repositories have begn
emerging to support the healthcare enterprises and systems in the storage, retriéval, management, and
interchaphge with other institutions and systems capturing and holding detailed‘healthcare informatiop.
It is impg¢rtant to highlight that there are privacy and security requirements.(laws and/or regulationf)
in each ¢ountry that require compliance and which support access to viewing and using a subject pf
care’s heplthcare data based on his/her consent.

To fulfil their scope of making clinical data available to all clinical operators in the territory, itis necessary
that heallth repositories be able to interoperate with each .ather through well-defined interfaces.
Interopefrability is achievable if the different institutions adopt0common component-based architecturp
paradigmps, fixing the informational and functional characteristics. This approach should be promotgd
(enforcefl) by national healthcare and eHealth authoritiés:In other words, an EHR repository should he
seen at the highest level (regional, national) as a unique‘infostructure component, able to interact with
similar gomponents in other countries.

In terms| of data, the classes of information managed by the repositories must include the descriptign
and the flassification of the various types.of EHR items, as well as the actual value sets for such data
for indivjdual subjects of care. The classification criteria for all clinical data managed may conform arjd
refer to taxonomies and coding criteria defined for individual specialities, according to examples pf
applicable standards and national/legal regulations.

_LJ..

EHR repgsitories are operated by healthcare institutions where the clinical data is identified, observe
and/or generated. This contrast with Personal Health Records (PHRs) where the patient manages t}
record, gvailable online, containing their clinical history. While PHRs have not been as successful 4
initially gxpected in terms‘of consumer uptake and adoption, there are a few important features whic
make th¢ data in PHRS¥¢élevant to clinical data repositories. The first is that these records are manage
by the subject of care; not their providers. The patient is also involved in the process of generating and/
creatinglthe clinical data in the record. For example, a PHR might include patient-reported outcome dat
laboratoty reSults, and data from medical devices or data collected passively from a tablet or smar
phone. This.data should be considered for inclusion in EHR repositories.

= QS wn o

- &

6.3.2.2 Maturity model

6.3.2.2.1 Low

a) No national policy for interoperable sharing of health data through an EHR repository has been
defined.

b) No standardized informational or functional paradigm is applied at the national level.

c) Clinical datarepositories do not exist or if available on alocal, limited basis, do not interoperate with
each other and hold only a silo of locally generated data, mainly clinical documents e.g. discharge
summaries, other types of clinical reports, fed in by a single or a few institutions. This data can be
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informative about the health condition of a subject of care, but cannot be integrated into the records
at other enterprises or institutions, in terms of elementary data elements.

6.3.2.2.2 Medium

a) A national policy for interoperable sharing of health data contained in an EHR repository has been
defined.

b) Overall organization of the health data and the properties of each piece of information contained in
the EHR repository must conform to applicable ICT standards, e.g. ISO 13606, HL7 Clinical Document
Architecture (CDA), ISO 12967, etc.

c] The description of the various types of data in the EHR repository includes both“\the $yntactic
description (types of data, domains of values, critical values, etc.) and the semantic defcription
(information that allows machines to understand the meaning of the data, €8’ technoldgies and
methods that convey the meaning of the information such as data interchange formats[177] and
notations, concepts, terms, and relationships).

d) Clinical data repositories conformant to these criteria are implemeénted to a certain ¢xtent in
healthcare enterprises and institutions where the clinical data is collected.

e] Interfacesareeitheralreadyavailable or being developed to network them to other EHR repgsitories.

6/3.2.2.3 High

a] EHR repositories are interoperable according to the enforced national policy, itself compliant to
applicable international standards.

b) All clinical data managed in the repository issavailable for integration into recent recordd of other
institutions, allowing, for example, the cliarting of clinical values over time and over different
encounters and therapies.

c] EHR repositories do not solely contain data generated within institutions, but are integrdted with
data generated and/or collected {(observations, considerations, adverse reactions, etc.) by|subjects
of care, their caregivers, medical devices, and others collaborating in the subject of care’q lifetime
treatment.

3.2.3 Examples of applicable standards, cross-references, and dependencies

6

This service is a founidational component for almost all health process domain components but cannot
exist at any levelowithout a patient (or person) identification registry component.[41][120][121] Low-
mjaturity systems cannot guarantee complete or up-to-date information regarding subjectq of care,
making EHR répositories difficult to accept as fundamental for accessing comprehensive health data.

6{3.3 . Identification registries and directories

6331 Dpcrriptinn

Identification registries and services facilitate and support the identification of persons, facilities,
procedures, and products. Each person, facility, procedure, or product is assigned an identifier - a string
of characters and numbers - for unique identification within the jurisdiction where healthcare services
are being provided. These identifiers are used to document who has done what to whom at which
facility and by what means. With directory services, additional (demographic) information on persons
and facilities can be documented and retrieved, mainly for obtaining access to the person or facility
(addresses, phone numbers, email, etc.). More advanced directory services will include geographic
information on where the person is living (and working) or on the location of the facility. Additional
information on procedures and products are normally found in knowledge management environments
(see 6.2.14).
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Identification services for persons can exist for patients and for healthcare providers. Identification
services for facilities can be for healthcare facilities and/or for other facilities that are relevant for
health and healthcare.

Identification and directory services are used for a large variety of health process domain components
and form one of the core eHealth Infostructure components.

6.3.3.2 Maturity model

6.3.3.2.1—Ftow

a) Patignt identification services are limited to registering patients by name, on paper, with collectiqn
of rydimentary information captured for the client’s health record. This may lead to mix-ups ¢r
irrefrievable records due to spelling errors and duplicate or multiple records with the same names.

b) Proyiders may be registered by name, on paper along with other basic information.

c) Thete is no use of identification services for products and procedures.

6.3.3.2.27 Medium

a) Locdl patient identification services are in place, but services are implemented that allow linkage pf
pati¢nt identifiers from different organizations. Such patient identification service allows linking pf
patieént records, but there is still the risk of mixing patients with similar names and initials.

b) Registries of healthcare providers may exist in medium capacity implementations.

c) Thefe are some directory services implemented forparts of the health system but not for gll
components (e.g. only for healthcare providers but not for healthcare facilities).

d) Within facilities, identification services may beused to document procedures and identificatiqn
servjices may exist for certain products thatare used in healthcare (e.g. drugs).

6.3.3.2.3 High

a) There is universal use of uniquetidentifiers across the whole health system for persons, facilities,
prodedures, and products, as well'as directory services for all components of the health system.

6.3.3.3 | Examples of applicable standards, cross-references, and dependencies

This seryice is a foundational component for almost all health process domain components. In low-
maturity level implementations, the quality of the service may be less than optimal and certain servicgs
may evell not be possible because there is no way to make sure that every person is accounted for in the
proper way.[41][120][121]

Medium |matufity level implementations will implement most of the services at a satisfactory level pf
quality. High maturity level implementations will allow for broad integration of the health process
domain components.

6.3.4 (Clinical terminology and classifications

6.3.4.1 Description

Clinical terminology and classifications are both required to deliver eHealth. They form a significant
part of the clinical ontology domain but as fundamentals can be addressed individually. It is assumed
that the need for both (terminology and classifications) is understood and also that Natural Language
Processing (deriving accurate meaning from free text, speech or handwriting) at this juncture and at
current levels of sophistication and capability is generally not suitable to meet primary and secondary
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uses for clinical data. (Note that there is software available which in context-specific EHRs is proving
highly accurate and better than drop down lists.)

A clinical terminology is a “structured, human and machine-readable representation of concepts used in
the clinical context”. The concepts can represent a subject of care but do not need to. This includes the
relationship of the terminology to the specifications for organizing, communicating and interpreting
such a set of concepts.

The use of the term terminology in healthcare implies a terminology that is designed for use in computer
systems. The term vocabulary or health or medical language is used to indicate the broader idea of
lihguistic representation without the specification of computability.

Al terminology should cover enough areas of clinical information (diseases, findings,yprdqcedures,
njicroorganisms, pharmaceuticals, etc.) to allow the consistent recording, retrieval and dggrejgation of
clinical data across specialities and sites of care. It also helps to reduce the variability'in the Way data
4 captured, encoded and used for clinical care of patients, clinical audit and re$éarch. Therd is much
Uidence to suggest that a single terminology is the preferred route for an entésprise to take. iiven the
mplexity and the investment cost to develop and maintain, it is not recommended at this ploint that
h enterprise author its own terminology. There will, however, be a requitement for organizatipns to be
ble to extend and localize the content of terminologies to meet local need. This requires local authoring
hpability for terms and concepts which are truly unique to that envirohment.

—

O L 0 0O 0

classification is an exhaustive set of mutually exclusive categori€sto aggregate data ata pre-pilescribed
vel of specialization for a specific purpose. Though often used for secondary purposes, classifications
re also used for administration, and that data is often primary in collection.

L T

br example, asthma has specificities of brittle, allergic, seasonal, and intrinsic. ClassificatJons may
Foup all of these together and offer an option foryasthma “not otherwise specified”. Classifications
re complete - in that they offer catch-all representations such as “Other” and “NEC (not e|sewhere
lassified)”. Typically, classifications are less ‘granular’ than terminologies and although some are in
ce in clinical care they do not allow richness of expression. Major classifications used in h¢althcare
e typically developed and maintaineden an international basis and used for statistical and fiscal
plirposes, but others may be developed for local purposes.

O L 09 T

L o

I order for an enterprise to be abletocoordinate and deliver care across health, wellness, and sofcial care,
tlis essential that systems seeking to deliver in this space use the chosen terminology and classifications
1} a native fashion. Allowing mapping between terminologies inevitably increases workload in dchieving
the map, potentially introduces error and creates an ongoing maintenance burden. An enterprfse must,
hpwever, set up and maintain local capability to deliver a terminology and classifications. Stipulations
ay also exist aroundlocal license conditions.

[SR—.

=

6{3.4.2 Maturity model

6{3.4.2.1.5 Low

Data‘collection exists solely on paper or primarily on paper with some electronic data captuife within
the-Same healthcare organization. Both summary data and individual data are captured for reporting
but few data standards exist.

a) No coordination of the use of clinical terminology; some classification systems in use, even on paper,
e.g. classification of country of birth, sex, etc.

b) Standards-based and/or proprietary-based terminologies and classifications may be in use.
c) Duplication of content exists for different purposes.

d) Translation from one representation to another is needed to meet often different reporting
requirements.
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f)

g)
h)

i)

6.3.4.2.27 Medium

A mixtufe of paper and electronic data collection exists but the majority of data.are captured by
electronjc means, with a deprecation of paper. Individual data collection and summary reporting data
are supported by some level of data standards.

a) A standardised metadata directory is in place and used by vendors and healthcare organizations
withl appropriate governance.

b) Alogal enterprise terminology facility is in place with a clear rfoadmap towards large-scale rollout.

c) Vendors are cooperating in implementing and supporting ehesen solution(s).

d) Locqdl modifications are supported but controlled through the local enterprise terminology facilitly.

e) Thereis facilitation of work to deliver the use of definitions and first steps taken towards knowledge
linkgge.

f) Orggnized clinical engagement is underway:

g) Govg¢rnance of standards and systems s being established.

h) Reproducible auditand research andother legitimate secondary uses of common data are underwaly.

6.3.4.2.3 High

There is| a pre-dominance ©of electronic data capture (summary and individual) using the chosg¢n
terminology with approeptiate use of classifications for secondary clinical use and primary non-clinicpl
use e.g. ddministrative.

a)

b)
‘)

d)
e)
f)

g)

90

No local capability with respect to the implementation, use and management of clinical terminology
or classifications. IT departments may have data managers for classifications but do not have clear
competencies identified.

Where vendors are present there is no buy-in to the use of common, organization-wide standards-
based clinical terminology or classifications; vendors often see their proprietary approaches as a
way of marketing the uniqueness and strengths of their products.

Ad hoc and uncontrolled local coding systems are in use.

Muliiplc dud/m urrcontroted NMTappings are dcvclupcd frorderto attempt bct,uudou_y useofdata
with limited governance or oversight to manage these efforts.

No use of, or link to, professional record-keeping standards.

Locdl capacity exists to govern and manage terminological, information model and classificatign
representation and use.

Use pfrion-electronic systems at “end of life” is tightly controlled and deprecated.

Vendors are delivering systems that are fully compliant with chosen solutions and rolling out to
replace non-compliant solutions;

Definitions are integrated into systems as well as educational processes.
There is full clinical and citizen buy-in to record-keeping standards in use in implemented systems.

Knowledge is linked and able to drive care plans and pathways, supported and facilitated by
appropriate clinical governance.

Research, public health clinical and audit are all driven by the same data.
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h) Research outcomes are integrated and fed back into vendor systems, facilitating vendor behaviour

change.

6.3.4.3 Examples of applicable standards, cross-references, and dependencies

Controlled clinical terminologies and classifications are essential to allow eHealth to be implemented at
scale in any enterprise. Simple implementation with rigor can deliver benefits early, even at low maturity

levels. Decisions made early will determine the ability or lack of ability to progress.

5

a)__As a foundation element, it is not possible to deliver eHealth at scale without these term

and classifications.

b) This element can be developed in a surprising amount of isolation. Howewer) la

administrative and citizen engagement, as well as program and policy support.

inologies

rge-scale
implementation requires appropriate software, infrastructure, vendor, clinician,forganizafional IT,

Relevant standards: ISO/TR 12309:2009

An incomplete list of applicable terminologies is maintaine at
http://en.wikipedia.org/wiki/Medical_classification which divides the.itéms available into subsets as
fqllows:

a] Diagnostic codes
b) Procedural codes
c] Pharmaceutical codes

d) Topographical codes

=)

3.4.3.1 Terminology
NOMED CTI62]

wn

ICD[63]

\ml

b) ICPCle4]

(@)

1 LOINC6S]
d) ICNP[131]
e] ICFI132]

6/3.4:3.3" Interventional Classifications

6{3.4.3.2 C(Classifications - Choose.as many as budget allows to maintain maps for (examples)

al—QPCs66]

b) CPT4[67]

6.3.4.3.4 Drugs (choose one which is fit for purpose)
a) Dm+d (NHS Dictionary of Medicines)[68]

b) ATC (WHO)[9]

¢) SNOMED CT (international) (IHTSDO)[60]

d) RxNorm (US)[133]
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e) Australian Medical Terminologyl(Z0]

6.3.5 Data interchange interoperability and accessibility

6.3.5.1

Description

The components of the eHealth system that are providing data interchange interoperability and
accessibility consist of the following:

a) Dire
stru
b) Mes
c) Tran
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auth

heal
encr

e) Ruléd
well
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NOTE 2
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"ture as entities of communications (senders and receivers);
sage handling system components;
saction buses based on a Web service architecture;

rity infrastructure with public key infrastructures to allow communicating entities to he
enticated in real-time interactions, to be accountable through digital signatures on relevant
th data, and to be able to exchange data with appropriate confidentiality protection using
yption;

s for exchange managing legal and ethical compliance to good¢practice for accountability, gs
as privacy protection but also business rules regarding possible service fees for the use of the
structure components described above and for the healthcaré services implied by the exchange
alth related data.

The necessity for a regional or national program for idefitifying the subjects of care is not dealt with |n
e but it is of course necessary for safe interchange in most situations.

The technical components for data interchange ate dealt with in 6.4.3.
Maturity model

Low
| of data interchange interoperability and accessibility services.

ectronic directory servicefor healthcare communicating parties butlocal lists with names and
ronic addresses of communicating parties. Addresses may be telephone numbers, IP addresses,
hiform Resource Deseriptors (URIs).

ealth-specificomessage handling systems but general purpose components, particularly the
met as Simple-Mail Transfer Protocol (SMTP) based emails may be present. Standard servicgs
e telecom. nétwork such as Short Message Service (SMS) and Multi-Media Messaging Servig¢e
S) are.alse present.

Farisaction buses based on Web services.

d) No national security infrastructure components. Authentication and protection of communication

may
encr

depend on local in-person exchange of credentials including possible hidden addresses and
yption keys.

e) Nogeneralrulesadopted for exchange of different classes of health information butlocal agreements

may

be present between communicating parties, ensuring business protection and compliance to

national legislation.
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6.3.5.2.2 Medium

Some data interchange interoperability and accessibility services included as part of the system.

a)

b)

Local and/or regional electronic directories of communicating entities available. They may use
various structures including the standard X.500 type of directory.

Some health-specific message handling system exists to enhance basic connectivity with agreed
structures for intra-organizational addressing and security packaging using point-to-point channels
or encrypted and signed packages. This also includes reliable systems for acknowledging receipt of

6

al

3.5.2.3 High

COMIITUITICAtIO aId TESEAITE WETE faiture OCCurs:

Transaction buses based on Web services exist in a local and/or regional context far\sonje health
applications.

Local and/or regional security infrastructure components exist, allowing the use of Puyblic Key
based security.

Business rules for health communication exist in alocal and/or regionabsetting and are enforced by
some data security enforcementpolicy and services. The rule setalsoincludes message specifications
for different purposes which may be derived from some of the internationally available [series in
different generations or often may be based on regional specifications in different syntaxes, often
XML.

Hiighly developed data interchange interoperability and*accessibility services included as pdrt of the
system.

A national directory service of all healthgare entities, organizational units, as well as legally
authorized health professionals exists.. This is often based on a federated approach where local
and/or regional governing bodies manage local directories that are interconnected and afcessible
through a national infostructure. This‘is usually achieved using an X.500-based system with health
specific directions from the ISO/T€-215 standard ISO 21091.

Health-specific message handling infrastructure exists on a national scale which may be pased on
federated regional infrastructures. Some countries use message handling systems baseld on the
ITU-ISO X.400 standards;*others have adopted other approaches often related to health eytensions
of SMTP or transaction bus - see below.

A national specification exists for a transaction bus, most often realized on top of a specialjnetwork
protected against non-healthcare intrusion. This protects communicating components frpm some
attacks. Itsis/often realized as a virtual private network (VPN) where encrypted chanels and
perhapsigiiaranteed bandwidth is ensured of by a telecom provider allocating parts of th¢ general
commiunication backbone to health-specific purposes. Such networks may be land-based, wireless,
mebile telephony-based (especially 3G and 4G systems), or in some situations, satellite-based.

A national public key infrastructure (PKI) exists for communicating health entities that mgy also be

a part ol a wider collaboration including several countries.

Business rules exist for at least some national healthcare exchanges, including compliance to
legislation, ethical rules, and service provider responsibilities. Specifications exist for structured
data components allowing semantic interoperability of core health information (but possibly not for
all). This may be based on message specifications with nationally agreed profiles and/or archetypes
and templates of a general purpose structure for an EHR.
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6.3.5.3 Examples of applicable standards, cross-references, and dependencies

Examples of applicable standards include the following:

a)

b)
‘)

d)

f)

Importantproviders of message specifications forinternational use (that oftenrequire national profiling)
are: HL7 persion 2 and 3,[18][115][190] CEN/TC 251,[13Z] UN/CEFACT with Edifact syntax specifications,[13]
ISO/IEER 11073 series, and DICOMI[109] series of standards related to image communication.

6.3.6 (onsent, access control, and workflow management

6.3.6.1 | Description

This architectural component relates to processes and.functions of the IT supporting systems that are
targeting the capture, storage, and communication-ofidifferent types of consents by the patient/subjeft
of care ¢r their authorized proxy. One importantiuse of ICT-based consent mechanisms is that the
preferenke of the subject of care can, with a corisent statement, steer the collection, use (for a specifigd
purpose], or the disclosure to various health professionals of their personal health data that corresponds
to agreefd workflows of healthcare organizations. Such consent often pertains to accessing the data
in a loca] system or transfer of the data ffom its origin to various secondary organizations. Purposgs
of information transfer may be for the direct care of the subject or for secondary uses such as publjc
health syrveillance, research, or,quality management. Direct patient care includes various units within
a healthg¢are organization or between individual providers that may have legitimate requirements to
access part or all of the health-related information about a subject of care.

Different possible workflows include the following:

a)

b)

d)

94

Directory services - ISO 21091. This is based on the inter-sector directory services standard series
developed jointly by ITU-T and ISO X.500.[119]

Message handling systems - may use ISO/ITU X.400 Message Handling systems or SMTPs.[134]

Transaction interactions via health-specific bus - may use the Web Services Protocol and health-
speqifie-service-architecture-based-eniS01296 71150129672 and1SO012967-3-

Harmonized data types for information interchange - 1SO 21090

Natipnal Public Key Infrastructure (PKI) for health - can be based on ISO 17090-1, ISO 17090-2, ar{d

ISO [L7090-3 which in turn depend on many ISO/IEC ITU standards such as X.509 fot¢ertificates.
[136]

Mess$age specifications for different purposes - can be based on different generations of structurirg
parddigms and no one coherent system exists for all aspects of messaging.

o0

]

Proyider 1 refersra patient to provider 2 for a specific service and EHR extracts may preferably
accompany thereferral. Alternatively, provider 2 is granted access to the same information in the
EHR|system.of provider 1. In both cases, the subject of care is often requested to provide express
condent\This flow can be nested, i.e. provider 2 invokes provider 3, etc., in which case a renewdd
congent’may be required dependent on jurisdiction.

Change of provider - The patient is permanently transferred from provider 1 to the care of provider
2, e.g. provider 1 retires or moves to a different geographic location.

Ad hoc workflow - A patient is seen in the emergency department (ED), perhaps in a location outside
of their home territory. Provider 2 in the ED may request information from provider 1 who normally
treats the patient, i.e. is their attending physician. The patient needs to provide consent for this
information transfer and also for sharing the ED discharge summary with provider 1 after ED
treatment is completed.

A clinical process is established where two or more providers agree to work together for the benefit
of the patient who needs to provide consent for the required information exchanges, perhaps to be
given for repeated exchanges.
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Consent to information management relates to the requirements outlined in 6.3.7.

Consent may also be captured by IT systems which do not deal with the information regarding the
subject of care but about some other aspect of the intended care of the individual. Examples of issues for
which consents may be recorded are the following:

a)
b)

Approval or rejection of a certain therapeutic procedure, e.g. surgery;

Approval of being considered as an organ donor after death.

Censent-and access control needs to be r‘nnp]nr‘ with workflagws r‘nnr‘npfc ina mature imp]nm ntation.

Cpnsent-related processes include the following workflow:

a) Informing the subject of care about the issue where consent or the opposite is requested.

b) Capturing the expression from the subject of care by an IT application, typically a Wep- based
solution but mobile telephony based solutions are also very important @and may use different
techniques, from simple short message service (SMS) to special smart phone apps.

c] Special attention required for those persons that because of disease{0t other reasons, e.g{ literacy,
cannot use the IT system directly; a proxy person in the form of next-of-kin or a health professional
may assist the subject to capture the expression.

d) Storage of the consent.

e] Provision of the consent expression to appropriate parties which may reside within an orggnization
or possibly in a federated national infrastructure to;other organizations where relevant.

f] Attention to the life cycle and possible requirements for repeated expression of consent.

6{3.6.2 Maturity model

6{3.6.2.1 Low

a) Health professionals record consent in an EHR or other relevant system.

b) There is no connectivity hetween systems.

c] Consent may be used.foraccess control to patient data.

6{3.6.2.2 Medium

al Some capture of consent exists where the subjects of care are directly using an IT solution fo record
their preference as relevant for information disclosure/sharing.

b) Thereis limited authentication sophistication, e.g. passwords locally or a similar solution.

6{3.6.2.3 High

a) Provision for a national patient summary record.

b) Subjects can access their consent records by different methods.

c) Consent management does not only include information sharing but also other aspects of care.

d) A solution for access via proxy exists.

e) Theidentity and authentication of the consent expression is secured using public key cryptographic

methods.
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Examples of applicable standards cross-references and dependencies

s of applicable standards include the following:

a) IS0 13606 is highly relevant;

b) 1SO 22600 is also an important guidance related to access control use of consent;

c) IS0 17090-1, ISO 17090-2, ISO 17090-3, and ISO 17090-4 are also relevant to ensure authenticated
use of the system;

d) ISO
e) ISO

For cros;s

6.3.7 Rrivacy, security, and safety regime

6.3.7.1

Health s
well as t
fundamd

The con
security.

organizations, systems, devices, applications, components) covers the following security services:

a) iden

b) accountability of actors;

c) trac
d) inte

Commurn
transact
borrowe

Applicat
followin

a) iden
b) auth

c) acce

PD/TS 17975;
TS 14265:2011.

-references and dependencies, see 6.3.7.

Description

ervices are highly sensitive due to the personal and social impact’ of health information, 4
he strong legislation and regulations ruling them. Therefore, security and privacy services af
ntal for designing, implementing, and deploying health infor¥mation systems.

ept of security can be specialized (separated) into comimunication security and applicatia
Communication security in the context of connectivity between principals (person

fification/authentication of principals;

pability of actions;
brity, availability, and confidentiality of information communicated.

ication security is quite similar in different domains such as healthcare, banking, busine
ons, commerce, and govetfnient services. This allows communication security solutions to |
d from advanced domains, if available there.

on security in the.¢gntext of collecting, storing, processing, and sharing information covers th
b services:

fification/authéntication;
orizatien of actors;

5s-control in the context of actions;

LS

(g

bS

d) acco

untability of actors;

e) traceability of actions;

f) integrity, availability, and confidentiality of information collected, stored, processed, and shared.

Those services include audit and certain notaries’ functions. Application security services are domain

specific,

e.g. ruled by a domain specific set of policies.

Identification/authentication management starts with the assignment of an identifier to an entity,
which should be verified in an authentication process. The authentication can be based on knowledge
just the individual has (e.g. passwords), on a certified token the principal has been given by an authority
(e.g. smartcard, cryptographic key, etc.), or on properties characterizing the individual (e.g. biometrics,
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speech, handwriting, etc.). The granted capacities and rights in the context of authorization and access
control, including the permitted actions, can be based on privileges and roles assigned to an entity by
an authority according to the entity’s attribute or a set of competencies and/or performances that are
associated with a task, respectively.

Authorization and access control can also be based not only on policies reflecting legislation and
regulations including consents established by the subject of care or its representative, but also
environmental or contextual conditions. Therefore, the following security and privacy management
services have to be implemented:

a] ID management;

b) password management;
c] token management;

d) certificate management;
e] privilege management;
f] role management;
policy management;

de-identification services (anonymization, pseudonymization).

3.7.2 Maturity model

6

The maturity level of solutions can be characterized, by the number of services in place, the maturity
of a single service, the integration of different sérvices, the maturity of this integrative envifonment,
and the domain covered by the services such as@'local place, an organizational unit, an organization, an
ehterprise covering several organizations, axregional network covering several enterprises, ajnational
network covering several regions, or an international network. The opportunity for pre-defipition, as
well as the possible details of policies; becomes more limited the larger the domain.

6{3.7.2.1 Low

a]l No interoperability: A-few inevitable services have to be in place such as integrity 4nd local
availability of infornfation. Missing services are not required or partially compensated by natural
trustworthy relationships.

b) Interoperabilityin organizational units: ID managementincluding simple privilege/role assfjgnment,
as well as local patient identifiers and simple policy management including consent management,
are required. Missing services are compensated for by policies.

c] Interoperability in organizations: ID management, authentication services and mastef patient
identifiers, privilege and role management, policy management are required.

6.3.7.2.2 Medium

a) Interoperability in the enterprise: ID management, authentication services based on certificates,
Master Person Index (MPI), policy management, signatures are required.

b) Interoperability atregionallevel: Certified ID management (ID services) and authentication services,
policy management including policy bridging, certified signature are required.

6.3.7.2.3 High

a) Interoperability at national level: Certified ID cervices including EID services, policy
management/bridging including dedicated services such as Policy Location Point (PLP), Policy
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Decision Point (PDP), and Policy Enforcement Point (PEP) are required. Policies cannot be completely
defined anymore. The solution should be semantically rich, policy driven.

b) Interoperability at international level: Mobile, pervasive, and autonomous solutions are required.

6.3.7.3 Examples of applicable standards, cross-references, and dependencies

For examples of applicable standards, see 6.3.6.3 and the following:

a) 1SO/TS 21298:2008;

b) SO £7799:2008;

) ISO/[TR 13054:2012;
d) ISO/[TS 22600-2:2006;
e) ISO/[TS 22600-3:2009;
f) ISO/TS 25237:2008;
g) ISO/[TS 21547:2010;
h) ISO/[TR 21548:2010.

As securjty and privacy services provide the basis for acceptance dnd legitimization for health services
and congume a large part of the budgets allocated to national €Health programs and projects, they
practically define the overall maturity achievable.

Other blpcks that depend on this block include foundatienal elements (such as terminologies, privagy
and secyrity, interoperability, and the client, provider, and location registries). These elements are
prerequisites for developing a domain component. as an enabler for eHealth environments. Security
and privpcy services directly and indirectly impact all health process domain components, as well as
adminis{rative processes. They are interrelated”to most components of the addressed architecturg,
especially the Process Management, Health-Services Identification and Directory Services, Data
Interchapge Interoperability and Accessipility, Census and Population Information and Data Warehous,
Safety annd ICT Infrastructure FoundationServices.

Securityland privacy services depénd on infrastructural services such as Terminology Services[62] arjd
Directorj Services.[119]

6.3.8 (ensus information,population information, and data warehouse

6.3.8.1 | Description

Census gnd population data, the latter including population health data, are critical to understanding
the needs of-individuals, populations, and sub-populations within a country and the planning, desigh,
implementation, and monitoring of health systems and the health services those systems deliver at 3
levels (l Ld}, T cgiuudl, uatiuua}).

—
—_—

The United Nations (UN) defines the essential features of population and housing censuses as “individual
enumeration, universality within a defined territory, simultaneity, and defined periodicity”.[152] Data
includes population counts with details of age, sex, occupation, housing, etc. The UN also provides
information and recommendations on census topics to be collected, official definitions, classifications,
and other useful information to coordinate international practice.[153]

Population data takes a deeper look at various types of observables for a target population for purposes
of statistical analysis.

The establishment of national health quality indicators,[154] e.g. adherence to evidence-based
preventative health screening guidelines and disease monitoring recommendations within the context
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of a national framework, e.g. CIHI (Canada) Health Indicators Framework,[155][156] provides direction
and focus for the collection and use of census and population/population health data. Such a framework
should consider determinants of health such as income, education, culture, and other factors impacting
on life circumstances. It will support provincial/state improvement priorities by demonstrating how
indicators interconnect and relate to one another and how they contribute to overall performance goals,
such as improved health status and better value for money. The framework could also support viewing
population data through an ‘equity’ lens which implies the need to disaggregate health and health
system indicators by key population groups to see where large population differences exist in health
system inputs, services, and outcomes.

The ability to effectively collect, aggregate, pseudonymize/anonymize the data, and generate useful
ahalysis and reporting (both standardized and customized) through data warehouse servicep confers
value on the data collected and reaps benefits for all key stakeholders - clients/patients,fiealth workers,
hpalthcare providers, purveyors of health products and services, health planners, and health policy-
makers.

Al

datawarehouse is amanaged database that canreceive diverse sources of information thatargrelevant
t¢ a particular organization. The data collected is intended for analytical purposes and in sorne cases,
lhe data may need some prior treatment (such as change of measurement.units). Also, the relationships
btween the data are selected by the data warehouse architecture based'on user analytical requjrements
in order to optimize different queries based on these relationships.“The value of the data warg¢house is
to enable an integral view to help decision-making within the organization and at all levels. An|example
would be a query to show disease prevalence associated with,aparticular drug use with respect to a
dgfined population, thence to enquire in more detail (drill<down) to see the characteristics fpr a sub-
group of that population, such as the elderly.
B
C

o

usiness intelligence and interactive Web tools can\further enhance the value of data warehouse
hpabilities by enabling performance tracking, comparison across similar groups, and identification of
specific areas for health system improvements.

Bluilding these types of services and capabilities can allow countries to clearly identify health disparities
ahd prevent or ameliorate the known consequences - avoidable death, disease, disability, distfess, and
djscomfort and their associated costs:to.the healthcare system and society.

6{3.8.2 Maturity model

6{3.8.2.1 Low

a] Minimal census,and population data collected (baseline or below) national and/or intefnational
recommendations, largely paper-based.

b) Health quality indicators not established.

c] Minimallevel of data transfer to central location for analysis and reporting by regional- [or state-
levélgovernment systems or other funded third-party systems.

d) CNo integration of health-related data into a single warehouse repository.

e) No data warehouse services as part of the system.

6.3.8.2.2 Medium

a) Baseline or above baseline census and population data collected aligned with international
recommendations; mainly electronic capture with some paper-based.

b) Baseline national level health indicators developed and aligned with international standards; some
health system indicators established.

c) Some data warehouse services included as part of the system.
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d) Some integration of data into a single repository with data warehouse analytical capacity and
reporting for local organizations or communities.

e) Limited tracking or comparison of performance over time against indicators; limited collaboration
atregional, provincial/state, national levels.

f) Local research on quality of care, health system efficiency, patient safety.

6.3.8.2.3 High

a) Highly-developed census and population information; well-established set of national levé¢l
comparable health indicators aligned with or serving as a model for international standards
opeifating within a national health indicators framework.

-

b) Regional or national integration of data from different local sources with comprehensive data
warehouse analytical capacity and reporting used for decision making at local, ‘pégional, and
natipnal levels.

c) Struftured and coordinated national-level reporting on health system perfornrance that is tailorqd
to the information needs of different audiences, including the general public, health ministrie
regipnal health authorities, and health care facilities.

2

1
1

d) Natipnally developed analytical tools and products that supportyand enable provincial/statg
level health system improvement priorities accompanied by‘capacity-building for using arld
undé¢rstanding performance measurements and tools.

e) Business intelligence and interactive Web tools that callow health system managers to tragk
perfprmance over time, view peer group comparisons, and identify areas for improvement through
drilltdown capabilities.

f) Collaborative partnerships (regional, provincial/state, national) to identify which health indicators
are nost important, how they relate to each other, and how they can best support improvements to
health care and the health of the country’s pepulation.

g) Resdarch at national and state/prowvineial levels in priority themes related to health system
perfprmance, such as quality of care,patient safety, and health system efficiency.

6.3.8.3 | Examples of applicable(standards, cross-references, and dependencies
Examplefs of applicable standards are the following:

a) IS0 21667:2010

b) ISO/TR 22221:2006

c) ISO/TS 29585:2010

For crosg-réferences and dependencies, see 6.2.5, 6.2.12, and 6.2.15.

6.4 Foundation components — ICT infrastructure

6.4.1 General

ICT infrastructure is most evident in the form of devices such as desktop computers, personal digital
assistants, laptops, tablets, smart phones, biomedical monitors, diagnostic imaging equipment, and
printers.

ICT devices are connected using electronic communications that enable voice, video, paging, messaging,
data transmission, and connection to the Internet. Electronic processing and storage services are
provided by computer servers that access data stored on solid state, magnetic discs, or magnetic tape.
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Staff supporting ICT infrastructure include computer technicians, application specialists, network
engineers, database designers, and many other specialists.

Standards provide the framework to maximize the safe, reliable, and efficient operation of devices,
servers, and networks which in turn, depends on the quality, compatibility, interoperability, and
durability of the physical devices and software.

The development of a mature ICT infrastructure is constrained by a number of economic and social
factors. The same factors may also limit the development of other types of infrastructure such as water
supply, housing, agriculture, etc.

Ill all infrastructure sectors, the definition of suitable benchmarks to measure development:progress
ahd levels of maturity is very dependent on social and economic perspectives. The notjgnithat a house
should be built with a kitchen, bathroom, living room, and two bedrooms is just as questionable as the
nption that the most efficient way to store data may be in a cloud computer servic€. Infragtructure
dpvelopment may also be extremely uneven across sectors as demonstrated by-communities in Kenya
that can access mobile phone services but have no access to clean drinking water:

The use of ICT technology originating in high-income countries may preovide challenges to|national
efonomies. For instance, the high price of ICT devices manufactured outside the boundaries of most low-
income countries (LIC) presents a balance of payments challenge. The-use of cloud computing|services
provides a similar fiscal challenge and raises issues of national sovereignty over health information and
services.

—

Notwithstanding the problems of measuring ICT develppment, the following cross cutting factors
nfluence the development of foundational ICT infrastrugture for the health sector.

—

6{4.1.1 Affordability

—

he affordability of devices, Internet and privaténetwork bandwidth, international bandwidth Joftware,
systems, services, and ICT staff are key consttaints for the development of the infrastructure needed to
Wpport eHealth services.

%]

3]

br most countries, the cost of ICT devices manufactured outside their boundaries presents a bjidgetary
nd balance of payments challenge. Even health jurisdictions in high-income countries may be yeluctant
t¢ invest in large numbers of computing devices when the cost of ownership of these devices has to be
mpared with the salary of @-nurse or doctor.

o8]

(@)

Ulltimately, investment inlCT devices and systems is only justifiable on the basis that deploymént of ICT
dpvices will provide a'teal saving of clinical time and improvements in health outcomes.

NOTE There is7little information on the relative affordability of ICT devices. The ITU reporfs on the
affordability of fixed line, mobile, and broadband services and a price basket of these services.[158] Expgrience in
hlgh-income eguntries has been that an expenditure of between 3 % and 5 % of the total health budget ghould be
allocated t6 ICT functions.

6({4.1:2" National ICT development

ICT products and services support the infrastructure required by eHealth services. The extent to which
these services are widely available throughout a country will limit the deployment of eHealth service.
The ITU has a developed a national metric to compare the extent of national ICT capability.

NOTE Overall, national ICT development, as measured by the ITU, is based on indicators for fixed-telephone
connections per 100 inhabitants, mobile-cellular telephone subscriptions per 100 inhabitants, international
Internet bandwidth (bit/s) per Internet user, percentage of households with a computer, percentage of households
with Internet access, percentage of individuals using the Internet, fixed (wired)-broadband Internet subscriptions
per 100 inhabitants, active mobile-broadband subscriptions per 100 inhabitants, adult literacy rate, secondary
gross enrollment ratio, and tertiary gross enrollment ratio.[159]
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6.4.1.3 Educational attainment

ICT products and services require an educated population to consume services and provide sales,
implementation, and support services.

NOTE Educational attainment as measured by the UNDP as part of a Human Development Index. The

Education Index is measured by the adult literacy rate (with two-thirds weighting) and the combined primary,
secondary, and tertiary gross enrollment ratio (with one-third weighting).[160]

6.4.1.4 Digital literacy

This refers to both the health workforce and the general population. In part, digital literacy is an outeofye
of educational attainment, but significant portions of a population may become very proficient in,the uge
of ICT deices such as mobile phones or Internet applications, without attaining a high level ofediicatio.

Digital liferacy has many forms and definitions. For instance, the ability to send a Short Méssage Servige
(SMS) mEssage on a mobile phone, operate a security alarm, produce an electronic doeument using|a
word pr¢cessing program, use a Web browser program, or take an X-ray are all forms of digital literacyy.

NOTE Digital literacy can be measured using composite indicators such as commuhicating with others (lby
e-mail anfl other online methods), obtaining (or downloading) and installing software on a computer, questioning
the sourck of information on the Internet, and searching for the required information using search engines. Other
methods pxist.[161]

6.4.1.5 | ICT Service industry capacity

The capacity of a national ICT service industry to support the'use of ICT in the health sector is veyy
important. In most countries, it makes little sense to build extensive sector-specific ICT servige
capabilitly, so the health sector will rely heavily on the commercial ICT sector to install, maintain, arjd
provide helpdesk services for eHealth systems.

6.4.1.6 | Supportive ICT policy environment

A suppoftive ICT policy environment can:€nable a business environment where ICT and broadband
deploymilent and adoption can grow rapidly: The ITU recommends that governments ensure a fair and
dynamidmarket where barriers to entry are low, competition is healthy and private sector investment
is encouraged. For a wide-ranging.discussion of markets and standards issues in telecommunicationis,
see Reference [162].

By implegmenting demand-driven programs such as e-government platforms, digital literacy initiatives,
and conhected public institutions, governments can enable the broadband environment by both
stimulat]ng investmentand spurring Internet adoption.

6.4.1.7 | Electri¢ power availability

Electric power/availability, especially for health facilities throughout a country, is key to supporting I4T
devices dnd-communications in the health sector.

NOTE There is no single internationally accepted definition for electricity access. The definition used by the
International Energy Agency[163] covers electricity access at the household level, that is, the number of people
who have electricity in their home. It comprises electricity sold commercially, both on-grid and off-grid. It also
includes self-generated electricity for those countries where access to electricity has been assessed through
surveys by government or government agencies.

6.4.2 Local access to ICT equipment and facilities

6.4.2.1 Description

Healthcare providers and consumers rely on information provided at the point-of-care in clinically
useful timeframes across a range of healthcare settings. Healthcare providers have an expectation that
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they can access electronic health information from within a healthcare facility and when on the move. A
range of ICT equipment and devices are required in healthcare for the following:

a)

multi-purpose information processing such as desktop computers, personal digital assistants,

laptops, tablets, smart phones;
voice communications such as telephones, mobile phones, two-way radios;

video communications, video conferencing systems;

—3

A increasing body of evidence is available that shows that health outcomes can be improv
cpnsumers of healthcare

he ability to use one portable device such as a smart phone for many types of personal a
r¢lated actions presents an opportunity to provide health information at the right time in the ri

notification and messaging nagers mobile nhones:
5T Poo 7 T 7

biomedical monitoring of vital signs;

diagnostic imaging, e.g. X-rays, ultrasound, magnetic resonance imaging;
security and monitoring devices, duress alarms, man-down devices;
printing, print servers;

data storage, magnetic (hard discs), USB memory, solid-state memory, CD, DVD, storag
storage area networks.

manage and improve their own health by accessing a Aietwork of health resources through
of communications and channels operating over reliable networks, systems, and applicatig

interact with health providers at a distance.fo obtain advice and provide informati
minimizing patient and clinician travelling, and

benefit from effective planning of patiént care and management of referrals, schedu
waitlists across the health system (especially for rural and regional communities).

b arrays,
ed when
A variety
ns,

bn while

ing, and

hd work-
cht place

oh one device for healthcare providers and consumers.

6/4.2.2 Maturity model

6(4.2.2.1 Low

a) Health workersin urban areas can access health information systems in a timely fashion uging fixed
computing-devices.

b) There*is limited access to printers, bio-medical devices, diagnostic imaging, and datq storage
devices.
Q s losl 1 1ol : . o 1 H g P | : loal 1 4 1 3
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6.4.2.2.2 Medium

a)

b)

)

Health workers in urban and regional facilities can access key local and regional health information

systems in a timely fashion using fixed computing devices.

There is access where clinically required to printers, bio-medical devices, and diagnostic
devices in most health facilities.

imaging

A minority of mobile health workers can access the information and systems they need to support

their work in communities and patient homes using mobile devices.
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d) Patients and the community can access a basic set of information that is needed to manage their
health using computers at home and mobile devices.

e) Patients in some locations can report changes in their clinical condition using simple computer or
mobile phone applications such as email or SMS.

f) Access to data storage devices enables regular online file access and data backup.

6.4.2.2.3 High

a) Health workers in all facilities are able to access most national health information systems in|a
timgly fashion using fixed and mobile computing devices.

b) Therte is access where clinically and administratively required to printers, bio-medical deyices, and
diagphostic imaging devices in all health facilities.

c) All mobile health workers can access the information and systems they need to support their work
in cdmmunities and patients’ homes using mobile devices.

d) Anypatient and the community atlarge can access advice and information thatis needed to manage
their health from computers at home and mobile devices.

e) Pati¢ntsathome orin care can be monitored in near real-time for chahges to their clinical conditiop.

f) Accdss to data storage devices enables use of electronic deCument retrieval and management
systems in all health facilities.

6.4.2.3 | Examples of applicable standards, cross-references, and dependencies

Examples of applicable standards are addressed in subsequent sub-sections relevant to specific systenps
and servjices.

Effectivd access to electronic-based health information depends on the following:

a) Availability of devices, such as computers,/personal digital assistants (PDAs), tablets, mobile phone
and pmart phones for both health workers and patients or clients.

g

b) Conmection to appropriate, costfeffective electronic communications systems.

c) The pbility to use electronic\processing and storage systems that may be located many kilometefs
away to search for, retrieve, store, and manipulate data.

d) Use pf safe, secures~clean, climate-controlled physical environments to locate sensitive electronjc
equipment such a3.s€rvers, data storage, or special-purpose medical devices such as medical image
scanfners.

e) Accdgss togprofessional technical support to train users in the operation of software, resolve faults,
and undertake regular maintenance tasks.

6.4.3 Electronic communications infrastructure

6.4.3.1 Description

Electronic communications enable voice, video, paging, messaging, data transmission (mobile or
fixed) services, and connection to the Internet. Often these services can be purchased from a national
telecommunication carrier(s) that provides the required infrastructure. Some health jurisdictions may
also install their own infrastructure such as microwave radio and fibre optic links. In other cases, the
health sector will use services provided for all government departments.

Most telecommunications carriers offer a tiered set of services. Consumer services are offered at a low
price with no guarantee of rapid repair when faulty. These services usually include access to the Internet
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through the international bandwidth that the carrier has access to. Business grade services are priced at
higher levels, offer some level of repair guarantee, may be more symmetrical in bandwidth availability
(up/down), and may or may not include access to the national and international Internet.

A health jurisdiction has the option of requesting the telecommunications carrier to distribute the
service connections (usually fixed voice and data services only) to each of its facilities, and within
each facility. Alternatively, a health jurisdiction can choose to do this itself. In the latter case, cabling in
facilities, network devices such as firewalls, routers, switches, voice switches (PABXs), etc. will need to
be purchased, installed, and maintained.

6{4.3.2 Maturity model

6{4.3.2.1 Low

\ml

Health facilities in urban areas have network access to centralized computing resoufces and
connection to the Internet.

b) Healthcare workers and patients can obtain mobile phone coverage in{iirban and regional [centers.

(=)

4.3.2.2 Medium

a] Healthfacilitiesinurbanand regional areas have network acgess to centralized computing rgsources
and connection to the Internet.

b) Healthcare workers and patients can obtain mobile phéne coverage in urban and regional and rural
centers.

c] Patients and the community in general can gbitain affordable connection to the Internet {n urban,
regional, and rural areas.

6/4.3.2.3 High

a) Health facilities in urban, regional;’and remote areas have network access to centralized cqmputing
resources and connection to thé\Internet.

b) Healthcare workers and. patients can obtain 3G or 4G mobile phone data coverage in urban and
regional and rural centeps.

c] Patients and the community in general can obtain affordable connection to high-speed brjpadband
Internet servicesof 12 Mbps or more in urban, regional, and rural areas.

6/4.3.3 Depéndencies

et

dustry-Sstandards, national and international standards from organizations such| as the
I:[ternational Telecommunications Union (ITU),[164] Internet Engineering Taskforce (IETF)[163] and
TeleCemmunications Industry Association (TIA)[166] provide a large number of standards relevant to
eleCtronic communications.

Electronic communications costs are governed by geography, population density, the capability of the
national ICT sector, and government policy.

a) The delivery costs of healthcare using electronic communications are strongly influenced by
geography, in particular the size of a country and its population density, the degree of competition
in the market, and the costs of international connections via satellite (most expensive) or optical
fibre (cheapest).

b) A national health jurisdiction will rely on the small business ICT sector to install, maintain cabling,
network devices, servers, PABXs, etc. in its health facilities and provide training in ICT management.
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c¢) Government policy that aggregates the ICT needs and communications bandwidth required by
schools, health facilities, and government departments can stimulate investment in infrastructure
and drive Internet adoption.

6.4.4 Electronic processing and storage services

6.4.4.1 Description

Electronic processing and storage services are provided by computer servers, the system software that
runs on e SETVeTS,; amd data StoTage USINg Sod=State, MTagetic disSTs, OT Magetic tape: T TESE SYStems
are ofter] housed in purpose-built equipment rooms connected via structured cabling systems to uséfs
throughgut a building. High-end computers or servers provide the networked application pregéssing
and storpge services required by multiple simultaneous users. A server will host the system, software
and several virtual operating systems within which system software, application enyironments,
managethent, and control systems can be built.

System joftware provides the underlying services used by most applications_ineluding operating
systems)storage, telephony, notification, file and print, virtualization, and collaboération services.

Applicatjon environments support business, clinical, health record, and patient administratign
applicatibns, including portals, web servers, application and messaging integration engines, messaging,
clustering of web servers, user directories and databases.

B

Managernentand control software helps maintain user devices, software licensing, servers configuratio
manage $torage systems, file and print services, user identity, call désk services, configuration database
and track assets.

(g

ICT processing, storage and communications systems require an appropriate physical environment {o
operate reliably. Electric power of a sufficient quality.and reliability is the first requirement. Climate
control df the environment housing equipment is alsg’very important.

Dedicatdd equipment rooms will be needed in(nost health facilities, which have reliable power, ajir
conditioping, and protection against rain, wind, or flood. Larger health facilities may require data
centers that are located on- or off-site and\built according to industry standards to meet Tier 1 to|4
specificdtions as appropriate. Systems sueh as diagnostic imaging may have specialized accommodatign
needs.

Larger facilities use distribution ¢abinets to house cabling and network equipment on each floor ¢r
building|section. All facilities'will need network cabling installed to strict standards to connect usg¢r
desktop |equipment or wiréless access points to a central network core for the facility. Small health
facilitiesmay be able to be-serviced by commercial 3G or 4G mobile data services if they exist or through
a single yireless access\point connected to a consumer grade Internet connection.

6.4.4.2 | Maturity model

6.4.4.2.1 ~Low

a) There are little or no centralized electronic application processing and storage services housed in
dedicated accommodation outside of urban area.

b) Most electronic processing and storage is undertaken on isolated user specific computers, housed
in individual facilities.

6.4.4.2.2 Medium
a) A centralized core of electronic application processing and storage services exists in a data centre

with some limited backup, fail over, and load sharing features. The data centre is rated at least Tier
2.
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b) Regional electronic application processing and storage services may exist that are linked to the
centralized core to obtain common information e.g. patient identity, access to the Internet, etc.

c) Cablinginstallation in urban and regional area facilities meets minimum standards.

d) Accommodation for biomedical vital signs monitoring and diagnostic imaging is designed to the
required standards.

6.4.4.2.3 High

a] A centralized core of electronic application processing and storage services exists acroys two or
more data centers with full backup, fail over, and load sharing features. The data centérs are rated
at least Tier 3.

b) Extensive use of virtual machine operating systems enables efficient capacity mantagement.

c] Regional electronic application processing and storage services existithat are linkef to the
centralized core to obtain common information, e.g. patient identity, access to the Internet, etc).

d) Health facilities in urban, regional, and remote areas have access to dedicated accommodation for
ICT equipment.

e] Cablinginstallation in urban, regional, and remote area facilities meets minimum standarfs.

f] Accommodation for biomedical vital signs monitoringand diagnostic imaging is designé¢d to the
required standards.

6(4.4.3 Examples of applicable standards, cross-references, and dependencies

I;[dustry standards, national and international standards from organizations such| as the

International Telecommunications Union (IEY),[164] Internet Engineering Taskforce (IETF),165] and

Telecommunications Industry Association (T1A)[166] provide a large number of standards relevant to

electronic storage and processing. The TIA also provides standards for data centre design.

Effective use of electronic devices tosupport healthcare requires that electronic processing angl storage

id affordable and supported with training and maintenance by the local ICT service industry:

a]l The cost of high-end comiputers, storage, and software designed for use by many (1000 +) users is
significant. Additional,cost is incurred in the licensing, configuration, and maintenance|of these
systems.

b) The skills required to maintain servers, storage, and software are often very specific and tied to
proprietary. products such as Microsoft servers, Oracle databases, etc. A reasonable edyicational
base and basic ICT skills are needed before undertaking training courses on these productg. In some
casessthe costs of these courses can be negotiated with the original product purchase. These skills
arewusually in high demand and difficult to retain within the government sector.

c] cAccess to professional technical support is necessary in order to train health sector ICT staff in the
UlJCl CltiUll Uf DUftVVal C, 1 CDU}VC fau}to, Cllld uudcx ta}\C I Csulal ulaiutcuauuc tao}\o.

d) Partnership with thelocal ICT service industry may be required to build the skills needed to support

systems used in healthcare.

6.4.5 ICT professional and technical support

6.4.5.1 Description

Each health jurisdiction should find a balance between developing in-house ICT staff and working with
small and medium businesses to develop the services that are needed to support health ICT systems.
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Staff are needed with the skills to maintain, install, and develop computers, applications, networks
databases, health messaging, security, operational processes, enterprise architecture, and ICT strategy.
Some of these skills can be acquired through on-the-job experience, others require specific training, and
many can be acquired in college or university courses.

Detailed degree curricula for ICT professionals have been produced by the Joint IEEE/ACM Computing
Curriculum Task Force in five computing subject areas: computer science, computer engineering,
information systems, information technology, and software engineering (Computer Science Curricula
2013, ACM/IEEE-CS Joint Task Force).[167]

The fornfation of specialist ICT associations and health informatics associations can also contribute to
the manggement of health applications by promoting best practice, standards, and skills.

Health Workers can benefit from courses such as the International Computer Driving' Licens
(ECDL Houndation, http://www.ecdl.org/programmes/ecdl_icdl).[168] The syllabus has-~seVen units
including concepts of IT, computer use and managing files, word processing, spreadsheets, database
presentations, and information and communication (Internet use).

o

(g

No health jurisdiction can operate ICT systems successfully without adopting sefue elements of an I(T
service fpanagement framework. The Information Technology Infrastructure.bibrary (ITIL) (The APM
Group Ljmited, http://www.itil-officialsite.com/)[169] is one framework forAT service management
(ITSM) that focuses on aligning IT services with the needs of business.

ITIL describes procedures, tasks and checklists that are not orgdnization-specific and used by gn
organization for establishing a minimum level of competency. It allows the organization to establish|a
baseline|from which it can plan, implement, and measure. It is.used to demonstrate compliance and fo
measurelimprovement.

ITIL v3 has five focus areas: Service Strategy, Service Désign, Service Transition, Service Operatio
and Continual Service Improvement. Few organization§ achieve a complete implementation of all IT]L
processsds, preferring instead to customize the methédology to suit their particular needs.

kel

6.4.5.2 | Maturity model

6.4.5.2.1 Low

a) Health facilities in urban areas-are able to employ or contract experienced ICT technicians to servige
mosg systems.

b) Inurban areas, management of ICT services is planned to ensure key services keep on operating.

c) Inrdggional and remete areas, management of ICT services is ad hoc and depends on the efforts pf
indiyiduals.

6.4.5.2.27 Medium

lcfacilities in urban areas are able to employ or contract experienced ICT technicians arld

O vV U y . S1011dl d a cl Y v I WA cl av = O tdrodan

b) In urban areas, management of ICT services is planned to ensure key services keep on operating.
Most IT service processes are documented, standardized, and integrated into standard service
processes.

c) Inregional and remote areas, management of ICT services is planned to ensure key services keep on
operating.

6.4.5.2.3 High
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a) Health facilities in urban and regional areas are able to employ or contract experienced ICT

technicians and providers to service most systems.

b) In urban areas, management of ICT services is planned to ensure key services keep on operating.
Most IT service processes are documented, standardized, and integrated into standard service

processes. Quantitative objectives exist for quality and process performance and are

used as

criteria in managing processes. Quantitative objectives are based on needs of the customer, end

users, organization, and process implementers.

c) Inregional and remote areas management of ICT services is planned to ensure key services keep on

service processes.

6{4.5.3 Examples of applicable standards, cross-references, and dependencies

ITILv3[1Z0] underpins ISO/IEC 20000 (previously BS 15000), the International.Service Man

I§0 provides standards in a wide range of disciplines related to professipnal and technical
ucation, and training.

D

he provision of adequate professional and technical support for”}CT systems in the healt
epends on the following:

o -3

a] The general education level of ICT staff (whether working for a healthcare employer or f
service provider), the specific training that staff haye ‘been given, and the range of ICT|
courses that are available.

b) A supportive policy environment that encourages healthcare organizations to cooperate
ICT service sector, universities, and colleges inproviding staff training and education.

c] Development of common ICT skills acroséall national economic sectors and need to be en
through appropriate government initiatives. The Skills Framework for the Information }
Foundation[192] provides a detailed taxonomy of 86 specialist ICT practitioner skill areas
tasks.

4.6 Standards, methods, guidelines, and frameworks (component of ICT infrastructur
ation)

[==))

4.6.1 Description

ccess to electronichealth information is provided through ICT infrastructure comprising the e

epends on the quality, compatibility, interoperability, and durability of the hardware and soff]

br thissredson, a number of national, international, and domain-specific collaborative orgal
kistto/coordinate and standardize the design and construction of ICT devices and networks

operating. Most IT service processes are documented, standardized, and integrated into $tandard

agement

Standard for IT service management, although differences between the two frameworks do exist. The

support,

h sector

r an ICT
specific

with the

rfouraged
\ge SFIA
and 290

e foun-

ectronic
etworks
ware.

hizations
Some of

6
Al
dpvices and electronic networks. The safe, reliable, and efficient operation of these devices and 1
d
F
e
t

lllese organizations are focused on the manufacturing processes, others on the device commu

hications

protocols and the implementation practices used to deploy ILT 1nIrastructure.

When implementing an eHealth project, an organization has limited control over the design and
manufacturing stage but is very concerned that equipment and networks are compatible in many ways,

will interoperate, and are installed to function safely for the required amount of time.

National ICT staffwillneed toreferto, follow,and enforce standards, methods, guidelines,and frameworks
that are locally acceptable and approved through local governance processes. The availability of proven
standards from international organizations enables the efficient design and implementation and

interoperability of ICT infrastructure.
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The internationally adopted standards most relevant to eHealth foundation ICT infrastructure are
produced by a number of organizations including the following:

a)

b)

f)

g)

h)

j)

k)

D)

Integrating the Healthcare Enterprise (IHE)[116] provides a common health sector technical
framework for harmonizing and implementing multiple standards in health systems, devices, and

ICT i

nfrastructure, e.g. ICT Infrastructure Integration Profiles.

“Health Level 7” (HL7)[18] has developed a common “language” that allows healthcare applications
to share clinical data with each another. HL7 creates international standards for inter-system
and inter-organization messaging, for decision support, clinical text document mark-up and user

intel

Digi
to ci
ther

Inte
heal

Inte
teleq

Eurd
Bod

by the EU and by the European Free Trade Association (EFTA)Yas being responsible for developir

and
and

Inte
(RF
DIC(

Tele
stan
stan

Nati

equipment manufacturers that.provides standards for many types of electrical products. NEM

help

Inst
awi

Inte
elect

Wor’
grov

face integration, as well as a health data model and a message development methodology.

al Imaging and Communications in Medicine (DICOM)[109] is a cooperative standard$_ effo
eate and maintain international standards for communication of biomedical diagnostic an
hpeutic information in disciplines that use digital images and associated data.

national Standards Organization (ISO)[1Z1] provides standards in health infermatics, device
Lh system communications, safety, security, ICT architecture, and related areas.

‘national Telecommunications Union (ITU)[e4] provides standards in all areas
ommunications and wired and wireless networks.

pean Committee for Standardization (CEN)[37] brings together\the National Standardizatig
es of 33 European countries. CEN, along with CENELEC and ETSI; has been officially recognizg

defining voluntary standards at the European level in a wide range of sectors including healt
cafety, healthcare, and ICT.

[s) on the use, design, and development of the Internet. Many health systems, protocols (e.
M), and standards rely on the use of IETF regommendations.

fommunications Industry Association (T1A)[166] is a USA-based trade association that provide
dards in wireless equipment, cablinig systems, and mobile devices. The TIA also providg
dards for data centre design.

pnal Electrical Manufacturers Association (NEMA)[172] is a USA-based association of electric

ed develop the DICOM standard for radiology imaging.

tute of Electrical and-Electronics Engineers (IEEE)[1Z73] provides technology standards, acro
le range of technologies.

'national El€étrotechnical Commission (IEC)[74] provides a wide range of standards f
rical equipmient. The IEC works jointly with ISO on many standards.

d WideWeb Consortium (W3C)[Z5] develops protocols and guidelines thatensure the long-ter
/th of the Web. Many healthcare communications standards rely on W3C protocol standards,

'net Engineering Taskforce (IETF)[163] providesiguidance through Request for Comment

't
d

bS

r

m

6.4.6.2 Maturity model

6.4.6.2.1 Low

a) Access to national or international standards for ICT infrastructure is difficult and costly.

b) ICT infrastructure is implemented without reference to standards and guidelines.

c) Little or no recognition and support is provided for the use and development of ICT infrastructure

stan

dards.

6.4.6.2.2 Medium
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a) National or international standards for ICT infrastructure are available.
b) ICT infrastructure is implemented with limited reference to standards and guidelines.
c) International standards are adopted, but not widely promoted.

d) Limited encouragement and support if offered for participation in the adoption and development of
ICT infrastructure standards.

6.4.6.2.3 High

a] National or international standards for ICT infrastructure are widely accessible.

b) ICT infrastructure is implemented with extensive reference to standards and guidelines.

(@)

] International standards are adopted and are widely promoted.

d) Extensive encouragement and support exists for participation in the adeption and development of
ICT infrastructure standards.

=)

4.6.3 Examples of applicable standards, cross-references, and 'dependencies

—3

he effective use of international standards requires affordable aceess to standards, an educat¢d health
(T workforce, and recognition of the importance of standard$-by business and government:

et

al The affordability of access to international standards,in printed and electronic form determines the
extent to which these standards are referenced in the'design and implementation of ICT folindation
infrastructure.

b) Digital literacy skills are required to interpretand apply standards and frameworks which depend
on the digital literacy and educational attainment of the health ICT workforce. A repsonable
educational base and basic ICT skills are*needed before international standards can effedtively be
applied to the local context.

c] Anational health jurisdiction will.rely on a well-developed small business ICT sector to unflerstand
and use appropriate standards.in the design, installation, and operation of eHealth systents.

—3

he national recognition offthe importance of standards for ICT infrastructure can be driyven by a
Wpportive policy enviromment. Government policy that provides the resources for national participation
nd use in formulation.ef international standards will stimulate the development of local understanding
nd use of standards’and the formulation of national standards to meet local needs.

DL n

7| Profiling-€countries with the eHAM

I§0 Technical Committee - Health Informatics (TC 215) has developed a maturity model forf eHealth
Alrchiteeture, which can be used by LMIC to assist with development of a health system strengthening
(HSS)'strategy. Often absent in the definition of health informatics standards, the concepts of maturity

ahd=canacity enable oranular and annronriate persnectives gn HSS in information fn*hno]ogy
r J o rr r r r

environments with varying levels of development.

The eHealth architecture model (eHAM) described herein fits within the context of the WHO/HMN
Framework for National Health Information Systems, which provides a high-level perspective on HSS
and data sources, as illustrated in Figure 11. Figure 11 shows how the HMN Framework and eHAM
complement each other to guide standards development, in this example, for patient identifier.
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The model shows a high-level view of the components of an eHealth aréhitecture. These are describe
further f{
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onal standards are an important part of deveiQﬁing robust and interoperable healf

ion systems. However, international standards_have historically described mature or high
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ibe HIS at differe@@r

bystems, making implementation challenging forthose seeking an entry-point into standar
thening their eHealth architectures.
@
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r
e model described herein can be used for analysis
with less developed systems. By defining indicators against this framework, HSS efforts can I
d over time and priorities and @ addressed. The countries described would show differel
hich would be consistent @htheir level of maturity and strategic direction.

need for systematic analyses of eHealt

m
ct healthcare deliv%his part of ISO/TR 14639, each of the elements contained in t}
structure, and functional domains are defined with levels of maturift
els of development.

chitectures within and across countries to facilitat

of eHealth architecture and the relationship of the component
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y

112

© ISO 2014 - All rights reserved


https://standardsiso.com/api/?name=722ae04645e7ec63c860ebe66bef92ec

ISO/TR 14639-2:2014(E)

Informed health policy
Improved access to care
Evidence-based practice
Informed health service planning
Efficiency, productivity, cost-effectiveness
Improved quality of care — to individuals & populations

Health Process Domain Components (5.2)
Patient Path — supporting continuity of care ‘ Govemance.& national
ownership
- = {5.1)
o
8 . £ B
0 2 g = s o & )
8 lg||2| B s 8 § E |E| 2 Executive
: g 8 2 g 8 8 g 2 3 E 8 e sponsorship)
o S o S 2 2 = c = is e
- & ) @ a e = = = = ) ] =
2 |o|| & | 8||e|[8| 8 & B B|l 58 EN¥
" :-"-B ® B ®H B R B g | F &
s o Z k=] = 7] % o 3 3 o 5
"E e £ o & g E g @ & =] & 8 National hi
S Bl (=8| 2|8 |8 '8 = [&| 28 |E National leadership
E = g E = fal E = © = B = Q of eHealth p i ram
E £ s | | 2| B E = 8 H &
< £ |2 s F 2 KE U 3
=
a g <
eHealth standfrds
HS planning, monitoring & evaluation ‘ adoption &
implementatipn
Foundation - eHealth Infastructure (5.3)
EHR & Identification el 5 Data interchange o :
health information registries & C"":;:‘Lts?émg:?sgy& interoperability & : D?VEIQP“W"_ of
repositories directories accessibility eHealth eapr?;l ty &
Consent/access Census,
control& Privacy, security & pepulation
workflow safety regime information, &
management data warehouse el irancing &
eHealth financing &
performance
managemerjt
Foundation - ICT Infrastructure (5.4)
\/ "
Local a % IcT Electronic ICT processing and ICT professional &
equipm@ fagiliti ?ﬁg:;:f;ﬂ‘::s storage services technical support eHealth plannifg &
architectu
: maintenan
.:‘\‘ Standards, methods, guidelines, frameworks ‘

Figure 12 — Model of an eHealth architecturel(200]

The methodology introduced in this part of ISO/TR 14639 will be useful at the international level to assist
with strategy development, resource mobilization, and alignment with initiatives like the Millennium
Development Goals (MDGs), which are the eight goals that all 191 UN member states have agreed to
try to achieve by the year 2015.[72] The United Nations Millennium Declaration, signed in September
2000, commits world leaders to combat poverty, hunger, disease, illiteracy, environmental degradation,
and discrimination against women. The MDGs are derived from this Declaration, and all have specific
targets and indicators.
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